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ITpaktuueckoe 3anstue Nel
[TocTpoenue ropoickoil MynbTHCEpBUCHOM ceTy Ha mpuHIMnax NGN

1.1 Henp padotsl: U3yunts npunimnsl moaepausammu ['TC nms
nepeBojia €€ B roOpoJICKYI0 MYJIBTUCEPBUCHYIO ceTh ¢ TexHoJorusiMu NGN.
OcBouthk MeTOIUKY nodTanHoi moaepuuzanuu ['TC.

1.2 [lepeuenp 000OpyIOBAHMUS:

— KomMmnbsroTepHbIi Ki1acc.

1.3 3ananue:

— IIposectn monepuusanuto ['TC B mocnenoBaTenbHOCTH, YKa3aHHON
JUISL KXKJ0T0 BapuaHTa. PEKOMEH1yeTCsl N3BMEHHUTH PACIIOJIOKEHUE
MC B COOTBETCTBUH C UX TPYHIIUPOBKOU IO ITAIIAM.

— Pesynbrarsl MOAEpHU3AIMHT IPEICTABUTH B CXEMAX, COCTOSLIUX U3
JBYX INTOCKOCTEM: TUIOCKOCTh CUTHAIM3ALMU U TUIOCKOCTh
nepeaadn nHpGopManuu.

1.4 YkazaHus K MpoBEJACHHUIO paOOTHI.

OynkimoHanbHO 00001mEHHas cTpykTypa NGN npencrasisieTcst 4eTbIpbMs
MJIOCKOCTSIMU (YPOBHSIMU):

- IJIOCKOCTh YCIYT (MPUJIOKEHUH): e€ 3aa4a — 00ecreyeHrne BCero CreKkTpa
YCIIYT TOCTYITHOTO Ha CETSAX CJIEIYIOIIEro MOKoJIeHHs. B O0IbIIMHCTBE Ciy4aeB AJis
peanu3aluy YpPOBHSI TPUJIOKEHUU BBIAEISAIOTCS OTAENbHBIE CcepBEepbl U 0a3bl
JTAHHBIX;

- IUIOCKOCTb YyIpaBlieHUs (CeTh CHUTHaJU3aluu), OOecneunBaromas
peanu3aluio MOJb30BATEILCKUX 3alpPOCOB MYyTEM KOMMYTAllMW IaKETOB B
TpaHCTIOPTHOM ceTH. Bcé€ To MHOroOOpasue yCcTponCTB, KOTOPhIE TPAHCIUPYIOT U
KOMMYTUPYIOT TpaUK HaHHBIX, MPeoOpa3yloT HHOOpMAIUIO, 3aJ0XKEHHYIO B
MAKeThl, B CTAHIAPTHYIO TeIe(POHHYIO CUTHAIM3AIUIO U COCIMHEHHUS, COMPSTAOT
U(POBBIE CETU PA3TMYHON MPHUPOJABI, TEPMUHHUPYIOT HAa cebe pazIuvHbIe BUIbI
TpaduKa, yOpaBisieTcss U3 OJHOIO MOIIHOrO sjpa. DTO SIpO CBS3BIBAETCA C

nousituem Softswitch. OcuoBhas ynkius Softswitch — ynpasnenue coeauHeHnEM



abonenTa A ¢ abonenrom b ¢ obecrieyenrem napaMeTpoB KauecTBa 0OCITy KHBaHHUS;

- 0a3oBasi MJIOCKOCTh — TPAHCHOPTHAs CE€Th MMakeTHOM mnepemaun. OT
TEXHOJIOTHIA, UCIIOJIb3YEMbIX Ha ’TOM YPOBHE, BO MHOTOM 3aBUCUT YPOBEHBb paOOThI
BCEI CETU CJIEAYIONIETO MOKOJICHUS U KOJIUYECTBO MPEIOCTABIIEMbIX CEpBUCOB. B
Ka4yecTBE TPAHCIIOPTa MOTYT ObITh HcHOjb30BaHbl cet ATM, Ethernet m xak
HauOoJiee mepcrneKkTuBHas - TexHosorust MPLS;

- IUIOCKOCTh a0OHEHTCKOTO JOCTyMa, pealu3yloias Bce HEOOXOIANMbIE
BUJIbI UHTEPPEHCOB B KaxJ0W KOHKpETHOW ceTu. [log TEepMHHOM «IOCTYID»
MIPEANoJaraeTcs O4eHb MUPOKOE MOHATHE OT IUGPOBBIX A0OHEHTCKUX JIMHUM 10
MOTPAHUYHBIX ITUTIO30B U KOHBEPTEPOB CUTHanIu3aIuu. Jloctyn B 00IIeM ciaydae —
3TO BCE TO 00opyaoBanue, kotopoe cBsi3biBaeT cetb NGN ¢ TpaaunmonnsiMu TDM-
CeTSAMM U JaXe HEOOJBIIMMHU JOKAJIBLHBIMU CETSAMHM Iepenayu naHHbiX. [Ipupona
MOJKTIOYEHUST MOXKET ObITh pa3Hoil: DSL-cuctembl ¢ MeHOM KaOeabHOM Mapou,
cHCTEeMBI IIU(PPOBOro KabEIbHOTO TeeBUACHHMS, OectipoBoaHbIe cucTtemMbl Wi-Fi
WIMAX, onrtudeckue texnonoruu aocryna (Hampumep PON). OO0beaunsieT mx
BCEX OJIHO — B KauecTBe KOHEUHOro uHrepdeiica aboneHty npenocrasisiercs |P-
MOAKIIOUYEHUE, YTO Ja€T BO3MOXHOCTh HCIOJIb30BaTh WHTEIIEKTYaJbHbBIN
TEPMUHAJ C JOCTYIIOM K OOJIBIIIOMY YUCITY JOTIOTHUTEIBHBIX CEPBHUCOB.

Mopepauzaruss ['TC, wu3noxxeHHas B JaHHOM paboTe, B OCHOBHOM,
OMHUCHIBAET WM3MEHEHHUs, NPOBOJUMBIE B 0a30BOM IIOCKOCTH W TUIOCKOCTH
yIpaBJICHHUS.

Mopens NGN, oTpakaromiasi OpUHLMIBI TOCTPOEHUSI CETU, MOXKET ObITh
MpeCTaBlIeHa CTPYKTYPO, TpuBeieHHOM Ha pucyHke 1.1. OiHa U3 CyniecTBEHHBIX
ocobennocteit NGN - paznenenne QpyHkiuii nepenaun [P-maketoB u ympaBieHus
sTUM mporeccoM. Ilepenaya uHpopmaiyu, B KOTOPOM 3aWHTEPECOBAHBI MOJIb-
30Barenu, ocymecTBisieTcss kommyrtaTtopamu maketoB (KII). Bropas ¢ynkiums
BO3JIO’KEHA Ha ycTpoicTBa yrpaieHus (YY), B KaueCcTBE KOTOPBIX UCIOIb3YIOTCA

pa3IMyHbIE aNMapaTHO-MPOrPaMMHbIE CPEICTBA.
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Pucynox 1.1. Moziens ceTH clieIyroniero NoKoJIeHUs.

Mopnenb, mpexactraBieHHas Ha pucyHke 1.1, Bkimouaer B cels Tpu
KOMITOHEHTA: MEXIYyTOPOAHYIO ceThb W JiB€ MecTHble cetu. KommuectBo KII B
Ka)XJIOM KOMIIOHEHTE CETH OBbLJIO BEIOPAHO MPOU3BOJIBHO. DTO CIPABEIJIMBO TAKKE
B OTHOIIIGHWU YHCia Y'Y, KOTOpble HEOOXOIWMBI I ONpPENENIEHUs OCHOBHBIX
atpuOyToB coeauHenus. [Ipenmonaraercs, 4ro o0a MOJB30BATENSI PACHOararoT
TepMuHaIamMu JByX TuroB. Tenedonnbiii anmapar (TA), HeoOXomumblid s
nepenaun peun. llepconanbhbiii kommbiorep (I1K), obOecneunBarommii 0OMeH
JTAHHBIMU U TOJTy4€HUE BUJICOUH(POPMAITUH.

Tpu crpaternu ¢gopmupoBanus NGN

Y KOMIaHWM, PEIIMBIIECH CO30aTh CETh CIEAYIOUIErO MOKOJEHHUS, €CTh
pa3Hble CIOCOOBI peanu3aliii TOCTABJICHHOW 3ajadd. MOXXHO BBIJIEIUTH TpU

OCHOBHBIX HalpaBJICHUs AaJbHEHINX AeHCTBHUH (prcyHOK 1.2):
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Pucynok 1.2. Knaccuduxkanus ctpareruii popmuposanust NGN.

Ha4yaTh CTPOUTEIBCTBO HOBOW BBIJICJICHHOM CETH, PYKOBOACTBYSICH IIPUH-
[UIaMH, anpoOWpPOBAHHBIMU B Haudalie JEBSIHOCTBIX TOJOB IMPOIIOrO BeEKa
Omneparopamu, KOTOPBIX CTaJIu HA3bIBATh aJbTEPHATUBHBIMU;

MOJIEPHU3HPOBATH TeIe(OHHYIO ceTh 0011ero nojibzoBanus (TOOII) B mo-
HOM COOTBETCTBHUU cO cTanAgapTamu NGN;

co3nath NGN B pe3yibTaTe peKOHCTPYKIIMU APYTOW CETH OOIIETO IMOJb-
30BaHus (Hanpumep, KabeIbHOTO TEIECBUICHMUS).

TOOII o psay NpUUUH MPECTaBISICTCS HanboIee BEpOATHOU 0a30i s
noctpoeHust NGN. TeMm He MEHee OpraHu3aliiO BBIACICHHOW CETH TAKXKE CIETYET
paccMaTpuBaTh KaKk OJHO M3 MPAKTUYECKW 3HAYMMBIX perieHuil. ToMy ecth aBe
npuanHbl. Bo-niepBrix, BeieneHHbIe ceTh NGN Hen30eXHO OyIyT cO3/1aBaThCs B
WHTEpecax HEKOTOPBhIX CHeUUPUUYECKUX KIUEHTCKUX Tpyni. Bo-BTopsIX,
CYIIECTBYET psiA OOMMX penieHUud (CUCTEMHOTO XapakTepa) Uisl TOCTPOCHUS
BBIJICJIEHHON U HAJIOXKEHHOM ceTel. [103ToMy K J1eBOMY HMPKHEMY NPSIMOYTOJIbHUKY

Ha pUC. 2 HapaBJIeHA MyHKTUPHAs CTPEJIKa U3 BEPXHETO OJIOKA.



Tpu ocHoBHble cTpareruu ¢popmupoBanuss NGN nepednciaeHsl B HIDKHEN
yactu pucyHka 1.2. BeiOop onTuManbHON cTpaTeruu MOKET OBITh CAENaH MyTeM
aHaJu3a BCEX TPEX aJbTEPHATHB.

Peanuszanus crparernu '"Hasoxennas cerp'

Cuenapuu peanuzainuu crpareruu "HanoxeHHast ceTh' MOKHO pacCMOTPETH
Ha npumepe ['TC, NOCTpOEHHOW MO MPUHLMIY CBS3M KOMMYTAI[MOHHBIX CTaHIUN
"kaxxnas ¢ kaxaon". Cetu ¢ Takor CTpyKTypo# (pucyHok 1.3) co3iaHbl BO MHOTHUX
poccuiickux ropojax. 1o pailonupoBannbie ['TC 6e3 y3nooOpazoBanus. [Ipen-
noJiaraercs, 4To Ha mectHou craHuuu (MC) moag HOMEPOM YETBIpE B ATOW CETH
pacniosioxkeHna Tpan3uTtHas cranuus (TC), yepes3 KOTOPYIO OCYIIECTBISAETCSA TOCTYII
K CETH MEXIYyTOpPOJHON U MEXIyHApOIHOU TenedoHHOM cBsi3u. B nmanHo# pabote
abopeBuatypa MC  pacmpocTpaHsieTcs  ToJibko Ha  pailonHeie  ATC

paccmatpuBaemori ['TC, T.e. nHa PATC.
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Pucynok 1.3. Crpykrypa I'TC 6e3 y3110B.

JomyctuMm, 4To 3apaHee Oblaa onpezeseHa ontTuMaibHas cTpykrypa NGN
(pucynok 1.4). I[Ipeanonoxxum taxke, uto NGN HaunHaeT GOpMHUPOBATHCS C YPOB-

Hi CETeM MEeXIYyHapOJHOM M MEXIyropogHou cBaAsu. IlosTomy K MOMEHTY



moaepuuzaruu Hamieil [ 'TC BMecTo aBTOMaTH4eCcKO MEXTyTOPOTHOM TenehOHHON
craniinn (AMTC) yxe ycraHoBiaeH wmaructpaibHbiii kommytatop (MK). On
obecrieunBaetr TpaH3uT [P-makeroB, conepkamux HHGOpMaLMIO J1I0O0ro BUIA
(peub, maHHBIC, BUACO U WX KOMOWHAIMS), B CETAX MEXIYTOPOAHOW M MEXIY-

HapOJHOU CBSI3U.
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Pucynox 1.4. OntumansHas ctpykrypa NGN.

OTOT pUCYHOK (KaK M HECKOJBKO CIEIYIOUIMX) COCTOMT M3 JIBYX



IJIOCKOCTENW. BepxHsAs MIOCKOCTh WILIIOCTPUPYET OCHOBHBIE U3MEHEHUS,
Kacarolluecs CeTH CUTHAJIU3allUU. B HUKHEH MII0CKOCTH MTOKa3aHa CTPYKTypa CETH,
1o KOTOpoii nepenaetcs nHbopmarus nojaszopareneit (st NGN ato [P-nakeTsr).
[Ipenmonaraercsi, 4To BCE TEPMUHAIBI MOTEHIMAJIBHBIX IOJIb30BaTENCH
OynyT
BKJIIOYEHBI B MYJbTHUCEpPBUCHBIE aboHeHTckue KoHieHtpatopbl (MAK). B ceru
NGN kpome MAK u oGopynoBanusi IP-cetn HeoOXxomum emie OAWH AJIEMEHT -
MYJIBTUCEPBUCHBIM KoMMyTaTtop poctyna (MK]), mnpexacrapistommii coboi
Softswitch kmacca 5. DTOT Kilacc COOTBETCTBYET KOMMYTAIIHOHHOMY 000-
pyloBaHU0, KOTOpoe (GYHKIIMOHUPYET HAa YpPOBHE MECTHBIX CTaHuuil. Jlis
curHanu3anuu Ha yyactkax MAK - MK/, mexny MK/, a takxe mexay MKJI u
Softswitch kmacca 4 (xorTopslii yctanaBnuBaercss Ha MK) mnpennonaraercs
UCIOJb30BaHue MpoTokoyioB SIP wim SIP-T, HO BO3MOXHBI U JIPyTrU€ pPELICHUs,
€CJIM OHU COOTBETCTBYIOT MEKIYHAPOAHBIM CTaHIAPTaM.
Coznanue NGN, cTpykTypa KOTOpOii ToKka3zaHa Ha pucyHke 1.4, MOKeT ObITh
BBITIOJIHEHO Pa3IMYHbIMU crioco0amMu. C MpakTUYECKONW TOYKU 3PEHHUS CIEAyeT
BBIJICTIUTH TpU clieHapus GpopmupoBanust NGN:
1) kaxaas MC mocne perieHus 0 HEOOXOAMMOCTH €€ 3aMEHBI
obopynoBanueM NGN OJHOMOMEHTHO BBIBOJUTCS W3
AKCIUTyaTalluu;

2) Bce MC ocTatoTcsi B KOMMEPUYECKOM IKCIUTyaTalllut, a PSIOM C
KOKJIOW M3 HUX ycTaHaBiuBaeTcs oOopynoBanue NGN, B
KOTOPO€ TEPEKIII0YarOTCs a0OHEHTHI, 3aMHTEPECOBAHHbBIC B
obciry:xuBanuu Buaa "Triple-play services"”;

3) KOMOMHUPOBAHHOE pEIlIEHHE, OCHOBAHHOE Ha COYECTaHUU

IIEPBOI'0 U BTOPOTO CHCHAPHUCB.

Cuenapmui 1
IIepBbIiii 3Tan

Ha pucynke 1.5 nokazan HauanbHbIM dTan moaepHuzamuu ['TC 6e3 y3mnoB



JUISl CIEHApHs, KOTOPbI OCHOBAH Ha OJHOMOMEHTHOM 3ameHe kaxaoii MC. B
nanHoM npumepe 3ameHe nojnexatr PATC MC3 u MC4. B rpanunax [P-cetu
n300pakeH TpaHcnoptTHei 03 MG (Media Gateway), KOTOpbIii oOecrieunBaeT
B3aumozeiicteue MAK co Bcemn MC, HCHONB3YIOIIMMH TEXHOJOTHIO "KOMMY-
tanus kaHaoB". st ananu3a Gyukiuit MK Heo6XxoauMo o6paTuThCsi K BEpXHEH
miockoctu puc. 5. lllects MC, He3aBUCHMO OT THIIA UCIIOJIB3yEeMOT0 000PY/1I0BaHUS
KOMMYTAIIMH, MOTYT pacCCMaTpPHUBAThCs KaK MyHKTHI curHaym3anun - SP (Signaling
Point). Takas TpakToBka npeioxeHa MCO npu pa3paboTke crienupuKanuii s
obmena nHpopmanuei mo odmemy kanany curHammsaruu (OKC). Homepa SP u MC
coBmaaaroT. s Hymepauuu NyHKTa CHTHAJIW3alMU, pacnosiokeHHoro Ha TC,

BhIJIesIeHa 1T dpa "O".
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Pucynok 1.5. Ilepseriit atan monepuusanuu ['TC 6e3 y3nos. Cuenapuii 1.

B roponme Haumnaer QopmupoBathes ceth [P, mopaepxuBaromias
nokaszarenu kadectBa oOcayxkuBanms (Quality of Service, QoS), koropsie
onpenenenbl st NGN. IlepedyeHb Takux TOKa3aTeNeld  yCTAHABIMBACT
AnmvunucTpanus cBa3u. OCHOBAaHHUEM ISl HOPMUPOBAHHUS ATUX [TOKA3aTENIEH MOXKET
CIIyKUTb, Hanipumep, pekomenaanus MCD Y.1541. Ha nHauanbHOM 3Tamne co3aaHust
NGN B cetu [P MOXeT HCHIOJIB30BAaTHCSI BCETO OAUH KOoMMyTaTop. B paccmatpu-
BaeMOM IpuMepe ueThipe KoHieHTpatopa MAK obecreunBaioT oOciy:KuBaHHE
BCceX aDOHEHTOB, paHee BKIOYeHHBIX B MC3 nu MC4.

Crenyer MOOYEpPKHYTh, YTO [JIs1 B3aUMOJAECHCTBHS ¢ aHanoroBeiMu MC
HeoOxomuMm 1umo3 curHammsamuu SG (Signalling Gateway). Jlemo B Tom, 4To
KoMMyTaTtopbl Softswitch He noxnepkuBalOT mpolecchl OOMEHa CHUrHalaMu
YOpaBIEHUs U B3aUMOJEHUCTBUSA, KOTOPBIE HCIOJIB3YIOTCA B OTEYECTBEHHBIX
aHAJIOTOBBIX KOMMYTAlMOHHBIX cTaHuusAX. [Ipeamomaraercsa, uro Tombko MC1
IIOCTPOEHAa HA AHAJIOrOBOM KOMMYTallMOHHOM o0OopyaoBanuu. Cucrema
CUTHAJIU3AINK, IPUHSTAs sl pOCCUUCKUX aHaioroBeix MC, Ha3BaHa 31ech R2-R
(wmu R1,5). Takoe o0o3HaueHue pacmn@poBLIBACTCS KaK POCCUICKAsI BEPCUS CH-
cTeMbl curHanuzanuu R2, mpunsaroin MCO.

Bropoii aTan

Ha pucynke 1.6 moka3zaH olMH W3 BO3MOXKHBIX BapHAHTOB JAIbHEHIIIETO
noctpoennst NGN. O paccmartpuBaeTcss kak BTopol stan moaepHuzauuu ' TC u
OCHOBaH Ha 3aMeHe ABYX KOMMyTanuoHHbIX ctanuui: MCl n MC2. OnHoBpe-
MeHHas 3aMmeHa IByX MC - oIMH 13 BO3MOKHBIX BAPUAHTOB Pa3BUTHUS TOPOJICKOM
MH()OKOMMYHUKAIITMIOHHON CHCTEMBbI B COOTBETCTBUU C BBIOPAHHBIM CIIEHAPUEM.
Pemiennsi Takoro poja MHTEPECHBI C TOUKHU 3PEHUS] MUHUMH3ALUK 3aTpaT Ha CETh
noctymna. OTHIpaBHOW TOYKOW JJIi BBIOOpA PAIMOHAIBHOTO PEIIEHUS CIY>KUT
BAPUAHT, IPEYCMOTPEHHBIN TporpaMmon moaepHusanuu ['TC.

VYcranoBka MKJ[1 mnoapazymMeBaeT pEeKOHCTPYKIHMIO CETH JIOCTyIa, B

KoTopoi nosiBisioTcs eme Tpu MAK. Mexay aboHeHTaMu CeMH IKCILTyaTHPYEMBIX



MAK wunpopmarnus Bcex TUIOB niepeaaetcs B Buae [P-makeTos. Ynpasisior BcemMu
" "
coenuHenussmu  nBa MKJI. Ilepexon k TexHonormm "KOMMyTalus KaHAJIOB
HEOO0XOIUM TOJIBKO JJIsi COEIMHEHUH, KOTOPBIE YCTaHABIMBAIOTCS C TEPMHUHAJIAMH,
BKItoueHHbIMA B MC5 unu B MC6.
PanukanbHble H3MEHEHUsT CBOMCTBEHHBI CETU CUTHAIM3alMH. TOIBKO IS
MC5 nu MC6 ucnonb3yroTcs CHCTEMBl CUTHAIM3ALMM, PEAIM30BAaHHBIE IS Te-
nedonHOM cBs3u. Bee octanbhbie aneMenThl Topoackoit cetn (MAK nu MK]I) yxe

B3aMMO/ICHCTBYIOT MEXTy COOOM 110 €IMHOM CUCTEME CUTHAITN3AIINH, TPUHSATON JIJIs

NGN.
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Pucynok 1.6. Bropoii atan moaepuuzauuu I'TC 6e3 y3noB. Crienapuii 1.

Tperuii 3Tan

CrpykTypa ceTu CTaHOBUTCA Bce OoJiee moxokedl Ha cTpykTypy NGN,
(dbopMupOBaHKE KOTOPOIl 3aBEPIIAECTCSA HA TPETHEM - 3aKIIIOUUTEIBHOM - 3Tare. ITOT
stan (pucyHok 1.7) mpuBOAUT K CO3JIaHUIO CETHU CO CTPYKTYpOH, KOTOpas Oblia
BbIOpaHa B KauecTBE ONTHUMAJbHOIO pemeHus (cM. pucyHok 1.4). Bapuants
monepHuzaiuu ['TC B COOTBETCTBHM C paccMaTpUBaeMbIM CIIEHAPUEM MOTYT

pa3nnyaThCs TEMIIAMHM 3aMEHbl AKCILTyaTUPYEMOTO 00OpYJIOBaHMS KOMMYTAallUH,



gucinenHoctbio MK/l u MAK B IP-cetn, a Takxke npyrumm atpulOyramu, He

BIUSIOIIMMH HA IPUHIUIIBI TO3TanHOro co3aanus NGN.
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Pucynox 1.7. Tpertuii atan monepuusamnuu [ TC 6e3 y3noB. Cuenapuii 1.

CrnenyeT ynoMsiHyTh elie 0JHY MpooOsiemMy - BBIOOP TEXHOJIOTUM, HEOOX011-
MBIX JIJIs TIOAJEPKKH Tokazateneit QoS. Dra 3amada TpeOyeT IOMOTHUTEIHLHOTO
uccnenoBanus. Cienyert, mpaBia, OTMETUTh, YTO 3aTpaThl Oneparopa Ha CO3/JaHKE
cetu [P ¢ mopnmepxkkoir QOS CyIIECTBEHHO MEHBIIE TEX WHBECTUIUN, KOTOpbIC

noTpeOyroTcs A1t 3ameHbl Bcex MC u peanu3anuy COBPEMEHHOM CeTH JIOCTYTIA.

Cuenapmii 2
Bropoii crienapuii MokeT OBITh MIPEACTaBJICH C ITOMOIIBIO MOJICIIH, TIOKa3aH-

HOH Ha pucyHke 1.8. OH He COAEPKUT BEPXHIOIO MIOCKOCTh, TaK KaK MPUHIIUIIBI



MOCTPOEHUS CUCTEMbI CUTHAJIM3ALIMHY HE U3MEHAIOTCS. Pe3ynpTaT peaau3anuu 3Toro
CIIEHApHUs MOKHO pacCMaTpUBaTh Kak ONEPATUBHOE CO3aHUE "HAIOKEHHOU ceTH",
M0JI30BATENSIM KOTOPOU JOCTYIHBI BCE BUIBI OOCTY>KUBAHUS, BXOJSIINE B HAOOP
"Triple-play services". UHCICHHOCTh TakKWX WOJB30BATENCH OrpaHUYEHA: OHA
OTIpEJIEISIETCSl YPOBHEM IUIATEKECIIOCOOHOIO clpoca Ha OOCITyXKMBaHHE BHUIA

"Triple-play services".

M(2

N\
N\
/ \

/ /

A
N
SRS
MC6 \ x /
\\ \

M3

.

MC3

MC4
BEA MAKS oMK MAKS

R AMTC

Pucynox 1.8. Bropoii cuienapuit monepuuzanuu ['TC 6e3 y370B.

CyliecTBeHHOE OTAMYKE OT mepBoro cueHapus cozganuss NGN cocrtout B
TOM, YTO TMapauiensHo QopMupyercs "Bropas" ceTb. OTO 0OCTOSITENIbCTBO
noayepKuBaeT 3Hak "+'" Ha pucyHke 1.8, pacnosioxKeHHbIN MOJ CTPEIKOM, KOTOopas
pazaesnsiet atanbl pa3putusa [ 'TC. OueBUIHO, YTO CETh CUTHAIU3AIUHU JOJIKHA OBIThH
cO3/1aHa cpa3y M MOYTH B NOJHOM oObeme. Mexnay kaxaod MC u tem MAK,
KOTOPBIM YCTAHOBJIEH PSJOM C HEH, JOJKHBI ObITb OpraHu3oBaHbl TpakThl El.
@aktnuecku Kaxapli MAK cTaHOBUTCS BBIHOCHBIM MoOJaysieM onHoil u3z MC,
KoTopas obecnieunBaeT emy Bbixon B ['TC.

Cuenapmii 3

Tpetuiéi cueHapuid peanusauuu  crpareruu  "HanoxeHHas  ceTh"



IpeCTaBIsieT cOOOM coueTaHWe BYX PEIICHUH, KOTOpble ObUIM PacCMOTPEHbI
BhIme. JIroOoi u3 Tpex crueHapueB obOecrieunBaeT GpopmupoBanre NGN, koTopas
JIOJDKHA ~ COOTBETCTBOBaTh BCEM  IOKA3aTeNsiM  KadyecTBa  OOCIy>KMBaHUS
MYJIBTUCEPBUCHOTO TpaduKa.

Boibop pe3ynbTUpYIOUIEH CTPYKTYpbl CETH — TNPEeIMET OTAEIbHOTO
pelieHus, He BIMSIONMN Ha M3JI0KEHHYI0 MeToauky. IIpenmonaraercs, 4to Bce
MK/I, umenyembie B NGN kak softswitch kmacca 5, momKHBI OBITH CBSI3aHBI MEXKTY
co0olt st o0OecrieyeHusl BHICOKOM HAAEKHOCTA CHCTEMbl CUTHAIHM3AIMU B CETH
NGN. Kpome Toro, mnpemycmMaTpuBaeTcsi OpraHu3alus JABYX HE3aBHCHMBIX
HampaBJICHU Ui oOmeHa wuHpopMalueid ¢ o00pyJAOBaHUEM MEXIYTOPOIHON
craniun (AMTC), umenyemoii B NGN kak softswitch kmacca 4, kotopast ckopee
Bcero OyAeT pacmoJsiaratbCsi B IIEHTpe cyObekTa denepauun. Beixoa k 3Tomy
softswitch momken ocymecTBiATbes 4depe3 pasubie MKJI. Takke B HMHTepecax
HaZE&KHOCTH pekoMenayercs kaxapli MAK noxakmodars k cetu IP mo 2-m
HE3aBUCUMBIM Ty TSIM.

Brimie omnmcana nponeaypa MoaepHuszauuu mectaysnoBod ['TC,
nposen€HHoi B Tpu dtana: MC3 u MC4 (1-i atan), MC1 u MC2 (2-ii atan) u MC5
u MC6 (3-i1 aTan).

[Ipu BBIMOTHEHUU TMPAKTUYECKOTO 3aJaHUS HEOOXOJAUMO TMPOBECTH
MoJiepHm3anuio Tor xe camor I'TC, HO B MOCIeA0BATEIBHOCTH, YKAa3aHHON MJIA
Kax0ro BapuanTa B Tabnuie 1.1. Pekomenayercst uamMeHuTh pacnosioxxernre MC B
COOTBETCTBHUM C MX TPYNIIUPOBKON 1O 3TanaMm. CxeMmy CBA3EH Takas EpECTaHOBKa
HE MeEHseT, Tak kak Bce MC coeauHEHbl MEXAy COOOM MO CXeMe «KaXIblk ¢
KQKIBIM.

Pe3ynbTaThl MOJIepHU3aLUKA MPEACTABUTh B CXEMaX, COCTOSILUX U3 JBYX
MJIOCKOCTEH: TJIOCKOCTh CUTHAJIM3AIMU U TUIOCKOCTh Tepenayn uH(opMaluu, mo
aHAJIOTUU C TIPUBEAEHHBIM BBINIC MPUMEPOM. MYyJIbTUCEPBUCHBIE aOOHEHTCKHE
koHUeHTpaTopsl (MAK) pacnosioxXuTh 0 CETH MPOU3BOJIBHO C OOIIUM UX YHCIOM
He MeHee 12. Yuciio MKJI nomkHO OBITH HE MEeHee 3.

Ta6nuna 1.1. BapuanTsl MoJiepHU3auu



Howmep

Howmepa 3ameHsieMbIX cTaHIUM

BapUaHTa 1-# stan 2-1i aTan 3-1i aTan
1 1 2,3 45,6
2 1,2 3,45 6
3 2,3 1 45,6
4 4,5,6 2,3 1
5 1 45,6 2,3
6 6 1,2 3,45
7 3,4 6 1,25
8 2,5 6 1,34
9 2 1,3 45,6
10 4,5 2 1,3,6
11 1,3,5 2 4,6
12 3,6 1,4,5 2
13 3 2,4 1,5,6
14 2,5 3 1,4,6
15 1,6 2,4,5 3
16 4,5 1,2,6 3
17 4 2,5 1,3,6
18 1,3,5 2,6 4
19 3,5,6 4 1,2
20 5,6 1,2,3 4
21 5 1,3 2,4,6
22 4,6 5 1,2,3
23 2,34 1,6 5
24 1,4 2,3,6 5

1.5 Oruer o pabore:

- PG3YJIBT3TBI pacuceTa MYJIbTUCCPBUCHBIX IIOTOKOB B BETBAX CCTH.




— Cxembl MO,ZIepHI/ISHpOBaHHOﬁ CCTH Ha KaXXJJOM M3 DTAIIOB.

— Cxewmnl ceTn CHUTHAJIM3alluH.



[TpakTueckoe 3ansitue No2
KondurypupoBanue ctaTuueckoil MapuipyTU3aiuu
2.1 Lenb pabotsl: [IpyBUTHE HABBIKOB KOH(DUTYpUPOBAHUS CTATUYECKOMN
MapHIpyTU3AIUN B CETAX CBS3U CICIYIONIETO MOKOJICHUS
2.2 Ilepeuenb 000py0BaHUS:
— Crenpn « HGOKOMMYHUKAIIMOHHBIE CETH;
— Pab6ouwne crannuu nox ynpasieanem OC Linux.
2.3 3aganue:
— TlpousBecTu Gpuznueckre COCTUHEHUS TSI IOCTPOCHUS 3aJaHHON
TOTIOJIOTHH;
— CkoH(purypupoBath CTATUYECKYIO0 MAPIIPYTU3ALIUIO Ta
mapmipytusarope Cisco;
— CkoH(puryprpoBaTh CTATHICCKYIO MAPIIPYTHU3AIAIO HA
MIPOTPAMMHBIX MapIIPyTH3ATOPAX;
— TlpousBecT NpoBEpPKY CBA3ZHOCTU CETU C UCIIOJIB30BAHUEM YTUIIUT
ping u traceroute.
2.4 Yxa3aHus K IpOBEJCHUIO pabOTHI.

Jns mapmpyruzanuu B OC Linux ucnonb3yercst yrunura route. /lannas
YTHJIUTa MOXET HMCIOJB30BaThCs KakK JJIi IPOCMOTpPA, TaK M JJIsi MoAU(UKaIAU
TAOJIMI] MapIIpyTH3alMK. biaromaps mporokoiaM yaaieHHoro goctyma Telnet u
SSH ytunura route moxxeT ObITh HCIIOJIB30BAHA JIJIS1 JUCTAHIIMOHHOTO YIPABICHUS
polelypaMi MapUIpyTU3aIMK Ha CEpBEPaxX W MPOTPAMMHBIX MapIIpyTH3aTOpPaX,
Ha KOoTopbIX ycTaHosieHa OC Linux.

Komanna route umeer crnemnyromiuii opmar

route [omepanusi] [Tun] aapecar gw [miro3] [Merpuka] [uarepdeiic]
[Ipu wucronp3oBaHMKM KOMaHABI FOute Oe3 apryMeHTOB M TMapaMeTpOB

O0TOOpaXKaeTcs COACPKUMOE TaOIUITBI MapIIPYTU3AIUHN, pUCYHOK 2.1.



sssk@sssk-VirtualBox:~$ route
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface

default 10.0.2.2 0.0.0.0 UG 1024 © 0 eth@
255.255.255.6 U 0 0 0 eth@
255.255.0.0 U 1000 © 0 eth@

Pucynok 2.1 — Tabnuiia mapmpyTu3auu

[Tapamerp omepammsi HMCHOJB3YyeTCA A JOOABICHUS WM YJOaJICHUS
CTaTUYEeCKOTO MapIIpyTa, COOTBETCTBEHHO, MOXKET MPUHHMATh 3HadeHue add
(mo6aButh) wim del (ymanurs).

[TapameTp THH oOmNpeAensieT, SBIAETCS JH ONHCHIBAEMBIA MapLIPYT
MapmpyToMm K ceT (-net) wim k otaenbHoi MmammHe (-host). JlanHBI mapameTp
1eJ1ecO000Pa3HO MCIOJB30BaTh IMPHU OECKIACCOBON MapIIpyTHU3allH, YTOOBI SAPO
OC Morno HagexHO OTAEIUTH aApec CETU OT aapeca y3na. Hampumep, ampec
128.138.243.0 ¢ mackoit 255.255.255.0 sBnseTcs ampecoM CEeTH, a HE Yy3Ia,
HECMOTpS Ha TO, YTO OH OTHOCUTCH K Kiaccy B. [ToaTomy ecnu He ykazaTh mapameTp
-net, yruiura route BocmpuUMET 3TOT agpec Kak aJgpec KOHEYHOro y3ia (CeTh
128.134, y3en 243.0).

[TapameTp aapecaTr COIEPKUT aapec CeTH WM y3ia wiu 3amuck default,
€CJIM KOHPUTYPUPYETCS MAPIIPYT 110 YMOTYAHUIO.

[Tapamerp HLIIO3  ompenensser agpec  CIEAYIOIIEro  yCTpoucTBa
(MapuIpyTH3aTopa), KOTOpOMY JOJIKHBI MepeAaBaThCs NaKeThl, COOTBETCTBYIOIINE
JTAHHOMY MapuipyTy.

HeoOs3atenpHblii  mapamMeTp MeTPUKA 3a7aeT MPENSIbHOE  YHCIIO
TPaH3UTHBIX NEPEX0I0B Ha MYTH K aJipecary.

JIns ynaneHusi MapuipyTa 4aiie BCero UCIoJIb3yI0T KOMaHy

route del aapec

JIns mpumepa co3aaaum cTaTudeckuil MmapupytT k cety 219.15.0.0, myTh K

KOTOPOMY JOJDKEH MPOXOAHWTh uepe3 uuio3 ¢ aapecom 10.0.2.1, mocne dyero

BBIBEIEM Ha DKpaH TaOJIMIly ¢ BHOBb CO3JaHHBIM MapIIPyTOM, PUCYHOK 2.2.



sssk@sssk-VirtualBox:~5$ sudo route add -net 219.15.0.0/16 gw 10.0.2.1
sssk@sssk-virtualBox:~$ route

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
default 18.6.2.2 0.0.0.0 UG 1024 0 etho

10.0.2.0 i 255.255.255.0 U 0 ethe
link-local x 255.255.0.0 U 1000 etho

219.15.0.0 10.0.2.1 255.255.0.0 UG 0 etho
sssk@sssk-VirtualBox:~$ ||

Pucynok 2.2 — JIoGaBiieHre HOBOTO MapIipyTa

CeteBble ycTpoiicTBa (KOMMYTaTOpbl M Mapuipytuzaropel) CiSCO moryr
HaXOJUTHCS B OJHOM M3 PEKHUMOB, TIPEICTABIICHHBIX B TaOmuIe 2.1.

Tabnuna 2.1 — PexxuMbl KOHPUTYpUPOBAHUS

Ha3zBanue pexxuma [Mpurnamnienne Onwucanue

(Prompt)
User EXEC Mode Switch> [Tostb30BaTEIBCKUHN PEKUM
Privileged EXEC|Switch # [TpuBMIIETHPOBAHHBINA PEKUM
Mode
Global Configuration|Switch (config)# Pexum rJ100aTEHOTO
Mode KOH(PHUTYPUPOBAHHUS

B tabnume 2.1 B mepBoM cTOsIOIIE MPEACTABICHBI HAa3BaHUSI PEKHUMOB, BO
BTOPOM — MpUIJIAlIeHHe, OTOOpakaeMoe B KOMAaHJHOW CTpOKE, B TPEThEM —
OTHCaHue.

[Tonb3oBaTenbckuii pexkum (user mode) HMCHosib3yercs JUisl MPOCMOTpa
COCTOSIHHSI yCTPOMCTBA, a TaKXe IS Mepexoja B MPUBHICTHPOBAHHBIA PEXHUM
(privileged mode). Hukakux n3MeHeHuii B KOHPUTypallmoOHHOM (aiijie, B TOM YUCIIe
ylajeHne U COXpaHEHUE TeKyIleW KOH(PUrypaluu, B MOJIb30BATEILCKOM PEXUME
MIPOM3BOJIUTHCS HE MOXKET. B 3TOM pekrMe TOCTYITHBI TOJIEKO HEKOTOPhIE KOMaHIbl

Bepudukamnuu ShOw, T. €. KOMaHIbl POCMOTPa COCTOSHHS YCTPOMCTBA.



Jlns mepexona B NPUBUIIETUPOBAHHBIN PEXUM HEOOXOJUMO BBIMOIHHUTH
KOMaHay

enable

CraenyeT oTMETUTh, 9T0 000opyaoBanue CiSCO oImycKkaeT COKpalleHHbIH BBO/I
KOMaH/[, €CJIM HCBO3MOXHO €€ JABOAKOC TOJKOBAHMC. HaHpHMep, BMCCTO enable
MOXHO Ha6paTI> en, 1 3Ta KOMaHJ1a 6YILGT IIOHATHA KOMMYTATOPY, TaK KaK HUKaKasa
z[pyra;l KOMaHJa HE HAYMHAECTCA C COUECTaHUA CUMBOJIOB €Nn.

Breimonnenue K&)K,Z[Oﬁ KOMaHIbl HAYNHACTCS ITOCJIC HaXKaTHA KIIaBUIIIH Enter.

Jliisi TOBTOpA paHee BBEICHHBIX KOMAHT MOXKHO HCIIONB30BATh KIABUIIY | .

B npuBHIETUPOBAHHOM pEXHME JOCTYITHBI BCE KOMaHABI SNOW, BO3MOXKHO
ylajeHue KOH(PUIypalud U COXpaHEHHE KOH(PUIypalMOHHOrO (aiia B maMsaTu
NVRAM. Bo3zBpar B 1oJib30BaTeILCKUN PEKUM MTPOU3BOAUTCS Komanoi disable
Wi exit:

Router#exit

Komanna exit mo3BoisieT BepHYThCS Ha OJMH yYpOBEHb BBepx. Hampumep,
[OCJie BBIMOJHEHUS] KOMaHAbl B pPEXHUME TIJI00alIbHOTO KOH(QUTYPHUPOBAHUS
KOMMYTaToOp NEPEeXOJUT B NMPUBUIETUPOBAaHHBIN pexuM. Ecnu Heobxoaumo u3
J000T0 COCTOSIHMSI YCTPOMCTBAa BBIMTH Cpa3y B MOJb30BATEIbCKUA PEXKUM,
ucroab3yercst komOuHanus kinapuim CTRL-Z.

B rno6ansHOM pekuMe MPOM3BOAATCS W3MEHEHHs, KOTOpBIC 3aTparvBaroT
KOMMYTATOp B LIEJIOM, MO3TOMY 3TOT peXHUM M HaszbiBaeTcs global configuration
mode. Hampumep, B HEM MOXKHO YCTaHaBIMBaTh MMs KOMMYyTaTropa KOMaHIOW
hostname. Nms kommyTaTopa HE WMEET 3HAYCHUS B CETH, OHO yIOOHO IpH
koH(purypupoBanuu. [Ipumep:

Router(config)#hostname Router_A

Router_A(config)#

W3menenue u co3ganue KoHpurypanuu mapuipyruszaropa Cisco BO3MOXKHO
B peXUME TI00ATFHOTO KOH(UTYPUPOBAHUS, BXOJ B KOTOPBIN pealm3yeTcs u3
NpUBUJIETUPOBaHHOTO 1o Komanzie configure terminal (cokpamienno — conf t),

KOTOpasd BBOIUT YCTPOﬁCTBO B TJIOOQBHBIN PCKUM H II03BOJIAACT H3MCHATH



TeKyIIyIo KoHpurypauuto (running-config). Ilpu 3rom npurnameHue n3MeHseT BUI
Ha Router(config)#:

Router>en

Router#conf t

B oTnnune oT KOMMYTaTOpoOB, MAPLIPYTU3ATOPHI JJIs1 CBOETO MPABUIBHOTO
(GYyHKUMOHUPOBAHUS  JIOJDKHBI  OBITh  MPaBWIBHO CKOHUrypupoBaHbl. Kak
MUHUMYM, HEO0X0IuMO HHTepdercaM MapuipyTu3aTopa MprUCcBOUTh aapeca. Eciou
ajipeca Ha3HAYaIOTCS aJMUHUCTPATOPOM M KOH(GUTYPUPYIOTCS aJMUHUCTPATOPOM
BPYYHYI0, TaKue aJpeca Ha3bIBalOTCs craTudeckumu. CraThueckue ajapeca
Ha3HAYaloTCs B pekUMe KOHPuUrypupoBanus unrepdeiica. st nepexosia B pexxum
KoH(urypupoBanus uHTepdeiica U3 pexuMa TI0O0ATBHOrO KOH(PUTYPUPOBAHUS
UCIoJIb3yeTCs KoManaa interface <momep>. /111 Ha3HAYCHUS aJIpeca UCIIOIb3yeTCs
xomanja ip address <agpec> <macka>. Hanpumep, 115 Ha3HaueHHs MHTEpdericy
FastEthernet 0/0 IP-anpeca 192.168.1.1 c mackoii 24, a unrepdeiicy FastEthernet
0/1 IP-ampeca 10.10.10.1 ¢ wmackoii 8 He0OXOIUMO BBINIOJHUTH CIICAYIONINE
KOMAaH/IbL:

Router(config)#interface fa 0/0

Router(config-if)#ip address 192.168.1.1 255.255.255.0

Router(config-if)#no shutdown

Router(config-if)#exit

Router(config)#interface fa 0/1

Router(config-if)#ip address 10.10.10.1 255.0.0.0

Router(config-if)#no shutdown

[To ymomuanuio uuTepdeiicel MapmpyTu3aropoB CiSCO HaxomsTcs B
OTKJIIOUEHHOM COCTOSIHUH, TOJTOMY I€peJl HMCIOJIb30BAaHHEM WX HEOOXOAMMO
BKJIFOUXTH KOMaH 0 No shutdown.

JIist mpocMoTpa TaOIUIIBl MAPIIPYTHU3AIMK UCTIOJIB3yeTCsl KoMaHaa Show ip

route. Ilpumep ucnosb30BaHUsl JAHHOW KOMaH bl WILTIOCTPUPYETCSI pUCYHKOM 2.3.



Bouterfshow ip route
Codes: C - comnected, & - static, I - IGEP, B - RIP, M - wobile, B - EGP
L - EIGREP, E¥ - EIGRP external, 0 - 0O5PF, IA - O5PF inter area
N1 - 0S5PF NSERL external type 1, N2 - OS5PF NESL external type 2
El - O5PF axternal type 1, EZ - 05PF external type £, E - EGP
i - I5-I&%, L1 - I&-I5 lewel-l, LZ - IS-I& lewel-Z, ia - IS-I5 inter area
* - candidate default, U - per-user static route, o - 0DEB
P - periodic dowmloaded static route

Fateway of last resort iz 210.16.E5Z.101 to network 0.0.0.0

197 168 1.0/27 is subnetted, 3 subnets
C 157.168.1.32 is directly connected, FastEthernetl/0
C 19Z2.168.1.64 is directly connected, FastEthernete/0
C 192.168.1.%6 is directly connected, FastEthernet7/0
C 210,16 5Z2.0/%4 is directly comnected, FastEthernet0/0
& 0.0.0.0/0 [1/0] wia 210.16.52.101
Bouterf

Pucynok 2.3 — [IpocMOTp TabIUIBI MapIIpyTU3ALUN

N3 pucynka 3.1 ciexyer, 4To K MapumpyTU3aTOPy HEMOCPEACTBEHHO
noakiroueHsl nojacetu 192.168.1.32/27, 192.168.1.64/27, 192.168.1.96/27 u cetb
210.16.52.0/24 (otmeuensl cumBosiom C — Connected). Kpome 3Toro, uMeeTcst ouH
CTaTUYECKHUN MapIIPYT MO YMOJYaHHUIO (OTMEYEH CUMBOJIOM S — Static).

JIiist KoHDUTYpUPOBAHUS CTATHUECKUX MapIIPyTOB MCHOJIb3YeTCS KOMaHa
ip route <ceTb Ha3Ha4YeHHUsI> <Macka> <next hop>.

JIns  BBIMOJHEHUSI TPAKTUUECKUX 3aJaHUui 10 KOH(MUTYPUPOBAHUIO
MH()OKOMMYHUKAIIHOHHOMN CeTH HE0OXOAMMO UCII0JIb30BaTh CTEH]I
«MndokommyHuKkamonuele cetu» (aya. 221). B coctaB cTeHga BXOAST TpU
MapHipyTu3aTopa (ABa MPOrpaMMHBIX M OJHMH allapaTHBIN), COCTABISIONIUE SAPO
CeTH, TPU KOMMYTAaTOpa U MPOU3BOJIBHOE KoiudecTBo paboumx craniuii (PC),
cocTaBiisitone cetb jaoctyna. CoelMHEHUE CETEBBIX YCTPOMCTB MEXAYy COOO0M
MIPOU3BOJIMTCS C HCIOJIh30BaHWEM Kalensi «BuTas mapa» ¢ pasbemamu RJ-45.
Cxema, KOTOpPyH HEOOXOJMMO coOpaTh, C yKa3aHUEM aJ[pecoOB CETEBBIX

uHTEp(EeNCcoB NpeICTaBlieHa Ha pUCYHKe 2.4,



Soft-core 2

Cisco-Core
> GE 0/1 Eth2

.(R' 32.1.1.1/30 32.1.1.2/30

Fa 0/0/0

10.0.0.1/8 172.16.0.1/16

Ethl
33.1.1.2/30

SW-1

Eth2
33.1.1.1/30

Soft-core 1

PC-2 192.168.24.1/24 PC-3
OC Linux OC Linux

SW-2

PC-4
OC Linux

Pucynok 2.4 — Cxema nHGOKOMMYHUKAIIMOHHON CETH

[TporpaMMmHBIC MapIIpyTH3aTOpPbl 0003HAauYeHBI Ha cxeme Soft-core u
IPEJICTABIISIIOT COOOM CIeMaTu3uPOBaHHbIC cepBepbl Mo yrnpasieauem OC Linux
C YCTaHOBJICHHBIM IMakeToM Mapiipytu3anuu Quagga. Cucrema komana Quagga B
TEOPETUUECKOW YacTH MOCOOMS He paccMaTpUBajach, Tak Kak OHa OYCHb OJIM3KaA K
paccMoTpeHHO# BhImie cucteme koMman Cisco 10S. OaHako B najbpHewIel pabore
HE00X0IMMO MMETh B BUAY, uTo QuUagga He MoAAepKUBAET COKPAIICHHBIH HA0Op
KOMaH]I.

AnmapaTHBIF MapIIpyTU3aTOp NpEACTaBaseT coOoi ycrpoiictBo Cisco
1800, xoHdurypupoBaHue KOTOPOTrO HE OTJIMYACTCS KAKUMH TO HH OBLIO
OCOOEHHOCTSIMHU.

YpoBeHb NOCTyNa MPENCTaBICH OJHUM HEYMPAaBISEMbIM KOMMYTaTOPOM
YPOBHSI 2, OHUM YITPaBIsSIEMbIM KOMMYTaTOPOM YPOBHSI 2 U OJTHUM KOMMYTaTOPOM
ypoBHs 3. B KOMMYTaTOphl BKIIIOYAETCS OKOHEUHOE 000PY/I0BaHUE TOJIB30BATEIs,

B KauecTBe KOTOpbIX BhicTynatoT PC mon ynpasienuem OC Linux (Ubuntu).



[Tocne cOopku cxeMbl ceTH HEOOXOAUMO yOeTUThCS B TOM, 4TO pabodum
cranuusim (PC-2, 3, 4) mpHCBOEHbI MHHHMAJbHBIE HACTPOWKH, K KOTOPBIM
oTHOcsATcA |P-agpeca, Macku MoJICeTH, a TAK)KE 3HAYCHUS IUTI030B MO0 YMOIYAHHUIO.
Ecnmm HacTpoiiku pabounx CTaHIMKM OTJIMYAIOTCS OT TE€X, KOTOphIe 0003HAYEHBI Ha
pucynke 1.4, HeoOXOAMMO TMPOU3BECTH KOPPEKTHUPOBKY B COOTBETCTBHH C
METOJIMKOW, U3JI0KEHHOU BBILIIE.

Hainee HEOO0XO0 MO MPOU3BECTU MUHUAMAJTbHYIO HACTPOUKY
mapiipytuzaropa CiSCO, B yactHocTH, npucBouTh IP-ampeca ero unrepdeiicam B
COOTBETCTBHH C pucyHKOM 4.1. Kpome Toro, He00X0IMMO TIPONHUCATh CTATUYECKHE
MapuipyThl K moxaceTsiM 192.168.24.0/24 u 172.16.0.0/16 (wnmm MapmpyTsl 1O
YMOJTYaHUIO).

[IporpamMmMHBIE ~ MapmIpyTH3aTOPbl  KOHPUTYPUPYIOTCS  yIaJEHHO
nmocpeacTBOM mpotokosia SSH. JIist 3Toro HEOOX0AMMO 3alTH Ha IMPOTrpaMMHBIC
MapHIpyTU3aTOPbl C paOOYUX CTAHIIUNA TEX JOKAIBHBIX CETEH, MUIF03aMH KOTOPBIX
OHH SABJISIOTCA, TO ecTh Ha SOft-core 1 ¢ PC-4, a ma Soft-core 2 ¢ PC-3. Jlorun u
napoyib JiUIS BXOJa Ha MPOrpaMMHBIC MapIIpyTH3aTopbl admin, mis BXojaa B
MapIIpyTU3aTOp O CYyMeproib3oBareneM mapois — simulator. [{nst momyueHwust
JI0CTyTIa K KOHCOM yrpasiieHus: Quagga Heobxoaum mapoJib softcore.

Bxon Ha mapmipyruszarop Soft-core 1 wmoctpupyercst pucyHkom 2.5.

sudowireshark@a217-PC3:~% ssh admin@192.168.24.1
admin@192.168.24.1's password:

Last login: Sat Dec 20 18:13:15 2014 from 192.168.24.2
[admin@sc-1 ~]% su

MNaponk:

[root@sc-1 admin]# iptables -F

[root@sc-1 admin]# telnet localhost 2601

Trying 127.0.0.1...

Connected to localhost.

Escape character is '~]'.

Hello, this is Quagga (version ©.99.15).
Copyright 1996-28605 Kunihiro Ishiguro, et al.

User Access Verification

Password:
soft-corel.lab> |

Pucynok 2.5 — Bxox na Soft-core 1



Ha pucynke 2.5 taxxke mnokasaHa komanna iptables —F, kortopyro
HE00XOIMMO BBITIOJIHUTH JIJIsl OYMCTKH TpaBWII MexkceTeBoro skpana NetFilters.

[Tocre BXoma Ha MapuIpyTH3aTop HeoOxoammo HaszHauuTh IP-ampeca ero
uHTepdericaM, a TakkKe MPONKUCATh CTATUYECKUE MAPIIPYThI K MOJCETSIM COTIACHO
pucysky 2.4. Kondurypuposanue Mapiipyruszaropa Soft-core 1 mmoctpupyercs

pUCyHKOM 2.6.

soft-corel.lab= enable

soft-corel.lab# configure terminal
soft-corel.lab(config)# ip forwarding
soft-corel.lab(config)# interface ethi
soft-corel.lab(config-if)# ip address 31.1.1.2/30
soft-corel.lab(config-if)# no shutdown
soft-corel.lab(config-if)# exit

soft-corel.lab(config)# interface eth2
soft-corel.lab(config-if)# ip address 33.1.1.1/30
soft-corel.lab({config-if)# no shutdown
soft-corel.lab(config-if)# exit

soft-corel.lab(config)# ip route 10.0.0.0/8 31.1.1.1
soft-corel.lab(config)# ip route 172.16.0.0/16 33.1.1.2
soft-corel.lab(config)# exit

soft-corel.lab# I

Pucynok 2.6 — Konpurypuposanue mapmpyruzaropa Soft-core 1
AHaOru4HBIM 00pa3oM KOHpHUTypupyeTcs Mapiipytuzarop Soft-core 2.
J1J1s IpOBEPKU KOPPEKTHOCTH BHECEHHBIX MapIIPYTOB MOXKHO MPOCMOTPETh

Ta0IHIy MapIIpyTU3alUUA, PUCYHOK 2.7.

soft-corel.lab# show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
I - IsISs, B - BGP, > - selected route, * - FIB route

6.0.0.0/0 [1/6] via 33.1.1.2, ethl
10.0.0.0/8 [1/0] via 31.1.1.1, eth1
31.1.1.0/30 is directly connected, ethil
33.1.1.0/30 is directly connected, eth2
33.1.1.0/30 is directly connected, ethil
70.1.1.0/30 is directly connected, ethil
127.0.0.0/8 is directly connected, lo
169.254.0.0/16 is directly connected, ethz
172.16.6.0/16 [1/6] via 33.1.1.1, ethl

via 33.1.1.2, ethi
192.168.24.0/24 1s directly connected, ethe

soft-corel.lab# ‘

Pucynok 2.7 — Tabnuua mapmpyrtusaiuu Soft-core 1



JIJIs POBEPKH CBSA3HOCTH CETH HEOOXOIMMO UCTIOIB30BaTh YTHIIUTY PINg Ha

ar060i paboueit ctanumu cetu. [IpoBepka Ha PC-4 miroctpupyercs pucyHnkom 2.8.

sudowireshark@a217-PC3:~5 ping 10.0.0.1080

PING 10.0.0.100 (10.0.0.100) 56(84) bytes of data.
64 bytes from 10.0.0.100: icmp_reqg=1 ttl=62 time=0.
64 bytes from 10. .100: icmp_req=2 ttl=62 time=0.
64 bytes from 10. .100: icmp_req=3 ttl=62 time=0.
64 bytes from 10. .100: icmp_req=4 ttl=62 time=0.
64 bytes from 10. .100: icmp_req=5 ttl=62 time=0.
.100: icmp_req=6 ttl=62 time=0.
.100: icmp_reqg% ttl=62 time=0.
.100: icmp_req=8 ttl=62 time=0.
.100: icmp_req=9 ttl=62 time=0.

64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
nz

D020 000
D020 000

[1]+ Stopped ping 10.0.0.100
sudowireshark@a217-rPc3:~$ ||

Pucynok 2.8 — IIpoBepka CBSI3HOCTH CETH

Ecau ICMP-makeThl ycneniHo rnepeaarTcss U3 OJHOM IMOJCETH B APYTYIO,
HadaJlbHOEC KOH(PUTYPUPOBAHME MOXKHO CHYHTATh 3aKOHYEHHBIM. HeoOxommmo
TaKXe OTCISTUTh MapIIPYTHl MPOXO0KICHUS MAaKETOB C MUCIIOIb30BAHUEM YTHIIMTHI
traceroute.

2.5 Ot4er 1o pabore:

— PabortocriocoOHas ceTk.



[Ipaktrnueckoe 3ansatue Ne 3
KongurypupoBanue tuHaMu9IecKoi Mapipytuzamnun (mpotokoi RIP)

3.1 Lens pabotsl: [IpuBHUTHE HABBIKOB KOHPUTYPUPOBAHUS
JUHAMUYECKOM MaplIpyTH3alUU ¢ UCIOJIb30BaHUuEM ITpoTokona RIP

3.2 [lepeuenp 000pyI0BaHUS:

— Crenn «HPOKOMMYHUKAIIMOHHBIE CETHY;
— Pab6ouwne crannuu nox ynpasieanem OC Linux.

3.3 3aganue:

— [pousBecTn Pusnveckue coeAMHEHUS AJ1 TOCTPOCHUS 3aJaHHON
TOTOJIOTHH;

— CKOHpUTrypHUpOBaTh JUHAMUYECKYIO MapIIPYTHU3ALIMIO HA
mapmipytusarope Cisco;

— CkoH(purypupoBaTh JUHAMUYECKYIO MAapIIPYTU3ALIUIO HA
POrpaMMHBIX MapIIPyTH3ATOPAX;

— IIpousBecTu NpoBEPKY CBA3HOCTH CETH C UCIIOJIB30BAHUEM YTHIIUT
ping u traceroute.

3.4 Yka3aHus K IpOBEJCHUIO paOOTHI.

[potokou RIP (Routing Information Protocol) sieyisieTcst omHUM U3 IepBBIX
OPOTOKOJIOB ~ MapuIpyTH3allMM M  OTHOCUTCS K JUCTAaHLMOHHO-BEKTOPHBIM
nporokonam. CymectByeT nBe Bepcun RIP — nepsas Bepcus (RIPV1) ucnonssyer
MapHipyTH3alui0 Ha OcHOBe kiaccoB u ommcana B RFC 1058, BTopas Bepcus
(RIPV2) ucronb3yeT OecKIIacCcoByIO MapIipyTu3aiuio u onucana B8 RFC 1388.

[IpuMeHeHne IUCTAaHIMOHHO-BEKTOPHOM MapIIpyTH3alUKd HAKIJIAJIbIBAET
OFpaHUYEHHUs] Ha pa3Mep cocTaBHOM certu. Ilpm 3TOM BBOAMTCS TMOHATHE
MaKCUMAaJIbHOTO JUaMETpa CETH — MAaKCUMAJIbHOE PacCTOSIHUE, HA KOTOPOE MOMKET
OBITh MepeaaH MakeT, MOCJe MPEBBIILICHN KOTOPOTrO MyHKT Ha3HAYEHUSI CUMTACTCS
HegocTKUMbIM. JIist mpotokonoB RIP o0Genx Bepcuit MakCUMalbHBIA JTUAMETP
CETHU COCTABIIAET 15 MapmpyTHU3aTOpPOB, COOTBETCTBEHHO, MApUIPYT C METPUKOH 16

CUUTACTCA HCAOCTH KUMbBIM.



JUist paccMoTpeHust MpouEeAyp, IPEeayCMOTpEeHHbIX mpoTtokoioMm RIP,

pacCcMOTPUM MPUMEP COCTABHOM CETH, MPEICTABICHHBIN HA pUcyHKe 3.1.

Fa 0/0 Fa0/1
192.168.1.2/24

192.168.1.0/24

Fa 0/0
192.168.3.2/24

Fa 0/3
192.168.4.1/24

Fa 0/0 192.168.2.2/24

192.168.1.1/24
Fa 0/1

192.168.2.1/24

192.168.4.0/24

192.168.2.0/24

Pucynox 3.1 — Ilpumep cetu

Ha pucynke 3.1 npencrasnens! Tpu MapuipyTu3atopa R1 — R3, y kaxmoro
U3 KOTOpbIX 0003HaueHbl mopThl Fast Ethernet (Fa) ¢ HasnauenusiMu IP-agpecamu.
AJpeca MoOpTOB, KaK U paHee, COOTBETCTBYIOT aipecaM IMOJCETEH, B KOTOPbIE OHU
BXOJIST.

Ha mepBom stane mpotokona RIP co3garoTcs MuHUMAaIbHBIE TaOIHIIBI
MaplHIpyTH3aldyd, KOTOpbIE CoAepKaT TOJIbKO — aJpeca HEMOCPEIACTBEHHO
MMOJIKJIIOYEHHBIX MOJCETEH.

MunuManenyto Tabnuity MapmpyTtuszaropa R1 mpencraBum B BuIe
Tabmuie! 3.1.

Munumaneneie  Tabmuiel  MapmpytuzatopoB R2 uw R3  umeror

aHAJIOTUYHBIN BHUJI ¥ TIPEICTaBIIeHbI B Tabmumax 3.2 u 3.3, COOTBETCTBEHHO.



Tabnuna 3.1 — MunumanbHas Tabnuia Mapupytuzaropa R1

Agnpec cetu Anpec nopTa | AJpec BEIXOJHOTO Metpuka
Ha3HAYEHUS CJIEIYIOLLETrO nopra

MapuIpyTuzaropa
192.168.1.0 - 192.168.1.1 1
192.168.2.0 - 192.168.2.1 1

Ta6nuna 3.2 — MuHuMmanpHas Tabauia Mapuipytusaropa R2

Anpec cetu Anpec nopra | AJxpec BBIXOAHOTO Metpuka
Ha3HAYCHUS CJIEIYIOLLETrO nopra

MapuIpyTu3aropa
192.168.1.0 - 192.168.1.2 1
192.168.3.0 - 192.168.3.1 1

Tabmuma 3.3 — MunumanpHas Tabauia MapmpyTtusaropa R3

Agnpec cetu Anpec nopra | AJxpec BBIXOAHOTO Metpuka
Ha3HA4YCHUS CJIEAYIOIIETO nopra

MapuIpyTu3aropa
192.168.3.0 - 192.168.3.2 1
192.168.2.0 - 192.168.2.2 1
192.168.4.0 - 192.168.4.1 1

Ha cnenyromem »sTane Kaxabld M3 MapLIPyTH3aTOPOB PacChUIaeT
MUHUMAJIbHYIO Ta0iuiy cBouM «cocensm». g storo wucnonsdyercs UDP-
nerrarpamma ¢ HomepoM nopta 520. B atoli nefitarpamme cofep:kaTcsi CBEJICHUS O
CEeTH, UMEIOLIEICS] B MUHUMAJIbHOW TabJIUIIE, U PACCTOSHUU JI0 HEE.

Hanpumep, «cocemsmu» s Mapuipytusatopa Rl saBastorcs
mapmipytu3atopel R2 u R3. TlosTromy mMm mepenaroTcsi COOOIICHHUS TPUMEPHO

CJICIYIOIIETO BUJIA:




- cetb 192.168.1.0, meTpuka 1;

- ceTb 192.168.2.0, meTpuka 1.

AHaNOrMYHBIM 00pa30M CBOK0 MHHHUMAJIBHYIO TaOJIMIy MapIIpyTU3aTop
R2 mnepemaer wmapmpytuzatropam R1 u R3, a wmapmpytuzatop R3 -
Mapuipytuzaropam R1 u R2.

[Tocne momydenust nHGOPMALMKU OT CBOMX «COCEIEH» MaplIpyTHU3aTOp
oOpalaThIBaeT €€ — yBEIWYMBACT 3HAYCHUE MPHUHITON METPUKU Ha CIUHUILY U
3allOMUHAET TOPT, Ha KOTOpBIM NPUIUIO JAHHOE COOOIEHUE, a TaKXKe aJpec
MapuipyTuzaropa (TOuHee, €ro I[opTa), TMepedaBliero coodmenne. Ita
uH(popMausl 3aHOCUTCS B TAOJIMIy MapHIpyTH3alHUHd (B KOTOPOU Y€ HMMEIOTCS
MUHUMAJbHbIE 3aITUCH).

Hampumep, mociie npuema RIP-coobmenuii ot mapmpytu3atopoB R2 u R3
Tabnuiia Mapuipytuzaropa R1 npumer Bu, npeacTaBieHHbId B Tabnuie 3.4.

Tab6nuna 3.4 — Tabnuna mapmpytuzaropa R1

Anpec cetn Anpec nopta | Aapec BbIXOAHOTO Merpuka
HA3HAYCHUS CJIEIYIOILErO nopra
MapuIpyTH3aTopa

192.168.1.0 - 192.168.1.1 1
192.168.2.0 - 192.168.2.1 1
192.168.1.0 192.168.1.2 192.168.1.1 2
192.168.3.0 192.168.1.2 192.168.1.1 2
192.168.3.0 192.168.2.2 192.168.2.1 2
192.168.2.0 192.168.2.2 192.168.2.1 2
192.168.4.0 192.168.2.2 192.168.2.1 2

HetpyaHno 3ameTuth, 4To CTpOKH 3 M 4 OBLIM 3alOJHEHBI B pe3yjbTare
noyiyueHus: uHpopmauuu ot mapupyrtuzaropa R2, a crpoku 5-8 — B pe3yinbrare
noJrydeHust tHGOpMaIuK OT MapupyTuzaTopa R3.

3areM MapuIpyTH3aTOp CpPaBHUBAET MPHUHATYIO HH(GOpMALMIO C TOM,

KOTOpasi CoJepkajach B €ro MHHUMalbHOW Tabmuie. B Hamem npumepe



uHpopMmarus o cetu 192.168.1.0 comepkutcs Kak B MEPBOM, TaK U B TpeThei
CTPOKaxX, OJHAKO B CTpPOKE 3 MeTpuKa OOJblIe, CIIEI0BAaTENbHO, 3Ta CTPOKa
yaansercs. AHaJIOTMYHBIM o00Opa3oM ypansercss ctpoka 6. B crpokax 4 u 5
coziep KaTcs TaHHBIC O Pa3HBIX MapIIPyTax K OAHOU U ToH ke cetn — 192.168.3.0 —
U C OJJHAM M TeM >K€ 3HaueHHueM MeTpuku. [loaToMy B Tabmuile coxpaHseTcs Ta
3aMKCh, KOTOPas MOSIBUIIACH paHblle (Hampumep, CTpoka 4).

[Tocie 3TOro paccMOTPEHHBIE BBILIE MPOLIEAYPHI MOBTOPSIKOTCS, TOJBKO
«COCEISIM» PACCHUIAIOTCS YK€ HE MUHUMAJIbHbIE TaOIUIbI, a TAOJIUIIBI C TAHHBIMH,
MOJyYEHHBIMA OT JIPYTHX MapuipyTu3atopoB. IIpaBuno oOpaboTku MONMydeHHOMN
MH(OpPMaIMU U BHECEHHS HOBBIX JJAHHBIX B TAOJHUILY OCTAETCS MPEKHUM — 3aITUCh O
HOBOM MapuIpyTe€ K YK€ H3BECTHOW CETH NPOU3BOJUTCS B TOM Clydae, €ClId
METPHUKa HOBOTO MaplIpyTa MEHbIIIE METPUKH UMEIOIIErOCcsi MapuipyTa.

B Hamewm mpocTeiiiieM npuMepe HOBBIX 3alUCEil B TaOJUIly BHECEHO HE
Oyaer. Tem He MeHee, MapuIIpyTU3aTOpbl OyAyT MPOIOJIKATh PACCBUIKY CBOUX
Tabmui Kaxabie 30 ceKyH, 4eM 00eCcTeurBaeTCsl KOPPEKTUPOBKA TAOJIUI] B CIydae
WU3MEHEHUS COCTOSIHUS CETH.

OngHYM U3 BaXKHEHIUUX MOHATHW alrOPUTMOB MapLIPYyTHU3ALMUU SBISIETCS
BpeMsi cxXoguMocTH. (CuuTaercs, 4YTO aJIrOPUTM «COLIEICS», KOIZJa BCE
MapIIpyTHU3aTOPhl UMEIOT COTIIACOBAaHHYIO MH(DOPMAITHIO O TIOCTYITHBIX MapIIpyTax.
Bpemsi cxomumoctu mpotokosia RIP nmoctarodHo BenuMko, MOATOMY B JaHHOM
MPOTOKOJIE BO3MOXHbBI BOBHUKHOBEHUS METENIb MaplIPyTU3AlUU, YTO MMPUBOJUT K
«3alMKIMBAHHIO» MAKETOB. B HacTosllee Bpems 3Ta mpoldiema pemaercs myTem
BBEJICHHUS  JOMOJHUTENbHBIX Mep  (HampuMmep, UCHOJIb30BaHUS ~ METOJa
«pAacCILETUICHHS] TOPU30HTA») U OTPAHUYEHUEM MaKCUMAJIbHOTO 3HAUEHUSI METPUKHU.

C npyroii CTOpOHBI, JaHHOE OrpaHUYEHUE HE TTO3BOJISIET UCTob30BaTh RIP
B KpymHbIX ceTsax. Kpome toro, cama noruka pa6otrel RIP mpuBogut
CYIIIECTBEHHOMY «3aCOPEHHUI0» CETH CIIYKEOHbIM TpadUKOM, TaK KakK TaOJHIIbI
NEepealoTCsl MAapUIPyTU3aTOpaMU B MOJHOM OOBbEME HE3aBUCHMO OT COCTOSTHUS
CETH.

Kondurypuposanue nporokosia RIP cocTouT u3 Tpex OCHOBHBIX ATaIlOB:



- pa3pelieHne MapuIpyTU3aToOpy UCIOIHATH MPOTOKOoa RIP;

- BBIOOp Bepcuu nporokona RIP;

- 3aJJaHUE CETEBBIX aJPECOB U MHTEP(EHCOB, KOTOPHIE JOJKHBI BKIIIOUATHCS
B MTAaKEThl OOHOBJICHHUS JaHHBIX MapIIPyTH3AINH.

[lepBbIii 3Tam peanu3yeTcss IMyTeM BBINOJHEHHUS HAa MapUIpyTU3aTOpe
KOMaH/Ibl

router rip.

Boibop Bepcuu mnporokona (3Tam 2) peanu3yeTcs MyTeM BBIMOJHEHUS
CyOKOMaHTbI

version.

OTmeTuM 371ech, 4TO CYIIECTBYIOT ABe Bepcuu mpotokosia RIP. Bepcus 1
OCHOBaHa Ha KJIACCOBOW aJpecaliiu, BepcHsi 2 CIOCOoOHA HCIOIb30BaTh MACKH
nepeMeHHou InHbI B |P-agpecarim.

Hakonert, 11t peanu3anuu TPEThEro Tarna UCIoIb3yeTcs CyOKoMaHaa

network.

JlanHasi KoMaH/a T0KHA UCTIOJIB30BAThCS JUISl UACHTU(UKAIIMKI TOJIBKO TEX
CETEBBIX aPECOB, KOTOPBIC HEMTOCPEICTBEHHO TOIKIIFOUYCHBI K KOHDUTYPUPYEMOMY
MapHIpyTH3aTOpy M TpeAHA3HAYEHBI JJI1 BKIIOUEHHS B TAKEThl OOHOBJICHUS
MapHipyTHOU uHpopManu. B makeTsl 0OHOBICHHS OYIyT BKIIOYAOTCS TOJIBKO TE
uHTepdeicel, KoTopsle UMEIOT |P-anpeca, npuHaanexamme uaeHTU(GUKATUOHHON
CETH.

JlomycTrM, 9TO UMEETCS MapIIpyTH3aTOP, Y KOTOPOro WHTEPHEHChl HMEIOT
clenyroume ajapeca:

131.108.4.5/16

131.108.6.9/16

172.16.3.6/16

Hcnionaenne KOMaHIbl

network 131.108.0.0
NpUBEAET K TOMY, 4YTO OOBSBICHHS C MapuIpyTHON wuHpopMamuet OymyT

MMOCBUIATECS TOJBKO C HaHHBIMH O mnoxaceTsx cetd 131.108.0.0 m ToiIBLKO B



uHTepdericel, koTopsie aapecyroTcs B cetu 131.108.0.0. YToObI BKIIIOUNTH B TAKETHI
OOHOBJICHUSI MapIIPYyTHOW HHPOpMAIMK HHTEpECc, HAXOAAIUICT B aIpecHOM
npocTtpancTBe 172.16.0.0, HE0OXOAMMO BBITIOJIHUTH KOMaHTy

network 172.16.3.6

Cobepem ceTb, COCTOALIYIO M3 JBYX MapuipyTusaTtopoB. Haznaunm
uHTep(dericaM MapLIPyTU3aTOPOB TE KE CETEBBIE a/ipeca.

[TpousBenem koHpurypupoBanue mapmpyrtusaropa Router0, pucyHok 3.2.

* RouterQ

Physical | Config | CLI
[0S Command Line Interface

a2 -
3LINEPROTO-S-UPDOWHN: Line protocol on Interface FastEthernet0/1, changed state t

o up

(LINEPROTO-SE-UPDOWN: Line protocol on Interface FastEthernetl/ /0, changed state t

o up

Bouterffrouter rip

¥ Inwalid input detected at '"™' marker.

Bouterfcont

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CHTL/E.

Bouter (config) frouter rip

Bouter (config-router) fversion 2

Bouter (config-router) fnetwork 19Z_162.1.0

Pouter (config-router) fnetwork 17zZ_.20.0.0

Bouter (config-router) fnetwork 19Z_162_100.0

Bouter {config-router) -2

Bouterf

(3T3-5-CONFIG I: Conficured from console by console

W
’ Copy ] ’ Paszte

Pucynok 3.2 — KondurypupoBanue Mapipyruzaropa

AHaNnoOruyHO MpoU3BeAeM KOHGUTYpuUpOoBaHHE MapiipytuzaTopa Routerl,

pucyHok 3.3.
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105 Command Line Interface

Bouterren

Pouterfcont

Configuring from terminal, memory, or nhetwork [terminall]?
Enter configuration commands, one per line. End with CHNTL/Z.
Bouter (config) frouter rip

Bouter (config-router ) fversion £

Bouter (config-router ) fnetwork 13Z_.162_Z.0

Bouter (config-router ) fnetwork 10.0.0.0

Bouter (config-router ) fnetwork 19Z.162_100.0

Bouter (config-router ) 2

8TE2-E-CONFIG I: Configured from console by console
Bouterf
Bouterf

[

W

’ Copy ” Paste l

3.4.

Pucynox 3.3 — KondurypupoBanue mapuipyruzatopa Routerl

[TocMoTpuM Tabauily MapuipyTu3anuu Mapuipytusaropa Router0, pucyHok
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[P LI LI Lo B L T FIECWOL R, Tie. e -

Pouter {config-router) fnetwork 12z2.168.100.0

Bouter (config-router) #~2

Bouterf

(3T3-5-CONFIG I: Conficured from console by console

Bouterfishow ip route
Codes: C - connected, % - static, I - IGRP, B - RIPF, M - mobile, B - EGP
I - EIGRP, E¥ - EIGREP external, 0 - O3PF, IA - OSPF inter area
N1l - 0O2PF NESA external type 1, NZ - O05PF MN55L external type £
El - O05PF external type 1, EZ - O05PF external type £, E - EGP
i - Is®-I&, L1 - I5-I&8 lewel-1, LE - IZ®-I5 lewel-Z, ia - IB-I& inter area
* - candidate default, T - per-user static roucte, o — ODER
P - periodic dowmloaded static roukte

Gateway of last resort is not set

lo.0.0.0/8 [1E20/1] wia 19E.168_.100.E, 00:00:12, FastEthernetlys0O

172 20.0.0/1%6 is directly connected, FastEthernet0/1

192.168.1.0/24 i=s directly connected, FastEthernet0/0
192,168 2. 0/24 [1E0/1] wia 19E_162.100.2, 00:00:1%, FastEthernetl/ 0
192 1683.100.0/30 is subnetted, 1 subnets

C 12z2.168.100.0 is directly connected, FastEthernetl/ 0

Bouterf

= a0 a -

W

’ Copy ]’ Paszte

Pucynox 3.4 — Tabnuna mapuipytuszaiuu RouterO

N3 PHUCYHKA BUJHO, YTO B Ta6J'II/II_Ie ITOABHIIMCH ABC 3aIllCH, IIOMCUYCHHBIC KAaK

R (4ro o3HawaeT mpoTOKON MuHamMuueckod Mapripytuzamuu RIP). U3 tabmuisn

cnenyer, 4yro B ceTh 10.0.0.0 MapmpyT nOpoXOaUT dYEpEe3 MOPT «IPABOTO»

mapiipytu3aropa 192.168.100.2 uepes cobcTBeHHBIH BhixoaHoM mopT fast Ethernet

1/0.
Takum 00pa3zom, MapUIPyTU3ALMS B COCTABHOM CETU HACTPOECHA.
3.5 Oruer o pabore:
— Paborocnocobnast cets.

— Pe3ynpTarsl NpOBEPKH CBSI3HOCTH CETH.



[TpakTueckoe 3ansitue No4
Kondurypuposanue quaamMudeckoit Mmapmpyrusanun (mpotokos OSPF)

4.1 Lenb paboTsl: [IpuBUTHE HABBIKOB KOHPUTYPUPOBAHHS
JTUHAMHYECKON MapUIpyTH3aIUH C UCIOJIb30BaHueM npoTokona OSPF

4.2 TlepeueHb 000OPYI0BAHMUS:

— Crenn «HPOKOMMYHUKAIIMOHHBIE CETHY;
— Pab6ouwne crannuu nox ynpasieanem OC Linux.

4.3 3ananue:

— [pousBecTn Pusnveckue coeAMHEHUS AJ1 TOCTPOCHUS 3aJaHHON
TOTOJIOTHH;

— CKOHpUTrypHUpOBaTh JUHAMUYECKYIO MapIIPYTHU3ALIMIO HA
mapmipytusarope Cisco;

— CxoHpUTypHUpOBaTh TUHAMHYECKYIO MapIIPYTHU3AIHUIO HA
POrPaMMHBIX MapIIPyTH3aTOPax;

— [IpousBecTu npoBepKy CBA3HOCTH CETU C UCIOIb30BAHUEM YTHIIUT
ping u traceroute.

4.4 Yka3aHus K IPOBEJAEHUIO PadOTHI.

ITporokon OSPF (Open Shortest Path First — Bei6op rmepBoro kpaTdaniiero
MyTH) OTHOCUTCS K MPOTOKOJaM cocTosiHus cBsizedt u onucad B RFC 1247 u RFC
2328.

[Tporokon OSPF no3BossieT 1160 3a7aBaTh METPUKU MPOU3BOIBHO, JTUOO
UCIOJIb30BaTh METPUKY MO yMOJYaHUIO. B KauecTBe METpUKU MO YMOJYAHMIO
UCTIONIB3YETCsl BETMYMHA, 00paTHO MPOTMOPIIMOHATIBHAS IPOITYCKHOM CITOCOOHOCTH
KaHaJja, uepe3 KOTOPbIA MPOXOaUT MapuipyT. Takoe 3HaUeHHE METPUKHU MO3BOJISET
Oonee ONTHUMAlbLHO 3arpy3uTh CeTh. Hampumep, ecnm K TYHKTY Ha3HAYCHHS
UMEIOTCS JIBa MapIIpyTa, OJWH U3 KOTOPBIX OoJiee NITMHHBIN (Hampumep, uyepes J1Ba
IPOMEXYTOUHBIX MaplIPyTHU3aTOpa), HO C BBICOKOH MPOMYCKHON CHOCOOHOCTBIO
(manpumep, 1 ['0ut/c), a gpyroit — 6osiee KOPOTKUH (Uepe3 OAUH TPOMEKYTOUHBIH

MapHIpyTH3aTop), HO C HU3KOW MPOmycKkHOU criocooHocThiO (10 mm 100 Mout/c),



TO MEHBIIUM 3HAYEHWEM METPUKH OyJeT C BBICOKOM BEPOSTHOCTHIO
XapaKTepU30BaThHCS MEPBbII MapIIPYT.

KoHkpeTHOe 3HaueHHE METPUKH MO yMod4aHuio B mporokoje OSPF
BBIUUCIISIETCS KaK BpeMsi IepeIauy 10 KaHaly OJTHOTO OUTa HHPOPMAIIIH, IeJICHHOE
Ha 10 nanocekynza. Hanpumep, B kanaie Fast Ethernet oqun our nepenaercs 3a 10
HaHocekyHa (107°¢), cOOTBETCTBEHHO, MeTpuKa Oymaer paBHa 1. Jlns kanama 10
M6wut/c meTpuka coctaBut 10.

B nportokone OSPF kaxxapiii MapiipyTu3aTop CTPOUT ONKMCAHUE CETH B
Buge rpada. B rpade BepmmHaMM SIBISIOTCS MapLIpyTH3aTOPHl M TOACETH, a
pebpamMu — CBS3M MEXIy HUMH. [ OThICKaHMSI ONTUMAJILHOTO MyTH Ha Tpade
UCIIOJB3YETCSl UTEPAllMOHHBIA anroput™ JIMHUKCTpbI, 00Nagaromuid, ¢ OJHOMU
CTOPOHBI, OBICTPOM CXOAMMOCTBIO, @ C IPYrOM — BBIYUCIUTENBHOU CIOXKHOCTHIO,
3HAUUTEILHO BO3pacTarollel mpu yKpynmHeHuu ceTu. [loatoMy mpu peanuzanuu
npotokona OSPF coctaBHas ceTh pazOuBaercs Ha oOmactu (Area), B KaXaou U3
KOTOPBIX CYIECTBYET Ha3Ha4YeHHBIH Mapiipytusatop (Designated Router — DR) u
3alacHOM Ha3Ha4yeHHbIM MapmpyTtu3arop (Backup Designated Router — BDR).
CoOTBETCTBEHHO, MapIIPYTU3ATOPHI CTPOAT Tpadbl COCTOSHUS CBSI3eH BHYTPHU
CBOCH 00JaCTH, YTO YMEHBIIAET BBIYUCIHUTEIBHYIO CI0XHOCTh HaXOXKICHHUS
ONTUMAJIbHBIX (KpaTdaiuux) myTeil. B mpocreiiieM ciiydae MCronb3yeTcs: oaHa
HyJeBast oonacth (Area 0).

B otnuume ot mpotokona RIP, B mportokone OSPF He ucnonb3yroTcs
IIMPOKOBEIIATEIbHBIC PACCHUTKU 7 OOHOBIICHUS CBEICHUN O COCTOSIHUU CBSI3EH.
BMecto »3TOro wucmnosim3ytorcs paccbuiku  Ha  Multicast-agpec  224.0.0.6,
npeaHa3HaYeHHbIC HA3HAYEHHOMY Y 3alIaCHOMY Ha3HAYeHHOMY MapIIpyTH3aTopaMm,
u pacceuiku Ha Multicast-angpec 224.0.0.5, nmpenHa3HaueHHBbIC IS OCTAIbHBIX
MapmipyTu3aTopoB. COOTBETCTBEHHO, MPHU aKTUBU3AIUM HA MapIIpyTHU3aTOpe
nporokona OSPF, oH aBTOMaTH4EeCKH CTAHOBUTCS YJIEHOM I'PYIITBI MHOT0AJpECHOM
pacchbuiku ¢ agpecom 224.0.0.5.

JIyist BEIYMCIIEHUS ONITUMABHBIX MApPIIPYTOB W 3aHECEHUSI UX B TAOJUILY

MapIIPYTHU3ALHNHN UCTIOJIb3YETCS, KaK YKa3bIBAJIOCh BBIIIE, aITOPUTM [[MUKCTPHI, B



KaueCTBE WCXOMHBIX JIAHHBIX JJII KOTOPOTO HCIOJb3yeTcs uHMOpMaIms,
XpaHsmascs B 6a3e JaHHBIX. OTa 0a3a CONEPXKUT ABE TAOIHIIbL:

- Ta0JINIIa COCETHUX YCTPOUCTB;

- Ta0JIMIIa TOTIOJIOTHUH.

Jlns ynpoliieHHOro omucanus npoueayp nporokoia OSPF paccmoTpum
CHauajga BHUABl COOOIICHWH, KOTOPHIMH OOMEHHMBAIOTCS MEXIy CcoOOii
MapIIpyTHU3aTOPHI:

- coobmenue Hello;

- coobmieHne onrcanus 06a3bl qaHHBIX Data Base Description (DBD);

- coobmenue 3ampoca Link-State Request (LSR);

- coobmeHre oOHOBIICHHI 0 cocTosiHuM cBsizelt Link-State Update (LSU);

- coobmenne moarBepkaeHus Link-State Acknowledgment (LSAcK).

Coobmenus DBD u LSU MoryT conepxatb B ce0e 0JTHO WJIM HECKOJIBKO
coobmiennii Link-State Advertisement (LSA) — 0OBsIBICHHI O COCTOSHUHU CBSI3H
OJTHOTO TOTOJIOTUYECKOTO 3JIEMEHTa (MapIIpyTH3aTOpa, MOJCETH HIIM CyMMapHOTO
MapuipyTa).

Bce mepeunciennbie cOOOICHNs] MHKAICYTHPYIOTCSI HETIOCPEICTBEHHO B
IP-naker. Ilporokonsl TpancmopTHbix ypoBHed TCP u UDP nmna mepemaum
coobmenuit OSPF He ucnoas3yroTcs.

PaccMoTpuM B HECKOJBKO YHPOIIEHHOM BHJE MPOLEAYPHl MPOTOKOJIA
OSPF, mpemnonarasi, 4To B MOJCETSAX HCIONB3yeTcss TexHosorus Ethernet (B
COCIMHCHHUSX  MAapIIPYTHU3aTOPOB  «TOYKA-TOYKA» MW TP  HUCIOJB30BAaHUHU
texnosoruii Frame Relay, ATM s>Ttu niponienypbl HECKOJIBKO OTIIMYAKOTCS).

[lpyn uHMIManM3anuu Ha Mapmpytu3atope nporokona OSPF mannbii
MapIIpyTU3aTOp CHadayia JOJDKEH OOHApYyXHTh CBOMX «cocelei». OITo
oOHapyKeHHE MPOU3BOAUTCS MyTeM oOMmeHa coobmienusmu Hello, B pesynbrare
YEro 3amoJHAeTCS TabIuIla COCEHUX YCTPOMCTB, O KOTOPOM OBIJIO CKa3aHO BHIIIIE.
3a4acTyro ATOT ATal HAa3bIBAIOT YCTAHOBIEHHUEM COCEICKUX OTHOIICHUH.

Kaxneii w3 wmapmpytuzatopoB OSPF  xapakrtepusyercss  IByms

napamMeTpamMu:



- ugentudukarop (Router ID);

- mpuopwutert (priority).

[To yMOIT4aHUIO MPUOPUTET MAPLIPYTU3ATOPA UMEET 3HAYCHUE 1 U MOXKET
ObITh M3MeHeH B npeaenax ot 0 1o 255. B kauecTBe naeHTudukaTopa MOXeT ObITH
UCIIOJIb30BaH aJIpec OAHOTIO U3 MHTEp(ENCcOoB MapUIpyTH3aTOpa, KpOME TOTO, OH
TaK)K€ MOYKET ObITh YCTAHOBJIEH BPYUHYIO.

Tabnuma coceTHUX YCTPONUCTB MapUIpyTH3aTOpa MpeCTaBiIeHa B TaOIuIle

4.1.

Tab6muma 4.1 — CtpykTypa Tabauibl cocencTa Mapiipyruszaropa OSPF
Nnentuduxatop | [Ipuoputer | Coctostnue | Bpems Anpec HuTepdeiic
cocena cocena (State) hi(s) cocena (Interface)
(Neighbor ID) | (Priority) paspeiBa | (Address)

(Dead
Time)

B mone «CocrosiHue» 3aHOCHTCS MH(DOPMAIHS O COCTOSIHUH COCEICKUX
OTHOIIEHUH. Takux COCTOSTHUN MOXET ObITh CEMb:

- Hepabouee (Down);

- nanmmanu3anus (Init);

- IByHarnpasjcHHbIe oTHOIEeHus (Two-Way);

- Be10opel DR 1 BDR (Exstart);

- oomen (Exchange);

- 3arpys3ka (Loading);

- mostHbIe cocenckue otHommeHus (Full).

Bpemss 1o paspeiBa (Dead Time) — 310 BpeMeHHOW WHTEpBaj, IO
UCTCUYCHUH KOTOPOTO OyIyT pa3opBaHbl COCEIICKHE OTHOIICHHS, €CITH OT cocea He
MOCTYNUT HU oHOTO coolenus OSPF.

Anpec cocena (Address) — 3To aapec ceTeBOTO YPOBHS COCEIHETO

MapIIpyTH3aTopa.



Wurepdeiic  (Interface) — coOcTBeHHBIN BBIXOJHOW WHTEpEHC B
HaIpaBJICHUH K COCEY.

B mnpomecce ycTaHOBIIEHHSI COCEICKMX OTHOIICHWA IyTeM oOMeHa
cooomenusmu  Hello mapmpyruzatop 3amonmsier Tabmuiyy 2.5. Ilpu oOmene
cooOmienusmu  Hello, Hanmpumep, Mexay AByMS MapUIpyTH3aTOpaMH, IOCIE
BHECEHMSI B TaOJMILy KaXIIbIM U3 HUX CBEJCHHM O CBOEM COCEIE MEXKIY HUMH
YCTaHaBJIMBAIOTCS JIBYHaIlpaBiieHHble oTHOIIEHHs (Two-Way), cooTBeTcTByIOIIas
3aIuch NOABIIETCS B cToa0IE 3 Tadimel 4.1.

[Tocne ycTaHOBICHUS JBYHANPaBICHHBIX OTHOIICHWUW TMPOU3BOIUTCS
Bb100p DR 1 BDR Ha ocHOBaHMM 3HauYeHMi ueHTU(HUKATOPOB U npuoputeta. [Ipu
TOM CHayajla pacCMaTpHUBAIOTCS NPUOPUTETHI, U B KauecTBe DR BbiOMpaercs
MapIIpyTH3aTOp C HAWBBICIIUM MPUOPUTETOM. [Ipw paBeHCTBE NPHOPUTETOB B
kauectBe DR BolOupaercss wmapuipyTu3aTop ¢  HAWBBICHIMM  3HAY€HUEM
ujeHTUUKaTOpa.

[Toce 3amomHEeHUs TaOIUIIBI COCECTBA MAPIIPYTH3ATOPHI OOMEHUBAIOTCS
W3BECTHOM UM Tomosiorudeckoit nudopmarumeit. s nepegaun toit mHGopmauu
UCIIOJIB3YETCs cooOIenne onucanus 0a3nl nanubix Data Base Description (DBD).
Kak ykaspiBasmock Bbeimie, DBD conmepxut B cebe onuH wim Heckoibko LSA.
Coo6menue LSA mepenocutr wHGOPMAIIUIO TOJBKO 00 OJHOM TOIOJOTHYECKOM
AIIEMEHTE — MapIIPyTU3aTOPE, MOJCETH WIM CyMMapHOM Mapuipyre. Ha xaxnapii
LSA otceunaercs noarsepxkacaue LSACK, yem obecrieunBaeTcsi rapaHTHPOBaHHAS
JIOCTaBKa TOTIOJIOTHYECKOU HH(pOpMAITHH.

B npornecce oomena coobmennsimu DBD mapiipyTuzatopsl HaxoasTcs B
cocrostauKr oOmeHa (Exchange), uto otobOpaskaeTcst B TPEThEM CTOJIOLE TaOIMIIBI
4.1.

Baxxno, uyto coobmenue DBD mnepeHOCHT He BCIO TOIMOJIOTHYECKYIO
uH(OpMAITUIO, a TOJBKO CIIHCOK CBOEH TaOIHIIBI TOMOIOTHH ((haKTHUECKH, CITUCOK
TOTIOJIOTHYECKHUX 3JIEMEHTOB, CBEJICHHS O KOTOPBIX UMEIOTCS y HEro B TaOJHIIC).
Korma mapmpytuzarop npuanmaet DBD, on nmpoBepsieT, COnepKuT au ero Tadymia

I/IH(i)OpMaHI/IIO 0 TCX TOIMMOJOIrMYCCKHUX 3JICMCHTAX, CIIMCOK KOTOPBIX OBLIT ITOJIYYCH B



coobmenusix DBD. Ecnu oGHapyXuBaeTcs 3JIEMEHT, CBEIEHUH O KOTOpOM Yy
JaHHOT'O MapIIpyTH3aTopa HET, OH MmockliaeT 3ampoc Link-State Request (LSR), B
OTBET Ha KOTOPBIN COCEI TIEPEChlIaeT COOOIICHNE OOHOBICHUI O COCTOSTHUM CBS3EH
Link-State Update (LSU), coxmepxamuii LSA ¢ NOTHOW TONOJOTHYECKOM
uHpopMaIielt o 3ampammBaeMoM dyeMeHTe. J[aHHas mHbopManus 3aHOCUTCS B
TaOJIUITY TOTIOJIOTHIA.

Takum oOpa3zom, B pe3yibTare OOMEHa TaOJNUIBI TOMOJOTUYECKOM
uHPOpMAIIMKM Y MapIIpyTHU3aTOPOB OKAa3bIBAIOTCS CHHXPOHHU3UPOBAHBI, UTO
otpaxkaercs cocrossaueM Full B cron6re 3 Tabmumet 4.1.

[Tocne mepexoaa B 3TO COCTOSIHUE MapUIPyTH3ATOPHI 3aITyCKAIOT allTOPUTM
JlufikcTpbl, B pe3yJbTaTe peaju3aldd KOTOPOTO 3alOJIHAIOTCS  TaOJIHIIbI
MapIIpyTH3AINH.

[ToMmumo o6paboTku coobmmenuit LSA, miis mormogHeHus CBOMX TaOJHI]
MapIIpyTU3aTOPhI TPOU3ZBOJAT UX PETPAHCIISIIHUIO.

B mpomniecce HOpMabHOTO (DYHKITMOHHPOBAHUS KaKIBIM MapIIPyTH3ATOP
renepupyet coobrienne Hello ¢ untepsaniom B 10 cekyna. Eciau oT kakoro-ian6o
MapIIpyTU3aTopa HE TMOCTYMaeT 3TO COOOIIEHHE, 3TO TOBOPUT 00 W3MEHEHUHU
COCTOSIHUSA CBS3U. MapmipyTu3aTtop B 3TOM Cllydae BHOCHUT HM3MEHEHHE B CBOIO
TaOJIMITy TOTIOJIOTUU U PACChUIAET 3TO U3MEHEHUE C MCIOIb30BAHUEM COOOIIEHUN
LSA. CooTBeTCTBEHHO, KaXABIH MapUIpyTH3aTOp, MPUHSIB JaHHOE COOOIICHHE,
BHOCUT KOPPEKTHBBI B CBOM TaOJMIIBI U PACCHUIAET COOOIICHHE Majbiie. To ke
caMoe TPOUCXOJUT TPU TOSBICHUH B CETH HOBOTO MapHIpyTH3aTopa IOCTe
noJiydeHus ot Hero coodmenus Hello.

Buecs wu3mMeHeHus B CBOM TaONMIBI  TOMOJOTHH, KaXIBIA W3
MapIIpyTHU3aTOPOB MPUMEHSET aITOPUTM JIMHKCTPBI 1711 OTHICKAHUS ONITUMATBHBIX
MapIIPyTOB M 3aHOCUT KX B TAOJHUITBI MapIIPyTU3AIINH.

Takum oOpa3oM, ecid B CETH HE TMPOUCXOJUT U3IMEHEHUH,
MaplIpyTU3aTOpbl OOMEHHMBAIOTCSA TOJILKO cooOmenusmu Hello, a mocrarouno
o0BeMHBbIE 0OHOBIICHHUS, TIEpeiaBaeMble COOOIIeHUsIMU LSA, TpOou3BOASTCS TOIBKO

Inpun HMU3MCHCHHU COCTOSHHSA CCTH. O)IHaKO JJIs TIOBBINICHHA HAACKHOCTH



MapHIpyTU3aTOPhl BCE-TaKM OOMEHMBAIOTCSI CBOMMHU 0a3amu, HO ATO MPOUCXOIUT
JOCTATOYHO PEAKO — IO YMOJTYaHUIO pa3 B 30 MUHYT.

Takoe CHIKEHHE Harpy3kd Ha CeTh SIBJISIETCSI HECOMHEHHBIM
nocronHcTBoM mpoTtokona OSPF. OpHako mnpuMeHEeHHE MapuIpyTH3aTOPOM
JIOCTAaTOYHO  CJIOKHOTO — anroputma  JIMHWKCTpbl  TpeOyeT  HMCIOJIb30BaHUSA
BBICOKOTIPOU3BOIUTEIBHBIX MTPOIIECCOPOB.

JIOOMTHUTENPHOE CHUKEHUE HArpy3Kd Ha CETh NPU HUCIOJIb30BaHUU
npotokojia OSPF oGecneunBaercs Tem, uro B otHomeHnuu Full mapmpyruzarop
Haxoautcss Tonbko ¢ DR wu BDR, ¢ ocranpHbIMEH MaplipyTH3aTopaMu
nojAep>KUBaeTcs oTHoeHue Two-Way.

Kpome Toro, mporokon OSPF crocobOen pacnapamienuBaTh Inepeaady
JAHHBIX TT0 HECKOJIBKUM MapIIpyTaM, €CIIM OHU UMEIOT OJTMHAKOBYIO METPHKY.

Hakonen, kak yka3piBasioch BbIle, mnpotokosn OSPF mopnepxkuBaer
paszneneHue cocTaBHOM ceTu Ha obOnactu (Area). OOMEH TOIMOJIOTHYECKOM
nH(OpMaIeH MPOUCXOIUT TOIBKO BHYTPH 00JIACTH, YTO TAK)KE CHUKAET HArPYy3Ky
Ha CETh.

[TpoBenem Hactpoiiky mporokona OSPF na mapupytuzarope Routerl.

BoiinemM B kKOoH(Urypauu B KOHCOJIb POyTE€Pa W BBIMOJIHUM CIIEIYIONTUE
HACTPOWKH (MpU BBOJIE KOMAaHJI MacKy IOJICETH MOKHO HE€ yKa3blBaTh, T.K. OHA
Oyner OpaThCs aBTOMaTUYECKH M3 HACTPOEK UHTepdelica poyTepa):

Bxox B IpuBUIErMPOBAaHHBIN PEXKUM:

Switch>en

Bxon B pexxum KoHpUTYpaIim:

Switchl#conf t

Bxox B pexxuMm koHpurypupoanus npotokosa OSPF:

Routerl(config)#router ospf 1

B KOMaHaE router OSpf <HL[eHTH(bHKaT0p_Hp0uecca> noa
UACHTU(DUKATOPOM TIpoliecca MOHUMACTCS YHUKAIBHOE YHCIIOBOE 3HAYCHHE MJIS

KKJIOTO MpoIiecca pOyTHHTa Ha MapiipyTu3arope. Jlannoe 3HaueHre JOKHO ObITh



oonbie B uHTepBaje ot 1 10 65535. B OSPF nponeccam Ha poyTepax 0aHOM 30HbBI
IIPUHSTO MPUCBANBATh OJIMH U TOT K€ UACHTU(DHUKATOP.

[TonkiroueHue KIMEHTCKON CETH K pOYTEpY:

Router1(config-router)#network 10.11.0.0

[TonkiroueHue BTOPOU CETH K POYyTEPY:

Router1(config-router)#network 10.10.0.0

3amanue HoMepa Bepcun mpoTokos OSPF:

Routerl(config-router)#version 2

Brixon u3 pexuma koHpurypuposanus npotokosa OSPF:

Router1(config-router)#exit

BbIxon U3 KOHCOJIM HACTPOEK:

Routerl(config)#exit

CoxpaHeHHe HACTPOEK B MaMATh MapIIpyTHU3aTopa:

Switchl#write memory

AHaJIOTHYHO HEOOXOAUMO IMPOM3BECTH HACTPOiKy mpoTokoma OSPF Ha
MapuipytuzaTtope Router2.

4.5 Otuer no pabore:

— PabGorocnocoOHas ceTb.

— Pe3ynbpTarhl NpOBEPKU CBSI3HOCTHU CETH.



IIpakTnueckoe 3ansatue Ne 5
KondurypupoBanue quHaMmudeckoit MapmpyTtusamnuu (mporokoi EIGRP)
5.1 Lenp pabotel: [IpuBUTHE HABBIKOB KOH(DUTYPUPOBAHUS
JUHAMHYECKON MapUIpyTH3aIUH C UCIIOJIb30BaHueM npoTokona EIGRP
5.2 [lepeuenb 060pyAOBAHUSA:
— Crenn «HPOKOMMYHUKAIIMOHHBIE CETHY;
— Paboune cranmuu noj ynpasieaunem OC Linux.
5.3 3apanue:
— [pousBecTn Pusnveckue coeAMHEHUS AJ1 TOCTPOCHUS 3aJaHHON
TOTOJIOTHH;
— CKOHpUTrypHUpOBaTh JUHAMUYECKYIO MapIIPYTHU3ALIMIO HA
mapmipytusarope Cisco;
— CxoHpUTypHUpOBaTh TUHAMHYECKYIO MapIIPYTHU3AIHIO HA
POrPaMMHBIX MapIIPyTH3aTOPax;
— [IpousBecTu npoBepKy CBA3HOCTH CETU C UCMIOIb30BAHUEM YTHIIUT
ping u traceroute.
5.4 Yka3zaHus K MpOBEACHHUIO paOOTHI.
B cBoe Bpems mmpoko ucnoms3osaiics npotokos IGRP (Interior Gateway
Routing Protocol — mpoTokon MapiipyTu3aliid BHYTPEHHEro MuTt03a). JlaHHbIH
OPOTOKON  TaKKe  SBISUICS — JUCTAHIIMOHHO-BEKTOPHBIM M MPUMEHSUICA
UCKITIOUUTENIbHO B obopymoBanuu  Cisco  Systems. 3arem  BbInia
ycoBeplieHCTBOBaHHas Bepcus nporokosa — EIGRP (Enhanced Interior Gateway
Routing Protocol), mo cymecTBy, npeBpartuBmias ero B THOPUIHBIA MPOTOKOJ
mapiipytu3anud. EIGRP ucnons3yercs He Tosibko B o0opymnoBanuu CiSCO, HO U B
000pyIOBaHUU APYTUX pousBoAuTeneil. Tak kak B HACTOAIIEE BpeMs TIOBCEMECTHO
BMecTo |GRP ucnons3yercs nporokon EIGRP, umenno ero u paccMotpum.
B oriauume OT pacCMOTPEHHBIX BBIIIE MPOTOKOJIOB MapUIPyTH3AIUH,
EIGRP wucnonb3yer n0oCTaTOYHO CIOXKHYIO OOOOLIEHHYIO METPHKY, MapaMeTphbl
KOTOPOM, TOMUMO BCEr0 MPOYEro, MOTYT HaCTpauBaThCs MPU KOH(UTYPUPOBAHUU

CCTU.



Jlnst  BeumMcieHus 3HadeHWss 00oOmeHHoi wmeTtpuku B EIGRP
WCITOJIB3YIOTCSl YaCTHBIC 3HAUCHUSI METPUK, K KOTOPBIM OTHOCSITCSI:

- POITYCKHAasl CIOCOOHOCTH KaHala MEXIy MOJydaTesieM U OTIIPaBUTEIIeM
(BW);

- 3azepkka (D);

- HaJeKHOCTH (R );

- Harpy3ka (L ).

dopmyia 11 BEIYUCICHUST 0000IIEHHON METPUKH UMEET BUJT

M = kl-BW+w+k3-D- kS ,
25 R+k4

rae k1..k5 - BecoBble KOOPHUIIUEHTHI.

[Tpu 3TOM YyacCTHBIE METPUKK MOKHO Pa3JIEIUTh Ha IBA BU/IA - CTATUYECKUE
(He 3aBUCAIIME OT COCTOSIHUS ceTd BW u D) W guHamudeckue (3aBHUCSIIHE OT
COCTOSIHUS ceTh R u L).

[Io ymon4yaHui0 B HPOTOKOJIE BECOBBIM KOA(P(ULIHUEHTaM HNPUCBOCHBI
3HAYCHUS:

kl=k3=1,
k2=k4=k5=0.

COOTBETCTBEHHO, 3Hau€HHWE OOOOIIEHHOW METPUKUA 1O YMOIYAHUIO

BBIYUCTISICTCS IO popMyie:
M=BW+D.

Kak cnemyer u3 mnocnenHeir (opmyibl, MO yMOJYaHUIO MPOTOKOI

YUHUTBIBAET TOJIBKO CTATUYECKHE METPUKH, ONPEAeieMble TUIIOM KaHajla CBS3U U

untepdericom. CaMu cTaTUYECKHE METPUKU PACCUUTHIBAIOTCS IO (popMyIiam:

,
BW = (gj -256,
bw

rae bw - mosioca mporyckaHus, 3alaHHasi Ha uHTepderice, KOUT/c;

o- (15256,
10

rae d - 3a7epikka, ompeaelsiemMasl TUIoM UHTepdeiica, MKC.



Jlnst cranmapTHBRIX UHTEP(ENCcOB 3HaUEHUS d OTIPENETSIOTCS CIASAYIOIINM
obpazom — s Fast Ethernet d =100 mxc, st Ethernet d =1000 Mkc | T.1.

[Ipu 5TOM MeTpHKa COCTaBHOTO MAapUIpyTa OIpENEsieTCs HCXOAS W3
MIPOITYCKHON CTIIOCOOHOCTH CaMOTO «MEIJICHHOTO» KaHalla, BXOMSIIETO B JTaHHBIN
MapuipyT, 1 CyMMapHOH 3aJIep>KKU BceX MHTep(ENCcoB, yepe3 KOTOPhIA MPOXOIUT
MapuipyT.

B pesynpraTe oOMeHa MapuipyTHOW HH(pOpMalUeld MaplIpyTH3aTOPHI
EIGRP nogo6no mapmpyrtuzatopam OSPF dopmupyror 6a3y maHHBIX, B KOTOPYIO
BXOJIIT TabJIMIIAa COCEACTBA M TaOJIMIIa TOMOIOTHH. OTHAKO aJITOPUTM, TT0 KOTOPOMY
BBIYMCIISICTCS ONTUMAJBHBIA MApLIPYT, KAayeCTBEHHO JAPYrou. AJNTrOpuTM,
ucnonb3yembii EIGRP, naswsiBaetcss DUAL (Diffusing Update Algorithm —
anroput™ J1udPy3ruoHHOTO0 OOHOBIICHUS ).

Jlns  momonHeHust cBoed 0as3bpl JaHHBIX MapiipyTtuzatopsl EIGRP
OOMEHUBAIOTCS MEXKIY COOOM MATHIO TUIAMU MTaKETOB:

- maxkeT obHoBieHui Update;

- makeT 3arpoca Query;

- MakeT OTBeTa Ha 3arpoc Reply;

- maket npuseTcTBus Hello;

- makeT moarBepkaeHus Ack.

JlanHble makeThl aHajgornyHo mpoTokory OSPF mcmons3yroT rpynmoBoi
aapec 224.0.0.10 nnu nHAUBUAYAJIbHBIE aJpeca COCEIHUX MAPIIPYTU3aTOPOB. Tak
kak nporokos1 EIGRP sBisercs BHyTpennum (Interior), on pyHKIMOHUPYET TOJIBKO
B Mpelaeliax TaK Ha3bIBA€MOM aBTOHOMHOW CHUCTEMbI (MOHATHE ABTOHOMHOM
CUCTEMBI Oojiee TOAPOOHO OyAeT paccMOTpPeHO B crledyrolmeMm maparpade).
COOTBETCTBEHHO, TIEPEUMCIICHHBIC BBINIC MMAKETHI COJEPKAT HOMEpP aBTOHOMHOM
cuctembl. Mapmpytuzatop EIGRP, npunss naker, 00padaThiBaeT €ro TOIKO B TOM
CJy4dae, €CIIA €ro Mnepenal MapupyTu3aTop, OTHOCAIIMMCS K 3TOM K€ aBTOHOMHOU
CHCTEME.

Ananornuno wmapmpytuzaropy OSPF, mapmpytuzarop EIGRP npu

HHUOAIU3alli OOJDKCH YCTAHOBHUTL COCCACKHUC OTHOIICHHA. OTH OTHOIICHHUS



yCTaHaBIIMBaKOTCs MyTeM oOMeHa maketamu Hello, B pe3ynbraTe KOTOpOTO KaskIbIid
MapIIpyTU3aTOp, YCTaHABIUBAIOIIMN COCEICKHE OTHOIICHUS, 3alOJHSIET CBOIO
tabauity coceactBa. Iloms Tabmuiel cocenctBa  MmapmpytuzaTopoB EIGRP
MpeCcTaBieHbI B Ta0muIe 5.1.

Tabmura 5.1 — Tabmura cocencraa

Ho | Anmp | CobGctBe | Bpemss | Bpems | Cuer |IlocnenoBar | Tait | Taiime
Mep | ec HHBIN YAEPXK | OTHOWI | YUK | €JIbHBIN Mep | P
coc |coce |uHTepde | aHuUsA EHUM odep | HOMep LUK | TOBTO
ena | nma Jic Holdti | Uptime | exn | Seq Num a pHOM
H Addr | Interface | me Coun SRT | mepena
ess t T 4y
RTO

B ortmmume ot mporokona OSPF, B EIGRP ucmonb3yercst mopsakoBbIid
HOMep coceaHero mapiipytuzaropa (H). B mone Address yka3siBaeTcs ero ceTeBoit
anpec, a B nosie Interface — coocTBeHHbIN HHTEpdENC, Yepe3 KOTOPhIA TOCTYICH
coce/l.

Bpewmst ynepxanus (Holdtime) — 3To uHTepBan BpeMeHH, MO MCTCUYCHUH
KOTOpOro, B ciydae orcyTcTBus EIGRP-nakeToB 0T coceqHero mapmpyru3aTopa,
OH CUMTAETCS HENOCTHKUMBIM. 110 ymMoTuanuto JaHHbBIA HHTEPBAJ paBeH 15 c.

Bpewmst otHorenuii (Uptime) — 3To MHTEpBal BPEMCHHM, MPOIICAIIUN C
MOMEHTA YCTaHOBJICHUS COCEACKUX OTHOIICHHM.

Cuetunk odepean (Count) — 3TO YKCIIO MAKETOB, HAXOASIIUXCS B OYSPEIH
nepeaayn.

[TocnenoBarenpHbiii HOMep (Seq Num) — Homep mocnemnero EIGRP-
nakeTa, IPUHATOr0 OT cocea. Mcmonp3yeTcst Kak Juisi KOHTPOJIS TopsAIKa IpuemMa

MMaKCTOB, TaK 1 JJIA IIEpCaAavYH ITaKETa IMOATBCPIKIACHHA.



Taiimep nwmkima (SRTT) — BpeMeHHOH WHTEpBasl, HEOOXOIUMBIA JISI
OTIIPABJIEHUS COCENly MAaKEeTa U MOJYyYEHHs OT Hero oTBeTa. Eciau B TeueHue 3Toro
WHTEpBajla OTBET HE MPUXOIUT, MAKET OTIPABISETCS TOBTOPHO.

Taiimep noBtropHO# mepeaaun (RTO) — mHTEpBa), B TE€UECHUE KOTOPOTO
O’KHJIAeTCsl MOATBEPIKICHUE OT COCela O MprueMe UM naketa. Eciau B TeueHue 3Toro
WHTEpBaja MOATBEPKICHUS HE MPUXOJIUT, TAKET OTHPABIISIETCS ITOBTOPHO.

Paccmotpum ceTh, npeacTaBIeHHYI0 Ha pUCyHKe S.1.

192.168.0.0/24 192.168.1.0/24

192.168.2.0/24

156.92.15.16/30
192.168.3.0/24

192.168.4.0/24

Pucynok 5.1 — Ilpumep cetn

W3 pucyHka BUIHO, YTO MapIIPyTH3ATOPHI CBSI3aHBI JAPYT C JPYTrOM C
UCTIOJIb30BAaHUEM BBIPOXKJIECHHOM MOACETH «TOYKA-TOUKa», KPOME TOTO, K KOKIOMY
U3 HUX TOJAKIIOUYEeHa cBOs mojaceTh. Hampumep, mapumpytuzatop R1 cBszan c
noaceteto  192.168.1.0/24, ¢ wucnons3oBaHueM wuHTEpdelica ¢  aapecoM
192.168.1.1/24. C mapuipyTtuszatopom RO oH cBsi3aH 4epe3 BHIPOXKICHHYIO MOJCETh
156.92.15.4/30 ¢ ucnonb3oBanneM uHTEpdetica ¢ aapecom 156.92.15.6/30, a ¢
MapuipytuzatopoM R2 — wyepe3 BwIpokaeHHyI monacetb 156.92.15.8/30 ¢

UCIIOJIb30BaHUEM uHTepdetica ¢ aapecom 156.92.15.6/30.



Bun Tabmumpel cocenctBa mapripyrm3atopa CiscO R1 mpezacraBieH Ha

pucynke 5.2 (ucronb3yercs komanmaa Show ip eigrp neighbor).

Bouterfsh ip eigrp neighbor
IP-EIGEF neighbors for process zZ0O0

H Address Interface Hold Uptime SRTT BTO u} Seq

[=zec) (m=) Cnt  Hum
u] 1E6.92_15.F Fad/0 1z O0:07:582 40 looo a 1k
1 15692 15,10 Fals1 11 Ooo0:0&:19 40 looo 0 1z
Routerﬂ

Pucynok 5.2 — Tabnuna coceacta mapiipyruzaropa Cisco

B orBer Ha maker Hello mapmpytuszarop ornpasnser nmaker Update mo
VHIUBHIyaTbHOMY aJIpeCy MapuipyTu3aTopa, 0T KOToporo Obu1 npuHsT nakeT Hello
(mpu 3ToM B makere Update comepikutcs moarBepikaecHue moryaeHus nakera Hello,
4TO CHIDKAET HEOOXOAMMBINA 00bEM MakeToB MoATBepkaeHui AcK).

Takum o0pa3om, B pe3yibTaTe Takoro oomena mapipyruzaropsl EIGRP
3aIOJIHAIOT CBOM TaOIHIIBI cocenicTBa. [locne ycTaHOBIEHUS COCEICKUX OTHOIICHUN
MapuIpyTU3aTOpbl OOMEHUBAIOTCS MEXIy COOOH CBOMMHU TaOJMIIAMH TOIOJIOTHH.
Tabnuma Ttononormm TOrO ke Mapmpyrtusatopa Cisco (R1, pucynok 5.1)

npejcTaBieHa Ha pucyHke 5.3 (ucmolib3yercst komanaa Show ip eigrp topology).



Bouterfshow ip eigrp topoloogy
IP-EIGEP Topology Table for A5 Z0O0

Codes: P - Passiwve, AL - Active, U - Update, 0 - Query, B - Reply,
r - Beply status

P 19Z.168.1.0f24, 1 successors, FD i=s Z81e00

wia Connected, Ethernet0/170
P lEe.3Z2.15.4/30, 1 successors, FIr i=s 28160

wia Connected, FastEthernet0/0
P lEe.3Z2.0.0/16, 1 successors, FDIr i=s Z8160

wia Summary (Z21&070), Mallo
P 1lE&_92_15.8/30, 1 successors, FIr i= 28160

wia Connected, FastEthernetO/71
P 13Z.168.0.0/24, 1 successors, FIr is Z841&0

via 1Ee.5z2.15.5 (2584160/281e00), FastEthernet(/0
P 13Z.168.2_0f24, 1 successors, FDois 284160

wia 156.92_ 1510 (Z84160/281600), FastEthernet0/1
P 1lE&.92_15.12/30, 1 successor=s, FD i=s 320720

wia 1E6. 92 1510 (3F07Z05E21e0), FastEthernet0/1
P 13Z2.168.32.0/24, 1 successors, FDr is Z8&7Z0

wia 156.92.15.10 (286720/284160), FastEthernet0/s1
P 1lEe.22_15_1&6/30, 1 successors, FD i=s 33280

wia 156.92_15.10 (3IIES0/307E0), FastEthernet0/1
P 19Z.168.4_ 0724, 1 successors, FIr i=s 283280

via 1EE. 9E.LE. 10 (Z83E20/z86TED), FastEthernet(s1
Bouterf

Pucynok 5.3 — Ta6ymna Tormooruu Mapipytusaropa Cisco

Paccmotpum coctaB TaOIUIIbI TOTIOJIOTHH.

B nepBoii kojoHKe TabaUIIbl IPECTaBlieH cTaTyc mapiipyra. CumBona P
(Passive) o603HaYaeT MacCUBHBINM, TO €CTh TOTOBBIN K MCIIOJIb30BAHHIO MAPIIPYT.
CumBon A (Active) o0o3HauaeT aKTUBHBIA MapHIPyT, TO €CTh MAapIIPyT, IO
KOTOpOMY He 3akoHYeH pacueT o anroputmy DUAL. Kak cienyet u3 pucynka 5.3,
BCE MapLIPYThl B JAHHOM ITPUMEpE MacCUBHBIE.

[Tocne ykazaHus COCTOSIHHSI MapIIpyTa YKa3bIBAIOTCA TOJICETh HA3HAYCHHUS
U YHUCIIO MpeeMHUKOB (Successors). Ilog mpeeMHHMKOM MOHMMAeTCs IePBUYHBIN
MapIIpyT, KOTOPBIN MOCJE BHIYUCICHUS TIEpeacTcs B TaOINIly MapUIpyTH3AIUH.

FD (Feasible Distance) o6o3HauaeT BBITIOJIHUMOE PAcCTOSIHHE (METPHKY)
0O CEeTH Ha3HAYEHHs IO JAaHHOMY MaplIpyTy. BBINOJHUMBIM pPacCTOSIHUEM
Ha3bIBACTCs TMOJHAs METPUKa MapuipyTa, KOTOpas BBIYHCISETCS KaK CcyMMa
3asBJIEHHOTO PAacCTOSHUSA (TO €CTh MOJYyYEHHOTO OT COCENa) W PACCTOSHUS [0

coceaa.



[Tocne via ykas3piBaeTcsi MCTOYHHMK Mapmipyta. Hampumep, 3amuchk Via
Connected o3Havaer, YTO MOJCETHh IMOJAKIIOYCHA HEMOCPEICTBEHHO K JIaHHOMY
MapuipyTtuzaropy. 3amuch Via 156.92.15.5 (284160/281600) o3na4aer, dTO
MapuipyT ObUI aHOHCHPOBAH MAapIIpPyTH3aTOPOM C aJPECOM  BBIXOJIHOTO
untepdeiica 156.92.15.5 ¢ 3asgBieHHbIM cocTtosHHeM 281600, BBIMOIHUMOE
paccrosinue coctaBisieT 284160.

Haxkowner, mocnenHss 3amuch O3HAa4YaeT BBIXOAHON uHTep(delic ITaHHOTO
MapuIpyTH3aTopa.

Kpome nousatus npeemuuka, B nmpotokosie EIGRP cymectByer nousitue
BEPOSITHOTO MPEEMHUKA — PE3EPBHOIO MaplIpyTa, KOTOPBIM 3aIelCTBYyETCS MpU
OTKa3e MaplIpyTH3aTOpA-IIPEEMHUKA. BeposATHBI IPEEMHUK HE 3aHOCUTCS B
Ta0IMIy MapIIPyTU3aLUH, HO XPAHUTCS B TAOJIUIIE TONOJOTHH.

[Tporokon EIGRP mo ymonuanuio cnocoOeH pacnapaieuBarh rnepeaady
JAHHBIX 10 MapUIpyTaM ¢ paBHOM METPUKOM, a ITOCJIE COOTBETCTBYIOILEH HACTPOMKH
— ¥ TI0 MApUIpyTaM C pa3IMYHBIMU METPUKAMHU.

Hmes B cBoelt 6aze TaOIUIy TOMOJOTHH, KaXKIbI U3 MapIIPyTU3aTOPOB B
cootBeTcTBUM ¢ anroputMoM DUAL paccuuThiBaeT onTHUMallbHbIE MaplIpyThl U
3aHOCUT WX B Tabmuily Mapmpytu3anuu. [lpumep Tabmuibl mMapuipyTHU3aluy,
COOTBETCTBYIOIIEH TaOJMIle TOMOJNOTUM (PUCYHOK 5.3) MpEeCTaBiIeH HA PUCYHKE

5.4.



Boutersen
RBouterfshow ip route
Codes: C - connected, 5 - static, I - IGRF, B - BIP, M - mohkile, B - EGP
Ir - EIGRF, E¥ - EIGRP external, 0 - O3PF, IA - 0O3PF inter area
N1 - 0OSPF HN&38A external type 1, NEZ - O8PF MN3EA external type E
El1 - 0O8PF external type 1, EZ - OBPF external type £, E - EGP
i - I®-I%, L1 - I3-I% lewel-1, LE - IS-I3 lewyel-Z, ia - IZ-I5 inter area
* - candidate default, T - per-user static route, o — ODER
P - periodic dowmloaded static route

Gateway of last resort is not set

156.92.0.0/16 is wariably subnetted, & subnets, £ masks

1B . 32.0.0/16 is a summary, 01:12:01, MNallo

186 3215 4,30 is directly connected, FastEthernet0,0

15632 158,30 is directly connected, FastEthernet0,1

186 2Z_15_1Zy/30 [20,/30720] wia 1E6.9Z2.15.10, 01:10:27, FastEthernetO/s1

156 2Z2_ 15 _1&/30 [20,33280] wia 1E6.22.15.10, 01:09:11, FastEthernetO/s1
192 162 0.0/24 [A0/284160] wia 1lE6.9Z.15.5, 01:1zZ:00, FastEthernetO,s0
192, 168.1.0,/24 i=s directly comnected, Ethernetl0s1/0
192 168 2_0/24 [A0/284160] wia 1E6_9Z.15.10, 01:10:27, FastEthernetOf1l
122 168 3. 0/24 [A0/286720)] wia 1E6.22.15.10, 01:09:11, FastEthernetOf1l
192 162 4 _0/24 [20/289280] wia 1E6.92.15.10, 01:08:01, FastEthernetOf1
Bout erf w
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Pucynok 5.4 — Tabnuna mapurpytusanuu MapiipyTtusatopa EIGRP

Takum 00pa3oM, Ha JaHHOM 3aHATHH HEOOXOJUMO coOpaTh CXeMy
TPAHCIIOPTHOM MYJIBTUCEPBUCHOM CETH, COCTOSIIENM M3 MaplpyTH3aTOPOB,
CKOHQUTYpHpPOBaTh Ha KXKIOM W3  MapHIPyTU3aTOPOB  JTHHAMHUYCCKYIO
MapIIPyTU3ALHIO, TIPOBEPUTH CBSI3HOCTh CETH C HMCIIOJIB30BAHMEM YTHIIMT PINg u
traceroute.

5.5 Oruer o pabore:

— PabGorocnocoOHast ceTh;

— Pe3ynbTarhl NPOBEPKU CBA3HOCTHU CETH.



[TpakTrueckoe 3ansTue Nob
KondurypupoBanue cetu gocryna
6.1 Llenb pabothl: [IprBUTHE HABBIKOB KOH(PUTYPUPOBAHUS CETU JOCTYIIA,
TIOCTPOCHHOM Ha 0a3e TexHosornu Ethernet
6.2 [lepeuenb 060pyaOBaHUS:
— Crenn «MHPOKOMMYHUKALIMOHHBIE CETH;
— Pab6ouwne crannuu nox ynpasieanem OC Linux.
6.3 3aganue:
— [pousBecTn Pusnveckue coeAMHEHUS AJ1 TOCTPOCHUS 3aJaHHON
TOIOJIOTHH;
— CKoH(pUTrypupoBaTh KOMMYTATOPBI JOCTYTIA /I 00ECTICUEHMSI
BO3MOKHOCTH pa0OTHI B CETH;
— TlpousBecTu NpoBepKY CBA3HOCTH CETU C UCIOJIIB30BAHUEM YTHIIUT
ping u traceroute.
6.4 YkazaHus K IpoBEJCHUIO pabOTHI.
Kommyrtatoper CiSCO MOTYyT HaxXxOmUThCS B OJHOM H3 PEXKUMOB,
MIPEICTAaBICHHBIX B TabmuIle 6.1.

Tabnuna 6.1 — Pexxumbl KOHPUTYPUPOBAHUS

HaszBanue pexnma [Ipurnamenue Onucanue

(Prompt)
User EXEC Mode Switch> [Tostb30BaTEIBCKUHN PEKUM
Privileged EXEC|Switch # [TpuBMIIETUPOBAHHBINA PEKUM
Mode
Global Configuration|Switch (config)# Pexum rJ100aTLHOTO
Mode KOH(PUTYPUPOBAHUS

B tabnume 6.1 B mepBoM cTosOIIe MPEACTABICHBI HAa3BaHUSI PEKUMOB, BO
BTOPOM — TMpHUIJIANIEHHE, OTOOpakaeMoe B KOMAHIHOW CTpPOKE, B TPETbEM —

OITMCaHUC.



[Tonp3oBaTenbckuii peskuM (user mode) HMCHosb3yeTcs Uisl MPOCMOTpa
COCTOSIHUS yCTPOMCTBA, a TakKe I MEPEexoJa B NMPHUBUICTHPOBAHHBIA PEKHUM
(privileged mode). Hukakux nusmMeHeHui B KOHOUTyparimoHHOM (Qaiijie, B TOM Yucye
yIaJIeHHe W COXpaHEHHUE TEKYIeH KOH(PUTypamuu, B MOJIh30BATEILCKOM PEKUME
MIPOU3BOIUTHCS HE MOXKET. B 3TOM peskrMe AOCTYITHBI TOJILKO HEKOTOPhIE KOMaH Ibl
Bepudukauu show, T. €. KOMaHAbl TPOCMOTpPA COCTOSTHUSL YCTPONCTBA.

Jlnst mepexona B TPUBUICTUPOBAHHBIM PEXUM HEOOXOIMMO BBIMOJTHUTH
KOMaHy

enable

CraenyeT oTMETUTh, 9To 00opyaoBanue CiSCO omycKkaeT COKpalleHHbIH BBO/I
KOMaH/I, €CJIM HEBO3MOXKHO €€ JBOSKOE TojlKoBaHue. Hampumep, Bmecto enable
MO>KHO Ha0OpaTh €N, u 3Ta KoMaHaa OyAeT MOHATHa KOMMYTaTOpy, TaK KaK HUKaKas
Jpyrasi KOMaH/Jja He HAUMHAETCS C COYETaHHsI CUMBOJIOB €N.

Breimonnenue KEDK,ZIOﬁ KOMaHAbl HAYMHACTCA IT0CJIC HaXXaTUsA KJIaBUIITU Enter.

JUiist TOBTOpA paHee BBEACHHBIX KOMAH MOXKHO HCIIONB30BATh KIABUIIY | .

B npuBuierupoBaHHOM pexXUME JTOCTYIIHBI BCe KOMaH/bl show, BO3MOXKHO
yaalieHue KOHPUTYpaluu U COXpaHeHHe KOH(UTypalMoHHOTO (ailia B maMaTu
NVRAM. Bo3Bpar B 1oib30BaTEIbCKUN PEXUM MPOU3BOIUTCS KoMaHoi disable
WIN exit:

Switch#exit

Komanna exit mo3BosisieT BEpHYThCS Ha OJWH YpPOBEHb BBepx. Hampumep,
1ocjie BBINOJHEHUs] KOMaHIbl B PEXHUME TIJ00AJIbHOTO KOH(QUTIYpPUPOBAHUS
KOMMYTaTOp TEPEXOIUT B MPUBMUICTUPOBAHHBIN pexxkuM. Ecnum HeoOXoammo u3
JH000TO COCTOSIHMSI yCTPOWCTBAa BBIMTH Cpa3y B IMOJH30BATEIBCKUA PEXKUM,
ucnosb3yercs komounanus kinasum CTRL-Z.

B rno6ansHOM pekuMe MPOU3BOAATCS W3MEHEHHUs, KOTOpBIC 3aTparuBaroT
KOMMYTaTop B II€JIOM, MTO3TOMY 3TOT peXHM U HaszbiBaercs global configuration
mode. Hanpumep, B HEM MOXHO yCTaHaBIMBaTh MM KOMMYTaTopa KOMaHAON
hostname. MmMsi xomMmyTaTopa HE HMMEET 3HAUEHUS B CETHU, OHO YIOOHO MNpHU

koH(purypupoBanuu. [Ipumep:



Switch(config)#hostname Switch_A

Switch_A(config)#

B pexume rino0anbHOrO KOH(MUIYpUPOBaHUS HAa KOMMYTATOpP MOKHO
ycTaHaBnuBath napoiu. CyliecTByeT HECKOJIBKO BUIOB MapoJieit st o0ecnedeHus
3amuThl ycrpoictB Cisco. IlepBrie nBa mapoiis, enable secret u enable password,
UCITIOJIB3YIOTCS 111 00€ecreueHrs aBTOPU30BAHHOTO BXO/1a B MPUBHUIIETUPOBAHHBIN
pexxuM. Ha xommyTaTope ycTaHaBiumBaeTcs OAuH (WM 00a) M3 STUX HapoJIeH.
[locne ycTaHOBKM MapoJisi CHCTEMa 3alpaliMBaeT €ro y IMoJb30BaTens, Korja
BBOAMTCS KoMaH1a enable. @opMaTt KOMaH]] yCTaHOBKHU MAPOJIEH «Cisco» U «ciscol»
JUTSI BXOJIa B TIPUBUJICTUPOBAHHBIN PEXKUM TIPUBEACH HIDKE:

Switch_A(config)#enable secret cisco

Switch_A(config)#enable password ciscol

[Tapons enable secret kpunrtorpadupyercs MO yMOJYaHUIO, MOITOMY
sBisieTcs Oosiee crporum. Eciu ycranoBiieHsl 00a maposis — enable secret u enable
password, — To B MpuBEICHHOM TpUMEpe CHcTeMa OyJeT pearupoBaTh Ha IMApOJh
cisco. Ilaponb enable password no ymonmyanuio He Kpunrorpadupyercs, o3TOMy
ero MOXKHO TIOCMOTPETh, Hampumep, Mo Komanjae show running-configuration
(cokpaiiieHHO sh run), KOTOpast BHITIOHIETCS U3 IPUBUIETUPOBAHHOTO PEXKHUMA.

N3menenue u coznanue koHpurypamuu xkommytatopa Cisco BO3MOXKHO B
peXuMe TI00aTbHOTO KOH(PUTYPUPOBAHMS, BXOA B KOTOPBIA pealn3yeTcs U3
NPUBUJICTUPOBAHHOTO 1O Komanze configure terminal (cokpameHno — conf),
KOTOpasi BBOJUT YCTPOMCTBO B TJIOOANBHBIA PEKUM W TIO3BOJSICT W3MEHSATH
TEKyL[yI0 KOHpUrypaiuio (running-config). [Ipu 3ToM npurnameHme n3MeHseT BUL
Ha Switch(config)#:

Switch >ena

Switch #conf t

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#

Jly1st mpocMOTpa aapecHOr TaOJIUIIBl UCTIONIb3YETCS KOMaH/1a

show mac address-table



[Tpumep BeIOTHEHHS KOMaH 61 Show mac address-table mokasan na pucynke

6.1.

-* Switch3
Physical | Config | CLI
105 Command Line Interface
s
3LINEPROTO-E-TUPDOWHN: Line protocol on Interface FastEthernet0/7Z, changed state t©
o up
3LINE-L5-CHANGED: Interface FastEthernet0/3, changed state to up
3LINEPROTO-E5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state t
o up
3 LINE-5-CHANGED: Interface FastEthernetO/4, changed state to up
3LINEPROTO-E-TUPDOWHN: Line protocol on Interface FastEthernet074, changed state t
o up
Bwitchrenable
Ewitchffshow mac address-table
Mac Address Table
Wlan Mac address Tvype Ports
it chyl w

Pucynok 6.1 — Pe3ynbrat BeinosHeHHs KoMaH el Show mac address-table

Kak BugHO W3 pucyHka 6.1, aapecHas Tabmuia ImycTa, B HEW HET HHU
CTaTUYECKUX 3amuceil (Mbl X HE BHOCHWIM), HU JUHAMHUYECKUX (KOMMYyTaTOp HE
npoiies mpoueaypy oOydeHust). Jiusg mpoxoxaeHus MHpoueaypbl OOy4YeHUs
JIOCTaTOYHO Tiepenath oT kKaxaoro u3 PC moosie kaapsel, Hanpumep, |CMP-3amnpocsr
C HCIOJb30BaHMEM YTWIMTHI PINg. Ecau mocie 3TOro omsTh MPOCMOTPETH

aZpeCcHYIO TaOJIMITy, TO OHA TPUMET BUJI, MIOKa3aHHBIM Ha pUCYHKe 6.2.
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Switchrenable
Switchfshow mac address-table
Mac Address Table

Tlan Mac Address Type Ports

Switchffshow mac address-table
Mac Address Table

Tlan Mac Address Type Ports

1 o000, 0cle . 3370 DYNAMIC FaO/s1

1 000l.92618_bhae? DYNAMIC Fal/s3

1 000&. Zadd . _bE38 DYNAMIC Fal/&

1 0020 0cke. 4625 DYNAMIC Fal/s4 S
Switchi e

[ Copy H Paszte ]

Pucynok 6.2 — Pe3ynbraT BeinosHeHHs: KoMaH 11 SHOW mac address-table

Kak BugHo, Tabmuia m3MeHusach. B mepBoM ee cToille yka3zaH HOMEP
VLAN, MAC-anpec paboueii cranimu, THIT 3anuck (auHamudeckas — Dynamic), u
HOMep HHTepdelica KOMMyTaTopa, ¢ KOTOPOro IOCTyIIHa paboyasi CTaHLIUS.

Bupryanbnsle nokanbHbie ceTd VLAN — 3T0 TexHosiorHs, mo3BOJISIFOLIAs
OpPraHM30BbIBATH HECKOJIBKO HE3aBUCHUMBIX BUPTYaJIbHBIX CET€d BHYTPU OJHOM
¢uznyeckoit cetn. C nmomompio VLAN MOXXHO BBINOJIHATH TMOKOE pa3HECEeHHe
II0JIb30BaTENEN 10 pa3IMYHBIM CETMEHTAM CETH C pa3HOM ajpecanueil, Jaxe eciiu
OHH TMOJIKJIFOUEHBI K €TUHOMY YCTPONCTBY, a TaKXkKe IPOOUTh IIUPOKOBEIIATEIbHbIC
JIOMEHBI.

[lpunuun  opranuzanuu  aByx VLAN Ha omHoM  koMMmyTtarope

WLTIOCTPUPYETCSI PUCYHKOM 6.3.



WLAN 2

Hemmyrarop ypaeHa 2
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Pucynok 6.3 — Opranuzamus 18yx VLAN Ha ogHOM KOMMyTaTope

Kowmmbrotepsr 1 u 2 o6benunensl B ogHy VLAN, kommbrotepsl 3 u 4
o0benuneHsl B Apyryio VLAN. XoTs Bce KOMIBIOTEPHI MOJKIIOYEHBI K OJJHOMY U
TOMY € KOMMYTaTOpy, BCE OHU HE CMOTYT 00IIaThCcsl MEXIy coboi. Kommbrorep
HOMeEp | cMokeT 00IAThCS TOJIBKO ¢ KOMITBIOTEPOM 2, KOMIBbIOTEP 3 OyeT BUIAETh
TOJIbKO KoMIibtoTep 4. To ecTh naHHas cuTyarus OyAeT aHaJoruyHa TOMY, KaK €Clin
OBl MBI TTOJAKTIOYIIIM KOMIBIOTEPHI 1| 1 2 K OTHOMY KOMMYTaTOpY, @ KOMITBIOTEPbI
3 u 4 K IpyroMmy KOMMYTaTOpy, U HE COEAUHUIU Obl ATU KOMMYTATOPhI MEXIY
coboii. Kak nmerko 3ameTuts, B 1aHHOM citydae, TexHojorus VLAN momoria Ham
pa3AeUTh €ANHYI0 (U3UYECKYIO CETh HAa HECKOJBKO BUPTYaJIbHBIX HE CBA3aHHBIX
MEXy cOOOM ceTel, Mpu ATOM KOMITbIOTEPHI, HAXOSAIIUECS B 3TUX BUPTyaTbHBIX
CeTAX, pabOTaIOT TOYHO TakK K€, KaKk 3TO ObLIO ObI B OOBIYHOM CETH.

st B3aumoneiictBust yctpoiictB B VLAN ceTsix uX mopThl HaCTpauBarOTCA
cnenuanbHbiM 00pa3oM. CyIecTByeT JBa TUIAa HACTPOWKH IMOPTOB: HACTPOMKA
nopra B pexkume goctyna (Access Mode) um HacTpoiika mopra B peXHME
maructpaiu (Trunk Mode).

[TopThl gocTyma MPUMEHSIOTCS OOBIYHO [JISi TOAKITIOYCHHUS OKOHEYHBIX
ycTpoicTB. B nmpocTteiiiem ciiyyae, mopTy JocTyma 3aaaetcs onpeaenaeHnas VLAN,

U OH NEepenaeT BeCh MOCTYMaromMi Ha Hero Tpaduk uMeHHO B Hee. IlopThl, k



KOTOPBIM MOJKJIFOUYE€HbI KOMIBIOTEPHI 1,2,3 1 4 Ha pucyHKe /.4, ABIAIOTCSA OpTaMU
JOCTYIA.

MarucrtpanbHble MOPTHl IpeJHA3HAYEHbl Ul Iepeaaud Tpaduka cpasy
HecKoJIbKHX VLAN 1 00BIYHO MCIIOJIB3YIOTCS JJIsSl COEMHEHUS CETEBBIX YCTPONCTB
Mexay coboi. IToptel 5 00OMX KOMMYTaTOpPOB Ha pHUCYHKE 6.4, SBISIIOTCS

MarucCTpajbHbIMHU IIOPTaMH.

VLAN 2

K 4 K 3 IIK 8 K7

7
&
7

Port 4

~

o Port 5 VLAN 2 Port 5 Port3
e

Port 2

N
Port 1 VLAN 1 . .

Port 1

IIK 2 K 5 K 6
VLAN 1

Pucynox 6.4 — Vicnonp30BaHue MarucTpaibHbBIX TOPTOB U TIOPTOB JOCTYyTIa

Ha nannom pucynke noptsl 1 — 4 paboTaroT B pexXxume J0CTyna, nmopt 5 — B
peXrMe MarucTpalu W Iepenaer uepes ceds Tpaduk cpaszy ABYX BUPTYaJIbHBIX
nokanbHbIX cetel VLAN 1 u VLAN 2 (mo3ToMy ycnoBHO Ha pUCYHKE MOPTHI 5
000MX KOMMYTATOPOB CBSI3aHbI MEXAY COO0M ABYMS TMHUSAMU, XOTS (PU3UUECKHU ITO

— O/IHA JINHUS).



[lepenaBate Tpapuk VLAN mexny KoMMyTaTopamMu MOXHO HE TOJIBKO C
MOMOIIBI0 MAarMCTPAIbHBIX MMOPTOB, HO U C MIOMOIIBIO MIOPTOB JJOCTYTA, HO TaK Kak
MOPTHI JJOCTYIIAa MOTYT MpOIycKaTh Tpadpuk Toabko ogHort VLAN, mis coennHeHus
YCTPONCTB MEXIy CO00i MOTpedyeTcsl BhIICICHNE MTOPTOB, KOJUIECTBO KOTOPHIX
OyJeT paBHO KOJMYECTBY IepenaBaeMbix Mexay ycrpoictBamu VLAN. JlanHbii
Ccroco0 OOBIYHO HAXOJIWUT NPUMEHEHHE TOJIbKO B TOM Cliyyae, €Cld MEXIy
YCTpOHCTBaMH HEOOX0UMO niepeaatsh Tpaduk Hebompmoro uncia VLAN.

Hns Hactpoiiku VLAN HeoO0Xonumo mneperTH B NPUBUIECTUPOBAHHBIN
pPSKHMM, BBINIOJHUB KoMaHy enable. MudopManuio o CymecTBYIONIMX Ha
kommytarope VLAN MoxHO, BEIOTHUB KoManty Show vlan brief (moxxuHo mpocto
sh vl br).

Paccmotpum mnpumep co3ganusi n1Byx VLAN Ha ogHOM KOMMYyTaTope.
[lepefineM B NPUBHICTHPOBAHHBIA PEKUM, BBIIOJHMB KoMaHAy e€nable, wu
poCcMOTpUM HHGOpMaIHIO O cyriecTBytonux Ha kommyTarope VLAN (pucyHok
6.5).

B pesynbTaTe BhINOIHEHUS KOMaH/Ibl Ha SKpaHe nosiButcsa: Homepa VLAN —
nepBelii  cronben; HazBanue VLAN - Bropoit  cronben; — cocrosiHue
VLAN (paGoTtaeT oHa B JIaHHBII MOMEHT WJIM HET) — TPETUH CTOJIOEI]; MOPTHI,
npuHaaexkanme Kk ganHodn VLAN — gerBepthiii cronben. Kak Mbl BUIUM, 1O
yMOJTYaHUIO0 Ha KomMMyTaTope cymectByer msath VLAN . Bee moptel koMMmyTaTopa
no ymomuanuto npunamnexat VLAN 1. Ocransabie yetbipe VLAN sBisiroTcs

CJ'Iy>KC6HBIMI/I H UCITIOJIB3YIOTCS HE OUCHDb 4acCToO.
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Bwitchran
Switchfshow wlan brief
VLAN Mame Status Port=s
1 default active Fals1l, FaO/E, FalOf3, Falsd4
FaOsE, FaOs&, Fals7, FalO/fE
FaOs9, Fals1l0, Falsf11l, FalO/f1Z
FalOs13, FalOs14, Falsf1lE5, FalOsfle
FalOs17, FaOys1l8, Fals19, FalOsZ0
FalOs2l, FalifZEZ, Fal/fz3, FalOsfzZ4
Giglsl, Gigls:s
100& fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
Bwrit chi b
’ Copy ] ’ Paste

Pucynox 6.5 — I[Ipocmotp konpurypanuu VLAN

Jlist peanu3aiuy ceTH, KOTOPYIO MbI 3aIUIAHUPOBAIH CJENaTh, CO3JaANM Ha
kommyTtatope eme aBe VLAN. [l 3Toro B NOpPUBUIECTUPOBAHHOM PEXKUME
HE0O0XOMMO BBITIOJIHUTL KoMaHay COnf t mis mepexoma B pexxuM T100aabHOTO
KoHurypoanus. BBogum komangy Vlan 2. JlanHo# kKomMaHmOH CO3maeTcsi Ha
kommyTtatope VLAN ¢ Homepom 2. Ykazarenb BBoaa Switch(config)# nzmenurcs
Ha Switch(config-vlan)#, 310 cBUIETEIBCTBYET O TOM, YTO KOHPUTYPUPYETCS YiKe
HE BECb KOMMYTATOp B LI€JIOM, a TOJIbKO oTAeiabHas VLAN, B 1aHHOM citydae HOMep
2. Eciu uicnionb3oBaTh kKoMaHay «vlan x», rae X Homep VLAN, koraa VLAN X erire
HE CO37aHa Ha KOMMYTaTope, TO OHa OyJeT aBTOMATHYECKH CO3/JaHa U Oyner
OCYILIECTBJICH MIEPEXO/] K €€ KOH(QUTYPUPOBAHUIO.

Jlnst  pemieHuss  TIOCTABJICHHOW — 3a/ladyd  KOMMYyTaTop  HEoOXO0IUMO
CKOH(UTYPUPOBATH CIECITYIONTUM 00pa3oM.

Switch(config)#vlan 2



Switch(config-vlan)#name subnet_192

Switch(config)#interface range fastEthernet 0/1-2

Switch(config-if-range)#switchport mode access

Switch(config-if-range)#switchport access vlan 2

Paszbepem mannyto koHpurypamuo. Kak yxe roBopusioch paHee, KOMaHI0M
vlan 2 msl co3maem Ha kommyTtaTope HOBYI0 VLAN ¢ Homepom 2. Komanga name
subnet 192 mpucsauBaet ums subnet 192 BupryansHOU ceTi HOMep 2. BoimonHsis
komany interface range fastEthernet 0/1-2, MbI mepexoauM K KOHGUTYPHUPOBAHUIO
unrepdeiico fastEthernet 0/1 u fastEthernet 0/2 xommyTtaTopa. KiroueBoe ciioBo
range B JaHHOW KOMaHJE yKa3bIBaeT Ha TO, YTO MBI OyJeM KOHPUTYpHpPOBATh HE
OJIMH €TUHCTBEHHBIN MMOPT, a IENbIN TUana30H MOPTOB, B MPUHITUIIE €€ MOXHO HE
UCTIOJIb30BaTh, HO TOT/IA MOCIIEAHIE TPH CTPOKH MPUACTCS 3aMEHHUTD Ha!

Switch(config)#interface fastEthernet 0/1

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 2

Switch(config)#interface fastEthernet 0/2

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 2

Komanma switchport mode access kondurypupyer BBIOpaHHBIA MOPT
KOMMYTaTopa, kak nopT nocrymna. Komanna switchport access VLAN 2 ykasrbiBaer,
YTO JAHHBIN MOPT siBisieTcst mopTom aoctyna aist VLAN Homep 2.

Kak 1 B mpeapIAyux nmpuMepax, KOMaH bl MOYKHO HaOHMpaTh COKPAILEHHO,
KpoMme Toro, BMecto fastEthernet moxxHo ucnonb3oBaTh 0603Ha4YeHue fa.

[TpocMoTpuM pe3yabTaT KOH(GUTYPHUPOBAHHUS, BRIIOJIHUB KOMaHTy Show vian

br eme pa3, pucynox 6.6.
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SIS LI Ll Jriame LLUILEL_J.JL

Switchiconfig-vlan) fint range fa 0/1-Z2 -

Switchiconfig-if-range)fswitchport mode access

Switchi{config-if-range) fswitchport access wlan £

Bwitchiconfig-if-range) fexit

Switchiconfig) fexit

(E8YE-LE-CONFIGC I: Configured from console by console

Switchfsh vl br

VLAN MName Status Ports

1 defanlt actiwe FalOs3, Falsf4, Fals5, False
Fad/7, Fal/f8, FalOs3, FalOs1l0
Fans11, Fals1lz, FaOf13, FalO/s1l4
Fanys1lE, Falsle, FaOf17, FalOrs1l8
FadOys1%, Fal/fE0, FalfZl, FalO/fEE
FalO/fE3, FalsfE4, Giglsl, Gigl/E

Z subnet_13Z active FaD/1l, Fal/fZ

100z fddi-default actiwe

1003 token-ring-default actiwve

1004 fddinet-default actiwe

1005 trnet-default actiwe

Bwitchi W

’ Copy ] ’ Paste

Pucynox 6.6 — I[Ipocmotp konpurypanuu VLAN

W3 pucynka BUgHO, 4TO B KOMMyTatope nosisuiack Bropas VLAN ¢ nmenem
subnet 192, x xotopoit otHOocsTCst mopThl 0/1 1 0/2.

Jlanee aHanormuHbIM 0Opa3oM co3gaauM Vlan 3 ¢ umeHem subnet 172, u
clenaeM ero nmopramu gocrtyna uatepdeiice fastEthernet 0/3 u fastEthernet 0/4.

COOTBETCTBEHHO, KOMIBIOTEPHI, HAXOJANIUECS B Pa3HBIX BHPTYAIbHBIX
CeTsIX, OyAyT HEJOCTYIHBI APYT JIPYTY, YTO JIETKO MPOBEPUTH C MCIOIH30BAHUEM
YTHJIMTHI PiNg.

HanGobryro mMpakTHUeCKy IIEHHOCTh MPEACTABISICT KOH(DUTYpUPOBAHUE
VLAN Ha HECKOJIbKUX KOMMYTaTOpax C UCMOJIb30BAHUEM MaruCTpajibHbIX TOPTOB.
PaccMoTpum KOHGUTYpHUpPOBAaHUE KOMMYTAaTOPOB B ATOM ClTydae.

PaccMoTpum ceTh, MoOKa3aHHYIO Ha pUCYyHKe 6.7,



192.168.1,1724 192.168.1,224

trunk

192.168,1.101/24 192.168,1.102724

VLAN 2 VLAN 3

VLAN 4

Pucynox 6.7 — KondurypupoBanmue KoMMyTaTopoOB

IIo anamorum c NpCAbLAYIIUM IIPUMCPOM IIPOU3BCIACM KOH(i)I/IprI/IpOBaHI/IG
000MX KOMMYTaTOPOB:
Switch(config)#vlan 2
Switch(config-vlan)#name subnet_2
Switch(config-vlan)#int fa 0/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
Switch(config-if)#exit
Switch(config)#vlan 3
Switch(config-vlan)#name subnet_3
Switch(config-vlan)#int fa 0/2
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vilan 3
Switch(config-if)#exit
Switch(config)#vlan 4

Switch(config-vlan)#name subnet_4



Switch(config-vlan)#int fa 0/4

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 4

Switch(config-if)#exit

Kak crnenyer U3 mepeuHss KOMaHJ, HA 000UX KOMMYTAaToOpax CO3/IaHbl TPU
VLAN. Tenepp HE0OXOAUMO CKOH(DHUTYPUPOBATh Ha TPETHEM IOPTY KAXKJIOTO W3
KOMMYTaTOPOB MaruCTPaJbHBIM PEXKUM:

Switch(config)#int fa 0/3

Switch(config-if)# switchport mode trunk

B pesynbrate Tpadguk Bcex Tpex co3aaHHbix panee VLAN OyaeT npoxoauTh
4yepes mopT 3.

Hcnonp3ys Ha mHTepdetice komanay switchport mode trunk, mer nepesenu
€ro B MarucTpajbHbId PEXHUM, B KOTOPOM HHTepdeiic Mpomyckaer uepe3 ceos
Tpaduk Bcex cymiecTByronx Ha kommyrarope VLAN, HO uHOrga HE0OXOAMMO
nepenaBaTh yepes3 JaHHblid nHTepdeiic Tpaduk He Bcex VLAN, a muiib HEKOTOPHIX.
Jly1st 5T0r0 Ha 000MX KOMMYTAaTOPOB BBIMOJHUM KOMaH/IbI:

Switch(config)#interface fastEthernet 0/3

Switch(config-if)#switchport trunk allowed vlan 2-3

Komanga "switchport trunk allowed vlan 2-3" yka3biBaeT MaructTpaaibHOMY
nopty kommytatopa, Tpapuk kakux VLAN emy nponyckates yepe3 ceds. Ilocie
TOTO, KaK OyJeT BBIMOJHEHA 3Ta KoMaHaa, kommnbeiotep PC4 nomkeH mepectarb
BuzeTh kommbioTep PCS. Komanma "switchport trunk allowed vlan" mpu cBoem
WCTIONIb30BaHUU KaXKIBIA pa3 3a/laeT pa3pelieHHbIe TOPThl 3aHOBO, TO €CTh €CIU
BBIMOJIHUTHL KoMaHay Switchport trunk allowed vlan 5, a moTom BbIMOHATE KOMaHTY
switchport trunk allowed vlan 6, To pa3zpemennbM okaxkeTcst Totbko Tpadguk VLAN
Homep 6. [Ins nmob6asnenuss VLAN Kk crnmcKy pa3pelieHHBIX CIyKHT KOMaHJa
switchport trunk allowed vlan x, riae X Homep go6asmsiemoro VLAN. Jlns yaaneHust
VLAN u3 cniucka pa3pelleHHbIX UCIoJib3yeTca koManaa switchport trunk allowed

vlan remove X, rae X Homep ynamsemoro VLAN. [Iiis npocMoTpa uHOOPMAIUH O



HACTPOCHHBIX HA KOMMYTAaTOPE MaruCTPaJbHBIX MOPTAX CIYKUT KoMaHa show int
trunk.

Taxum 06paszom, ¢ UCIOJIL30BAaHUEM KOMMYTAaTOPOB BTOPOTO YPOBHS STUHYIO
CETh MOXHO Pa3/C/IuTh Ha BUPTYaAJIbHBIE CETU C M30JMPOBAHHBIM JIPYT OT Apyra
TpadguroMm. OTHAKO HA MPAKTUKE YaCcTO BO3HUKAIOT 3a7a49i THOKOTO 00HEAMHECHUS
Heckoapkux VLAN wmexay coOoil. DTy 3amauy pelaroT MapuipyTh3aTopbl U
KOMMYTATOPHI TPETHETO YPOBHS, KOTOPBIE OyIyT paCCMOTPEHBI HUXKE.

Heo0x0a1umMo OTMETUTh, 9TO PACCMOTPEHHAs BBIIIIE TEpMUHOIOTHS (ACCeSS-
nopt, Trunk-mopt) xapakrepHa Toimpko misi ycrporictB Cisco Systems. B psiae
CJIy4aeB MOPTHI, CIOCOOHBIE MPOMYyCKaTh uepe3 ceds Tpapuk Heckoabkux VLAN,
Ha3bIBAIOTCS TATUpoBaHHbIME (tagging). OOBsICHICTCS 3TO TE€M, YTO TaKOW MOPT
nepes nepeaadeit kajapa nmoMmenaeT B HEro JOMOJHUTENIbHYI0 HH(OpMaLHIO (TIT),
aHAMM3UPYd KOTOPYIO, MPUHUMAIONINI MOPT HMMEET BO3MOXXHOCTH OIPEICIHUTh
Homep VLAN, k koTopoii 3ToT Kajp oTHOCUTCSA. COOTBETCTBEHHO, TPUHUMAIOIIUN
MOPT ATOT TAT YAAJSIET.

[TopThl, HE BHOCSIIIME U3MEHEHUI B TIepeiaBaeMbie Kaapbl (ACCESS-TIOPTHI
B TepmuHosiorun CisSC0), Ha3bIBAIOTCS HETATMPOBaHHBIMHU (UNtagging).
6.5 Otuer o pabore:
— CkoH(purypupoBaHHas CETh JOCTYIIA;
— Pesynbrarsel paznenenus cetu Ha VLAN,

— Pe3ynbTarsl IPOBEPKU CBA3HOCTHU CETH.



[TpakTueckoe 3ansitue No/
KonpurypupoBanre KOHCOTBHOTO JTOCTYIIA K CETEBOMY 000PY/TI0BaHUIO

7.1 LHenb pabotsl: [IpuBuTHE HABBIKOB KOH(UTYPUPOBAHHS KOHCOJBHOTO
JOCTyIa K KOMMYTaTOpaMm M MapuipyTU3aTopaM B 3allUAIIEHHOM PEKUME.

7.2 Ilepeuenb 000py0BaHUS:

— Crenpn « HGOKOMMYHUKAIIMOHHBIE CETH;
— Paboune cranmuu nox ynpasiaeauem OC Windows makerom Cisco
Packet Tracer i GNS3.

7.3 3aganue:

Hcnonw3ys nporpamvubie mpoaykThl (Cisco Packet Tracer miu GNS3) mmu
peanpbHOE OOOpPYIOBaHUE, IMOIKIIOUUTHCS K KOHCOJBHOMY TIOPTY YCTPOMCTBA
(koMMmyTaTtopa wiIM Mapuipytuzaropa). Co3gaTe mapoib IS BXOJa B
MIPUBUJICTUPOBAHHBIN PEXKUM, UCTIOIB3Ys apameTp Secret. Co3math Tpu yUETHBIC
3allUCH C Pa3HBIMH YPOBHSIMH TPUBHIICTHUH, Hcnonb3ysd ¢yHkiui AAA. Ilpu
CO3JaHWM YYETHBIX 3alMCEH HCIOJIb30BATh JIOTUH <(PpaMUIMsi B AHTJIHHACKON
TPaHCKPUNUIMUNey4eTHO#H 3amucu>. [IpoBepuTh pabOTOCITOCOOHOCTH CHCTEMBI
ayTeHTU(PUKAIUK U aBTOPHU3ALIMH TI0 JIOKAJTLHOM 0a3e MoJib30BaTelNeH.

7.4 Yxa3zaHus K MpOBEJACHUIO paOOTHI.

Kak u3BecTHO, Mpu KOHCOJIBLHOM JIOCTYIIE TOCJIEC 3arpy3KH YCTPOMCTBA OHO

NEPEXONT B TIOJIH30BATEIBCKUNA PEXKUM (PUCYHOK 7.1).



I10S Command Line Interface

Cisco 1841 (rewvision 5.0) with 11468BE/l16384E bytes of memory.
Processor board ID FTXOS47Z1BE

MB&0 processor: part number 0, mask 43

Z FastEthernet,/IEEE 802 .3 interface(s)

1531FK bytes of NVEAM.

£3488K bytes of ATE CompactFlash (Bead/Write)

Ciseco I0S Software, 1841 Software (ClB41-ADVIESERVICESES-M), Version 12.4(15)T1,
BEELEASE SOFTWARE (fci)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 198&-Z007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 04:5Z by pt_team

——— Sysatem Configuration Dialog ———

Continue with configuration dialog? [yes/nol: n

Press BETUBM to get started!

Rcuterﬂ W

PI/ICYHOK 71— BI/II[ IMPpUTIalICHUA IIOJIB30BATCIILCKOI'O PCIKUMA

Jlns mepexona B TPUBWICTHPOBAHHBIM pekuM B ycrpoiictBax Cisco
UCToNb3yeTcsl koManaa enable. Tak kak MPUBHICTUPOBAHHBIA PEKHUM SBISCTCS
NOTEHIIMAIBHO OIACHBIM, PEKOMEHIYETCS 3alllUTUTh NEPEXOJ B 3TOT PEXKUM
naposieM. Kak usBectHo [1], B ycrpoiictBax CiSCO cylmecTByeT HECKOJIbKO BHIOB
naposieir. B dactHoctn, maponu enable password u enable secret kak pa3 u
00€eCcreynBalOT aBTOPU3ALIMIO BX0/1a B IPUBUIIETUPOBAHHBIN PEKUM.

JlaHHbIE TIAPOJM YCTAaHABIMBAIOTCS B PEXUME KOHMDUTYpUPOBAHUS C
UCIOJIb30BAHUEM KOMaH/I;

R1(config)#enable password manin

R1(config)#enable secret maninl

[lepBast kKomaHga ycTaHaBiIMBaeT maposb Tuma enable password (mis
npuMepa ObUT BBIOpaH maposib Manin), Bropas — tuma enable secret (maposb
maninl).

[Tapone Tuma enable password xpaHuTcs Ha  yCTpOWCTBE B
He3al(ppOBaHHOM BHJIE, YTO JENAeT ero ciado3amuuieHHbIM. Hampumep, eciu

3JIOYMBINIJICHHUK IMOAKIOYUTCS 11O KOHCOJIH, BOﬁjleT B I10JIb30BaTEILCKUI PEKUM



U ucnoinp3dyer komanay Show running-config, on 6e3 Tpyaa cMoOXeT yBUICTH

YCTaHOBIICHHBIHN Mapojb (PUCYHOK 7.2).

105 Command Line Interface

[FCULCEL T

§5¥5-5-CONFIG I: Configured from consocle by conaocle

Routerfshow ru
Routergshow running-config
Building configuration. ..

Current configuration : 4538 bytes

!

version 1Z.4

no service timestamps log datetime msec
no Service timestamps debug datetime masec
no Service password-encryption

!

hostname Router

1

1

!
enable password manin

Pucynok 7.2 — [IpocMoTp B KOH(UTYpaIiK yCTPOICTBA 3aJaHHOTO MapoJis

CaMbIM OYEBHJIHBIM PEMICHUEM 3TOM MPOOIEMBI IBISETCSA XPAaHEHUE MAPOIIS
B 3amudpoBanHOM Bujie. [ mmdpoBanus naposisi MOKHO UCTIOJIB30BaTh KOMaHTy
service password-encryption, BBIIOJHSAEMYIO B  pPEXKUME TIJI00ATBHOIO
KoH(purypupoBanus. B atom ciydyae npu npocMoTpe KOHGUTypaluu naposib 0yier

NpEe/ICTaBJCH B 3alTU(PPOBAHHOM BHIE (PUCYHOK 7.3).
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Current configuration : 504 bytes 2
!

version 1Z.4

no service timestamps log datetime msec

no service timestamps debug datetime msec

Service password-encryption

!

hostname Router

1

1

enable pasaword 7 082C4D400017

—More— W

Pucynox 7.3 — IIpocMoTp B KOHPUTYpaIIMK YCTPOMCTBA 31T POBAHHOTO MTAPOJIS

OpHako Ha MPaKTUKE HE PEKOMEH TYEeTCs TAaHHBIN cr1oco0 3alluThI Iepexoaa
B MPUBWIECTUPOBAHHBIA pexuM. [[eno B ToM, 4TO mHU(pOBaHHE B 3TOM cllydae
IIPOU3BOJIMTCS C HCIOJIB30BAaHUEM aNTOpUTMa IIM(POBAHUSA, OCHOBAHHOIO Ha
oneparuu XOR u jgocratouHo Jierko mojjarorierocss B3iaomy. I{udpa 7 mepen
3ar(pOBaHHBIM MapoJieM Kak pa3 M YKa3blBa€T Ha TO, YTO HCIOIB3YETCS 3TOT
c1a00 3alTUIICHHBINA aITOPUTM IU(PPOBAHUS.

[Ipumep pacm@poBKM Maposisi, IOKA3aHHOTO Ha pucyHke 7.3, ¢
WCIIOJI30BaHUEM OJTHOM U3 U3BECTHBIX MPOTPaMM MOKa3aH Ha PUCYHKE /.4.

Cisco Type-7 Password Decoder

Cizco Type-7 encrypted paszword
|082C4D 400017

Decrypted paszword

|manin
E wit |

Pucynox 7.4 — PacumdpoBka naposs



Bropoii Tun maposis — enable secret — wmcmonp3yer OoJsiee MOIIHBINA
JITOPUTM MU(PPOBAHUS, OCHOBAaHHBIA Ha WCIOJb30BaHWU XdmI-pyHKmi (MDS5).
Co3maaum naposb enable secret u mocMoTpum ero otodpaXkeHne B KOH(GUTyparun
YCTPOMCTBA, PUCYHOK 7.5.

I10S Command Line Interface

Current configuration : 523 bytes

!

version 1Z.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no Service password-encryption

!

hostname ERouter

1

1

1

enable secret 5 $13mERr3va(BGzIlELfTEsgVkFgblW.

—More—— | L

Pucynok 7.5 — Orobpaxenue napoiis enable secret

Kak BumHO U3 pHCyHKa, Temepb Mepell MmapojieM CTOUT uudpa 5, 9To H
yKa3blBaeT Ha WuCHoJib3oBaHue anroputmMa MD5, u MBI BUIUM pe3yibTar
BBITTOJIHEHUSI XAII-(PYHKIINU, KOTOpasi, Kak M3BECTHO, HeoOpaTuma [2].

OpHako cienyer MOMHUTh, YTO B 3TOM CJIydae Mapojb MOKHO MOA00paTh.
CymiecTByIOT crHenuaibHble TaOJMIlbl, BKJIIOYAIOUIME B ce0S  pe3ysibTaThbl
BBINIOJIHEHUS XAII-PYHKIUK i HauOoyiee 4acTo BCTpeyaroluxcs naposieil. B
HuTepHeTe ecTh CrenuaaIn3upoOBaHHbIE PECYPCHI, MOAOUpPAIOIINE MapOJd K XJII-
¢yukuusam. TpymnoemkocTs moabdopa naposs enable secret Hanpsimyto 3aBUCUT OT
ero cioxkHoctu. OTcrofa cieayeT OYEBHIHBIM BBIBOA — MapoJib JOHKEH OBITh
JIOCTATOYHO CJIOKHBIM U HETPUBHUAIBLHBIM.

OnHako Ha MpakTUKE MOTYT HMMEThb MECTO Cllydyad, KOrja BCE-TaKu

HEOOXOJMMO HCHOJBb30BaTh mapoib enable password. B asrtom ciyuae



OonpmmrHCTBO ycTporicTB CiSCO OIMYCKAIOT HCIOJIL30BaHHE OOOWX IMapojeid, HO
napois enable secret 6yxer umeTs 6osiee BRICOKUIT PHOPHUTET.

[loMumo  3ammTBl  OT  HECAHKIMOHUPOBAHHOTO  JOCTyHma K
NPUBUJICTUPOBAHHOMY  PEKUMY, TpU  KOHPHUTYPUPOBAHHH  00OpYIOBAHHUS
HEOOXO0MMO 00ECIICUNTh 3aAIUTY U MOJIh30BATEIBCKOT0 pexkiuMa. Kak yka3pIBaaoch
BBIIIIC, TIPY BXOJIC B TOJB30BATCIBCKHN PEXKHUM 3JIOYMBINUICHHHK TAKXKE MOXKET
BBITIOJIHUTH Psii KOMaHI M TOJNyYUTh HEKOTOpBIE cBeneHHs 00 ycrpoiictBe. B
YaCTHOCTH, Ha ycrpoiictBax CiSCO B TOIB30BAaTEIBCKOM PEXKHUME MOTYT OBITH
BBITIOJTHECHBI CJISTYIOIINe KOMaHIbl (pUCYHOK 7.6).

I0S Command Line Interface

Router»?

Exec commands:

<1-58> Session number to resume

connect Open a terminal connection

disable Turn off privileged commands
disconnect Disconnect an existing network connection
enzble Turn on privileged commands

exit Exit from the EXEC

logout Exit from the EXEC

ping Send echo messages

resums Fesume an actiwve network connection
show Show running system information

3sh Open a secure shell client connection
telnet Open a telnet connection

terminal Set terminal line parameters

traceroute Trace route to destination
Rnuterﬂ W

Pucynox 7.6 — Komanapl, 10CTymHBIE U3 MOJIB30BATEIHCKOTO PEKUMA

Ha pucynke 7.6 mpeacTaBiieHbl TOJIBKO MIEPBHIE CJIOBA BO3MOKHBIX KOMAaH/I.
MoskeT OBITh HECKOJILKO KOMaHJ, HAUMHAIOIIMXCSA ¢ 3TOro ciioBa. Hampumep, Ha

pHCyHKe 7.7 mpeICcTaBiIeH CIMCOK KOMaH, HAYMHAIOIIUXCS CO clIoBa SNOW.
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Router¥»show 7

arp
cdp
class-map

Lrp table
CDP information
Show QoS5 Class Map

clock Display the system clock

controllers Interface controllers status

CcEYpto Encryption module

dotll IEEE B0Z_.11 show information

flash: display information about flash: file aystem

frame-relay
history
hosts
interfaces

Frame-Belay information
Display the session command history
IPF domain-name, loockup style, nameserwvers, and host tabkle

Interface status and configuration

ip IP information
ipwe IPve information
policy-map Show Qo5 Policy Map

privilege

Show current privilege lewvel

protocols Botive network routing protocols

gueue Show gueue contents

gqueusing Show gqueueing configuration

sessions Information about Telnet connections

ssh Status of 55H server connections

top Status of TCP connections

terminal Digplay terminal configuration parameters

users
wersion
wlan—-switch
wtp

Display information about terminal lines
Syatem hardware and scftware status

VIP VLAN status

Configure VLAN database

Router> W

Pucynok 7.7 — Cnucok KOMaH[, HAYHHAIOIIMXCS CO coBa Show

Bbonee Toro, Ha Bcex ycrpoiictBax CiSCO 1O YMOJYaHHIO YCTaHOBJICH
nponpuetapHbiii  (pupmennsiii) mpotokon CDP (Cisco Discovery Protocol),
MO3BOJIAIOIMINN OOHAPYKHBATh COCEAHHE YCTPOMCTBA TOTO K€ MPOU3BOJUTENS U
MoJIy4aTh 0 HUX HeKoTopyto undopmaruio (Bepcuto 10S, agpeca, TUTIBI YCTPOUCTB,
u T.1.). TakuM 00pazoM, 3T0yYMBIIIEHHHUK, HAXOASIIMICS B MOJB30BATEIbCKOM (HE
NPUBUIICTHPOBAHHOM!) pEXHMME TMOIy4aeT BO3MOXKHOCTh Yy3HaTh HEKOTOPHIC
CBEJICHHUS HE TOJBKO 00 YCTpPOHCTBE, K KOTOPOMY OH MOJKJIIOYEH, HO U O €ro
cocensx. [lyis aToro ucnosikdyercs komanaa Show cdp neighbors detail.

Jnisg Toro, 4yToOBl 3aIUTUTH HE TOJBKO MPUBWIETUPOBAHHBIM, HO U
MOJIb30BATEIbCKUIN PEXHUM, UCTIOIB3YETCSI ayTEeHTU(UKAIIMS [0 YUYETHBIM 3aMUCAM
II0JIb30BAaTEIIEH.

Kak wu3BecTHO, MpH HCHOJB30BAaHWU YYETHOM 3amucH ayTeHTU(UKALUS

MIPOBOAMUTCS, KAK MUHMMYM, [0 IBYM IapaMeTpaM — JIOTUHY U napoiro. O4eBUIHO,



YTO JIOTWHBI U NTAPOJIU JIETAJIbHBIX M10JIb30BaTENEH JOJKHBI [IE-TO XpaHUThCA. [
XPAaHEHMs YYETHBIX 3aMKMCE UCIOIb3YETCS ABa MOAX0A:

1. XpaHeHue B JOKaJIbHOM 0a3e HEMOCPEACTBEHHO HA YCTPOICTBE.

2. XpaHeHue Ha crieluain3upoBaHHOM cepBepe (AAA-cepepe).

Haubonee HafeKHBIM M yIOOHBIM B AKCIUTyaTallUM CIOCOOOM SIBIISETCA
ucrnonb3zoBanue AAA-cepepa (cepBepoB). OmgHako B HEOONBIIOW CeTH
ucnonas3oBanue AAA-cepBepa OOBIYHO MPEACTABISACTCS HEIEIECO00pa3HbIM,
MO3TOMY PACCMOTPUM CHavajia nepBbiii cnoco0. O6 nucnonb3oBanuu AAA-cepsepa
peUb MOWAET Ha CICIYIOMIEM 3aHATHH.

[Ipu cozmanum 0a3bl MoOJb30BaTENIed HEOOXOAUMO 3HAThH, YTO YCTPOICTBA
CiSCO MO3BOJISAIOT JIOCTATOYHO THOKO YIPABISATh TEMH NpaBamMu (TIPUBHIICTUSIMH),
KOTOPBIE MPEIOCTABIIIOTCA KaXJAOMY KOHKPETHOMY Iojb3oBatento. Mmeercsa 16
ypoBHeii npuwiernii (ot 0 1o 15), mpu 3ToM 10 yMoa4aHuio B ycTpoiictBe Cisco
HACTPOEHBI TPU YPOBHS:

. Vposens 0. Ilomb3oBarenb € 3THUM YPOBHEM MOKET BBIIOIHATH
MUHUMaNbHBIN HA00p KoMaHA. Ha npakTuke ucnonb3yercs KpaitHe peaKo.

2. Yposenb 1. COOTBETCTBYET NOJIB30BATEIBCKOMY PEXKHUMY, TO €ECTh
II0JIB30BATENb C 3THM YPOBHEM MOXET BBINOJHATH BCE KOMaHABI, JOCTYIIHBIE B
II0JIB30BATENBCKOM PEKHME.

3. Yposenp 15. CoOTBETCTBYET NMPUBWIETUPOBAHHOMY PEXKHUMY, TO €CTh
II0JIB30BATENb C 3THM YPOBHEM MOXET BBINOJHATH BCE KOMaHABI, JOCTYIIHBIE B
PUBUIIETUPOBAHHOM PEKUME.

YpoBau 2 — 14 MOXHO HacTpauBaTb, TO €CTb, €CIH KaKOMY-IHOO
II0JIB30BATENIO IPUCBAUBAETCSA YPOBEHb M3 3TOr0 JTUAIa30HA, MOKHO B SBHOM BHJIE
yKa3aTh, KaKu€ KOMaHJbl MPUBUIETUPOBAHHOTO peKMMa OyAyT €My [IOCTYIIHBI.
Ecnu yuyecTs, 9TO unciao paOOTHUKOB, OOCITYKUBAIOLIUX CETh, OOBIYHO HEBEIUKO,
TaKOH MMOAX0/1 O3BOJISIET KAKIOMY U3 paOOTHUKOB MPEAOCTaBUTH TOJIBKO TE MpaBa,
KOTOpbIE€ HEOOXOIUMBI eMY sl paOOTHI.

Coznmanne ydeTHOM 3amMcH MTPOU3BOJAUTCS B PEXHUME TI100aIbHOrO

KOH(UTYPHUPOBAHUS C UCIIOJIH30BAHUEM KOMAaH bl



Routerl(config)#username <moruu> privilege <yposenn> password/secret <mapoJin>

B xomanze ucnons3yercs napametp nubdo password, mubo secret, pasznuia
MEXIy HUMH  Obia  paccMoTpeHa  Bbimie.  COOTBETCTBEHHO,  Ooiiee
NPENOYTUTENBHBIM SBJISIETCS UCIIOIb30BaHUE MapaMeTpa Secret.

B ciydae, ecnu co3maercss ydeTHas 3alicCh C MPUBUIICTUSIMH YPOBHEH 2 —

14, nocTynHble HA 3TOM YPOBHE KOMaH/Ibl YKAa3bIBAIOTCS B SIBHOM BHJIC:
Routerl(config)#privilege exec level <ypoBenb> <komanma>

PaccMmoTpum nponecc co3aanus JIOKaabHOM 0a3bl HA KOHKPETHOM IPUMEPE.
[TpenmnosioxxumM, 4TO B OpraHU3alMU UMEETCS TPU aJAMHHUCTpATOpa (Ha30BEM HUX
adminl, admin2 u admin3). Adminl sBnseTcs TIaBHBIM, €My JOCTYITHBI BCE
KoMaH Il (ypoBeHb 15). Admin2 umeer noctymn k komanaam Show running-config
u ping, admin3 — k komanaam Show ip route, ping u traceroute.

Coznanue JoKanbHOW 0a3bl MOJIB30BATENIECH WIUTIOCTPUPYETCS PUCYHKOM

7.8.

I10S Command Line Interface

Press RETUEN to get sStarted!

Router»en

Boutergconf t

Enter configuration commands, one per line. End with CHTIL/Z.
Bouter (config) #hostname Bouterl

Bouterl (config) fusername adminl privilege 15 secret adminl

Bouterl (config) fusername adminZ privilege 2 secret adminZ
RBouterl (config) #privilege exec lewvel 2 show running-config
Bouterl (config) fprivilege exec lewvel 2 ping

BEouterl (config) fusername admin3 privilege 3 secret admin3
Bouterl (config) fprivilege exec lewvel 3 show ip route
Bouterl (config) fprivilege exec lewvel 3 ping

Bouterl (config) #privilege exec lewvel 3 traceroute

Bouterl (config)§~Z

REouterlg

£5¥5-5-CONFIG I: Configured from conscle by conscle

| "

Pucynox 7.8 — Co3nanue okaibHOM 0a3bl MOIK30BaTEIICH HA MApIIPYTHU3ATOPE

[Tocne »TOro HEOOXOAUMO BOWUTH B PEKUM KOHPUTYPHUPOBAHUS
KOHCOJIBHOTO TIOpTa W YyKa3aTh, YTO BXOJI HEOOXOJUMO TMPOU3BOAHUTH C

HCIIOJIb30BaHUEM JIOKAJIbHOU 0a3bl, pUCYHOK 7.9.



Routerl>en

Bouterlfconf

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
Bouterl (config)line con

Bouterl (config) §line consocle O

Bouterl (config-line) #login local

Bouterl (config-line) §

Pucynok 7.9 — KondurypupoBanue KOHCOIBHOTO MOPTa

3aiiieM Ha MapIIPyTU3aTOp 4Yepe3 KOHCOJBHBIA MOpT Kak admin2 u
nonpoOyeM BBINOJHUTH CHAauYaja 3alpelieHHYI0, a 3aTEM Pa3peUICHHYIO JIsl 3TOrO

MOJIb30BaTENs] KOMaHy, pUCYHOK 7.10.

Username:
Username: adminZ
Password:

Bouterlgshow ip route

% Inmvalid input detected at ""' marker.

Bouterlfshow running-config
Building configuration...

Current configuration : 970 bytes

!

version 1Z.4

no Jervice timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

1

hostname Houterl
1
1
1
1
!
!
!
!

ugername adminl privilege 15 secret 5 :13mERr:TnejeTcSFEvD_o.40B310Q0
username adminZ privilege Z secret 5 315$mERr34CEFVE/e0i{mc_ia/CrCha/

username admind privilege 32 secret 5 F1$mERr:JpU7SfgWPP7cd3kksZEEcl

!

—More—

Pucynok 7.10 — IIpumep BbINOJIHEHUSI KOMAaH]



W3 pucynka BUIHO, 4TO KoMaHaa ShOW ip route He Oblia BBIIOTHEHA (OHA
3allpelleHa JUIsd 3TOTro TOJIb30BaTels), a kKoMaHnaa Show running-config BeiBena
UH(POPMAIIHIO O COCTOSIHUU YCTPOMCTBA.

Ha npaktuke mpencTaBlIeHHBIM BbIIIE CIOCOO MCHOJIb3yeTcsl penko. Bee
coBpeMenHbIe ycTporicTtBa CisCo momnepxuBatot Gpyukiuo AAA (Authentication,
Authorization and Accounting). /{ist BkIroueHHus JaHHON (YHKIUH HCIIONIB3YeTCs

KOMaH/1a
Routerl(config)#aaa new-model
AyTeHTuUKaIII HaCTPauBaETCs KOMaHI0M
Routerl(config)#aaa authentication login <method-list> local

[TapameTtp local yka3piBaeT Ha HEOOXOAUMOCTD UCIIOJIB30BAHUS JTOKATBLHON
0a3pl, mapamerp method-list ykaspiBaeT Ha  UCHONB3YyeMBbId  METOJ
ayreHtudukanuu.  Hanmpumep, mnpu  wucmoms3oBanmm — Mmetoma  default
ayTeHTU(UKALNS TPUMEHSCTCS HE TOJHKO K KOHCOJIBHOMY, HO M K yJaJICHHOMY
JIOCTYIY, O KOTOPOM TOMIET peub HIKE.

B 3akirouenne ocoOeHHOCTEH KOH(MUTYpHUPOBAaHUS KOHCOJIBHOTO JOCTYIIA
ClleyeT OTMETHUTh cienytomee. [IpakThyecku Bce COBpEMEHHOE 00O0py/IOBaHUE
uMeeT (QyHKIUIO cOpoca K 3aBOACKMM ycTaHOBKaMm. IIpu 3ToM Moryt ObITh
COpOIIICHBI U YCTaHOBJIEHHBIE Maposu. B ycTpoiictBax CiSCO cOpoc maposiei MoxeT
OBITH 3ampelIeH COOTBETCTBYIOIICH koMaHmou (NO Service password-recovery),
oJHaKO (pyHKIMS cOpoca mapoisi MOXKET oKa3aThes moje3Hoi. [losTomy Hapsay c
TEXHHYECKUMH MEPOIPHUATHAMHU TIO 3allUTe JOCTyla K CETEBBIM YCTPOWCTBAM
00513aTENIbHO JIOJDKHBI PEaTM30BBIBATHCSI W OPTaHU3AIMOHHBIC — OTPaHHYCHHE
($U3NIEeCKOro 0CTyna K YCTPOMCTBY, MCIOJB30BAHUE BBIACICHHBIX CEPBEPHBIX

KOMHaAT, BElHI[ElJ'IO}’CTOfI‘-IHBBIX I_HKa(I)OB, nT.ao.

7.5 Otuer no pabore:
— Pe3ynprarel TIPOBEPKM  KOPPEKTHOM  JIOCTyNa K  CETEBBIM

YCTpOMCTBAM (KOMMYTAaTOpaM U MapUIpyTU3aTOPam).



[IpakTiueckoe 3anarue Ne
Kon¢urypupoBanue yJaJieHHOTO T0CTYIa K CETEBOMY 000pYyI0BaHUIO
8.1 Llenb paboter: [IpuBUTHE HABBIKOB KOH(MDUTYPUPOBAHUS yIATIEHHOTO
JI0CTyTa K KOMMYTaTopaM M MapIIpyTU3aTOpaM B 3aIUIICHHOM PEKUME.
8.2 Ilepeuenb 000pyAOBaHUSA:

— Crenpn « HGOKOMMYHUKAIIMOHHBIE CETH;

— Paboune cranmuu nox ynpasiaeauem OC Windows makerom Cisco
Packet Tracer i GNS3.

8.3 3amaHue:

— Hcnonb3ys KOHCOJIBHBIM TMOPT, cO3AaTh B JIOKAJbHOU 0ase
MapHipyTH3aTopa OJIHY YYETHYIO 3alliCh C IEPBBIM YPOBHEM
npuBwiernii. CozmaTe Maposib BXOJa B TMPUBHICTUPOBAHHBIN
PEXUM, WCTIOJB3YS napameTp secret. [IpoBeputsb
paboTOCIOCOOHOCTH CUCTEMBI ayTEHTU(UKALIIH;

— Ioakmrounth K omHomy w3 Etrhernet-moproB mapmipyruzaTopa
pabouyl0 CTaHILUIO, Tpou3BeaAs HeoOXxoaumble HacTpouku (IP-
ajJjpeca nopra MapuipyTuzaTopa u padboueit ctaniuu). OCyecTBUTh
yAaJICHHOE TOJAKIIOYEHHE K MapHIpyTH3aTOPy C HCIIOJIb30BAHUEM
npotokojia Telnet. TlpoBeputh pabOTOCTIOCOOHOCTH CHCTEMBI
ayTeHTU(UKaINH,

— CkoH(purypupoBaTh MapmIpyTH3aTOp ISI PaObOTHI ¢ MPOTOKOJIOM
SSH, uckit0ounB BO3MOKHOCTh MCIOJIB30BaHUs MpoTokoia Telnet.
Ucnonb3ys SSH-kreHT, ocymecTBUTh yiaieHHOE TOIKIIOYEHHE K
MapIIpyTH3aTOPy C UCIONIb30BaHueM mpotokoia SSH. TlpoBeputh
paboTOCIIOCOOHOCTH CUCTEMBI ayTEHTU(UKALIMH.

[TPUMEUYAHUE. Ecnu nns BwIMONHEHHS 3aaHus UCmoib3yeTcss CiSCo
Packet Tracer, mns mnoakitoueHuss pabode craHuuu TO0 TpoTtokoiay SSH
HEOO0XO0IMMO UCIIOJIF30BaTh KOMaHIHYIO CTPOKY U KOMaH/IY:

PC> ssh —1 <morun> <IP-agpec>



[Tpu ucnonwszoBanuu smynaropa GNS3 wiam pearbHOrO 000PYIOBAHMS
HE0O0XO0MMO UCIOJIBb30BaTh 000 SSH-knuent, nanpumep, PuTTY.
8.4 YkazaHus K NMPOBEJICHUIO PAOOTHI.

He3aBucuMo OT HMCHOJIB3yEMOI0 MPOTOKOJIA YAAJIEHHOIO JIOCTYNa cam
JIOCTYIl OpPTraHu3yeTCs ¢ UCIOJIb30BAaHUEM BUPTyalabHOro MHTepdeiica Vty. Takum
o0pa3oM, HEOOXOJUMO CHayajga paccCMOTPETh CHOCOObI KOH(PUTYPUPOBAHUS
BUPTYaJIbHBIX HHTEP(EICOB.

[lepBbIit crtoco0 aHaMOTUYEH HACTPOMKE KOHCOJIBHOTO MOpPTa (CM. PUCYHOK
1.9) ¢ TeMm HcKITIOYeHUEM, 9TO 00paIaThes Halo He K KoHcosibHOMY TopTy (line 0),
a K BUpTyaispbHOMY (Vty). Tak Kak K yCTpOWCTBY MOTYT yIAJICHHO IOJKIIOYATHCS
HECKOJIBKO IO0JIb30BaTENIEH, OpraHU3yeTcss HECKOJIBKO BUPTYaJIbHBIX UHTEp(EcoB
(TO €CTh HECKOJIbKO OJTHOBPEMEHHBIX yJIaJIEHHBIX MOAKIIOUeHM). B Gosee cTtapbix
Bepeusx 10S yucio BupTyanbHbix naTepdericoB 5 (ot 0 10 4), B 60siee HOBBIX — 16
(ot 0 go 15), ogHako /Uit KOHQUTYPUPOBAHUSI HUKAKOW pa3HUIIBI HET.

B sTOM ciiydae msis BKIIIOYEHHUS AayTEHTU(HKAUWU MO JIOKaIbHOW Oase
I10JIb30BaTENEeN BCEX MSTH BUPTYaJIbHBIX HHTEP(EHCOB UCIIONIBb3YIOTCS KOMaH/IbL:

Routerl(config)#line vty 0 4

Routerl(config-line)#login local

Bropoit cnoco6 3akmrogaercss B ucnoib3oBaHuum AAA. Ecnu mpu
KOH(HUTypUpOBaHUM KOHCOJIBHOTO TOpTa yxe Obuia BKItOUeHa QyHKIus AAA c
napametpom default, To ayrentudukanus Oyaer paboTath Kak st KOHCOJIBHOTO,
TaK U JJI BUPTYaIbHBIX HHTEP(EICOB.

JlanbHeilee KOHPUIypUpOBaHHUE YAATEHHOIO AOCTyNa 3aBUCHUT OT TOTO,
Kakol M3  MPOTOKOJOB  NpEeAnoJjliaraercs  HMCHoib30BaTh.  PaccMoTpum
KOH(QUTypUpOBaHKE yJAIIEHHOTO JOCTyIa Ha 0a3e mpoTokosios telnet u ssh.

Kak m3Bectro [3], mpotokon Telnet sBisieTcss oMHUM U3 CaMbBIX CTapbIX
IPOTOKOJIOB yIaJICHHOTO IOCTYIIA, TO3TOMY CETO/IHS TPYIHO HAalTH 000pyA0BaHNE,
HE MoAIepKUBaroIee 3TOT NpoTokoi. KoHpurypupoBaHue y1aJeHHOTO JOCTYyIA 1O
nporokoiy Telnet He sBiseTCS CIOXHBIM, YTO SIBJISIETCS €M0 HECOMHEHHBIM

JOCTOMHCTBOM. (OJHAaKO JaHHBIA MPOTOKOJ 00JIalaeT OJHUM CYIIECTBEHHBIM



HEIOCTATKOM, CYIIECTBEHHBIM C TOYKH 3pEHUS O€30MMAaCHOCTH CeTell — BCE JaHHbIC
nepeaaloTcss B OTKPBITOM BHJE, YTO Ja€T BO3MOXKHOCTH 3JIOYMBIIUICHHHUKY
HOJYYUTh JOCTYN Kak K JIOTMHAM W MapoJisiM, IepelaBacMbIM B IPOIECCE
ayTeHTU(UKAIINH, TaK U HEITOCPEACTBEHHO K IIepeaaBaeMbIM JaHHBIM.
PaccMoTrpuM  (pparMeHT ceTH, NOKa3aHHBIH Ha pucynke 8.11. s
MOJICTUPOBAHUS TpoIiecca KOH(MHUTYPHPOBAHUS YAAJICHHOTO JIOCTyNMa OyaeM
ucnoib30Bath cereBoit amyisaTop GNS3 [4], a ne Cisco Packet Tracer, BBuxy ero

OoJiblel PyHKIIMOHAIBHOCTH.

WindowsXP-1

edf0 fo/o

Pucynox 8.11 — ®parmenr cetu

N3 pucynka 8.11 BumHO, 4TO paccMaTpUBaeMbIil (hparMeHT CETH COACPKUT
Mapiipytuzarop (B Hamem ciydae 3to Cisco 3745), k nopry T 0/0 moaxiroucHa
paboyas crannus noj ynpasieanem OC Windows XP.

Jna obecrieyeHUsl YOAJIEHHOTO JIOCTyNa K MapIIpyTU3aTopaMm ¢
UCIIOJIb30BaHUEM ATHX PabOYMX CTAHIIMI HEOOXOAMMO Ha KaKJIOM M3 HUX CO3/IaTh
JOKalbHyI0 0a3y ToNb30BaTeleil, W HACTPOUTH BXOJA UEpe3 BHUPTYyaTbHBIN
uHTepdeiic ¢ ayrenTudukanuei no JjokanbHou 6aze. [IpuBegem HeoOXouMBbIe 715
3TOr0 KOMaHAbl i MapmpyTtu3aropa R1  (komaHIbl KOH(PUTYpUPOBAHHUS
uHTep(ericoB MaplipyTu3atopa 3Aechb NPUBOAUTH HE OyAEeM, CUUTAEM, YTO
uHTepdench ObUTH CKOHPUTYPUPOBAHBI B KOHCOJIBHOM PEXHUME):

R1(config)#enable secret floorl - 3amaem maponp a1 BXxona B
MPUBUIICTUPOBAHHBIN PEKUM;

R1(config)#username maninl privilege 1 secret 1234 — co3maem

noJp3oBaresst maninl ¢ yposuem npusmiernii 1 u maposiem 1234;



R1(config)#line vty 0 4 — BxomguM B pEKUM KOHPHUTYPUPOBAHHS
BUPTYaJIbHBIX UHTEPPEICOB;

R1(config-line)#login local — 3amaem pexuM ayTeHTH(HUKAIUU 10
JIOKaJIbHOI 0ase.

KongurypupoBanue MapumipyTuzaropa C HCIOJIb30BaHUEM KOHCOIBHOTO
mopTa rmokaszaHo Ha pucynke 8.12. Kak BuaHo u3 pucyHka, Ha uatepgetice fa 0/0
MapHIpyTH3aTopa Takke Obl1 cKoHurypupoBad mnpotokoa DHCP, pesymbrars
nojaydeHus paboueii craniueirr WIiNdOWS ceTeBBIX HACTPOCK WILTFOCTPUPYIOTCS

pucynkom 8.13.

Pucynok 8.12 — KondurypupoBanue MapmpyTusaropa

Takum oOpazom, Ha MapuipyTh3aTope Obla co3/laHa JoKaibHas 0asa,
BKJTIOYAOIAsl OJHOTO TMoJik30oBaTenss (Maninl) ¢ ypoBHem mnpuBmieruid 1.
PexomenayeTcs UCronp30BaTh UMEHHO NEPBBIA YPOBEHDb NMPUBUIICTUN MPU BXOJE,
TaK KaK B 3TOM CJIy4ae I0JIb30BaTENb MONAAAET B HENPHUBUIETUPOBAHHBIA PEKUM,
U JUIsl JalibHelei paboTbl eMy HeoOXoauMo OyneT BBECTH €lle OJMH Mapoib

(aBTOpH3aIMs). DTO CYIIECTBEHHO MOBBIIIAET 0€30MaCHOCTh JJOCTYTA K YCTPOMCTBY.
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Pucynok 8.13 — [lomyuenue paGoueit cTaHIMel CETEBBIX HACTPOEK MO MPOTOKOIY
DHCP

[Tocne 3amycka Ha paboueit cTaHIMK MpoToKoia Telnet ObuTo mpeIokKeHO
BBECTH JIOTHH U Tapojib (pucyHok 1.14). Tak xak /i mojb3oBaresst maninl obui
ONPENEIIEH TNEPBbIMA YPOBEHb NPUBWIETMM, [JAaHHBIA MOJB30BATENb IOCIHE
ayTeHTHU(UKaluy ObUI IEPEBE/ICH B HEPUBUIIETUPOBaHHBIN pexxuM. [locne Habopa
KomaHibl enable (mepexoj B MPUBHICTUPOBAHHBIA PEKUM) OBUIO MPEAJIOKESHO

BBECTH JOMOJHUTEIIBHBIN Mapoiib (pucyHok 8.14).



Iﬂ |§| g / ) Momck: v Msfipartoe 404 = :‘i

aapec: @] telnet: (192, 168.1.1 A anepexo.ﬂ Ceeiien ™

R
[+

Uzer Access Verification

s

llzsername: maninl
Paszword:
H1 >»enable
Paczword:

Pucynox 8.14 — AyreHTuduKaIMs M0JIb30BaTENs MPU yIaJICHHOM JIOCTYTIE

Kak yka3wiBasioch BbIIIE, MPOTOKON Telnet mepenaer maHHbBIE B OTKPHITOM
BUJIE, CJIEJIOBaTEIbHO, HX MOYKHO IepexBaTuTh. [l mepexmaTta Tpaduka Oynem
ucnojp3oBath mnporpammy  WireShark [5]. PesyapTar aHanm3a MmakeToB,
MPOXOAIINX MEXKIy pabodell CTaHIMEW M MapIIPyTU3aTOPOM IIPH yAaJCHHOM

JOCTYTIE C UCIOJIB30BAHUEM JAHHOU MPOrPAMMBI MILTIOCTPUPYETCS. pUCYHKOM 1.15.

F | Wireshark - Follow TCP Stre:

User Access Verification

USername: ...ceeeass xterm-256color.... ..!..l..... P #mmaanniinnll
ﬁasswurd: 1234

ﬁl>eennaahhllee

ﬁasswurd: floorl

ﬁl#

Pucynox 8.15 — Pe3ynpTaT aHanu3a nepenaBacMbIX JaHHBIX



W3 pucynka 8.15 BuiHO, 94TO OBLT MCIIOJIB30BaH BXOJT IMOJIb30BaTess maninl
c maposieM 1234, nns BXOJa B NPUBUIIETMPOBAHHBIA PEXUM ObUI MCIOJB30BaH
napoib floorl, Bxos ObLI BHITIOJHEH YCIIEIIHO.

Kax m3BectHO, ipoTokosn SSH mepenaer Bce mAaHHBIC B 3amri()poOBaHHOM
BUJIC, YTO CYUIECTBEHHO IOBBIIIAET O€30MacHOCTh ceTH. l[IpennodrurenbHbIM
SBJISIETCSI UCIOJIb30BAHUE MOCJEAHeH Bepcuu mporokona SSHV.2 kak Haubonee
0e30macHOM.

Onnako B ommume ot Telnet, mpu ucnons3oBanuu SSH mapiipyTuszarop
HYKJIa€TCS B JOTIOJHUTEIBHBIX HACTPOMKAX, B YACTHOCTH, HA HEM JIOJDKEH OBITh
pasBepayT SSH-cepBep. PaccMoTpuM KOH(PUTYpUpOBaHHWE MapIIpyTH3aTOPa,

pucyHok 8.16.
= R1 - O

Pucynox 8.16 — Koudurypuposanue SSH Ha mapuipyruzatope

Komasnna ip domain <umsi> ucnosib3yercs s yKa3aHus UMCHHU JIOMEHA, K
KOTOPOMY OTHOCHTCSI MapuIpyTH3aTop. DTO MMS HCIOJB3YeTCS ISl TeHEepaliu
KIrouel mudpoBaHus (COBMECTHO C MMEHEM MapIIpyTH3aTopa, MO3TOMY MpU
KOH(UrypupoBaHuu ctangaptHoe umsi R1 Obuto 3ameneno Ha R1_ssh). Komanna
key generate rsa renepupyer RSA-xm0ou mis muQpoBaHHS TEepeaaBacMbIX

naHHbX, mocie dero |OS mpocuT BBECTH IJIMHY HCIOJIB3YeMOTO Kitoua (MBI



ucnoibs3oBamu 1024). Komanga transport input ssh ykaseiBaet mapiipyruszaTopy,
YTO JJIs YAAJICHHOTO BX0/1a JIOJDKSH UCTIOIh30BATHCS TOIBKO MPOTOKOI SSH.

Y naneHHbIi BXO] Ha MapIIpyTHU3aTOP C UCIIOJIb30BaHUEM IIporpamMMebl Putty
WITIOCTpUpYeTCs pUCYHKOM 8.17, pe3ynbTar aHaim3a MepelaBaeMbIX JTaHHBIX C

ucnojbs3oBanueM nporpammer WireShark — pucynkom 8.18.

#192.168.2.1 - PuTTY

1 ’ manin

card-interactive authentication.

Pucynox 8.17 — Y nanensslif JocTyn 1o nmpoTokoiny SSH
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Pucynox 8.18 — Pe3ynbrar ananu3za rnepegaBaeMbIX JaHHBIX

W3 pucynka 1.18 BHAHO, 4YTO TpPH HCIONB30BAHMM MpoTOKona SSH
NepeXBAaTUTh JIOTMH ¥ T[AapoJid, WCIOJIb3yeMble Ui yOAJIICHHOTO JIOCTYIIA,
CTaHOBUTCS POOJIEMATHYHO.

B 3akmroueHue mepBod TiIaBbl HEOOXOIMMO OTMETUTH clenyromiee. Bee
COBPEMEHHBIC CETEBBIE YCTPOMCTBA IO3BOJSIOT HACTPOUTH AYTCHTU(UKAIIUIO
yIQJICHHOTO JIOCTYIIA C UCTIOJIh30BaHNEM 00Jiee HOBOTO U YHUBEPCAIBHOTO METO/Ia,
KOTOPBIi monyuns Ha3Banue aaa New-model. OcHoBHOE OT/IMYKE €r0 COCTOMT B
TOM, YTO TP HACTPOHKE CO3JIACTCS TaK HA3bIBAEMBIH METOJ ayTCHTHU(HKAIUU
(method-list), koTopslii onpeaenseT, Kak OyIeT MPOUCXOIUTh ayTeHTH()HUKAIINS TPH

pa3In4HbIX crocobax goctymna. Ecimu B kauectBe method-list ucnons3yercs default,



HA3HAYCHHBIN crmoco0 ayTeHTudukanuu OyaeT paboTaTh HpH JFOOBIX Crocobax
JIOCTYIIA K YCTPOMCTBY.

B paccMoTpeHHOM BBIIIE TIPUMEPE MOKHO OBLIO MCTIOIh30BaTh KOMAH/IBI:

R1(config)#aaa new-model

R1(config)#aaa authentication login default local

B sToM ciyuae mosiBisieTCss BOSMOXKHOCTD JIJISl Pa3HBIX CIIOCOOOB JOCTYIa
(consol, vty, aux) 3agaBatb CBOM METOIbI ayTeHTU(UKAMKU. B Hamem nmpumMepe npu
UCTIONIb30BaHUU JII000TO criocoba mocTymna OyaeT MpUMEeHEeHa ayTeHTH(UKAIUS 10
JoKanbHOM 0ase momb3oBaredneii (mapamerp local).

Kpome TOrOo, Ha mpakTHKE HE CTOUT MpEeHEOperatb MOMOIHUTEIHLHBIMU
BO3MOXKHOCTSIMU OTpaHUYEeHUS JOCTyna, KoTophlie npenoctanisier 10S. Hanpumep,
MOKHO OTPaHHYUTH TaM-ayT CECCHUH, YUCIO W HMHTEpPBAJ BPEMEHH, B TCUCHHE
KOTOPOT0 MO>KHO IOBTOPHO BBOJUTH MApoJib B ciyyae omnoOku, u 1.1. [IpuBenem
371ech HauOoJIee 4acTo ynorpeoisieMble KOMaH/Ibl:

R1(config-line)#exec-timeout 5 0 — BenunHa TaliM-ayTa ceccu (5 MuH. 0
CEK.);

R1(config)#ip ssh time-out 15 — orpaHuueHre BpeMEHH BBOJA JIOTHHA U
TapoJs;

R1(config-line)#transport input ssh — paspeiienue ymajieHHOro BXoja
TOJIbKO 110 TipoTokosry SSH (Telnet padorats He Oyner);

R1(config)#login delay 5 — 3amanue uWHTepBajga MEXIy MOBTOPHBIMU
BBOJIAMH TTapOJIs;

R1(config)#login block-for 60 attempts 3 within 30 — 6;rokupoBka Bxoaa
Ha 60 cexyHnn, ecnu B TeueHue 30 cekyH ] ObUIo 3 HEYJaUHbBIX MOMBITKA BXO/A.
8.5 Otuert nmo pabore:
— PesynbTarel NPOBEPKM  KOPPEKTHOM  JOCTyNMa K  CETEBBIM

YCTpOMCTBaM (KOMMYTaTOpaM U MapIIpyTHU3aTOPaAM).



[TpakTuyeckoe 3ansatue Ne9
Kongurypuposanue cetu ¢ AAA-cepepoM
9.1 Lens pabotsl: [IpuBHUTHE HABBIKOB KOHPUTYPUPOBAHUS
3aIUIIEHHOTO JOCTYyTMa K CETEBOMY 000PYIOBAaHUIO C HCTIOIb30BaHeM AAA -
cepBepa.
9.2 [lepeuenp 000OpyIOBAHMUS:

— Crenn «HPOKOMMYHUKAIIUOHHBIE CETHY;

— Paboune cranmuu nox ynpasiaeauem OC Windows makerom Cisco
Packet Tracer i GNS3.

9.3 3ananue:

— Hcnons3ys Cisco Packet Tracer mnmu GNS3, cobpatek cxemy
dbparmenTa cetu, MokasaHHyr Ha pucyHke 9.1. Hactpouts IP-
ajpecannio, o0ECleYuB JOCTYHOCTb CEpBEpa C YIMPAaBIAIOIIETO
I1IK.;

— HactpouTs ayTeHTH(UKALMIO U aBTOPU3ALMIO JIBYX I0JIb30BaTENIEH

C pa3NMTUYHBIMU MPaBaMu, UCTIONB3YsI mpoTokon TACACSH.

AAA- R1

Y1paBisAonum
[IK

Pucynox 9.1 — Cxema ¢parmenra cetu



9.4 Yka3zaHus K IpOBEJECHUIO pabOTHI.

Kak yka3piBasioch B TpenblAylIed TIJIaBe, MHOMHMO HCIHOJb30BaHUS
JOKalnbHOW 0a3bl MOJb30BaTeNed, I ayTeHTU(UKAUMU U aBTOPHU3alUU
IIOJIB30BATENIEN IUPOKOE MMPUMEHEHNE HaxXoAIT AA A-CEpBeEpHI.

Ucnons3zoBanne AAA-cepBepa siBisieTcs 0olsiee yIOOHBIM U 0€30IMaCHBIM
ciocoboMm. Bo-mepBbix, ans 100aBieHMs, HCKIIOYEHUS WM U3MEHEHHUS IpaB
M0JIb30BATENIEH B 3TOM Cily4ae HET HEOOXOAMMOCTH OOpallaThCsi K KaXIOMYy H3
MHOKECTBa CETEBBIX YCTPOUCTB. Bo-BTOPBIX, 0a3a, XpaHsIascs Ha cepBepe, Jydlle
3amuineHa. B-TpeTbux, MNpU MEPUOJUYECKOM CMEHE Mapojed oOpamarbes
PUXOAUTCS TOJIBKO K CEPBEPY, @ HE KO BCEMY MHOYKECTBY CETEBBIX YCTPOMCTB.

OOwmuii  anroput™M ayTeHTU(QUKALUKW U aBTOPU3ALMU TMOJIb30BaTeNeH
COCTOUT B CJEAYIOLIEM.

1. Tlonw3oBarens mbITa€TCA MOAKIIOYUTBCA K CETEBOMY YCTPOMCTBY
(Hampumep, MaplIpyTHU3aTOPy) C HUCIOJIb30BAHUEM OJHOTO M3 PACCMOTPEHHBIX B
IpeabIIyIneld TjaBe croco0oB (HAIpUMep, ¢ MCIOJb30BaHUEM MpoTokoida SSH),
BBOJIsl CBOU yUE€THBIE JaHHbIE (JIOTHH, 1APOJIb).

2. MapmipytuzaTtop oopaiiaetcs K AAA-cepBepy U nepeaacT eMy yUeTHbIC
JTAHHBIE M10JIb30BATEIIS.

3. AAA-cepBep OTHICKMBAET B CBOEH 0a3e COOTBETCTBYIOIIYIO YYETHYIO
3anuck (Authentication) u onpenensier ypoBens npusmieruit (Authorization).

4. AAA-cepBep nmepechlUla€T MAapLIPYTH3aTOPYy COOTBETCTBYIOLIYIO
uH(popmaiuio (yCemHoCTh ayTeHTU(PUKALIMH, YPOBEHb MPUBUIIETHIA).

5. AAA-cepBep pukcupyeT nanHoe codertre (Accounting)

6. MapuipyTu3aTtop OTKpBIBa€T JOCTYI IMOJIb30BATENS K 00OPYIOBaHUIO C
Y4€TOM yYpOBHS NMPUBUIIETHA.

OueBHIHO, YTO B 3TOM cllydyae MH(OPMALMOHHBIA OOMEH, cojaep Kallui
KOH(QUICHIIMAIBHBIE JTaHHBIC (JIOTUH, MapOJIk) MPOUCXOTUT HE TOJIBKO MEXIY
KOMITBIOTEPOM  MOJB30BaTeIsl W MapHIpyTU3aTOpOM, HO U MEXAy
MapmipyTtuzatopoM u AAA-cepBepoMm. OUeBHIHO, YTO I ITOTO HEOOXOIUMO

HCIIOJBb30BATh ITPOTOKOJIbI, HAACKHO 3alIUIIAOINEC IICPCAaBACMbIC JAaHHBLIC OT



nepexsata. K Takum nporokonam otHocsitcst RADIUS, DIAMETER, TACACS+,
pSiI IPYTHUX.

ITporoxon RADIUS (Remote Authentication in Dial-In User Service)
nepenaeT ganabie B coctaBe UDP-cermenToB (mopter 1812 n 1813) u paGoTtaeT no
CIICHApHUIO KJIMECHT-CEpBEp. YTPOIIEeHHas auarpamMmma nH(OpMamoHHOT0 oOMeHa

MOKa3aHa Ha pUCYyHKe 9.2.

KIIMCHT

-

cepsep

Access Request

Access Accept

Access Reject

Access Challange

A\ A\

Pucynok 9.2 — Undopmanmonnsiii ooMen no mpotokony RADIUS

Kak BuHO U3 pucyHKa, Ha 3anpoc kimeHTa (Request) cepsep MoKeT BBIAATh
paspemienne Ha goctyn (Accept), samper moctyna (Reject), mubo 3ampocuTh
nonoaHuTeabHyI0 nHpopmanuto (Challenge).

Oco0eHHOCTHIO IPOTOKOJIA ABJISAETCS TO, UTO MPH Meperade MH(pyroTcs He
BCE JaHHbIE, a TOoJbko mapoib. Kpome toro, RADIUS sBnsiercs OTKpPBITHIM
IPOTOKOJIOM, TOATOMY €ro IOJJICPKUBAET MPAKTUYECKH BCE COBPEMEHHOE

o0opy10BaHUE.



[Tporoxom TACACS+ (Terminal Access Controller Access Control System)
sBIseTcs pa3padborkoir Cisco Systems, obecrnieunBaeT nepeaady JaHHBIX B COCTAaBE
TCP-cermentoB (mopt 49) u mmdpyer Bce nepeaaBaeMbie JaHHbIC.

PaccmoTrpum  mpouecc koHdurypupoBanus AAA-cepBepa, HCIOIB3YS

oecratHbii mpoekt [6]. Jus sroro B GNS3 cobepem cxeMy, moKa3aHHYIO Ha

pucyske 9.3.

tacacsqui-1

I

el/0

\ Ethernetswitch-1 R1
; el

Pucynok 9.3 — Cxema cetu

Kak BumHO u3 pucyHka 9.3, B cxeme numeercs AAA-cepsep (tacacsgui-1) u
pabouas cranius (Linux-1), ¢ KoTopoii OyaeT OCYIIECTBIATHCS yAATCHHBINA TOCTYII
K Mapuipytuzaropy R1.

OOt Bua rpaduyeckoro uHTepdeiica tacacsgui mokaszan Ha pucyHke 9.4.

Jlns moctyna Kk HeMy ucnosb3oBaics MutepreT-Opaysep Mozilla Firefox u coker
10.6.20.10:8008.



i Linux (GNS3 Linked Base for clones) [PabotaeT] - Oracle VM VirtualBox -

Maranya, 17:40

TacacsGUI | Dashboard - Mozilla Firefox x
| b TacacsGUI | Dashboard * | +
€ @ A ]10.6.20.10:8008/dashboard.php c | |Q Nouck A ¥+ @ =
tacacsgui = ® ccoii
Dashboard tnere is a dashboard nere @ Dashboard

e Disabled

tacacs status

More info © Mare info ©

Failed authentication (during the week)

More info © More info ©
Top Chart - x
Top 5 Active Users Top 5 Used Devices
number of authentication per week number of authentication per week

B ot o Wil O @ Rt cul

Pucynox 9.4 — I'paduueckuii uatepdeiic AAA-ceprepa

Pucynok 9.5 wiroctpupyert npoiecc 400aBIeHUsI yCTPOMCTBA, K KOTOPOMY
HE00X0aMMO o0ecreuuTh NocTyn (Mapupytuzatop R1), a pucyHok 2.5 — mpoiiecc
no0aByIeHUs MoJb30BaTeNs (MojIp30oBaTeb Maninl, mapoas 1234, maposs gocTyna

B IIPUBUJICTUPOBAHHBIN PEXUM — CISCO).



7] Linux (GNS3 Linked Base for clones) [PaboTtaet] - Oracle VM VirtualBox = =

O630p © Firefox ESR ~ MatHnua, 17:45

TacacsGUI | Tacacs Devices - Mozilla Firefox x

 d TacacsGUI | Tacacs D.. x| +
€  (©/106.20.10: c_devices.php c Monck 4B & A9 =
Add New Device

Device's Name Device Group Name

R1 Enabled defaultGroup v
it should be unique, but you can change it later Preconfigured values: n - key; -enable; [d - de.mlﬂ
Device's IP Address Prefix /24 E

10.6.20.1 Ping ]
Tacacs Key

tacgui
Enable Password Enable Encryption
‘ tacgui MD5 J

Encrypt the enable password

unchecked box will mean that you put encrypted password
= Banners General Info Failed Auth MOTD Welcome

Welcome Banner

Pucynok 9.5 — Jlob6aBnenue yctporicTBa

)] Linux (GNS3 Linked Base for clones) [PaboTaet] - Oracle VM VirtualBox = O
O630p © Firefox ESR « MarHuua, 17:47
TacacsGUI | Tacacs Users - Mozilla Firefox x
de TacacsGUI | Tacacs U.. x | +
€ ©)10.6.20.10: c_users.php e Mowck B8 ¥+ & QO =

Add New User

General Message Access Rules OTP Auth
Username User Group Name
manini None -
it will be used for authorization and you can change it later Preconfigured values: -enable; 'm - message
Login Password Enable Encryption
1234 MD5 j

Encrypt the login password
unchecked box will mean that you put encrypted password
Enable Password Enable Encryption

‘ cisco MD5 j

Encrypt the enable password

unchecked box will mean that you put encrypted password

Pucynok 9.6 — Jlo6aBienue noiab3oBaTess



Jlist monp3oBatenss Maninl Ha3HaYMM HAUBBICIIHA YPOBEHb PUBUIIETHI 15

(pucyHok 9.7).
() Linux (GMN53 Linked Base for clones) [PaboTtaet] - Oracle VM VirtualBox = B
O630p © Firefox ESR ~ MNoHepensHuk, 15:07
TacacsGUI | Tacacs Users - Mozilla Firefox x
) o TacacsGUI | Tacacs U.. % _\+
€  ©]10.6.20.10:8008/tac_users.php e | |Q MNowck wBa ¥ @ =

Edit New User maninl

General Message Access Rules OTP Auth

Privilege Level Access Control List

if it is not set (-1) here or in a group, then it will be equal 15 in select ACL
configuration

Default service

be careful with that checkbox, if you don't know what is it just leave it checked

Created at 2018-04-13 19:48:33 Last update was at 2018-04-13 19:48:33

Edit User

Pucynok 9.7 — Haznauenue ypoBHs NpUBUIIETUI

Ha rJIaBHOM BKJIaIKC H€O6XOI[I/IMO IIPpOTCCTUPOBATH BBCACHHBIC

KOH(UTypaluu U NPUMEHUTh UX, PUCYHOK 9.8.



O6zop © Firefox ESR ~ MatHnua, 14:16

TacacsGUI | Tacacs Configuration File - Mozilla Firefox x

/s TacacsGUI | Tacacs C.. * | +

€ | | 10.6.20.10:8008/tac_configuration.php El| ¢ Mok B 4 @ =
tacacsgui = ® i o

Tacacs Configuration File o Tacaos - % Configuration File

k

Test and Apply Tacacs Configuration

Q'.g No changes detected
Test

@ Test configuration v

Tacacs Configuration

Success

Global Settings

Test & Apply Apply and Save Configuration +
Make backup after

; Deamon was Reloaded. Success. Restarting tac_plus: initiated.
applying

o

Pucynox 9.8 — TectupoBanue u npuMeHeHHEe KOHPUTYpaIUU

B sTom ciiydae OOMOJHUTEIbHOE KOHPUIYypHpOBaHHE TpeOyeTcs U Ha
MapuIpyTH3aTopeE.

PaccmoTpum cHayana HacTpolKy ayTeHTU(UKauK. i1 3TOro He00X0UMO
Ha MapUIPYTU3AaTOPE CO3/1aTh JIOKAJTBHYIO YUYETHYIO 3alKUCh (Ha CITy4daid, €CJIM CEpBEP
CTaHET HEeJIOCTYIEH):

R1(config)#username manin2 privilege 15 secret 1234

Kpome Toro, 3agaanm naposis Ju1si Iepexo/ia B MPUBUIETUPOBAHHBIN PEXKUM:

R1(config)#enable secret cisco

Heo0xonumocTs co3aanus J0KaaIbHON YU€THOM 3alTUCH TTPOJIMKTOBAHA TEM,
YTO MPU OTCYTCTBUU TEXHUYECKOU BO3MOKHOCTH JIocTyna K AAA-cepBepy J0JKEH
OBITH 00ECIIEUEH IOCTYM MO JIOKAJIbHOM 0asze.

Bxutounm pexxnm AAA Ha MapuipyTu3aTope:

R1(config)#aaa new-model

3areM HEOOXOIMMO yKa3zaTh MapLIPyTU3aTOPy MapaMeTpa UCIOJIb3yeMOro
AAA-cepBepa — ero IP-anpec u kiarou (Key), KoTopblii OyIeT HCIOIb30BATHCS IS
mudpoBanus HHOOPMALIMOHHOTO OOMEHa MEXIY CEPBEPOM U MApIIPyTHU3ATOPOM:

R1(config)#tacacs-server host 10.6.20.10



R1(config)#tacacs-server key tacgui

OcTanoch co3aTh METO Ay TCHTHU(PHUKAIUH

R1(config)#aaa authentication login default group tacacs+ local

Hanmomuamm, uyto mapamerp login B mocneaHel KOMaHIE yKa3bIBacT, YTO
coszmaetcs method-list mo ymondanuto, To ecTh ero ASHCTBUE PacpOCTPAHSICTCS Ha
Bce MHTepdeiichl (pusnueckue u BUpTyalbHbie). [lapamerp group tacacs+ local
YKa3bIBaeT, YTO AayTEHTHU(DHKAIMS TPOWU3BOIUTCS CHAYalla C HCIOJIb30BAHUEM
npotokosia TACACS+, a pu HEBO3MOXXHOCTH (HaAmpuMep, MPU HEJIOCTYITHOCTH

cepBepa) — C HCIOIB30BAaHUEM JIOKATBHOM 0a3bl.

KongurypupoBanue mapipyTu3aTopa WLTIOCTpUpyeTcs: pucyHKoM 9.9.

Pucynox 9.9 — KondurypupoBanue mapiipyruzatopa

JlobaBuM B ceTh emie ojaHy pabouyro craHmuio moja ympaieHuemM OC
Windows XP, u mompoOyeM yaaaeHHO MOAKIIOUUTECS K MapLIpyTH3aTopy,
UCTIONB3Ysl YUYCTHYIO 3amuch Maninl, ckondurypupoBannyro Ha AAA-cepsepe,

pucynok 9.10.



I -
[ «|

Unauthorized access is prohibited?
lzername: maninl

Password:

Today iz a perfect day?! Have a nice day?

R1>enable
Pazzword:
Ritt_

Pucynox 9.10 — Y nanenHoe noaxIt0YeHUE K MAPIIPYyTU3ATOPY C UCIIOJIb30BAaHUEM

AAA-cepBepa

N3 pucynka 9.10 BuaHO, 9TO ayTeHTH(UKAIUS TMPOIIIA YCIIEIIHO.
OtxirounM AAA-cepBep U CHOBa TOMPOOYEM MOJKIIOYUTHCS K MapIIpyTHU3aTOPY,

pucyHok 9.11.

I - -~
B

Uzer Access Uerification

lzername: maninl
Passuword:

2 Authentication failed

Uzername: manin2
Pazsword:

R1>enahle
Pazsword:
Ritt

Pucynok 9.11 — VY naneHHoe MOAKIIOUYEHUE K MAPIIPYTU3ATOPY MPU OTKIFOYEHHOM

AAA-cepBepe



Kak BugHO U3 pucynka 9.11, ayrenrudukanus no y4eTHoi 3amucu maninl,
XpaHSIIIEHCs Ha cepBepe, oKa3agach 0e3ycrentHo. AyTeHTHUKAIKS 110 YICTHOU
3amucH Manin2, Xpassmiencss B JIOKaJdbHOW 0ase, MpoIUIa yCIEemHo Oxaromaps
napameTpy group tacacs+ local, mcnonp3oBaHHOMY TpU KOH(PHUTYPUPOBAHHU
MapIIpyTU3aTopa.

ITpotokon TACACS+, B ortiamuue ot RADIUS, pasnenser mporueaypsl
ayreHTUGUKauMd © apropu3anuu. [losTomMy eciam A  Hamero mnpuMmepa
JONOJHUTENIFHO HACTPOUTh AaBTOPHU3AIMIO Ul IOJb30oBaTessi Maninl, mpu
yIaJeHHOM JOCTyIE 3TOT MOJB30BaTelb Cpady MOMAaJeT B MPHUBHICTHPOBAHHBIN
PEXUM (TaK KaK Mbl HACTPOMIIN [T HeTo 15-i1 ypoBeHb NPUBUIICTHI, pUCYHOK 9.7).
Jliig 60nbIIel HAMISIAHOCTH co3aaauM Ha AAA-cepBepe elle OAHOIro MO0JIb30BaTeNs
manin3 ¢ ypoBHeM NpHBWIETUN | U pa3penmM eMy UCIOIb30BaHUE KOMaH] Ping,

show running-config u exit, pucynok 9.12.

Edit New User manin3

General Message Access Rules OTP Auth
Privilege Level Access Control List

= 1 + None v
if it is not set (-1) here or in a group, then it will be equal 15 in select ACL

configuration

Default service

be careful with that checkbox, if you don't know what is it just leave it checked

Created at 2018-04-20 18:12:05 Last update was at 2018-04-20 18:12:44

Close Edit User

Pucynok 9.12 — Jlo6aBieHue mosp30BaTeis Manind ¢ ypoBHEM MpUBHIETUH |

ABTOpI/IBaHI/IH HAaCTpanuBacTCs € UCITOJIb30BAHUCM CJIICAYIOIIUX KOMAH/I:

R1(config)#aaa authorization exec default group tacacs+ local —
BKJIIOUEHHE PEXKMMA aBTOpHU3alUK (aBTOMATUYECKHUM MEPeXo] Ha HYKHBIA PEXKUM
IPU MOJKIIFOUEHUU K YCTPOUCTBY);

R1(config)#aaa authorization config-command



R1(config)# aaa authorization commands 1 default group tacacs+ local
R1(config)# aaa authorization commands 15 default group tacacs+ local
— aBTOpHU3AIUs KaXI0M BBOJUMON KOMaH/Ibl Kak Ha YpoBHE 1, Tak U Ha ypoBHE 15.
[Tpu ynaneHHOM MOAKIIOYEHHU MOJIb30BaTenss Maninl (ypoenn 15) mbl

Cpa3y MornajgacM B MPUBUIECTUPOBAHHBIN pexuM, pucyHok 9.13.

R -~
<]

nauthorized access is prohibited!?
sername: maninl

Password:

oday is a perfect day?! Have a nice day?

HE:

Pucynox 9.13 — ABTOpH30BaHHBII BXO/T

9.5 Otuer mo pabore:
— JlemoHcTpamms mporecca ayTeHTU(PUKAIIMA U aBTOPHU3AIMH JIBYX

ITOJIb30BATENIEN C PA3JINYHBIMU IIPABAMM.



[Ipaktrnueckoe 3anstue NelO
KoupurypupoBanrue MeKceTeBbIX SKPaHOB C TTAKETHOU (puitbTparueit
10.1 Lenb pabotel: [IprBUTHE HABBIKOB KOH(DUTYPUPOBAHUS MEKCETEBBIX
HKPAHOB C MAKETHON (PUIbTpaLEH.
10.2 Ilepeuennr 00OpyI0BAHMUS:
— Crenpn « HGOKOMMYHUKAIIMOHHBIE CETH;
— Paboune cranmuu nox ynpasiaeauem OC Windows makerom Cisco
Packet Tracer i GNS3.
10.3 3ananue:
— B Cisco Packet Tracer co3math ceTh, COCTOSIIYIO M3 IISITH IOACETCH.
B onHOM U3 mojiceTel yCTaHOBUTH JIBA CEPBEPA, OJIMH U3 KOTOPBIX
JOJDKEH ObITh cKOHGuUrypupoBad kak FTP, a npyroit — kak WEB-
cepBep;
— Bcewm komnbrotepam noaceru 192.169.X.0 (roe X — HOMeEp cTyAeHTa
B CHOHUCKE TPYyNIbl) MPEAOCTABUTH TMOJHBIA JOCTYH KO BCEM
cepBepam;
— Bcewm koMmmnbrorepam noacetu 192.169.X+1.0 npegoctaButh 10CTyN
TosibKO K FTP-cepBepy o nporokosy FTP;
— Bcewm komnbrorepam noacetu 192.169.X+2.0 npegoctaButs 10CTyn
tonbko k WEB-cepsepy;
— KomMmbroTepaMm OCTaBIIECS TOJACETH 3alPETUTh TIOCTYM K BHEIIIHUM
pecypcam.
10.4 TTopsimoK BBIOJHEHUSI PAOOTHI
Kak usBectro [7], pasnenstor mexceteBbie kpanbl (FireWall) ¢ makernoi
bunpTpanMel U ¢ COXpaHEHHUEM COCTOSIHUHN (PKpaHbl TPHUKIATHOTO YPOBHS).
PaccmoTpumM cHavana uCIoyib30BaHUE MAaKETHOW (PUIIbTpaIUy.
MexceTeBble 2KpaHbl ¢ (UIBTpAIME MaKeTOB MPEICTaBISIOT COOOM
MapipyTtusaropsl (Hampumep, CiSCO) wim padoTaroliye Ha cepBepe MPOrpaMMBI,
CKOH(UTYpHUPOBAaHHbIE TaKuM 00pa3oM, 4YTOObl (QWIHTPOBATH BXOMAAIIME U

HCXOOAIINEC ITAKCTHI. HOBTOMy TAKHMC OKpaHbl HA3BIBAIOT HWHOI'Ad ITaKCTHBIMH



¢unbrpamu. OuibTpanus ocymecTBiseTcs myTeM aHanuza [P-angpeca ucrounuka u
noyyvarens, a Tak:ke noptoB Bxoaamux TCP- u UDP-cerMeHTOB 1 cCpaBHEHUEM UX
C CKOH(UTYPUPOBAHHOW TabNMIIeld MpaBuil. DTH MEXKCETEBbIE dKPaHbl MPOCTHI B
UCIIOJIb30BAaHUM,  JICIIEBBI,  OKAa3bIBAIOT  MHUHUMAJbHOE  BIMSHUE  Ha
MIPOU3BOJIUTEIIBHOCTh  BBIYMCIUTEIBHON CcHCTEMBI. (OCHOBHBIM HEAOCTATKOM
ABJIIETCS WX YA3BUMOCTh Tpu mnoameHe anpecoB |P. Bo Bceit nuHelike
obopynoBanus CisSCO Systems nmaketHast GUIBTpaIs peaTn30BaHa C IIOMOIIBIO TaK
Ha3bIBACMBIX CIIMCKOB KOHTPOJs gocTtyma (Access Control List).

Crnucku noctyna ACL MoryT ObITh CO3/1aHBI [T BCEX CETEBBIX MPOTOKOJIOB,
(GYyHKUMOHUPYIOIIMX Ha Mapumpyrtuzarope, Hamnpumep [P wmm IPX, wu
YCTaHaBIMBAIOTCA Ha MHTEpdeiicax MapHIpyTU3aTOPOB. 3alpeT WK pa3pelieHue
CETEBOT0 Tpauka yepe3 uHTepPeic MappyTH3aTOpa peaan3yeTcss Ha OCHOBAHUH
aHalIM3a COBIIAJICHUS OIPEACIICHHBIX YCIOBHW. /[l 3TOro cmmcku pocryna
IIPEACTABIAIOTCA B BUJE IOCIEHOBATENBHBIX 3alMCEH, B KOTOPBIX HCIOJIB3YIOT
aapeca U mnpoTokoybl. CereBble (GUIABTPHI (CHUCKH JOCTYIA) CO3JAIOTCS IS
BXOJSIIMX WIM UCXOASIIMX ITAKETOB HA OCHOBAHWM AHAIM3UPYEMBIX I1ApaMETPOB
(ampeca uCTOYHHMKA, aJipeca Ha3HAYEHHUs], MPOTOKOJIA U HOMEpPA MOpPTa BEPXHETO

ypOBHsI), yka3aHHbIX B crircke goctyna ACL (pucynok 10.1).

3aromoBoK Jar 0 TOBOK 3aronoBoK ITomne
Kapa IAKeTa ¢erMeHTa TAHHBIX

Homep mopta

Hpotoxon | IlpmmaTie | Peymt
pemieHIA mpH [ >
TecTHPOBAHIH | Deny

Anpec HCTOUHIKA TakeTa =

k4

ﬂ,f[]}e- ¢ HasHAUCHITA

k2

Pucynok 10.1 — AHanu3 3arojloBKOB nakera



Kak Bunno u3 pucyska 10.1, Ha OCHOBE MPOBEIEHHOTO aHAIKN3a CIy>KeOHOU
uHbOpMaIlMK, YCTPOWCTBO, pEaTM3yIOIIee MEXKCETEeBOE  JKpPaHHpPOBAHHE,
IPUHUMAET PEIICHUE O JAajbHeiiel nepeaade (permit) wiu o duastpanuu (deny).

Crucku noctyna MOTYT OBITh OIpeneeHbl A1 KaKI0ro YCTaHOBICHHOTO
Ha MHTepdelice MPOTOKOoJIa M JUIs KaXJO0ro HAlpaBlE€HUS CETEBOro Tpaduka
(ucxonsuero u Bxoasamero). [loatoMy nias BXOIALIETO M UCXOASILETO TpapUKOB
yepe3 UHTepQeiic co3aat0TCsl OTACIbHBIE CTIUCKH.

Eciu cnucku poctyna He (QOpMHUPYIOTCS Ha MapUIpyTH3aTOpe, TO BCE
MPOXOAIINE Yepe3 MapIIPyTHU3aTOP MaKeThl OyAyT UMETh JOCTYII K CETH.

Cmucok noctyna ACL cocTtaBnsieTcs: U3 yTBepKIAeHUH (yCIOBUIA), KOTOPbIE
ONPENEISIIOT, CIAEAYET JIM MAKEThl NPUHUMAaTh WM OTKIOHATh BO BXOJHBIX H
BBIXOJIHBIX HHTep(Peiicax mapuipytusaTtopa. [Iporpammuoe obecnieuenue [0S Cisco
IIPOBEPSAET MakKeT IIOCIEN0BATEIbHO IO KaXJAOMy YycioBHuio. Ecmm ycnosue,
paspemaroiniee IpoJBHKEHHUE I1AKETa, PACIIOJIOKEHO HABEpPXY CIIMCKA, HUKAKHE
yCIIOBHSI, 100ABJIEHHBIE HIKE €r0, HE OYIyT 3alpeniaTh NpoABMKEHUE akeTa. Eciu
B CIIUCKE JOCTYIa HEOOXOAUMBI JOIOJIHUTENbHBIE YCIOBUS, TO CIHMCOK LIETUKOM
JIOJIKEH OBITh yIAJIEH U CO3aH HOBBIM C HOBBIMH YCJIOBHSIMHU.

QOYHKIMOHUPOBAHWE MAapUIpyTHU3aToOpa IO IPOBEPKE COOTBETCTBHS
OPUHATOTO MakeTa TPeOOBAaHUSM CIHCKAa JOCTyHa MPOU3BOJIUTCS CIEAYIOLIUM
oOpa3zom. Korga kaznp moctymaer Ha uHTepdelic, MapmpyTuzatop mnposepsieT |P-
anpec. Ecnmm anpec Ha3HaueHUs COOTBETCTBYET ajapecy uHTepdeiica, TO
MapIIpyTU3aTOpP M3BJIEKAET (JIEKAINCYJIUPYyeT) U3 KaJapa MakeT U MPOBEPSET €ro Ha
cooTBercTBHE ycnoBusaM cnucka ACL BxogHoro mnTepdeiica. [Ipu oTcyrcTBuM
3amnpera WK OTCYTCTBHH CIMCKA JOCTYIA NMAKET MHKAICYIUPYETCS B HOBBIA KaJIp
BTOPOTO YPOBHS U OTHPABJISETCS UHTEPPENCy CISAYIOIIETO YCTPOMCTBRA.

[TIpoBepka ycinoBuil (yTBEpXKIAEHUN) COUCKA JOCTyNa MPOU3BOJUTCS
nocnenoBarenbHo. Eciiu Tekyliee yTBep:kIeHHEe BEpHO, MakeT oOpabaThiBaeTCs B
COOTBETCTBUM ¢ KOMaHIaMH Permit wim deny crnmcka J0CTyma, ocTajlbHash 4acTh

ycinoBuit ACL He npoBepsiercs. Ecnu Bce yrBepxkaenusi ACL HeBepHBI, TO HESIBHO



3aJjlaHHas 10 YMOJYaHHUIO KoMaHaa deny any (3ampeTuTh BCe OCTAILHOE) B KOHIIC
CIIUCKA HE MO3BOJIUT TEPEIaBaTh JAJbIIE M0 CETH HECOOTBETCTBYIOMINE MTAKETHI.

CyIiecTBYIOT pa3HblE THITBI CIHUCKOB JOCTyMa: cTaHmapTHee (standard
ACLs), pacmupennbie (extended ACLs) m umenoBannbie (named ACLs). Korma
CIHMCOK JTOCTyTa KOHQUTYPUPYETCS Ha MapIIPyTH3ATOPE, KAXKIBIN CITHCOK OJIKCH
UMETh YHUKAJIbHBIA WACHTU()UKAIIMOHHBIA HOMEp WIH yHHKaiIbHOe mMs. Homep
UACHTUGUIIPYET THUI CO3JAaHHOTO CIHCKA JOCTyNa W JOJDKEH HAXOIUTHCS B
npejenax onpeaeeHHOro Juarna3ona, 3aJaHHOTO JUIst TOTO TUTIA CTIMCKa (Tadymia
10.1).

Tabmuua 10.1 — Inana3zonsl uaeHTUPUKanMoHHbIX HOMepoB ACL

Jlnarma3zoH HOMEPOB HasBanue crmcka gocryrma
1-99 IP standard access-list
100-199 IP extended access-list
1300-1999 IP standard access-list (extended range)
2000-2699 IP extended access-list (extended range)
600-699 Appletalk access-list
800-899 IPX standard access-list
900-999 IPX extended access-list

B crangaptHOM criMcke aoctyna Ui NpUHATHS peuieHuss B [P-makere
aHAJM3UPYETCS TOJIBKO aapec MCTOUYHMKA COOOIIECHUs, YTOOBl (DHIBTPOBATh CETh
(IPX-cranaapT MoxeT GUIBTPOBATh KaK apec UCTOUYHUKA, TaK U Ha3HAUCHHUS).

Pacmmpennsie ciucku gocryna (Extended Access Lists) mposepsitoT kax [P-
aJpec UCTOYHUKA, Tak U [P-anpec Ha3HAUYeHMS, TT0JIC TIPOTOKOJIA B 3aT0JIOBKE ITAKETa
CETEBOTO YPOBHS U HOMED MOPTa B 3aT0JIOBKE TPAHCIIOPTHOTO YPOBHS.

Takum oOpa3om, IS KaXIOTO MPOTOKONA, JJIsS KaXKJIO0To HarpaBJICHUS
TpaduKa U I KaXKI0ro nHTepdeiica MoKeT ObITh CO3/IaH CBOM CIHMCOK JOCTYIIA.
Ucxonsamue ¢GuabTpsl HE 3aTparuBaloT TpaduK, KOTOPHIA HAET U3 MECTHOTO
MapIIpyTH3aTopa.

N3 pekoMenmanuii mo YCTAaHOBKE CIHCKOB JOCTyIla MOXHO OTMETHTH

cienymomee. CTaHIapTHBIE CIUCKU JOCTyIla PEKOMEHAYETCSl yCTaHABIMBATH I10



BO3MOXKHOCTH OJIIDKE€ K aJpecaTy Ha3HAuYeHHWs, a pPACIIUPEHHBbIE — OJIKe K
UCTOYHUKY. [lo3TOMYy CTaHIapTHBIE CIHCKH JOCTYyMa JOJDKHBI OJIOKHPOBATH
YCTPOMCTBO HA3HAUYEHMsI M paclojaratbcs MOOIMKE K 3alllMIlaeMod CceTu, a
pacCIIMpPEHHBIE CIIUCKHU JOCTYIIA JTOJDKHBI OBITh YCTAHOBJICHBI OJTU3KO K UCTOYHUKY
COOOIIEHUH.
Cnucok aoctyna nporu3BOAUT (PUIBTPALIUIO TTAKETOB IO MOPSAKY, ITOITOMY
B CTpPOKax CITMCKOB CIEAyeT 3aJaBaTh YCJIOBHS (QUIbTpAllMHA, HAYMHAS OT
cnenuUYecKUX YCJIOBUM W 3aKkaHYMBas OOMIMMH. YCJIOBHS CIUCKAa JOCTyNa
00pabaThIBAOTCS TOCIEAOBATEIBHO OT BEPIIMHBI CIHCKAa K OCHOBAaHUIO, MTOKA HE
OyJleT HaiJICHO COOTBETCTBYIOIIEE ycioBue. Eciu HUKaKoe yclioBUE HE HalJEHO,
TOT/Ia TIAKET OTKJIOHSETCS U YHUUTOXKACTCsI, IIOCKOJIbKY HesiBHOE ycioBue deny any
(3ampeTuTh BCE OCTaJbHOE) MPUCYTCTBYET HESBHO B KOHIIE JIOOOro CIHCKa
nocryna. He ynoBieTrBopsmomMii COUCKY JOCTyna MakeT mporokona [P Oyner
OTKJIOHEH U YHUYTOXKEH, MPU ATOM OTIPABUTENIO OYAET MOCIAHO COOOIICHHE
ICMP. Hogeble 3anucu (JinHUM) Bceraa A00aBIISIIOTCS B KOHIIE CIMCKA JIOCTYTA.
KonduryprupoBanue criuckoB JIOCTyIa MPOU3BOIUTCS B JBa dTana:
1. Co3paHue criMcka I0CTyNa B peXUMe II100aIbHOT0 KOHPUTYPUPOBAHHUSL.
2. IlpuBsizka cmucka JOCTyna K uUHTepdelcy B pexuMe JEeTalbHOTO
KoH(purypupoBanus uarepderica.
dopMaTt KOMaH[Ibl CO3/IaHHsI CTAHIAPTHOTO CHKMCKA JOCTYNA CIETYIOUIUN:
Router(config)#access-list {Ne} {permit / deny} {axpec ncrounuxa}.
Choucku foctyna MoOryT (QUIbTpoBaTh Kak TpaduK, BXOIAIIUMNA B
Mapuipytuzatop (in), Tak u Tpaduk, HUCXOAAUIUMN K3 Mapuipytuzaropa (out).
HampaBnenue Tpaduka yka3piBaeTCs MPHU MPUBSI3KE CITMCKA JOCTyIa K MHTEp(dEicy.
dopmaT KOMaH]Ibl TPUBS3KHU CIIUCKA K UHTEp(PEICy ClIeTyOmMii:
Router(config-if)#{nporoxon} access-group {nomep} {in mau out}.
[Tocne mpuBS3KKM CHOHCKA JOCTyMa €ro COJAEPKHUMOE HE MOXKET OBITh
n3MeHeHo. He yioBieTBOpsronuii aAMUHUCTPATOPA CIIUCOK JOCTYIA TOKEH ObITh
yJIajeH KoMaH1oi NO access-list u 3aTtem co3aan 3aHOBO.

PacmmpeHHbI CIMCOK JOCTYyIIA CO34aeTCs KOMAHIOM:



Router(config)#access-list {Ne} {permit / deny} {rpancn.mporoxo.}
{anp.uct} {aap.nou.} eq {Ne mopra uiau Ha3BaHHe NMPHUKJIATHOTO MPOTOKOJIA}

[IpaBuna Ha3HAUEHHUSA B CHUCKE JOCTyNMa HOMepa Mmopra (Wid, 4TO TOXE
camoe, MMPUKIIATHOTO MPOTOKOJIa) TpeicTaBieHbl B Tabmute 10.2.

Tabnuna 10.2 — [IpaBuia Ha3HAYEHUS MPUKIIATHBIX TPOTOKOJIOB

O06o3HaueHne JlenictBue

Itn Bce HoMepa nmopToB, MEHBIINE N.

gtn Bce Homepa nmoprtoB, 60JIbIIHE N.
eqn [TopT n

neq n Bce mopThl, 32 UCKIIIOUEHHUEM 1.
range n m Bce mopThel OT n 70 m BKJIIOYATEIBHO.

PacnipocTpaHeHHble MpPUKIAAHBIE MPOTOKOJbI U COOTBETCTBYIOIIHE UM
CTaHJIapTHbIE HOMEpAa MOPTOB MpUBeAeHbI B Tabmuie 10.3.

Tabnuua 10.3 — HoMepa mopToB HEKOTOPBIX MPUKJIAIHBIX TPOTOKOJIOB

Howmep Tpancnopraslii | [IpukiagHON TPOTOKOI KunroueBoe ciioBo B
nopTa MPOTOKOJI KOMaHJe access-list
20 TCP FTP data ftp data
21 TCP YnpaieHue cepBepoM ftp
FTP
22 TCP SSH
23 TCP Telnet telnet
25 TCP SMTP Smtp
53 UDP, TCP DNS Domain
67, 68 UDP DHCP nameserver
69 UDP TFTP Tftp
80, 8080 | TCP HTTP (WWW) WWW
110 TCP POP3 pop3
161 UDP SNMP Snmp

PaccmoTpum npuMep co3aHvs CTaHAAPTHOIO CIMCKA JOCTyNa JUIsl CETH,
cxeMa KoTopoil mokazaHa Ha pucyHke 10.2. Ha pucynke ykaxem y3ibl,

Haxojsmecsd B moaceTax 192.168.0.0/24 u 192.168.1.0/24.



192.168.0.3/24 192.168.1.2/24 192.168.1.3/24

156.92.15.4/30

RO R1

Pucynok 10.2 — Cxema cetu

[Ipeanonoxum, 4To K cepBepy, HaxondmeMycs B noacetu 192.168.1.0/24
no anpecy 192.168.1.2/24, noctyn u3 noacetu 192.168.0.0/24 paspeiiieH TOJIbKO
kommbioTepy 192.168.0.2/24. D10 mnpaBUiIO MOXKHO CKOH(PHUTYpHUpPOBaThH C
UCIIOJIb30BaHUEM CTaHJAPTHOTO CIUCKa Joctyna Ha wuHTepdeiice Fa 0/0
MmapuipyTtuzaropa R1.

J1J1s1 3TOTO B peKUME TJI00aTBbHOT0 KOH(GUTYPUPOBAHUS HA MAPIIPYTU3ATOPE
R1 HeoOX0AMMO BBITIOJIHUTH CJIEAYIOIINE KOMAH/IbI:

Routerl(config)#access-list 10 permit 192.168.0.2

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 10 out

[lepBas komMaHaa co3/1ae€T HA MAPIIPYTHU3ATOPE CIIUCOK JIOCTYIa ¢ HOMEPOM
10, xoTopwlii pa3pemiaeT (Permit) mepemavy IMaKeTOB C aApeCcOM HCTOYHHUKA
192.168.0.2.

Bropas komaH&ma sBISETCS KOMaHIOW Tepexoaa K KOH(DHTypHpOBaHHUIO
untepdetica Fa 0/0.

TpeTbss KOMaHIa NPUBA3BIBAET CIUCOK JOCTynma ¢ HomepoM 10 K

untepdeiicy Fa 0/0 u ykaspiBaeT Ha HampaBJICHUE Mepenadn — ucxosiiee (0ut).



CoznanHblii TakuM 00pa3oM CIHMCOK JOCTyma OyIeT COCTOSTh M3 ABYX
ctpok. IlepBas cTpoka B siBHOM ¢opMe paspeliaer mnepenaBath Ha HHTEpQEC
Mapuipytuzaropa Fa 0/0 maketsl ¢ aapecom ucrounuka 192.168.0.2. Bropas ctpoka
B HESBHOM BHJe 3amperiaet (deny any) mepemaBatb Ha 3TOT HHTepdeic Bce
OCTaJIbHBIE MaKETHI.

[Ipoananusupyem AeiicTBus MapiipyTuzaropa R1 npu nocTyriaeHun Ha ero
BHEIIHUI HHTEpeiic makeTa mociae co3/1aHus CIUCKa J0CTyIIa.

Ecnau maker moctynun u3 nojacetu 156.92.15.4 u npenHasHaueH cepBepy
192.168.1.2, MmapuipyTu3aTop, ONpPECIUB MO TaOJIUIe MapIIPYTU3AMHA BBIXOTHOU
unTepdelic, mepenaet 3Tot naker B 0ydep uarepdeiica Fa 0/0.

3areM aHaIM3UPYyETCsl CIIMCOK, HAUMHAsI C MEPBOM CTPOKU. Eciu ucTouHuK
umeet aapec 192.168.0.2 (coBnajeHre B IEPBOM CTPOKE CUCKA TPOU3OIILIO), TAKET
uHKancynupyercs B kaap Ethernet u mepenaercs cepsepy. Ecnu uctounuk nmeer
ar000i Apyroil agpec (coBmajieHUs B MEPBOM CTPOKE CHHCKA HE IMPOU30LLIO),
IIPOMCXOIUT OOpaIlleHHe KO BTOPO HESIBHOM CTpoKe crucka (deny any), u maker
0TOpachIBaeTCs.

B cnyuae, ecnu HEoOX0IMMO 00eCHEUUTh JOCTYH K CEpBEPY U BTOPOTO
koMmrptoTepa moxacetu 192.168.0.0/24 ¢ aapecom 192.168.0.3, komaHmbl
KoH(pUTrypupoBaHus OyIyT BRITJISACTh CICTYIONTIM 00pa3oM:

Routerl(config)#access-list 10 permit 192.168.0.2

Routerl(config)#access-list 10 permit 192.168.0.3

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 10 out

O4eBUHO, YTO CIIUCOK JOCTYMA TETEPh COACPIKUT TPU CTPOKHU — JIBE SIBHBIE
Y OJIHY HESBHYIO.

OueBUAHO, YTO PACCMOTPEHHBIH CcMOCO0 KOH(GUTYPUPOBAHUS CIHCKOB
nocTyna yao0eH B TOM ciydae, €Clii JOCTYI K KakoMy-Jnbo pecypcy (cepBepy)
HE00X0IMMO 00eCTeunTh HEOOIBIIOMY KOJIMUECTBY HCTOUHUKOB (KOMITBIOTEPOB).
Ecnu xe, nanpumep, B moacern 192.168.0.0/24 3HauuTEeNhbHOE KOJIHMYECTBO

KOMIIBIOTEPOB, Tako€ KOH(GUI'YpUpPOBAHHE CTAHOBUTCS  HEYJOOHBIM H



MOBEPKEHHBIM OIMMOKAM, TaK KakK IS KaXJA0T0 U3 HUX HEOOXOJUMO OTIEIBHO
CO3/1aBaTh CTPOKY CIUCKA.

[TosTomMy npu CO3IaHUM CTMCKOB OCTYMa MOXKHO HcTonb3oBarh wildcard
Macku. B 3ToM ciaydyae B CTpPOKE CHHCKAa MOXET COJAEPKaTbCs YKa3aHHUE Ha
nepenady Wik (QuiIbTpaluio MakeToB HE € aJpecaMu KOHEUYHBIX Y3JI0B, a C
aapecamu ceteil (mojceTeit), B KOTOPbIE€ OHU BXO/ISAT.

[IpaBuiI0 UCMOAB30BAHUSI MACOK B 3TOM CIIy4ae MOXKHO C(HOpPMYyIUPOBATH
CIeAyloIUM 00pa3oM — HYyJIEBble 3HAUCHHUS pPa3psJoB MackKud O3HA4YaroT
TpeOoBaHNEe OOPaOOTKHM COOTBETCTBYIOIIMX pa3psaoB aapeca, a CIUHUIHBIC
3HAYEHUs] Pa3psAloB MACKM O3HAYalOT WTHOPUPOBAHHE COOTBETCTBYIOIIUX
paspsimoB anpeca. Hampumep, ecim wildcard macka umeer Bunp 0.0.0.0, To
MPOBEPATH YCIOBHE HEOOXOAUMMO JUISI BCEX pa3psoB ajapeca HCTOUYHHKA
npubsiBIIero makera. Ecnu ke macka umeer Buj 0.0.0.255, To mpoBepsiTh
yCJI0BHE HEOOXOMMO TOJIHKO JIJISI IEPBBIX TPeX 0aMTOB ajpeca UCTOUYHHKA.

[Tpenmonokum, 9TO JOCTYIl K TOMy e cepBepy (aapec 192.168.1.2)
JIOJDKHBI TOJYYUTh BCe KoMMbioTepsl nojceTu 192.168.0.0/24. B stom cinyyae Ha
Mapuipytuzatope R1 He0OX0IMMO BBITTOTHUTH KOMaH/IbI:

Routerl(config)#access-list 10 permit 192.168.0.0 0.0.0.255

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 10 out

Heo6xoammo oTMETHUTD, UTO, €CITH HY>KHO Pa3peinTh KaKOMY-JIH00 OJHOMY
y3Jy U3 Apyrou nojacetu (Hamnpumep, 192.168.2.2/24) noctyn k 3TOMY K€ cepBepy,
CO3/1aBa€MBbII CIIMCOK HEOOXOIUMO JOMOJHUTE KOMAaHI0M

Routerl(config)#access-list 10 permit 192.168.2.2 0.0.0.0

WJIM, 4TO TO K€ CaMO€, KOMaHI0M1

Routerl(config)#access-list 10 permit host 192.168.2.2

Co3nanue CNHCKOB JOCTyNa OYEHb IOXOXKE Ha CO3JaHHE «OebIX» H
«UEpHBIX» CHUCKOB Ha TenedoHe. [lpu cozmaHum «Oenoro» crucka MpUHUMATh
pa3perieHo TOJIHKO BBI30BBI OT HCTOYHUKOB, HOMEpPA KOTOPHIX BHECEHBI B «OETIBII)

CIIMCOK, OCTaJIbHBIC BBI3OBBI OT6paCBIBaIOTC${. HpI/I HCITIOJIB30BAHUN «YCPHOTO»



CIIUCKA OTOPACHIBAOTCS TOJIBKO BBI30BHI OT MCTOYHHKOB, BHECEHHBIX B CITHCOK,
OCTaJIbHBIE BBI30BBI MPpUHUMAIOTCA. OCHOBHOE OTIIMYHE OT Tele()OHHBIX BHI30BOB
COCTOHUT B TOM, YTO B CIIMCKH Permit u deny BHocsTcs He TelaedoHHBIE HOMEpa, a
3HAYEHUS 3ar0JIOBKOB PAa3IMYHBIX YPOBHEH.

Hcrnonb3ys 3Ty aHAJIOTHIO ¢ «OEJIBIMU» U «4EPHBIMUY» CITUCKaMHU TeledoHa,
MOXHO OTMETUTb, YTO PACCMOTPEHHBIE CIOCOObI AHAJOTUYHBI CO3JAHHUIO B
TenedoHe «OenbIX» CIUCKOB — yKa3aHHBIC B CIHCKE JOCTyIa ajpeca SBISTIOTCS
pa3pelieHHbIMU, OCTAIbHBIE — 3aIIPEIICHHBIMH.

B psane cnydaeB Oonee ymoOHBIM SIBJISIETCS HWCIIOJIB30BAHUE aAHAJIOTHHU
«UEpPHOT0» CHHUCKA — pa3pelieHo MepenaBaTh JaHHbIE OT BCEX, KpOME TeX, KTO
YKa3aH B UEPHOM CITHCKE.

[Ipenmnonoxxum, 4To K TOMY ke cepBepy HEOOXOAUMO 00€CHEUHUTh AOCTYII
BCEM KOMIIBIOTEpPAM, Kpome OJHOro, wumeromero aapec 192.168.0.15.
KoudurypupoBanue takoro criicka OyaeT UMETh BUI:

Routerl(config)#access-list 11 deny host 192.168.0.15

Routerl(config)#access-list 11 permit any

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 11 out

HanomauM, 4T0 0 YMOJIYAaHUIO y CO3AaBAEMbIX CHUCKOB JIOCTYIA HESIBHO
NPHUCYTCTBYET 3aKJIIOYMTENbHAs cTpoka deny any — 3anperuTh Bce. B nmaHHOM
cliyyae MbI 3aMCHHJIM 3Ty CTpPOKy Ha permit any — paspemuTh Bce.
COOTBETCTBEHHO, JIOCTYN K CEpBEpYy OYJIET pa3pelieH BceM, KpoMe KOMITbIOTEpa C
anpecoMm 192.168.0.15.

PaccmoTpuM  Temeph NPUMEHEHHWE  PACIIMPEHHOrO0  CHHCKa  JJIs
KoH(pUrypupoBanus mapiipytuszaropa R1 (pucyHox 3.2), npu 3ToM 10TKHBI OBITh
BBITOJIHEHBI CIIEIYIOIIUE YCIOBUS:

- xomneroTepy 192.168.0.2/24 HEeoOXoaAUMO TPEAOCTABUTD TOCTYII K Web-
cepBepy ¢ aapecoM 192.168.1.2 no nporoxkony WWW;

- BceM KommbroTepam nojcetu 192.168.0.0/24 HeoOx0quMo Mpe10CTaBUTh

noctyn k FTP-cepsepy ¢ anpecom 192.168.1.3 no npotokony FTP.



Komanasl koHuUrypupoBaHuss B 3TOM cjiydae OyayT BBIIVISACTh

CJIEAYIONNM 00pa3oMm:

Routerl(config)#access-list 110 permit tcp host 192.168.0.2 host 192.168.1.2 eq www
Routerl(config)#access-list 110 permit tcp 192.168.0.0 0.0.0.255 host 192.168.1.3 eq ftp
Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 110 out

OueBUIIHO, YTO YKa3aHHBIM CHOCOO aHAJOTHMYEH CO3JIaHUI0 «Oesoro»
criicka B Tene(doHe, Tak KaKk TPEThe HESBHOE yCJIOBHE, HAXOJAIMICECS B KOHIIC
CIIMCKa, OJIOKUPYET BCE, UTO HE pa3peIieHO.

PaccmoTpum nmpumep, Koraa y100Hee UCIOIb30BaTh aHAJIOTHIO «YEPHOTOY
CIUCKa B TeyedoHe.

Ha mapmpyruszatope R1 10KHBI OBITH BBITIOJHEHBI CIAEAYIONTUE YCIOBUSA:

- koMmneroTepy 192.168.0.2/24 HeoOX0aAUMO 3aPETUTh AOCTYII K CEPBEPY
c anpecom 192.168.1.2 mo npotoxory WW W, HO paspeminTs JOCTYIBI K IPYTUM
cepBucawm;

- BceM kommbroTepam mnojacetu 192.168.0.0/24 nHeobxonumo 3anmpeTuTh
JOCTyIl K cepBepy ¢ aiapecoMm 192.168.1.3 mo nportokony FTP, Ho pa3pemints
JOCTYI K IPYTUM CEpPBHUCAM.

KomManael koHDUTyprpoBaHUs B 3TOM ciiydae OylyT UMETh BU:
Routerl(config)#access-list 110 deny tcp host 192.168.0.2 host 192.168.1.2 eq www
Routerl(config)#access-list 110 deny tcp 192.168.0.0 0.0.0.255 host 192.168.1.3 eq ftp
Routerl(config)#access-list 110 permit ip any any
Routerl(config)#interface fa 0/0
Routerl(config-if)#ip access-group 110 out

3anuch permit ip any any o3HayaeT, 4TO BECh OCTaJbHOU TpaduK OT
J1000T0 UCTOYHHUKA K JI000MY MOTy4YaTeNto JOJKEH epe1aBaThCsl.

[IpocMoTpeTh CO3MaHHBIE HA MAPIIPYTU3ATOPE CIIMCKUA TOCTYNA MOXKHO
no koManzae show access-list, a choucku, HACTPOCHHBIE HAa KOHKPETHBIX
untepdeiicax, komannamu show ip interfaces uiu show running-config. Ha

pucynke 10.3 moka3aHbl HACTPOEHHBIE CIIMCKH TOCTyHa JJIsI PACCMOTPEHHOTO

3JIECh IIPUMeEpA.
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Bouterffoonfig
Confiquring from terminsl, memory, or hetwork [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config) faccess-1ist 110 deny tcp host 132 168.0.F host 192.168.1.Z2 eq wmw
Bouter (config) faccess-1ist 110 deny top 192 168.0.0 0.0.0.255 host 192.168.1.3 =&
q ftp
Bouter (config) faccess-1ist 110 permit ip any any
Bouter (config) finterface fa 070
RBouter(config-if) fip access-group 110 out
Bouter (config-if) 2
Router#
¥8T5-L-CONFIC I: Configured from console by console
Routerfzhow access-list
Extended IP access list 110

deny top host 13Z_168.0.ZF host 19Z2.168.1.Z eq www

detyy top 132 168.0.0 0.0.0.255 host 192.168.1.3 eq ftp

permit ip any any
Routerﬁ| W

Pucynok 10.3 — KondurypupoBanue crnucka 10CTyma U €ro npocMoTp

Chnucku  JIOCTyma  TakXe  OJKeJaTelIbHO  HCIOJb30BaThb M JUIA
KOH(UTYpUPOBaHUS YJIaJICHHOTO I0CTYyIA K ycTpoiicTBam (riasa 1).
B Hacrosimiee BpeMs dalle MCHOJB3YIOTCSI HE HyMEpPOBaHHbIC, a
MMEHOBAHHBIE CIIUCKHU JAOCTyNa. ¥ T00CTBO UCIIOJIH30BAHNS MMEHOBAHHBIX CITHCKOB
JIOCTYTa 3aKJIF0YAETCs MPEXKE BCErO0 B TOM, YTO Ha3BAHUIO CIIUCKA MOKHO MPUJIATh
onpeneneHublid cMbIca (INTERNET, ADMIN, FTP, u T.1.). Tak kak ”UMEHOBaHHBIN
CIIUCOK HE UMEET HOMEepa, KOTOPHIN OJTHO3HAYHO omnpeensieT ero Bu (Tadmuna 3.1),
MPU CO3JIaHUM TAKOr'0 CIUCKa HEOOXOAUMO SIBHO YKa3aTh, KaKOil UMEHHO CIIHCOK
CO3/1a€TCs — CTAaHAAPTHBIN WM paclupeHHbI. KoManaa co3ganns IMEHOBaAaHHOIO
CITMCKA JOCTYIIa UMEET BU/I;
Ip access-list <standard/extended> <ums>
<mpaBuJjo 1>
<npaBuJIO 2>
<nmpaBuJIo N>

[Tapametp standard/extended yka3siBaeT Ha BUI CO37aBacMOr0 CITUCKA, a

ImpaBuJia IMPOIMUCBIBAIOTCA aHAJIOTHYHO HYMEPOBAHHBIM CITMCKaM.



10.5 Oruet no pabore:

JleMoHCTpalust KOpPEKTHON pabOThl CO3JJaHHBIX CITMCKOB JIOCTYIIA.



[TpakTueckoe 3ansitue Nel 1
KonpurypupoBanrne MexceTeBbIX SKPAaHOB C COXPAHEHUEM COCTOSTHHUM
11.1 Lenb pabotel: [IprBuTHE HABBIKOB KOH(DUTYPUPOBAHUS MEKCETEBBIX
JKPAHOB C COXPAHEHUEM COCTOSTHUM.
11.2 Tlepeuenb 060pyaOBaHUSA:
— Crenpn « HGOKOMMYHUKAIIMOHHBIE CETH;
— Paboune cranmuu nox ynpasiaeauem OC Windows makerom Cisco
Packet Tracer i GNS3.
11.3 3aganune:
— Hcnons3ys Cisco Packet Tracer, mocTpouTh CeTh, OKa3aHHYIO Ha
pucynke 11.1. IIpousBecTu KOHPUTYPUPOBAHHE CETEBBIX YCTPONCTB
JUTsl o0ecredeHust 10CTyna BCEX CEpPBEPOB U3 BHYTPEHHEH CETH,
— Y0enuThcs B BO3MOXKHOCTH JOCTyIa BO BHYTPEHHIOIO CETh U3BHE C
UCITOJIb30BAaHUEM ITPOU3BOJIBHOTO MPOTOKOJIA,;
— Hacrpouts nacnextupoBanue TCP-tpaduka u ckoHQUTYpHUpOBaThH
CHMCOK J0CTyna. YOeOuTbcsi B JOCTYIHOCTH CEPBEPOB U3
BHYTPEHHEW CETM W HEIOCTYNHOCTH PECYPCOB BHYTPEHHEU CETHU

HU3BHC.

11.4 IMopsinox BeITIOTHEHUST pabOThHI

Takue MexceTeBble JKpaHbl €II€ HAa3bIBAIOT JKpaHAMH C COXPaHEHHEM
ceccuit (statefull firewall). CyTtp 3akirodaercs B TOM, 4YTO NpH 3ampoce Ha
yCTaHOBJICHHE coenHeHus (Harpumep, T CP-ceccumn) mapiipyTuzarop 3ariloMUHAET
ATy CECCHUI0 M TPU MOCTYIUICHUH U3BHE TMAKeTa CBEPSIET €r0 CO BCEMU TEKYIIUMHU
ceccusimMu. Eciyi npUHSATHIN U3BHE MTAKET OTHOCUTCS K KaKON-TM00 TEKYIIel CeCCru,
OH TMPOJIBUTAETCS BO BHYTPEHHIOIO CETh, B IPOTUBHOM CJIy4ae — OTOPachIBACTCH.

JIist KOHGUTYPUPOBAHUS MEXKCETEBOTO AKPAaHUPOBAHHUS Ha YCTPOHCTBAX
CisCO HeoOXOaMMO B SBHOM BHJC yKa3aTh, TPA(PHK KaKHX MPOTOKOJIOB JOJIKCH
OTCIIEKUBATHCS (MHCIIEKTHPOBATHCS ). I 3TOTO MCTIONIB3yeTCsl KOMaHaa

Ip inspect name <ums nmpaBuIa> <Ha3BaHHE NMPOTOKOJIa>



Hannas KOMaHJia  BBITIOJIHACTCS B pexumMe TJI00aJIBHOTO
KOH(UTYPUPOBAHHUS.

AHATOTHYHO CHHUCKaM JOCTyMa, CO3/JaHHOE TIPAaBHJIO HEOOXOIMMO
MPUBS3aTh K HHTEPQEHCY ¢ yKa3aHUEM HaIPaBJICHUS TepeIaduu:

R1(config)#int fa0/0 — mepexos B pexxum KOHPHUTypUpOBaHKS HHTEpdeiica
fa 0/0;

R1(config-if)#ip inspect <umsi mpaBuaa> <in/out> - npuBs3Kka MpaBmiIa K
uHTep(delicy ¢ ykazaHueM HaIpaBIICHUS TIEpeIayH.

HeoOxogumo oOTMETHTH, 4YTO MPAaBWIO MOXKHO TIPHBS3BIBATH KaK K
BHYTPEHHEMY, TaK W KO BHEIIHEMY HWHTepdeicy MapIpyTH3aTopa, OIHAKO
HaIpaBJeHUE TMepeayrl JIOJDKHO COOTBETCTBOBATH HAIPABJICHUIO 3alpOCOB W3
BHYTPEHHEW CE€TH KO BHEIIHEW. COOTBETCTBEHHO, €CJIM MTPABUJIO MPUBS3BIBACTCS K
BHYTPCHHEMY HHTepdeiicy, HampaBlieHHe Tmepemaadd — Bxopasmiee (in), ecnu K
BHEIIIHEMY — Ucxosiiee (out).

[TpuBeneM mpuMep MEKCETEBOTO PKPAHUPOBAHUS JIJIS CETH, ITOKa3aHHON Ha
pucynke 11.1. Jlns ynoOctBa pazmectuM mapiipytuzatop R1 Bo BHemiHel cetu, B
KOTOPOH TakXke pacmojiaralotcsi 1Ba cepepa — Web-cepsep u ftp-cepsep.
[IpousBeneM HacTpoOWKy BCero oO0OOpyAOBaHHMS TaKHUM 0Opa3oM, YTOOBI U3
BHYTPEHHEH ceT ObLUIN JOCTYITHBI 00a cepBepa.

Co3maauM TpaBWIIO I WHCICKTUPOBAHUS 3alpocoB K Web-cepBepy
(mpotoxont HTTP) ¢ umenem HTTP u npuBsikem ero k BHyTpeHHeMY UHTepdeicy

fa0/0 ¢ Bxoasmum HampaBiaeHUEM repeaadu (pucyHok 11.2).



BHewHaa
CETb

WEB-cepeep FTP-cepsep

Server-PT
Serverl

Server-PT
Server0

Rowxerl

fa0/1 + 192.168.2.2/30

192.168.2.1f30

faofo _ 1EL 407 463.1.1/04

RougerD
DMS-cepeep
50-
witch
Server-PT
Server2
o
PC-PT PC-PT
PCO PC1
BHYTpeHHAR
eTb

Pucynok 11.1 — IIpumep cetn

Routerren

Routerfcont

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CHTL/Z.

Bouter (config) #ip inspect name HTITP http

Router (config)#int £a0/0

Router (config-if) #ip inspect HITP in

Rnuter{cnnfig—ifh#l W

Pucynox 11.2 — KordurypupoBanue nacrnektupoBanus npotokosna HTTP



CrnenyeT OTMETUTH (M 3TO OYEHb BaXXHO!), UTO MHCIIEKTUPOBaHUE Tpaduka

HEOOXOIMMO TPUMEHSITH COBMECTHO CO CHHCKaMH JOCTyma. B Hamem mpumepe,

Koraa CIIMCKH OOCTYyIIa HC ObBLIN CO3JaHBbI, http—3anpocm, IMOCTYyIIAaroIUC M3

BHYTPEHHE ceTH, Oy1yT MHCIIEKTUPOBAThCs. OHAKO €CIIU U3 BHEITHEN CETH TaKkKe

noctynut http-3anpoc, oH poieT BO BHYTPEHHIOK CETh, TAK KaK HE CYIIECTBYET

CIIMCKAa JOCTYIIA, O6€CH€“II/IB31'0HI€FO q)HHBTpaHI/IIO 9TOTI0 3aIIpoca.

Jlnsa mposepku 3Toro pasmectuM BO BHemHen cetu IIK ¢ ampecom

213.80.65.4 u momnpoOyeM COEIMHHUTLCA C CEPBEPOM BHYTPEHHEH CETH II0

nporokoiny HTTP (pucynoxk 11.3).
@ PC2 - O

Physical | Config | Desktop | Software/Services

Web Browser X
< = | URL |http:/f192.168.1.10 Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open,
Quick Links:

A small page

Copyrights

Image page

Image

Pucynok 11.3 — CoenriHeHue ¢ cepBepoM BHYTPEHHEM ceTH 1o npotokoay HT TP

B kadectBe BHYTpeHHero cepBepa Mbl ucnosibzoBaiun DNS-cepsep ¢

anpecom 192.168.1.10/24. Kak BuaHO u3 pucyHka 11.3, coeamHeHHe MPOILIO

YCHEIIHO.



JIyist 3amMThl BHYTPEHHEW CETH co3MaauM Ha mapuipytuzatope RO crmcox
JOCTYyTa, 3alpenarinil nepenady Bcex |P-nakeToB, u npuBskeM €ro K BHEIIIHEMY

untepdeticy fal/l ¢ ykazanuem BXozsiero HampapieHus (pucyHok 11.4).

Bouter»en

Bouterfcont

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHNIL/Z.
Bouter (confiqg) §ip access-list ex FEW

Bouter (config-ext—nacl) §deny ip any any

Bouter (config-ext-nacl) § W

Pucynok 11.4 — Co3ganue cnucka gocryna
Teneps cHoBa mnomnbiTaeMca nocinaTe HTTP-3ampoc w3 BHemHeidl cetu
(pucynok 11.5).
& PC2 - O

Physical | Config | Desktop | Software/Services

Web Browser X
< = | URL |http://192.168.1.10| Go Stop

Request Timeout

Pucynok 11.5 — OTcyTcTBUE COEIMHEHUS C CEPBEPOM BHYTPEHHEHN CETH 1O

nporokoiry HTTP



Kak BunHO n3 pucyHnka 11.5, u3 BHemHen cetu cepsep He nocryneH. [lpu
9TOM U3 BHYTpEHHEH ceTn WeD-cepBep oCTaeTcs JOCTYITHBIM.

C yuetom co3ganHoro cnucka jgoctyna FRW ocranbHbie mpOTOKOIIBI (KpoMme
HTTP) ne nncnextupyrorcs. CienoBaTebHO, €CIIU MTOCIATh U3 BHYTPEHHEH ceTH
3a1poc Mo KakoMy-J1u0o APyroMy MpOTOKOJY, OTBET MOJy4YeH He OyIeT, TaK KakK ero
3a0JIOKMpYET CIHCOK JIOCTyNla Ha BHEIIHEM HHTepdeiice MapiipyTuszaTopa.

[MommpoOyem momy4nTs U3 BHYTpEHHEH cetu noctym K ftp-cepsepy (pucynox 11.6).

® PCO - o

A

Physical = Config = Desktop | Software/Services

Command Prompt

Packet Tracer PC Command Line 1.0

(Disconnecting from ftp serwver)

Packet BC Command Line 1.0
BC>ftp i
Trying

SError opening ftp: g8 5.3/ (Timed out)

Packet Tracer PC Command Line 1.0

BC» (Disconnecting from ftp server)

Packet Tracer PC Command Line 1.0

oC

Pucynox 11.6 — ITonsiTka coenuuenus ¢ ftp-cepsepom

Kak BuauMm, TOMBITKA HE yBEHYalach ycrnexoMm. Eciu ke HacTpouTb
uHcniektupoBanue FTP-tpaduka, noctym k ftp-cepBepy Oyaer Bo3MOXKEH.
WnmoctpupoBaTh 3/1ech 3T0 He OyneM, Tak kak Cisco Packet Tracer B cuy cBoeii

OTpaHMYCHHOW  (YHKIIMOHATBHOCTH O9TO He  mojaepxkuBaer. [loaTomy



WHCIIEKTHPOBAHNE DPA3HBIX BUIOB Tpaduka HEOOXOAUMO MPOU3BOAUTH JMOO HA
peanbHOM 000pyI0BaHUH, THOO ¢ ucmosib3oBanueM cumysaropa GNS3.

Opnnako Cisco Packet Tracer momumepskuBaer uHCHekTHpoBanue TCP-
tpaduka. Tak kak u npotokos HTTP, u nporokon FTP ucnone3yer 11 nepegadu
TCP-cermenTsl, nocnie HacTpoiiku T CP-MHCTIEKTHPOBAHUS JOCTYITHBI OKQKYTCS U
http u ftp cepseps! (pucynku 11.7, 11.8).
Bouter (config) $ip inspect name HITP tcp
Router (config) §

Douter (config) §-Z

Routerg
$5¥5-5-CONFIG_I: Configured from conscle by console

Pucynok 11.7 — Hactpoiika uacnextupoBanusi TCP-Tpaduka

&® PCO -

Physical = Config = Desktop | Software/Services

Command Prompt
Packet Tracer PC Command Line

BC» (Disconnecting from ftp se

Packet Tracer PC Command Line
BC>ftp i
Trying to cC

%Error opening ftp: | 5.3/ (Timed out)

Packet Tracer PC Command Line

BC» (Disconnecting from ftp se

Packet Tracer PC Command Line
BC>ftp i

Trying

Pucynok 11.8 — Jloctym k ftp-cepBepy nocie Hactpoiiku nacnekrupoanus 1CP-

Tpaduka



PaccMoTpeHHBIE HACTpOMKa MEKCETEBOIO KpaHa SABJISIIOTCA 0a30BBIMHU, a
0oJjiee TOHKHE HACTPOMKH IPUMEHSIOTCS B CIIydae, €CJIM IPOU3BOJUTCS pa3JeIIeHNuE
CETH C Pa3IMYHBIMU 30HAMU 0€30MACHOCTH, KOTOPHIE PACCMOTPUM Ha CIIEAYIOLIEM

3aHATHH.

11.5 Otyer no pabore:

JleMOHCTpanus KOppeKTHON padOThl MEKCETEBOIO IKpaHa.



[Ipaktrueckoe 3anstue Nel2
Kongurypuposanue Zone-Based Policy Firewall
12.1 Henw padoTtsi: [IpuBHUTHE HABBIKOB KOHGUTYPUPOBAHUS MEKCETEBBIX
skpaHoB Zone-Based Policy Firewall.
12.2 Tlepeuennr 000OpyI0BAHMUS:
— Crenpn « HGOKOMMYHUKAIIMOHHBIE CETH;
— Paboune cranmuu nox ynpasiaeauem OC Windows makerom Cisco
Packet Tracer i GNS3.
12.3 3aganue:
— Cobparthb ceTb, MoKa3zaHHYI0 Ha pucyHke 12.1, HacTpouTh aapecaluio
IO CIICTYIOIINM MCXOIHBIM JTAHHBIM:

O BHyTpeHHss ceTh — 192.168.X.0;

O JemunuTapu3oBaHHasg 30Ha — 192.168.X+10.0;

o BHemHssA ceTh — 213.80.X.0.

— IIpoBepuTh CBSI3HOCTD CETH;
— CkoH(urypupoBaTh Ha MapUIPYTHU3aTOPE MEXKCETEBOM HSKpaH
ZBFW, oGecrnieunBaroiinii BIMOJHEHUE CIICIYIOMIMNX MPABUIT:

O W3 BHYTPEHHEH CETU Pa3pEILICHbl BCE 3alPOChl K BHEUIHEU
CETH;

O K JCMWINTAPU30BAHHOW 30HE pa3pelIeHbl 3ampochl U3
BHYTpeHHEl cetu 1o mpotokonam Telnet u SSH u Tombko ¢
aJpecoB, MPUHAIJICKAIINX BHYTPCHHEH CETH;

O W3 BHEIIHEH CETH 3alpOChl BO BHYTPEHHIOIO CETh 3aIPEIICHBI;

O W3 BHEIIHEW CETU 3ampoChl B JEMHJINTAPU30BAHHYIO 30HY

paspenieHsl ToJIbKO 1o npotokory HTTP.

12.4 TTopsimoK BBITIOJHEHUSI PAOOTHI
Zone-Based Policy Firewall (ZBFW) — oTHOCHTEIHHO HOBOE HAIPABIICHHE
Ha MaplIpyTH3aTOpax MoJ ympaBiieHueM omneparuonHoi cuctembl Cisco [0S s

KOH(UTypUpOBaHUs TMpaBUJI JOCTyNa MEXIy ceTsMu. Jlo mosBieHus 3TOM



TEXHOJOTHH Tpapuk (UIBTPOBAJICS C MOMOIIBI0 chnuckoB goctyna ACL
(paccMOTpEHHBIX paHbIlle) U TUHAMUYEeCKON mHcekiun Tpaduka Context-Based
Access Control (CBAC) (B Hactosiiem nocoduun He paccmarpubaercs). 1 ACL u
npasuiia CBAC npuMeHsI0TCS HEMOCPEICTBEHHO Ha (pU3nYecKrue UHTEPEIChI, UTO
BO MHOTHX CIIydyasX HE CHOCOOCTBYET MAacIITaOMPYEMOCTH M TMOKOCTH CETEBBIX
pemienuii. Takas Mojelb OrpaHUYMBACT CTENEHb JIETAIU3allUd  TOJUTHUK
MEKCETEBOTO SKpaHa U BBI3bIBACT MyTAHUILY MPABUIHLHOIO MPUMEHEHHS TTOTUTHKU
MEXCETEBOT0 SKPaHUPOBAHUSI, OCOOEHHO B CITydasX, KOTJIa OJUTHUKA MEKCETEBOTO
PKpaHa JOJDKHA MPUMEHSATHCS MEXIy HECKOJIbKMMHU mHTepdeiicamu. Zone-Based
Policy Firewall wmenser xondurypammio MeXKCEeTEBOro OJKpaHa OT CTapoi
uHTep(dericHoil Monenu Ha Oosee TUOKYIO MOJENb, OCHOBAaHHYI0 Ha 30HaX
0€30MacHOCTH.

30Ha 0e301aCHOCTH COCTOUT M3 HA0Opa pa3InYHbIX UHTEPPENCOB, KOTOPHIE
JOJKHBI UMETh OJINHAKOBYIO MOJUTUKY CETEBOM 0€30aCHOCTH UJU, NHAY€E FOBOPS,
OJIMHAKOBBI YpPOBEHb NOBEpHUsA. B Kaxmyio W3 30H MOXKET BXOAWTH OJIMH WIIU
Heckosibko uHTepdericoB. Ilocie co3zmaHus 30H HACTpauWBalOTCS MpaBWiIa JJis
B3aUMOJICUCTBUN MEXIy 30HaMu. Takol moaxona oOJjierdaeT HACTPOWKH TpaBUII
MEXKCETEBOI0 JKpaHa, TaK Kak MpaBWiia ONPENENSIOTCS He Uil OTIENIbHBIX
uHTepGEnCcoB, a JUIsi MHOKECTBA MHTEP(PEHCOB, BXOIAIIUX B OAHY 30HY. Kpome Toro
B Zone-Based Policy Firewall ncronbsyercs sz Cisco Policy Language (CPL),
KOTOpBIA MO3BOJIIET O0jiee TMOKO, YeM B MPEABLAYIIMX BEPCHSIX MEXKCETEBOTO
AKpaHa, HaCTpauBaTh MpaBwiia PuiibTpauu Tpaduka.

B GonbImmHCTBE CiIy4aeB CeTh JEMUTCA, KAK MUHUMYM, Ha TPH 30HBI:

- BHYTPCHHSIS 30Ha, TJI¢ PaCOJI0XKEHBI MMoyib3oBaTenu (inside);

- BHenrHss 30Ha (MaTepHeT — outside);

- JeMIINTapU3UpPOBAHHAS 30HA, TJI€ PACIOJIOKEHBI CEPBEPHI, K KOTOPHIM
JOJDKEH ObITh oOecreueH qoctym u3ue (Admz).

BaxxHo, 4T0 MO yMOMYaHHWIO BeCh TpaQHK MEXIY pa3IdIHBIMUA 30HAMHU

OyZeT 3arpenieH, Bech Tpa(uK BHYTPH 30HBI — pa3pelieH.



Ha mepBom sTame HacTpONKH MEKCETEBOTO SKpaHa HEOOXOIUMO CO3JaTh
30HBL. 3O0HBI CO3[AIOTCA KOMAHJOM, BBIMOJHIEMOW B pPEXKHUME TI00ATBHOTO
KOH(UTypUpOBaHUS:

Zone security <ums 30HbI>

[Tocne »Toro HeoOXOAMMO CO3AaTh Mapbl 30H, MEXKIY KOTOPHIMU OyIEeT
nepeaaBaThes TpaPuK:
zone-pair security <mmsi mapbI> SOUrce <ums 30HbI> destination <ums 30HbI>

Heo6xoaumo 0TMETUTB, YTO Maphl 30H SBIISIIOTCSA OJHOHAIIPaBICHHBIMU. To
€CTh, €CJIM B Halllel CeTH Mpearnojaraercs ABYHAIIpaBICHHAs Mepenadya JaHHBIX
MEXIy BHYTPEHHEHl M BHEIIHEW 30HaMHU, HEOOXOJIMMO CO3/aTh JBE MHapbl 30H.
Hampumep (cuutaem, yTo BHYTpeHHEH 30He ObLI0 npucBoeHo ums IN, a BHemTHElH —
OUT, ums map IN_OUT u OUT_IN):

zone-pair security IN_OUT source IN destination OUT

zone-pair security OUT _IN source OUT destination IN

Kak ykaspiBajioch BBINIEC, IO YMOJYAHHUIO Tepenada Tpaduka MEKIy
CO3JaHHBIMM TapaMu 30H 3arpenieHa. s ¢opMupoBaHus pa3pemieHHOro JUIs
nepemadyn  Tpadpuka HEOOXOIWMO  ONPENETUTh KPUTEPUH, TI0 KOTOPHIM
OTCOPTHUPOBBIBACTCS HYXKHBINA Tpaduk. /i1 3TOT0 MCIONIb3yeTcs TaK Ha3bIBaeMbIit
class-map (mocioBHO — KiaccoBas kapta). Class-map onpezenseT, Kakoil UMEHHO
Tpaduk OyAeT MHCTICKTUPOBATHCS (TIPOXOIUTH MEKIY 30HAMH, TAKKE MPOXOINUThH
OyIyT OTBETHI Ha ATOT Tpaduk). unbTpoBaThCs TpaPUK MOKET IO KPUTEPHUSIM C 3-
ro o 7-i ypoBueit monenu OSI (1.e. naunnas ot IP-aapeca u 3akaHunBast TpadukoM
OTIPEENIEHHOTO MPIJIOKEHUS UM CepBUCA MPUKIATHOTO ypoBHS). OnpeaensTbes
TpaduK MOXET CIUCKaMH J0CTyma, 3HadeHueM COS, THUMIOM MPOTOKOJAa U eIIle
pAIOM APYTHX IMapamMeTpoB. KpuTepreB MOKET MpPHUCYTCTBOBATH OJHOBPEMECHHO
HECKOJbKO. [Ipr 3TOM MOXKHO yKa3aTh, JOJDKEH JIM TpaduK MmomnagaThk mMoj BCe ATH
kputepun (match-all) mam mox mo6oit w3 Hux (match-any). Takum o6pasom,
OCHOBHas 3aj7a4a Class-map — oTpmIbTpoBaTh HEOOXOAMMBIN THI TpadUKa.

Jlns cozmanust class-map ucmosib3yeTcs KoMaH a:

class-map type inspect match-all/match-any <ums class-map>



[Toce aTOrO MBI IMOTa1aeM B KOH(GUTYpPUpPOBaHUE co3anHoro class-map, u
nanee HeoOXOIMMO HCIIONIb30BaTh KoMaHay Match ¢ ykazanmem kputepues, 1mo
KOTOPBIM OTCOPTHPOBBIBAETCA TpaduK:

- acCess-group - CTaHIAPTHBIN, PACIIMPEHHBIA UM UMEHOBAHHBIN CIIUCOK
JIOCTYyTIa, KOTOPBIA MOXKET PuiibTpoBaTh Tpaduk Ha ocHoBaHuu [P aapeca u mopra
UCTOYHUKA W TPUEMHHUKA. DTO E€IUMHCTBEHHBIH CHOCOO BBIACIUTH TpaduK OT
KOHKPETHOTO UCTOYHUKA K KOHKPETHOMY MOJIy4YaTeNto;

- protocol - sto mpotokosel ypoBHs 4 (TCP, UDP, ICMP), a rtakxke
npukiagasie cepBuckl, Takue kak HTTP, SMTP, DNS, u 1.1. MoxeT ObITh yKa3aH
10001 M3BECTHBIN UK ONIPEACIIsIEMbI MTOJIH30BATEIIEM CEPBUC;

- class-map - moOmYMHEHHBIH KJIACC, KOTOPBIH  MPEAOCTABIIACT
JIOTIOJITHUTENIbHBIE KPUTEPUU COOTBETCTBUS;

- not - ompexenser, 4yro 000N TpaduK, KOTOPHIH HE COOTBETCTBYET
yKa3aHHOMY CEPBHCY WJIA IPOTOKOITY, UITU JTUCTY AOCTyNa, Oy/eT BRIOpaH B JaHHOM
class-map.

BaxxHo, 4TO KpUTEpUU BBOASTCS CIIMCKOM, U TOPSJIOK O0OpabOTKH CIHCKa
MOCJENOBATENbHbBIN, KaK W y CIHCKOB JocTyna. Hampumep, ecnu mnpu
KoH(puUrypupoBanuu class-map match-any mer ucmonb30Banu KOMaH bl

match protocol http

match protocol tcp
TO Mpu 00pabOTKe MakeTa cHavana OyAeT MPOBEPEHO €r0 COOTBETCTBUE MTPOTOKOTY
HTTP. Eciu nHalineHo COOTBETCTBUE, TO Aajiee OyJIeT WHCIEKTUPOBATHCS ITOT
Tpaduk, W Ccleayrollee yCiIoBUe HE OyneT mnpoBepsAThcs. Eciam ke KomaHAbl
MOMEHSTh MECTaMH, TO IMAaKEeT CHayaja MomajeT MOoJ WHCIEKTHUpOBaHUE Tpaduka
TCP.

[TomUTHKKM MEXCETEBOTO IKPaHUPOBAHUS OTPEACIISIOTCS KoMaH10i policy-
map. Komanma policy-map onpezenseT aeiicTBre, KOTopoe OyaeT MPOU3BEACHO C
OT(HUIBTPOBAHHBIM C TIOMOIIBIO KoMaH bl Class-map tpadukom. CyinecTByeT Tpu

OCHOBHBIX JICUCTBHS, KOTOPBIE TPUMEHUMBI K KJIacCU(DHUIIPOBAHHOMY TpapuKYy:



Drop — Tpaduk, obpabaThiBaeMbIii 3TUM JEUCTBHEM, OTOpACHIBACTCS WU
HUKAKOTO  YBEIOMJICHHS HAa  YIOQICHHBIA XOCT HE  BbIChUTaeTcs (B
MPOTUBOIIOJIOKHOCTh KilaccuueckuM juctam joctymna (ACL), korma BeIChUIAETCS
ICMP-coo6menne Host Unreachable). Kaxnas xapra HmoauTHK MMEET CKPBITHINA
kinacc class-default, a1 kotoporo ckoHburypupoBaHo aeiicteue Drop
(amanoruyHo ctpoke deny any any B JJF000M CIHCKE JOCTYTA).

Pass — Ilpomyckaer Tpaduk, HE BKIIOYAs WHCIICKIIUIO MPOTOKOIA. DTO
JIEUCTBUE TO3BOJISIET MapUIPyTU3AaTOPY Iepechbuiath TpaduK U3 OHOW 30HBI B
JPYTYIO, IPU 3TOM OH HE OTCJICKUBAET COCTOSIHHE COCAMHEHUN WIN ceccuil. ITo
JIeWCTBUE pa3pelliaeT MpoxXoxkaeHue Tpadrka TOIbKO B OJTHOM HarmpaBiieHUH. YTOObI
oOpaTHbIii Tpaduk ObLI IEpeIaH, JOJIKHA ObITh COOTBETCTBYIOIIAS MOTUTHKA U JIJIS
HEro. JTO JIEVCTBHUE MOJIE3HO M1 TaKUX MPOTOKOJIOB, Kak [PSec ESP, [PSec AH,
ISAKMP u apyrux mo cBoeil cyTu 0e30MacHBIX MPOTOKOJIOB € MPEICcKa3yeMbIM
MIOBEJICHUEM.

Inspect - Britoyaer 1TMHAMHYECKYIO MHCIIEKIUIO A Tpauka, KOTOPBIA
MPOXOJUT OT 30HBI UCTOYHUKA K 30HE MPUEMHHUKA, U aBTOMATUUYECKH pa3peliact
oOpaTHbIi Tpaduk Jaxe A CIOKHBIX MPOTOKOJIOB, Takux kak H.323. Hanpuwmep,
eciu Tpaduk nepegaercs u3 30861 IN B 300y OUT, MapripyTuzarop noaaepxuBaet
uHdopmaruio o coequHenussx uiam ceancax mig TCP u UDP tpaduxa. [Tostomy
MapHIpyTH3aTop paspernraet oopatHblii Tpadhuk u3 30861 OUT B 300y IN B KauecTBe
OTBETOB Ha 3anpockl coequnenuit u3z IN B OUT.

dopMat KOMaH/IbI:

policy-map type inspect <ums policy-map >

[Tocne »Toro ™Mbl momagaeM B PEXHM KOH(PUTYpHPOBAaHUS CO3JaHHOTO
policy-map, B KOTOpOM yKa3piBaeM, KakoW HMEHHO Class-map moimkeH
00pabaThIBaThCS, U 3aTEM YKa3bIBaeM HEOOXOAMMOE JIEHCTBHE:

class type inspect <ums class-map>

inspect/pass/drop

Tenepsr co3maHHBIC TMOJMUTUKKM HEOOXOMMMO TMPUMEHUTh K TapaMm 30H,

KOTOpBIE YK€ OBLIM CO37aHbl paHee (apbl 30H MO>KHO CO3/1aTh M HAa 9TOM LiIare):



zone-pair security <mmsi mapbI> SOUrce <mms 30HbI> destination <ums 30HbI>
service-policy type inspect <mmsi policy-map >

OcTtanoch B SBHOM BHJI€ yKa3aTh MapIIpyTU3aTOPY, KAaKKUE €ro HHTEPQEHCHI
OTHOCATCS K KAKOM 30HE:

interface <ums maTepdeiica>

zone-member security <umsi 30HbI>

[IpuBenem mpumep KOHPUTYPUPOBAHUS MEKCETEBOTO IKPAHUPOBAHHS Ha

MIpUMEPE CETHU, MOKA3aHHOW Ha pUcyHKe 12.1.



192.168.2.0/24

DMz

Pucynok 12.1 — IIpumep cetn



Jlist mpocToThl  OyneM cudMTaTth, 4TO HHTEepdeiicam MapripyTuzaropa
IIPHCBOCHBI ITEPBBIC apeca U3 aapecHOro npocTpancTa nojcerei (192.168.1.1/24
B ojcetH IN, 10.10.10.1/16 B moaceru OUT, u T.1.)

CHauana He0OX0JIMMO ONPEJEIUTh 30HBIL:

RO(config)#zone security IN

RO(config)#zone security OUT

RO(config)#zone security DMZ

Tak kak co3gaHHbIE 30HBI MIOKA HE MPUBSI3aHbl HU K KaKUM HHTEepdeiicam,
HUKAKOTO OTPaHUYCHHUSI B Tiepeade Tpaduka mociie Co3anus 30H He IPOU30UIET.

ChHavana CKOHGUTYpUpPYEM MEXKCETEBON H3KpaH sl UHPOPMAIMOHHOTO
oomena mexy 3oHamMu IN u OUT. Cuuraem, 4TO U3 BHYTPEHHEHN CETH pa3pelieHb
JH00BIE 3aMPOCHI K CEPBEPY, HAXOAAIMIEMYCS BO BHEITHEH ceTr. Takum 00pa3om, mpu
cozmanum Class-map B 3ToM HampaBiCHHWH YIOOHO HCIIOJNB30BATh CTaHIAPTHBIM
CIIUCOK JIOCTYTIa, pa3peliaoluii nepeaaBaTh JaHHbIE OT BCEX pabO4MX CTAHIIMM
nojcetn 192.168.1.0/24:

RO(config)#access-list permit 10 192.168.1.0 0.0.0.255

Coszmaem class-map s Tpaduka, yAOBICTBOPSIONMIETO YCIOBUIO CIIHMCKA
noctyna 10, mpucBouB camomy class-map nms FROM-IN:

RO(config)#class-map type inspect match-any FROM-IN
U yKa3bIBacM, Kakoi TpaduK BXOAMUT B CO3MaHHbIN Class-map:

RO(config-cmap)#match access-group 10
Cosnaem policy-map ¢ umenem FROM-INSIDE (B npuniune, umena class-
map u policy-map Moryr coBmaath, 371cCh ClIelMaIbHO BEIOpaHBI Pa3HbIe UMEHA):
RO(config)#policy-map type inspect FROM-INSIDE
yKa3bIBaeM, Kakoi Class-map momkHa 00pabaThiBaTh MOJIMTHKA!
RO(config-pmap)#class type inspect FROM-IN
M YKAa3bIBACM HYXKHOC I[GflCTBPIG — HHCIICKTUPOBATL:

RO(config-pmap-c)#inspect



Tenepr obOpamaemcst Kk uarepdeiicam i yka3aHus, K KAKUM 30HaM OHHU
otHOcsATCA. OIHOBPEMEHHO MOXKHO HasHauuTh wuHTEep(deiicam [P-agpeca wu
BKJIFOUHTH MX, €CJIM 3TOTO HE ObLIO CIEIaHO paHbIIIe:

RO(config)#int fa0/0

RO(config-if)#ip address 192.168.1.1 255.255.255.0

RO(config-if)#no shutdown

RO(config-if)#zone-member security IN

RO(config)#int fal/0

RO(config-if)#ip address 10.10.10.1 255.255.0.0

RO(config-if)#no shutdown

RO(config-if)#zone-member security OUT

Tax xak wHTEpQEHCH MapHIpyTU3aTOpa TEmeph MPUHAIIEKAT K Pa3HBIM
30HaM, Iepeaada Tpaduka MexIy HUMU 3amnpeineHa. s pa3peiienus nepenadu
MEXIy HUMHU Tpapuka B COOTBETCTBUU C CO3/IaHHON MOJIUTUKON CO3/Ia M 30HHYIO
napy ¢ umeneM IN-TO-OUT:

RO(config)#zone-pair security IN-TO-OUT source IN destination OUT
Y TIPUMEHUM K HEHl CO3/IaHHYIO MOJUTHUKY:

RO(config-sec-zone-pair)#service-policy type inspect FROM-INSIDE

3ametum, uTo mapy st oOparHoro HampaieHuss OUT-IN bl He
co3faBajd. JTO CBSI3aHO C TEM, YTO MO YCIOBHUSAM 3aJayM J000il Tpaduk H3BHE
3allpellleH, 3a MCKIIOUEHHWEM OTBETOB Ha 3allpoChl, KOTOpbIE MOCTYHWIN U3
BHYTPEHHEW ceTu (OHM WHCHEKTUpyrTcs). [lpoBepuTh paboTOCHOCOOHOCTH
CKOH(UTYPUPOBAHHOTO MEKCETEBOTO JKpaHa JJOCTATOYHO MPOCTO — €CIH U3
BHYTPEHHEH CETH MOCHaTh JI000# 3ampoc (Hampumep, ping wim http-zampoc), To
BHYTPEHHHUII KOMIIBIOTEpP AOJKEH MOJy4uTh OTBET (pucyHok 12.2). Eciam xe
MOCJIaTh 3aIllpOC C BHEIITHETO CEPBEpa, OTBETA HE OyeT — 3ampoc OyaeT oTOpoIIeH

MapuIpyTU3aTopom (pucyHok 12.3).
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[lepeiinem Tenepb K HACTPOMKE JEMWIMTAPU30BAHHOW 30HBL. 3/€ECh
CUTyaIHsi HECKOJIbKO MHAsl — K CEpBEpaM JAEMUINTAPU3UPOBAHHON TOJDKEH OBITH
obecrieueH JOCTYIl Kak u3BHe (Hampumep, mo npotokony HTTP, eciau sto web-
cepBep), Tak W W3HyTpu (Hampumep, mo mportokory SSH wmm Telnet mus
KoH(purypupoBanus ceppepa). COOTBETCTBEHHO, B 3TOM CJly4yae HEOO0XOIUMO
co3ziaBaTh Kak MUHMUMYM JiBe nlapsl 30H — OUT-DMZ, IN-DMZ — ¢ paznuuHbIMU
noymtukamMu. Ecim ke mpeamnoaraeTcs Haauaue J0CTyna U3 AeMITATAPU30BaHHON
30HBI, HE00X0UMO co3aaBaTh napsl DMZ-OUT unu DMZ-IN.

[Ipenmonoxxum, 4To s HaIeH ceTH HEOOXOAMMO OOECTICUUTD CIIETYIOIINE
YCIIOBUSL:

1. JocTym 13 BHENIHEHN CETH K cepBepy, Haxoasmemycs B DMZ, Bo3zmoxeH
TOJBKO 110 TIpoTokosy HTTP;

2. Jloctyn W3 BHYTpeHHEH ceTH K cepBepy, Haxojsiemycs B DMZ,
Bo3MOkeH 1o mporokoiam SSH, Telnet, HTTP, u tomeko ¢ tex IP-aapecos,
KOTOPBIE OTHOCSTCS K apeCHOMY MTPOCTPAaHCTBY BHYTpeHHeH cetn 192.168.1.0/24.

[TpuBsbkem uHTepdeiic mapmpyruzaropa fal/l k co3manHOW paHee 30HE
DMZ, onnoBpemeHHO Ha3HauuM emy |P-aapec u BKIIFOUUM ero:

RO(config)#int fa0/1

RO(config-if)#ip address 192.168.2.1 255.255.255.0

RO(config-if)#no shutdown

RO(config-if)#zone-member security DMZ

OdeBuaHO, YTO I Tepenadyn Tpaduka U3 BHYTPEHHEH CETH K CepBepy
DMZ HeoOxoaumMo co31aTh HECKOJIBKO Class-map, Tak kak B KaXIOM H3 HHX
OJTHOBPEMEHHO JIOJDKHO BBITIONHATHCS KAK MUHUMYM J[Ba YCIIOBHSI:

- HWCTOYHUKOM TpaduKka SBISICTCS BHYTPCHHSSI CETh M HCIOJB3YETCS
pOTOKOJI SSH;

- HWCTOYHUKOM TpauKa SBISICTCS BHYTPEHHSS CETh W UCIOJIB3YETCS
npotokout Telnet;

- HWCTOYHUKOM TpaduKa SBISICTCS BHYTPEHHSSI CETh M HCIOJIb3YeTCsA

nporokon HTTP.



Coszmaaum class-map mist nepenaun Tpaduka U3 BHyTPEHHEH CETH K cepBEPY
DMZ no mpotokonry SSH ¢ umenem IN-DMZ-SSH:

RO(config)#class-map type inspect match-all IN-DMZ-SSH

RO(config-cmap)#match access-group 10

RO(config-cmap)#match protocol ssh

Coszmaaum class-map mist nepenaun Tpaduka U3 BHyTPEHHEH CETH K CEpBEPY
DMZ o mporoxomy Telnet c umenem IN-DMZ-TLN:

RO(config)#class-map type inspect match-all IN-DMZ-TLN

RO(config-cmap)#match access-group 10

RO(config-cmap)#match protocol telnet

Cosaamum class-map aus nepeauu Tpaduka U3 BHyTPEHHEH CETH K cepBepy
DMZ o nporokony HTTP ¢ umenem IN-DMZ-HTTP:

RO(config)#class-map type inspect match-all IN-DMZ-HTTP

RO(config-cmap)#match access-group 10

RO(config-cmap)#match protocol http

Cozmgamum policy-map ¢ umenem IN-DMZ, B koTopoii ykakeM Ha
H€O6XOI[I/IMOCTB HHCIICKTUPOBAHUA Tpa(bI/IKa, YAOBJICTBOPAIOMICTO CO3JaHHBIM
class-map:

RO(config)#policy-map type inspect IN-DMZ

RO(config-pmap)#class type inspect IN-DMZ-SSH

RO(config-pmap-c)#inspect

RO(config-pmap-c)#exit

RO(config-pmap)#class type inspect IN-DMZ-TLN

RO(config-pmap-c)#inspect

RO(config-pmap-c)#exit

RO(config-pmap)#class type inspect IN-DMZ-HTTP

RO(config-pmap-c)#inspect

RO(config-pmap-c)#exit

RO(config-pmap)#



Jist noctyna k cepsepy DMZ u3 BHelIHeW ceTr JOJDKEH MCIOJIb30BaThCs
ToJIbKO ITpoTokost HT TP, moatomy co3naaum oaus class-map ¢ umenem OUT-DMZ:

RO(config)#class-map type inspect match-any OUT-DMZ

RO(config-cmap)#match protocol http

Cosgamum  policy-map ¢ TakuM e Ha3BaHUEM U C YKa3aHUEM
WHCIIEKTUPOBATh TpauK:

RO(config)#policy-map type inspect OUT-DMZ

RO(config-pmap)#class type inspect OUT-DMZ

RO(config-pmap-c)#inspect

Ocranock co3gaTh napel 30H U MPUMEHUTh K HUM CO3JaHHBIE MOJIUTUKHU.
[Tapa IN-TO-DMZ:

RO(config)#zone-pair security IN-TO-DMZ source IN destination DMZ

RO(config-sec-zone-pair)#service-policy type inspect IN-DMZ

[Tapa 300 OUT-TO-DMZ:

RO(config)#zone-pair security OUT-TO-DMZ source OUT destination DMZ
RO(config-sec-zone-pair)#service-policy type inspect OUT-DMZ

12.5 Otuer no pabore:

JleMOHCTpanus KOppeKTHON pabOThl MEKCETEBOI0 IKpaHa
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