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ITpaktuueckoe 3anstue Nel
[TocTpoenue ropoickoil MynbTHCEpBUCHOM ceTy Ha mpuHIMnax NGN

1.1 Henp padotsl: U3yunts npunimnsl moaepausammu ['TC nms
nepeBojia €€ B roOpoJICKYI0 MYJIBTUCEPBUCHYIO ceTh ¢ TexHoJorusiMu NGN.
OcBouthk MeTOIUKY nodTanHoi moaepuuzanuu ['TC.

1.2 Tlepedyens 060pyOBaAHUS:

— KomMmnbsroTepHbIi Ki1acc.

1.3 3ananue:

— IIposectn monepuusanuto ['TC B mocnenoBaTenbHOCTH, YKa3aHHON
JUISL KXKJ0T0 BapuaHTa. PEKOMEH1yeTCsl N3BMEHHUTH PACIIOJIOKEHUE
MC B COOTBETCTBUH C UX TPYHIIUPOBKOU IO ITAIIAM.

— Pesynbrarsl MOEpHU3AMHY PEICTABUTH B CXEMAX, COCTOSLINX U3
JBYX INTOCKOCTEM: TUIOCKOCTh CUTHAIIM3ALUHU U TUIOCKOCTh
nepeaadn nHpGopManuu.

1.4 YkazaHus K MpoBEJACHHUIO paOOTHI.

OynkimoHanbHO 00001mEHHas cTpykTypa NGN npencrasisieTcst 4eTbIpbMs
MJIOCKOCTSIMU (YPOBHSIMU):

- IUIOCKOCTh yciyr (NpWiIoXeHui): e€ 3ajadya — OOEeClevyeHHE BCEro
CHEKTpa YCIYyT JOCTYITHOTO Ha CETSX CIEAYIOIIero nokojieHus. B OosbmMHCTBE
Clly4aeB I peanu3alyy YPOBHS MPUIOKEHUN BBIACISIOTCS OTIEIbHBIE CEPBEPHI
1 0a3bl JaHHBIX;

- IUIOCKOCTb YyIpaBlieHUs (CeTh CHUTHaJU3aluu), OOecneunBaromas
peanu3aluio MOJb30BATENIbCKUX 3alpPOCOB IMYTEM KOMMYTAllUM [AaKETOB B
TpaHCTIOPTHOM ceTH. Bcé€ To MHOrooOpasue yCcTponcTB, KOTOPhIE TPAHCIUPYIOT U
KOMMYTUPYIOT TpaUK NaHHBIX, MpPeoOpa3yloT HHOOpMAIUIO, 3aJ0XKEHHYIO B
MAKeThl, B CTAHIAPTHYIO TeIe(POHHYIO CUTHAIM3AIUIO U COCIMHEHHUS, COMPSTAOT
U(POBBIE CETU PA3TMYHON MPHUPOABI, TEPMUHHUPYIOT Ha ce0e pazIUUHbIC BUIbI
TpaduKa, yOpaBisieTcss U3 OJHOIO MOIIHOrO sjpa. DTO SIpO CBS3BIBAETCA C

nousituem  Softswitch.  OcuoBhast  dynkmus — Softswitch —  yIpaBJICHUE



coequHeHneM aboHeHTa A ¢ aboHeHToM b ¢ obecrieueHnem nmapamMeTpoB KauecTBa
o0CTyKUBaHUS;

- 0a3oBasi MJIOCKOCTh — TPAHCIOPTHAsl CETh MakeTHOW mnepemaun. OT
TE€XHOJIOTHI, MCHOJB3YEMBIX Ha 3TOM YPOBHE, BO MHOI'OM 3aBHCHT YpPOBEHb
paboThl BCEl CETH CIEAYIONIETO IMOKOJEHUS M KOJUYECTBO IPEIOCTaBISEMbIX
cepBUcOB. B kadecTBe TpaHcmopra MOTyT OBITh HCNOJB30BaHbl cetu ATM,
Ethernet u kakx HanbOoee mepcnekTUBHAs - TexHOIoTHs MPLS;

- IUIOCKOCTh Aa0OHEHTCKOTO JIOCTYIa, pealiu3ylollas BCe HEOOXOANMbIC
BUJBl MHTEpP(ECOB B KaxJOW KOHKpeTHOW ceTu. [lom TepMHHOM «IOCTYID»
MPEANoaraeTcs OYeHb NIMPOKOE MOHATUE OT HU(POBBIX A0OHEHTCKUX JIMHHUM 10
MOTPAaHUYHBIX IIF030B U KOHBEPTEPOB CUTHANIM3AIMK. JlocTyn B oOiieM ciydae —
3To Bc€ TO obOopynoBaHue, KoTopoe cBs3biBaeT ceTb NGN ¢ TpaguimoHHBIMU
TDM-ceTsiMu 1 jake HEOONBIIMMH JIOKAJBHBIMU CETSIMU TI€pelaud JaHHBIX.
[Tpupoaa moakIrOYeHust MOKET ObITh pa3Hoil: DSL-cucteMbl ¢ MeHOM KaOeIbHOU
napoi, cucTeMbl U(PPOBOTO KAOEIBHOTO TEJIEBUACHUS, OCCIIPOBOIHBIE CUCTEMBI
Wi-Fi u WIMAX, ontudyeckue texHonorun jgoctyna (Hampumep PON).
OObenuHsSIET UX BCEX OJHO — B KauyeCTBE KOHEYHOro HHTepdelica aOOHEHTY
npenocrasnsercs |P-monkitoueHue, 4To Ja€T BO3MOXKHOCTH HCIOJIB30BATh
WHTEJUICKTYaJbHBIN TEPMHUHAI C JOCTYIOM K OOJIBIIIOMY YHUCITY JOTMOJHUTEIHHBIX
CEPBHUCOB.

Mopepauzaruss ['TC, wu3noxxeHHas B JaHHOM paboTe, B OCHOBHOM,
ONMKCHIBAET HM3MEHEHHUs, MNPOBOAMMBIE B 0a30BOM IIJIOCKOCTH U IIJIOCKOCTH
YIPABJICHHUS.

Mopens NGN, oTpakaroriasi IpUHIIUIIBI TOCTPOCHUS CETH, MOXKET OBbITh
NpEACTaBICHa CTPYKTYypoHM, mnpuBeAeHHOW Ha pucynke 1.1. Opgna wu3
cymecTBeHHbIX ocooeHHocTet NGN - paznenenue dhyHkumii nepenaun [P-makeron
U yopaBieHus dTUM TporeccoM. Ilepemaua wuHboOpMamuu, B KOTOPOU
3aMHTEPECOBAHbI MOJIb30BATEIH, OCYLIECTBIsIeTCS KoMMyTaTopamu naketoB (KIT).
Bropas ¢ynkmus Bo3nmokeHa Ha ycTpoicTBa ympaieHus (YY), B KadecTBe

KOTOPBIX HUCITIOJB3YIOTCS PA3JIMYHBIC allllapaTHO-IIPOIpaMMHBIC CPCICTBA.
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Mesayropoisaa cerh

Pucynox 1.1. Moniens ceTH clieIyroniero moKoJIeHHUs.

Mopenb, mpeactaBieHHas Ha pucyHke 1.1, Bkimouaer B cel0s Tpu
KOMITOHEHTA: MEXIYyTOPOAHYIO ceThb W JiB€ MecTHble cetu. KommuectBo KII B
Ka)XJIOM KOMIIOHEHTE CETH OBbLJIO BEIOPAHO MPOU3BOJIBHO. DTO CIPABEIJIMBO TAKKE
B OTHOIIIGHWU YHCia Y'Y, KOTOpble HEOOXOIWMBI I OMpPEACNIEHUs OCHOBHBIX
atpuOyToB coeauHenus. [Ipenmonaraercs, 4To o0a MOJIB30BATEINSI pacIojararoT
TepMuHaIamMu JByX TuroB. Tenedonnbiii anmapar (TA), HeoOXomumblid s
nepenaun peun. llepconanbhbiii kommbiorep (I1K), obOecneunBarommii 0OMeH
JTAHHBIMU U TOJTy4€HUE BUICOUH(POPMAITUH.

Tpu crpaternu ¢gopmupoBanus NGN

Y KOMIIaHWM, PEIIMBIICH CO30aTh CETh CIECAYIOUIErO MOKOJEHHS, €CTh
pa3Hble CIOCOOBI peanu3aliii TOCTABJICHHOW 3ajadd. MOXXHO BBIJIEIUTH TpU

OCHOBHBIX HalpaBJICHUs AaJbHEHINX AeHCTBHUH (prcyHOK 1.2):
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Pucynok 1.2. Knaccuduxkarus crpareruii popmupoBarust NGN.

Ha4yaTh CTPOUTEIBCTBO HOBOW BBIJICJICHHOM CETH, PYKOBOACTBYSICH IIPUH-
[UIaMH, anpoOWpPOBAHHBIMU B Haudalie JEBSIHOCTBIX TOJOB IMPOIIOrO BeEKa
Omneparopamu, KOTOPBIX CTaJIu HA3bIBATh aJbTEPHATUBHBIMU;

MOJIEPHU3HPOBATh TenedOHHYI0 ceTh o0miero mnojs3oBanus (TDOII) B
MOJTHOM COOTBETCTBUHU cO cTaHaapramMu NGN;

co3nath NGN B pe3yibTaTe peKOHCTPYKIIMU APYTOW CETH OOIIETO IMOJb-
30BaHus (Hanpumep, KabeIbHOTO TEIECBUICHMUS).

TOOII o psay NpUUUH MPECTaBISICTCS HanboIee BEpOATHOU 0a30i s
noctpoeHnsi NGN. TeMm He MEHee OpraHU3alUiO BBIACICHHOW CETU TAKXKE CIIeIyeT
paccMaTpuBaTh KaKk OJHO M3 MPAKTUYECKW 3HAYMMBIX perieHuil. ToMy ecth aBe
npuanHbl. Bo-niepBrix, BeieneHHbIe ceTh NGN Hen30eXHO OyIyT cO3/1aBaThCs B
WHTEpecax HEKOTOPBhIX CHeUUPUYECKUX KIUEHTCKUX Tpyni. Bo-BTopsIX,
CYIIECTBYET PsiA OOMMX penieHuil (CHCTEMHOT0 XapakTepa) IS TMOCTPOCHUS
BBIJICJICHHOM W  HaJOXEHHOW cered. [loaTroMy Kk  J€BOMy  HHXKHEMY

NPsIMOYTOJILHUKY Ha PUC. 2 HalpaBjeHa MyHKTUPHAS CTPEJIKA U3 BEpXHEro OyoKa.



Tpu ocHoBHble cTpareruu ¢popmupoBanuss NGN nepednciaeHsl B HIKHEN
yactu pucynka 1.2. BeiOop onTuManbHOW CTpaTeruu MOKET OBITh CAENaH MyTeM
aHaJu3a BCEX TPEX aJbTEPHATHB.

Peanuszanus crparernu '"Hasoxennas cerp'

Cuenapuun peanuzauuu crtpareruu "HayoxeHHast ceTh'" MOXHO paccmo-
TpeTh Ha mpuMepe ['TC, mOCTpOEHHOW MO NMPUHUMUILY CBA3W KOMMYTAI[MOHHBIX
cTaHiuil "Kaxzaas ¢ kaxgo". Cetu ¢ Takoil cTpykrypoi (pucyHok 1.3) co3mansl
BO MHOTMX pOCCHHCKMX ropodax. JTo paiionupoBanHeie [TC 06e3
y3noo0pa3zoBanusl. [Ipennonaraercs, yto Ha MmectHolM ctanmu (MC) moag HomepoM
YeThlpe B 3TON ceTu pacnoioxkeHa TpaH3uTHas craHuus (TC), yepe3 KOTOpyro
OCYILECTBIISETCS JOCTYH K CETH MEXAYTOPOJHOW U MEXAYHApOIHOU TenedOoHHOU
cBs3u. B panHoit pabote abOpeBumatypa MC pacnpocTpaHsieTcsl TOJIBKO Ha

paiionnbie ATC paccmarpuBaemoit I'TC, T.e. na PATC.
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Pucynok 1.3. Crpykrypa I'TC 6e3 y3110B.

JHomyctuMm, 4To 3apaHee Oblia ornpezesieHa onTuMaibHas cTpykrypa NGN
(pucynok 1.4). Ilpeanonoxum Takxke, uTo NGN HaunHaeT (OPMHPOBATHCA C

YPOBHSI CETEU MEXIYHApPOIHOM M MEXAYTOPOIHOM CBsA3U. 1lo3TOMYy K MOMEHTY



MozaepHu3aiuu  Hamedr I'TC  BMecTo aBTOMAaTHYECKOHM — MEXAYTrOpOAHOU
teneonnoit cranuuu (AMTC) yxe ycTaHOBJIEH MarucTpajibHBIH KOMMYTaTOp
(MK). On o6ecnieunBaet Tpan3uT [P-nakeros, conepxamux HHGOPMAIIUIO JTH000T0
Buaa (peuyb, JaHHBIC, BUJEO M UX KOMOHMHAIMS), B CETIX MEXIYrOpOAHON HU

MEXKIYHApPOIHOU CBS3H.
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Pucynox 1.4. OntumansHas ctpykrypa NGN.

OTOT pUCYHOK (KaK M HECKOJBKO CIEIYIOUIMX) COCTOMT M3 JIBYX



IUIOCKOCTEN. BepxHsiss MIOCKOCTh WUIKOCTPUPYET OCHOBHBIE HM3MEHEHHS,
KaCaroUIMecsl CETH CUTHalu3aluh. B HMKHEW TJIOCKOCTH IOKa3aHa CTPYKTypa
CeTH, TI0 KOTOpoil mepenaercsa uHdpopmanus noib3oBareneit (1 NGN sto IP-
MaKeThI).
[Ipenmonaraercsi, 4TO BCE TEPMHUHAIBI MOTEHIMAJIBHBIX I0JIb30BATEICH
OynyT
BKJIIOUEHBI B MYJIbTHCEpBHUCHBIE aboHeHTckue KoHueHtpatopsl (MAK). B ceru
NGN kpome MAK u o6opynoBanus [IP-cetm HeoOXoauMm ere OAUH DJEMEHT -
MYJIBTUCEPBUCHBIN KommyTaTop noctyna (MKJ), npeacrapnstomuii coboi
Softswitch kmacca 5. DToT Kjgacc COOTBETCTBYET KOMMYTAIIMOHHOMY 000-
pPYIOBaHHIO, KOTOpPO€ (YHKIIMOHUPYET Ha YpPOBHE MECTHBIX cTaHuui. Jls
curHamm3anuu Ha yyactkax MAK - MK/, mexxny MK/, a Takxe mexay MK/ u
Softswitch kmacca 4 (xotopwiii yctanaBnuBaercs Ha MK) mnpenmnonaraercs
UCIOJb30BaHue MpoTokoyIoB SIP wim SIP-T, HO BO3MOXHBI M JIpyTrU€ pPELICHUs,
€CJIM OHU COOTBETCTBYIOT MEXIYHAPOAHBIM CTaHapTaM.
Coznanne NGN, cTpykTypa KOTOpO#l mMoka3aHa Ha pucyHke 1.4, Moxer
OBITh BBIMOJHEHO pa3MyHbIMU criocobamu. C MNpakTUYECKOW TOYKH 3pEHUs
CJIeIyeT BBIIETUTH Tpu cuieHapusi hopmupoBanust NGN:
1) kaxaas MC mocne perieHus 0 HEOOXOAMMOCTH €€ 3aMEHBI
obopynoBanueM NGN  OJHOMOMEHTHO BBIBOJUTCS U3
AKCIUTyaTaluu;
2) Bce MC ocTaroTcsi B KOMMEPUYECKOW IKCIUTyaTalliu, a PAIOM C
KOKJIOM M3 HUX ycTaHaBiuBaeTcs oOopynoBanue NGN, B
KOTOpOE TMEePEKIIoYaloTcsi a0OHEHTHI, 3aMHTEPECOBAHHBIC B
obciry:xuBanuu Buja "Triple-play services";
3) KOMOMHUPOBAHHOE PpEIICHWE, OCHOBAHHOE HAa COYETAHUU

IIEPBOI0 U BTOPOTO CHCHAPHUCB.

Cuenapmii 1

IepBrblii 3TaN



Ha pucynxke 1.5 nmokaszan HavdanbHbli 3Tan moAepHuzauuu ['TC 6e3 y310B
JUISl CIIEHapHs, KOTOPBI OCHOBAaH Ha OJAHOMOMEHTHOM 3ameHe Kaxjaou MC. B
naHHoMm npumepe 3ameHe nomiexatr PATC MC3 u MC4. B rpanunax IP-cetu
n300pakeH TpancnopTHeIi 03 MG (Media Gateway), KOTOpbIii oOecrieunBaeT
B3aumozeiicteue MAK co Bcemun MC, HCIONB3YIOIIUMHU TEXHOJIOTHIO '"KOMMY-
tauua kaHanoB". Jlnga ananuza ¢yskuuid MKJ[ HeoOxomumo oOpaTHThCS K
BepxHeil miuockoctu puc. 5. llectp MC, He3aBUCUMO OT TUIA HCIOJIb3yEMOIO
000pyZI0BaHUSI KOMMYTAIMU, MOTYT PACCMaTPUBATHCA KaK MYHKThI CUTHATU3ALUN
- SP (Signaling Point). Takass TpakToBka mnpemroxeHa MCO mpu pa3paboTke
cnenudukaui s oomMeHa umH@opmaiuel 1o o0IeMy KaHaly CUTHaIW3aIlUuu
(OKC). Homepa SP u MC coBnagaror. [[ns HyMepalwu MyHKTa CUTHAJIW3AIUU,

pacnionoxkernHoro Ha TC, Beinenena uudpa "O".
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Pucynok 1.5. Ilepssiii atan moaepuusaruu I'TC 6e3 y3noB. Cuenapuii 1.

B ropone waumnaer QopmmpoBathcs ceth [P, mommeprkuBaromias
nokazarenu kadectBa oOciyxkuBanus (Quality of Service, QoS), koropsie
onpenenensl i NGN. Ilepedyenb Takux TOKa3aTesied yCTaHABIMBAET
Anmunuctpauusi cBsizu. OCHOBaHHWEM JJisi HOPMHUPOBAHUS JTUX ITOKa3aTesen
MOXET CIIyKUTb, HanpuMmep, pekomeraanuss MCD Y.1541. Ha nauanbHOM 3Tane
cozganusi NGN B cetu IP Mo)keT Hcronb30BaThCsd BCEro OJUH KOMMyTaTop. B
paccMaTpuBaeMOM TpUMeEpe ueTbipe KoHIleHTpatopa MAK obecneunBaroT
obcimyxuBaHue BceX aOOHEHTOB, paHee BKIFOYeHHBIX B MC3 1 MC4.

Crnenyer mOaYEepKHYTh, UTO JJIsI B3aUMOJEUCTBHUS C aHaioroBbiMu MC



HeoOxoauMm 103 curHanmmszammu SG (Signalling Gateway). [leno B Tom, yTO
KoMMyTaTopbl Softswitch He mnomnepKuUBalOT MpoIlecChl OOMEHa CHUTHATaMU
YOPaBJIEHUS W B3aUMOJICUCTBUSA, KOTOPBIE HCIOJIB3YIOTCS B OTE€YECTBEHHBIX
aHAJIOrOBBIX KOMMYTALIMOHHBIX cTaHuusAx. [Ipeanomaraercs, yto Tospko MCI1
MOCTPOEHA Ha AaHaJIOTOBOM KOMMYTAllMOHHOM  oOopynoBanuu. Cucrema
CUTHAJIM3AINK, IPUHATAs )11 poccuiickux aHanoroBbix MC, Ha3zBaHa 31ech R2-R
(umu R1,5). Takoe o6o3HaueHne pacmndpoBbIBACTCA KaK POCCUNCKAs BEPCHS CU-
cTeMbl curHanuzanuu R2, npunstoin MCD.

Bropoii 3Tan

Ha pucynke 1.6 moka3zaH oiMH K3 BO3MOXXHBIX BapHUaHTOB JaJIbHEHIIETO
noctpoeruss NGN. On paccMmarpuBaeTcsi Kak BTopol stan MmoaepHuzaiuu ['TC u
OCHOBaH Ha 3aMeHe ABYX KOMMyTanuoHHbIX ctanuui: MCl n MC2. OnHoBpe-
MeHHas 3aMmeHa AByX MC - OJIMH U3 BO3MOXHBIX BapUAaHTOB Pa3BUTHUS T'OPOJCKON
MH(POKOMMYHUKAIIUOHHOW CHCTEMbI B COOTBETCTBUU C BBIOPAHHBIM CLIEHAPUEM.
Pemenns Takoro poga MHTEPECHBI C TOYKH 3PEHHS MUHUMM3ALHUM 3aTpaT Ha CETh
noctyna. OTHpaBHOW TOYKOM Ui BBIOOpA PAllMOHAIBHOTO PELIEHUS CIYKUT
BAPUAHT, IPEYCMOTPEHHBIN TporpaMmon moaepHusanuu ['TC.

YcranoBka MKJ[1 mnoapazymeBaeT pEeKOHCTPYKLHMIO CETH JOCTyIa, B
KoTopoit  mosiBisitorcs  eme  Tpu  MAK.  Mexny aOoHeHTamMu  ceMu
skcruryatupyeMbix MAK uHbopmanius Bcex TUTIOB rniepenaercs B Bujae [P-nmakeros.
VYopasnsror Bcemu coenuHeHusmu  aBa MKl Ilepexom k  TexHOJOruH
"KoMMyTaIus KaHaJloB" HEOOXOJUM TOJBKO JUIi COCAUMHEHHM, KOTOpbIE
YCTaHAaBJIMBAIOTCS ¢ TEPMUHAJIAMH, BKIIFOUeHHbIMU B MC5 nin B MC6.

PagukanbHble M13MEHEHUSI CBOWICTBEHHBI CETU CUTHAIW3aUMU. TOJBKO s
MCS5 u MC6 uCnosb3yrOTCsSI CUCTEMBI CUTHAIM3allMM, PEaJu30BaHHBIE I Te-
nedonHOM cBs3u. Bee octanbhbie aneMenTsl Topoackoit cetn (MAK u MK]I) yxe
B3aMMOJICUCTBYIOT MEXy COOOHM MO €IWHON CUCTEME CUTHAIIM3AINH, MPUHATON

1t NGN.
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Pucynox 1.6. Bropoii stan monepuuzanuu I ' TC 6e3 y3noB. Cuenapuii 1.

Tperuii 3Tan

CtpykTypa ceTd CTaHOBUTCS Bce Oosiee moxoxked Ha cTpyKTypy NGN,
dbopMHpoBaHUE KOTOPOM 3aBepllaeTcss Ha TPEThEM - 3AKIIOUUTEIBLHOM - JTalle.
OtoT 3Tan (pucyHok 1.7) MPUBOAMWT K CO3MAHHUIO CETH CO CTPYKTYpOM, KOTOpas
ObuTa BIOpaHa B KaueCTBE ONTHUMAJIBHOTO pelieHus (cM. pucyHok 1.4). Bapuantsl

Mosepan3anmu ['TC B COOTBETCTBUM € pacCMaTpUBaAE€MbIM CLEHAPUEM MOTYT



pa3nuyuaThCs TEMIAMH 3aMEHbl SKCILTyaTHPYEMOTo OOOpYyIOBAaHHUS KOMMYTAIIUH,
gyucinenHoctbio MK/l u MAK B IP-cetn, a Takxke npyrumu atpuOyTramu, He

BJIMATOIIMMHA Ha IIPUHIOMUIIBI IIO3TAITHOT'O CO3JaHUA NGN.
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CrpyKTypa sommyTupyestoll ceny

Pucynok 1.7. Tperuii atan moaepuuzauuu I'TC 6e3 y3noB. Cuenapuii I.

Cnenyer yHNOMsSHYTH e€lie OAHY MpoOseMy - BBIOOpP TEXHOJOTHH,
HEOOXOJMMBIX JJIsl MOoNJepkKu mokaszatenert QoS. Drta 3amgaya Tpelyer
JOTIOJIHUTENBHOrO uccnenoBanus. Crienyer, mnpaBaa, OTMETUTh, YTO 3aTpaThl
Omneparopa Ha co3nanue cetu [P ¢ mogaepxkoi QOS CyIIECTBEHHO MEHBIIE TEX
WHBECTHUIIMNA, KOTOpbIE MOTpPeOYyrOTCA M 3aMmeHbl Bcex MC u peanuzaiuu

COBPEMEHHOU CETH IOCTYIA.

Cuenapmii 2



Bropoit cuenapuii MOXeT OBITh MPEACTABIEH C MOMOINBIO MOJETH,
noka3aHHoW Ha pucyHke 1.8. OH He COIEpKUT BEPXHIOK IJIOCKOCTh, TaK Kak
OPUHIUMIBL TTOCTPOEHUS CHUCTEMbl CUTHAJIM3AIMU HE H3MEHSIOTCA. Pesynbrar
pean3alyy 3TOTO CIEHAapHUs MOXKHO pacCMaTpUBaTh KaK ONEPAaTUBHOE CO3JAHUE
"HaJOKEHHOM ceTU", TOJIb30BaTeNIIM KOTOPOM JOCTYNHBI BCE BHJBI OOCITYXH-
BaHMs, BXojse B Habop "Triple-play services". UuciaeHHOCTh TakHUX IOJIB30-
BaTeJel OrpaHUYeHa: OHA OMpPEEISIETCs] YPOBHEM IIATEKECTIOCOOHOTO CIIpoca Ha

obcnyxuBanue Buaa "Triple-play services".

MC3

NG NeS 00 e

BN MAKS oMK MAKS

R AMTC

Pucynok 1.8. Bropoii cuenapuit monepuuzauuu I'TC 6e3 y3710B.

CyliecTBeHHOE OTAMYKE OT mepBoro cueHapus cosganuss NGN cocrout B
TOM, YTO TMapaienbHo QopMmupyercss "Bropass" ceTb. ITO 00CTOATENbCTBO
noA4YepKuBaeT 3HaK "+" Ha pucyHke 1.8, pacnonoKeHHbI O/ CTPEIKOM, KOTopas
pazaenster 3tanel pa3Butus ['TC. OueBHAHO, YTO CETh CUTHAIM3ALMHU JOJDKHA
OBITh CO3/1aHa Cpa3y U MOUTH B oJHOM oO0beMe. Mexny kaxnoit MC u tem MAK,
KOTOPBIM YCTAHOBJICEH PSJOM C HEW, JOJKHBI ObITh OpraHu30BaHbl TPakThl El.
daktnueckn Kaxasii MAK cTaHOBUTCS BBIHOCHBIM MoOAyJieM oaHoul u3z MC,

KoTopas obecnieunBaeT emy Boixon B ['TC.



Cuenapuii 3

Tpetuit  cueHapuii peanusanuu  crpareruu  "HanoxeHHas  ceTp"
MPEACTaBIACT COOOM couyeTaHue ABYX PEUICHHM, KOTOpbIe ObUIM PACCMOTPEHBI
BhIme. JIro6oi u3 Tpex crueHapueB obOecrieunBaeT GpopmupoBanre NGN, koTopas
JIOJDKHA ~ COOTBETCTBOBaTh BCEM  IIOKA3aTeNsiM  KadyecTBa  OOCIy>KMBaHUS
MYJIbTUCEPBUCHOTO TpaduKa.

Bri6op pe3ynbTHUpyIOIIEH CTPYKTYpbl CETH — TPEIMET OTACIHLHOTO
pelieHus, He BIMSIONMN Ha M3J0KEeHHYI0 MeToauky. IIpenmonaraercs, 4to Bce
MK/, umenyembie B NGN kak softswitch xmacca 5, MOKHBI OBITH CBSI3aHBI
MKy coOol Jyisi oOecrieueHusl BHICOKOM HaIEKHOCTH CUCTEMbI CUTHAIM3ALNK B
cett NGN. Kpome Toro, mpemycmaTpuBaeTcsi OpraHu3aius ABYX HE3aBHCHUMbBIX
HampaBJICHU i oOmeHa wuHpopmaluei ¢ o00pyJAOBaHUEM MEXIYTOPOIHON
craniun (AMTC), umenyemoii B NGN kak softswitch kmacca 4, kotopast ckopee
BCcero OyJeT pacmojaratbCsi B IIEHTpe cyObekTa (enepanuu. Bbixon K 3TOoMy
softswitch momxen ocymecTBisaThess depe3 pasabie MKJI. Takke B mHTepecax
HaZ&KHOCTH pekoMenayercs kaxapli MAK noxakmodars k cetu IP mo 2-m
HE3aBUCUMBIM ITyTSIM.

Briie omnmcana mponeaypa MojaepHuszanuu wmectuysnoBod  I'TC,
npoBenénHor B Tpu srana: MC3 u MC4 (1-i sram), MC1 u MC2 (2-i1 stan) u
MCS5 u MC6 (3-# aTan).

[Ipy BBIMOJHEHUU TMPAKTUYECKOTO 3aJaHUST HEOOXOJAMMO TMPOBECTH
MozaepHuzanuio Toil ke camor I'TC, HO B mOCIen0BaTENBbHOCTH, YKAa3aHHOM IS
Kaxjoro Bapuanta B tadnuie 1.1. Pekomenayercs uaMeHuTh pacnosoxkenrne MC
B COOTBETCTBMM C WX TPYNmUpoBKOM mo Hdrtamam. Cxemy cBszeil Takas
NIepecTaHOBKa HE MEHSET, Tak kak Bce MC coeInHEeHbl MEXIy COOOW 1o cXeme
«KQXIBIA C KaXKIbIM.

PesynbraThl MonepHU3aUM TPEACTABUTh B CXEMaX, COCTOSIIUX U3 JBYX
IJIOCKOCTEH: TIOCKOCTh CHUTHAIM3AIMHU W IUIOCKOCTh Tepeaavyn WHGOopMaIium, 1o
aHAJIOTUU C TIPUBEJAEHHBIM BBINIC MPUMEPOM. MyJIbTUCEPBUCHBIE aOOHEHTCKHE

koHLeHTpaTopsl (MAK) pacnosioxXuTh M0 CETH MPOU3BOJIBHO ¢ OOLIUM UX YUCIOM



He MmeHee 12. Ynucito MKJI nomkHO OBITH HE MEeHEE 3.

Tabmuua 1.1. BapuanTel MoaepHU3alun

Howmep Howmepa 3ameHnsieMbIX CTaHIIHM
BapUaHTa 1-# sran 2-1 7Tan 3-ii aTan

1 1 2,3 4,5,6
2 1,2 3,4,5 6
3 2,3 1 4,5,6
4 45,6 2,3 1
3) 1 4,5,6 2,3
6 6 1,2 3,4,5
7 3,4 6 1,25
8 2,5 6 1,34
9 2 1,3 45,6
10 4,5 2 1,3,6
11 1,35 2 4,6
12 3,6 1,45 2
13 3 2,4 1,56
14 2,5 3 1,4,6
15 1,6 2,45 3
16 4,5 1,2,6 3
17 4 2,5 1,3,6
18 1,3,5 2,6 4
19 3,5,6 4 1,2
20 5,6 1,2,3 4
21 5 1,3 2,4,6
22 4,6 3) 1,2,3
23 2,34 1,6 3)
24 1,4 2,3,6 5




1.5 Otuer no pabore:

— Pesynbrarsl pacyera MyJIbTUCEPBUCHBIX IIOTOKOB B BETBSX CETH.
— (CxeMbl MOJEPHU3UPOBAHHOM CETH Ha KAXKJIOM U3 ITAIOB.

— Cxewmnl ceTn CHUTHAJIM3alluH.



[TpakTueckoe 3ansitue No2
KondurypupoBanue ctaTuueckoil MapuipyTU3aiuu
2.1 Lenb pabotsl: [IpyBUTHE HABBIKOB KOH(DUTYpUPOBAHUS CTATUYECKOMN
MapIIPyTU3AIUN B CETAX CBSA3M CIICTYIOIETO TOKOJICHHUSI
2.2 Ilepeuenb 000py0BaHUS:
— Crenpn « HGOKOMMYHUKAIIMOHHBIE CETH;
— Pab6ouwne crannuu nox ynpasieanem OC Linux.
2.3 3aganue:
— TlpousBecTu ¢puznuecKre COCTUHESHUS ISl TOCTPOCHHUS 3aJaHHOM
TOTIOJIOTHH;
— CkoH(purypupoBath CTATUYECKYIO0 MAPIIPYTU3ALIUIO Ta
mapmipytusarope Cisco;
— CkoH(puryprpoBaTh CTATHICCKYIO MAPIIPYTHU3AIAIO HA
MIPOTPAMMHBIX MapIIPyTH3ATOPAX;
— TlpousBecT NpoBEpPKY CBA3ZHOCTU CETU C UCIIOJIB30BAHUEM YTUIIUT
ping u traceroute.
2.4 Yxa3aHus K IpOBEJCHUIO pabOTHI.

Jns mapmpytuzanuu B OC Linux ucnonb3yercst yrunura route. lannas
YTHJIUTa MOXET HMCIOJB30BaThCs KakK JJIi IPOCMOTpPA, TaK M JJIsi MoAU(UKaIAU
TAOJIMI] MapIIpyTH3alMK. biaromaps mporokoiaM yaaieHHoro goctyma Telnet u
SSH ytunura route moxxeT ObITh HCIIOJIB30BAHA JIJIS1 JUCTAHIIMOHHOTO YIPABICHUS
MpoLelypaMi MapIIpyTHU3aIlMK Ha CEpBEPaX W MPOrPAMMHBIX MapIIPyTH3ATOPAX,
Ha KOoTopbIX ycTaHosieHa OC Linux.

Komanna route umeer crnemnyromiuii opmar

route [omepanusi] [Tun] aapecar gw [maro3] [Merpuka] [uarepdeiic]
[Ipu wucronp3oBaHMKM KOMaHABI FOute Oe3 apryMeHTOB M TMapaMeTpOB

O0TOOpaXKkaeTcs COACPKUMOE TaOIUIBI MapIIPYTU3AINH, PUCYHOK 2.1.



sssk@sssk-VirtualBox:~$ route
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface

default 10.0.2.2 0.0.0.0 UG 1024 © 0 eth@
255.255.255.6 U 0 0 0 eth@
255.255.0.0 U 1000 © 0 eth@

Pucynok 2.1 — Tabnuiia mapmpyTu3auu

[Tapamerp omepammsi HMCHOJB3YyeTCA A JOOABICHUS WM YJOaJICHUS
CTaTUYEeCKOTO MapIIpyTa, COOTBETCTBEHHO, MOXKET MPUHHMATh 3HadeHue add
(mo6aButh) wim del (ymanurs).

[TapameTp THH oOmpeAensieT, SBIAETCS JHU ONHCHIBAEMBIA MAapLIPYT
MapmpyToMm K ceT (-net) wim k otaenbHoi MmammHe (-host). JlanHBI mapameTp
1[EJIeCO00Pa3HO UCIOIB30BaTh MPU OECKIACCOBOM MapIHIPYyTHU3ALMH, YTOOBI SAPO
OC Morno HagexHO OTAEIUTH aApec CETU OT aapeca y3na. Hampumep, ampec
128.138.243.0 ¢ mackou 255.255.255.0 sBisieTcs aapecoM CETH, a He y37a,
HECMOTpS Ha TO, YTO OH OTHOcHUTCS K kiaccy B. IlostomMy ecnu He ykas3aTh
napameTp -Net, yruiaura route BocnpuMeT 3TOT aapec Kak aJpec KOHEYHOro y3ia
(cetn 128.134, y3en 243.0).

[TapameTp aapecaTr COIEpKUT aapec CeTH WM y3ia wiu 3amuck default,
€CJIM KOHPUTYPUPYETCS MAPIIPYT 110 YMOTYAHUIO.

[Tapamerp WLIKO3  OmpeAeNseT agpec  CIEAYIOIIEr0  YCTpOMCTBa
(MapuIpyTH3aTopa), KOTOpOMY JOJIKHBI MepeAaBaThCs NaKeThl, COOTBETCTBYIOIINE
JTAHHOMY MapuipyTy.

HeoOs3atenpHblii  mapamMeTp MeTPUKA 3a7aeT MPENSIbHOE  YHCIIO
TPaH3UTHBIX MEPEXOI0B HA MYTH K ajpecary.

JIns ynaneHus: MapuipyTa yauie BCero UCIoyib3yl0T KOMaH Ty

route del aapec

JIns mpumepa co3aaaum cTaTudeckuil MmapupytT k cety 219.15.0.0, myTh K

KOTOPOMY JOJDKEH MPOXOAHWTh uepe3 uuio3 ¢ aapecom 10.0.2.1, mocne dyero

BBIBEIEM Ha DKpaH TaOJIMIly ¢ BHOBb CO3JaHHBIM MapIIPyTOM, PUCYHOK 2.2.



sssk@sssk-VirtualBox:~5$ sudo route add -net 219.15.0.0/16 gw 10.0.2.1
sssk@sssk-virtualBox:~$ route

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
default 18.6.2.2 0.0.0.0 UG 1024 0 etho

10.0.2.0 i 255.255.255.0 U 0 ethe
link-local x 255.255.0.0 U 1000 etho

219.15.0.0 10.0.2.1 255.255.0.0 UG 0 etho
sssk@sssk-VirtualBox:~$ ||

Pucynok 2.2 — JIoGaBiieHre HOBOTO MapIipyTa

CeteBble ycTpoiicTBa (KOMMYTaTOpbl M Mapuipytuzaropel) CiSCO moryr
HaXOJUTHCS B OJHOM M3 PEKHUMOB, TIPEICTABIICHHBIX B TaOmuIe 2.1.

Tabnuna 2.1 — PexxuMbl KOHPUTYpUPOBAHUS

Ha3zBanue pexxuma [Mpurnamnienne Omnucanue

(Prompt)
User EXEC Mode Switch> [Tob30BaTEIBCKUI PEKUM
Privileged EXEC Mode|Switch # [TpuBMIIETNPOBAHHBINA PEKUM
Global Configuration|Switch (config)# Pexxum rJ100aJIBHOTO
Mode KOH(QUTYPUPOBAHUS

B tabmume 2.1 B mepBoM cTonOIe MPEACTABICHBI HAa3BaHUS PEKUMOB, BO
BTOPOM — MpUIJIAlIeHHe, OTOOpakaeMoe B KOMAHJHOW CTpOKE, B TPEThEM —
OIHMCAHMUE.

[Tons3oBaTenbCkuil pexkuMm (user mode) HCMONB3YyeTCsl g MPOCMOTpa
COCTOSIHHS YCTPOMCTBA, a TaKKe JUI1 NEPEX0Ja B NPHUBUIETUPOBAHHBIM PEXUM
(privileged mode). Hukakux m3MeHeHuii B KOH(pUrypanMoHHOM (ailie, B TOM
YuClIe yNaJe€HUE M COXpaHEHUE TEeKyllel KOHQUrypaiuu, B MOJIb30BATEIbCKOM
pEeXUME IPOU3BOAUTHCS HE MOXKET. B 3TOM pexrMe HOCTYIHBI TOJIBKO HEKOTOPbIE
KOMaH/IbI Bepudukamuu ShOW, T. €. KOMaH bl IPOCMOTPA COCTOSHUS YCTPOMCTBA.

Jlis mepexola B TNPUBUIETUPOBAHHBIN PEXUM HEOOXOIUMO BBIMOTHUTH

KOMaHJy




enable

Crnenayer oTMETHTh, 4TO 00opymoBanue CISCO OMyCKaeT COKPAICHHBIN
BBOJI KOMaH]I, €CIIHi HEBO3MOXKHO €€ JIBOSKOE TOJIKOBaHHe. Hampumep, BMecTO
enable moxxHO HaOpaTh €N, 1 3Ta KOMaHa Oy/eT MOHITHA KOMMYTaTOPY, TaK KaK
HHKaKas pyras KOMaH/la He HAUMHACTCS C COYCTAHUSI CHMBOJIOB €N.

Breimonnenue K&)K,Z[Oﬁ KOMaHJbl HAYMUMHACTCA IIOCJIC HaXXaTHus KIaBUIIH

Enter. J{ist oBTOpa paHee BBEACHHBIX KOMAH/] MOYKHO HCIIONB30BATh KIABUIIY | .

B npuBHICTUPOBAHHOM pPEXHMME JOCTYITHBI BCEe KOMaHAbI SNOW, BO3MOXKHO
yIajieHne KOH(PUTYpaAIud U COXpaHEHHE KOH(UTYypalMoOHHOTO (aiiia B maMsaTh
NVRAM. Bo3sBpart B 10Jib30BaTeILCKUN PEIKUM MTPOU3BOANTCS KomaHtoi disable
Wi exit:

Router#exit

Komanga exit mo3BossieT BepHYThCsl Ha OJMH yYpOBEHb BBepx. Hampumep,
1oclie BBITIOJHEHHWS KOMaHAbI B PEXHUME TJI00aIbHOTO KOH(QUTYPHUPOBAHUS
KOMMYTATOp TEPEXOAUT B NMPUBHIECTUPOBAHHBIA pexkuM. Eciam HeoOxoaumo u3
JH000Tr0 COCTOSIHMSI YCTPOMCTBAa BBIMTH Cpa3y B IMOJb30BATEIbCKHA PEKUM,
ucrosb3yercst komouHarms kinasum CTRL-Z.

B rnobaneHOM pexkuMe NMpOU3BOAATCS W3MEHEHHs, KOTOpbIE 3aTparvBaroT
KOMMYTATOp B LIEJIOM, MO3TOMY 3TOT peXHUM M HaszbiBaeTcs global configuration
mode. Hanpumep, B HEM MOXXHO YCTaHaBJIMBATh MMS KOMMYTAaTopa KOMaHIOU
hostname. Mms kommyTaTtopa He WMEET 3HAYCHUS B CETH, OHO YAOOHO MpH
KoH(purypupoanuu. [Ipumep:

Router(config)#hostname Router_A

Router_A(config)#

W3menenue u co3ganue KoHpurypanuu mapuipyruszaropa Cisco BO3MOXKHO
B peXUME II0OATBHOr0 KOH(UTYPUPOBAaHUS, BXOJ B KOTOPBIN pealn3yeTcs U3
npHUBHIIETHpOBaHHOrO Mo komanae configure terminal (cokpamenno — conf t),
KOTOpasi BBOJUT YCTPOMCTBO B TIJIOOAQJbHBIM pPEXHUM M TMO3BOJIAET H3MEHSTh
TeKyiy kKoHdurypamuio (running-config). [Ipu sTom npuriamieHve uU3MeEHSET

By Ha Router(config)#:



Router>en

Router#conf t

B oTnmdne oT KOMMyTaTOpPOB, MapIIPyTHU3aTOPHI AJISI CBOETO MPAaBHIBLHOTO
GYHKIIMOHUPOBAHUS  JIOJDKHBI  OBITh  MPABWJIBHO CKOHGUTYpupoBaHbl. Kak
MUHUMYM, HEOOXOIMMO HHTepdeiicaMm MapIIpyTH3aTopa MPUCBOUTH ajnpeca. Eciu
azipeca Ha3HAYAIOTCS aIMUHUCTPATOPOM M KOH(PHUTYPUPYIOTCS aIMUHUCTPATOPOM
BPYUHYIO, TaKue€ ajpeca Ha3bIBaIOTCSA cratndeckumu. Cratmueckuwe ajpeca
Ha3HAYaroTCs B pekuMe KoHpurypupoBanus natepdeiica. [y mepexoma B pexum
KoH(urypupoBanus wHTepdeiica U3 pexuMa TI0O0ATEHOTO KOH(PUTYPUPOBAHUS
ucrnojip3yercss komanma interface <womep>. Jlns HasHaueHHS ~ aapeca
UCToNb3yeTcsl kKomaHza Ip address <aapec> <macka>. Hampumep, s
HasHaueHus uHTepdericy FastEthernet 0/0 IP-agpeca 192.168.1.1 ¢ mackoii 24, a
unrepdeiicy FastEthernet 0/1 IP-ampeca 10.10.10.1 ¢ mackoit 8 HeoOXoaUMo
BBITIOJIHUTD CIEAYIOIINE KOMaH/IbI:

Router(config)#interface fa 0/0

Router(config-if)#ip address 192.168.1.1 255.255.255.0

Router(config-if)#no shutdown

Router(config-if)#exit

Router(config)#interface fa 0/1

Router(config-if)#ip address 10.10.10.1 255.0.0.0

Router(config-if)#no shutdown

[To ymomuanuio wuHTepdeiicel Mapmpyru3aropoB CIiSCO HaxomsTcs B
OTKJTFOYCHHOM COCTOSIHUM, IIOATOMY TIIepe]] HCIIOh30BAaHUEM KX HEOO0XO0IUMO
BKJIFOUXTH KOMaH0i No shutdown.

Jlyis mpocMoTpa TaOJIMIbI MapIIPYTHU3AMKH UCIIOIB3YyeTCsl KoMaHaa Show

ip route. IlpumMep MCMOJIB30BAHUS JAHHOW KOMaH/IbI WUTIOCTPUPYETCS PUCYHKOM

2.3.



Bouterfshow ip route
Codes: C - comnected, & - static, I - IGEP, B - RIP, M - wobile, B - EGP
L - EIGREP, E¥ - EIGRP external, 0 - 0O5PF, IA - O5PF inter area
N1 - 0S5PF NSERL external type 1, N2 - OS5PF NESL external type 2
El - O5PF axternal type 1, EZ - 05PF external type £, E - EGP
i - I5-I&%, L1 - I&-I5 lewel-l, LZ - IS-I& lewel-Z, ia - IS-I5 inter area
* - candidate default, U - per-user static route, o - 0DEB
P - periodic dowmloaded static route

Fateway of last resort iz 210.16.E5Z.101 to network 0.0.0.0

197 168 1.0/27 is subnetted, 3 subnets
C 157.168.1.32 is directly connected, FastEthernetl/0
C 19Z2.168.1.64 is directly connected, FastEthernete/0
C 192.168.1.%6 is directly connected, FastEthernet7/0
C 210,16 5Z2.0/%4 is directly comnected, FastEthernet0/0
& 0.0.0.0/0 [1/0] wia 210.16.52.101
Bouterf

Pucynok 2.3 — [IpocMOTp TabIUIBI MapIIpyTU3ALUN

N3 pucynka 3.1 ciexyer, 4To K MapumpyTU3aTOPy HEMOCPEACTBEHHO
noakiroueHsl nojacetu 192.168.1.32/27, 192.168.1.64/27, 192.168.1.96/27 u cetb
210.16.52.0/24 (ormeuensr cumBoimom C — Connected). Kpome storo, mmeercs
OJIMH CTATHYECKUI MapIIpyT IO YMOJTYaHUIO (OTMEUeH cuMBoJioM S — Static).

JIiist KoHDUTYpUPOBAHUS CTATHUECKUX MapIIPyTOB MCHOJIb3YeTCS KOMaHa
ip route <ceTb Ha3Ha4YeHHUsI> <Macka> <next hop>.

JIns  BBIMOJHEHUSI TPAKTUUECKUX 3aJaHUui 10 KOH(MUTYPUPOBAHUIO
MH()OKOMMYHUKAIIHOHHOMN CeTH HE00X0IUMO UCII0JIB30BAaTh CTEH/
«MapoxommyHnKaunoHHeie cetnw» (ayn. 221). B cocrtaB cTeHaa BXOIAT TpH
MapHipyTu3aTopa (ABa MPOrpaMMHBIX M OJHMH allapaTHBIN), COCTABISIONIUE SAPO
CeTH, TPU KOMMYTAaTOpa U MPOU3BOJIBHOE KoiudecTBo paboumx craniuii (PC),
cocTaBisitonie cetb jaocrtyna. CoeMHEHHE CETEBbIX YCTPOMCTB MEXIy COO0Oii
MIPOU3BOJIMTCS C HCIOJIh30BaHWEM Kalensi «BuTas mapa» ¢ pasbemamu RJ-45.
CxeMa, KOTOpYIO HEOOXOAUMO coOpaTh, C YKa3aHHEM aJ[pECOB CETEBBIX

uHTEp(EeNCcoB NpeICTaBlieHa Ha pUCYHKe 2.4,
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Pucynok 2.4 — Cxema nHGOKOMMYHUKAIIMOHHON CETH

[TporpaMMmHBIC MapIIpyTH3aTOpPbl 0003HAauYeHBI Ha cxeme Soft-core u
MPECTABIIIOT COOOM CIeNUaTu3upOBaHHbBIC cepBephl Toa ympabieHuem OC
Linux ¢ ycraHoBIeHHBIM TakeToM MapmpyTu3anuu Quagga. Cucrema KOMaH[
Quagga B TeopeTHUECKOM YacTH MOCOOUS HE pacCMaTpUBajiach, Tak Kak OHA OYCHb
Onmu3ka K paccMOTpeHHOM Bbimie cuctemMe komanya Cisco 10S. Opnako B
JIajgpHeHIe padore He0OX0AUMMO MMETh B BHAY, uro Quagga He mojaaepKuBacT
COKpAIllEHHbI HAa0Op KOMaH/I.

AnmnapaTHBIF MapIIpyTU3aTOp NPEACTaBIseT coboi ycrpoiictBo Cisco
1800, xoH(uUTypupoBaHHE KOTOPOTO HE OTIUYACTCS KAKUMH TO HHU OBLIO
OCOOCHHOCTSIMU.

YpoBeHb NOCTyNa MPENCTaBICH OJHUM HEYMPAaBISEMbIM KOMMYTaTOPOM
YpOBHSI 2, OJHUM YIPaBIIEMBIM KOMMYTaTOpOM YPOBHS 2 U OJHUM

KOMMYTATOpOM ypoBHs 3. B KoMMyTaTOphI BKITIOYAETCS OKOHEYHOE 000PYI0BaHNE



NOJIb30BaTeNs, B KauecTBe KOTOphix BhicTynatoT PC mox ynpasnenuem OC Linux
(Ubuntu).

ITocne cOOpku cXeMbl CeTH HEOOXOAUMO YOSIUTHCS B TOM, YTO pabOYUM
cranuusim (PC-2, 3, 4) mpHCBOEHbI MHHHMAJbHBIE HACTPOWKH, K KOTOPBIM
oTHocsTCs |P-agpeca, Macku OJCETH, a TAK)KE 3HAYEHUS 1IIJIF030B [0 YMOJIYaHHUIO.
Ecnu HacTpoiiku paboumx CTaHUUN OTJIMYAIOTCS OT T€X, KOTOpble 0003HAUYEHbI Ha
pucynke 1.4, HeoOXOAMMO MPOU3BECTH KOPPEKTUPOBKY B COOTBETCTBUU C
METOJIMKOW, U3JI0KEHHOU BBILIIE.

Hainee HEOO0XO0 MO IPOU3BECTU MUHUMAJIbHYIO HACTPOIKY
mapmpytusaropa CisCO, B yacTHOCTH, MpUcBOUTh IP-ampeca ero untepdeticam B
COOTBETCTBHH C pUCyHKOM 4.1. Kpome Toro, Heo6X01MMO NpoNKUcaTh CTAaTUYECKHUE
MapuipyThl K moxaceTsiM 192.168.24.0/24 u 172.16.0.0/16 (wnmm MapmpyTsl 1O
YMOJITYaHUIO).

[IporpamMMHBIE  MapUIpyTH3aTOpPhl  KOH(UIYpUPYIOTCS  YAAJEHHO
nocpeAcTBOM MpoTokoia SSH. s 3Toro HeoOX0oAMMO 3aiiTH Ha MPOTPaMMHBIE
MapLIPyTU3aTOPbl ¢ padOUnX CTAHIMM TeX JOKAJIbHBIX CETEH, III3aMU KOTOPBIX
OHH SABIIAIOTCA, TO ecTh Ha SOft-core 1 ¢ PC-4, a ma Soft-core 2 ¢ PC-3. Jlorun u
napojb JJIs BXOJa Ha TPOrpaMMHBIC MapIlipyTu3atopsl admin, s BXoaa B
MapIIpyTH3aTOp IMOJ CyMeproyb3oBaTeiaeM mapoib — Simulator. lns momydenus
JOCTyTIa K KOHCOJM yripasiieHus: Quagga Heooxoaum napois softcore.

Bxon Ha mapmipytuszarop Soft-core 1 wmoctpupyercst pucyHkom 2.5.



sudowireshark@a217-PC3:~$ ssh admin@192.168.24.1
admin@192.168.24.1"s password:

Last login: Sat Dec 20 18:13:15 2014 from 192.168.24.2
[admin@sc-1 ~]% su

Maponk:

[root@sc-1 admin]# iptables -F

[root@sc-1 admin]# telnet localhost 2601

Trying 127.0.0.1...

Connected to localhost.

Escape character is '~]'.

Hello, this is Quagga (version ©.99.15).
Copyright 1996-2005 Kunihiro Ishiguro, et al.
User Access Verification

Password:
soft-corel.lab> |

Pucynok 2.5 — Bxon Ha Soft-core 1
Ha pucynke 2.5 takxke mnokasaHa komanmga Iiptables —F, kortopyro
HEOOXOIMMO BBITTOJIHUT JIJIsl OYMCTKH MIPaBUII MekceTeBoro kpana NetFilters.
[locne BXxoga Ha MapuIpyTU3aTOp HEOOXoauMo Ha3zHauuTh |P-ampeca ero
uHTepdeiicaM, a TakKe MPONHCaTh CTATHYECKUE MApPIIPYTHI K MOACETSIM COTJIACHO
pucyHky 2.4. Kordurypupoanue mapupyrtusatopa Soft-core 1 mmmoctpupyercs

pUCYHKOM 2.6.

soft-corel.lab> enable

soft-corel.lab# configure terminal
soft-corel.lab(config)# ip forwarding
soft-corel.lab(config)# interface ethil
soft-corel.lab(config-if)# ip address 31.1.1.2/30
soft-corel.lab(config-if)# no shutdown
soft-corel.lab(config-if)# exit
soft-corel.lab({config)# interface eth2
soft-corel.lab(config-if)# ip address 33.1.1.1/30
soft-corel.lab(config-if)# no shutdown
soft-corel.lab(config-if)# exit
soft-corel.lab(config)# ip route 10.0.0.0/8 31.1.1.1
soft-corel.lab(config)# ip route 172.16.0.0/16 33.1.1.2
soft-corel.lab(config)# exit

soft-corel.lab# I

Pucynok 2.6 — Kondpurypuposanue mapmpyruzaropa Soft-core 1
AHaoru4HbIM 00pa3oM KOHpUTypupyetcs Mappytuzarop Soft-core 2.
JUis  1mpoBepKH  KOPPEKTHOCTHM  BHECEHHBIX  MapIIpPyTOB  MOXHO

MPOCMOTPETH TAOIUILy MAPUIPYTU3AIMHU, PUCYHOK 2.7.



soft-corel.lab# show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP, 0 - OSPF,
I - 1515, B - BGP, > - selected route, * - FIB route

0.0.0.8/0 [1/6] via 33.1.1.2, eth1
10.0.0.0/8 [1/0] via 31.1.1.1, eth1
31.1.1.0/30 is directly connected, ethl
33.1.1.0/30 is directly connected, eth2

33.1.1.0/30 is directly connected, ethil
70.1.1.0/30 is directly connected, ethil
127.0.0.0/8 is directly connected, lo
169.254.0.0/16 is directly connected, eth2
172.16.0.8/16 [1/8] via 33.1.1.1, eth1l

via 33.1.1.2, ethl
192.168.24.8/24 is directly connected, eth®

soft-corel.lab# ‘

Pucynok 2.7 — Tabnuna mappyrtusaiuu Soft-core 1

JIsst IpOBEPKH CBSI3HOCTH CETH HEOOXOJMMO HCIIOJIb30BaTh YTHUIIUTY Ping

Ha o000l padoueit ctaniium cetu. [Iposepka Ha PC-4 mmrocTpupyercs pucyHKOM

2.8.

sudowireshark@a217-PC3:~5 ping 10.0.0.1600

PING 10.0.8.100 (10.0.0.100) 56(84) bytes of data.
64 bytes from 10.0.0.1008: icmp_reg=1 ttl=62 time=08.
64 bytes from 10. .100: icmp_req=2 ttl=62 time=0.
64 bytes from 10. .100: icmp_req=3 ttl=62 time=0.
64 bytes from 10. .100: icmp_req=4 ttl=62 time=0.
64 bytes from 10. .100: icmp_req=5 ttl=62 time=0.
.100: icmp_req=6 ttl=62 time=0.
.100: icmp_req¥ ttl=62 time=0.
.100: icmp_req=8 ttl=62 time=0.
.100: icmp_req=9 ttl=62 time=0.

@

64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
ny

D000 000
D000 000

[1]+ Stopped ping 10.0.0.100
sudowireshark@a217-pPc3:~$ ||

Pucynok 2.8 — IIpoBepka CBSI3HOCTH CETH

Ecau ICMP-makeTbl ycneniHo nepeaarTcss U3 OJHOM IMOJCETH B APYTYIO,
HadYaJlbHOEC KOH(PUTYPUPOBAHHE MOXKHO CYHMTATh 3aKOHYEHHBIM. HeoOxommmo
TaK)Xe OTCIICTUTh MapIIPYThI MPOXOXKICHHS ITAKETOB C UCIIOJIb30BAaHUEM YTHITUTHI
traceroute.

2.5 Otuer o padore:

— PaborocrocoOHas ceTk.



[Ipaktrnueckoe 3ansatue Ne 3
KongurypupoBanue tuHaMu9IecKoi Mapipytuzamnun (mpotokoi RIP)
3.1 Lens pabotsl: [IpuBHUTHE HABBIKOB KOHPUTYPUPOBAHUS
JUHAMUYECKOM MaplIpyTH3alUU ¢ UCIOJIb30BaHUuEM ITpoTokona RIP
3.2 [lepeuenp 000pyI0BaHUS:
— Crenn «HPOKOMMYHUKAIIMOHHBIE CETHY;
— Pab6ouwne crannuu nox ynpasieanem OC Linux.
3.3 3aganue:
— [pousBecTn Pusnveckue coeAMHEHUS AJ1 TOCTPOCHUS 3aJaHHON
TOIOJIOTHH;
— CkoH(purypupoBaTh JUHAMUYECKYIO MApPIIPYTU3ALUIO HA
mapmipytusarope Cisco;
— CkoH(purypupoBaTh JUHAMUYECKYIO MAapIIPYTU3ALIUIO HA
POrpaMMHBIX MapIIPyTH3ATOPAX;
— IIpousBecTu NpoBEPKY CBA3HOCTH CETH C UCIIOJIB30BAHUEM YTHIIUT
ping u traceroute.
3.4 Yka3aHus K IpOBEJCHUIO paOOTHI.
ITporokon RIP (Routing Information Protocol) sBisercs omaum wu3
IEPBBIX MPOTOKOJOB MAapUIPYTU3aLMK U OTHOCUTCSA K JUCTAaHIMOHHO-BEKTOPHBIM
nporokonam. CymectByeT nBe Bepcun RIP — nepsas Bepcus (RIPV1) ucnonssyer
MapHipyTH3alui0 Ha OcHOBe kiaccoB u ommcana B RFC 1058, BTopas Bepcus
(RIPV2) ucronb3yeT OecKIIacCcoByIO MapIipyTu3aiuio u onucana B8 RFC 1388.
[IpuMeHeHne IUCTAaHIMOHHO-BEKTOPHOM MapIIpyTH3alUKd HAKIJIAJIbIBAET
OrpaHUYEHMs] Ha pa3Mmep cocTaBHOW ceTu. Ilpm 3TOM BBOAMTCS MOHATHE
MaKCUMAaJIbHOTO JUaMETpa CETH — MAaKCUMAJIbHOE PacCTOSIHUE, HA KOTOPOE MOMKET
OBITh MepeaaH MakeT, MOCJe MPEBBIILICHN KOTOPOTrO MyHKT Ha3HAYEHUSI CUMTACTCS
HegocTKUMbIM. JIist mpotokonoB RIP o0Genx Bepcuit MakCUMalbHBIA JTUAMETP
CETHU COCTABIIAET 15 MapmpyTHU3aTOpPOB, COOTBETCTBEHHO, MApUIPYT C METPUKOH 16

CUUTACTCA HCAOCTH KUMbBIM.



JUist paccMoTpeHust MpouEeAyp, IPEeayCMOTpEeHHbIX mpoTtokoioMm RIP,

pacCcMOTPUM MPUMEP COCTABHOM CETH, MPEICTABICHHBIN HA pUcyHKe 3.1.

Fa 0/0 Fa0/1
192.168.1.2/24

192.168.1.0/24

Fa 0/0
192.168.3.2/24

Fa 0/3
192.168.4.1/24
192.168.2.2/24

Fa 0/0
192.168.1.1/24
Fa 0/1 192.168.4.0/24
192.168.2.1/24
R1

192.168.2.0/24

Pucynox 3.1 — Ilpumep cetu

Ha pucynke 3.1 mpencraBneHsl Tpu Mapmpytuzatropa R1 — R3, y
KaXJIOr0 U3 KOTOphIX 0003HaueHbl mopthl Fast Ethernet (Fa) ¢ HasnauenubiMu IP-
aapecaMu. AJnipeca MOPTOB, KaKk M paHee, COOTBETCTBYIOT aJpecaMm MOJCETEH, B
KOTOPBIE OHU BXOJISIT.

Ha mepBom stane mpotokona RIP co3garoTcs MuHUMAaIbHBIE TaOIHIIBI
MaplHIpyTH3aldyd, KOTOpbIE CoAepKaT TOJIbKO — aJpeca HEMOCPEIACTBEHHO
MMOJIKJIIOYEHHBIX MOJCETEH.

MunuManenyto Tabnuity MapmpyTtuszaropa R1 mpencraBum B BuIe
Tabmuie! 3.1.

Munumaneneie  Tabmuiel  MapmpytuzatopoB R2 uw R3  umeror

aHAJIOTUYHBIN BHUJI ¥ TIPEICTaBIIeHbI B Tabmumax 3.2 u 3.3, COOTBETCTBEHHO.



Tabnuna 3.1 — MunumanbHas Tabnuia Mapupytuzaropa R1

Anpec cetu Anpec nopTa | AJapec BBIXOJHOIO Metpuka
Ha3HAYCHUS CJIEIYIOLLETO nopra

MapuIpyTuzaropa
192.168.1.0 - 192.168.1.1 1
192.168.2.0 - 192.168.2.1 1

Ta6nuna 3.2 — MuHuMmanpHas Tabauia Mapuipytusaropa R2

Anpec cetu Anpec nopra | Ajjpec BBIXOJHOTO Metpuka
Ha3HAYCHUS CJIEIYIOLLETrO nopra

MapuIpyTu3aropa
192.168.1.0 - 192.168.1.2 1
192.168.3.0 - 192.168.3.1 1

Tabmuma 3.3 — MunumanpHas Tabauia MapmpyTtusaropa R3

Anpec cetu Anpec nopta | Aapec BBIXOJIHOIO Metpuka
Ha3HA4YEeHUs CJIEAYIOIIETO nopra

MapuIpyTusaropa
192.168.3.0 - 192.168.3.2 1
192.168.2.0 - 192.168.2.2 1
192.168.4.0 - 192.168.4.1 1

Ha cnenyromem »sTane Kaxabld M3 MapLIPyTH3aTOPOB PacChUIaeT
MUHUMAJIBHYIO TaOJuIly CBOUM «cocemsim». [ms astoro wucnonszyercs UDP-
nerTarpamMa ¢ Homepom nopta 520. B aTol gelitarpamMme coaepIKaTcs CBEICHUS
O CeTU, UMEIOIIEHCS B MUHIMAIBHOW Ta0JIHIIE, U PACCTOSTHUH 10 HEe.

Hanpumep, «cocemsmu» s Mapuipytusatopa Rl saBastorcs
mapmipytu3atopel R2 u R3. TlosTromy mMm mepenaroTcsi COOOIICHHUS TPUMEPHO

CJICIYIOIIETO BUJIA:




- cetb 192.168.1.0, meTpuka 1;

- ceTb 192.168.2.0, meTpuka 1.

AHaNOrMYHBIM 00pa30M CBOK0 MHHHUMAJIBHYIO TaOJIMIy MapIIpyTU3aTop
R2 mnepemaer wmapmpytuzatropam R1 u R3, a wmapmpytuzatop R3 -
Mapuipytuzaropam R1 u R2.

[Tocne momydenust nHGOPMALMKU OT CBOMX «COCEIEH» MaplIpyTHU3aTOp
oOpalaThIBaeT €€ — yBEIWYMBACT 3HAYCHUE MPHUHITON METPUKU Ha CIUHUILY U
3allOMUHAET TOPT, Ha KOTOpBIM NPUIUIO JAHHOE COOOIEHUE, a TaKXKe aJpec
MapuipyTuzaropa (TOuHee, €ro I[opTa), TMepedaBliero coodmenne. Ita
uH(popMausl 3aHOCUTCS B TAOJIMIy MapHIpyTH3alHUHd (B KOTOPOU Y€ HMMEIOTCS
MUHUMAJbHbIE 3aITUCH).

Hampumep, nocne npuema RIP-cooOmenuii or MapmpyrtuzaropoB R2 u
R3 tabnuma mapupytuzatopa R1 nmpumet Bua, npeacTaBieHHbINA B Tabnuie 3.4.

Tab6nuna 3.4 — Tabnuna mapmpytuzaropa R1

Anpec cetn Anpec nopra | Aapec BBIXOJHOTO Merpuka
Ha3HAYCHHUS CJIEIYIOILETO nopra
MapuIpyTH3aTopa

192.168.1.0 - 192.168.1.1 1
192.168.2.0 - 192.168.2.1 1
192.168.1.0 192.168.1.2 192.168.1.1 2
192.168.3.0 192.168.1.2 192.168.1.1 2
192.168.3.0 192.168.2.2 192.168.2.1 2
192.168.2.0 192.168.2.2 192.168.2.1 2
192.168.4.0 192.168.2.2 192.168.2.1 2

Herpynno 3ameTuTh, 4TO CTpOKH 3 U 4 OBUTM 3aMOJIHEHBI B pe3yibTaTe

noyiyueHus: uHpopmauuu ot mapupyrtuzaropa R2, a crpoku 5-8 — B pe3yinbrare

noJrydeHust tHGOpMaIuK OT MapupyTuzaTopa R3.

3aTeM MapuIpyTHU3aTOp CpPaBHUBAECT MPUHATYIO HWHGOPMAIMIO C TOMH,

KOTOpasi CoJepkajach B €ro MHHUMalbHOW Tabmuie. B Hamem npumepe




uHpopMmarus o cetu 192.168.1.0 comepkutcs Kak B MEPBOM, TaK U B TpeThei
CTPOKaxX, OJHAKO B CTpPOKE 3 MeTpuKa OOJblIe, CIIEI0BAaTENbHO, 3Ta CTPOKa
yaansercs. AHaJIOTMYHBIM o00Opa3oM ypansercss ctpoka 6. B crpokax 4 u 5
coziep KaTcs TaHHBIC O Pa3HBIX MapIIPyTax K OAHOU U ToH ke cetn — 192.168.3.0 —
U C OJJHAM M TeM >K€ 3HaueHHueM MeTpuku. [loaToMy B Tabmuile coxpaHseTcs Ta
3aMKCh, KOTOPas MOSIBUIIACH paHblle (Hampumep, CTpoka 4).

[Tocie 3TOro paccMOTPEHHBIE BBILIE MPOLIEAYPHI MOBTOPSIKOTCS, TOJBKO
«COCEISIM» PACCHUIAIOTCS YK€ HE MUHUMAJIbHbIE TaOIUIIbI, a TAOIUIIBI C JAHHBIMH,
MOJyYEHHBIMA OT JIPYTHX MapuipyTu3atopoB. IIpaBuno oOpaboTku MONMydeHHOMN
MH(OpMAIMU U BHECEHUS HOBBIX JIAHHBIX B TAOJUILy OCTAETCS MPEKHUM — 3aIUCh
O HOBOM MapUIpyTE€ K YK€ H3BECTHOW CETH NPOU3BOJAUTCA B TOM ClIydae, €CIU
METPHUKa HOBOTO MaplIpyTa MEHbIIIE METPUKH UMEIOIIErOCcsi MapuipyTa.

B Hamewm mpocTeiiiieM npuMepe HOBBIX 3alUCEil B TaOJUIly BHECEHO HE
Oyaer. Tem He MeHee, MapuIIpyTU3aTOpbl OyAyT MPOIOJIKATh PACCBUIKY CBOUX
Tabmui Kaxabie 30 ceKyH, 4eM 00eCcTeurBaeTCsl KOPPEKTUPOBKA TAOJIUI] B CIydae
WU3MEHEHUS COCTOSIHUS CETH.

OngHYM U3 BaXKHEHIUUX MOHATHW alrOPUTMOB MapLIPYyTHU3ALMUU SBISIETCS
BpeMsi cxXoguMocTH. (CuuTaercs, 4YTO aJIrOPUTM «COLIEICS», KOIZJa BCE
MapLIpyTU3aTOPbl HMMEIOT  COIJIACOBAaHHYI0 HMH(OpPMAlMI0 O  JIOCTYIHBIX
Mapuipytax. Bpems cxonumoctu nporokojia RIP qocratouno Benuko, mostomy B
JAHHOM NPOTOKOJIE BO3MOXXHBI BO3HMKHOBEHHs INETENb MapIIpPyTHU3alUH, 4YTO
NPUBOJNUT K «3aLMKIMBAHUIO» MakeToB. B HacTodiiee Bpems 3Ta mpoliema
pemaeTcss MyTeM BBEIEHHS JOIMOJHHUTENIbHBIX MeEp (HampuMmep, HCIOJIb30BaHUSA
METOJIa «PACUICIJICHUS] TOPU30HTA») U OrPAaHUYEHUEM MAKCUMAJIbHOTO 3HAYECHUS
METPHUKH.

C nmpyroil CTOpOHBI, JAHHOE OTrPaHUYECHHE HE MO3BOJISIET MCIOJb30BaTh
RIP B kpymubeix cersix. Kpome Toro, cama joruka pabotet RIP mpuBoguT k
CYILIECTBEHHOMY «3aCOPEHUIO» CETH CIY>KEOHBbIM TpadUKOM, TaK KakK TaOJIMIIbI
NEepeJaloTCs MapIIpyTU3aTOpaMH B IMOJHOM OObEME HE3aBHUCHUMO OT COCTOSHUS

CCTU.



Koudurypuposanue nporokona RIP cocTout 3 Tpex OCHOBHBIX 3TaIoB:

- pa3pelieHnue MapuIpyTU3aTopy UCIOIHATH MPOTOKOoa RIP;

- BBIOOp Bepcuu npoTtokosna RIP;

- 33JlaHME CETEBBIX aIPECOB U UHTEP(HENCOB, KOTOPHIE JOJIKHBI BKIIOYATHCA
B MaKeThl OOHOBJICHUS JAHHBIX MapIIPyTU3ALIUH.

[lepBbIii 3Tam peanu3yeTcss IyTeM BBINOJHEHHUS HAa MapUIpyTU3aTOpe
KOMAaH 1bl

router rip.

Brei6op Bepcum mpoTokosia (3Tam 2) peamu3yeTcss MyTeM BBITOTHEHUS
CcyOKOMaH/TbI

version.

OtmeTuM 37ech, 4TO CYLIECTBYIOT ABe Bepcuu mnpotokosia RIP. Bepcus 1
OCHOBaHa Ha KJIAaCCOBOM ajpecaliu, BepcHsl 2 crocoOHa HCIOIb30BaTh MACKU
nepeMeHHou nHbI B |P-agpecarium.

HakoHen, 11t peanu3aluuy TPETHEro Tarna UCIoJb3yeTcs cyOKkoMaHaa

network.

JlaHHas KOMaH/a T0JKHA UCTIOJb30BaThCs I MACHTU(PUKALIMHA TOJIBKO TEX
CETEBBIX aZpecoB, KOTOpbIE HENOCPEICTBEHHO MOAKITIOYEHBI K
KOH(UTypUpyeMOMY MapIIPyTU3aTOPy M TpPEIHA3HAUYCHBI ISl BKIIOUYCHUS B
NaKeTbl OOHOBJICHHSI MaplIpyTHOW HHpopmanuu. B makersl oOHOBIEHUst OyayT
BKJIFOYAIOTCS ~ TOJILKO Te  uHTepdeiicel, KoTopble wumeroT  IP-agpeca,
NpUHAAJIeKAIINE UICHTU(PUKAIMOHHON CETH.

JlomycTuM, 4TO UMEETCs MapIIPyTH3aTOP, Y KOTOPOro UHTEp(hENnChl UMEIOT
ClIelyIoLue aapeca:

131.108.4.5/16

131.108.6.9/16

172.16.3.6/16

Hcnonnenne KoOMaHIbl

network 131.108.0.0



NpUBEAET K TOMY, 4YTO OOBSBICHHS C MapHIpyTHOW wHpopManuen OymyT
MOCBUIATHCSL TOJMBKO C JaHHbIMM O mojcersx cetd 131.108.0.0 u Tonmpko B
uHtepdeiicel, koTopeie aapecyrorcs B cetd 131.108.0.0. UTtoObl BKIIOYHUTH B
nmakeThl OOHOBIEHHUS MapUIpyTHOW uWHGopManuu HHTepdenc, HaXOAsIIUica B
aapecHom npoctpanctse 172.16.0.0, HE0OX0IUMO BBIMOJHUTH KOMaHIy

network 172.16.3.6

Cobepem ceThb, COCTOALIYI0O W3 JABYX MapuipyTu3aTtopoB. Haznauum
uHTepdeiicaM MaplIpyTU3aTOPOB TE€ ke CETEBbIE ajipeca.

[TpousBenem koHpurypupoBanue mapmpyrtusaropa Router0, pucyHok 3.2.

~ RouterQ

Physical | Config | CLI

I0S Command Line Interface

=

3LINEPROTO-E5-TUPDOWH: Line protocol on Interface FastEthernet0/71, changed state ¢
o up

3LINEPROTO-E5-TUPDOWH: Line protocol on Interface FastEthernetl/ /0, changed state ¢
o up

Bouterffrouter rip

o~

¥ Imvalid input detected at '"' marker.

Bouterfcont
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/E.
Bouter (config) frouter rip
Bouter (config-router) fversion 2
RBouter (config-router) fnetwork 19z2.168.1.0
Bouter (config-router) fnetwork 17Z_Z0.0.0
Bouter (config-router) fnetwork 19Z_162_100.0
Bouter (config-router) #~2
Bouterf
$8YE5-5-CONFIG T: Confiqured from console by console
W

’ Copy ]’ Paste

Pucynok 3.2 — KondurypupoBanue Mapipyruzaropa

AHaOTUYHO MPOU3BeaeM KOHGUTYpUpOBaHHE MapiipyTtuzaTopa Routerl,

pucyHok 3.3.
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105 Command Line Interface

Bouterren

Pouterfcont

Configuring from terminal, memory, or nhetwork [terminall]?
Enter configuration commands, one per line. End with CHNTL/Z.
Bouter (config) frouter rip

Bouter (config-router ) fversion £

Bouter (config-router ) fnetwork 13Z_.162_Z.0

Bouter (config-router ) fnetwork 10.0.0.0

Bouter (config-router ) fnetwork 19Z.162_100.0

Bouter (config-router ) 2

8TE2-E-CONFIG I: Configured from console by console
Bouterf
Bouterf

[

W

’ Copy ” Paste l

3.4.

Pucynox 3.3 — KondurypupoBanue mapuipyruzatopa Routerl

[TocMoTpuM Tabauily MapuHipyTu3anuu Mapuipytusaropa Router0, pucyHok
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105 Command Line Interface

[P LI LI Lo B L T FIECWOL R, Tie. e -

Pouter {config-router) fnetwork 12z2.168.100.0

Bouter (config-router) #~2

Bouterf

(3T3-5-CONFIG I: Conficured from console by console

Bouterfishow ip route
Codes: C - connected, % - static, I - IGRP, B - RIPF, M - mobile, B - EGP
I - EIGRP, E¥ - EIGREP external, 0 - O3PF, IA - OSPF inter area
N1l - 0O2PF NESA external type 1, NZ - O05PF MN55L external type £
El - O05PF external type 1, EZ - O05PF external type £, E - EGP
i - Is®-I&, L1 - I5-I&8 lewel-1, LE - IZ®-I5 lewel-Z, ia - IB-I& inter area
* - candidate default, T - per-user static roucte, o — ODER
P - periodic dowmloaded static roukte

Gateway of last resort is not set

lo.0.0.0/8 [1E20/1] wia 19E.168_.100.E, 00:00:12, FastEthernetlys0O

172 20.0.0/1%6 is directly connected, FastEthernet0/1

192.168.1.0/24 i=s directly connected, FastEthernet0/0
192,168 2. 0/24 [1E0/1] wia 19E_162.100.2, 00:00:1%, FastEthernetl/ 0
192 1683.100.0/30 is subnetted, 1 subnets

C 12z2.168.100.0 is directly connected, FastEthernetl/ 0

Bouterf

= a0 a -

W

’ Copy ]’ Paszte

Pucynox 3.4 — Tabnuna mapuipytuszaiuu Router0O

N3 PHUCYHKA BUJHO, YTO B Ta6J'II/II_Ie ITOABHIIMCH ABC 3aIllCH, IIOMCUYCHHBIC KAaK

R (4ro o3HawaeT mpoTOKON MuHamMuueckod Mapripytuzamuu RIP). U3 tabmuisn

cnenyer, 4yro B ceTh 10.0.0.0 MapmpyT nOpoXOaUT dYEpEe3 MOPT «IPABOTO»

mapiipytu3aropa 192.168.100.2 uepes cobcTBeHHBIH BhixoaHoM mopT fast Ethernet

1/0.
Takum 00pa3zom, MapUIPyTU3ALMS B COCTABHOM CETU HACTPOECHA.
3.5 Oruer o pabore:
— Paborocnocobnast cets.

— Pe3ynpTarsl NpOBEPKH CBSI3HOCTH CETH.



[TpakTueckoe 3ansitue No4
Kondurypuposanue quaamMudeckoit Mmapmpyrusanun (mpotokos OSPF)

4.1 Lenb paboTsl: [IpuBUTHE HABBIKOB KOHPUTYPUPOBAHHS
JTUHAMHYECKON MapUIpyTH3aIUH C UCIOJIb30BaHueM npoTokona OSPF

4.2 TlepeueHb 000OPYI0BAHMUS:

— Crenn «HPOKOMMYHUKAIIMOHHBIE CETHY;
— Pab6ouwne crannuu nox ynpasieanem OC Linux.

4.3 3ananue:

— [pousBecTn Pusnveckue coeAMHEHUS AJ1 TOCTPOCHUS 3aJaHHON
TOTOJIOTHH;

— CkoH(purypupoBaTh JUHAMUYECKYIO MApPIIPYTU3ALUIO HA
mapmipytusarope Cisco;

— CxoHpUTypHUpOBaTh TUHAMHYECKYIO MapIIPYTHU3AIHIO HA
POrPaMMHBIX MapIIPyTH3aTOPax;

— [IpousBecTu npoBepKy CBA3HOCTH CETU C UCIOIb30BAHUEM YTHIIUT
ping u traceroute.

4.4 Yka3aHus K IPOBEJAEHUIO PadOTHI.

[Tporokon OSPF (Open Shortest Path First — BwsIOOp mepBOroO
KpaT4yaimiero myTH) OTHOCUTCSI K IPOTOKOJIaM COCTOsSIHUSI CBs3eil u onucan B RFC
1247 u RFC 2328.

[Tporokon OSPF no3BossieT 1160 3a7aBaTh METPUKU MPOU3BOIBHO, JTUOO
UCIOJIb30BaTh METPUKY MO yMOJYaHUIO. B KauecTBe METpUKU MO YMOJYAHMIO
UCTIONIB3YETCsl BETMYMHA, 00paTHO MPOTMOPIIMOHATIBHAS IPOITYCKHOM CITOCOOHOCTH
KaHaJja, uepe3 KOTOPbIA MPOXOaUT MapuipyT. Takoe 3HaUeHHE METPUKHU MO3BOJISET
Oonee ONTHUMAlbLHO 3arpy3uTh CeTh. Hampumep, ecnm K TYHKTY Ha3HAYCHHS
UMEIOTCS JIBa MapIIpyTa, OJWH U3 KOTOPBIX OoJiee NITMHHBIN (Hampumep, uyepes J1Ba
IPOMEXYTOUHBIX MaplIPyTHU3aTOpa), HO C BBICOKOH MPOMYCKHON CHOCOOHOCTBIO
(manmpumep, 1 ['6ut/c), a npyroit — 6oJiee KOPOTKUI (depe3 OJUH MPOMEKYTOUHBIN

MapHIpyTH3aTop), HO C HU3KOW MPOmycKkHOU criocooHocThiO (10 mm 100 Mout/c),



TO MEHBIIUM 3HAYEHWEM METPUKH OyJeT C BBICOKOM BEPOSTHOCTHIO
XapaKTEPU30BATHCS MTEPBHIN MapIIPYT.

KoHkpeTHOe 3HaueHHE METPUKH MO yMod4aHuio B mporokoje OSPF
BBIUMCIISIETCSl KaK BpeMsi Mepeladyd M0 KaHaly OJHOTo Ourta uH(pOpMaluu,
nenenHoe Ha 10 HaHocekyna. Hampumep, B kanane Fast Ethernet ommu Out
nepenaercs 3a 10 HaHocekyH (107° ¢), COOTBETCTBEHHO, METpUKa OyjeT paBHa |.
Jna kanana 10 MOuTt/c metpuka coctaBur 10.

B nportokone OSPF kaxapiii MapiipyTu3aTop CTPOUT ONKMCAHUE CETH B
Bune rpada. B rpade BepmmHaMU SBISIOTCS MAapIIPYTHU3aTOPBI M TIOJCETH, a
pebpamMu — CBsI3M MEXIy HUMH. [ OTBICKaHWS ONTHUMAJIBHOTO MyTH Ha Tpade
UCIIOJIB3YETCSl MTEPAIMOHHBIN anroputM JIUHUKCTpbI, oOJafarouuii, ¢ OJHOMN
CTOPOHBI, OBICTPOM CXOAMMOCTBIO, @ C IPYrOM — BBIYUCIUTENBHOU CIOXKHOCTHIO,
3HAUUTEIHLHO BO3pacTarollel mpu yKpynmHeHuu ceTu. [loatoMy mpu peanuzanuu
nporokona OSPF coctaBHas ceTh pazOuBaercs Ha obnactu (Area), B Kaxaou u3
KOTOPBIX CYIIECTBYET Ha3HaYeHHBIN Mapiipytuzatop (Designated Router — DR) u
3alaCcHOM Ha3Ha4YeHHbIM MapmpyTtu3arop (Backup Designated Router — BDR).
COOTBETCTBEHHO, MAapIIPYTHU3aTOPBI CTPOST Tpadbl COCTOSIHHS CBSI3€H BHYTPH
CBOCH 00JaCTH, YTO YMEHBIIAET BBIYUCIHUTEIBHYIO CI0XHOCTh HaXOXKICHHUS
ONTUMAJIbHBIX (KpaT4aimux) myTeil. B mpocreiiiieM ciiydae MCHonb3yeTcs: ofHa
HyJeBas o0acth (Area 0).

B otnuume ot mpotokona RIP, B mportokone OSPF nHe ucnonb3yroTcs
IIMPOKOBEIIATEIbHBIE PACCHUIKU /7 OOHOBIICHUS CBEICHUN O COCTOSIHUU CBSI3EH.
Bmecto »Toro wmcmosb3ytorcs pacceuikm  Ha - Multicast-anpec  224.0.0.6,
MpeIHa3HAYCHHBIC HAa3HAYCHHOMY " 3amacHOMY HA3HAYCHHOMY
MapIIpyTU3aTopaM, U paccelikd Ha Multicast-agpec 224.0.0.5, npeaHa3HaueHHBIC
JUISL  OCTaJbHBIX MapHIpyTH3aTopoB. COOTBETCTBEHHO, MpPU aAKTUBU3AIMHA Ha
MapmipyTtuzarope npotokoja OSPF, oH aBTOMaTW4yecku CTAHOBUTCA WICHOM
IPYIIBI MHOTOQIPECHON pacchulKu ¢ agpecom 224.0.0.5.

JI7ist BEIYMCIIEHUST ONITUMABHBIX MApIIPYTOB W 3aHECEHUSI UX B TAOJHILY

MapIIPYTH3ALHNHN UCTIOJIb3YETCS, KAK YKa3bIBAJIOCh BBIIIE, aITOPUTM [[UUKCTPHI, B



KaueCTBE WCXOMHBIX JIAHHBIX JJII KOTOPOTO HCIOJb3yeTcs uHMOpMaIms,
XpaHsmascs B 6a3e JaHHBIX. OTa 0a3a CONEPXKUT ABE TAOIHIIbL:

- Ta0JINIIa COCETHUX YCTPOUCTB;

- Ta0JIMIIa TOTIOJIOTHUH.

Jlns ynpoliieHHOro omucanus npoueayp nporokoia OSPF paccmoTpum
CHauajga BHUABl COOOIICHWH, KOTOPHIMH OOMEHHMBAIOTCS MEXIy CcoOOii
MapIIpyTHU3aTOPHI:

- coobmenue Hello;

- coobmieHne onrcanus 06a3bl qaHHBIX Data Base Description (DBD);

- coobmenue 3ampoca Link-State Request (LSR);

- coobmeHre oOHOBIICHHI 0 cocTosiHuM cBsizelt Link-State Update (LSU);

- coobmenne moarBepkaeHus Link-State Acknowledgment (LSAcK).

Coobmenus DBD u LSU MoryT conepxatb B ce0e 0JTHO WJIM HECKOJIBKO
coobmiennii Link-State Advertisement (LSA) — 0OBsIBICHHI O COCTOSHUHU CBSI3H
OJTHOTO TOTOJIOTUYECKOTO 3JIEMEHTa (MapIIpyTH3aTOpa, MOJCETH HIIM CyMMapHOTO
MapuipyTa).

Bce mepeunciennbie cOOOICHNs] MHKAICYTHPYIOTCSI HETIOCPEICTBEHHO B
IP-naker. Ilporokonsl TpancmopTHbix ypoBHed TCP u UDP nmna mepemaum
coobmenuit OSPF He ucnoas3yroTcs.

PaccMoTpuM B HECKOJBKO YHPOIIEHHOM BHJE MPOLEAYPHl MPOTOKOJIA
OSPF, mpemnonarasi, 4To B MOJCETSAX HCIONB3yeTcss TexHosorus Ethernet (B
COCIMHCHHUSX  MAapIIPYTHU3aTOPOB  «TOYKA-TOYKA» MW TP  HUCIOJB30BAaHUHU
texnosoruii Frame Relay, ATM s>Ttu niponienypbl HECKOJIBKO OTIIMYAKOTCS).

[lpyn uHMIManM3anuu Ha Mapmpytu3atope nporokona OSPF mannbii
MapIIpyTU3aTOp CHadayia JOJDKEH OOHApYyXHTh CBOMX «cocelei». OITo
oOHapyKeHHE MPOU3BOAUTCS MyTeM oOMmeHa coobmienusmu Hello, B pesynbrare
YEro 3amoJHAeTCS TabIuIla COCEHUX YCTPOMCTB, O KOTOPOM OBIJIO CKa3aHO BHIIIIE.
3a4acTyro ATOT ATal HAa3bIBAIOT YCTAHOBIEHHUEM COCEICKUX OTHOIICHUH.

Kaxneii w3 wmapmpytuzatopoB OSPF  xapakrtepusyercss  IByms

napamMeTpamMu:



- ugentudukarop (Router ID);

- mpuopwutert (priority).

[To yMOIT4aHUIO MPUOPUTET MAPLIPYTU3ATOPA UMEET 3HAYCHUE 1 U MOXKET
ObITh M3MeHeH B mpenenax ot 0 1o 255. B kauecTBe uaeHTHPHUKATOPA MOKET OBITH
UCIIOJIb30BaH aJIpec OAHOTIO U3 MHTEp(ENCcOoB MapUIpyTH3aTOpa, KpOME TOTO, OH
TaK)K€ MOYKET ObITh YCTAHOBJIEH BPYUHYIO.

Tabnuma cocegHMX YCTPOWCTB MapIIpyTHU3aTopa IMpe/CTaBicHa B
tabmurie 4.1.

Tab6muma 4.1 — CtpykTypa Tabauibl cocencTa Mapiipyruszaropa OSPF

Unentudukarop | [lpuopurer | Cocrosinue | Bpems no | Anpec WNurepdeiic
cocena cocena (State) paspeiBa | cocena (Interface)
(Neighbor ID) (Priority) (Dead (Address)

Time)

B mone «CocrosiHue» 3aHOCHTCS MH(OPMAIUS O COCTOSIHUU COCEICKUX
oTHOIIeHUH. Takux cOCTOSTHUIT MOKET OBITh CEMb:

- Hepabouee (Down);

- naunmanusanus (Init);

- IByHarnpasjcHHbIe oTHOIEeHus (Two-Way);

- Be10Opsl DR 1 BDR (Exstart);

- oomen (Exchange);

- 3arpy3ka (Loading);

- mosHbIe cocenckue otHommeHus (Full).

Bpemss 10 paspeia (Dead Time) — 5T0 BpeMeHHOW WHTEpBaj, IO
UCTCUYCHUH KOTOPOro OyIyT pa3opBaHbl COCEICKHE OTHOIICHHMS, €CJIM OT cocea He
MOCTYIUT HU oJTHOTO cooOmeHust OSPF.

Anpec cocena (Address) — 3To aapec CeTEeBOTO YpPOBHS COCEIHETO

MapIIpyTU3aTopa.




Wurepdeiic  (Interface) — coOcTBeHHBIN BBIXOJHOW WHTEpEHC B
HaIpaBJICHUH K COCEY.

B mnpomecce ycTaHOBIIEHHSI COCEICKMX OTHOIICHWA IyTeM oOMeHa
cooomenusmu  Hello mapmpyruzatop 3amonmsier Tabmuiyy 2.5. Ilpu oOmene
cooOmienusmu  Hello, Hanmpumep, Mexay AByMS MapUIpyTH3aTOpaMH, IOCIE
BHECEHMSI B TaOJMILy KaXIIbIM U3 HUX CBEJCHHM O CBOEM COCEIE MEXKIY HUMH
YCTaHaBJIMBAIOTCS JIBYHaIlpaBiieHHble oTHOIIEHHs (Two-Way), cooTBeTcTByIOIIas
3aIuch NOABIIETCS B cToa0IE 3 Tadimel 4.1.

[Tocne ycTaHOBICHUS JBYHANPaBICHHBIX OTHOIICHWUW TMPOU3BOIUTCS
BbI0Op DR u BDR nHa ocHoBaHuu 3HaueHU HACHTU(HUKATOPOB U MPUOPUTETA.
[Ipu sTOM CHavasia pacCMaTpUBAIOTCS MPUOPUTETHI, U B KauecTBe DR BriOupaercs
MapIIpyTH3aTOp C HAWBBICIIUM MPUOPUTETOM. [Ipw paBeHCTBE NPHOPUTETOB B
kauectBe DR BolOupaercss wmapuipyTu3aTop ¢  HAWBBICHIMM  3HAY€HUEM
ujeHTUUKaTOpa.

[Tocne 3aMOJTHEHUS TaOJIUIIBI COCEICTBA  MapIIPyTHU3ATOPHI
OOMEHMBAIOTCA WM3BECTHOM WM Tomoyiorudeckoil mHbopmarueit. g nepenayu
3TOM MH(OpPMALUU UCIIONB3YETCsl COOOIIeHre onucanusa 0a3bl gJaHHbIX Data Base
Description (DBD). Kak yka3sbiBasoch Beiiie, DBD comepxut B cebe OAMH HIIH
Heckosbko LSA. Coobmenne LSA mepeHocuT uHpOpMAIUO TOJBKO 00 OJHOM
TOTIOJIOTHYECKOM DJJIEMEHTE — MapIIpyTHU3aTope, TOJICEeTH WJIH CyMMapHOM
mapiipyre. Ha xaxnabiii LSA  orceimaercs moarsepkacHue LSAck, uewm
oOecrieynBaeTCs rapaHTUPOBAHHAS TOCTaBKA TOMOJIOTHYECKOM HH(POpMAITHH.

B npornecce oomena coobmennsimu DBD mapiipyTuzatopsl HaxoasTcs B
cocrostauKr oOmeHa (Exchange), uto otobOpaskaeTcst B TPEThEM CTOJIOLE TaOIMIIBI
4.1.

Baxno, uyto coobmenne DBD mnepeHOCHT HE BCIO TOIMOJIOTHYECKYIO
uH(OpMAITUIO, a TOJBKO CIIHCOK CBOEH TaOIHIIBI TOMOIOTHH ((haKTHUECKH, CITUCOK
TOTIOJIOTHYECKHUX 3JIEMEHTOB, CBEJICHHS O KOTOPBIX UMEIOTCS y HEro B TaOJHIIC).
Korpa wmapmpyrtuzatop npunumaer DBD, on npoBepsieT, comepXuT Ju €ro

Tabauia UHPOPMAIHIO O T€X TOMOJOTUUECKUX IJIEMEHTAX, CIIMCOK KOTOPBIX ObLI



nosydeH B coobmenusx DBD. Eciaum oOHapyxuBaeTcs 3JIEMEHT, CBEACHHH O
KOTOPOM Yy JaHHOTO MapuipyTh3aropa HeT, OH mochuraeT 3ampoc Link-State
Request (LSR), B oTBeT Ha KOTOPBIH COCE/I IIEPeChUIaeT COOOIIEHUE OOHOBIICHUH O
cocrostHum cBsizeit  Link-State Update (LSU), comepxammit LSA ¢ monHOMU
TOTOJIOTHYECKOH  WHpOpMalmeir o 3ampammBacMoM — djeMmeHTte. JlaHHas
uHpOpMAITUs 3aHOCUTCS B TAOJIUITy TOTIOJIOTHIA.

Takum oOpa3zom, B pe3yibTare OOMEHa TaOJNUIBI TOMOJOTUYECKOM
uHPOpMAIIMKM Y MapIIpyTHU3aTOPOB OKAa3bIBAIOTCS CHHXPOHHU3UPOBAHBI, UTO
otpaxkaercs cocrossaueM Full B cron6re 3 Tabmumet 4.1.

[Tocme mepexoma B 3TO COCTOSHHE MAapIIPYyTH3aTOPBI 3aIyCKAarOT
anroput™ JIMMKCTPHI, B PE3yNIbTaTe peau3allii KOTOPOTO 3aMOIHSIIOTCS TaOIUIIbI
MapIIpyTH3AINH.

[ToMmumo o6paboTku coobmmenuit LSA, miis mormogHeHus CBOMX TaOJHI]
MapIIpyTU3aTOPhI TPOU3ZBOJAT UX PETPAHCIISIIHUIO.

B mpomniecce HOpMabHOTO (DYHKITMOHHPOBAHUS KaKIBIM MapIIPyTH3ATOP
renepupyet coobrienne Hello ¢ untepsaniom B 10 cekyna. Eciau oT kakoro-ian6o
MapIIpyTU3aTopa HE TMOCTYMaeT 3TO COOOIIEHHE, 3TO TOBOPUT 00 W3MEHEHUHU
COCTOSIHUSA CBS3U. MapmipyTu3aTtop B 3TOM Cllydae BHOCHUT HM3MEHEHHE B CBOIO
TaOJIMITy TOTIOJIOTUU U PACChUIAET 3TO U3MEHEHUE C MCIOIb30BAHUEM COOOIIEHUN
LSA. COoOTBETCTBEHHO, KXl MapIIpyTHU3aTOp, MPHUHSAB JAaHHOE COOOIICHHUE,
BHOCUT KOPPEKTHBBI B CBOM TaOJMIIBI U PACCHUIAET COOOIICHHE Majbiie. To ke
caMo€ TIPOWCXOIWUT TMPHU TOSBICHWA B CETH HOBOTO MapIIpyTH3aTopa IOCHe
noJiydeHus ot Hero coodmenus Hello.

Buecs wu3mMeHeHus B CBOM TaONMIBI  TOMOJOTHH, KaXIBIA W3
MapHipyTHU3aTOpOB  NMPUMEHSET  anropuT™  JIMHKCTpBI 11 OTBICKAHUS
ONTUMAJIHHBIX MAPIIPYTOB U 3aHOCHUT WX B TAOJIUIIBI MApIIPyTH3AIHH.

Takum oOpa3oM, ecid B CETH HE TMPOUCXOJUT U3IMEHEHUH,
MapIIPyTU3aTOPbl OOMEHHMBAIOTCS TOJILKO cooOmenusmu Hello, a gocraTouno
oObeMHBIE OOHOBIJICHHUS, TiepenaBaembie coobOmmeHusMu LSA, mpousBoasTcs

TOJIbKO IIPpHW U3MCHCHHUH COCTOSAHHUSA CCTH. OJIHaKO JJIA IIOBBIIICHUA HAACKHOCTH



MapHIpyTU3aTOPhl BCE-TaKM OOMEHMBAIOTCSI CBOMMHU 0a3amu, HO ATO MPOUCXOIUT
JOCTATOYHO PEAKO — IO YMOJTYaHUIO pa3 B 30 MUHYT.

Takoe CHIKEHHE Harpy3kd Ha CeTh SIBJISIETCSI HECOMHEHHBIM
nocronHcTBoM mpoTtokona OSPF. OpHako mnpuMeHEeHHE MapuIpyTH3aTOPOM
JIOCTAaTOYHO  CJIOKHOTO — anroputma  JIMHWKCTpbl  TpeOyeT  HMCIOJIb30BaHUSA
BBICOKOTIPOU3BOIUTEIBHBIX MTPOIIECCOPOB.

JIOOMTHUTENPHOE CHUKEHUE HArpy3Kd Ha CETh NPU HUCIOJIb30BaHUU
npotokojia OSPF oGecneunBaercs Tem, uro B otHomeHnuu Full mapmpyruzarop
Haxoautcss Tonbko ¢ DR wu BDR, ¢ ocranpHbIMEH MaplipyTH3aTopaMu
nojAep>KUBaeTcs oTHoeHue Two-Way.

Kpome Toro, mporokon OSPF crocobOen pacnapamienuBaTh Inepeaady
JAHHBIX TT0 HECKOJIBKUM MapIIpyTaM, €CIIM OHU UMEIOT OJTMHAKOBYIO METPHKY.

Hakonen, kak yka3piBasioch BbIle, mnpotokosn OSPF mopnepxkuBaer
paszneneHue cocTaBHOM ceTu Ha obOnactu (Area). OOMEH TOIMOJIOTHYECKOM
uH(opMaIMel TPOUCXOJUT TOJIBKO BHYTPH OO0JacTH, YTO TAaKKE CHIDKAET
Harpy3Ky Ha CeTb.

[TpoBenem Hactpoiiky mporokona OSPF na mapupytuzarope Routerl.

BoiinemM B kKOoH(Urypauu B KOHCOJIb POyTE€Pa W BBIMOJIHUM CIIEIYIONTUE
HACTPOWKH (MpU BBOJIE KOMAaHJI MacKy IOJICETH MOKHO HE€ yKa3blBaTh, T.K. OHA
Oyner OpaThCs aBTOMaTUYECKH M3 HACTPOEK UHTepdelica poyTepa):

Bxox B IpuBUIErMPOBAaHHBIN PEXKUM:

Switch>en

Bxon B pexxum KoHpUTYpaIim:

Switchl#conf t

Bxox B pexxuMm koHpurypupoanus npotokosa OSPF:

Routerl(config)#router ospf 1

B KOMaHaE router OSpf <HL[eHTH(bHKaT0p_Hp0uecca> noa
UACHTU(DUKATOPOM TIpoliecca MOHUMACTCS YHUKAIBHOE YHCIIOBOE 3HAYCHHE MJIS

KaXXJIOro mpoliecca pOyTHHra Ha Mapuipytusarope. JlaHHoe 3HaYeHue JOJKHO



ObITH OoJtbITie B mHTEpBae oT 1 10 65535. B OSPF nporeccam Ha poyTepax ogHOMN
30HBI ITPUHSTO PHUCBANBATh OJIMH U TOT K€ UACHTU(DHUKATOP.

[TonkiroueHue KIMEHTCKON CETH K pOYTEpY:

Router1(config-router)#network 10.11.0.0

[TonkiroueHue BTOPOU CETH K POYyTEPY:

Router1(config-router)#network 10.10.0.0

3amanue HoMepa Bepcun mpoTokos OSPF:

Routerl(config-router)#version 2

Brixon u3 pexuma koHpurypuposanus npotokosa OSPF:

Router1(config-router)#exit

BBIXos 13 KOHCOJIM HaCTPOCK:

Routerl(config)#exit

CoxpaHeHHe HACTPOEK B MaMATh MapIIpyTHU3aTopa:

Switchl#write memory

AHaJIOTHYHO HEOOXOAUMO IMPOM3BECTH HACTPOiKy mpoTokoma OSPF Ha
MapuipytuzaTtope Router2.

4.5 Otuer no pabore:

— PaboTtocnocoOHas ceTb.

— Pe3ynbpTarhl NpOBEPKU CBSI3HOCTHU CETH.



IIpakTnueckoe 3ansatue Ne 5
KondurypupoBanue quHaMmudeckoit MapmpyTtusamnuu (mporokoi EIGRP)
5.1 Lenp pabotel: [IpuBUTHE HABBIKOB KOH(DUTYPUPOBAHUS
JUHAMHYECKON MapUIpyTH3aIUH C UCIIOJIb30BaHueM npoTokona EIGRP
5.2 [lepeuenb 060pyAOBAHUSA:
— Crenn «HPOKOMMYHUKAIIMOHHBIE CETHY;
— Paboune cranmuu noj ynpasieaunem OC Linux.
5.3 3apanue:
— [pousBecTn Pusnveckue coeAMHEHUS AJ1 TOCTPOCHUS 3aJaHHON
TOTOJIOTHH;
— CKOHpUTrypHUpOBaTh JUHAMUYECKYIO MapIIPYTHU3ALIMIO HA
mapmipytusarope Cisco;
— CxoHpUTypHUpOBaTh TUHAMHYECKYIO MapIIPYTHU3AIHIO HA
POrPaMMHBIX MapIIPyTH3aTOPax;
— [IpousBecTu npoBepKy CBA3HOCTH CETU C UCMIOIb30BAHUEM YTHIIUT
ping u traceroute.
5.4 Yka3zaHus K MpOBEACHHUIO paOOTHI.
B cBoe Bpems mmpoko ucnoms3osaiics npotokos IGRP (Interior Gateway
Routing Protocol — mpoTokon MapiipyTu3aliid BHYTPEHHEro MuTt03a). JlaHHbIH
OPOTOKON  TaKKe  SBISUICS — JUCTAHIIMOHHO-BEKTOPHBIM M MPUMEHSUICA
UCKITIOUUTENIbHO B obopymoBanuu  Cisco  Systems. 3arem  BbInia
ycoBeplieHCTBOBaHHas Bepcus nporokosa — EIGRP (Enhanced Interior Gateway
Routing Protocol), mo cymecTBy, npeBpartuBmias €ro B THOPUIHBIA MPOTOKOJN
mapiipytu3anud. EIGRP ucnons3yercs He Tosibko B o0opymnoBanuu CiSCO, HO U B
00OpyIOBaHUU JPYTUX TMpou3BoAWTENeH. Tak Kak B HACTOSIIEE BpeMms
noBceMectHo BMecTo IGRP wucnonb3yercs mporokon EIGRP, umenHo ero u
PaccMOTPUM.
B oTnamume OT pacCMOTPEHHBIX BHIINIE MPOTOKOJIOB MapIIpyTH3AIUH,

EIGRP wucnonb3yer mocTaTOYHO CIOXKHYIO OOOOIIEHHYIO METPHKY, MapaMeTphl



KOTOpPOH, MIOMHUMO BCETO MPOYETO, MOTYT HACTPAUBATHCS MPU KOHPUTYPUPOBAHUHT
CETH.

Jlns  BeIUMCIICHMS 3HadeHus o0oOmienHod wmetpuku B EIGRP
WCITOJIB3YIOTCSl YaCTHBIC 3HAYCHUSI METPUK, K KOTOPBIM OTHOCSITCSI:

- MPOMYCKHAas CITOCOOHOCTH KaHajla MEX Iy MoJIydaTelIeM U OTIPABUTEIIEM
(BW);

- 3ayiepkka (D);

- HaJCKHOCTH (R);

- Harpy3ka (L).

dopmyna sl BEIYUCICHUSI 0000IIEHHON METPUKU UMEET BUJT

M= kl-BW+k2'ﬂ+k3-Dj. kS :
25 R+k4

rae kl..k5 - BecoBble KO (ULIMEHTBHI.

[Ipy 5TOM dYacTHbIE METPUKM MOXKHO pa3leluTh Ha JBa BUIA -
cTaTudeckue (He 3aBHUCSIIME OT COCTOSHMS ceTH BW u D) M JAMHAMHUYECKHE
(3aBHUCAIIME OT COCTOSIHHS CeTH R U L),

[To ymomyaHui0 B MpPOTOKOJIE BECOBBIM KO3((PHUIIMEHTaM MPHUCBOEHBI
3HAYCHUSA:

k1=k3=1,
k2=k4=k5=0.

COOTBETCTBEHHO, 3HAau€HHWE OOOOIIEHHON METPUKUM MO YMOJIYAHHUIO
BBIYHUCTISICTCS 110 popMyrie:

M=BW+D.

Kak cnemyer u3 mnocnenHed (opmysibl, MO yMOJYaHUIO MPOTOKOJ
YUYHUTHIBAET TOJIbKO CTaTUYECKUE METPUKH, OTpeJIeNsieMble TUIIOM KaHalla CBSI3U U
uHTepdericom. CaMu cTaTUYECKHe METPUKU PACCUUTHIBAIOTCS IO PopMyIiam:

;
B = (Qj 256,
bw

rae bw - mosnoca mpornyckanus, 3aaHHas Ha uHTepdeiice, KOUT/c;

D :(1)256,
10



rae d - 3a7epikka, onpeaenseMasi TUIoM uatepderica, MKC.

Jlnst craHmapTHRIX UHTEP(ENCcOB 3HAUCHUS d OMPESISIOTCS CISTYIONUM
obpaszom — s Fast Ethernet d =100 mke, aiis Ethernet d =1000 Mkc u T.1.

[Ipu 3TOM MeTpHWKa COCTaBHOTO MapIIPyTa OIMPENEISICTCS HCXOAS W3
MPOIMYCKHON CMOCOOHOCTU CaMOTO «MEIJIEHHOTO» KaHalla, BXOJSIIEr0 B JaHHbBIN
MapuipyT, 1 CyMMapHOH 3aJep>KKU BceX MHTep(ENcoB, yepe3 KOTOPhIA MPOXOIUT
MapImipyT.

B pesynabraTe oOMeHa MapuipyTHOM HHMOpMAaIueld MapHipyTH3aTOPbI
EIGRP mogo6no mapmpytuszaropam OSPF dhopmupytor 6a3y JaHHBIX, B KOTOPYIO
BXOMAT TabmuIia coceacTtBa W Tabimuma Ttomosorud. OHAKO alropuTM, II0
KOTOPOMY  BBIUMCISICTCS  ONTUMAJbHBIM  MapUIPyT, KayeCTBEHHO JPYTOW.
Anroput™, wucnonb3yembii EIGRP, naseiBaetcs DUAL (Diffusing Update
Algorithm — anroputm 1 Hy3uoHHOTO OOHOBIICHUS).

Jlns  momonHeHust cBoed 0as3bpl JaHHBIX MapiipyTtuzatopsl EIGRP
O0OMEHHBAIOTCS MEXKIY COOOM MATHIO TUTIAMH TTaKETOB:

- maket ooHoBeHuit Update;

- makeT 3arpoca Query;

- MakeT OTBeTa Ha 3amnpoc Reply;

- maket npuseTcTBus Hello;

- makeT nmoarBepxkacHus Ack.

JlanHple makeThl aHAIOrH4YHO TpoTokory OSPF mcmonb3yroT rpynmnoBoi
aapec 224.0.0.10 nnu nHAMBUAYAIBHBIE aJpeca COCEIHUX MAPIIPYTU3aTOPOB. Tak
kak nporokon EIGRP sensercss Buyrpennum (Interior), o ¢yHKIIMOHUpYET
TOJIBKO B IIPE/EIaxX TaK Ha3bIBAEMOW aBTOHOMHOM CUCTEMBbI (IOHSITUE aBTOHOMHOM
cucteMmbl Oojiee MOAPOOHO OyIeT PpacCMOTPEHO B clieayromieM maparpade).
COOTBETCTBEHHO, TIEPEUMCIICHHBIC BBINIC MAKETHI COJEPKAT HOMEP aBTOHOMHOM
cuctembl. Mapmpytuzarop EIGRP, npunsB maker, oOpabarpiBaeT ero TOJBKO B
TOM CJIy4ae, €CJIM €ro MnepelaJl MapLIpyTU3aTOp, OTHOCSAIIUMCA K 3TOM XKE

ABTOHOMHOMU CUCTEME.



Amnanornuno Mapmpytuzaropy OSPF, wmapumpytuzatop EIGRP mpu
WHUIIMATU3AIAA JIOJDKEH YCTaHOBUTH COCEJCKHE OTHOIICHHUS. DTH OTHOIICHUS
yCTaHABJIMBAIOTCA myreM oOMeHa makeramu Hello, B pesyneTate KoTOpOTO
KOKIBI MapIIpyTH3aTOp, YCTAHABIUBAIOIIUN COCEACKHAE OTHOIICHHMS, 3alOTHSICT
cBOIO Tabnuiry cocenctBa. [lons tabmuibl coceacTBa mapuipytuszaropoB EIGRP
npejcTaBieHbl B TaduIe 5.1.

Tadomuma 5.1 — Tadbnua cocencraa

Howm | Aape | CobetBe | Bpemsi | Bpemsi | Cuer | [locnenoBare | Tait | Taitme
ep |c HHBIH yAepKa | OTHOLIE | YUK | JIbHBIN Mep |p
coce | coce |uHTepde | HUS HUH ouepe | HoMep LUK | IOBTOP
na | nma 158 Holdti | Uptime | ou Seqg Num a HOM
H Addr | Interface | me Coun SRT | mepena
ess t T 4y
RTO

B ortnumume ot mporokona OSPF, B8 EIGRP ucnonb3yercst mopsiakoBbiit
HOMep cocemnero Mapmpyrtusatopa (H). B mone Address ykaseiBaercs ero
ceTeBoil anapec, a B moje Interface — coOcTBeHHBIN MHTEpdEIic, Yepe3 KOTOPBIH
JIOCTYTICH COCE/I.

Bpewmst ynepxanus (Holdtime) — 3To uHTepBan BpeMeHH, IO UCTECUYCHUH
KoToporo, B ciaydae orcyrcTtBus EIGRP-nmakeToB ot cocennero mapiipyrusaropa,
OH CUMTAETCS HENOCTHKUMBIM. 110 ymMoTuanuto JaHHbIA HHTEPBAJ paBeH 15 c.

Bpewmst otHorrenuii (Uptime) — 3To MHTEpBal BPEMEHHM, MPOIICAIIUN C
MOMEHTa YCTaHOBJIEHUS COCEJICKMX OTHOILICHUH.

Cuerunk ouepenu (Count) — 3TO YKCIIO MAKETOB, HAXOASIIUXCS B OYCPEIH
neperavm.

[TocnenoBarenpHbiii HOMep (Seq Num) — Homep mocnemnero EIGRP-
nakera, MPUHITOTO OT coceAa. Mcmomp3yeTcst Kak Juisl KOHTPOJIS OpsKa preMa

IMaKCTOB, TaK U IJIA IICPCaAadn IIaKeTa IIOATBCPIKACHU .




Taiimep nwmkima (SRTT) — BpeMeHHOH WHTEpBasl, HEOOXOIUMBIA JISI
OTIIPABJIEHUS COCENly MAKETa U MOJyYEeHHs OT HEro orBeTa. Eciu B TeueHue 3Toro
WHTEpBajla OTBET HE MPUXOIUT, MAKET OTIPABISETCS TOBTOPHO.

Taiimep noBtropHO# mepeaaun (RTO) — mHTEpBa), B TE€UECHUE KOTOPOTO
OKUJIAeTCsl TIOJITBEPkACHUE OT cocela O mpuemMe UM mnakera. Eciu B TeueHue
ATOT0 UHTEpBaJla MOATBEPKICHUS HE IPUXOAUT, MAKET OTIIPABIISETCS TOBTOPHO.

Paccmotpum ceTh, npeacTaBIeHHYI0 Ha pUCyHKe S.1.

192.168.0.0/24 192.168.1.0/24

192.168.2.0/24

156.92.15.16/30
192.168.3.0/24

192.168.4.0/24

Pucynok 5.1 — Ilpumep cetn

W3 pucyHka BUAHO, YTO MapIIPyTHU3aTOPHI CBS3aHBI APYT C IPYTOM C
MCITOJIb30BAaHUEM BBIPOKJIEHHOM MOJICETH «TOYKA-TOYKA», KPOME TOTO, K KaXKIOMY
U3 HUX TOJAKIIOUYEeHa cBOs mojaceTh. Hampumep, mapmpytuzatop R1 cBszan c
noaceteto  192.168.1.0/24, ¢ wucnons3oBaHueM wuHTEpdelica ¢  aapecoM
192.168.1.1/24. C mapmpyTtuzaropom RO oH cBsi3aH 4epe3 BHIPOXKICHHYIO MOJCETh
156.92.15.4/30 ¢ ucnosb3oBaHueM uHTepdeiica ¢ aapecom 156.92.15.6/30, a ¢
MapuipytuzatopoM R2 — wuyepe3 BwIpokzaeHHyI monacetb 156.92.15.8/30 c¢

UCIIOJIb30BaHUEM uHTepdetica ¢ aapecom 156.92.15.6/30.



Bun Tabmumpel cocenctBa mapmpytu3atopa Cisco R1 mpezacraBieH Ha

pucynke 5.2 (ucronb3yercs komanaa Show ip eigrp neighbor).

Bouterfsh ip eigrp neighbor
IP-EIGEF neighbors for process zZ0O0

H Address Interface Hold Uptime SRTT BTO u} Seq

[=zec) (m=) Cnt  Hum
u] 1E6.92_15.F Fad/0 1z O0:07:582 40 looo a 1k
1 15692 15,10 Fals1 11 Ooo0:0&:19 40 looo 0 1z
Routerﬂ

Pucynok 5.2 — Tabnuna coceacta mapiipyruzaropa Cisco

B orBer Ha maker Hello mapmpytuszarop ornpasnser nmaker Update mo
WHIMBUIYAIBHOMY aJpecy MaplipyTH3aTopa, OT KOTOPOTO ObUI MPHUHAT MaKeT
Hello (mpu sToM B makere Update comepxutcst moaTBEpIKICHUE MOTYICHHS ITaKeTa
Hello, uro cHmkaeT HeOOXOAUMBIH 00beM MakeTOB HoATBEpKACHMH ACK).

Takum o0pa3om, B pe3yibTaTe Takoro oomeHa mapuipytuzatopsl EIGRP
3alOJIHAIOT CBOM TaOJNUIBI coceiacTBa. Ilociie  yCTaHOBIEHHUS COCEICKHX
OTHOIIICHUH MapIIpyTHU3aToOpbl 0OMEHUBAIOTCS MEXKIY COOO0W CBOMMH TaOIUIIAMU
torojoruu. Tabiuia Tomoyioruu Toro ke Mapupyrtuzaropa Cisco (R1, pucyHok

5.1) npencraBieHa Ha pucyHke 5.3 (mcmosb3yercs kKomanma Show ip eigrp

topology).



Bouterfshow ip eigrp topoloogy
IP-EIGEP Topology Table for A5 Z0O0

Codes: P - Passiwve, AL - Active, U - Update, 0 - Query, B - Reply,
r - Beply status

P 19Z.168.1.0f24, 1 successors, FD i=s Z81e00

wia Connected, Ethernet0/170
P lEe.3Z2.15.4/30, 1 successors, FIr i=s 28160

wia Connected, FastEthernet0/0
P lEe.3Z2.0.0/16, 1 successors, FDIr i=s Z8160

wia Summary (Z21&070), Mallo
P 1lE&_92_15.8/30, 1 successors, FIr i= 28160

wia Connected, FastEthernetO/71
P 13Z.168.0.0/24, 1 successors, FIr is Z841&0

via 1Ee.5z2.15.5 (2584160/281e00), FastEthernet(/0
P 13Z.168.2_0f24, 1 successors, FDois 284160

wia 156.92_ 1510 (Z84160/281600), FastEthernet0/1
P 1lE&.92_15.12/30, 1 successor=s, FD i=s 320720

wia 1E6. 92 1510 (3F07Z05E21e0), FastEthernet0/1
P 13Z2.168.32.0/24, 1 successors, FDr is Z8&7Z0

wia 156.92.15.10 (286720/284160), FastEthernet0/s1
P 1lEe.22_15_1&6/30, 1 successors, FD i=s 33280

wia 156.92_15.10 (3IIES0/307E0), FastEthernet0/1
P 19Z.168.4_ 0724, 1 successors, FIr i=s 283280

via 1EE. 9E.LE. 10 (Z83E20/z86TED), FastEthernet(s1
Bouterf

Pucynok 5.3 — Ta6ymna Tormooruu Mapipytusaropa Cisco

Paccmotpum coctaB TaOauUIIbI TOTIOJIOTHH.

B nepBoii kojoHKe TabaUIIbl IPECTaBlieH cTaTyc mapiipyra. CumBona P
(Passive) o603HaYaeT MacCUBHBINM, TO €CTh TOTOBBIN K MCIIOJIb30BAHHIO MAPIIPYT.
CumBon A (Active) o0o3HauaeT aKTUBHBIA MapHIPyT, TO €CTh MAapIIPyT, IO
KOTOpOMY He 3akoHueH pacyeT no anroputMy DUAL. Kak cnenyer u3 pucyHka
5.3, Bce MapuipyThl B JaHHOM MPUMEPE MaCCUBHBIE.

[Tocme yka3aHWsl COCTOSHUSI ~MapuIpyTa  YKa3bIBAIOTCA  TOJCEThH
Ha3HA4YeHHs] M YMUCIIO MpeeMHUKOB (Successors). Ilox mpeeMHUKOM MOHMMAETCA
NEPBUYHBIM MapuIpyT, KOTOPBIA TMOCIE BBIYUCICHUS MEpesaeTcss B TaOIHILy
MapIIpyTHU3aIUH.

FD (Feasible Distance) o6o3HauaeT BBIMOJIHUMOE PacCTOSIHUE (METPHKY)
70 CeTH Ha3HAYCHUsA MO JaHHOMY MapIIpyTy. BEINOTHUMBIM pPaCCTOSTHHEM

HA3bIBACTCA IIOJIHAA MCETPHUKA MapuipyTa, KOTOpas BBIYHUCIACTCA KaK CyMMa



3asIBJICHHOTO PACCTOSIHUSL (TO €CTh TOJYYEHHOTO OT COCela) W PACCTOSHHS [0
cocena.

[Tocne via ykaspiBaeTCsl MCTOYHHMK Mapiipyrta. Hampumep, 3ammch Via
Connected o3Havaer, YTO MOJCETHh IMOJAKIIOYCHA HEMOCPEICTBEHHO K JIaHHOMY
MapuipyTtuzaropy. 3amuch Via 156.92.15.5 (284160/281600) o3nagyaer, dTO
MapmipyT ObUI aHOHCHUPOBAH MAapUIPYTHU3aTOPOM C aJpPECOM  BBIXOJHOTO
untepdeiica 156.92.15.5 ¢ 3asBaeHHBbIM cocTtosiHueM 281600, BBIIOTHUMOE
paccrosinue coctaBisieT 284160.

Hakonen, mocneqHssi 3amuch O3HA4YaeT BBIXOAHOW WHTEPQEHC TaHHOTO
MapIIpyTH3aTopa.

Kpome nounstus npeemnuka, B nporokosie EIGRP cymectByeT nonsitue
BEPOSTHOTO TPEEMHUKA — PE3EPBHOTO MapIIpyTa, KOTOPBIA 3aIeHCTBYETCS MPHU
OTKa3ze MaplIpyTH3aTOpa-peeMHUuKa. BeposTHBIM MpeeMHUK HE 3aHOCUTCS B
Ta0IHIy MapIIpyTU3alUU, HO XPAHUTCS B TA0JIUIIE TOMOJIOTHH.

[Tporokon EIGRP mo ymonganuio ciocoOeH pacrapaieTuBaTh nepeaady
JAHHBIX TI0 MapHipyTam ¢ paBHOM METPUKOM, a TMOcCiIe COOTBETCTBYIOIIEH
HACTPOWKH — 1 TI0 MapIIPyTaM C Pa3IMIHBIMA METPUKAMH.

Hmes B cBOCH 0aze TaOIMITy TOMOJOTHH, KaXKIbIH U3 MapIIPyTU3aTOPOB B
cootBeTcTBUM ¢ anroputMom DUAL paccuuThiBaeT onTUMallbHbIE MapuIpyThl U
3aHOCHUT WX B Tabnwiy Mapmpytu3anud. [Ipumep TaOmuibl MapimipyTH3aIuy,

COOTBETCTBYIOIIEH TaOJIMIIE TOMONOTUU (PUCYHOK 5.3) MpEeCTaBiIeH HA PUCYHKE

5.4.



Boutersen
RBouterfshow ip route
Codes: C - connected, 5 - static, I - IGRF, B - BIP, M - mohkile, B - EGP
Ir - EIGRF, E¥ - EIGRP external, 0 - O3PF, IA - 0O3PF inter area
N1 - 0OSPF HN&38A external type 1, NEZ - O8PF MN3EA external type E
El1 - 0O8PF external type 1, EZ - OBPF external type £, E - EGP
i - I®-I%, L1 - I3-I% lewel-1, LE - IS-I3 lewyel-Z, ia - IZ-I5 inter area
* - candidate default, T - per-user static route, o — ODER
P - periodic dowmloaded static route

Gateway of last resort is not set

156.92.0.0/16 is wariably subnetted, & subnets, £ masks

1B . 32.0.0/16 is a summary, 01:12:01, MNallo

186 3215 4,30 is directly connected, FastEthernet0,0

15632 158,30 is directly connected, FastEthernet0,1

186 2Z_15_1Zy/30 [20,/30720] wia 1E6.9Z2.15.10, 01:10:27, FastEthernetO/s1

156 2Z2_ 15 _1&/30 [20,33280] wia 1E6.22.15.10, 01:09:11, FastEthernetO/s1
192 162 0.0/24 [A0/284160] wia 1lE6.9Z.15.5, 01:1zZ:00, FastEthernetO,s0
192, 168.1.0,/24 i=s directly comnected, Ethernetl0s1/0
192 168 2_0/24 [A0/284160] wia 1E6_9Z.15.10, 01:10:27, FastEthernetOf1l
122 168 3. 0/24 [A0/286720)] wia 1E6.22.15.10, 01:09:11, FastEthernetOf1l
192 162 4 _0/24 [20/289280] wia 1E6.92.15.10, 01:08:01, FastEthernetOf1
Bout erf w
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Pucynok 5.4 — Tabnuna mapurpytusanuu MapiipyTtusatopa EIGRP

Takum 00pa3oM, Ha JaHHOM 3aHATHH HEOOXOJUMO coOpaTh CXeMy
TPAHCIIOPTHOM MYJIBTUCEPBUCHOM CETH, COCTOSIIENM M3 MaplpyTH3aTOPOB,
CKOHQUTYpHpPOBaTh Ha KXKIOM W3  MapHIPyTU3aTOPOB  JTHHAMHUYCCKYIO
MapIIPyTU3ALHIO, TIPOBEPUTH CBSI3HOCTh CETH C HMCIIOJIB30BAHMEM YTHIIMT PINg u
traceroute.

5.5 Oruer o pabore:

— PabGorocnocoOHast ceTh;

— Pe3ynbTarhl NPOBEPKU CBA3HOCTHU CETH.



[TpakTrueckoe 3ansTue Nob
KondurypupoBanue cetu gocryna
6.1 Llenb pabothl: [IprBUTHE HABBIKOB KOH(PUTYPUPOBAHUS CETU JOCTYIIA,
TIOCTPOCHHOM Ha 0a3e TexHosornu Ethernet
6.2 [lepeuenb 060pyaOBaHUS:
— Crenn «MHPOKOMMYHUKALIMOHHBIE CETH;
— Pab6ouwne crannuu nox ynpasieanem OC Linux.
6.3 3aganue:
— [pousBecTn Pusnveckue coeAMHEHUS AJ1 TOCTPOCHUS 3aJaHHON
TOIOJIOTHH;
— CKoH(pUTrypupoBaTh KOMMYTATOPBI JOCTYTIA /I 00ECTICUEHMSI
BO3MOKHOCTH pa0OTHI B CETH;
— TlpousBecTu NpoBepKY CBA3HOCTH CETU C UCIOJIIB30BAHUEM YTHIIUT
ping u traceroute.
6.4 Yka3aHus K IpoBEJCHUIO pabOTHI.
Kommyrtatoper CiSCO MOTYyT HaxXxOmUThCS B OJHOM H3 PEXKUMOB,
MIPEICTAaBICHHBIX B TabmuIle 6.1.

Tabnuna 6.1 — Pexxumbl KOHPUTYPUPOBAHUS

HaszBanue pexnma [Ipurnamenue Onucanue

(Prompt)
User EXEC Mode Switch> [Tosb30BaTEIBCKUN PEKUM
Privileged EXEC Mode |Switch # [TpuBMIIErNPOBAHHBINA PEKUM
Global Configuration|Switch (config)# Pexxum rJ100aJIBHOTO
Mode KOH(HUTYpUPOBAHHSI

B tabnuie 6.1 B mepBoM cTONOIE TpEACTaBICHbI Ha3BaHUS PEKHUMOB, BO
BTOPOM — IMpUTJAICHHEe, OToOpa)kaeMoe B KOMAaHIHOH CTPOKE, B TPEThEM —

OITMCaHUuC.




[Tonp3oBaTenbckuii peskuM (user mode) HMCHosb3yeTcs Uisl MPOCMOTpa
COCTOSIHHSI YCTPOMCTBA, a TaKXe JUId MEepexoja B MPUBHICTHPOBAHHBIA PEXHUM
(privileged mode). Hukakux u3mMeHeHHH B KOHGUTypallMoHHOM (aiisie, B TOM
YHclie yAaJIeHWe M COXPAaHEHHE TeKylledl KOH(UTypaluH, B MOJIb30BaTEIHCKOM
pexuMe MPOU3BOAUTHCS HE MOXKET. B 3TOM pexkrMe AOCTYIHBI TOJIBKO HEKOTOPbIE
KOMaH/Ibl Bepudukanuu show, T. €. KOMaH/bl MPOCMOTPA COCTOSIHUS YCTPOUCTBA.

Jlis mepexola B MPUBUIIETUPOBAHHBIN PEXUM HEOOXOTUMO BBIMOTHUTH
KOMaHy

enable

Cnenyer oTMeTuTh, uTO OOOpymoBaHue CiSCO momyckaeT COKpaIleHHBIN
BBOJ| KOMaHJ|, €CJIM HEBO3MOXHO €€ JIBOsIKoe ToikoBaHue. Hampumep, BMecTo
enable moxxHO HaOpatk €N, u 3Ta KOMaHAa Oy/eT MOHSATHA KOMMYTAaTOpy, TaK Kak
HUKaKas Jpyras KOMaHJa He HAUUHAETCS C COYETaHHsI CUMBOJIOB €N.

Breimonnenue K&)K,Z[Oﬁ KOMaHJbl HAYMWMHACTCA IIOCJIC HaXXaTHusi KIaBUIIH

Enter. Jlist IOBTOpa paHee BBEACHHBIX KOMAHI MOJKHO HCIIOIb30BATh KIABHILY | .

B mpuBumierupoBaHHOM pexUMeE JTOCTYITHBI BCE KOMaHbI Show, BO3MOXKHO
yaajieHue KOH(QUTypalluu U COXpaHEHHE KOH(UTypallMoHHOro (aitia B mamsaTu
NVRAM. Bo3Bpar B moib30BaTEIbCKUN PEXXUM MPOU3BOIUTCS KoMaHoi disable
WM exit:

Switch#exit

Komanpma exit mo3Boisier BEpHYThCSI HA OJMH YPOBEHb BBepX. Hampumep,
1ociie BBITIOJHEHHWs] KOMaHAbl B PEXHUME TJI00AIBHOTO KOHQUTYPHPOBAHUS
KOMMYTaToOp NEPEeXOJUT B NMPUBUIETUPOBAaHHBIN pexxuM. Ecnum HeoOxoaumo u3
J000T0 COCTOSIHMSI YCTPOMCTBAa BBIMTH Cpa3y B MOJb30BATEIBCKUM PEXKUM,
ucrosb3yercst komounarms kinasum CTRL-Z.

B rno6ansHOM pekuMe MpOU3BOAATCS W3MEHEHHs, KOTOpbIE 3aTparuBaroT
KOMMYTATOp B LIEJIOM, IIO3TOMY 3TOT pexuM M HaszbiBaeTcs global configuration
mode. Hampumep, B HEM MOXKHO yCTaHaBIMBaTh MM KOMMYyTaropa KOMaHIOW
hostname. Mg koMMmyTaTopa HE MMEET 3HAYEHUS B CETH, OHO YAOOHO MpHU

KoH(purypupoBanuu. [Ipumep:



Switch(config)#hostname Switch_A

Switch_A(config)#

B pexume rino0anbHOrO KOH(MUIYpUPOBaHUS HAa KOMMYTATOpP MOKHO
ycTaHaBnuBath napoiu. CyliecTByeT HECKOJIBKO BUIOB MapoJieit st o0ecnedeHus
3amuThl ycrpoictB Cisco. IlepBrie nBa mapoiis, enable secret u enable password,
UCITIOJIB3YIOTCS 111 00€ecreueHrs aBTOPU30BAHHOTO BXO/1a B MPUBHUIIETUPOBAHHBIN
pexxuM. Ha xommyTaTope ycTaHaBiumBaeTcs OAuH (WM 00a) M3 STUX HapoJIeH.
[locne ycTaHOBKM MapoJisi CHCTEMa 3alpaliMBaeT €ro y IMoJb30BaTens, Korja
BBOAWTCS KOoMaHAa enable. @opmaT KOMaHJ YyCTaHOBKHM NapoJied «CIiSCO» U
«ciscol» misg BXo/aa B MPUBWIICTUPOBAHHBIA PEXXUM TPUBEICH HIKE:

Switch_A(config)#enable secret cisco

Switch_A(config)#enable password ciscol

[Tapons enable secret kpunrtorpadupyercs MO yMOJYaHUIO, MOITOMY
sBisieTcs Oosiee crporum. Eciu ycranoBiieHsl 00a maposis — enable secret u enable
password, — To B MpuBEICHHOM TpUMEpe CHcTeMa OyJeT pearupoBaTh Ha IMApOJh
cisco. [lapons enable password mo ymonyaHuto He KpuUnTorpapupyercs, Io3ToMy
ero MOXKHO TIOCMOTPETh, Hampumep, Mo Komanjae show running-configuration
(cokpaiiieHHO sh run), KOTOpast BHITIOHIETCS U3 IPUBUIETUPOBAHHOTO PEXKHUMA.

N3menenue u coznanue koHpurypamuu xkommytatopa Cisco BO3MOXKHO B
peXUME TIIOOATBHOTO KOH(PUTYPUPOBAHMS, BXOI B KOTOPBIH pealn3yeTcs H3
NPUBUJICTUPOBAHHOTO 1O Komanze configure terminal (cokpameHno — conf),
KOTOpasi BBOJUT YCTPOMCTBO B TJIOOANBHBIA PEKUM W TIO3BOJSICT W3MEHSATH
TeKyiy koHdurypamuio (running-config). [Ipu sTom npuriamieHue u3MeHSET
By Ha Switch(config)#:

Switch >ena

Switch #conf t

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#

Jly1st mpocMOTpa aapecHOr TaOJIUIIBl UCTIONIb3YETCS KOMaH/1a

show mac address-table



[lpumep BoIMONHEHMsT KomaHael Show mac address-table moxazan Ha

pucyHke 6.1.

-* Switch3
Physical | Config | CLI
105 Command Line Interface
s
3LINEPROTO-E-TUPDOWHN: Line protocol on Interface FastEthernet0/7Z, changed state t©
o up
3LINE-L5-CHANGED: Interface FastEthernet0/3, changed state to up
3LINEPROTO-E5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state t
o up
3 LINE-5-CHANGED: Interface FastEthernetO/4, changed state to up
3LINEPROTO-E-TUPDOWHN: Line protocol on Interface FastEthernet074, changed state t
o up
Bwitchrenable
Ewitchffshow mac address-table
Mac Address Table
Wlan Mac address Tvype Ports
it chyl w

Pucynok 6.1 — Pe3ynbrat BeinosHeHHs KoMaH el Show mac address-table

Kak BugHO W3 pucyHka 6.1, aapecHas Tabmuia ImycTa, B HEW HET HHU
CTaTUYECKUX 3amuceil (Mbl X HE BHOCHWIM), HU JUHAMHUYECKUX (KOMMYyTaTOp HE
npoiies mpoueaypy oOydeHust). Jiusg mpoxoxaeHus MHpoueaypbl OOy4YeHUs
JIOCTaTOYHO Tiepeaarh OoT kaxjaoro u3 PC mobsle kampsli, Hanpumep, |ICMP-
3alpoChl € HCIOJIb30BaHUEM YyTHIMTHI Ping. Ecaum mociae 3Toro  omsth
IIPOCMOTPETh aJPECHYIO0 TaOJHUIly, TO OHA MPUMET BHUJ, ITOKA3aHHBI HA PUCYHKE

6.2.
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Switchrenable
Switchfshow mac address-table
Mac Address Table

Tlan Mac Address Type Ports

Switchffshow mac address-table
Mac Address Table

Tlan Mac Address Type Ports

1 o000, 0cle . 3370 DYNAMIC FaO/s1

1 000l.92618_bhae? DYNAMIC Fal/s3

1 000&. Zadd . _bE38 DYNAMIC Fal/&

1 0020 0cke. 4625 DYNAMIC Fal/s4 S
Switchi e

[ Copy H Paszte ]

Pucynok 6.2 — Pe3ynbraT BeinosHeHHs: KoMaH 11 SHOW mac address-table

Kak BugHo, Tabmuia m3MeHusach. B mepBoM ee cToille yka3zaH HOMEP
VLAN, MAC-anpec paboueii cranimu, THIT 3anuck (auHamudeckas — Dynamic), u
HOMep HHTepdelica KOMMyTaTopa, ¢ KOTOPOro IOCTyIIHa paboyasi CTaHLIUS.

Bupryanbnsle nokanbHbie ceTd VLAN — 3T0 TexHosiorHs, mo3BOJISIFOLIAs
OpPraHM30BbIBATH HECKOJIBKO HE3aBUCHUMBIX BUPTYaJIbHBIX CET€d BHYTPU OJHOM
¢uznyeckoit cetn. C nmomompio VLAN MOXXHO BBINOJIHATH TMOKOE pa3HECEeHHe
II0JIb30BaTENEN 10 pa3IMYHBIM CETMEHTAM CETH C pa3HOM ajpecanueil, Jaxe eciiu
OHM  TOAKJIIOYEHbl K  €AMHOMY  YCTPOMCTBY, a  Takke  JApoOUTh
HIMPOKOBEIIATEIbHBIE TOMEHBI.

[lpunuun  opranuzanuu  aByx VLAN Ha omHoM  koMMmyTtarope

WLTIOCTPUPYETCSI PUCYHKOM 6.3.
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Hemmyrarop ypaeHa 2
¢ noaaepskoE WLAN

VLAN 1
nK2

_

MKl

Pucynok 6.3 — Opranuzamus 18yx VLAN Ha ogHOM KOMMyTaTope

Kommbrotepsr 1 u 2 obbenunensl B ogny VLAN, kommbiotepsl 3 u 4
o0benuneHsl B Apyryio VLAN. XoTs Bce KOMIBIOTEPHI MOJKIIOYEHBI K OJJHOMY U
TOMY € KOMMYTaTOpy, BCE OHU HE CMOTYT O0IIaThCsl MEXy coboii. KommbroTep
HOMEep 1 cMmokeT oOIaThCsi TOJIBKO C KOMIBIOTEPOM 2, KoMIbloTep 3 Oyner
BUJIETh TOJIBKO KoMmmbioTep 4. To ecTh gaHHas cutyaius OyAeT aHAJIOTHYHA TOMY,
KaK €cii Obl Mbl TIOJIKJIIOYHIIA KOMITBIOTEPHI | M 2 K OJJHOMY KOMMYTaTopy, a
KOMOBIOTEpbl 3 U 4 K JApyroMmy KOMMYTAaTopy, U HE COCAUHUIM Obl ATH
KOMMYTATOpbI MeXKIy co0oil. Kak jerko 3aMeTuTh, B IaHHOM CITy4ae, TEXHOJIOTHUS
VLAN nomorna HaMm pa3fenuTh €IuHYI0 (PU3MUECKYyI0 CE€Th Ha HECKOJIBKO
BUPTYaJIbHBIX HE CBSI3aHHBIX MEXIYy COOOM ceTel, MpU 3TOM KOMIBIOTEPHI,
HAXOJISAIIUECS B ITUX BUPTYAIbHBIX CETSIX, paOOTAIOT TOYHO TaK K€, KaK 3TO ObLIO
OBl B OOBIYHOM CETH.

Jns B3aumoneiictBus yctpoctB B VLAN ceTax ux mopTel HacTpauBarOTCs
cnenuanbHbiM 00pa3oM. CyIlecTByeT 1Ba TUIAa HACTPOWKH TMOPTOB: HACTPOMKA
nopra B pexkume jgocrtyna (Access Mode) m Hactpoiika mopra B pexHMe
maructpaiu (Trunk Mode).

[TopThl mOCTyNa MNPUMEHSIOTCS OOBIYHO IS TOAKIIOUEHUS] OKOHEUYHBIX

ycTpoicTB. B mpocteiiiem cnydae, mopTy JAOCTyHa 3aJaeTcsl ONpelesieHHas



VLAN, u oH mepenaeT Bechb IMOCTYMAIOUIMl Ha HEro TpaduK MMEHHO B HeEe.
[TopThl, K KOTOpPBIM MOJKIIIOYEHBI KoMIbloTEpbl 1,2.3 u 4 Ha pucyHke /.4,
SBJISIOTCSI TOPTaMU JIOCTYTIA.

MarucTpansHble TIOPTHI TPEIHA3HAYCHBI I Tepedaun Tpaduka cpasy
HeckoJIbkMX VLAN u  OOBIYHO UCHONB3YIOTCS [JISi COEIMHEHUSI CETEeBBIX
YCTPOUCTB Mexay coboi. IlopTel 5 o0oumx KOMMYyTaTOpoB Ha puCyHKe 6.4,

SABJIAIOTCA MaruCTpaJIibHbIMHU IIOPTaMU.

VLAN 2

IIK 4 K 3 K 8 K 7

S .
K $

17

o
7
7
7

Port 4
2N Port5 VLAN 2 Port5 Port3
-

~

N
Port 1 VLAN1 . .

Port 2

K 5 IIK 6
VLAN 1

Pucynok 6.4 — Vcnionbp30BaHue MarucTpaibHbIX MOPTOB U MOPTOB JIOCTYyIA

Ha nannom pucynke noptsl 1 — 4 paGoTaroT B pexxume J0CTyna, mopt 5 — B
pexuMe MarucTpalivd U mnepefaeT uepe3 ce0s Tpaduk cpa3y IBYX BUPTYaJTbHBIX
nokanbHbIX cetel VLAN 1 u VLAN 2 (mo3toMy ycioBHO Ha pHCYHKE HOPTHI 5
000MX KOMMYTaTOpPOB CBSI3aHbI MEXIY COOOW ABYMS JTMHUSAMHU, XOTS (PU3MUECKH

3TO — OJIHA JIMHUSA).



[lepenaBate Tpapuk VLAN mexny KoMMyTaTopamMu MOXHO HE TOJIBKO C
MOMOIIBI0 MAarMCTPAIbHBIX MMOPTOB, HO U C MIOMOIIBIO MIOPTOB JJOCTYTA, HO TaK Kak
MOPTHl JIOCTyHa MOTYT TpomyckaTh Tpaduk Ttoiapko oxHod VLAN, s
COCUHEHHS] YCTPOHMCTB Mexay co0oil moTpeOyeTcsi BBIIEICHHE TOPTOB,
KOJIMYECTBO KOTOPHIX OyAeT paBHO KOJMYECTBY IMEpEJaBa€MbIX MEXKIY
yctpoiictBamu VLAN. JlanHbIi cmoco0 OOBIYHO HAXOJIUT MPUMEHEHHE TOJBKO B
TOM CiIy4ae, €ClIHi MEXIy YCTPOMCTBAaMH HEOOXOAMMO TMepenaaTh Tpaduk
HeOompioro uncina VLAN.

Jna wactporiku VLAN HeoOXomumo mepeTh B NPUBUIETUPOBAHHBIN
pPSKHMM, BBINIOJHUB KoMaHAy enable. HMudopMmanuio o CymecTBYIONIMX Ha
xommytatope VLAN MokHO, BBITIOTHUB KomaHty Show vlan brief (moxxHO mpocto
sh vl br).

Paccmorpum mpumep cozmanusi n1Byx VLAN Ha ogHOM KOMMYyTaTope.
[lepefineM B NPUBHICTHPOBAHHBIA PEKUM, BBIIOJHMB KoMaHay e€nable, wu
IPOCMOTPUM MHpOpMaLHIO O cynlecTBytomux Ha kommytarope VLAN (pucyHok
6.5).

B pe3ynbTaTe BbINOJHEHUS KOMaHbl HA SKpaHe nosiButcsa: Homepa VLAN —
nepBeiii  cronber;; HazBanue VLAN - Bropoit  cronmber;  cocTosiHUE
VLAN (paGoTtaeT oHa B JIaHHBII MOMEHT WJIM HET) — TPETUH CTOJIOEI]; MOPTHI,
npuHajiexanue Kk ganHod VLAN — gerBepthiii cronben. Kak Mbl BUIuUM, MO
yMOJTYaHUIO0 Ha KoMmMyTaTope cymectByeT msaTh VLAN . Bee mopTel koMMmyTaTopa
no ymomuanuto npuHagiexar VLAN 1. Ocranbnabie uetsipe VLAN sBusitoTcs

CJ'Iy>KC6HBIMI/I H UCIIOJIB3YIOTCS HE OUCHDb 4acCToO.
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Bwitchran
Switchfshow wlan brief
VLAN Mame Status Port=s
1 default active Fals1l, FaO/E, FalOf3, Falsd4
FaOsE, FaOs&, Fals7, FalO/fE
FaOs9, Fals1l0, Falsf11l, FalO/f1Z
FalOs13, FalOs14, Falsf1lE5, FalOsfle
FalOs17, FaOys1l8, Fals19, FalOsZ0
FalOs2l, FalifZEZ, Fal/fz3, FalOsfzZ4
Giglsl, Gigls:s
100& fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
Bwrit chi b
’ Copy ] ’ Paste

Pucynox 6.5 — I[Ipocmotp konpurypanuu VLAN

Jlist peanu3aiuy ceTH, KOTOPYIO MbI 3aIUIAHUPOBAIH CJENaTh, CO3JaANM Ha
kommyTtatope eme aBe VLAN. [l 3Toro B NOpPUBUIECTUPOBAHHOM PEXKUME
HE0O0XOMMO BBITIOJIHUTL KoMaHay COnf t mis mepexoma B pexxuM T100aabHOTO
KoHurypoanus. BBogum komangy Vlan 2. JlanHo# kKomMaHmOH CO3maeTcsi Ha
kommyTtatope VLAN ¢ Homepom 2. Ykazarenb BBoaa Switch(config)# nzmenurcs
Ha Switch(config-vlan)#, 310 cBUIETEIBCTBYET O TOM, YTO KOHPUTYPUPYETCS YiKe
HE BECh KOMMYTATOp B LEJIOM, a Tojibko otaenbHas VLAN, B naHHoM ciydae
Homep 2. Ecimu mcmonb3oBath koMmanay «vlan X», rme X Homep VLAN, korma
VLAN X ermie He co3/1aHa Ha KOMMYTaToOpe, TO OHa OyAeT aBTOMAaTHYECKH CO3/1aHa
1 OyJIeT OCYIIECTBIICH MEePexo K €€ KOH(PUTYPUPOBAHMUIO.

Jlnst  pemieHuss  TIOCTABJICHHOW — 3a/ladyd  KOMMYyTaTop  HEoOXO0IUMO
CKOH(UTYPUPOBATH CIECITYIONTUM 00pa3oM.

Switch(config)#vlan 2



Switch(config-vlan)#name subnet_192

Switch(config)#interface range fastEthernet 0/1-2

Switch(config-if-range)#switchport mode access

Switch(config-if-range)#switchport access vlan 2

Paszbepem mannyto koHpurypamuo. Kak yxe roBopusioch paHee, KOMaHI0M
vlan 2 msl co3maem Ha kommyTtaTope HOBYI0 VLAN ¢ Homepom 2. Komanga name
subnet 192 mpucsauBaet ums subnet 192 BupryansHOU ceTi HOMep 2. BoimonHsis
komany interface range fastEthernet 0/1-2, MbI mepexoauM K KOHGUTYPHUPOBAHUIO
unrepdeiico fastEthernet 0/1 u fastEthernet 0/2 xommyTtaTopa. KiroueBoe ciioBo
range B JaHHOW KOMaHJE yKa3bIBaeT Ha TO, YTO MBI OyJeM KOHPUTYpHpPOBATh HE
OJIMH €TUHCTBEHHBIN MMOPT, a IENbIN TUana30H MOPTOB, B MPUHITUIIE €€ MOXHO HE
UCTIOJIb30BaTh, HO TOT/IA MOCIIEAHIE TPH CTPOKH MPUACTCS 3aMEHHUTD Ha!

Switch(config)#interface fastEthernet 0/1

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 2

Switch(config)#interface fastEthernet 0/2

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 2

Komanma switchport mode access kondurypupyer BBIOpaHHBIA MOPT
KOMMYTaTopa, kak nopT nocrymna. Komanna switchport access VLAN 2 ykasrbiBaer,
YTO JAHHBIN MOPT siBisieTcst mopTom aoctyna aist VLAN Homep 2.

Kak 1 B mpeapIAyux nmpuMepax, KOMaH bl MOYKHO HaOHMpaTh COKPAILEHHO,
KpoMme Toro, BMecto fastEthernet moxxHo ucnonb3oBaTh 0603Ha4YeHue fa.

[TpocMoTpuM pe3ynbTaT KOHGHUIYPUPOBAHHS, BBIMOJHHUB KOMaHAy ShOwW

vlan br emie pas, pucyHok 6.6.
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SIS LI Ll Jriame LLUILEL_J.JL

Switchiconfig-vlan) fint range fa 0/1-Z2 -

Switchiconfig-if-range)fswitchport mode access

Switchi{config-if-range) fswitchport access wlan £

Bwitchiconfig-if-range) fexit

Switchiconfig) fexit

(E8YE-LE-CONFIGC I: Configured from console by console

Switchfsh vl br

VLAN MName Status Ports

1 defanlt actiwe FalOs3, Falsf4, Fals5, False
Fad/7, Fal/f8, FalOs3, FalOs1l0
Fans11, Fals1lz, FaOf13, FalO/s1l4
Fanys1lE, Falsle, FaOf17, FalOrs1l8
FadOys1%, Fal/fE0, FalfZl, FalO/fEE
FalO/fE3, FalsfE4, Giglsl, Gigl/E

Z subnet_13Z active FaD/1l, Fal/fZ

100z fddi-default actiwe

1003 token-ring-default actiwve

1004 fddinet-default actiwe

1005 trnet-default actiwe

Bwitchi W

’ Copy ] ’ Paste

Pucynox 6.6 — I[Ipocmotp konpurypanuu VLAN

W3 pucynka BuaHO, 4yTO B KOMMYyTaTope mosiBmiiack BTopas VLAN c
umeneM subnet 192, x kotopoit otHocsTcs mopthi 0/1 1 0/2.

Jlanee aHanormuHbIM 0Opa3oM co3gaauM Vlan 3 ¢ umeHem subnet 172, u
clenaeM ero nmopramu gocrtyna uatepdeiice fastEthernet 0/3 u fastEthernet 0/4.

COOTBETCTBEHHO, KOMIBIOTEPHI, HAXOJANIUECS B Pa3HBIX BHPTYAIbHBIX
CeTsIX, OyAyT HEJOCTYIHBI APYT JIPYTY, YTO JIETKO MPOBEPUTH C MCIOIH30BAHUEM
YTHJIMTHI PiNg.

HanGobryro mMpakTHUeCKy IIEHHOCTh MPEACTABISICT KOH(DUTYpUPOBAHUE
VLAN Ha HECKOJBKHX KOMMYTaTOpaxXx C UCIOJb30BAaHUEM MAarucTpaibHbIX
nopToB. PaccMOTprM KOHGUTYpHUPOBAaHHUE KOMMYTATOPOB B 3TOM CJIydae.

PaccMoTpum ceTh, MoOKa3aHHYIO Ha pUCYyHKe 6.7,



192.168.1,1724 192.168.1,224

trunk

192.168,1.101/24 192.168,1.102724

VLAN 2 VLAN 3

VLAN 4

Pucynox 6.7 — KondurypupoBanmue KoMMyTaTopoOB

IIo anamorum c NpCAbLAYIIUM IIPUMCPOM IIPOU3BCIACM KOH(i)I/IprI/IpOBaHI/IG
000MX KOMMYTaTOPOB:
Switch(config)#vlan 2
Switch(config-vlan)#name subnet_2
Switch(config-vlan)#int fa 0/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
Switch(config-if)#exit
Switch(config)#vlan 3
Switch(config-vlan)#name subnet_3
Switch(config-vlan)#int fa 0/2
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vilan 3
Switch(config-if)#exit
Switch(config)#vlan 4

Switch(config-vlan)#name subnet_4



Switch(config-vlan)#int fa 0/4

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 4

Switch(config-if)#exit

Kak crnenyer U3 mepeuHss KOMaHJ, HA 000UX KOMMYTAaToOpax CO3/IaHbl TPU
VLAN. Tenepp HE0OXOIUMO CKOH(DHUTYPUPOBATh Ha TPEThEM IMOPTY KaXKIOTO M3
KOMMYTaTOPOB MaruCTPaJIbHbIN PEeKUM:

Switch(config)#int fa 0/3

Switch(config-if)# switchport mode trunk

B pesynbrate Tpadguk Bcex Tpex co3aaHHbix panee VLAN OyaeT npoxoauTh
4yepes mopT 3.

Hcnonp3ys Ha mHTepdetice komanay switchport mode trunk, mer nepesenu
€ro B MarucTpPajbHBIM PEXUM, B KOTOPOM HHTep(deiic mporyckaer uepes ceds
Tpaduk Bcex cymiecTByronx Ha kommyrarope VLAN, HO uHOrga HE0OXOAMMO
nepenaBaTh 4epe3 JaHHbIM uHTepdeiic Tpaduxk He Bcex VLAN, a mumb
HEKOTOpbIX. [[71s1 5TOro Ha 000MX KOMMYTAaTOPOB BBIMOJIHUM KOMaH/IbI:

Switch(config)#interface fastEthernet 0/3

Switch(config-if)#switchport trunk allowed vlan 2-3

Komanga "switchport trunk allowed vlan 2-3" yka3biBaeT MaructTpaaibHOMY
nopty kommytatopa, Tpapuk kakux VLAN emy nponyckates yepe3 ceds. Ilocie
TOTO, KaK OyJeT BBIMOJHEHA 3Ta KoMaHaa, kommnbeiotep PC4 nomkeH mepectarb
BuzeTh kommbioTep PCS. Komanma "switchport trunk allowed vlan" mpu cBoem
WCTIONIb30BaHUU KaXKIBIA pa3 3a/laeT pa3pelieHHbIe TOPThl 3aHOBO, TO €CTh €CIU
BBINMOJIHUTE KoManay Switchport trunk allowed vlan 5, a moTom BBIOJHHUTH
xomany Switchport trunk allowed vlan 6, To pa3pelieHHBIM OKaXXeTCS TOJBKO
tpaduk VLAN HOoMmep 6. Jlns nobasnenust VLAN k crircKy pa3penieHHbIX CITY>KUT
komanma switchport trunk allowed vlan X, roe X Homep mob6asmssemoro VLAN. s
ynanenus VLAN u3 cnucka pa3pelieHHbIX HCIoJib3yercs komanzaa switchport

trunk allowed vlan remove X, rae X Homep yaamsemoro VLAN. {ns mpocmoTpa



nH(OpPMAITMU O HACTPOCHHBIX Ha KOMMYTAaTOPE MAaruCTPaJbHBIX MOPTAX CIIYKHUT
komana show int trunk.

Takum 00pa3oMm, € HCHOIB30BAHUEM KOMMYTAaTOPOB BTOPOTO YPOBHS
€IMHYIO CeTh MOKHO Pa3fIeNIuTh Ha BUPTYaJbHBIE CETU C M30JUPOBAHHBIM JAPYT OT
npyra Ttpaduxom. OJHaKO Ha MpPaKTUKE YacTO BO3HUKAIOT 3aJa4dl THUOKOTO
oObenuHeHus: Heckoilbkux VLAN wMexay coboi. DOTy 3agady pemaror
MapHipyTH3aTOpPhl W  KOMMYTAaTOPhl TPETHETO YPOBHSA, KOTOpBIE OyayT
PacCMOTPEHBI HUXKE.

Heo0x0a1umMo OTMETUTh, UTO PACCMOTPEHHAs BBILIE TEPMUHOIOTHS (ACCESS-
nopt, Trunk-mopt) xapakrepHa Toipko misi ycrporictB Cisco Systems. B psae
CJly4aeB MOPTHI, CIIOCOOHBIE TIPOITycKaTh yepe3 ceds Tpaduk Heckonbkux VLAN,
Ha3bIBAIOTCSA TArupoBaHHbIME (tagging). OOBACHSAETCS 3TO TEM, YTO TAKOW IMOPT
nepe nepeaadei Kajapa moMemaeT B Hero JOMOJHUTENbHYI0 HHpopMaIuio (Tar),
aHANMM3UPYd KOTOPYIO, MPUHUMAIONINN MOPT HMMEET BO3MOXXHOCTH OIPEICIHUThH
Homep VLAN, k kotopoii 3ToT kajp oTHOCUTCA. COOTBETCTBEHHO, TPUHUMAIOILIUN
MOPT ATOT TAT YJAJsIeT.

[TopThl, HE BHOCSIIME M3MEHECHHI B TIepe1aBacMbIe Kaapbl (ACCESS-TIOPTHI
B TepmuHosioruu CiSCO), Ha3pIBAIOTCS HETATMPOBaHHBIMHU (UNtagging).
6.5 Otuer o pabore:
— CkoH(purypupoBaHHas Ce€Tb JOCTYIIA;
— Pesynbrarel paznenenus cetu Ha VLAN,

— Pe3ynbpTarsl NpOBEPKH CBSI3ZHOCTH CETH.



[TpakTueckoe 3ansitue No/
KonpurypupoBanre KOHCOTBHOTO JTOCTYIIA K CETEBOMY 000PY/TI0BaHUIO
7.1 LHenb pabotsl: [IpuBuTHE HABBIKOB KOH(UTYPUPOBAHHS KOHCOJBHOTO
JOCTyIa K KOMMYTaTOpaMm M MapuipyTU3aTopaM B 3allUAIIEHHOM PEKUME.
7.2 Ilepeuenb 000py0BaHUS:
— Crenpn « HGOKOMMYHUKAIIMOHHBIE CETH;
— Paboune cranmuu nox ynpasiaeauem OC Windows makerom Cisco
Packet Tracer i GNS3.
7.3 3aganue:
Hcnonp3ys mporpammubie npoayktel (Cisco Packet Tracer wmu GNS3)
WM pealbHOE 000pYAOBaHUE, MOIKIIOUNTHECS K KOHCOJBHOMY TOPTY YCTPOMCTBA
(koMMmyTaTtopa wiIM Mapuipytuzaropa). Co3gaTe mapoib IS BXOJa B
MIPUBUJICTUPOBAHHBIN PEXKUM, UCTIOIB3Ys apameTp Secret. Co3math Tpu yUETHBIC
3allUCH C Pa3HBIMH YPOBHSIMH TPUBHIICTHUH, Hcnonb3ysd ¢yHkiui AAA. Ilpu
CO3JaHWM YYETHBIX 3alMCEH HCIOJIb30BATh JIOTUH <(PpaMUIMsi B AHTJIHHACKON
TPaHCKPUNUIMUNey4eTHO#H 3amucu>. [IpoBepuTh pabOTOCITOCOOHOCTH CHCTEMBI
ayTeHTU(PUKAIUK U aBTOPHU3ALIMH TI0 JIOKAJTLHOM 0a3e MoJib30BaTelNeH.
7.4 Yxa3zaHus K MpOBEJACHUIO paOOTHI.
Kak u3BecTHO, Mpu KOHCOJIBLHOM JIOCTYIIE TOCJIEC 3arpy3KH YCTPOMCTBAa OHO

NEPEXONT B TIOJIH30BATEIBCKUNA PEXKUM (PUCYHOK 7.1).
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Cisco 1841 (rewvision 5.0) with 11468BE/l16384E bytes of memory.
Processor board ID FTXOS47Z1BE

MB&0 processor: part number 0, mask 43

Z FastEthernet,/IEEE 802 .3 interface(s)

1531FK bytes of NVEAM.

£3488K bytes of ATE CompactFlash (Bead/Write)

Ciseco I0S Software, 1841 Software (ClB41-ADVIESERVICESES-M), Version 12.4(15)T1,
BEELEASE SOFTWARE (fci)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 198&-Z007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 04:5Z by pt_team

——— Sysatem Configuration Dialog ———

Continue with configuration dialog? [yes/nol: n

Press BETUBM to get started!

Rcuterﬂ W

PI/ICYHOK 71— BI/II[ IMPpUTIalICHUA IIOJIB30BATCIILCKOI'O PCIKUMA

Jlns mepexona B TPUBWICTHPOBAHHBIM pekuM B ycrpoiictBax Cisco
UCToNb3yeTcsl koManaa enable. Tak kak MPUBHICTUPOBAHHBIA PEKHUM SBISCTCS
NOTEHIIMAIBHO OIACHBIM, PEKOMEHIYETCS 3alllUTUTh NEPEXOJ B 3TOT PEXKUM
naposieM. Kak usBectHo [1], B ycrpoiictBax CiSCO cylmecTByeT HECKOJIbKO BHIOB
naposieir. B dactHoctn, maponu enable password u enable secret kak pa3 u
00€eCcreynBalOT aBTOPU3ALIMIO BX0/1a B IPUBUIIETUPOBAHHBIN PEKUM.

JlaHHbIE TIAPOJM YCTAaHABIMBAIOTCS B PEXUME KOHMDUTYpUPOBAHUS C
UCIOJIb30BAHUEM KOMaH/I;

R1(config)#enable password manin

R1(config)#enable secret maninl

[lepBast kKomaHga ycTaHaBiIMBaeT maposb Tuma enable password (mis
npuMepa ObUT BBIOpaH maposib Manin), Bropas — tuma enable secret (maposb
maninl).

[Tapone Tuma enable password xpaHuTcs Ha  yCTpOWCTBE B
He3al(ppOBaHHOM BHJIE, YTO JENAeT ero ciado3amuuieHHbIM. Hampumep, eciu

3JIOYMBINIJICHHUK IMOAKIOYUTCS 11O KOHCOJIH, BOﬁjleT B I10JIb30BaTEILCKUI PEKUM



U ucnoinp3dyer komanay Show running-config, on 6e3 Tpyaa cMoOXeT yBUICTH

YCTaHOBIICHHBIHN Mapojb (PUCYHOK 7.2).

105 Command Line Interface

[FCULCEL T

§5¥5-5-CONFIG I: Configured from consocle by conaocle

Routerfshow ru
Routergshow running-config
Building configuration. ..

Current configuration : 4538 bytes

!

version 1Z.4

no service timestamps log datetime msec
no Service timestamps debug datetime masec
no Service password-encryption

!

hostname Router

1

1

!
enable password manin

Pucynok 7.2 — [IpocMoTp B KOH(UTYpaIiK yCTPOICTBA 3aJaHHOTO MapoJis

CambIM O4YCBUJIHBIM PCUHICHUCM 3TOH HpO6J’IeMBI ABJSICTCS XPAaHCHHUC
napoJisi B 3amudpoBanHoM Buje. Jis mmdpoBaHus mapossi MOXKHO UCIOJIb30BATh
KOMaHay Service password-encryption, BBIOJHSAEMYIO B PEXUME TJI00aTBHOTO
KoH(purypupoBanus. B atom ciydyae npu npocMoTpe KOHGUTypaluu naposib 0yier

NpEe/ICTaBJCH B 3alTU(PPOBAHHOM BHIE (PUCYHOK 7.3).
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Current configuration : 504 bytes 2
!

version 1Z.4

no service timestamps log datetime msec

no service timestamps debug datetime msec

Service password-encryption

!

hostname Router

1

1

enable pasaword 7 082C4D400017

—More— W

Pucynox 7.3 — IIpocMoTp B KOHPUTYpaIIMK YCTPOMCTBA 31T POBAHHOTO MTAPOJIS

OnHako Ha TIpakTUKE HE PEKOMEHAYETCS JIaHHBIM CHocO0 3alllUTHhI
nepexoaa B MPUBHUIICTHPOBAHHBIN pekuM. J[eo B ToMm, 4To mudpoBaHUE B 3TOM
ciydae MPOU3BOIUTCS C MCIIOIB30BAHUEM aJITOpPUTMa MUGPOBAHMSA, OCHOBAHHOTO
Ha oneparuun XOR 1 gocraTouHo jerko noajaromierocs p3nomy. Ludpa 7 nmepen
3amr(poOBaHHBIM TApOJeM KaK pa3 M YKa3bIBaeT Ha TO, YTO HCIIOIB3YETCS 3TOT
c1a00 3alTUIICHHBINA aITOPUTM IU(PPOBAHUS.

[Ipumep pacm@poBKM Maposisi, IOKA3aHHOTO Ha pucyHke 7.3, ¢
WCITOJIb30BAaHUEM OJTHOW W3 M3BECTHBIX MPOrpaMM MOKa3aH Ha pUCYHKeE 7.4.

Cisco Type-7 Password Decoder

Cizco Type-7 encrypted paszword
|082C4D 400017

Decrypted paszword

|manin
E wit |

Pucynox 7.4 — PacumdpoBka naposs



Bropoii Tun maposis — enable secret — wmcmonp3yer OoJsiee MOIIHBINA
JITOPUTM MU(PPOBAHUS, OCHOBAaHHBIA Ha WCIOJb30BaHWU XdmI-pyHKmi (MDS5).
Co3mamum  maposib  enable secret u mocMoTpuM ero oToOpakeHHE B
KOH(UTYpallK yCTPOICTBA, PUCYHOK 7.5,

I10S Command Line Interface

Current configuration : 523 bytes

!

version 1Z.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no Service password-encryption

!

hostname ERouter

1

1

1

enable secret 5 $13mERr3va(BGzIlELfTEsgVkFgblW.

—More—— | L

Pucynok 7.5 — Orobpaxenue napoiis enable secret

Kak BumHO U3 pHCyHKa, Temepb Mepell MmapojieM CTOUT uudpa 5, 9To H
yKa3blBaeT Ha WuCHoJib3oBaHue anroputmMa MD5, u MBI BUIUM pe3yibTar
BBITTOJIHEHUSI XAII-(PYHKIINU, KOTOpasi, Kak M3BECTHO, HeoOpaTuma [2].

OpHako cienyer MOMHUTh, YTO B 3TOM CJIydae Mapojb MOKHO MOA00paTh.
CymiecTByIOT crHenuaibHble TaOJMIlbl, BKJIIOYAIOUIME B ce0S  pe3ysibTaThbl
BBINIOJIHEHUS XAII-PYHKIUK i HauOoyiee 4acTo BCTpeyaroluxcs naposieil. B
HuTepHeTe ecTh CrenuaaIn3upoOBaHHbIE PECYPCHI, MOAOUpPAIOIINE MapOJd K XJII-
¢yukuusam. TpymnoemkocTs moabdopa naposs enable secret Hanpsimyto 3aBUCUT OT
ero cioxkHoctu. OTcrofa cieayeT OYEBHIHBIM BBIBOA — MapoJib JOHKEH OBITh
JIOCTATOYHO CJIOKHBIM U HETPUBHUAIBLHBIM.

OnHako Ha MpakTUKE MOTYT HMMEThb MECTO Cllydyad, KOrja BCE-TaKu

HEOOXOJMMO HCHOJBb30BaTh mapoib enable password. B asrtom ciyuae



OonpmmrHCTBO ycTporicTB CiSCO OIMYCKAIOT HCIOJIL30BaHHE OOOWX IMapojeid, HO
napois enable secret 6yxer umeTs 6osiee BRICOKUIT PHOPHUTET.

[loMumo  3ammTBl  OT  HECAHKIMOHUPOBAHHOTO  JOCTyHma K
NPUBUJICTUPOBAHHOMY  PEKUMY, TpU  KOHPHUTYPUPOBAHHH  00OpYIOBAHHUS
HEOOXOAMMO O00ECHeuuTh 3allUTy M  II0JIb30BaTeIbCKOro pexmnma. Kak
YKa3bIBAIIOCH BBIIIE, MPH BXOJE B TOJb30BATCIBCKHHA PEXUM 3JIOYMBIILICHHUK
TaK)XE€ MOXET BBIIOJHHUTH PsJ KOMAaHJ M TOJYYHTh HEKOTOPBIE CBEACHHUS 00
ycrpoiictBe. B "acTHOCTH, Ha ycTpoiicTBax CiSCO B MOJIB30BATEIBCKOM PEKHME
MOTYT OBITh BBITIOJTHEHBI CIICIYIONINE KOMaH/IbI (PHCYHOK 7.6).

I0S Command Line Interface

Router»?

Exec commands:

<1-58> Session number to resume

connect Open a terminal connection

disable Turn off privileged commands
disconnect Disconnect an existing network connection
enzble Turn on privileged commands

exit Exit from the EXEC

logout Exit from the EXEC

ping Send echo messages

resums Fesume an actiwve network connection
show Show running system information

3sh Open a secure shell client connection
telnet Open a telnet connection

terminal Set terminal line parameters

traceroute Trace route to destination
Rnuterﬂ W

Pucynox 7.6 — Komanapl, 10CTymHBIE U3 MOJIB30BATEIHCKOTO PEKUMA

Ha pucynke 7.6 mpeacTaBiieHbl TOJIBKO MIEPBHIE CJIOBA BO3MOKHBIX KOMAaH/I.
MoskeT OBITh HECKOJILKO KOMaHJ, HAUMHAIOIIMXCSA ¢ 3TOro ciioBa. Hampumep, Ha

pHCyHKe 7.7 mpeICcTaBiIeH CIMCOK KOMaH, HAYMHAIOIIUXCS CO clIoBa SNOW.
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Router¥»show 7

arp
cdp
class-map

Lrp table
CDP information
Show QoS5 Class Map

clock Display the system clock

controllers Interface controllers status

CcEYpto Encryption module

dotll IEEE B0Z_.11 show information

flash: display information about flash: file aystem

frame-relay
history
hosts
interfaces

Frame-Belay information
Display the session command history
IPF domain-name, loockup style, nameserwvers, and host tabkle

Interface status and configuration

ip IP information
ipwe IPve information
policy-map Show Qo5 Policy Map

privilege

Show current privilege lewvel

protocols Botive network routing protocols

gueue Show gueue contents

gqueusing Show gqueueing configuration

sessions Information about Telnet connections

ssh Status of 55H server connections

top Status of TCP connections

terminal Digplay terminal configuration parameters
users Display information about terminal lines
wersion Syatem hardware and scftware status

wlan—-switch
wtp

VIP VLAN status
Configure VLAN database

Router> W

Pucynok 7.7 — Cnucok KOMaH[, HAYHHAIOIIMXCS CO coBa Show

Bbonee Toro, Ha Bcex ycrpoiictBax CiSCO 1O YMOJYaHHIO YCTaHOBJICH
nponpuetapHbiii  (pupmennsiii) mpotokon CDP (Cisco Discovery Protocol),
MO3BOJISIONIMN OOHAPYKUBATh COCEIHUE YCTPOMCTBA TOTO K€ MPOU3BOJIUTENS U
10S, THIIBI

MoJIydaTh O HHUX HEKOTOpYylo uHdopmaiuoo (BEpCHIO azpeca,

YCTPOUCTB, W T.A.). TakuM o00Opa3oMm, 3JIOYMBIIUICHHUK, HaxXOMISIIUNCI B
MOJIb30BaTEILCKOM (HE TPUBUICTUPOBAHHOM!) pEKHUME IMOJy4aeT BO3MOXKHOCTH
y3HaTh HEKOTOpPhIE CBEJACHUS HE TOJBKO OO0 YCTpOWCTBE, K KOTOPOMY OH
MOJIKJTIOUEH, HO U 0 ero cocensx. [ atoro wcmnonb3yercs komanaa Sshow cdp
neighbors detail.

Jlnst Toro, 4ToObI 3alUTUTh HE TOJIBKO TMPUBWICTUPOBAHHBIA, HO H
MOJIb30BATEILCKUM PEKUM, UCTIOIB3YETCSl ayTeHTU(UKAIUS TI0 YYETHBIM 3alHUCsIM

OJIL30BaTEJIEH.



Kak wu3BecTHO, MpH HMCMOJB30BAaHUU YYETHOM 3amucH ayTeHTU(UKALUA
IPOBOJUTCS, KaK MHHMMYM, IO JIByM IIapameTpaMm — JIOTMHY W HapoJio.
O4eBHUIHO, YTO JIOTMHBI M MapOJM JIETAIbHBIX IOJIb30BATENEN HOJIKHBI TIE-TO
XpaHuThCA. [l XpaHEeHUsl YYETHBIX 3aIIMCEeN UCIIOJIb3YETCS JBA MOAX0/A:

1. XpaHeHue B JOKaIbHOU 0a3e HEMOCPEACTBEHHO Ha YCTPOMCTBE.

2. XpaHeHue Ha ClielaIn3upoBaHHOM cepBepe (AAA-cepepe).

Hanbonee HaaeXHBIM U yNOOHBIM B JKCIUTyaTalldd CIIOCOOOM SIBJISIETCS
ucrnonb3zoBanue AAA-cepepa (cepBepoB). OmgHako B HEOONBIIOW CceTH
ucnois3oBanue AAA-cepBepa OOBIYHO MPEACTABISACTCS HEIEIECO00pa3HbIM,
MO3TOMY PacCMOTPHUM CHavajia nepBblil cnocod. OO ucnonb3zoBanuu AAA-cepsepa
pedb OWJIET Ha CIEIYIOLIEM 3aHITHUH.

[Ipu coznanuu 0a3bl MoOJb30BaTENed HEOOXOAUMO 3HATh, YTO YCTPOICTBA
CiSCO MO3BOJIAIOT JAOCTATOYHO TMOKO YIPABIATh TEMHU MpaBamMu (PUBUIICTHSIMH),
KOTOPBIE MPEIOCTABIIFOTCS KaKIOMY KOHKPETHOMY Iosib3oBaTento. Mmeercs 16
ypoBHeii npuswiernii (ot 0 1o 15), mpu 3ToM 10 yMoa4aHuio B ycTpoiictBe Cisco
HACTPOEHBI TPU YPOBHS:

I. Vposens 0. Ilomb3oBarenb € 3THUM YPOBHEM MOKET BBIIOIHATH
MHUHHMMAaJIbHBIN Ha00p koMaH. Ha mpakTrke UCcoib3yeTcs: KpaHe PeJiKo.

2. YpoBenb 1. CoOOTBETCTBYET MOJIb30BATEIILCKOMY PEXKHUMY, TO €CTh
M0JIb30BATENb C 3THM YPOBHEM MOXKET BBINOJHATH BCE KOMaHAbI, JOCTYIIHBIE B
II0JIB30BATEIBCKOM PEKHME.

3. Yposenp 15. CoOTBETCTBYET NMPUBUIETUPOBAHHOMY PEKHUMY, TO €CTh
M0JIb30BATENb C 3THUM YPOBHEM MOXKET BBINOJHATH BCE KOMaHAbI, JOCTYIIHBIE B
IPUBUIIETHPOBAHHOM PEKUME.

YpoBau 2 — 14 MOXHO HacTpauBaTh, TO €CTb, €CIH KaKOMY-IHOO
IIOJIB30BATENI0 NPUCBAUBAETCS YPOBEHb M3 3TOr0 JAHMANa3oHa, MOYKHO B SIBHOM
BUJIC YKa3aTh, KAaKWE KOMAH/bl MPUBUJICTUPOBAHHOTO peXUMa OyayT eMmy
JTOCTYNHBI. Eciu y4ecTs, 4To 4nciio paOOTHUKOB, OOCTY>KUBAIOIIUX CETh, OOBIYHO
HEBEJIMKO, TaKOM IMOAXO0J MO3BOJISET KaXJAOMy U3 pabOTHHKOB INPEAOCTaBUTH

TOJIBKO TC IIpaBa, KOTOPLIC H€O6XO,Z[I/IMBI CMY OJisd pa6OTBI.



Cozmanne yd4eTHOM 3amMcH MTPOU3BOJAUTCS B PEXKHUME TI00aIbHOTO
KOH(QUTYPHUPOBAHUS C UCIIOJIb30BAHUEM KOMaH/IbI
Routerl(config)#username <gorun> privilege <yposenn> password/secret <mapoJin>

B komane ucnonb3yeTcs napametp Jaubo password, mubo secret, paszuuia
MEXIy HUMU Oblla  paccMoTpeHa  Bblie.  COOTBETCTBEHHO,  Ooljiee
IPEANOYTUTENBHBIM SIBIIIETCS UCIIOIb30BaHUE MTapameTpa Secret.

B ciyuae, ecnu co3zmaercst yueTHasl 3alUCh C MIPUBWIETUSAMHU YPOBHEHN 2 —
14, nocTynHbIe Ha ’TOM YPOBHE KOMaH/bl YKa3bIBAIOTCS B SBHOM BHJIE:

Routerl(config)#privilege exec level <ypoBenb> <komanga>

PaccmoTpum  mporiecc co3laHus  JIOKAIBHOM 0a3bl Ha KOHKPETHOM
npuMepe. [lpeanonoxum, 4yTo B OpraHU3allUd HMMEETCA TPU AIMUHHUCTPATOPA
(HazoBem ux adminl, admin2 u admin3). Adminl sBisercs TJaBHBIM, €My
JTOCTYIHBI BCce KOMaH bl (ypoBeHb 15). Admin2 mmeer goctyn kK koManaam Show
running-config u ping, admin3 — k komanaam show ip route, ping u traceroute.

Co3nanue JoKanbHOW 0a3bl MOJIB30BATENIECH WIUTIOCTPUPYETCS PUCYHKOM

7.8.

I0S Command Line Interface

Press RETUEN to get started!

Router»en

Routergcont t

Enter configuration commands, one per line. End with CHTL/Z.
Router (config) #hostnams Bouterl

Bouterl (config) fusername adminl privilege 15 secret adminl

Bouterl (config) fusername adminZ privilege Z secret adminZ

RBouterl (config) #privilege exec lewvel 2 show running-config
RBouterl (config) fprivilege exec lewvel 2 ping

BEouterl (config) fusername admini privilege 3 secret admin3
Bouterl (config) privilege exec lewvel 2 show ip route
REouterl (config) fprivilege exec lewvel 2 ping

Bouterl (config) fprivilege exec lewvel 3 traceroute

Bouterl (config)§~2Z

Routerl§

%5¥5-5-CONFIG I: Configured from conscle by console

| v

Pucynox 7.8 — Co3nanue iokabHOM 0a3bl MOIK30BATEIICH HA MapIIPYTHU3ATOPE



[locne »TOro HEOOXOOIMMO BOWTH B PEXUM KOH(PUTYpUPOBAHUS
KOHCOJIFHOTO TOpTa M YyKa3aTh, YTO BXOJ HEOOXOAMMO MPOU3BOJIUTH C
UCTIOJIb30BaHUEM JIOKAJIbHOU 6a3bl, pUCYHOK 7.9.

Routerl»en

REouterlfcont

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
Bouterl (config)line con

Routerl (config)line consocle O

Bouterl (config-line) #login local

Bouterl (config-line) §

Pucynok 7.9 — KonpurypupoBanre KOHCOIBHOTO OpTa

3aiiileM Ha MapIIpyTH3aTOp Yepe3 KOHCOJNBHBIM mopT kKak admin2 wu
nornpoOyeM BBIMIOJHUTH CHadala 3almpelieHHy0, a 3aTeM pa3pelieHHY0 JJIs 3TOTO

M0JIb30BATEIIs] KOMaHay, pucyHok 7.10.



Username:
Username: adminZ
Password:

Bouterlfshow ip route

% Imvalid input detected at "' marker.

Bouterlishow running-config
Building configuration. ..

Current configuration : 370 bytes

!

version 1Z.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

1

hostname Routerl
1
1
1
1
1
1
1
1

ugername adminl privilege 15 secret 5 $:13mERr:TnejeTcSFEvwD_o.40B310Q0
username adminZ privilege Z secret 5 3153mERr34CEFVE/e0i{mec_ia/CrCha/f
username admind privilege 3 secret 5 315$mERr:JpU7S5fgWPP7cd3kksZEEcl
!

——More——

Pucynok 7.10 — IIpumep BbINOJIHEHUSI KOMAaH/

W3 pucynka BUIHO, 4TO KoMaHaa ShOW ip route He Oblia BBIOJHEHA (OHA
3alpeleHa i 3TOro Mojb3oBarens), a komanma Show running-config BeiBesa
MH(OPMAIUIO O COCTOSTHUU YCTPOICTBA.

Ha npaktuke mpeacTaBlieHHBIM BbIIE CIOCOO UCHOJNb3yeTcsl penko. Bee
coBpeMmeHHbIe ycTpoiictBa Cisco momnepxuBaroT ¢pynkmuo AAA (Authentication,
Authorization and Accounting). /{is BkiIroueHHs JaHHOW (DYHKIIUU HCIIOIB3YeTCs
KOMaH/1a

Routerl1(config)#aaa new-model

AyteHTr(dUKays HaCTpanuBaeTCs] KOMAaHIOM

Routerl(config)#aaa authentication login <method-list> local

[Tapametp local yka3piBaeT Ha HEOOXOAUMOCTD UCIIOIB30BAHUS JTOKATBLHON
0a3el, mapametp Mmethod-list ykassiBaer Ha  HCHONB3yeMBIH  METOJ

ayreHtudukanuu.  Hanpumep, mnpu  wucmoms3oBanum — Mmetoga  default



ayTeHTU(UKALKSA MPUMEHSETCS HE TOJIbKO K KOHCOJIBHOMY, HO M K yIaJ€HHOMY
JOCTYITy, O KOTOPOM TOHIET PeUb HIKE.

B 3akiarouenne ocoOeHHOCTEH KOH(MUTYPUPOBAaHUS KOHCOJIBHOI'O JOCTYIIA
CIIEAyeT OTMETHTH cieayromiee. [IpakTHUECKH Bce COBpEMEHHOE 000pyI0BaHHE
uMeeT (YHKIHIO cOpoca K 3aBOACKMM yCTaHOBKaM. IIpH 3TOM MOryT OBITH
COpOIIIEHBI U YCTaHOBJIEHHBIE mapoiu. B ycrpoiictBax CisCO cOpoc mapodeii
MOJKeT OBITh 3alpelieH COOTBETCTBYIOIIECH KomaHIoi (N0 Service password-
recovery), oxHako (QyHKIHS cOpoca Mapoisi MOXET OKa3aThCS IIOJIE3HOMA.
[TosToMy Hapsimy € TEXHHYECCKHMH MEPONPHUATHAMHU [0 3allldTe JIOCTyma K
CETEBBIM  YCTpOMCTBaM  00s3aTelNbHO  JOJDKHBI — PEaIM30BBIBATHCS U
OpraHM3alMOHHbIE — OrpPaHHYEHHE (PHUIUYECKOro JOCTyma K YCTPOMCTBY,
HCIIOIb30BAHUE BBIICICHHBIX CEPBEPHBIX KOMHAT, BaHIaJ0yCTOMUUBBIX IMIKA(OB,

HT.AO

7.5 Otuet no pabore:
— Pe3ynprarel NpPOBEPKM  KOPPEKTHOM  JOCTylla K  CETEBBIM

YCTpOMCTBaM (KOMMYTaTOpaM U MapIIpyTHU3aTOPaAM).



[IpakTiueckoe 3anarue Ne
Kon¢urypupoBanue yJaJieHHOTO T0CTYIa K CETEBOMY 000pYyI0BaHUIO
8.1 Llenb paboter: [IpuBUTHE HABBIKOB KOH(MDUTYPUPOBAHUS yIATIEHHOTO
JOCTyIa K KOMMYTaTOpaM M MapuipyTH3aTopaM B 3alIUAIIEHHOM PEKUME.
8.2 Ilepeuenb 000pyAOBaHUSA:

— Crenpn « HGOKOMMYHUKAIIMOHHBIE CETH;

— Paboune cranmuu nox ynpasiaeauem OC Windows makerom Cisco
Packet Tracer i GNS3.

8.3 3amaHue:

— Hcnonb3ys KOHCOJIBHBIM TMOPT, cO3AaTh B JIOKAJbHOU 0ase
MapHipyTH3aTopa OJIHY YYETHYIO 3alliCh C IEPBBIM YPOBHEM
npuBwiernii. CozmaTe Maposib BXOJa B TMPUBHICTUPOBAHHBIN
PEXUM, WCTIOJB3YS napameTp secret. [TpoBepuTh
paboTOCIOCOOHOCTH CUCTEMBI ayTEHTU(UKALIIH;

— Ioakmrounth K omHomy w3 Etrhernet-moproB mapmipyruzaTopa
pabouyl0 CTaHILUIO, Tpou3BeaAs HeoOXxoaumble HacTpouku (IP-
aigpeca mopra  MapmpyTu3aTtopa ©u  pabodeld  CTaHIMH).
OcylecTBUTh YJAJICHHOE MOAKIIOYECHHUE K MapIIpyTH3aTOpPy C
UCTIOJIb30BaHUEM IPOTOKOJIA Telnet. [TpoBeputhb
PabOTOCIIOCOOHOCTh CHUCTEMBI ayTeHTH(UKAINH;

— CkoH(purypupoBaTh MapmIpyTH3aTOp ISI PaObOTHI ¢ MPOTOKOJIOM
SSH, uckit0ounB BO3MOKHOCTh MCIOJIB30BaHUs MpoTokoia Telnet.
Ucnonb3ys SSH-kreHT, ocymecTBUTh yiaieHHOE TOIKIIOYEHHE K
MapIIpyTH3aTOPy C UCIONIb30BaHueM mpotokoia SSH. TlpoBeputh
paboTOCIIOCOOHOCTH CUCTEMBI ayTEHTU(UKALIMH.

[TPUMEUYAHUE. Ecnu nns BwIMONHEHHS 3aaHus UCmoib3yeTcss CiSCo
Packet Tracer, mns mnoakitoueHuss pabode craHuuu TO0 TpoTtokoiay SSH
HEOO0XO0IMMO UCIIOJIF30BaTh KOMaHIHYIO CTPOKY U KOMaH/IY:

PC> ssh —1 <morun> <IP-agpec>



[Tpu ucnonwszoBanuu smynaropa GNS3 wiam pearbHOrO 000PYIOBAHMS
HE0O0XO0MMO UCIOJIBb30BaTh 000 SSH-knuent, nanpumep, PuTTY.
8.4 YkazaHus K NMPOBEJICHUIO PAOOTHI.

HezaBucuMo OT HCIONB3yeMOT0 MNPOTOKOJA YJAJICHHOTO JAOCTyNa caM
JIOCTYT OPTaHU3YETCS C MCIOIh30BAaHUEM BHPTyalbHOTO MHTEpdeiica Vty. Takum
o0pa3oM, HEOOXOJAMMO CHadajlla pPacCMOTPETh CIIOCOOBI KOH(PHUTYPUPOBAHHS
BUPTYaJIbHBIX HHTEP(EICOB.

[TepBsIii crmoco0 aHAIOTHYEH HACTPOIKE KOHCOJIBLHOTO TIOpPTa (CM. PUCYHOK
1.9) ¢ Tem HCKIIOYEHHEM, YTO OOpaInaThCsi Haa0 He K KoHcoiabHOMY mopTty (line
0), a k BupryampHOMy (Vty). Tak kak K YCTPOHCTBY MOTYT YIaJICHHO
NOJIKJIIOYAThCSl ~ HECKOJBKO  IOJIb30BATENCH,  OpraHU3yeTcsi  HECKOJIBKO
BUPTYaIbHBIX HHTEPPEHCOB (TO €CThb HECKOJIBKO OJHOBPEMEHHBIX YIAIEHHBIX
noakirodeHuit). B 6omee crapeix Bepcusix |0S uncno BUpTyaibHbIX HHTEPGHEHCOB
5 (ot 0 10 4), B 6osee HOBBIX — 16 (0T 0 10 15), oHAKO A1 KOH(MDUTYPUPOBAHUS
HHUKaKOW Pa3HULIBI HET.

B srom cnydae 11 BKIIIOUEHHUS ayTEHTU(UKALMK 1O JIOKaJbHOU 0ase
M0JIb30BATENEH BCEX MSITH BUPTYaJIbHBIX HHTEPEHCOB UCIIOIB3YIOTCS KOMaH/IbI:

Routerl(config)#line vty 0 4

Routerl(config-line)#login local

Bropoii cnoco0 3akntovyaercss B ucnodb3oBaHuM AAA. Eciu npu
KOH(UTypUpOBAaHWN KOHCOJIBHOTO TIOpTa Y€ Oblia BKiItOUeHa PyHKIus AAA c
napamerpoMm default, To ayrenrudukanus Oyner paboTaTh Kak JJisi KOHCOJIBHOTO,
TaK U JJI BUPTYaJIbHBIX HHTEP(EICOB.

JlanbHelee KOHGUTYpUPOBAaHUE YAAJIEHHOTO JOCTYyMa 3aBHUCHUT OT TOTO,
Kakol W3  TPOTOKOJOB  TpEANoJiaraeTcs  HMCHONIb30BaTh.  PaccMoTpum
KOH(UTYpUpOBaHKE YIAJICHHOTO JIOCTYIa Ha 0a3e mpoTokosioB telnet u ssh.

Kak m3Bectro [3], mpotokon Telnet sBisieTcss oMHUM U3 CaMbIX CTapbIX
IPOTOKOJIOB ~ yJAJICHHOTO  JOCTyMa, TOITOMY CETOAHS TPYAHO  HaWTH
o0opylnoBaHue, HE NOJJEp)KUBarollee 3TOT MnpoTtokon. Koudurypupoanue

yIaJCHHOIO JOCTYIa IO MPOTOKOIy Telnet He sBiIseTCS CIIOXKHBIM, YTO SBJISCTCS



€ro HeCOMHEHHBIM JOCTOMHCTBOM. OJHAKO JaHHBIA MPOTOKOJ 00JaJacT OXHHUM
CYIIECTBEHHBIM HEIOCTATKOM, CYIIECTBEHHBIM C TOYKH 3pEHHUS OE30MacHOCTH
cereil — BCe MaHHBIC MEPEHAIOTCS B OTKPBHITOM BHJE, YTO JA€T BO3MOYKHOCTH
3J0YMBIIIJICHHUKY MOJYYHTh TOCTYII KakK K JIOTHHAM M IapoJjIsiM, ITepPeIaBacMbIM B
nporiecce ayTeHTU(HUKAIIMN, TAaK ¥ HEMOCPEJICTBECHHO K MEPE1aBACMbIM JAHHBIM.
PaccMoTpuM  (pparMeHT ceTH, NOKa3aHHBIH Ha pucyHke 8.11. s
MOJICTUPOBAHUS TpoIiecca KOH(GUTYPHUPOBAHUS YAAICHHOTO JIOCTyma OyaeMm
ucnojbp30Bath cereBoii amynsaTop GNS3 [4], a ne Cisco Packet Tracer, BBuay ero

OombIIeH QYyHKITMOHATHHOCTH.

WindowsXP-1 R1
N =
- -
ed/0 fo/o

Pucynok 8.11 — ®parmenT cetu

N3 pucynka 8.11 BumHO, 4TO paccMaTpuBaeMblil (hparMeHT CETH COACPKUT
Mapuipytuszarop (B Hamem ciydae 3to Cisco 3745), k nopry f 0/0 moaxirouena
pabouas cranius nmoa ynpasienuem OC Windows XP.

Jnsa  obecrieueHWs] yOAJICHHOTO JOCTylla K MapIipyTU3atopaMm ¢
MCTIOJb30BAaHUEM ATHX PabOUMX CTAHIIUN HEOOXOIMMO Ha KaKJIOM M3 HUX CO3/1aTh
JOKallbHyl0 0a3y TmoJib30BaTele, M HACTPOUTh BXOJ YEpe3 BHUPTYaJbHBIN
uHTepdeic ¢ ayreHTUPUKauuen nmo jokaibHOW Oaze. [IpuBenem HeoOXoIMMBbIe
JUIE 9TOTO KOMaHbl Juisi mapmpytuzatopa R1 (komanabl KOHOUTYpUpOBaHUS
uHTep(dericoB MapuipyTuzaropa 37ech NPUBOAUTH HE OyleM, CuHhTaeM, 4YTO
uHTep(eichl ObUTH CKOHPUTYPUPOBAHBI B KOHCOJIBHOM PEXHUME):

R1(config)#enable secret floorl - 3amaem maposip mIi1 BXxojga B

IIPUBUIIETUPOBAHHBIN PEXKUM;



R1(config)#username maninl privilege 1 secret 1234 — co3maem
noJp30Baresst maninl ¢ yposaem npuBmiiernii 1 u maposiem 1234;

R1(config)#line vty 0 4 — BxXxoauM B peXuM KOHGUTI'YPHPOBAHHMS
BUPTYaJIbHBIX HHTEPPEICOB;

R1(config-line)#login local — 3amaem pexuM ayTeHTH(PHUKAIUU 10
JIOKaJIbHOM 0ase.

KongurypupoBanue MapumipyTuzaropa C HCIOJIb30BAHUEM KOHCOJIBHOTO
mopTa rmokaszaHo Ha pucynke 8.12. Kak BumHo u3 pucyHka, Ha uatepdetice fa 0/0
MapHIpyTH3aTopa Takke ObL1 cKoHurypupoBad npotokoa DHCP, pesymbrars
nonydeHuss paboueit cranmueir WIiNndOwS ceTeBBIX HACTPOCK WILTFOCTPUPYIOTCS

pucynkom 8.13.

Pucynox 8.12 — Kondurypuposanue MapiipyTuzaropa

Takum oOpazom, Ha MapmipyTh3aTope OblIa cO3/1aHa JoKaibHas 0asa,
BKJIIOYAOIAs OJHOrO IMoJib30BaTenss (Maninl) ¢ ypoBHem mnpuBmieruid 1.
PexoMmenayeTcs UCIonb30BaTh UMEHHO NEPBLIA YPOBEHDb IPUBUIICTUN IPU BXOJE,
TaK KaK B 3TOM CJIy4ae I0JIb30BaTeNb MONAAAET B HEMPHUBUIETUPOBAHHBIA PEKUM,
U JUIsl JalibHeed paboTbl eMy HeoOXoauMo OyneT BBECTH €lle OJMH Mapoib
(aBTOpHM3anus). DTO CYIIECTBEHHO TIOBBIIMIAET OE30MACHOCTh JOCTYyNa K

YCTPOUCTBY.
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Pucynok 8.13 — [lomyuenue paGoueit cTaHIMel CETEBBIX HACTPOEK MO MPOTOKOIY
DHCP

[Tocne 3amycka Ha paboueit cTaHIMK MpoToKoia Telnet ObuTo mpeIokKeHO
BBECTH JIOTHH U Tapojib (pucyHok 1.14). Tak xak /i mojb3oBaresst maninl obui
ONPENEIIEH TNEPBbIMA YPOBEHb NPUBWIETMM, [JAaHHBIA MOJB30BATENb IOCIHE
ayTeHTU(UKauun OblUI TMepeBeleH B HENpUBUIIETUPOBaHHBIN pexum. Ilocre
Habopa komaHIbl enable (mepexonm B NPHUBIICTUPOBAHHBIA PEXKUM) OBLIO

IPEI0KEHO BBECTH JOMOJHUTEIIBHBIHN Mapoiib (pucyHok 8.14).
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aapec: @] telnet: (192, 168.1.1 A anepexo.ﬂ Ceeiien ™
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Uzer Access Verification

s

llzsername: maninl
Paszword:
H1 >»enable
Paczword:

Pucynox 8.14 — AyreHTuduKaIMs M0JIb30BaTENs MPU yIaJICHHOM JIOCTYTIE

Kak yka3wiBasioch BbIIIE, MPOTOKON Telnet mepenaer maHHbBIE B OTKPHITOM
BUJIE, CJIEJIOBaTEIbHO, HX MOYKHO IepexBaTuTh. [l mepexmaTta Tpaduka Oynem
ucnojp3oBath mnporpammy  WireShark [5]. PesyapTar aHanm3a MmakeToB,
MPOXOAIINX MEXKIy pabodell CTaHIMEW M MapIIPyTU3aTOPOM IIPH yAaJCHHOM

JIOCTYIIE C HCIOJIb30BAaHUEM JaHHOW MpPOrpaMMbl WIUIIOCTPUPYETCS PUCYHKOM

1.15.

F | Wireshark - Follow TCP Stre:

User Access Verification

USername: .......... wterm-256color. ... ..l.uloo... ce e #tmmaanniinnll
ﬁasswurd: 1234

ﬁl>eennaabhllee

ﬁasswnrd: floorl

Illl#

Pucynok 8.15 — Pe3ynbTaT aHanuza nepeaaBaeMbIX JaHHBIX



N3 pucynka 8.15 BuAHO, YTO OBLT HKCIOJIB30BaH BXOJ MOJIb30BATEIs
maninl ¢ maponem 1234, nns BXOJa B NPUBWICTUPOBAHHBIA PEXHUM OBLI
UCToIb30BaH napoiib floorl, Bxo 1 ObLI BBEIIOJIHEH YCIIEIIHO.

Kax m3BectHO, ipoTokosn SSH mepenaer Bce mAaHHBIC B 3amri()poOBaHHOM
BUJIC, YTO CYIICCTBEHHO IOBBIMIAET O€30MacHOCTh ceTh. [IpenmodruTenbHbIM
SBJISIETCSI UCIOJIb30BAHUE MOCJEAHeH Bepcuu mporokona SSHV.2 kak Haubonee
0e30macHOM.

Onnako B ommume ot Telnet, mpu ucnons3oBanuu SSH mapiipyTuszarop
HYKJIa€TCS B JOTIOJHUTEIBHBIX HACTPOMKAX, B YACTHOCTH, HA HEM JIOJDKEH OBITh
pasBepayT SSH-cepBep. PaccMoTpuM KOH(PUTYpUpOBaHHWE MapIIpyTH3aTOPa,

pucyHok 8.16.
= R1 - O

Pucynox 8.16 — Koudurypuposanue SSH Ha mapuipyruzatope

Komanpna ip domain <umsi> ucnoib3yercst s yKa3aHus KIMCHU JIOMCHA,
K KOTOPOMY OTHOCHTCSI MapUIpyTHU3aTOp. DTO MM HUCIOIB3YETCs IS TeHEepaIiu
KIrouel mudpoBaHus (COBMECTHO C MMEHEM MapIIpyTH3aTopa, MO3TOMY MpU
KOH(UrypupoBaHuu ctangaptHoe umsi R1 Obuto 3ameneno Ha R1_ssh). Komanna
key generate rsa renepupyer RSA-xm0ou mis muQpoBaHHS TEepeaaBacMbIX

naHHbX, mocie dero |OS mpocuT BBECTH IJIMHY HCIOJIB3YeMOTO Kitoua (MBI



ucnoibs3oBamu 1024). Komanga transport input ssh ykaseiBaet mapiipyruszaTopy,

YTO JJIs1 yIaJ€HHOTO BX0/1a IOJDKEH HCIOIb30BAThCs TOIBKO MPOTOKONI SSH.
VYaneHHbIl BXOJ Ha MapUIPyTHU3AaTOpP C HCHOJB30BAHUEM IPOTrPaMMBbI

Putty wmmoctpupyetcss pucyHkoMm 8.17, pe3ynbrar aHamm3a MepeaaBacMbIX

JMaHHBIX ¢ UcmoJib3oBanueM mporpammer WireShark — pucynkom 8.18.

#192.168.2.1 - PuTTY

1 ’ manin

card-interactive authentication.

Pucynox 8.17 — Y nanensslif JocTyn 1o nmpoTokoiny SSH
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Pucynox 8.18 — Pe3ynbrar ananu3za rnepegaBaeMbIX JaHHBIX

W3 pucynka 1.18 BUAHO, YTO TpPH HCIONB30BAHMM MpoTOKoMa SSH
NepexBaTUTh JIOTMH W TMapoJH, WCHOJb3yeMble IJs YJAJIEHHOTO JOCTYTIa,
CTaHOBUTCS POOJIEMATHYHO.

B 3akmroueHue mepBod TiIaBbl HEOOXOIMMO OTMETUTH clenyromiee. Bee
COBPEMEHHBIC CETEBBIE YCTPOMCTBA IO3BOJSIOT HACTPOUTH AYTCHTU(UKAIIUIO
YIAJICHHOTO JIOCTyIIa C HWCIOJb30BAaHUEM 00Jie€ HOBOTO M YHHBEPCAIBHOTO
METO/a, KOTOpBIA MOJy4Yusl Ha3BaHue aaa new-model. OcHoBHOE OTIHYHE €ro
COCTOMT B TOM, YTO TpU HACTPOWKE CO3/AaeTCsl TaK Ha3bIBAEMBI METO[
ayrentudukanun (method-list), xoTopslii onpenenser, kKak OyaeT MPOMCXOIUTH

ayTeHTH(UKALKSA MPH Pa3InYHbIX crocobax moctyma. Ecnu B kauectBe method-



list ucnonw3yercs default, Ha3HaueHHBII crOCOO ayTeHTHUKAIUU OyaeT
paboTaTh MpH JIFOOBIX CIIOCO0AX TOCTYIA K yCTPOUCTBY.

B paccMoTpeHHOM BhIIIIE MPUMEPE MOKHO OBLJIO UCTIOIb30BaTh KOMAH/IbI:

R1(config)#aaa new-model

R1(config)#aaa authentication login default local

B aTOM ciyuae mosiBisieTCsi BO3MOXKHOCTD /Ui Pa3HBIX CIIOCOOOB JOCTyMa
(consol, vty, aux) 3amaBaTh cBOM MeTOIbI ayTeHTH(UKanuu. B Hamem mpumepe
Opy  HUCHOJIb30BaHUM  JIOOOr0  cmocoba  jgoctyna  OyaeT  MpUMEHEHa
ayTeHTU(UKALKS 110 JJOKAIBHOH 0a3e mosib3oBareneit (mapamerp local).

Kpome TOrOo, Ha mpakTHKE HE CTOUT MpEeHEOperatb MOMOIHUTEIHLHBIMU
BO3MOXKHOCTSIMU OTpaHUYEeHUS JOCTyna, KoTophlie npenoctanisier 10S. Hanpumep,
MOKHO OTPaHHYUTH TaM-ayT CECCHUH, YUCIO W HMHTEpPBAJ BPEMEHH, B TCUCHHE
KOTOPOT0 MO>KHO IOBTOPHO BBOJUTH MApoJib B ciyyae omnoOku, u 1.1. [IpuBenem
371ech HauOoJIee 4acTo ynorpeoisieMble KOMaH/Ibl:

R1(config-line)#exec-timeout 5 0 — BeMunHA TaliM-ayTa cecCHH (5 MHH.
0 cex.);

R1(config)#ip ssh time-out 15 — orpaHuueHre BpeMEHH BBOJA JIOTHHA U
TapoJs;

R1(config-line)#transport input ssh — paspeiienue ymajieHHOro BXoja
TOJIbKO 110 TipoTokosry SSH (Telnet padorats He Oyner);

R1(config)#login delay 5 — 3amanue uWHTepBajga MEXIy MOBTOPHBIMU
BBOJIAMH TTapOJIs;

R1(config)#login block-for 60 attempts 3 within 30 — OnokupoBka
Bxoja Ha 60 cekynn, eciu B TedeHue 30 cekyHA ObUTO 3 HEYyAAUHBIX MOIBITKU
BXO/1A.
8.5 Otuer mo pabore:
— Pesynbrarel NPOBEPKM  KOPPEKTHOM  JOCTyNMa K  CETEBBIM

YCTpOMCTBAM (KOMMYTAaTOpaM U MapUIpyTU3aTOPam).



[TpakTuyeckoe 3ansatue Ne9
Kongurypuposanue cetu ¢ AAA-cepepoM
9.1 Lens pabotsl: [IpuBHUTHE HABBIKOB KOHPUTYPUPOBAHUS
3aIUIIEHHOTO JOCTYyTMa K CETEBOMY 000PYIOBAaHUIO C HCTIOIb30BaHeM AAA -
cepBepa.
9.2 [lepeuenp 000OpyIOBAHMUS:

— Crenn «HPOKOMMYHUKAIIUOHHBIE CETHY;

— Paboune cranmuu nox ynpasiaeauem OC Windows makerom Cisco
Packet Tracer i GNS3.

9.3 3ananue:

— Hcnons3ys Cisco Packet Tracer mnmu GNS3, cobpatek cxemy
dbparmenTa cetu, MokasaHHyr Ha pucyHke 9.1. Hactpouts IP-
ajpecannio, o0ECleYuB JOCTYHOCTb CEpBEpa C YIMPAaBIAIOIIETO
I1IK.;

— HactpouTs ayTeHTH(UKALMIO U aBTOPU3ALMIO JIBYX I0JIb30BaTENIEH

C pa3NMTUYHBIMU MPaBaMu, UCTIONB3YsI mpoTokon TACACSH.

AAA- R1

Ypasisomun
[IK

Pucynok 9.1 — Cxema ¢gparmenTa cetu



9.4 Yka3zaHus K IpOBEJECHUIO pabOTHI.

Kak yka3piBasioch B TpenblAylIed TIJIaBe, MHOMHMO HCIHOJb30BaHUS
JOKalnbHOW 0a3bl MOJb30BaTeNed, I ayTeHTU(UKAUMU U aBTOPHU3alUU
IIOJIB30BATENIEN IUPOKOE MMPUMEHEHNE HaxXoAIT AA A-CEpBeEpHI.

Ucnons3zoBanne AAA-cepBepa siBisieTcs 0olsiee yIOOHBIM U 0€30IMaCHBIM
ciocoboMm. Bo-mepBbix, ans 100aBieHMs, HCKIIOYEHUS WM U3MEHEHHUS IpaB
M0JIb30BATENIEH B 3TOM Cily4ae HET HEOOXOAMMOCTH OOpallaThCsi K KaXIOMYy H3
MHOKECTBA CETEBBIX YCTPOHCTB. Bo-BTOphIX, 0aza, XpaHsmiascs Ha cepBepe,
Jydille 3alyiieHa. B-TpeTbux, npu nepuoguyeckol cMeHe mapojieid oOpanaThes
PUXOAUTCS TOJIBKO K CEPBEPY, @ HE KO BCEMY MHOYKECTBY CETEBBIX YCTPOMCTB.

OOwmuii  anroput™M ayTeHTU(QUKALUKW U aBTOPU3ALMU TMOJIb30BaTeNeH
COCTOUT B CJEAYIOLIEM.

1. Tlonw3oBarens mbITa€TCA MOAKIIOYUTBCA K CETEBOMY YCTPOMCTBY
(Hampumep, MaplIpyTHU3aTOPy) C HUCIOJIb30BAHUEM OJHOTO M3 PACCMOTPEHHBIX B
IpeabIIyIneld TjaBe croco0oB (HAIpUMep, ¢ MCIOJb30BaHUEM MpoTokoida SSH),
BBOJIsl CBOU yUE€THBIE JaHHbIE (JIOTHH, 1APOJIb).

2. MapmipytuzaTtop oopaiiaetcs K AAA-cepBepy U nepeaacT eMy yUeTHbIC
JTAHHBIE M10JIb30BATEIIS.

3. AAA-cepBep OTHICKMBAET B CBOEH 0a3e COOTBETCTBYIOUIYIO YYETHYIO
3anuck (Authentication) u onpenensier ypoBens npusmieruit (Authorization).

4. AAA-cepBep nmepechlUla€T MAapLIPYTH3aTOPYy COOTBETCTBYIOLIYIO
uH(popmaiuio (yCemHoCTh ayTeHTU(PUKALIMH, YPOBEHb MPUBUIIETHIA).

5. AAA-cepBep pukcupyeT nanHoe codertre (Accounting)

6. MapuipyTu3aTtop OTKpBIBa€T JOCTYI IMOJIb30BATENS K 00OPYIOBaHUIO C
Y4€TOM yYpOBHS NMPUBUIIETHA.

OueBHIHO, YTO B 3TOM cllydyae MH(OPMALMOHHBIA OOMEH, cojaep Kallui
KOH(QUICHIIMAIBHBIE JTaHHBIC (JIOTUH, MapOJIk) MPOUCXOTUT HE TOJIBKO MEXIY
KOMITBIOTEPOM  MOJB30BaTeIsl W MapHIpyTU3aTOpOM, HO U MEXAy
MapmipyTtuzatopoM u AAA-cepBepoMm. OUeBHIHO, YTO I ITOTO HEOOXOIUMO

HCIIOJBb30BATh ITPOTOKOJIbI, HAACKHO 3alIUIIAOINEC IICPCAaBACMbIC JAaHHBLIC OT



nepexBata. K Takum mporokonam otHocstcss RADIUS, DIAMETER, TACACSH,
U PSIT IPYTHUX.

ITporoxon RADIUS (Remote Authentication in Dial-In User Service)
nepenaeT ganabie B coctaBe UDP-cermenToB (mopter 1812 n 1813) u paGoTaeT o
CIICHApHUIO KJIMECHT-CEpBEp. YTPOIIEeHHas auarpamMmma nH(OpMamoHHOT0 oOMeHa

MOKa3aHa Ha pUCYyHKe 9.2.

KIIMCHT

-

cepBep

Access Request

Access Accept

Access Reject

Access Challange

v v

Pucynok 9.2 — Undopmanmonnsiii ooMen no mpotokony RADIUS

Kak BumHo w3 pucyHka, Ha 3ampoc kiuenta (Request) cepep Moxer
BbIIATh pasperienne Ha goctym (Accept), 3amper moctyma (Reject), aubo
3allPOCHUTh JOMOJHUTEIbHYI0 HHpopManuio (Challenge).

Oco0EeHHOCTBIO MTPOTOKOA SIBJIETCA TO, UTO MpU Iepefade MUPpyroTcs
HE BCE JaHHbBIC, a TONbKO mapoib. Kpome toro, RADIUS sBisieTcss OTKPHITHIM
IPOTOKOJIOM, TO3TOMY €ro MOJJCPKUBACT MPAKTUYCCKH BCE COBPEMEHHOE

o0opy10BaHUE.



[Mporokon TACACS+ (Terminal Access Controller Access Control
System) siBisieTcs paspabotkoii Cisco Systems, oOecrieurBaeT repeaayy JaHHBIX B
coctaBe TCP-cermenToB (mopT 49) u mmudpyeT Bce nepeaaBaeMpie JaHHBIC.

PaccmorpuMm mpomecc koHpurypupoBanus AAA-cepBepa, HCIONb3YS

oecratHbii mpoekt [6]. Jus sroro B GNS3 cobepem cxeMy, moKa3aHHYIO Ha

pucyske 9.3.

tacacsqui-1

I

el/0

\ Ethernetswitch-1 R1
; el

Pucynok 9.3 — Cxema cetu

Kak BumHO u3 pucyHka 9.3, B cxeme numeercs AAA-cepsep (tacacsgui-1) u
pabouas cranmus (Linux-1), ¢ KoTopod OyaeT OCYIIECTBIATHCSA YAaJCHHBIH
JoCTyn K MapupyTtuzaropy R1.

OOt Bua rpaduyeckoro uHTepdeiica tacacsgui mokaszan Ha pucyHke 9.4.

Jlns moctyna Kk HeMy ucnosb3oBaics MutepreT-Opaysep Mozilla Firefox u coker
10.6.20.10:8008.



i Linux (GNS3 Linked Base for clones) [PabotaeT] - Oracle VM VirtualBox

Maranya, 17:40

TacacsGUI | Dashboard - Mozilla Firefox x
| b TacacsGUI | Dashboard * | +
€ @ A ]10.6.20.10:8008/dashboard.php c | |Q Nouck A ¥+ @ =
tacacsgui = ® ccoii
Dashboard tnere is a dashboard nere @ Dashboard

e Disabled 1

tacacs status Devices

More info © Mare info ©

iguration

0

Failed authentication (during the week)

Rules

More info © More info ©
Top Chart - x
Top 5 Active Users Top 5 Used Devices
number of authentication per week number of authentication per week

B ot o Wil O @ Rt cul

Pucynox 9.4 — I'paduueckuii uatepdeiic AAA-ceprepa

Pucynok 9.5 wmmoctpupyeT mpoiiecc JA00aBJICHHSI yCTPOMCTBA, K
KOTOpPOMY HE0OX0oauMo obecrieunTth Joctyn (Mapuipytuzatop R1), a pucynok 2.5
— mporecc a00aBiaCHMS IOJab30BaTeNs (MMoab3oBaTels Maninl, mapons 1234,

1apoJib JIOCTyIa B IPUBHICTUPOBAHHBIN peXXHUM — CISCO).



7] Linux (GNS3 Linked Base for clones) [PaboTtaet] - Oracle VM VirtualBox = =

O630p © Firefox ESR ~ MatHnua, 17:45

TacacsGUI | Tacacs Devices - Mozilla Firefox x

 d TacacsGUI | Tacacs D.. x| +
€  (©/106.20.10: c_devices.php c Monck 4B & A9 =
Add New Device

Device's Name Device Group Name

R1 Enabled defaultGroup v
it should be unique, but you can change it later Preconfigured values: n - key; -enable; [d - de.mlﬂ
Device's IP Address Prefix /24 E

10.6.20.1 Ping ]
Tacacs Key

tacgui
Enable Password Enable Encryption
‘ tacgui MD5 J

Encrypt the enable password

unchecked box will mean that you put encrypted password
= Banners General Info Failed Auth MOTD Welcome

Welcome Banner

Pucynok 9.5 — Jlob6aBnenue yctporicTBa

)] Linux (GNS3 Linked Base for clones) [PaboTaet] - Oracle VM VirtualBox = O
O630p © Firefox ESR « MarHuua, 17:47
TacacsGUI | Tacacs Users - Mozilla Firefox x
de TacacsGUI | Tacacs U.. x | +
€ ©)10.6.20.10: c_users.php e Mowck B8 ¥+ & QO =

Add New User

General Message Access Rules OTP Auth
Username User Group Name
manini None -
it will be used for authorization and you can change it later Preconfigured values: -enable; 'm - message
Login Password Enable Encryption
1234 MD5 j

Encrypt the login password
unchecked box will mean that you put encrypted password
Enable Password Enable Encryption

‘ cisco MD5 j

Encrypt the enable password

unchecked box will mean that you put encrypted password

Pucynok 9.6 — Jlo6aBienue noiab3oBaTess



Jlnst monp3oBarenst Mmaninl Ha3HaYnM HaWBBICIINKA YPOBEHb MPUBUICTHIA

15 (pucynox 9.7).

() Linux (GMN53 Linked Base for clones) [PaboTtaet] - Oracle VM VirtualBox = B
O630p © Firefox ESR ~ MNoHepensHuk, 15:07
TacacsGUI | Tacacs Users - Mozilla Firefox x
) o TacacsGUI | Tacacs U.. % _\+
€  ©]10.6.20.10:8008/tac_users.php e | |Q MNowck wBa ¥ @ =

Edit New User maninl

General Message Access Rules OTP Auth

Privilege Level Access Control List

if it is not set (-1) here or in a group, then it will be equal 15 in select ACL
configuration

Default service

be careful with that checkbox, if you don't know what is it just leave it checked

Created at 2018-04-13 19:48:33 Last update was at 2018-04-13 19:48:33

Edit User

Pucynok 9.7 — Haznauenue ypoBHs NpUBUIIETUI

Ha rJIaBHOM BKJIaIKC H€O6XOI[I/IMO IIPpOTCCTUPOBATH BBCACHHBIC

KOH(UTypaluu U NPUMEHUTh UX, PUCYHOK 9.8.



O63zop © Firefox MatHnua, 14:16

TacacsGUI | Tacacs Configuration File - Mozilla Firefox x

/s TacacsGUI | Tacacs C.. * | +

€ | @ | 10.6.20.10:8008/tac_configuration.php El| ¢ Mowck B 4 @ =
tacacsgui = ® i o

Tacacs Configuration File o Tacaos - % Configuration File

k

Test and Apply Tacacs Configuration

Q'.g No changes detected
Test

@ Test configuration v

Tacacs Configuration

Success
Global Settings
Test & Apply Apply and Save Configuration +

Make backup after

; Deamon was Reloaded. Success. Restarting tac_plus: initiated.
applying

o

Pucynox 9.8 — TectupoBanue u npuMeHeHHEe KOHPUTYpaIUU

B sTom ciiydae OOMOJHUTEIbHOE KOHPUIYypHpOBaHHE TpeOyeTcs U Ha
MapuIpyTH3aTopeE.

PaccmoTpum  cHavana  HacTpoWKy —ayreHTudukauuu. s 3Toro
HEOOXOIMMO Ha MaplIpyTH3aTOpe COo34aTh JOKAJIbHYIO YUYETHYIO 3amuch (Ha
cllydaid, €Clii CepBep CTAHET HEAOCTYIIEH):

R1(config)#username manin2 privilege 15 secret 1234

Kpome Toro, 3amanmum mnaponb [Jis NEpexojia B MPUBHIETUPOBAHHBIN
pexUM:

R1(config)#enable secret cisco

HeobxoaumocTh co3maHusl JOKAJIbHOW YYETHOW 3amuCy IMPOJUKTOBAHA
TE€M, UTO MPU OTCYTCTBUU TEXHHYECKOW BO3MOKHOCTH AocTyna k AAA-cepsepy
JOJDKEH OBITh 00€CTIeUeH JOCTYII 0 JIOKaJIbHOM Oase.

Bxatounm pexnm AAA Ha MapuipyTu3aTope:

R1(config)#aaa new-model

3areM HE0OXOIUMO yKa3aTh MaplIpyTHU3aTOpy MapaMmeTpa HCIOIb3yeMOro
AAA-cepBepa — ero IP-agpec u kimou (Key), KoTopslii OyieT HCIIOIb30BaThCs IS

mudpoBanus HHOOPMALIMOHHOTO OOMEHa MEXIY CEPBEPOM U MapIIPyTHU3ATOPOM:



R1(config)#tacacs-server host 10.6.20.10

R1(config)#tacacs-server key tacgui

Ocranock co3/1aTh METO/ ayTeHTHU(UKAIUH:

R1(config)#aaa authentication login default group tacacs+ local

Hanomuaum, uyto mapamerp login B mocieaHei KOMaHAE yKa3bIBacT, YTO
cozmaercsa method-list mo ymomgyanuro, To €CTh €ro JeHCTBUE PacHpOCTPAHACTCS
Ha Bce mHTepdelich (pu3mdyeckue u BUpTyanbHbIe). [lapamerp group tacacs+
local YKa3bIBaACT, 4TO aYTGHTI/I(i)I/IKaHI/IH IMIPOU3BOAUTCA CHa4YaJa C UCIIOJIb30BAHNCM
nporokona TACACS+, a npu HEBO3MOXKHOCTH (HAmpuUMep, IPH HEIOCTYITHOCTH
cepBepa) — ¢ UCMHOJIb30BAHUEM JIOKAIBHOM Oa3bl.

KondurypupoBanve MapipyTu3aropa WUTEOCTPUPYETCS pucyHKoM 9.9.

2 R1 - o IEl

Pucynok 9.9 — KondurypupoBanue mapipyruszaropa

JloGaBuM B ceTh emie ojnHy pabouyro craHmuio moja ympaieHuemM OC
Windows XP, u mompoOyeM yIaJleHHO MOIKIIOYUTECS K MapIIpyTH3aTopy,
UCIIONIB3Ys YYETHYI0 3amuch Maninl, ckondurypupoBannyro Ha AAA-cepsepe,

pucynok 9.10.



I -
[ «|

Unauthorized access is prohibited?
lzername: maninl

Password:

Today iz a perfect day?! Have a nice day?

R1>enable
Pazzword:
Ritt_

Pucynox 9.10 — Y nanenHoe noaxIt0YeHUE K MAPIIPYyTU3ATOPY C UCIIOJIb30BAaHUEM

AAA-cepBepa

N3 pucynka 9.10 BuaHO, 9TO ayTeHTH(UKAIUS TMPOIIIA YCIIEIIHO.
OtxirounM AAA-cepBep U CHOBa TOMPOOYEM MOJKIIOYUTHCS K MapIIpyTHU3aTOPY,

pucyHok 9.11.

I - -~
B

Uzer Access Uerification

lzername: maninl
Passuword:

2 Authentication failed

Uzername: manin2
Pazsword:

R1>enahle
Pazsword:
Ritt

Pucynok 9.11 — VY naneHHoe MOAKIIOYEHUE K MAPIIPYyTU3ATOPY MPU OTKIFOYEHHOM

AAA-cepBepe



Kak BumHo wu3 pucynka 9.11, ayrentuduxanus mo ydeTHOH 3amucu
maninl, xpansimieiics Ha cepBepe, okazanach O0e3ycnemHol. AyTeHTU(UKAIUS 110
YUYETHOW 3ammMcu Manin2, XxpaHsmiedcs B JOKaJbHOW Oase, MpOILIA YCIEUIHO
Omaromapss mapamerpy group tacacst local, wcmonp3oBaHHOMY —TIpH
KOH(UTYpHUPOBAaHUH MApIIPyTU3ATOPA.

ITpotokon TACACS+, B ortiamuue ot RADIUS, pasnenser mporueaypsl
ayreHTUGUKauMd © apropu3anuu. [losTomMy eciam A  Hamero mnpuMmepa
JONOJHUTENIFHO HACTPOUTh AaBTOPH3AIMIO Ul IOJb30oBateins Maninl, npu
yIaJeHHOM JOCTyIE 3TOT MOJB30BaTelb Cpady MOMAaJeT B MPHUBHICTHPOBAHHBIN
pexuM (Tak KaKk Mbl HACTPOWJIM Il Hero 15-i ypoBeHb NPHUBWIETUN, PUCYHOK
9.7). Jlns Oomplilel HArjsggIHOCTA co3daauM Ha AAA-cepBepe eIie OJHOTO
NoJIb30Bates sl Manin3 ¢ ypoBHEM MPHUBWIETUN | ¥ pa3pelinM eMy HCIOJIb30BaHHE

KoMmaHnj ping, show running-config u exit, pucynok 9.12.

Edit New User manin3

General Message Access Rules OTP Auth
Privilege Level Access Control List

= 1 + None v
if it is not set (-1) here or in a group, then it will be equal 15 in select ACL

configuration

Default service

be careful with that checkbox, if you don't know what is it just leave it checked

Created at 2018-04-20 18:12:05 Last update was at 2018-04-20 18:12:44

Close Edit User

Pucynok 9.12 — Jlo6aBieHue mosp30BaTeis Manind ¢ ypoBHEM MpUBHIETUH |

ABTOpI/IBaHI/IH HAaCTpanuBacTCs € UCITOJIb30BAHUCM CJIICAYIOIIUX KOMAH/I:

R1(config)#aaa authorization exec default group tacacs+ local —
BKJIIOUEHHE PEXKMMA aBTOpHU3alUK (aBTOMATUYECKHUM MEPeXo] Ha HYKHBIA PEXKUM
IPU MOJKIIFOUEHUU K YCTPOUCTBY);

R1(config)#aaa authorization config-command



R1(config)# aaa authorization commands 1 default group tacacs+ local
R1(config)# aaa authorization commands 15 default group tacacs+
local — aBTOpHU3AIMS KaXXJ0M BBOAMMON KOMaHIbl KaKk Ha ypoBHE 1, Tak W Ha

yposHe 15.

[Tpu ynajgeHHOM MOJAKIIIOYCHHH IOJIb30BaTeNss Maninl (yposeHb 15) MbI

Cpa3y MornajgacM B MPUBUIIETUPOBAHHBIN pexuM, pucyHok 9.13.

R - -~
B

nauthorized access is prohibited!?
sername: maninl

Pazsword:

oday iz a perfect day?! Have a nice day?

Pucynox 9.13 — ABTOpU30BaHHBIN BXO/]

9.5 Otuer no pabore:
— JleMoHCTpaius npoiecca ayTeHTU(PUKAIUU U aBTOPU3ALINH JayX

MI0JI30BATEIIEN C PA3JIMYHBIMU [IPABAMMU.



[Ipaktrnueckoe 3anstue NelO
KondurypupoBanue MeKCETEBBIX IKPAHOB C MAKETHON (UIbTpaIUCii
10.1 Lenb pabotel: [IprBUTHE HABBIKOB KOH(DUTYPUPOBAHUS MEKCETEBBIX
HKPAHOB C MAKETHOU (PHIIbTpaLIUEH.
10.2 Ilepeuennr 00OpyI0BAHMUS:
— Crenpn « HGOKOMMYHUKAIIMOHHBIE CETH;
— Paboune cranmuu nox ynpasiaeauem OC Windows makerom Cisco
Packet Tracer i GNS3.
10.3 3aganue:
— B Cisco Packet Tracer co3maTth ceTh, COCTOSINYI0 M3 IISATH
noAceTer. B oqHOM U3 MoJIceTeN yCTaHOBUTH JIBA CEPBEPA, OJUH U3
KOTOPBIX JIOJDKEH ObITh cKoH(purypupoBan kak FTP, a apyroii —
kak WEB-cepsep;
— Bcem xommbprorepam moacetu 192.169.X.0 (rme X — Homep
CTyIEHTa B CIIMCKE TPYIIbl) MPEJOCTABUTH MOJHBIA JOCTYIl KO
BCEM CEpBEpam;
— Bcem kommbtorepam mnoacetn  192.169.X+1.0 npenocraBuTh
noctyt Tosibko k FTP-cepBepy o npotokony FTP;
— Bcem kommbrorepam mnoacetn  192.169.X+2.0 npenmocraBuTh
nocrtyn Tosibko k WEB-cepgepy;
— KomMmbrorepam ocTtaBmiencs NOACETH 3alpPEeTUTh JTOCTYyH K
BHEIIIHUM PECypCaM.
10.4 TTopsimoK BBIOJHEHUSI PAOOTHI
Kak usBectro [7], pasnenstor mexceteBbie kpanbl (FireWall) ¢ makernoi
bunpTpanMel U ¢ COXpaHEHHUEM COCTOSIHUHN (PKpaHbl TPHUKIATHOTO YPOBHS).
PaccmoTpumM cHavana uCIoyib30BaHUE MAaKETHOW (PUIIbTpaIUy.
MexceTeBble 2KpaHbl ¢ (UIBTpAIME MaKeTOB MPEICTaBISIOT COOOM
MapipyTtusaropsl (Hampumep, CiSCO) wim padoTaroliye Ha cepBepe MPOrpaMMBI,
CKOH(UTYpHUPOBAaHHbIE TaKuM 00pa3oM, 4YTOObl (QWIHTPOBATH BXOMAAIIME U

HCXOOAIINEC ITAKCTHI. HOBTOMy TAKHMC OKpaHbl HA3BIBAIOT HWHOI'Ad ITaKCTHBIMH



¢unbTpamu. OunbTpanus OCylecTBIseTCs myTeM aHanu3a [P-aapeca uctounmka
U nojydaresis, a Takxxe noptoB Bxoasumx TCP- u UDP-cerMeHTOB U cpaBHEHUEM
WX C CKOH(QUTYPUPOBAHHON TaOJIUIIEH MPaBUII. DTU MEKCETEBbIE 3KPAHbI TPOCTHI B
UCIIOJIb30BAaHUM,  JICIIEBBI,  OKAa3bIBAIOT  MHUHUMAJbHOE  BIMSHUE  Ha
MIPOU3BOJIUTEIIBHOCTh  BBIYMCIUTEIBHON CcHCTEMBI. (OCHOBHBIM HEAOCTATKOM
ABJIIETCS WX YA3BUMOCTh Tpu mnoameHe anpecoB |P. Bo Bceit nuHelike
obopymoBanuss CisCO Systems makeTHas (UIBTpaIMsS peajnu30oBaHa C MOMOIIBIO
TaK Ha3bIBAEMBIX CIIMCKOB KOHTPOJIs gocTyma (Access Control List).

Cruckn goctyma ACL MoryT OBITh CO37JaHBI JJII BCEX CETEBBIX
IIPOTOKOJIOB, (DYHKIIMOHUPYIOUIMX Ha Mapuipytuzatope, Hanpumep [P nmm IPX, n
YCTaHaBIMBAIOTCA Ha MHTEpdeiicax MapHIpyTU3aTOPOB. 3alpeT WK pa3pelieHue
CETEBOT0 Tpauka yepe3 uHTepPeic MappyTH3aTOpa peaan3yeTcss Ha OCHOBAHUH
aHalIM3a COBIIAJICHUS OIPEACIICHHBIX YCIOBHW. /[l 3TOro cmmcku pocryna
IIPEACTABIAIOTCA B BUJE IOCIEHOBATENBHBIX 3alMCEH, B KOTOPBIX HCIOJIB3YIOT
aapeca U mnpoTokoybl. CereBble (GUIABTPHI (CHUCKH JOCTYIA) CO3JAIOTCS IS
BXOJSAIIMX WM UCXOMSIINX MAaKETOB HA OCHOBAHWH aHAIU3UPYEMBIX IapaMeTpOB
(ampeca uCTOYHHMKA, aJipeca Ha3HAYEHHUs], MPOTOKOJIA U HOMEpPA MOpPTa BEPXHETO

ypOBHsI), yka3aHHbIX B crircke goctyna ACL (pucynok 10.1).

3aromoBoK Jar 0 TOBOK 3aronoBoK ITomne
Kapa IAKeTa ¢erMeHTa TAHHBIX

Homep mopta

Hpotoxon | IlpmmaTie | Peymt
pemieHIA mpH [ >
TecTHPOBAHIH | Deny

Anpec HCTOUHIKA TakeTa =

k4

ﬂ,f[]}e- ¢ HasHAUCHITA

k2

Pucynok 10.1 — AHanu3 3arojloBKOB nakera



Kak BugHo wu3 pucynka 10.1, Ha OCHOBE MNpPOBEIECHHOIO AaHAJINA3a
CITy>KeOHOM uH(opmaiuu, YCTPOMCTBO, pean3youiee MEXKCETEBOE
9KpaHUPOBAHKWE, MPUHUMACT pEIIeHUuE O JalbHeimei nepemade (permit) wim o
dbunpTparuu (deny).

Cnucku goctyna MOryT ObITh ONPENEIeHbI ISl KaXJA0r0 YCTaHOBICHHOTO
Ha uHTepdelice MPOTOKOJa M JJIA KaXJAOro HAaMpaBlIeHUsS CEeTeBOro Tpaduka
(ucxonsuiero u Bxojsmiero). [loaromy nast BXOAIIET0 M UCXOASAIIETO TPaQHUKOB
yepe3 uHTep(deiic co31aroTcs OTIEIbHbIE CITUCKHU.

Ecnmu cnucku poctyna He (QOpPMHUPYIOTCS Ha MapIIpyTH3aTOpe, TO BCE
MPOXOSIINE YEPE3 MAPIIPYTU3ATOP NAKETHI OYyT UMETh JOCTYII K CETH.

Cnucoxk noctyna ACL cocTtaBiisieTcst U3 yTBEPKACHUH (YCIOBUI), KOTOPBIE
OMPENEIAIOT, CIEAYyEeT JM MaKeThbl NMPUHUMATh WU OTKJIOHSTH BO BXOJHBIX M
BBIXOJIHBIX HWHTepdeiicax wmapuipytuzatopa. [Iporpammuoe obGecneyenue [0S
Cisco mpoBepsieT MaKeT MOCIEI0BaTeNIbHO M0 KaxaoMy ycioBuio. Ecnu ycnosue,
paspemiaroniee NpOoJBUKEHUE IAKETa, PACIONIOKEHO HABEPXY CIUCKA, HUKAKWE
yCIIOBHUSI, JTO0ABJIEHHBIE HUXKE €ro, He OyIyT 3alpeniaTh MPOJIBIKEHHUE TaKeTa.
Ecnu B cnucke goctyna HEOOXOIUMBI JOMOJHUTENBHBIE YCIOBUSA, TO CIHUCOK
[EJTMKOM JIOJDKEH OBITh YJaJeH U CO3/IaH HOBBIM C HOBBIMHU YCIIOBUSMH.

OyHKIIMOHUPOBAHUE MapuIpyTHU3aTOpa IO MPOBEPKE COOTBETCTBUS
IPUHATOrO MakKeTa TPeOOBaHUSAM CIKCKAa JIOCTYNMa MPOU3BOAUTCS CIIEIYIOLIUM
obOpazom. Korga kanp moctymaer Ha uHTepdelic, Mapuipytuzatop mnposepsieT IP-
aapec. Ecnu aapec Ha3HAueHUA COOTBETCTBYET ajpecy uHTepdeiica, TO
MapHIpyTU3aTOpP M3BJIEKAET (JIEKAICYJIUpyeT) U3 Kajpa MakeT U MPOBEPSET €ro Ha
cootBercTBHE ycnoBusMm cnucka ACL Bxomgnoro muTepdeiica. [Ipu oTcyrcTBHM
3ampeTa Wik OTCYTCTBUU CITUCKA JOCTYIIA MaKeT MHKAMCYJIUPYETCsS B HOBBIM KaJp
BTOPOTO YPOBHSI M OTIPABISAETCS MHTEPPEHCY CIEAYIOMETO YCTPOUCTRA.

[IpoBepka ycinoBuil (yTBEpXKIAEHUN) COUCKA JAOCTyNa MPOU3BOIUTCS
nocienoBaTenbHo. Ecnu Tekyliee yTBep:KJIeHUEe BEPHO, MakeT oOpabaTbiBaeTcs B
COOTBETCTBUH ¢ KOMaHIaMH Permit wiu deny crnmcka 10CTyma, ocTaabHash 4acTh

ycnoBuii ACL He nposepsiercs. Ecnu Bce yrBepxkaenuss ACL HeBepHBI, TO HEIBHO



3aJjlaHHas 10 YMOJYaHHUIO KoMaHaa deny any (3ampeTuTh BCe OCTAILHOE) B KOHIIC
CIIUCKA HE MO3BOJIUT TEPEIaBaTh JAJbIIE M0 CETH HECOOTBETCTBYIOMINE MTAKETHI.

CyIiecTBYIOT pa3HblE THITBI CIHUCKOB JOCTyMa: cTaHmapTHee (standard
ACLs), pacmupennbie (extended ACLs) m umenoBannbie (named ACLs). Korma
CIHMCOK JTOCTyTa KOHQUTYPUPYETCS Ha MapIIPyTH3ATOPE, KAXKIBIN CITHCOK OJIKCH
UMETh YHUKAJIbHBIA WACHTU()UKAIIMOHHBIA HOMEp WIH yHHKaiIbHOe mMs. Homep
UACHTUGUIIPYET THUI CO3JAaHHOTO CIHCKA JOCTyNa W JOJDKEH HAXOIUTHCS B
npenenax OMpEeIeICHHOTO JHMana3oHa, 3aJaHHOTO JUIsl 3TOr0 THMA CIHCKa
(tabmuma 10.1).

Tabmuua 10.1 — Inana3zonsl uaeHTUPUKanMoHHbIX HOMepoB ACL

Jlnarma3zoH HOMEPOB HasBanue crmcka noctyma
1-99 IP standard access-list
100-199 IP extended access-list
1300-1999 IP standard access-list (extended range)
2000-2699 IP extended access-list (extended range)
600-699 Appletalk access-list
800-899 IPX standard access-list
900-999 IPX extended access-list

B crangaptHOM criMcke aoctyna Ui NpUHATHS peuieHuss B [P-makere
aHAJM3UPYETCS TOJIBKO aapec MCTOUYHMKA COOOIIECHUs, YTOOBl (DHIBTPOBATh CETh
(IPX-cranaapT MoxeT GUIBTPOBATh KaK apec UCTOUYHUKA, TaK U Ha3HAUCHHUS).

Pacmmpennsie crimcku noctyna (Extended Access Lists) mpoBepsitoT kak
IP-anpec ucrounuka, Tak u [P-agpec HazHaueHwUs, MOjIe MPOTOKOJA B 3ar0JIOBKE
MakeTa CeTeBOro YPOBHS M HOMEP MOPTa B 3ar0JIOBKE TPAHCIIOPTHOTO YPOBHSL.

Takum o0Opa3zom, O KaKIOTO MPOTOKONA, ISl Ka)JIOTO HaIpaBJICHUS
TpaduKa U I KaXKI0ro nHTepdeiica MoKeT ObITh CO3/IaH CBOM CIHMCOK JOCTYIIA.
Ucxonsamue ¢GuabTpsl HE 3aTparuBaloT TpaduK, KOTOPHIA HAET U3 MECTHOTO
MapIIpyTU3aTopa.

N3 pexoMeHmanmui II0 yCTAaHOBKE CIIMCKOB JOCTyIAa MOXHO OTMETHUTH

cienymomee. CTaHIapTHBIE CIUCKU JOCTyIla PEKOMEHAYETCSl yCTaHABIMBATH I10



BO3MOXKHOCTH OJIMKEe K aJpecary Ha3HA4YeHHs, a pPACIIUPEHHble — OJMKe K
UCTOYHHUKY. IlosTOMy cTaHAapTHBIE CHHMCKH JOCTYyNa JOJDKHBI OJOKHPOBATH
YCTPOMCTBO HA3HAUYEHMsI M paclojaratbcs MOOIMKE K 3alllMIlaeMod CceTu, a
pacIIMpeHHbIE CITUCKU JTOCTYIA JOJKHBI OBITh YCTAHOBIIEHBI OJU3KO K UCTOYHUKY
COOOIIEHUH.
Cnucok aoctyna nporu3BOAUT (PUIBTPALIUIO TTAKETOB IO MOPSAKY, ITOITOMY
B CTPOKax CIHUCKOB CIEAyeT 3aJaBaThb YCIOBUS (QWIbTpalM, HauyWHas OT
cnenuUYecKUX YCJIOBUM W 3aKkaHYMBas OOMIMMH. YCJIOBHS CIUCKAa JOCTyNa
00pabaThIBAOTCS TOCIEAOBATEIBHO OT BEPIIMHBI CIHCKAa K OCHOBAaHUIO, MTOKA HE
OyJleT HaiJICHO COOTBETCTBYIOIIEE ycioBue. Eciu HUKaKoe yclioBUE HE HalJEHO,
TOTJIa TTAKEeT OTKJIOHSIETCS M YHUYTOXKACTCS, MOCKOJBbKY HESBHOE ycioBue deny
any (3ampeTuTh BCE OCTAIBHOE) MPUCYTCTBYET HEABHO B KOHIIE JHOOOr0 CIHCKa
nocryna. He ynoBineTBOpsmoOIIMN CHOUCKY JOCTyNa naker npotokona [P Oyner
OTKJIOHEH M YHHUYTOXXEH, MPH 3TOM OTIPABUTENIO OyAeT MOCIaHO COOOIICHHE
ICMP. Hogeble 3anucu (JinHUM) Bceraa A00aBIISIIOTCS B KOHIIE CIMCKA JIOCTYTA.
KonduryprupoBanue criuckoB JIOCTyIa MPOU3BOIUTCS B JBa dTana:
1. Co3paHue criMcka I0CTyNa B peXUMe II100aIbHOT0 KOHPUTYPUPOBAHHUSL.
2. IlpuBsizka cmucka JOCTyna K uUHTepdelcy B pexuMe JEeTalbHOTO
KoH(purypupoBanus uarepderica.
dopMaTt KOMaH[Ibl CO3/IaHHsI CTAHIAPTHOTO CHKMCKA JOCTYNA CIETYIOUIUN:
Router(config)#access-list {Ne} {permit / deny} {axpec ncrounuxa}.
Cnucku foctynma MOTyT (UIbTpOBaTh Kak TpauK, BXOIALIUN B
Mapuipytuzatop (in), Tak u Tpaduk, HUCXOAAUIUMN K3 Mapuipytuzaropa (out).
HampaBnenue Tpaduka ykasplBaeTcsl TPH TPHUBSA3KE CIHCKAa JIOCTyNMa K
uHTepdeiicy. Dopmar KOMaHIbl IPUBS3KU CIIUCKA K MHTEPPEICY CIaeayIOINA:
Router(config-if)#{nporoxon} access-group {nomep} {in mau out}.
[locrne mpuBsA3KM CHUCKAa JOCTYNa €ro COACPKUMOE HE MOXKET OBITh
u3MeHeHo. He ypoBieTBoOpsitomUi aJMUHUCTpATOpPa CIUCOK JOCTYIA JOJIKEH
OBITB yJaJieH KOMaH10#1 N0 access-list u 3aTem co3man 3aHOBO.

PacmmpeHHbI CIMCOK JOCTYyIIA CO34aeTCs KOMAHIOM:



Router(config)#access-list {Ne} {permit / deny} {rpancn.mporoxo.}
{anp.uct} {aap.nou.} eq {Ne mopra uiau Ha3BaHHe NMPHUKJIATHOTO MPOTOKOJIA}

[IpaBuna Ha3HAUEHHUSA B CHUCKE JOCTyNMa HOMepa Mmopra (Wid, 4TO TOXE
camoe, MMPUKIIATHOTO MPOTOKOJIa) TpeicTaBieHbl B Tabmute 10.2.

Tabnuna 10.2 — [IpaBuia Ha3HAYEHUS MPUKIIATHBIX TPOTOKOJIOB

O06o3HayeHue JlericTBue

It n Bce HoMepa mopToB, MEHBIIIKE N.

gtn Bce nHomepa moprtoB, GoJibIue n.

eqn ITopt n

neq n Bce nmoprel, 32 HCKITFOUEHHEM 1.
range n m Bce mopThel OT n 10 M BKJIIOYHUTEIBHO.

PacnipocTpaHeHHble MpPUKIAAHBIE MPOTOKOJbI U COOTBETCTBYIOIIHE UM
CTaHJIapTHbIE HOMEpAa MOPTOB MpUBeAeHbI B Tabmuie 10.3.

Tabnuua 10.3 — HoMepa mopToB HEKOTOPBIX MPUKJIAIHBIX TPOTOKOJIOB

Howmep Tpancnoptasiii | [IpukiragHON MPOTOKOIN KnroueBoe cioBo B
nopTa POTOKOJ KOMaH/Jie access-list
20 TCP FTP data ftp data

21 TCP VYrpasnenue cepsepom FTP | ftp

22 TCP SSH

23 TCP Telnet telnet

25 TCP SMTP Smtp

53 UDP, TCP DNS Domain

67, 68 UDP DHCP nameserver

69 UDP TFTP Tftp

80, 8080 | TCP HTTP (WWW) WWW

110 TCP POP3 pop3

161 UDP SNMP Snmp

PaccmoTpum npuMep co3aHus CTaHAAPTHOIO CIMCKA JOCTyNa JUIsl CETH,
cxema KoTopoll mnokazaHa Ha pucynke 10.2. Ha pucyHke ykaxem y3ibl,

Haxojsmecsd B moaceTax 192.168.0.0/24 u 192.168.1.0/24.




192.168.0.3/24 192.168.1.2/24 192.168.1.3/24

156.92.15.4/30

RO R1

Pucynok 10.2 — Cxema cetu

[Ipenmonoxum, 4To K cepBepy, Haxodiemycs B nojacetu 192.168.1.0/24
o anpecy 192.168.1.2/24, noctyn u3 nmoacetu 192.168.0.0/24 paspeiieH TOJIBKO
kommbioTepy 192.168.0.2/24. D10 mnpaBUiIO MOXKHO CKOH(PUTYpHUpPOBaThH C
UCIIOJIb30BaHUEM CTaHJAPTHOTO CIUCKa Joctyna Ha wuHTepdeiice Fa 0/0
mapmipyTtuzaropa R1.

Jus  sroro B pexuMe  100adbHOrO  KOH(GUIYPUPOBAHHUS  Ha
MapuipyTtuzatope R1 He0OX0AMMO BBIOTHUTH CIECAYIOIINE KOMaHIbL:

Routerl(config)#access-list 10 permit 192.168.0.2

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 10 out

[lepBasg koMaHa cO3/1a€T HA MAapIIPYTU3ATOPE CIIHCOK JIOCTYNAa C HOMEPOM
10, xorophlii paspemaer (permit) mepemady MaKeTOB € aapecoM HCTOYHHUKA
192.168.0.2.

Bropas komaHna sBisieTcsl KOMaHIOM mepexona K KOH(DUrypHpOBaHHUIO
untepdetica Fa 0/0.

TpeTbss KOMaHIa NPUBA3BIBACT CIUCOK JOCTynma ¢ HomepoM 10 k

untepdeiicy Fa 0/0 n ykaspiBaeT Ha HampaBJICHUE Mepenadn — ucxozsiiee (0ut).



CoznanHblii TakuM 00pa3oM CIHMCOK JOCTyma OyIeT COCTOSTh M3 ABYX
ctpok. IlepBas cTpoka B siBHOM ¢opMe paspeliaer mnepenaBath Ha HHTEpQEC
Mapmipytuzaropa Fa 0/0 maketrsl ¢ aapecom uctounuka 192.168.0.2. Btopas
CTpOKa B HESIBHOM BHJIe 3arpernaet (deny any) mepemaaBath Ha 3TOT HHTepderic Bce
OCTaJIbHBIE MaKETHI.

[Ipoananu3upyem aeicTBus MapuipyTuzaropa R1 mpu mocTyrieHuu Ha
€ro BHEIIHUI UHTEpPENC MakeTa Mocie CO3/1aHns CIIMCKa J0CTyMa.

Ecnau maker moctynun u3 nojacetu 156.92.15.4 u npenHasHaueH cepBepy
192.168.1.2, MmapuipyTu3aTop, ONpPECIUB MO TaOJIUIe MapIIPYTU3AMHA BBIXOTHOU
unTepdelic, mepenaet 3Tot naker B 0ydep uarepdeiica Fa 0/0.

3aTreM aHANU3UPYETCs CIIUCOK, HaUYMHasl ¢ epBoil cTpoku. Ecinu ucTouHmnk
umeet azapec 192.168.0.2 (coBnajeHue B MEPBOM CTPOKE CIHUCKA MPOU3OINLIO),
naKeT MHKarcyaupyercs B kaap Ethernet u nepemaercs cepsepy. Ecin uctounuk
uMeeT Jr000M Jpyroi anpec (COBHAJAECHUS B IEPBOM CTPOKE CIIUMCKAa HE
IIPOM30IILIO), MTPOUCXOIUT OOpalieHHe KO BTOPOW HESBHOW cTpoke crucka (deny
any), v maxkeT oTOpachIBACTCs.

B cmyuae, ecniu HEoOXomuMo 00eCNEUHTh TOCTYN K CEpBEPY U BTOPOTO
koMmrptoTepa moxacetu 192.168.0.0/24 ¢ aapecom 192.168.0.3, komaHmbl
KOH(GUTYpUpOBaHUS OyAyT BBIIVISIIETD CIETYIOIIUM 00pa3oM:

Routerl(config)#access-list 10 permit 192.168.0.2

Routerl(config)#access-list 10 permit 192.168.0.3

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 10 out

O4eBHIHO, YTO CHHMCOK JIOCTyNa TEHepb COICPXKUT TPU CTPOKH — JIBE
SIBHBIE ¥ OIHY HESIBHYIO.

O4eBUIHO, YTO PACCMOTPEHHBIM CrOCO0 KOH(PUTYpUPOBAHUS CIIHCKOB
nocTyna yao0eH B TOM ciydae, €Cli JOCTYI K KakoMy-Jnbo pecypcy (cepBepy)
HEO00X0IUMO 00ecreyuThb HEOOIBIIOMY KOJINYECTBY UCTOYHUKOB
(xommbroTepoB). Ecium xe, nHanpumep, B nmoacetu 192.168.0.0/24 3naunTensHOE

KOJIMYECTBO KOMITBIOTEPOB, TaKOE€ KOHPUTYpUPOBAHUE CTAHOBUTCS HEYAOOHBIM



W TIOABEPXKEHHBIM OIMMOKAaM, TaK KakK ISl KaXI0ro W3 HUX HEO0O0XOIUMO
OTJIEJIBHO CO3/aBaTh CTPOKY CITHCKA.

[losToMy mpu CO3aHUU CHOHCKOB JOCTylla MOXHO HCIHOJb30BaTh
wildcard macku. B aTom ciydae B cTpoke CIIHCKa MOXKET CO/ACPKAaThCA yKa3aHHe
Ha Tepenadyy Wi QUIBTpAIMIO MAKETOB HE C ajpecaMy KOHEYHBIX Y3JIOB, a C
aapecamu ceteil (mojceTeit), B KOTOPbIE€ OHU BXO/ISAT.

[IpaBuiI0 UCMOAB30BAHUSI MACOK B 3TOM CIIy4ae MOXKHO C(HOpPMYyIUPOBATH
CIeAyloIUM 00pa3oM — HYyJIEBble 3HAUCHHUS pPa3psJoB MacKud O3HA4YaroT
TpeOoBaHNEe OOPaOOTKHM COOTBETCTBYIOIIMX pa3psaoB aapeca, a CIUHUIHBIC
3HAYEHUs] Pa3psAloB MACKM O3HAYalOT WTHOPUPOBAHHE COOTBETCTBYIOIIUX
paspsimoB anpeca. Hampumep, ecim wildcard macka umeer Bunp 0.0.0.0, To
MPOBEPATH YCIOBHE HEOOXOAUMMO JUISI BCEX pa3psoB ajapeca HCTOUYHHKA
npubsiBIIero makera. Ecnu ke macka umeer Buj 0.0.0.255, To mpoBepsiTh
yCJI0BHE HEOOXOMMO TOJIHKO JIJISI IEPBBIX TPeX 0aMTOB ajpeca UCTOUYHHKA.

[Tpenmonokum, 9TO JOCTYIl K TOMy e cepBepy (aapec 192.168.1.2)
JIOJDKHBI TOJYYUTh BCe KoMMbioTepsl nojceTu 192.168.0.0/24. B stom cinyyae Ha
MaprmpyTtu3aTope R1 He0OX0AMMO BBITOTHUTH KOMAH/IBI:

Routerl(config)#access-list 10 permit 192.168.0.0 0.0.0.255

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 10 out

Heob6xoaumo OTMETHTBH, YTO, €CIM HYXHO pa3pelIuTh KaKOMY-JIHO0
OJIHOMY Y3JIy U3 Jpyroi nojacetu (Hanpumep, 192.168.2.2/24) noctyn K 3TOMY XKe
cepBepy, CO3aBaeMblil CIIMCOK HEOOXOIUMO JOTIOJHUTH KOMaH 10M

Routerl(config)#access-list 10 permit 192.168.2.2 0.0.0.0

WJIM, 4TO TO K€ CaMO€, KOMaHI0M1

Routerl(config)#access-list 10 permit host 192.168.2.2

Co3nanue CNHCKOB JOCTyNa OYEHb IOXOXKE Ha CO3JaHHE «OebIX» H
«UEpHBIX» CHUCKOB Ha TenedoHe. [lpu cozmaHum «Oenoro» crucka MpUHUMATh
pa3perieHo TOJIHKO BBI30BBI OT HCTOYHUKOB, HOMEpPA KOTOPHIX BHECEHBI B «OETIBII)

CIIMCOK, OCTaJIbHBIC BBI3OBBI OT6paCBIBaIOTC${. HpI/I HCITIOJIB30BAHUN «YCPHOTO»



CIIUCKA OTOPACHIBAOTCS TOJIBKO BBI30BHI OT MCTOYHHKOB, BHECEHHBIX B CITHCOK,
OCTaJIbHBIE BBI30BBI MPpUHUMAIOTCA. OCHOBHOE OTIIMYHE OT Tele()OHHBIX BHI30BOB
COCTOHUT B TOM, YTO B CIIMCKH Permit u deny BHocsTcs He TelaedoHHBIE HOMEpa, a
3HAYEHUS 3ar0JIOBKOB PAa3IMYHBIX YPOBHEH.

Hcrnonb3ys 3Ty aHAJIOTHIO ¢ «OEJIBIMU» U «4EPHBIMUY» CITUCKaMHU TeledoHa,
MOXHO OTMETUTb, YTO PACCMOTPEHHBIE CIOCOObI AHAJOTUYHBI CO3JAHHUIO B
TenedoHe «OenbIX» CIUCKOB — yKa3aHHBIC B CIHCKE JOCTyIa ajpeca SBISTIOTCS
pa3pelieHHbIMU, OCTAIbHBIE — 3aIIPEIICHHBIMH.

B psane cnydaeB Oonee ymoOHBIM SIBJISIETCS HWCIIOJIB30BAHUE aAHAJIOTHHU
«UEpPHOT0» CHHUCKA — pa3pelieHo MepenaBaTh JaHHbIE OT BCEX, KpOME TeX, KTO
yKa3aH B YEpPHOM CITHCKE.

[Ipenmnonoxxum, 4To K TOMY ke cepBepy HEOOXOAUMO 00€CHEUHUTh AOCTYII
BCEM KOMIIBIOTEpPAM, Kpome OJHOro, wumeromero aapec 192.168.0.15.
KoudurypupoBanue takoro criicka OyaeT UMETh BUI:

Routerl(config)#access-list 11 deny host 192.168.0.15

Routerl(config)#access-list 11 permit any

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 11 out

HarmoMHuM, 4TO MO YMOJYaHHIO Y CO3aBAEMbIX CIIMCKOB JOCTYIIA HESIBHO
NPHUCYTCTBYET 3aKJIIOYMTENbHAs cTpoka deny any — 3anperuTh Bce. B nmaHHOM
cliyyae MbI 3aMCHHJIM 3Ty CTpPOKy Ha permit any — paspemuTh Bce.
COOTBETCTBEHHO, JIOCTYN K CEpBEpYy OYJIET pa3pelieH BceM, KpoMe KOMITbIOTEpa C
anpecoMm 192.168.0.15.

PaccmMoTpuMm Temephr TNpUMEHEHHE  PACHIMPEHHOTO  CIIMCKA IS
KoH(pUrypupoBanus Mapuipytuzaropa R1 (pucyHok 3.2), npu 3TOM HOJIKHBI
OBITH BBITIOJTHEHBI CIEAYIONTUE YCIOBHUS:

- xomnberoTepy 192.168.0.2/24 HeoOXoauMO MPEIOCTABUTH AOCTYH K

web-cepepy ¢ agpecom 192.168.1.2 no nporokony WWW;



- BceM kommbloTepam  moacetd  192.168.0.0/24  nHeobxomumo
npenoctaButh noctyn k FTP-cepeepy ¢ ampecom 192.168.1.3 mo mpotoxoiy
FTP.

KomaHnel KOHGUTYpHUpOBaHUS B JTOM Cily4ae OYIyT BBITISACTD
CJICIYIOIIUM 00pa3oM:

Routerl(config)#access-list 110 permit tcp host 192.168.0.2 host 192.168.1.2 eq www
Routerl(config)#access-list 110 permit tcp 192.168.0.0 0.0.0.255 host 192.168.1.3 eq ftp
Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 110 out

OueBUAHO, YTO YKa3aHHBIM CMOCOO AHAJOTHYEH CO3JaHHUIO0 «OEeIoro»
CIHCKa B TeiedoHe, Tak KaK TPEThe HESIBHOE YCJIIOBHE, HaXOASIIEECS B KOHIIE
CIIMCKA, OJIOKUPYET BCE, UTO HE pa3pelieHo.

PaccmorpuM mpumep, Korma yaoOHEEe  HUCMHOJIb30BaTh  aHAJIOTHIO
«4EePHOTO» CHUCKA B TeleoHe.

Ha wapmpyrtuzatope R1 gobkHBI OBITH BBIMOJHEHBI  CIEAYIOIIUE
YCIIOBUSL:

- koMIibrOTEPY 192.168.0.2/24 HE0OX0AUMO 3aMPETUTH JTOCTYI K CEPBEPY
c anpecom 192.168.1.2 no npotoxory WW W, HO paspeminTs JOCTYIBI K APYTUM
CepBHUCaM;

- BceM KommbioTepam mnozacetu 192.168.0.0/24 HeoOXoauMoO 3ampeTUTh
JIOCTyIl K cepBepy ¢ aapecom 192.168.1.3 mo nporokony FTP, Ho pa3pemntsb
JOCTYII K IPYTUM CEPBUCAM.

KoManaer koHDUTyprpOBaHHS B TOM cliydae OylyT HIMETh BHI:
Routerl(config)#access-list 110 deny tcp host 192.168.0.2 host 192.168.1.2 eq www
Routerl(config)#access-list 110 deny tcp 192.168.0.0 0.0.0.255 host 192.168.1.3 eq ftp
Routerl(config)#access-list 110 permit ip any any
Routerl(config)#interface fa 0/0
Routerl(config-if)#ip access-group 110 out

3anuce permit ip any any o3Ha4aeT, 4TO BeCh OCTaJbHOU TpaduK OT

JF000r0 HCTOYHHKA K J'IIO6OMy MMOJy4aTeiaro JOJIKCH IEPCaAaBaTbCA.



[IpocMOTpeTh CO31aHHBIE HA MAPLIPYTU3aTOPE CHUCKHU JOCTYyNa MOYKHO
no komanzae show access-list, a crnucku, HacTpOEHHbIE Ha KOHKPETHBIX
untepdeiicax, komangamu show ip interfaces niu show running-config. Ha
pucynke 10.3 moka3aHbl HACTPOEHHBIE CIMCKH JOCTyIA JJIs PaCCMOTPEHHOIO
3J1eCh IIPUMeEpA.

[0% Command Line Interface

= rrT—r T T — rr=——r v
Bouterffoonfig
Confiquring from terminsl, memory, or hetwork [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
Bouter(config) faccess-1list 110 deny top host 132 168.0.Z host 192.168.1.2 eq www
Bouter (config) faccess-1ist 110 deny teop 192 168.0.0 0.0.0.255 host 192.168.1.3 =&
q ftp
Bouter (config) faccess-1ist 110 permit ip any any
Bouter(config) finterface fa 070
RBouter(config-if) #ip access-group 110 out
Bouter (config-if) §*2
Router#
¥8T5-L-CONFIC I: Configured from console by console
Routerfzhow access-list
Extended IP access list 110
deny top host 192.168.0.F host 192 168.1.% eq ww
detyy top 192 168.0.0 0.0.0.255 host 192 168.1.3 eq ftp
permit ip any any
Routerﬁ| W

Pucynok 10.3 — KondurypupoBanue crnucka 10CTyma U €ro mpocMoTp

Couckyd  JocTyma  TakXK€  JKEJIATeJIbHO  MCIOJb30BaTh W JJIS
KOH(UTypHUpOBaHUS YAAJIIEHHOTO JOCTYIA K yCTpoicTBaMm (riasa 1).

B Hacrosimiee BpeMs dalie MCHOJB3YIOTCSI HE HyMEpOBaHHbIC, a
MMCHOBaHHBIE CIIMCKHM JIOCTyHa. YJI00CTBO HCIIOJIB30BAaHUS HMEHOBAHHBIX
CIIMCKOB JIOCTyIA 3aKJIIOYaeTCsl MPEXKJe BCEro B TOM, YTO HAa3BaHMUIO CITHMCKa
MoxHO TipuaaTh onpenesneHHbii cmbica (INTERNET, ADMIN, FTP, u 1.1.). Tak
KaK MMEHOBAHHBIN CIIHMCOK HE MMEET HOMEepa, KOTOPBI OJIHO3HAYHO OMpeAciseT
ero Bua (Tabauna 3.1), mpu co3AaHUU TAaKOTO CIUCKAa HEOOXOAMMO SIBHO yKa3aTh,
KaKOM MMEHHO CITUCOK CO3JIa€TCs — CTaHAApPTHBIM WM pacmupeHHbid. KoMmanaa
CO3/IaHUSI IUMEHOBAHHOT'O CITUCKA JI0CTYIa UMEET BU/I;

Ip access-list <standard/extended> <ums>



<mpaBuJo 1>
<mpaBMJIO 2>
<mpaBuJjo N>
[Tapametp standard/extended ykaspiBaeT Ha BUI CO3/1aBaeMOTO CIIHICKa,

a IIpaBuJia MPOITUCBIBAOTCA aHAJIOTHYHO HYMCPOBAHHBIM CITMCKAM.

10.5 Oruer no pabore:

JleMoHCTpalust KOppEKTHON pabOThl CO3JJaHHBIX CITMCKOB JIOCTYTIA.



[TpakTueckoe 3ansitue Nel 1
KonpurypupoBanrne MexceTeBbIX SKPAaHOB C COXPAHEHUEM COCTOSTHHUM
11.1 Lenb pabotel: [IprBuTHE HABBIKOB KOH(DUTYPUPOBAHUS MEKCETEBBIX
JKPAHOB C COXPAHEHUEM COCTOSTHUM.
11.2 Tlepeuenb 060pyaOBaHUSA:

— Crenpn « HGOKOMMYHUKAIIMOHHBIE CETH;

— Paboune cranmuu nox ynpasiaeauem OC Windows makerom Cisco
Packet Tracer i GNS3.

11.3 3aganune:

— Hcnons3ys Cisco Packet Tracer, mocTpouTh CeTh, OKa3aHHYIO Ha
pucynke 11.1. IlpousBecth KOH(PUTI'YPUPOBAHHE  CETEBBIX
YCTPOUCTB JUIsi OOECHEYeHHs JIOCTyrnma BCEX CEpPBEPOB U3
BHYTPEHHEW CETH,

— Y0enuThcs B BO3MOXKHOCTH JOCTyIa BO BHYTPEHHIOIO CETh U3BHE C
MCIIOJIb30BAaHUEM MTPOU3BOJIBHOTO MPOTOKOJIA;

— Hactpouts uncnexkrupoBanue TCP-tpaduka u cKOHUTYPUPOBATH
CIIUCOK JOCTyma. YOeauThCs B JIOCTYITHOCTH CEPBEPOB U3
BHYTPEHHEH CETH W HEIOCTYMHOCTH PECYpPCOB BHYTPEHHEW CETH

HU3BHC.

11.4 TlopsimoK BBIMOTHEHUST PAOOTHI
Takue MeXCeTeBble SKpaHbl €Ie HA3bIBAIOT JKpaHaMU C COXpPaHEHUEM
ceccuii (statefull firewall). Cyrtp 3akirodaeTrcs B TOM, 4YTO MPH 3ampoce Ha
yCTaHOBJIIeHHE  coeauHeHus  (Hampumep, [1CP-ceccun) — MapmipyTu3aTop
3aIlIOMHUHAET 3TY CECCHUIO U MPU MOCTYIUICHUHU U3BHE MMAKETa CBEPSAET €ro CO BCEMU
TEeKYIUMHU ceccussMi. Ecnu TpUHSTHIM W3BHE MAKET OTHOCUTCSA K KaKOW-TMOO
TEKYIIeW CeCCUH, OH MPOJBUTAECTCS BO BHYTPEHHIOIO CE€Th, B IPOTUBHOM CJIy4ae —

oTOpachIBaeTCs.



Jlnis KOH(UTYPUPOBAaHUS MEXKCETEBOIO IKPAHMPOBAHMS HA YCTPOMCTBax
Cisco HeoOX0oaMMO B SIBHOM BHJIE yKa3aTh, TpaUK KaKHX MPOTOKOJOB JOJKEH
OTCJIEKUBATHCA (MHCIIEKTUPOBATHCS). 11 TOr0 UCIIONIb3YeTCsl KOMaH/1a

Ip inspect name <ums mpaBujIa> <Ha3BaHHeE MPOTOKOJIa>

JHannast KOMaH/Ja  BBINOJIHIETCS B pexuMe rJ100aJIbHOTO
KOH(QUTYpPUPOBAHMUSL.

AHAJIOTHYHO CHOHUCKaM JOCTyla, CO3/JaHHOE€ MPAaBHJIO HEOOXOIMMO
IpUBs3aTh K MHTEp(deElcy ¢ yKa3aHWeM HalpaBlIeHUs Nepeadu:

R1(config)#int fa0/0 — mepexox B pexxuM KOHPUTYpHUpOBaHHS HHTEpdeiica
fa 0/0;

R1(config-if)#ip inspect <ums mpaBuiaa> <in/out> - npuBs3Ka npaBuiia K
UHTEpQENCy ¢ yKa3aHUEM HaIpaBJIeHUs Nepeayn.

HeoOxoaqumMo OTMETHTb, 4YTO MPABWIO MOKHO TIPUBS3BIBATh Kak K
BHYTPEHHEMY, TaK M KO BHEIIHEMY HHTep(delicy MapupyTH3aTopa, OJIHAKO
HaIlpaBJ€HUE MepeJayl JIOJDKHO COOTBETCTBOBATH HAIIPABJICHUIO 3alpOCOB W3
BHYTPEHHEN ceTu KO BHEIHEH. COOTBETCTBEHHO, €CJIN MPABUIIO MTPUBA3BIBACTCA K
BHYTPCHHEMY HHTepdeiicy, HampaBlieHHe Tepemadn — Bxopasmee (in), ecmu K
BHEIIIHEMY — Ucxosiiee (out).

[IpuBeneM mpumep MEXKCETEBOrO SKPAaHUPOBAHUS Ui CETH, MOKa3aHHOU
Ha pucyHke 11.1. Jlma ynoOctBa pasmectum mapuipytuzatop R1 Bo BHemiHein
CeTH, B KOTOPO# Takke pacrojararoTcs jJBa cepBepa — Web-cepsep u ftp-cepsep.
[IpousBeneM HacTpoilKy BCero o0O0OOpyAOBaHHMS TakKUM OOpa3oM, YTOOBI W3
BHYTPEHHEH ceTH ObUIU JOCTYIHBI 00a cepBepa.

Co3maauM mMpaBWIO JUIsi WHCIICKTUPOBAHUS 3ampocoB K Web-cepBepy
(npotoxost HTTP) ¢ umenem HTTP u npuBsikem ero k BHyTpeHHEMY UHTepdeiicy

fa0/0 ¢ Bxoasum HanpaBiacHHEM Tepeaayn (pucyHok 11.2).



BHewHaa
CETb

WEB-cepeep FTP-cepsep

Server-PT
Serverl

Server-PT
Server0

Rowxerl

fa0/1 + 192.168.2.2/30

192.168.2.1f30

faofo _ 1EL 407 463.1.1/04

RougerD
DMS-cepeep
50-
witch
Server-PT
Server2
o
PC-PT PC-PT
PCO PC1
BHYTpeHHAR
eTb

Pucynok 11.1 — IIpumep cetn

Routerren

Routerfcont

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CHTL/Z.

Bouter (config) #ip inspect name HTITP http

Router (config)#int £a0/0

Router (config-if) #ip inspect HITP in

Rnuter{cnnfig—ifh#l W

Pucynox 11.2 — KordurypupoBanue nacrnektupoBanus npotokosna HTTP



CrnenyeT OTMETUTH (M 3TO OYEHb Ba)XXHO!), UTO MHCIEKTUPOBaHUE Tpaduka
HEOOXOJMMO NMPHUMEHATH COBMECTHO CO CIHMCKamH Joctyna. B Hamem mpumepe,
KOTJIa CIUCKH JIOCTyna He ObUIM co3AaHbl, Nitp-3ampockl, MOCTyHAroIIue Wu3
BHYTpEHHEH ceTH, OyayT HMHCIeKTHpoBaThcs. OJHAKO €CIM W3 BHEIIHEW CeTH
Tarke moctymut http-3ampoc, oH mpolaeT BO BHYTPEHHIOKO CETh, TaK KaK HE
CYLIECTBYET CIHMCKA JI0CTYIa, 00ECIEUNBAIOLIET0 (PUIBTPALIUIO ATOIO 3aMPOca.

Jlnsa mposepku 3Toro pasmectuM BO BHemHen cetu IIK ¢ ampecom
213.80.65.4 u momnpoOyeM COEIMHHUTLCA C CEPBEPOM BHYTPEHHEH CETH II0
nporokoiny HTTP (pucynoxk 11.3).

@ PC2 - O

Physical | Config | Desktop | Software/Services

Web Browser X
< = | URL |http:/f192.168.1.10 Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open,
Quick Links:

A small page

Copyrights

Image page

Image

Pucynok 11.3 — CoenriHeHue ¢ cepBepoM BHYTPEHHEM ceTH 1o npotokoay HT TP

B kadectBe BHYTpeHHero cepBepa Mbl Hcnoisib3oBain DNS-cepsep ¢
anpecom 192.168.1.10/24. Kak BuaHO u3 pucyHka 11.3, coeamHeHHe MPOILIO

YCHEIIHO.



JIyist 3amMThl BHYTPEHHEW CeTH co3aaauM Ha mapmpytu3atope RO crimcox
JOCTyMa, 3ampellaronuid nepenady Bcex |P-makeTtoB, W mnpuBsikeM ero K

BHelHeMy uHTepdeticy fa0/l ¢ ykasaHuem BXOJSIIErO HANpaBiICHHS (PHUCYHOK

11.4).

REouterxen

Routerfcont

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHNTL/Z.
Bouter (config) #ip access-list ex FEW

Bouter (config-ext—nacl) §deny ip any any

Bouter (config-ext—nacl) § W

Pucynok 11.4 — Co3nganue cnucka qoctyna
Teneppr cHoOBa mombITaeMcs mociath HTTP-3ampoc W3 BHEImHEH ceTu

(pucyHok 11.5).
& PC2 - O

Physical | Config | Desktop | Software/Services

Web Browser X
< = | URL |http://192.168.1.10| Go Stop

Request Timeout

Pucynok 11.5 — OtcyTcTBUE COEAMHEHUSI C CEPBEPOM BHYTPEHHEMN CETHU IO

npotokosry HTTP



Kak BunHO n3 pucyHnka 11.5, u3 BHemHen cetu cepsep He nocryneH. [lpu
ITOM W3 BHYTPEHHEH ceTr WED-cepBep ocTaeTcst JOCTYITHBIM.

C yuerom co3ganHoro cnucka npoctyna FRW ocrtanbHble MPOTOKOJIBI
(kpome HTTP) ne wuHcnektupytorcs. CremoBaTenbHO, €CIIM IMOCHATh U3
BHYTPEHHEH CeTH 3ampoc Mo KaKoMy-I100 APyroMy IpOTOKOIY, OTBET MOJYyUEH HE
OyZeT, Tak Kak ero 3a0JOKUpYyeT CIHUCOK JIOCTyla Ha BHeUIHEeM HuHTepderice
Mapmpytusaropa. [lompoOyeM moNyduTh W3 BHYTpPEeHHeW cetm goctym k ftp-

cepBepy (pucyHok 11.6).

@ PCO

Physical Config Desktop Software/Services

Command Prompt

Packet Tracer PC Command Line 1.0

BC» (Disconnecting from ftp server)
Z Command Line 1.0

Trying

SError ] 5.3/ (Timed out)

Packet Tracer PC Command Line 1.0

BC» (Disconnecting from ftp server)

Packet Tracer PC Command Line 1.0

oC

Pucynok 11.6 — ITonbiTka coequnenus ¢ ftp-cepsepom

Kak Buamm, TONMBITKA HE yBEHYANach ycmexoMm. Ecim ke HacTpOWTb
uHcniektupoBanue FTP-tpaduka, noctynm k ftp-cepBepy Oyaer Bo3MOXKEH.
WmroctpupoBaTh 3/1ech 3T0 He OyneM, Tak kak Cisco Packet Tracer B cuiy cBoeid

OrpaHU4YEeHHOW  (QYHKIMOHAJIBHOCTH 3TO He  mojaepxkuBaer. [loaTomy



WHCIIEKTHPOBAHNE DPA3HBIX BUIOB Tpaduka HEOOXOAUMO MPOU3BOAUTH JMOO HA
peanbHOM 000pyI0BaHUH, THOO ¢ ucmosib3oBanueM cumysaropa GNS3.

Opnnako Cisco Packet Tracer momumepskuBaer uHCHekTHpoBanue TCP-
tpaduka. Tak kak u npotokos HTTP, u nporokon FTP ucnone3yer 11 nepegadu
TCP-cermenTsl, nocnie HacTpoiiku T CP-MHCTIEKTHPOBAHUS JOCTYITHBI OKQKYTCS U
http u ftp cepseps! (pucynku 11.7, 11.8).
Bouter (config) $ip inspect name HITP tcp
Router (config) §

Douter (config) §-Z

Routerg
$5¥5-5-CONFIG_I: Configured from conscle by console

Pucynok 11.7 — Hactpoiika uacnextupoBanusi TCP-Tpaduka

&® PCO -

Physical = Config = Desktop | Software/Services

Command Prompt
Packet Tracer PC Command Line

BC» (Disconnecting from ftp se

Packet Tracer PC Command Line
BC>ftp i
Trying to cC

%Error opening ftp: | 5.3/ (Timed out)

Packet Tracer PC Command Line

BC» (Disconnecting from ftp se

Packet Tracer PC Command Line
BC>ftp i

Trying

Pucynok 11.8 — Jloctym k ftp-cepBepy nocie Hactpoiiku nacnekrupoanus 1CP-

Tpaduka



PaccMoTpeHHBIE HACTpOMKa MEKCETEBOIO KpaHa SABJISIIOTCA 0a30BBIMHU, a
O0ojee TOHKHE HACTPOMKM NPHUMEHSIOTCS B Clydae, €CJIM MPOU3BOAUTCS
pa3lesieHne CeTU C pa3IMYHbIMU 30HaMHU O€30MacHOCTH, KOTOPBIE paCCMOTPUM Ha

CJIETYIOLIEM 3aHSTHH.

11.5 Otyer no pabore:

JleMOHCTpanus KOppeKTHON padOThl MEKCETEBOIO IKpaHa.



[Ipaktrueckoe 3anstue Nel2
Kongurypuposanue Zone-Based Policy Firewall
12.1 Henw padoTtsi: [IpuBHUTHE HABBIKOB KOHGUTYPUPOBAHUS MEKCETEBBIX
skpaHoB Zone-Based Policy Firewall.
12.2 Tlepeuennr 000OpyI0BAHMUS:
— Crenpn « HGOKOMMYHUKAIIMOHHBIE CETH;
— Paboune cranmuu nox ynpasiaeauem OC Windows makerom Cisco
Packet Tracer i GNS3.
12.3 3aganue:
— CoOpath ceTb, IMOKa3aHHYI0O Ha pucyHke 12.1, HacTpouTh
aZpecalyio 1mo CIeayoIUM UCXOTHBIM JaHHBIM:

O BHyTpeHHss ceTh — 192.168.X.0;

O JemunuTapu3oBaHHasg 30Ha — 192.168.X+10.0;

o BHemHssA ceTh — 213.80.X.0.

— IIpoBepuTh CBSI3HOCTD CETH;
— CkoH(urypupoBaTh Ha MapUIPYTHU3aTOPE MEXKCETEBOM HSKpaH
ZBFW, o0ecrnieunBaromnii BHIMOTHEHUE CIIETYIOIMINX TPABUJL:

O W3 BHYTPEHHEH CETU Pa3pEILICHbl BCE 3alPOChl K BHEUIHEU
CETH;

O K JEeMWINTapU30BAHHOM 30HE pa3pelieHbl 3ampochl U3
BHYTpeHHEl cetu 1o mpotokonam Telnet u SSH u Tombko ¢
aJpecoB, MPUHAIJICKAIINX BHYTPCHHEH CETH;

O W3 BHENIHEH CeTH 3ampochl BO BHYTPEHHIOIO CETh
3arpenieHsl;

O W3 BHECIIHEH CETH 3amlpoChl B JIEMHJIMTAPU30BAHHYIO 30HY

paspelieHbl ToJIbKO 1o mpotokoiy HTTP.

12.4 TTopsimoK BBITIOJHEHUSI PAOOTHI
Zone-Based Policy Firewall (ZBFW) — oTHOCHTEIbHO HOBOE HAIPaBICHHE

Ha MaplIpyTH3aTOpax MoJ ymnpasiieHueMm oneparuonHoi cuctembl Cisco [0S s



KOHQUTYpPUpPOBAaHUS TMpaBUJ J0CTyna MexAy ceTsmu. Jlo TosBIeHus 3TOM
TexHoJoTuH Tpadhuk GUIBTPOBAICS C TMOMOIIBIO chuckoB mgoctynma ACL
(paccMOTpEHHBIX paHbIlle) U TUHAMUYEeCKON mHcrekiuu Tpaduka Context-Based
Access Control (CBAC) (B HacTosimem nocooun He paccmarpuBaetcs). U ACL u
npaBuia CBAC mpuMeHsIOTCS HENOCPEICTBEHHO Ha (u3mveckue HHTEepdEuchl,
YTO BO MHOTHMX CIy4asX HE CIOCOOCTBYET MacHITaOUPyeMOCTH U THUOKOCTH
ceTeBbIX pemieHui. Takas Moneab OrpaHUYUBACT CTEMECHb JACTATU3AIUN TOJUTHK
MEXCETEBOI'0 SKpaHa U BBI3bIBAET MyTaHUILYy MPABMWIHLHOTO MPUMEHEHUS MOJIUTUKU
MEXKCETEBOTO  JKpaHHMpPOBAaHUS, OCOOCHHO B CilydYasX, KOIJa IMOJIUTUKA
MEKCETEBOT0 dKpaHa OJDKHA MPUMEHSThCSI MEXTy HECKOIBKUMH HHTEpdeiicamu.
Zone-Based Policy Firewall mensier xoH(UTrypamuioo MEXKCETEBOrO 3KpaHa OT
cTapoil uHTepdeiicHo Moenr Ha Oojee TMOKYI0 MOJENb, OCHOBAaHHYIO HAa 30HAX
0€30I1aCHOCTH.

30Ha 0€30MaCHOCTH COCTOMT W3 Ha0oOpa pa3Iu4HbIX HHTEpdeicos,
KOTOpBIE JIOJDKHBI MMETh OJMHAKOBYIO TOJHMTHUKY CETE€BOM O€30MacHOCTH WIIH,
MHa4e TOBOPs, OJMHAKOBBIA YPOBEHb J0BepHs. B Kakayto U3 30H MOKET BXOAUTH
OJIMH WJIM HECKOJIbKO uHTepdeiicoB. Ilocne co3ganus 30H HacTpanBarOTCs MpaBUIia
JUIS B3aUMOJCHCTBUI MeEXAy 30HaMHU. TakoW MOAXoJ oOJjierdyacT HaCTPOMKHU
IPaBUJI MEKCETEBOr0 PKpaHa, Tak Kak MpaBuia ONpeAessoTcs He Ui OTIENIbHbIX
UHTEp(PENCOB, a JUIsl MHOXKECTBA MHTEpP(PENCOB, BXOAIIIMX B OJHY 30HY. Kpome
toro B Zone-Based Policy Firewall ucnonssyercs si3pik Cisco Policy Language
(CPL), xotopslii mo3BOJsieT Oonee TUOKO, YEM B MPEIbIAYHIMX BEPCUAX
MEKCETEBOTO PKpaHa, HACTpauBaTh MpaBmiia PuiabTpanuu Tpaduka.

B GonpmMHCTBE CiIy4yaeB CeTh JENUTCA, KAK MUHUMYM, Ha TPH 30HBI:

- BHYTPCHHSIS 30Ha, TJI¢ PAaCIOJI0XKEHBI MMoJyIb30BaTeu (inside);

- BHelrHss 30Ha (MaTepHeT — outside);

- JeMIINTapU3UpPOBAHHAS 30HA, TJI€ PACIOJIOKEHBI CEPBEPHI, K KOTOPHIM
J0JDKEH ObITh oOecrieueH noctym u3ae (dmz).

BaxxHo, 4TO MO yMOJ4aHHWIO BeCh TpauK MEXIYy pPa3IUYHBIMU 30HAMHU

OyJzeT 3ampelieH, Becb Tpauk BHYTpU 30HBI — pa3pelleH.



Ha mepBom sTame HacTpONKH MEKCETEBOTO SKpaHa HEOOXOIUMO CO3JaTh
30HBI. 30HBI CO3/JAIOTCS KOMAHJOW, BBITIONHACMONW B pEXUME TI00aTEHOTO
KOH(QUTYPUPOBAHUS:

Zone security <ums 30HbI>

[Tocre 3TOr0 HEOOXOAUMO CO3/aTh Maphl 30H, MEXKIY KOTOPHIMU Oymer
nepeaBaThCs Tpaduk:
zone-pair security <mmsi mapbI> SOUrce <ums 30HbI> destination <ums 30HbI>

Heo0xoauMo OTMETUTH, YTO Tapbl 30H SIBISIOTCS OJHOHAIIPABICHHBIMH.
To ecTh, eciu B HaIllel CETH NPEATIONaraeTCs JByHaAIpaBiIeHHAs Tiepeaada JaHHBIX
MEXIy BHYTPEHHEHl M BHEIIHEW 30HaMHU, HEOOXOJIMMO CO3/aTh JBE MHapbl 30H.
Hampumep (curtaem, 4To BHyTpeHHEH 30He ObLIO npucBoeHo ums IN, a BHemHen
— OUT, ums map IN_OUT u OUT_IN):

zone-pair security IN_OUT source IN destination OUT

zone-pair security OUT _IN source OUT destination IN

Kak ykaspiBajioch BBINIEC, IO YMOJYAHHUIO Tepenada Tpaduka MEKIy
CO3JaHHBIMM TapaMu 30H 3amnpenieHa. [[ns dbopmupoBaHus pa3penieHHOro s
nepemadyn  Tpadpuka HEOOXOIWMO  ONPENETUTh KPUTEPUH, TI0 KOTOPHIM
OTCOPTHPOBBIBACTCSI HY>KHBIN Tpaduk. J[7s1 3TOro UCnosib3yeTcsi Tak Ha3bIBAEMBIi
class-map (mocioBHO — KiaccoBas kapta). Class-map onpezenseT, Kakoil UMEHHO
Tpaduk OyAeT HHCTICKTUPOBATHCS (TIPOXOINUTH MEKIY 30HAMH, TAKKE MPOXOIUThH
OyayT oTBeThI Ha 3TOT Tpaduk). OunbTpoBaThCS TPAPUK MOKET 1O KPUTEPHUSIM C
3-ro mo 7-ii ypoBHei momenu OSI (T.e. Haumnas ot |IP-agpeca w 3akaHumBas
TpaUKOM OIPEACIICHHOTO TPHUJIOKEHUS WA CEepPBHCA TMPUKIATIHOTO YPOBHS).
Onpenensatbest TpaduKk MOXKET CHUCKaMH JOCTyma, 3HadeHwem COS, Tumom
MIPOTOKOJIA U €I PSIOM JIPYTuX mapameTpoB. KpurepreB MOKET MPUCYTCTBOBATh
OJTHOBPEMEHHO HECKOJIbKO. [Ipu 3TOM MOXHO yKa3aTh, NOJDKEH 1 Tpaduk
1omnaaaTh moja Bce 3t kputepuu (Mmatch-all) wim mox mo6oi u3 Hux (Mmatch-any).
Takum oOpa3zom, ocHOBHas 3a1a4a Class-map — oThuIbTpOBaTH HEOOXOIUMBIN THIT
Tpaduka.

Jlnst cozmanwmst Class-map ucnosib3yercs KoMaHa:



class-map type inspect match-all/match-any <ums class-map>

[Tocie aTOrO MBI IMOTAa1aeM B KOH(GUTYpPUpPOBaHUE co3nanHoro class-map, u
nanee HeoOXOMMO MCIIOJIb30BaTh KOoMauay Match ¢ ykaszanumem kputepues, o
KOTOPBIM OTCOPTHPOBEIBACTCS TpaduK:

- access-group - ctaHapTHBIN, PACHIMPEHHBINA WM UMEHOBAHHBIN CIIHCOK
JIOCTYyTIa, KOTOPBIA MOXKET QPuiIbTpoBaTh Tpaduk Ha ocHoBaHuu [P aapeca u mopra
WCTOYHWKA W TPHEMHHUKA. DTO EIWHCTBEHHBINH CHOCOO BBIICIUTH TpaduK OT
KOHKPETHOT'O MCTOYHUKA K KOHKPETHOMY TMOJTy4aTelo;

- protocol - »t0 mporokosel ypoas 4 (TCP, UDP, ICMP), a Taxxke
npukiaaabie cepBuchl, Takue kak HTTP, SMTP, DNS, u T.1. MoxeT ObITh yKa3aH
7100011 U3BECTHBIN WM ONPEIeIIeMbIN TI0JIb30BaTelIeM CEPBUC;

- class-map - mOmYMHEHHBIH KJIACC, KOTOPBIA  MPEAOCTABIISET
JIOTIOJIHUTENBHBIE KPUTEPUU COOTBETCTBUS;

- not - ompexenser, 4yro 000N TpaduK, KOTOPHIH HE COOTBETCTBYET
YKa3aHHOMY CEpPBUCY WJIM TMPOTOKOIY, WU JHUCTYy JOCTyna, OyJeT BbIOpaH B
JTaHHOM class-map.

BaxxHo, 4YTO KpUTEpUU BBOASTCS CIUCKOM, U MOPSAIOK 0OpabOTKHM CIHCKa
MOCJEAOBATENbHbINA, KaK W y CIHUCKOB JocTyna. Hampumep, ecnu mnpu
KoH(puUrypupoBanuu class-map match-any mer ucmob30Banu KOMaH bl

match protocol http

match protocol tcp
TO TIpu 00pabOTKe MaKeTa CHauana OyeT MPOBEPEHO €r0 COOTBETCTBUE MPOTOKOITY
HTTP. Eciu nHalineHo cOOTBETCTBUE, TO Aajiee OyJIeT WHCIEKTUPOBATHCS ITOT
Tpaduk, U CIEAyIoIIee YCIOBHE HE OyaeT mpoBepsATbcs. Ecimu ke KOMaHIbI
MOMEHSITh MECTaMH, TO TAaKeT CHadaJia MOMajeT MoJi MHCICKTUPOBaHUE Tpaduka
TCP.

[TomUTHKKM MEXCETEBOTO SKPAaHHUPOBAHUS OTPEACISIOTCS KoMaH10# policy-
map. Komanma policy-map onpexnensieT neicTBue, KOTopoe OyIeT MPOU3BEICHO C
OT(UIBTPOBAHHBIM C MTOMOIIBIO KOMaH bl Class-map tpadukom. CyiiecTByeT Tpu

OCHOBHBIX JIEUCTBUS, KOTOPbIE MPUMEHUMBI K KJIaCCU(PUITUPOBAHHOMY TpapUKY:



Drop — Tpaduk, obpabaThiBaeMbIii 3TUM JEUCTBHEM, OTOpACHIBACTCS WU
HUKAKOTO  YBEIOMJICHHS Ha  YIOQICHHBIH XOCT HE  BbIChUTaeTcs (B
MPOTUBOIIOJIOKHOCTh KilaccuueckuM juctam joctymna (ACL), korma BeIChUIAETCS
ICMP-coo6menne Host Unreachable). Kaxnas xapra HmoauTHK MMEET CKPBITHINA
kinacc class-default, a1 kotoporo ckoHburypupoBaHo aeiicteue Drop
(amanoruyHo ctpoke deny any any B JJF000M CIHCKE JOCTYTA).

Pass — Ilpomyckaer Tpaduk, HE BKIIOYAs WHCIICKIIUIO MPOTOKOIA. DTO
JIEMCTBUE TO3BOJISIET MapUIPyTU3AaTOPY IepechuiaTh TpaduK U3 OJHOW 30HBI B
JPYTyIO, IPU 3TOM OH HE OTCJICKUBAET COCTOSIHHE COCAMHEHUH WIH CeccHil. JTo
JIEUCTBUE pa3peliaeT MpPOXOXAEHUE Tpaduka TOJBKO B OJHOM HalpaBICHUH.
UtoObl oOpatHbIii Tpaduk ObLT mMepefaH, MOJDKHA OBITh COOTBETCTBYIOIIAS
MOJIUTHUKA U JIJIA HETO. DTO ACHUCTBUE MOJE3HO JJIsl TAKUX NMPOTOKONOB, Kak [PSec
ESP, IPSec AH, ISAKMP u apyrux mo cBoel cyTH O€30MacHBIX MPOTOKOJIOB C
MPEICKa3yeMbIM TTOBEICHUEM.

Inspect - Britoyaer 1TMHAMHYECKYIO MHCIIEKIUIO A Tpauka, KOTOPBIA
MPOXOJUT OT 30HBI UCTOYHUKA K 30HE MPUEMHHUKA, U aBTOMATUYECKH pa3peliaet
oOpaTHbIi Tpaduk Jaxe A CIOKHBIX MPOTOKOJIOB, Takux kak H.323. Hanpuwmep,
ecim  Tpaduk mepemaercs w3 30HbBl IN B 30omy OUT, wapupytuzaTop
nojjepKkuBaeT MHGOpPMALMIO O coeAuHeHusX wiau ceancax aius TCP u UDP
Tpaduka. [ToaToMy mMapipyTuzaTop paspemiaer oopatHbiii Tpaduk u3 3061 OUT
B 30HY IN B kauecTBe 0TBeTOB Ha 3ampockl coenqunenuit u3 IN B OUT.

dopMaT KOMaH/IbI:

policy-map type inspect <ums policy-map >

[Tocne »Toro ™Mbl momagaeM B PEXHM KOH(PUTYpHPOBAaHUS CO3JaHHOTO
policy-map, B KOTOpOM yKa3piBaeM, KakoW HMEHHO Class-map moimkeH
00pabaThIBaThCS, U 3aTEM YKa3bIBaeM HEOOXOAMMOE JIEHCTBHE:

class type inspect <ums class-map>

inspect/pass/drop

Tenepsr co3maHHBIC TMOJMUTUKKM HEOOXOMMMO TMPUMEHUTh K TapaMm 30H,

KOTOpBIE YK€ OBLIM CO37aHbl paHee (Iapbl 30H MO’KHO CO3/1aTh M HAa 9TOM LIare):



zone-pair security <mmsi mapbI> SOUrce <mms 30HbI> destination <ums 30HbI>
service-policy type inspect <umst policy-map >

Octaloch B SBHOM BHJC yKa3aTh MapIIpyTH3aTOPy, KaKUE €ro
uHTep(erchl OTHOCATCA K KaKOM 30HE:

interface <ums maTepdeiica>

zone-member security <umsi 30HbI>

[IpuBenem npumep KOHPUTYPHUPOBAHUS MEKCETEBOTO SKPAHUPOBAHUS Ha

MIpUMEPE CETHU, MMOKAa3aHHOW Ha pucyHke 12.1.



192.168.2.0/24

DMz

Pucynok 12.1 — IIpumep cetn



Jlist mpocToThl  OyneM cudMTaTth, 4TO HHTEepdeiicam MapripyTuzaropa
IIPUCBOCHEI MEPBBIC aJIpeca U3 aApeCcHOro npoctpancTsa nojcereit (192.168.1.1/24
B ojcetH IN, 10.10.10.1/16 B moaceru OUT, u T.1.)

CHauana He0OX0JIMMO ONPEJEIUTh 30HBIL:

RO(config)#zone security IN

RO(config)#zone security OUT

RO(config)#zone security DMZ

Tak kak co3gaHHbIC 30HBI MIOKA HE MPUBS3aHbl HU K KaKUM UHTepdeiicam,
HUKaKOT'0 OTpaHUUYEHUS B Iiepeaade Tpaduka mocie co3aaHus 30H He POU30iIeT.

ChHavana CKOHGUTYpUpPYEM MEXKCETEBON H3KpaH sl UHPOPMAIMOHHOTO
oomena mexy 3oHamMu IN u OUT. Cuuraem, 4TO U3 BHYTpEHHEHN CETH pa3pelieHbl
Jr00BIE 3aMpOCHl K CepBEPY, HAXOJIIIEMYCsl BO BHEIIHEW ceTh. Takum oOpazom,
npu  co3ganud  Class-map B 3TOM HampaBiICHMHM YAOOHO HCHOJIB30BATh
CTaHJApPTHBIN CIHUCOK JOCTyNa, pa3peniaroiiuii nepejaBaTh JaHHBIE OT BCEX
pabounx crannuii noacetu 192.168.1.0/24:

RO(config)#access-list permit 10 192.168.1.0 0.0.0.255

Coszmaem class-map s Tpaduka, yAOBICTBOPSIONMIETO YCIOBUIO CIIHMCKA
noctyna 10, mpucBouB camomy class-map nms FROM-IN:

RO(config)#class-map type inspect match-any FROM-IN
U yKa3bIBacM, Kakoi TpaduK BXOAMUT B CO3MaHHbIN Class-map:

RO(config-cmap)#match access-group 10
Cosnaem policy-map ¢ umenem FROM-INSIDE (B npuniune, umena class-
map u policy-map Moryr coBmaath, 371cCh ClIelMaIbHO BEIOpaHBI Pa3HbIe UMEHA):
RO(config)#policy-map type inspect FROM-INSIDE
yKa3bIBaeM, Kakoi Class-map momkHa 00pabaThiBaTh MOJIMTHKA!
RO(config-pmap)#class type inspect FROM-IN
M YKAa3bIBACM HYXKHOC I[GflCTBPIG — HHCIICKTUPOBATL:

RO(config-pmap-c)#inspect



Tenepr obOpamaemcst Kk uarepdeiicam i yka3aHus, K KAKUM 30HaM OHHU
otHOcsATCA. OIHOBPEMEHHO MOXKHO HasHauuTh wuHTEep(deiicam [P-agpeca wu
BKJIFOUHTH MX, €CJIM 3TOTO HE ObLIO CIEIaHO paHbIIIe:

RO(config)#int fa0/0

RO(config-if)#ip address 192.168.1.1 255.255.255.0

RO(config-if)#no shutdown

RO(config-if)#zone-member security IN

RO(config)#int fal/0

RO(config-if)#ip address 10.10.10.1 255.255.0.0

RO(config-if)#no shutdown

RO(config-if)#zone-member security OUT

Tax xak wHTEpQEHCH MapHIpyTU3aTOpa TEmeph MPUHAIIEKAT K Pa3HBIM
30HaM, Iepeaada Tpaduka MexIy HUMU 3amnpeineHa. s pa3peiienus nepenadu
MEXIy HUMU TpaduKka B COOTBETCTBHM C CO3JaHHOW TMOJUTUKOM CO3JaqUM
30HHYI0 Tlapy ¢ umeneM IN-TO-OUT:

RO(config)#zone-pair security IN-TO-OUT source IN destination OUT
Y IPUMECHUM K HEH CO3JaHHYIO TIOJUTHKY:

RO(config-sec-zone-pair)#service-policy type inspect FROM-INSIDE

3ametum, uTo mapy st oOparHoro HampaieHuss OUT-IN bl He
co3faBajd. JTO CBSI3aHO C TEM, YTO MO YCIOBHUSAM 3aJayM J000il Tpaduk H3BHE
3allpellleH, 3a MCKIIOUEHHWEM OTBETOB Ha 3allpoChl, KOTOpbIE MOCTYHWIN U3
BHYTPEHHEW ceTu (OHM WHCHEKTUpyrTcs). [lpoBepuTh paboTOCHOCOOHOCTH
CKOH(UTYPUPOBAHHOTO MEKCETEBOTO JKpaHa JJOCTATOYHO MPOCTO — €CIH U3
BHYTPEHHEH CETH MOCHaTh JI000# 3ampoc (Hampumep, ping wim http-zampoc), To
BHYTPEHHHUII KOMIIBIOTEpP AOJKEH MOJy4uTh OTBET (pucyHok 12.2). Eciam xe
MOCJIaTh 3aIllpOC C BHEIITHETO CEPBEpa, OTBETA HE OyeT — 3ampoc OyaeT oTOpoIIeH

MapuIpyTU3aTopom (pucyHok 12.3).



® PCO -

| FPhysical | Config | Desktap Suf'tware.r’S&rvicesl

Web Browser

g ———

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new oppartunities. Mind Wide Open.
Quidk Links:

A small page

Copyrights

Imaage page

Imaage

Pucynok 12.2 — [lony4yeHue oTBeTa pu 3arpoce U3 BHYTPEHHEN CeTH

@ Serverl - b

| Physical | Config | Desktop | SuftwarefS&rvicesl

 ———— T ————— T e T r—

Web Browser G
| <[> uR|ptpm2e8iy [ G || sw |

Request Timeout

Pucynok 12.3 — OtcyTcTBHE OTBETA IPH 3aIPOCE U3 BHEIIHEW CETU



[lepeiinem Tenepb K HACTPOMKE JEMWIMTAPU30BAHHOW 30HBL. 3/€ECh
CUTyaIHsi HECKOJIbKO MHAsl — K CEpBEpaM JAEMUINTAPU3UPOBAHHON TOJDKEH OBITH
obecrieueH JOCTYIl Kak u3BHe (Hampumep, mo npotokony HTTP, eciau sto web-
cepBep), Tak W W3HyTpu (Hampumep, mo mportokory SSH wmm Telnet mus
KoH(purypupoBanus ceppepa). COOTBETCTBEHHO, B 3TOM CJly4yae HEOO0XOIUMO
co3ziaBaTh Kak MUHMUMYM JiBe nlapsl 30H — OUT-DMZ, IN-DMZ — ¢ paznuuHbIMU
nosmtukamMu.  Ecnm ke mpenmonaraeTcsi  HaguM4Me — JOCTyNa U3
JeMUJINTapU30BaHHOM 30HBI, HEOOX0aMMO co3aaBath napsl DMZ-OUT unu DMZ-
IN.

[Ipenmonoxum, 4YTo [ HaAmEHd CETH HEOOXOAUMO OOECIeUYUTh
CJIEIYIOLIUE YCIIOBUSA:

1. JocTyn U3 BHEHIHEN CETH K cepBepy, Haxoasmemycs B DMZ, Bo3zmoxeH
TOJIBKO 110 TIpoTokoy HTTP;

2. Jloctyn W3 BHYTpeHHEH ceTH K cepBepy, Haxojsiiemycs B DMZ,
BO3MOkeH 1o mpotokojiam SSH, Telnet, HTTP, u tompko ¢ tex IP-aapecos,
KOTOPBIC OTHOCATCS K aJpeCHOMY MPOCTPAHCTBY BHyTpeHHeH cetn 192.168.1.0/24.

[Mpusbkem unHTepdeiic mapmpyruzaropa fal/l x co3manHOW paHee 30HE
DMZ, onnoBpemenHno HazHauuM emy |P-aapec u Bximrounm ero:

RO(config)#int fa0/1

RO(config-if)#ip address 192.168.2.1 255.255.255.0

RO(config-if)#no shutdown

RO(config-if)#zone-member security DMZ

OdeBuaHO, YTO I Tepenadyn Tpaduka U3 BHYTPEHHEH CETH K CepBepy
DMZ nHeoO0XoauMo cOo34aTh HECKOJBbKO Class-map, Tak kak B KaXIOM U3 HHUX
OJTHOBPEMEHHO JIOJDKHO BBITIOJNHATHCS KaK MUHIMYM JIBa YCIIOBHSI:

- HWCTOYHUKOM TpaduKka SBISICTCS BHYTPCHHSSI CETh M HCIOJIb3YeTCS
pOTOKOJI SSH;

- HWCTOYHUKOM Tpaduka SBISICTCS BHYTPCHHSS CETh W HCIOJIB3YETCS

npotokoia Telnet;



- HCTOYHHUKOM Tpa(bHKa SABJIACTCA BHYTPCHHAA CCTb W HCIIOJIB3YCTCS
nporokon HTTP.

Cozmaaum class-map s mepemaun Tpaduka W3 BHYTPEHHEH CETH K
cepBepy DMZ o nmpotokomry SSH ¢ umenem IN-DMZ-SSH:

RO(config)#class-map type inspect match-all IN-DMZ-SSH

RO(config-cmap)#match access-group 10

RO(config-cmap)#match protocol ssh

Cozmaaum class-map s mepemaun Tpaduka W3 BHYTPEHHEH CETH K
cepBepy DMZ no iporokoiy Telnet ¢ mmenem IN-DMZ-TLN:

RO(config)#class-map type inspect match-all IN-DMZ-TLN

RO(config-cmap)#match access-group 10

RO(config-cmap)#match protocol telnet

Cosmgamum class-map st mepemaun Tpaduka W3 BHYTPEHHEH ceTH K
cepBepy DMZ o nporokony HT TP ¢ umenem IN-DMZ-HTTP:

RO(config)#class-map type inspect match-all IN-DMZ-HTTP

RO(config-cmap)#match access-group 10

RO(config-cmap)#match protocol http

Cosmgamum policy-map ¢ umenem IN-DMZ, B koTopoii ykakeM Ha
HEOOXOIMMOCTh HMHCHEKTUPOBaHUS TpaduKa, yIOBIETBOPSIONIETO CO3/IaHHBIM
class-map:

RO(config)#policy-map type inspect IN-DMZ

RO(config-pmap)#class type inspect IN-DMZ-SSH

RO(config-pmap-c)#inspect

RO(config-pmap-c)#exit

RO(config-pmap)#class type inspect IN-DMZ-TLN

RO(config-pmap-c)#inspect

RO(config-pmap-c)#exit

RO(config-pmap)#class type inspect IN-DMZ-HTTP

RO(config-pmap-c)#inspect

RO(config-pmap-c)#exit



RO(config-pmap)#

s goctyna k cepBepy DMZ 13 BHEIIHEN CeTH HOJIKEH UCTOIb30BaATHCS
ToJIbko mpotokosn HTTP, mostomy coszmagum oguu class-map ¢ umenem OUT-
DMZ:

RO(config)#class-map type inspect match-any OUT-DMZ

RO(config-cmap)#match protocol http

Cozmaaum  policy-map ¢ TakuM JK€ Ha3BaHHEM HW C yKa3aHHEM
WHCIIEKTUPOBATH TpauK:

RO(config)#policy-map type inspect OUT-DMZ

RO(config-pmap)#class type inspect OUT-DMZ

RO(config-pmap-c)#inspect

Ocranock co3aaTh Mapbl 30H U MPUMEHUTh K HUM CO3/IaHHBIC MOJIUTHKH.
[Tapa IN-TO-DMZ:

RO(config)#zone-pair security IN-TO-DMZ source IN destination DMZ

RO(config-sec-zone-pair)#service-policy type inspect IN-DMZ

[Tapa 300 OUT-TO-DMZ:

RO(config)#zone-pair security OUT-TO-DMZ source OUT destination DMZ
RO(config-sec-zone-pair)#service-policy type inspect OUT-DMZ

12.5 Otuer no pabore:

JleMoHCTpanus KOppeKTHON padOThl MEKCETEBOI0 IKpaHa
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