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|  OPTAHM3AIIMSA M ITPOBEJIEHUE IPAKTUYECKUX 3AHATHIA
1.1 lenu u 3a0auu
JlaHHBI TPAKTUKYM SIBISIETCS OCHOBOMOJATarOUIMM 3BEHOM B HM3YYECHHUH
MPUHIIUIIOB MOCTPOECHUS IIU(PPOBBIX CUCTEM KOMMYTAIUH.
OcHosHas yenb TPaAKTUKyMa — HAYYUTh:

1. mpou3BoAUTH  BCE  BUABl  HHXXEHEPHBIX  pPACUETOB,  CBSI3AHHBIX  C
MPOCKTUPOBAHMEM HM DJKCIUTyaTallue COBPEMEHHBIX IHQPPOBBIX CHCTEM
neperaum;

2. paboTaTh C OCHOBHBIMH XapaKTePUCTUKAMH U TapamMeTpamu IU(POBBIX
CUTHAJIOB CBSI3U W TIEpeIau JaHHBIX.

1.2 Obwue npasuna pabomel 6 rabopamopuu
[TockonpKy BCE MpaKTHUYECKHE 3aHSATHUS PACCUMTAHbI HAa TPUMEHEHUE

KOMITBIOTEPOB, TO MPHU paboTe B J1A0OPATOPUH CTYIAEHTHI TOJDKHBI:

1. Crporo coOmto/aTh YCTAaHOBJEHHBIE MpaBUia BHYTPEHHETO pacnopsika u

TEXHUKUA O€30MaCHOCTH.

2. HeykoCHHUTENBHO BBIMOJHATH TPEOOBAHMS WHKCHEPHO-TEXHUYECKOTO COCTaBa
J1a00paTOpHH.

3. Hawamo moObIX BHIOB pabOT HayWHATh C TMpHUEMa HCXOAHOTO COCTOSHUS
KOMILJIEKCA TEXHMYECKUX CpeICTB Ha paboyeM MecTe U 3aKaH4YMUBaTh
MPUBEJACHUEM KOMILJIEKCA TEXHUYECKUX CPEJICTB B UCXOJIHOE COCTOSIHHUE.

1.3 Iloocomoska k npakmuyeckum 3aHAMuUsSM
1. mOBTOPUTH TEOPETHUYECKUN MaTepuaj, OTHOCAIIMHCS K pabote,

MOJIb3YSICh KOHCIIEKTOM JIEKIIMM U YKa3aHHOM JIMTEPATYPOHU;

2. XOpoWo YSICHUTh Lenu padoThl, MNporpaMmy paboThl, MOPSIOK

BBITIOJTHEHUSI PaOOTHI.

1.4. Ilopsook nposedeHnus npakmudeckux 3aHsamutl
1. YscHeHHe 1Ieu ¥ TeMBI TPAKTUYECKOTO 3aHATHS.
2. KpaTkoe 03HaKOMJIEHHUE C TEOPETUUECKUM MATEPUATIOM 11O TEME 3aHITUSA

C TIOMOIIIbIO KOMIThIOTEPA.

3. [Tonyyenue ot npenoaaBaTeNiss WHIUBUIYATbHBIX UCXOIHBIX JAHHBIX JIJIS
pacuera.

4.BrbIMoIHEHNE PacyeTOB U COCTABICHHUE OTUYETA.

5. Bepuduxkaiuys pe3yJbTaToB pacuyeToB.




Kon Tema u KpaTKoe CoJepKaHUE 3aHITHUS Bun | Koo, Komme- YMHUO
3aH. 3aH. | 4acoB | TEHUUU
1 2 3 4 5 6
Kypc 4, Cemectp 7
Moayab 1 OcHoBHbBIE cBeleHus 0 OecnnpoBOAHBIX cuctemax — 112 (14+6+12+80 yacoB)

1.3 | Ilpaktuueckoe 3anstue 1 131 4 [1K-10 JI3.1
Pacuer pabounx 4acToT sl paAMOCBA3H B IMaNa30He
KOPOTKHX BOJIH

1.4 | [IpakTtuueckoe 3aHsATHE 2 I132. 4 I1K-10 JI3.1
Pacuer 30HBI yBEpEHHOrO ITpuéMa

1.10 | Ilpaktuueckoe 3ansitue Ne 3. 1133 4 I1K-10 JI3.1
HccnenoBanue (opMUpOBaHMS CUTHAIA B CTaHIApTe
GSM

Moayas 2 - 3amura nHpopManuu B 0eCPOBOAHBIX BBICOKOCKOPOCTHBIX CHCTEMAaX
106 (12+4+14+74 yacoB)

2.2 | IIpaktuyeckoe 3aHsTue 4. 1134 4 I1K-10 JI3.1
[TpuHIMIIBI TOCTPOEHUS U TUITBI TPAHKUHTOBBIX CHCTEM

2.4 | IIpakTudeckoe 3aHsATHE 5. 135 4 I1K-10 J12.1
HccnenoBanue Bo3zMokHOCTeH paboThl mporokosa NAT. JI3.1

2.6 | IIpaktuaeckoe 3austue 6. 136 4 I1K-10 J12.1
KondurypupoBanue CrircKoB yrpaBieHHUs T0CTYIIOM JI3.1
ACL.

2.8 | IIpaktuueckoe 3anstue No7. 1137 2 I1K-10 JI1.4
KoudurypupoBanre BUpPTyaIbHOM JIOKAJILHON CETH JI3.1

VLAN




IIpakTuyeckas padora Ne 1

Pacuer IRaﬁotmx YacToT JJIs1 pPaJl MOCBSI3U B THANAa30He KOPOTKUX BOJIH
1 o I l.ﬂl.ll.l‘l bl

1.1 HayuuTecs onpetensars onTHMaIbHLIE pabovie 4acToTsl U palHOCEAZH
B JHanatone kopotknx sonH (KB).
1.2 HayuuThed ONpeteisaTs WHPHHY 30HE MOTYaHns B auanazone KB,

2 lareparypa

2.1 Epoxun, I''A. AnreHHO-(puAepHEIE YCTPOHCTBA H pacCnpOCTpaHeHHe pa-
anosoiH. — Mocksa: e Axanemuan, 2007, ¢ 461 — 463,

2.2 Hedenos, E H. AuTenHo-daepHele yeTpoiicTEa B pacnpocTpaHeHHe pa-
auoeonH, — Mockea: Hanarensckuii uentp « Axkanemusy, 2008, ¢.97 — 99,

3 lloaroroeka k padore

3.1 Hosropute npoiigennsii Marepuan no teme «PacnpocTpanenne kopot-
KX BOJTHY.

3.2 lloarorosuTe GIaHK OTYETA.

3.3 OTBETHTE HA KOHTPOJIBHEIE BONPOCH!;

3.3.1 Yro takoe maxcumansHo npusmeHumas wactor (MIIY), ontumaneHas
pabouas wacTota (OPY) n HanmeHslwan npumennman vactora (HITYH)?

3.3.2 Yro takoe 30Ha MondaHus”?

3.3.3 Yro Takoe kpHTHYECKas 4acToTa’

3.3.4 Y10 Takoe KpHTHYECKHIl yron najeHns”

4 Japnanne

4.1 PaccunTars onTHMAaNeHYID pabOMYED HACTOTY HA PAJHONHHHK 33TaHHOI
JUIHHBL JHEM H HOMBIO NPH 331aHHOH KOHUEHTPAUHH EKTPOHOB H BRICOTE OTpa-
#Hawuwero cnod HoHocdepel. B HouHOe Bpema koHUeHTpaums N ymenbsiaerca B 10

pas.
4.2 BeMHCIHTE WHPHHY 30HBI MOJTMAHHA 1A HAACHHBIX YACTOT foHpy.

5 Hopagok esnoanenns padorst

B 1nanazone kOpOTKHX BOJIH W 4acTHYHO B [uanazoHe cpeaHux soad (CB)
IWHPOKOE MPHMEHEHHE HAXOIAT NPOCTPAHCTBEHHEIE PATHOBOIHEL, KOTOPEIE OTpaxKa-
Wred oT cnoes wonocepst Fa | Fy, E 0 ofecnevneanT JansHee pacnpocTpaHeHue
PATHOCHIHANIOE B CHCTEMAX NEPeIaYud PATHOCEAIH H PATHOBE LIAHMA.

5.1 Buibop onTuManeHex padoqux HACTOT HA PATHOIHHHAN JABHCHT OT pac-
CTOAHHA JUTHHHEI PATHOIHHHK {, @ TAK#e OT KOHLEHTPaUWH IEKTPOHOB B OTpa-
sarowem cnoe N, 3navennd by £, N w rggyrp B38Th H3 NPUIOKEHHS 8, 0 BAPHAHTY,
3A0AHHOMY NPENOJABATEIEM.

Hna onpeneneHnd fopy BHAYANE HANOAAT figry , NONEIVACE 3AKOHOM KOCHHY-
ca, hopmyna 1.



A,
Suana = i (1)

r3e e — KpETHSEC KD 9acToTa cnoa, My
8 = EPITHHECKER Y00 TAIEHIN, TP,

Epsmsisecsan 9acmora caoa sosociepal onpeaeasetes mo (opaiy e
fiz =BOEN , (2)

e N — ROHUEHTPALIA WIEKTPOHOB B cnoe nosochepid, 1’

Kpsitsiseckiili yroa naseis, pecyios |, onpeleiiT, BCHoal H1 SweoTh
OTPAEANMETD 0 fa i paccTomii £ OF TOMEE WuTveeHm (A) 50 TOSEN ESeHI
oTpaEeHBoro mua (B

a

Pucyaok 1 — Onpesenenie MY

Onpeienns Ny , HEVOART fopy, KOTORAN MEHBLR fupy Ha 15%.

5.2 [lpia paborme pajMOcHcTes NEPEEiH NPOCTPAHCTREHHBMI Ty HaMH BOG-
MOE O OOPAIOBAHNHE BOKPYT TOUKH MUTVHEHILN PLIHOBLUTH BOALLESO0H S0H, B KOTO-
PO HE BOTMO®EH NpRes pAsHOCrEAnd. F& HatkisaiT 30006 somEnmm,

Beieiiiii paniye B Sasicut of KpETHaecooin yIaa NAIesH 1y9E . oTpa-

Al coodl mosocpepel, prcyHok 2.

e

d P
Pacynos 2 — OnpefeiesHe WEPIRHE 30HK MOTHIHHE



[lspuna 3086 MOTYAHKA ONPEEAeTCd No GopMyne;
Ulzm =R=r, (3)

rie i — BHelHH pagHyc I0HEL, KM,
r— BHYTPEHHHIT pannyc, kM.

Bueumuii pagnye R mo®no onpenennts nonkivack gopsyaoii | 1 onpene-
aue w3 Tpeyronsiika AJIC karer AC. figy B3aTE paBnoii fopy AN8 JHEBHOIO H HOY-
HOTO BPEMEHH.

PesyneTaTsl pac4eTos 3anucate B Tabnumy 1.

Tadmmna 1
Konuentpauns [ Ontemansuas pafouas Hnpuua 3oHk
wmexTponos N, /v’ yactora, Ml MOTYAHHA, KM
Nenn
Hous

6 Cogepxanse oT9eTa

6.1 Haumenosanue paboTel.

6.2 llens paboTsl.

6.3 3ananne Mo BAPHAHTY.

6.4 dopMynsl A8 pacdeTa.

6.5 PeayneTarsl pacueTos.

.6 Brsoas no npoaenannoil pabore.
6.7 OTBeTEl HA BOTIPOCE! W3 1.7,

7 KoHTpoaLBLIe BOTPOCH

7.1 Kak nomyuaetcs ganeHee pacnpocTpadeHle KOPOTEHX Boau”?

7.2 Or yero 3aBHCHT pagdyc dedcTens nosepxrocTHeIX BonH KB amanazona
H YeMy OH MO®eT OLITL pasen”

7.3 [lovenmy ofpaiyerca 3oua momuanna wa KB?

7.4 Kak onpenensior NpakTHYECKH KPHTHYECKHE YACTOTE C0eR”

7.5 Kak nonyvarorcs samupanns va KB w kak ¢ uumn GoproTes B cHeTeMax
PATHOCEAIHT

7.6 Kax yeTpansior npasoe KpyroceeTHoe %0 na KB?




8 llpnaoxenne

Tadtnuua 2
N | Jumma | ehermous | TS ion. | Brpent |,
BAPHAHTA . ho, K :.1&:;*:::1 g HOHOCPE PRI
| 4000 380 1,5-10° 30
2 3800 350 10° 35
3 3500 300 1,5-10° 40
4 3200 250 4 uf 43 e
3 3100 220 & 10° 45
f 4100 400 2-10° 25
7 3600 340 1.8-10° 37
& 3300 270 5-10° 42
9 3000 230 4-10° 48
1) 2500 210 3-10° 30
1 2000 180 2-10° 53
12 1500 170 1,8 10° 35 _
13 1000 160 10° i) .
14 2800 220 35100 48
15 2200 190 2.510° 49
14 1200 165 I,i-l'.’}"' 57
17 2000 125 25-10° 70
18 1700 120 23-10° 73
19 1500 115 20-10° 75
20 1300 110 19-10° &0 .
21 1100 105 15 10° 85
22 1000 104 12-10° 90)
23 800 05 10-10° 95
24 600 90 8- 10° 100




IIpakTHyeckas padora Ne 2

Pacuer 30HbI yBepeHHOI'0 IpUéMa

1 ek paboTs:

1.1 HayunTeCc ONpeaenaTs 30HY YVECPCHHOTD NPHEMA B AHAMASOHE METPOBEIX
sonH (MB) n nemmuerposex sons (JIME).

1.2 Hay4wTecR paccddTEIEATE HANPOECHHOCTE MONR B I0HC VBCPCHHOMD
EPHEMA.

1 lurepary
2.1 Epoxnn, I A, AxTesao-huacpHse yCTPOiicTRA B PACNIPOCTPAHCHHE Pa-
auoeonn, — Mockea: s Axapesvmas, 2007, ¢ 431 — 442,

2.2 Hedeaor, EH. Anterno-duaepssie yoTpoiicTea H pACTIPOCTPAHCHAE Pa-
muosons. — Mockea: Haparenswcenii nestp A xanesnms, 2008, ¢ 92 — 94,

3 Nloaroroska k padore

3.1 MNosTopure npoiiacHusil MaTepran no Teme «PacnpocTpanesne meTpo-
BEIX BOJTH B ICUHMETPOBEIN BOTHY,

3.2 [MoaroToenTs GAaHE 0THeTA.

3.3 OTBETHTE HA KOHTPOIEHEIE BOMPOCEL

3.3.1 Kakne pannocacreMel nepenayn paforaor B quanazosax MB u [IMB?

3.3.2 Yewm obnacuserca pacnpoctpaneane MB »n JIMB #a 6mnxoe paccrosnme?

3.3.3 Kax snnser monociepa Ha pacnpocTpanesne paauosons MB u JMB?

3.3.4 Ha sakoM paCCTORHEH PACTOIATBET NMPOMERYTOMHEE PAIHOpenciiHse
CTAHUHE NPAMOI BraMocTH?

4 Jananme

4.1 OnpenennTs PACCTORHHE MPAMOT BHANMOCTH [UTA HIBHHON pPAIROCHCTE-
MBIl TEPEANH.

4.2 PaccummaTs HANPAKEHHOCTE MOIA EKTPOMATHHTHON BOMHE B 30HE VBE-
PCHHOTD pHEMA.

S llopRiok BRINOIHEHAA PaboT

[Mpenensioe paccroanne Aciictens MB n JIMB onpenenserca paccrosHmues
MPAMOT BHANMOCTH, KEOTOPOS JABHCHT OT BRCOTH nogeeca antesd. [losromy anres-
HEl B PLIHOCHCTEMAX NEPEIAMH NOJBCIIMEANNT HA BRICOKHX MIqTEX WA Oaumimmc
MB u JIMB amanazose SEASIOTCH OCHOBHBIME JUTA PATHOCHCTEM TEACBCIIAHHA, Pa-
AMOBCIIAHKR W MOBHILHED CHCTEM paawocesn. Jaayvcuns by w by, r, 0. Py, u Ne TB
EAHANA, EINTE 13 NpaamscHIA §, 00 BAPHAHTY, 3AJAHHOMY MPCIOJABATENCM.

5.1 Paccromame npamoii BmgnmocT, Ge3 yuema pedipaxomn pagsomyHei,
PACCHHTEIBAKIT [0 (OPATVIE:

5y =357 + i), (1)

rae fi; uf; — BRICOTH NOJBCCA NEpeAaKed H DPHEMHO AHTEHH, M.



Paccrosmme npaMoil BHIRMOCTE © V9ETOM polipaKnmn paanonyscii B coom
TpoNoCHEpLL, ITO PACCTOAHAS VECIHYNEACTCE M ONMPEIcIScTCH N0 fopayne:

re =452 (fi + J; ) (2)

52 H..D.I'IFHEC'}I}IEH:T]:- MR WCETPRMED KOil BOUTHEL B 30HE ¥BCPCHHOND NPAcMa
(] YHETR IZEIIFH"-I]-IIJ:'I'I{ -g-l.'FrI.'I]-I, CO T B YR I'It'l'.l'l.';I,E.IDll.E'ﬁ AHTEHHON PEOHOCHCTE-

MEl MIEPEIAMH, PACCHHTEIBAIOT N0 (poparyne:

g o 2P b
R §

L (B (3)

-

rae Pr— MOmHOCTE HATYYaeMas aHTeHHoil, kBT,
A — roodupiupeHT HAMPABNCHHOTD BCCTBHA NepeIa0mel AHTEHHE,
My 1 hi7 — BEICOTH NOJBECA Nepedarle i TPHEMHDI AHTEHH, M,
r — PACCTORHHE OT AHTCHHE! A0 TOYEH, B KOTOPOIl OMpPEIenAcTCH HANpS-
HEHHOCTE MO, KM,
A — AMHMHEE BOTHEL, M.

.[L."IH QIIPCICICHAA JMHHEBD BINTHEL, HY I.'II.'I'IIIFH:Iﬁ CHPCACTIAKT HANPAACHHIKTE
TIOJTR, H OO0 THMO HBTH CPEOHEIR HACTOTY TEICHHINOHHOTD KAHAA.
Pﬂ:.-'."lh'l'ﬂ'l.’hl BOCH PACHCTOE 3AMACATE B Tﬂ.’ll-[l.l."rl.' 1.

Tabtnaua 1
N TB NTB [Monoca sacror Cpeanan A rao Es
KaHana | amanazosa | xamana, My HMTD;?FTHME M KM Bl

i Cogepsanne oTieTa

6.1 Hanuenosanne paboTh.
6.2 Llens pabor,

6.3 Sananne no BAPHAHTY.
6.4 Dopuyas 1N pacHeTa.
6.5 Peavnerar pacseros.

6.6 BuiBoas no npogenansoii pabore,
6.7 OreeTsl HA BONPOCH K3 0.7,

T KoBTpoiLHEE BONPOCSE
7.1 Kaxne cTaHgapTHC THANNIOHE PUTHOMACTOT HCMNOILIYKOTCRE ANA Tene-
BemaHna T




7.2 Kakne cTAHIAPTHRE HAMIIOHE PAINOHACTOT MCIONBEIVEOTCH B PAIHO-
BEIAHHH HA METPOERIX PaIHOBOTHAN T

7.3 O 9ero 3aBHCHT PACCTORHAE MPAMOIT BrgnvocT?

7.4 Kak snmmeT HOpMANeHAR poppakuns B Tponocdepe HA JATBHOCTE Pac-
mpocTpancHna patnoscns MB » JIMB?

7.5 Yem mowno obwacHuTe Aankhee pacnpoctpancane YEKB n JIMB nan
MOPCKOH MOBCPXHOCTEID?

7.6 Boamosso mn orpaskenne pagnosons MB granazona ot nonochepr?

8 llpnaosenne

Tabmana 2
[Moaoca [Monoca
Homep xanana HACTOT, Homep xanana YACTOT,
Ml MI'y

. 1 48.5...56,5 27 518...526
LB 2 58,0...66,0 28 526...534
I TR (f'i;{ 66,0, 740 29 534,542
ﬁ:f_*?l iﬂ.u 3 760840 | v |30 542,550
VEB 2 4 84.0...920 31 550...558
B7,5.. 108 MI'm [ 4 92,0, 100,0 32 558._566
B 174,0...182,0 33 566...574
7 182,0...190,0 34 574...582
3 190,0... 1980 35 582...590
mTB g 198,0... 206,0 36 590...598
1] 206,0,..214,0 37 598,606
11 2140, 2220 38 606...614
12 2220...230,0 39 614...622
21 470...478 VTB 40 622...630
X2 478... 486 41 6.30...638
23 486,494 42 638,646

IVTB
24 494 502 43 646...654
25 502...510 44 654...662
26 510...518 45 662, 670




IIpakTHyeckoe 3ansitue Ne 3.
HccaenoBanue popmupoBanusi curuajia B cranaapre GSM

Uene pabore: Heoneaoeats npoueccsl §OpPMAPOBIHHA CHIHANA B KEAJPATYPHOM
MOIVIATOPE H ACMOIyIupoBanns curaana B crasgapre GSM. He-

CACIOBATE BIHAHAC MHODOUTYHCBOIT XAPAKETODE PACHpOCTpPaHcHAA
PAOHOBONH HI BETHYHHY OLIHOOK B KAHANE CEAIH,

B cranpapre GSM npuvenseTcs cnekTpansHo-3ficKTHEHAR TAYCCOBCKAR HAC-
TOTHAA MABHWMYIAUHA ¢ MHHHMAIEHEIM HacTOTHEM caenroM (GMBSK) Masnmyns-
A HEILIEACTCA "TAYCCOBCKOI" MOTOMY, WTO MOCHEADEATENRHOCTE HHHOPMALHOH-
HEIX DHT 10 MOAVISTOPE NPOXOIAT Heped duasTp HuaHnx wactoT ($HY) ¢ xapak-
TepucTHkoii [aycca, 9To JaeT IHAYHTEALHOS VMCHBIICHHE MOADCH YACTOT WITY4Ee-
MO0 PaIHOCHIHATL

Meton GMSKE npencrasmmer cofoil HAcTOTHYH) MAHMITVIALHIO, OPH KOTOPOI
HECYIIAR HACTOTA JHCKPETHO (Hepel WHTCPEATE BPCMCHH, KpaTHLIe nepuoay T Gu-
TOBOE MOIYIHPYRLCH NOCICI0BATCIEHOCTH ) IPHHHMACT IHAYCHHS

rae f, — NeHTpaNEHAR YACTOTA HCNOALTY CMOTD SACTOTHOMD THANATOHA,
F=1/T — gacrora uToR0i nOcae30BATEILROCTH.

Paanoc wactor AfSf;-f; — MHHHMANEHOD BOIMONHEIL TPH KOTOPOM ODCCTICMH-
BACTCH OPTOMOHAMLHOCTE KoneDanwii ¢ vactoramn f; w f; na murepsane T aom-

TensnocTi oauoro Oura [Tpu stosm 2a spema T mewny xoneGaHUAME © HACTOTAME
fgy n f, naberaer pa3socTs a3, passas .

B meTone vacToTHON MEHHOYARIHE ¢ MEHRMANBHEM casuros (MSK — Min-
mum Shift Keying) exogras nocneaoeaTrensHOCTE GHTOBEIX HMITYILCOE MOTVIATOPA
paifiHBACTCH HA OBC NOCHCA0BATENLHOCTH, COCTORIINE W3 YETHRIX H HOHCTHRIX HM-
mynecos. MoayanpoBaHHBI CHIHAT HA BRIXOAS HA NPOTHKEHAN OOHOTO GHTa onpe-
AEMACTCA BRIPAMCHHEM, JABHCAIINM OT COCTORHHA TEKYIWErD N-T0 o NpeImecT-
Eviomero { n=1 j-ro Gura:

S(t)=+cos(mt2 T)cosm, t=sind ot/ 2 T jsmnm =cos mt=xt2T), (1)

in-1T=t=nT



neck wg=2nf, — nenTpaneHan vacTora kasana. Bubop amaka B (1) onpenenserca
Tadm, 1.

TaGnaua |
BisThl BOHAHOM
O e BOEETE NBHOCTH Bribop siaika (6. 2) Bieifop shika b (6.2
MO ANTORa I'
Hewernwi | Yernsii | 2cosimt/2T) | s /27y | toos drf 2T
1 1 + + + - fy
0 | + - + + F:E-
0 0 : : - - £y
1 0 - + - + fa

Mruoseanas yacTOTA NPHHAMICT OJHD 013 JEVX IHANCHHEH — fE M f", TN~

SHHOE HA NPOTARRCHHH OJHOro Gura. Haivenenne 3xakn g iavanssoii dae ( 2a /27 8
BalpmacHun (1) ozpaueeT nepexoa or fy x  fy won ofpamio. Hamerenne obwero
IHAKA E BRIpEKCHEH (1) JEBHEANCHTHO HIMCHEHMH) HAMANEHON (s HA T, ¥TO Mo-
IBOUIACT COXPRHHTE HEMPCPEIEHOCTE (MI3kI TPH HIMCHCHHE YACTOTEL.

Meton dopsmposania curaana MSK wnmocTpepyerca ua puc, 1.

thopuaposanne GMSE paanockreana ocymecTENRETCR TAKHM 0OpazoM, 9T0 Ha
HHTCPEAIC OJHOMD HHHOPMAUNOHHOMD OHTa (haza Hecywedl namerReTca Ha 90°, Do
HAMMEHELIEE BOIMOKHOC WIMCHCHHE (p3kl, PACMOIHABACMOES MPH JAHHOM THIE MO-
IV AIAIHH,

I[lpuvenenne dunetpa [aycca no3soaseT nps IHCKPETHOM HIMEHCHHH HACTOTE
MOMYMUTE  'TAAIENE  nepexoas’”, crapgapre  GSM  npumenmerca GMSK-
MOTVIALHA ¢ BEMHYHHON NO70CH (MIETpA mo ypoBHK MuHYC 3 Ab BmGnpacTca
passoii B = 0,3F, rae F — uacrora Guroeoii moayanpyiomeii nocnegoearensuno. B
cranmapre GSM £ =279,833 gl'u, nomoca rayccosckoro duunstpa 8 =813 xl'u. He-
MOMEI0EARNE MAYVCCOBCKOTD (JHAETPA MPHEOINT K CYEEHHK TMAEHOMD JCNECTEd W
CHHCHHHN) (GOKOBLD. NCNCCTKOE COCKTPA CHIHAMA HA BRIXOAC MOOVIATOPL THM
CHHEBETCH VPOBCHE MOMEX M0 COCETHHM YACTOTHEIM kKaHAnaMm. CTPYETVPHAR cxesa
MECHTVIIATOPE MHHCGZAHA HA pac. 2.
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GSM mogenupyercs cxemoil, nokmiarnoi Ha puc.4.
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pe =1 on

. Bun coreanoe npn nepenade Tpadika Bonepesate BEPEMEHHOTD WHTCPBATA

EOPPCKLHE SACTOTE BO BPCMEHHOH 000acTH
[papHE JMBRCAMOCTH BEPOATHOCTH OLIHDOK OT CKOPOCTH JBICKCHHA 00LCKTA
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TaGnaua 2
Unctora Hecy il pagmnokaHa
Howep Gparams Yacrora, My
280
290
SO0
910
920
930
940
950

G [l | | | i | it | B |

I{l.'.'lHTl'.HIII[I:.H BiC BOIT[MMCEY

08~ O Lh B Lk b e

[IpuHuHD pafoTH KEATPATYPHOMD MOIYASTOPA

Bpesmenseie neTepBans B cTangapre GGSM.

TpefoBanmna K COCKTPY HAMYHACMOTD CHIHATA

[IpuHuED paboTH KEANPATYPHOMD ACMOIYISTOPL

YacToTHAR MAHHITY IRIAR C MAHHMATEHEM SACTOTHEIM CIBHIOM

e kT MEOTOTY HCBOTD PACTPOCTPAHCHHA PATHOBOIH

Cnocobs QOpPLDE C BAHSHACM OTPEECHHBX CHEHATOR

BrnsHHE CHOPOCTH ABMECHHA MOOHIBHOI CTAHINH HA PAOOTY KAHANA CEAIH



IIpakTH4yeckoe 3ansitue 4
IIpuHIMNIBI TOCTPOEHHUSI U THIIBI TPAHKUHIOBBIX CHCTEM

[{ens paboTsr
1. N3yuuTh NOPUHLUIBI TOCTPOEHUs, (DPYHKIMOHMPOBAHUA U THIIbI
TPAHKUHTOBBIX CUCTEM.
3amanue
1. M3yuuth  OpPUHIUOBL  MOCTPOCHHS M (YHKUHOHUPOBAHUS
TAPHKUHTOBBIX CUCTEM. M3ydnTh pe:xuMbl pabOThl TPAHKUHTOBBIX CUCTEM.
2. O3HaKOMHUTBCS C KOMIUIEKCOM JIOKYMEHTOB pErJIaMEHTHUPYIOIINX
paboTy TPaHKMHTOBBIX ceTeil cBsi3u Poccuiickoin denepanum.
3. N3y4nTh OCHOBHBIE TUIIBI TPAHKUHTOBBIX CUCTEM:
4, Cuctema crangapta TETRA.
Jlureparypa
1. babkos B.1O., Bozntok M.A., ImutpueB B.M. Cucrembl MOOUIIbHOM
csasu. / CII6 I'VT, - CIIo6, 1999.
2. babkor B.IO., Bopo6ses O.B., IlesiioB H.B., Ilerpos /[.A., CuBepc
M.A. Tpankunrosslie cucteMsl cBsizu. CII6.: Cynoctpoenue, 2000.
Kparkas reopus
MOHO yTBEPKIATh, UTO BaXKHEUIIEH CTPATETUEN PA3BUTHS IOJIBUKHOU pa-
JIMOCBSI3U  SIBJISIETCSL  pa3pa0OTKa W BHEJIPEHUE E€IUHBIX MEXKTYHApPOIHBIX
CTaHJApTOB, CO3JaHME HA WX OCHOBE MEXKIYHAPOIHBIX TIOOATBHBIX CceTel
MOABWKHON PaJUOCBI3U 0OIIEro Mojp30oBaHus. OAHAKO MPOJOJIKAIOT YCIEIIHO
pa3BUBAThCA  CPABHUTEIBHO TMPOCTbIE CUCTEMBlI  PAJUOCBSI3U, HUMEIOIINE
CrenuagbHOe OrpaHuYeHHOe mnpuMeHeHue. [IpodeccuoHanbHbIE  CHUCTEMBI
MOABWYKHON PaJIMOCBSI3U CO3/1aBaJMCh U pa3BepThIBAIUCH B Poccuun B MHTEpecax
obecrieueHns CITyKEOHOU ACSITEIBHOCTU PA3IMUHBIX TOCYJAAPCTBEHHBIX CTPYKTYP
(MuUHHCTEpCTBA 0OOPOHBI, MPABOOXPAHUTEIIBHBIX OPTAHOB, TPOMBIIIIJIEHHBIX TPYIIT
U Japyrux opranuzanuii). OCHOBHBIMM TpPEOOBAaHUSIMH K OTHUM CHCTEMaM
SBJISIIOTCS: OOECIIeYeHUE CBSI3M B JIAHHOW 30HE OOCTY)KHMBAaHHS, BO3MOXHOCTH

B3aMMOJICUCTBUS  PAa3IUYHBIX  A0OHEHTCKUX  Tpynn U LUUPKYJISPHOU



(IucrieTyepcKoi) CBA3M, OMNEPATHBHOCTH YIPABIEHHUS CBA3BI0O M BO3MOYKHOCTh
OPUOPUTETHOTO  YCTAaHOBJEHHS  CBsi3u.  OOmMe  TEHIEHUUU  Pa3BUTHUSA
PO EeCcCCUOHANIBHBIX OTEYECTBEHHBIX CHCTEM IOJIBUJKHOM PaJMOCBSI3U B IIEJIOM
OTBEUAIOT COBPEMEHHOMY MHPOBOMY YpPOBHIO, HO HE 00€CreyrBaioT
COBMECTUMOCTh 000pyJIOBaHMA TMpU paboTe B COCTaBE CHUCTEM CBS3H,
MOCTPOEHHBIX HAa OCHOBE €IMHBIX CTaHIapToB. B TO e Bpems Ha 3amane Ha
IOpAaKTHUKE peaju3yercs MeXAyHapojaHas YHU(UKaMs U CTaHAapTU3aLUs
obopynoBanusa. OOLIMNA PBIHOK CUCTEM M OOOPY/IOBaHUS IMO3BOJIMII pa3padoTaTh
YHU(PHUIIMPOBAHHYIO AJIEMEHTHYIO 0a3zy, MacCOBBIA BBITYCK KOTOPOW obOecreuut
BBICOKYIO 3JIEMEHTHYIO HAJEXKHOCTh M 3HAYUTEIBHOE CHWXEHUE LEH Ha 3Ty
npoaykuuo. B pesynpraTe e€XErogHbld poCT  KOJWYecTBA aOOHEHTOB
po(eCCHOHANIBHBIX CHUCTEM B 3amaJHBIX CTPaHaX COCTaBisieT okoio 25 %. B
npoeCCUOHANIBHBIX CHUCTEMaX MOJABHKHON paguocBs3u Hanbosee d(pdekTuBHOE
UCITI0JIb30BAaHUE YaCTOTHOTO pecypca 00ecreunBaeTcsl B TPAHKUHTOBBIX CUCTEMAX -
CHUCTEMaX CO CBOOOJHBIM JOCTYIOM pPagu0a0OHEHTOB K OOIIEMY YacTOTHOMY
pecypcy. OnHOW W3 MEpPBBIX TPAHKUMHTOBBIX CHCTEM, MCIOJb3YIOIIUX MPUHIIMI
BbIOOPA COOTBETCTBYIOIIETO KaHaia JijIsl O0ecreueHus: rapaHTUPOBAHHOTO JI0CTYyIIa
K CBA3M U OpPUEHTUPOBAHHOM Ha TenedoHUI0, ObLIa OTEYECTBEHHAs
pagnoreneponnas cucrema AJITAWL. Ee mosBIeHME M  HOBCEMECTHOE
pacnpocTpaHeHHWE B Hallell CTpaHe BbI3BAHO JKECTKUM TOCYAapCTBEHHBIM
perynupoBaHueM Bcex cep aestenbHocTu. Ha 3amane cucreMsl, HallelIeHHbIE Ha
HPKOHOMMIO YAaCTOTHOI'O pecypca, MOSBWINCH U CTAIM IIHPOKO HCIIOIb30BATHCS B
nepByto ouepens B CIIIA, nump HemHoTUM 60siee 10 meT Ha3am, KOTJa COTOBBIC
CeTH YK€ CYIIEeCTBOBAIM M CTaja OIIYIIAThCsl OCTpasi HEXBAaTKa CBOOOHBIX
KaHAJIOB sl 0OBIYHOM panuocBsa3u. Yto kacaercs EBpormbl, To ee moTpeOHOCTH B
panuocBszu 1o cpaBHeHHI0 ¢ CIIA 3HauMTENBHO MEHbIIE. 3aTPYJHEHHOCTH
JOCTH)KEHHUSI KOHCEHCYCa MHOTOYMCIEHHBIMU CTpaHaMH M Pa300IIeHHOCTb
HAy4YHOTO TMOTEHIIMajda CEPbhE3HO NPENATCTBOBAIM TIyOMHE M €AMHOOOpa3uio
TEXHUYECKUX pellleHuid. Bce 3To mpuBeno K CO31aHMI0 LEIOro psjia CUCTEM, Kak

IpaBuJIO, JOPOIHUX M HC BCCIrAa OPHUIMHAJIBHBIX. Tem He MCHEC, IIOABJIICHHEC U



pa3BUTHE TPAHKUHIOBBIX PAJMOCHUCTEM Ha 3arajie CTalo CJIEICTBUEM HECKOJBKUX
OCHOBHBIX NPHUYUH: TMOTPEOHOCTH TapaHTHUPOBAHHOTO JOCTyNa K CBS3U IS
OIEpaTUBHOIO PYKOBOJCTBA; HEXBAaTKOM YaCTOTHOIO pecypca; HaJIudue
JOCTaTOYHO PAa3BETBICHHOW TeneOHHOM CEeTH, B TOM UHCIE COTOBBIX
CUCTEM; YPOBHEM CIIpOCa Ha HOBBIE TeXHUYeckue pemieHus. Ilog tepmuHOM
TPAaHKUHI TOHUMAETCsl METOJ pPaBHOIO JOCTyna a0OHEHTOB K oOuemy
BBIIEICHHOMY My4Ky (TepMuH trunk (aHri.) - mydok) KaHajioB, MPH KOTOPOM
KOHKPETHBIN KaHaJl 3aKpeIunsieTcs A KaXI0I0 CEaHCa CBSI3U MHIWBHUYAJbHO B
3aBHCHUMOCTH OT paclpe/esIeHUsl Harpy3Ku B cucTemMe. TepMUH TPaHKUHT BIIEPBBIC
CTaJl yHnoTpeonaTbes JUisi O00O3HAUEHHS CHCTEM paAauoTeNneOHHON CB3H,
OpUEHTHUPOBAHHBIX HA OPTaHHW3AIMI0 BEIOMCTBEHHOW, BHYTPUIIPOU3BOJICTBEHHON
U TEXHOJIOTHYECKOU CBs3H. [lepBOoHAaYaIbHO TaKKe CUCTEMBI UCTOIb30BAINUCH IPU
OpraHM3alMi CUCTEM IOJBHMKHOM paJUOCBA3M, HE MMEIOLIUX MPUCOECIUHEHUS K
Teae(OHHBIM CETSIM OOILEro MoJib30BaHUs. B OCHOBY 3THX CHCTEM MOJABMXHOU
pPanOCBs3U 3aKJIAIbIBAJICS MPHUHLUI OOIIHOCTH HMHTEPECOB (KOPIIOPATUBHOCTH)
M0JIb30BATENEH, TO3TOMY B CETSIX, IOCTPOCHHBIX Ha UX OCHOBE, Tpa(UK JTOIKEH
3aMBIKaTbCA BHYTPHM 3THUX ceTeil. B mocneanue ronpl MOSBWIACH TEHACHILIUA
co3maHusi Ha 0a3ze TPAHKUHIOBBIX CHCTEM — CHCTEM paJUOCBSI3H OOIIEro
MOJIb30BAHUS, KOTOPBIEC SBJISIOTCS NPOJOJKEHUEM Telle(OHHBIX CeTeil 00I1ero
nonb3oBadus (ThOID). Obmue TpeGoBanus TpaHKUHTOBBIE CHCTEMBI CBS3H, Kak
CTHCIMATU3UPOBAHHBIE ~ CHUCTEMBI  CBSI3W  (BEIOMCTBEHHBIE,  BBIJICIICHHBIC,
TEXHOJOTMYECKHEe U BHYTPHUIIPOM3BOJICTBEHHBIE CETH), HaXOAST IIMPOKOE
OpUMEHEHHE BO BCEM Mupe. B CcOOTBETCTBUM C KOHIEMIMEW HCIOIb30BaHUS B
Poccuun TpaHKMHIOBasi CETh MOXKET CUUTATHCSA CEThIO CBA3U OOIIETO MOJIb30BaHUS,
€Clii OHa OTBEYAET CIEAYIOIIUM TPEOOBAaHUAM: OOECIIEUUBACT KPYIIOCYTOUHOE
npeocTaBieHre aOOHEHTaM BXOJSIIEH M UCXOMSAIIEH MECTHOM, MEXKITyrOpOJaHOM
U MEXIYHapOJHON CBSI3M M BO3MOXKHOCTh TapU(PUKaLMU YCIyr; 0OeclneyuBaeT
3aKpeIIeHUE 32 KaXKIbIM aODOHEHTOM CHUCTEMbl HOMEpa TelIePOHHOM ceTu 00IIero
MOJIb30BaHMUs; MMEeT AYIUIEKCHBIM CHoco0 opraHu3aluu KaHaia, oOJajgaer

BEPOATHOCTHIO OTKa3a He Oosee 5% mpu pacueTHOI Harpy3ke Ha OJJHOro a0OHEHTa



- 0,025 DOpal; wumeer 3amUTy OT HECAHKUMOHUPOBAHHOIO JIOCTyNa B
CUCTeMY; OOeCreurBaeT BBINOJHEHUE YCJIOBHM Ji OpraHU3allHi OMepaTUBHO-
PO3BICKHBIX MEPOINPUATHI. OTH TpeOOBaHMSI COOTBETCTBYIOT PEKOMEHAALMSIM
MexnyHapoaHoro coro3a 3iekTpocBszu (MCD), B KOTOPBIX YyKa3aHO, UYTO CETH
paanoTeneoHHON CBSI3U OOIIEro MOJIb30BaHUS U A0OHEHTHI TAKUX CETEH JOJKHBI
SBIIATBCS TPOAOIKEHUEM (Mo uMeTh HyMmepauuio) T¢oOIL. B TpaHKMHIOBBIX
ceTsiX  OOmIero  TOJIb30BaHUS  JIOMYCKAeTCs  HUCHOJB30BaHUE  TOJBKO
cepTu(ULIMPOBAHHOTO 00OPYIOBaHMsI, OTBEYAIOLIETO TEXHUYECKUM TPEOOBAHUAM
K OOOpYIOBaHUIO C MHOTOCTAHIIMOHHBIM JOCTYNOM. Bblmaua nuneHsuil Ha
OpraHM3alMI0 CEeTel CBSA3M OOIIEro NOJb30BAaHUS HAa OCHOBE TPAHKHMHTOBBIX
CUCTEM IIpeAYyCMaTPUBAET 00s3aTENIbHOE HATTMUME cepTU(UKaTa HA 000PYJOBaHUE,
nomyckatomee BkmoueHne B TPOIl u  BhimonHEeHHWE omepatopoM  psijaa
TEXHUYECKUX TpeOoBaHUU. B cooTBeTcTBUU € (enepanbHbIM 3aKOHOM «O CBA3U»
JONYCKAeTCsl ~ IPEJOCTAaBICHUE  KOMMEPYECKUX  YCIYI  BEJIOMCTBEHHBIMU
TPAaHKUHTOBBIMH CETSIMU IPU YCIOBUH, YTO 3TO HE MOBJIMSIET HA BBHIIIOJIHEHUE UMU
OCHOBHBIX 3aJa4

KonTpoabsHbIE BOIIPOCHI

1. JlaliTe XapakTepuUCTUKYy oOOmIMX TpeOOBaHU K TPaHKUHTOBBIM
CUCTEMaM.
2. KakoBbl ~ mpuHIMIOBI  MOCTpOeHHS M (QYHKIUOHUPOBAHHMS

TPAaHKUHI'OBBIX cucrem?

3. JlaiiTe XapaKTepUCTHKY PEKUMOB PaOOThI TPAHKUHIOBBIX CHCTEM.
4 KakoBa kiaccu¢ukanys TpaHKUHTOBBIX CUCTEM?

S. [TosicuuTe npuHIMI nepenayu peun B ctangapte TETRA.

6 [TosicHnTe mpuHIMN nieperayn gaHHbIX B ctanaapre TETRA.

7 KakoBa ctpyktypa cetu crangapra TETRA?



IIpakTnyeckoe 3anaTue Ne S
HccnenoBanue BO3MOKHOCTEH padoThl mpoTokoaa NAT

Ilenwv pabomui: ViccnenoBanue CBOMCTB M 0COOEHHOCTEN pabOTHI CETH MPH
HacTpoiike mpoTokona NAT. IlomyunTs HaBBIKM KOH(PHUTYPUPOBAHHS MPOTOKOJIA
NAT na mapmpytuzatope Cisco.

3aoanue. llpowssectun moctpoenue cetu. Hactpouts DHSP cepsep ¢
yKa3zaHHbIMH TapameTrpamu. Hactpouth paboty ciyk06e1 NAT. IIpoussectu

yIanéHHOE TIOJIKIIFOUYCHHE K BEO cepBepy.

Conepxanue padoThbl

Texnonorust Tpancmsimun cereBbix anpecoB — NetworkAddressTranslation
(NAT). NAT mmMpoKO HCIOJB3YETCS B COBPEMEHHBIX CETSIX II0 CJCAYIOIIHM
npuuuHaMm. Bo-mepBeiX, yxke ceiiyac HaOmomaercs aepunut IP-ampecos
4yeTBepTOil Bepcuu. KapanHaibHBIM PEIICHUEM 37€Ch MOXKET CIYKUTh MEPEXo]l K
mectoil Bepcun |P-mpoTokosa, HO Mmoka moBceMecTHO ucnosib3dyetrcs |Pv4. [lpu
ucnonbzoBanun NAT B mpenenax BHYTPEHHEHM CETH MOTYT HCIOJIb30BaThCS
YacTHBIE aJipeca, 0 KOTOPBIX YXKe IlJIa peub B TPEThEH rjaBe HaCTOSIIETO MOCOOUSI.
[IpeoOpa3oBaHne YaCTHBIX  aJpecoB B  OOIIEAOCTyNHbIE W  OOpaTHO
OCyLIECTBIsIeTCA ¢ ucnosib3oBanueM npotokosa NAT. OgHu m Te e 4acTHbIE
ajpeca MOTYT HCIOJb30BATbCSI B PA3IUYHBIX KOPIOPATUBHBIX CETAX, YTO U
IPUBOJUT K SKOHOMUH aIpECHOTO MPOCTPAHCTBA.

Bo-Topbix, NAT cyliecTBEeHHO MOBBIIIAET 0€30MAaCHOCTh KOPIIOPaTUBHOM
CeTH, TaK KaK B 3TOM Clly4ae M3BHE CEThb NPEJCTABIACTCS €AMHCTBEHHBIM WIIU
HECKOJIbKUMH OOUIeIOCTYIHBIMU afpecamu. [losToMy ompenenuts CTPYKTypy
KOPIOPAaTUBHOM CETHU, MPOAHAIM3UPOBATh JaHHBIC, LHUPKYJIUPYIOIIHE B HEW,
CTaHOBUTCS IPOOJIEMAaTUYHO.

OcHoBHas unea texHonorun NAT coctoutr B ciaemyromeM. BHyTpeHHss
KOPIOpPATUBHASI CETh MCIIOJIB3YET aJpPECHOE MPOCTPAHCTBO YACTHBIX ajpecoB. B
MapIIpyTU3aTOpe WM JPYTrOM YCTPOMCTBE, CBSI3BIBAIOIEM BHYTPEHHIOIO CETh C

BHemHe |P-cetpro, HactpamBaercs mnporokoa NAT, ocyiiecTBasiONUMid Mnpu



mepesaye  BO  BHEHIHIOI CeTh  Mpeo0pa3oBaHME YacTHOTO — ajpeca B
oOLIeIOCTYIHBIN U 00paTHOE MpeoOpa3oBaHue MpH mpueme. Tak Kak BHyTPEHHSs
CETh TaKXK€ MOXKET COJEpk aTh MapIIPyTU3ATOPHI IJIsl Pa3Ae/ICHHs €€ Ha MOJICETH,
OHM JOJOKHBI TONy4yaTh OOBSABICHHS O MapuIpyTHOW uHPOpMauu OT
MaplIpyTU3aTOPOB BHEIIHEH ceTu. B cBoro ouepe/p, BHEIIHUE MApPUIPYTU3ATOPHI
HE JIOJDKHBI HUYEro 3HaTh O MaplipyTuzaTopax BHyTpeHHel cetu. [ToaTtomy NAT-
YCTPOMCTBO JOJIKHO MPOIYCKAaTh U3 BHEIIHEH CETH BO BHYTPEHHIOIO COOOIICHUS
npotokosioB mapmpytuszamuu (RIP, OSPF u T.1.), HO He mnpomyckaTe 3TH
cooO1IeHUsT B 00paTHOM HampaBiieHuU. Yucino oOIIeOCTYIHBIX aJpEecoB Yarlle
BCEro MEHbIIE YMCIa YAaCTHBIX aJPECOB, 3@ CYET YEro M JOCTUTAETCA HKOHOMUS
aJIpeCHOT0 TPOCTPAHCTBA. B dWacTHOM, HO JaJiekO HE CaMOM pPEIKOM Ccllydae,
MOJKET MCIIOJIb30BAThCSI BCETO OJUH OOIIEAOCTYNHBIN ajpec, HacTpauBaeMblii Ha
BHemHeM nopty NAT-mapiipyTuzaTopa.

PaccmoTpum cHauana Haubosee MPOCTOM cCiydyald, Korja KOJUYECTBO
KOHEYHBIX y3JI0B BHYTPEHHEW CETH PaBHO KOJUYECTBY OOIIETOCTYIHBIX a/IpECOB,
MOJTyYEHHBIX JTAHHOH CEThIO OT MpoBaiiiepa CEeTeBBIX yCIyT (PUCYHOK 1).

Ha pucynke npejacraBieHbl ABE BHYTPEHHUE CeTHU, 00o3HaueHHble A u B,
CBSI3aHHBIE MEXIy cO00il Yepe3 OOIIEeTOCTYIHYIO CeTh. BbIXOI M3 BHYTpEeHHEH
CETH B OOIEIOCTYTHYIO OCYIIECTBIsIeTCs ¢ ucnoibzoBanueM NAT-ycTpoiicTBa, B
KayecTBE KOTOPOTO MOKET HCIIOJIb30BAThCS MapILIPyTH3aTOp WM MEXCETeBOU
HKpaH C YCTaHOBJIEHHBIM MporpaMMHbIM obecnieduenrneM NAT. B ganHom npumepe
1oJlaraeM, YTO BHYTPEHHSS aJpecalus Kaxaod U3 ceTeil oJuHaKoBa, TO €CTh U B
cetu A, u B cetd B MoryT OBITh Yy37bl C OAMHAKOBBIMU 4YacTHbIMU |P-agpecamu

(192.168.1.1 B nanHOM TIpUMeEpE).



BryTtpenssisa BryTpeHHAs
ceTb A OO6wmenocrynnas cets B

CCTh

80.254.97.169 213.180.208.102

192.168.1.1 192.168.1.1

Pucynoxk 1 — IIpocreiituii ciydait ucnonb3zoBanuss NAT

Buemmue ampeca NAT-ycTpoHcTB — SIBASIOTCS  OOIIEAOCTYIHBIMU W,
COOTBETCTBEHHO, YHUKAJIbHBIMHU.

[Ipenmonoxkum, 4TO KOHEUHBIM y3€l BHYTpeHHEH cetm A coOupaercs
nocjaTh MakeT JaHHBIX KOHEUHOMY Y31y BHyTpeHHeu cetu B. B kauectBe IP-
aapeca mnoiyyarens B mnakere ykasbiBaercs aapec 213.180.208.102, um maxer
nepeaaeTcs Ha MaplipyTu3aTop BHYTpeHHed ceTu A. Kak yKa3blBaJIOCh BBIIIIE,
BHYTPEHHHE MapIIPYTU3aTOpPhl MOJY4YaloT YBEAOMIICHHS O MaplIpyTHOU
uH(OpPMAITUU U3 BHEIIHEW CETH, MOATOMY BHYTPEHHHI MapuipyTU3aTop ceTu A
«3HaeT» o mapuipyte K aapecy 213.180.208.102, B HamieM npumepe 3TOT MapIipyT
nposieraet yepe3 NAT-ycTpoiictBo. CooTBeTCTBEHHO, nakeT nomnajaaer Ha NAT-
YCTPOMCTBO, COEMHSIONIEE BHYTPEHHIOIO CETh A ¢ OOIIEIOCTYITHOM CETHIO.

Onnako B MakeT JOJDKEH OBITh MoMelleH Takxke u |P-aapec ormpaBurens.
KoHneunslii y3en cetm A nomemaer B nmaker cBoil aapec — 192.168.1.1, u stor
naket 0e3 kakux-1ubo mameHeHui pocturaer NAT-ycTpoiictBa cetu A. B cBoto
ouepenib, NAT-ycTpoicTBO JOJDKHO MOAMEHUTH ajipec nuctounnka 192.168.1.1 Ha
cBoit obmenoctymnHeli aapec 80.254.97.169 (Tounee, HA ajpec CBOETO BHEITHETO

uHtepdeiica). DTa MoaAMEHA OCYIIECTBISIETCS C MCIOJB30BAHUEM TaOUIbI,



xpassieiics B nmamath  NAT-ycTpoiicTBa, YNpOILIEHHBIA BHJI  KOTOPOWU

npejcTaBieH B Tabmuue 1.

Tabmuia 1 — CooTBETCTBHE YACTHBIX U OOIIEAOCTYITHBIX aJpecoB

YacTtHblil agpec OO0menoCTymHBIN aapec

192.168.1.1 80.254.97.169

O4eBHIHO, YTO KOJUYECTBO 00menocTynHbIXx aapecoB y NAT-ycTpoiicTBa
JIOJKHO COOTBETCTBOBATH KOJIMYECTBY Y3JI0B BHYTPEHHEW CETHU, UMEIOIIMX IpaBa
JI0CTYTIa BO BHEIIHIOIO CETh.

[TakeT ¢ u3MeHEeHHBIM ajpecoM wHcTouHMKa gocturaer NAT-ycTpoiicTBa

cetu B, KoTopoe XpaHUT B CBOEH NMaMATH aHAJIOTUYHYIO TabauIy 2.

Ta6nuna 2 — CoOTBETCTBHUE YaCTHBIX U OOIEIOCTYITHBIX aJIpECOB

YacTtHblil agpec OO0menoCcTymHBIN aapec

192.168.1.1 213.180.208.102

[IpunsB pannelii naker, NAT-yctpoiictBo cetn B wu3Mmensier aapec
nojilyyaTesss B TIaKeTe B COOTBETCTBUM C Tabmuueil 2, TO ecTh ajpec
213.180.208.102 u3mensierca Ha azapec 192.168.1.1. BumousMeHEHHBI TaKUM
0o0pa3oM MakeT nepeaaeTcs Ha BHYTPEHHUN MapLIpyTU3aTop ceTH B 1 B KOHEUHOM
UTOTEe JJOCTUTAET HY>KHOTO y3J1a.

B vactHoM ciydae, korga ceth B He ucnonb3yetr TexHosnoruto NAT, maket
nepenaeTcs B y3en cetu B 0e3 u3MeHeHui.

PaccmoTpennsiii npumep ucnonbzoBanuss NAT uMeeT psii CylecTBEHHBIX
HEJO0CTaTKOB.

Bo-niepBbIX, SKOHOMHHU aJpEecOB B J@HHOM CIy4yae HE MPOUCXOTUT —
BHYTPEHHHUE aJpeca >KECTKO 3aKpeIUIeHbl 3a OOIIeNOCTYMHBIMH aapecaMyd B
tabmumax NAT-ycrpoiict. [ToaTomy B 3ToM Buie NAT MOXET HCMOIB30BaTHCA

TOJIBKO AJIA ITOBBIIICHUA 0Ee30I1aCHOCTH CETH.




Bo-BTOopsIX, 3anucu B TaOIUIly B JAHHOM CIIy4ae SIBISIOTCA CTATHUYECKUMU,
TO €CTh MX HEOOXOJAUMO BHOCHUTH BPYUYHYIO, UTO MpPU 3HAUYUTEIHHOM KOJUYECTBE
BHYTPEHHHX Y3JIOB SIBIISIETCS] TPYJOEMKOM MPOLIEAYPOM, MOABEP)KEHHON OLITHOKAM.
OpHako clieqyeT 3aMeTUTh, YTO MHOTAA cTatuueckuwe 3amucu B Tabmuie NAT
HE0OXOMMBI, HAIPUMEP, €CIIM BO BHYTPEHHEH CETH UMEETCS CepBep, K KOTOPOMY
HY>KHO 00€CTIeUnTh JOCTYIl U3 BHEIIHEH CETH.

CootBeTcTBeHHO, paccmoTpeHHblii Bbime NAT  momyuun Ha3zBaHHe
cratnueckoro NAT.

Ji ipeo1ofieHus yKa3aHHBIX HEIOCTaTKOB ObLI pa3paboTaH JUHAMHYECKHMA

NAT, cyTb KOTOPOTO PACCMOTPUM C UCIIOJIb30BAHUEM PHCYHKa 2.

192.168.1.2

80.254.97.169

192.168.1.5

% 213.180.193.11

Pucynox 2 — Mmmroctpanust pabotsl auHaMU4ecKOTONAT

Ha pucynke mnpeacraBieHa BHYTPEHHSSI CETh, HCIOJB3YIOIIAsl YaCTHBIN
anpec  192.168.1.0/24. Bpixom BO BHEIIHIOD CETh OPraHU3yeTcs C
ucnoas3oBanueM NAT-ycTpoiicTBa, BHEIIHEMY HHTEepdeiicy KOTOPOro MPUCBOEH
obmenoctynueiii agpec 80.254.97.169. Heob6xoauMo oOecieunTh BCEM YETHIPEM
KOHEYHBIM y3JIaM BHYTPEHHEW CETH JOCTYI K BHEIIHEW CETH, B YACTHOCTH, K WeD-

cepsepy ¢ aapecom 213.180.193.11.



OueBuaHoO, yto crarnueckuiit NAT niis pemenus Takoi 3aja4i HENPUTOJIEH,
TaK KaK JIOCTYINl y3JOB K BHEIIHEH CETH OCYIIECTBISETCA C HCIOIb30BAHUEM
€IMHCTBEHHOTO BHEIIHETo ajjpeca (Ha MpakTUKe BHEIIHUX aJPECOB TAKKE MOMKET
OBITh HECKOJIBKO, HO B JIFOOOM CIIy4ae KOJUYECTBO BHYTPEHHHUX Y3JI0B MPEBBIIIAET
KOJIMYECTBO BHEIIIHUX a/IPECOB).

IIpu mnepemadue mnakera BO BHemHI0OW ceTh NAT-ycTpoHCTBO MOXKET
MOJIMEHUTH YaCTHBIHN a/ipec OTIPABUTEINSI Ha CBOW OOILENOCTYIHBIN ajpec, Kak U B
cratuueckoMNAT. OpHako mnpu mnpueMe TIaKeTa-OTBETa W3 BHEIIHEH CceTu
HEOOXOJUMO OMNPEIE/IUTh, KAKOMY M3 BHYTPEHHHX KOHEUHBIX Y3J0B 3TOT IMaKET
HY)KHO Tniepenath. Vnm, Apyrumu ciioBamMu, Ipyu IprueMe HeoOXOAMMO OTNPEACIIUTD,
Ha KaKOW Y4acCTHBIN aJipec HY>KHO M3MEHUTh OOIIEAOCTYIHBIA aApec Ha3HAYCHU,
cojiepkaiuiicss B oTBeTHOM |P-makere.

Takum 00pa3om, ISl HAJIEKHOTO pa3IMUCHUS TpUHUMaeMbIX makeToB NAT-
yCTpOMCTBOM HeoOxoauma, nmomumo IP-agpecoB, qonoaHuTENbHAs UH(POPMALIHS.
B kadectBe Takoil MH(pOpPMAIMK MOXKHO HCIIOIK30BaTh HOMepa mopToB T CP- wim
UDP-cermenToB, mepeHocuMmbix IP-makeramu. OgHako B HalleM MNpPUMEPE BCE
YeThIpe y3Jla MOTYT OOpaTHThCS ¢ 3ampocoM K Web-cepBepy ¢ aapecom
213.180.193.11, oTBeThl KOTOPOro OyAyT UMETh OJUH U TOT e Homep mopTa 80
i  8080. IlosToMy B JaHHOM CJIy4dae UCIHOJB3YIOTCA TaK Ha3bIBA€MbIC
Ha3HAYEHHbIE HOMEpA MOPTOB. B KauecTBe Ha3HAYEHHBIX MOPTOB MCIOJIb3YIOTCS
NOPThI KICTOYHUKA, KOTOPHIM B MPOLECCE Mepe/layl MPUCBAUBAIOTCS 3HAYCHMUS, HE
crangaptusupoBanabie B npoTtokonax |CP u UDP. HasnaueHnnslii mopT mMoeT
OBITh BBIOpAH MPOU3BOJBHO, HO C YUYE€TOM TOTO, YTO OH JIOJDKEH OBITh YHUKAJICH B
Ipeiesiax BHyTPEHHEN CETH.

B cootBerctBUM ¢ sTMM Tabmmia NAT-ycTpoiicTBa yCIOXHSETCS, B HEe
Tenepb JIOHKHBI BXOJIUTH HE ToJIbKO |P-ampeca, Ho u HOmMepa mopToB (Tabiuiia
3.3).

[TockoJIbKYy ONMCaHHAs BBIIIE TEXHOJIOTUSI UCIOJIb3YET HE TOJIbKO CETEBbIC
aapeca, HO U HOMepa TIOpTOB, OHa modyuuna Ha3zBanue NAPT

(NetworkAddressPortTranslation) [5].



Tabnuna 3 — CooTBETCTBHE aJpECOB U HOMEPOB MTOPTOB

YacTHbll agpec [Topt Oo6menoctynHblid afpec | HazHaueHHBIN OpT
192.168.1.2 8080 80.254.97.169 61001
192.168.1.3 8080 80.254.97.169 61002
192.168.1.4 8080 80.254.97.169 61003
192.168.1.5 8080 80.254.97.169 61004

IIpu nepemaue mnakera, Hampumep, OT y3na 192.168.1.2 k cepsepy
riobansHOM cetn ¢ agpecom 213.180.193.11 B 3aroioBok MmakeTra B KadyeCTBE
anapeca momydartens Oymer ykazan 213.180.193.11, B kauectBe HOMepa TopTa
nonyuarens — 8080. B kauecTBe aapeca ornpaButens OyaeT ykaszan 192.168.1.2, a
B KauecTBe Homepa nopta ornpasutenss — 8080. Ilociie mpuema 3toro makera
NAT-yctpoiicTBoM OyAeT Mpou3BeA€HAa MOJMEHA ajpeca OTIpaBUTENS Ha
80.254.97.169, a nHomepa moprta otnpaButTenas Ha 61001. Dta undopmamms
JTUHAMUAYECKH 3aHOCHUTCS B TabmuIry 5.3.

[Ipu mpueme oTBeTa OT cepBepa INIOOANBHOW CETH OyAeT BBIMNOJIHEHO
obpaTHoe mpeobpazoBaHue — aapec moiydarenss OyaeT 3ameHeH Ha 192.168.1.2.
[Ipu »TOM B KauecTBe HOMEpa IMOpTa Modydarens OyneT yka3aH Ha3HAuUCHHBIN
NOPT, KOTOPBIM CEpBEP YKAXKET MCXOAS U3 HOMEpa MopTa MCTOYHHMKA MPUHATOTO
cermenTa. [Ipu s3tom NAT-ycTpoilCTBO «ITOMMET», KAKOMY M3 BHYTPEHHUX Y3JIOB
nepeaaTh MakeT, UCTOJb3ysl HOMEP Ha3HAYEHHOTO MopTa.

Ecou NAT-ycTpoiicTBO MMeeT HECKOJBKO OOIIETOCTYMHBIX aapecoB (Mys
azpecoB), To Tabuuua 5.3 BeAeTcs AMHAMUYECKH, TO €CTh MpH Mepenadye Mnakera
3allOMHMHAETCs], HA KaKOW UMEHHO aJjpec U3 MmyJia ObUla OCYUIECTBJIEHA MOAMEHA, U
naHHas nHQOpMAIUs 3aHOCUTCS TaOJMIly. DTH EHCTBUSI, €CTECTBEHHO, SIBIISIIOTCS
aOCOJIFOTHO MPO3PAUYHbBIMU /17151 KOHEUHBIX Y3JIOB.

Paccmotpum Hactpoiiky npotokosnia NAT s mpumepa, npeacTaBIeHHOTO
Ha pucyHke 3.2, monaras, utro B kadectBe NAT-ycTpoiicTBa uCHoib3yeTcs

mapmpytusarop Cisco.




[Ipenmnonoxum, 4To B MapuIpyTH3aTOPE, UCHOIb3yeMoM B kadecTBe NAT-
ycTpoiicTBa, mopt ¢ agpecom 192.168.1.1 sBusercs moptom fa 0/0, a mopr c
anpecom 80.254.97.169 — moprom fa 0/1 (HamoMHHM, YTO B YCTPOMCTBaxX M
nporpaMMHoM  oOecrieuennn  CiscoSystemsfa osnagaer FastEthernet). B
tepmunosiorur NAT moprt fa 0/0 siBisiercs BHyTpeHHHM moptoM (inside), a mopt fa
0/1 — BHemHUM mopTOM (OUutside).

[TakeTsl, mpuObIBatOIIME HA BHYTPEHHUN MOPT U MOJJISKAIINE TIepeiaue Ha
BHEIIHHWHA MOPT, MOAJIeKAT TpaHcanuu B cooTBeTcTBUH ¢ SOUrCENAT (SNAT), To
ecTb momMene momiexuT IP-ampec  umctounmka  (SourcelP).  Ilakersr,
MpUOBIBAIOIINE HAa BHEIIHUW TOPT, MOJJICKAT TPAHCISAIHUA B COOTBETCTBUH C
DestinationNAT (DNAT), To ecth moameHne momiexut |P-aapec momyuarens
(DestinationlP).

ChHavana HE0OXOIUMO cO34aTh CIHCOK JocTyna (MmoapoOHee CIHUCKU
JocTyna OyayT pacCMOTPEHBbI B clienyromieM maparpade). s 3Toro B pexume
rJI00aIbHOTO  KOH(UTYpUPOBAHUS  HEOOXOJUMO  BBITIOJIHUTH  CJIEIYIOUIYIO
KOMaH/y:

(config)# access-list 100 permitip<aapec><uHBepTUpOBaHHasIMacka> any

3aberas Brepe/l, OTMETUM, YTO JJAHHOW KOMaHJI0M CO3/1aH CITUCOK JIOCTYyIa C
HomepoMm 100, pazpemaromuii mepenaBaTh NAKEThl € aApPeCcOM HMCTOYHUKA,
yKa3aHHOTO B KOMaH/Ie, Ha JItoObIe aapeca.

[lyn agpecoB co3maercs Ha MaplIpyTH3aTOpEe B PEXKHUME II00AIBHOTO
KOH(HUTypHUpOBaHUS KOMAaH]I0H

(config)# ipnatpool<umsi><HayanbHbIi apec><KOHCYHBIN
aapec>netmask<macka>.

Ecmu, xak B HameMm nOpuMepe, HCIHOIb3YETCA  €IUHCTBEHHBIN
00111eTOCTYITHBIN aApec, HaYaJIbHBIA U KOHEYHBIN aJipeca B KOMaH]I€ COBIAIatoT.

3areM Ha3HAYalOTCA BHYTPEHHUE U BHEUIHUE UHTEP(EHCh:

- (config)# interface fa 0/0;

- (config-if)#ipnat inside (outside).

Bxirouaerca NAT komanmon



Ipnat inside source list 100 pool <ums>.

Kongurypuposanue mapmpyrusaropa CiSCO ¢ UCTIOIB30BaHUEM yKa3aHHBIX

KOMaH/I JJIS Halllero mpuMmepa (PUCyHOK 2) IPeICTaBlIeH Ha PUCYHKE 3.

105 Command Line Interface

LIMET RO L TrDOmm . LINE procooor D INERr Tare Fec R ECIIREIIe o, crag ey L3 = vy = vy

o up

Douter {config-if)fint fa 071
RBouvter (config-if)#ip addr 20_254.97_ 169 25L5.0.0.0
Pouter (config-if)frno shuc

$LINE-E-CHANGED: Interface FastEthernet0/1, changed state to up

LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(0/l, changed state
o up

RPouter (config-if)faccess-list 100 perwmit ip 192.165.1.1 O_ZE55_ZEE_EZ5E5 any
Douter {config)#ip nat pool primer B20.ZL54.297.16% B0.EE4_97_169 netmwask ZEE.0.0.0
Router (config)finter face fa 050

RPouter {config-if)#ip nat inside

Douter (config-if)#finterface fa 071

Bouter (config-if)#ip nat outside

Bouter (config-if)fexitc

Bouter{config)#ip nat inside source list 100 pool primer

RBouter (config) -z

Routers

(8TE-E-CONFIG I: Configured from console by console

Pucynok 3 — Kondurypuposanue nuHamMmuueckoroNAT

[Tocne Toro, kak Kakoi-IM0O U3 BHYTPEHHUX Y3JI0B OOMEHSETCS AaKETaMHU C

BHEIIHEH  CEeThblO, MOXHO OyJIeT MPOCMOTPETh  TPAHCIALUU

npousBeaeHHbie NAT (pucynox 4).

aJIpecoB,

o o
Bouter (config-if) faccess-list 100 permit ip 19%2_168.1.1 O.EL5E.EZEE_ELEE any

Bouter (config) finterface fa 070

Bouter (config-if) #ip nat inside

Bouter (config-if) finterface fa 071

RBouter (config-if)#ip nat outside

Bouter (config-if) fexit

Bouter (config) #ip nat inside source list 100 pool primer
RBouter (config) #°2

RBouter#

(3YE-5-CONFIG I: Configured from console by console

Bouterffshow ip nat translations

Pro Inside global Inside local Out=side local Out=zide global

icomp E0.E54. 97 169:FE5 19E.168_1.E5:z5 B0.E54_ 97 168:E5 BO0.254.937_168: 258
iomp E0.E54. 97 169:F6 19E.168.1.5:Z6 B0.E54_ 97 . 168:E6 BO0.254.937_168: 26
iomp B0.E54. 97 169:F7 19E.168.1.E5::z7 B0.E54_ 97 168:E7 BO0.E254.937_168:27
icomp E0.E254.97_169:F8 19E.168.1.5::Z8 B0.E54_ 97 . 168:E8 BO0.254.937_168:28

Bouteri

Bouter (config) #ip nat pool primer 20.254_97_165% B0_254_ 97,169 netmask EEL5.0.0.0

Pucynok 4 — Ciucok TpaHcasuuii



st  GonbIei HATJSIHOCTH TPOU3BEAEM OOpalleHHe C BHYTPEHHETO
KOMITbIOTEpa K WeD-cepBepy, pacroyio)keHHOMY BO BHEIIHEH CETH 1O ajpecy

80.254.97.168, 1 onATH BBIBEJIEM CIIMCOK TPAHCISLIUMN (PUCYHOK 5).

Bouterfshow ip nat translations
Pro Inside global In=side local Outside local Outside global
top 800254 397 169:10z25 1%Z.168.1_4:-10Z& B0.EE84.97_162:80 20.F54_97_1&2:80

Bouter #l W

Pucynok 5 — Crincok TpaHcsiumii mocje odpaiieHust K Web-cepsepy

W3 pucynka 5 cremgyer, 4To Oblla TPOW3BEAEHA OJHA TPAHCIALNUA,
uHbOpMaIus 0 KOTOPOIl MpeACTaBlieHa B YEThIPEX KOJOHKAX.

[lepBas Ko/IOHKA yKa3bIBaeT HA TPAHCIOPTHBIM MPOTOKOJI, B HAILIEM CIIydae
sto TCP.

Bropas komonka (Insideglobal) ykaseiBaer Ha coker (IP-ampec m HOMep
1opTa), Ha KOTOPBIN TTOJIMEHSETCS] COKET OTIIPABUTEISI.

Tperess xomonka (Insidelocal) ykaseiBaeT Ha BHyTpeHHHMIAIP-agpec
OTIIPaBUTEIIS C HA3HAYEHHBIM HOMEPOM OpTa.

YerBepras kononka (Outsidelocal) yka3piBaeT Ha COKET y3j1a Ha3HAYCHHS BO
BHEIIHEH CeTH, KOTOPbII CPOPMUPOBAH BHYTPEHHUM Y3JIOM-OTIPABUTEIIEM.

[Taras xomonka (Outsideglobal) ykaseiBaer wa IP-agpec m HOMEp mopra,
UCTIONIb3yeMbIC BO BHEIIIHEH CETH.

Takum oOpaszoMm, u3 pucyHka 3.5 cieayer, 4To BHYTPEHHUHN Y3€ll C aIpecoM
192.168.1.4 mHampaBnger maker Web-cepeepy ¢ aapecom 80.254.97.168.
CooTtBeTcTBEHHO, |P-ampec 1 HOMep mopTa NoJIy4aresis, yKa3aHHbIE B TAKETE:

80.254.97.168:80 (mamomHuM, 4yTo s npotokona HTTP ucnonb3yrorcs
nopTsl 80 u 8080).

IP-anpec u mopT UCTOYHHKA B 3TOM XK€ NAKETE:

192.168.1.4:80 .



[Ipn nmepenave makera BO BHELIHIOK CETh MaplIpyTH3aTop nojamMenser |P-
aJpec U NOpT UCTOYHHUKA!

80.254.97.169:1025.

COOTBETCTBEHHO, NpH NPHUEME OTBETHOIO MAKETa OT CEPBEPA COKET
80.254.97.169:1025 6ynet uzmenex Ha 192.168.1.4:80, u makeT moJy4IUT HYKHBIN

y3€J1 BHYTPEHHEH CeTH.

3ananue:
1. TlocTpouTk CeTh, CTPYKTYypa KOTOPOU ONPEAEIIAEeTCS MPENOAaBaTENEM.
2. YCTaHOBUTH BHEITHUHWWW-CEPBED.
3. HacTtpouTh Ha MapuipyTHU3aTope CTaTUUYECKYIO MapIIPYTU3ALHIO.
4. HactpouTs Ha MapuipyTtu3aTtope auHamMmudeckuii NAT.
5. OcyuiecTBUTh OOpallleHUE K BHEIIHEMY CEpPBEpPY, IPOCMOTPETh U

MIPOAHAIIM3UPOBATH CIIUCKHU TPAHCISIUNA CETEBBIX aJIPECOB.

KonTposibHBIE BOIIPOCHI:

1. OnwumuTe BCe BO3MOXKHBIE CXeMbl paboThI ciry:kOb1 NAT.

2. Kakue uvactaeie IP agpeca ucnonb3yrores cinyx6oit NAT B kaxaom
KJIaCCE aJIpecoB?
[lepeuncnure mpeuMyIecTBa U HeAOCTaTKU CITy)Obl NAT.
[lepeuncnure 3Tamnbl HacTpoitku ciryxk0b61 NAT.

Omnwuiure cxeMmy nNpoBepkH padboThl ¢y 06l NAT.

S

Onumure OCHOBHbIE TmpoOieMbl B pabore cepsepa NAT.YUto

oOecrnieunBaet ciayxx6a NAT?

Crnucok nuTepaTyphl:
1. Manun A.A. CucteMbl KOMMyTaluu. [[pyHINNBI U TEXHOJIOTUH MAKETHOU
KoMMyTaluu. YuedHoe nocobue.— Pocros-Ha-/Iony: CKO MTYCH, 2014. — 108

C.



IIpakTH4yeckoe 3ansitue Ne 6
KondurypupoBanmne cnuckoB ynpasJenusi 1ocrynom ACL

Henu 3anamusn: TlonyunTs TEpBUYHBIC HABBIKM (QUIbTpamuu Tpaduka B
MAKETHBIX CETSIX.

3aodanue. PaccMmoTpeTh o0OIIyl0 Teopuro ympasienus goctynom ACL.
VYACHUTh CHHTaKCUC KOMaHA Jisi paboThl. [y yKa3aHHBIX MCXOIHBIX JTaHHBIX
MIPOM3BECTH TOCTPOCHUS CXEMbl CeTH. HacTpouTh HEOOXOAMMYIO aipecaluio.

Hactpouts cricku nocryna.

Cnucku nocryna ACL (AccessControlList) mo3BossitoT co3aBath MpaBuiia
yhnpaBieHus TpadukoM, MO KOTOPbIM OYyJeT HPOUCXOAUTH MEXKCETEBOE
B3aMMOJICUCTBHUE KaK B JIOKAJIbHBIX, TAK U B KOPIIOPATUBHBIX CETSX.

CymiecTByeT HIECTHAAUATh TUIIOB CIHMCKOB JOCTyMa, HO Hambojee 4acTo
UCTIONB3YIOTCS JBa Thna: standart — cranmaptabie (HoMepa ¢ 1 mo 99) u extended —
pacmipensbie (Homepa ¢ 100 mo 199 wmm ¢ 2000 mo 2699). Paznuuus Mexay
TUMU JIBYMS CITUCKAMH 3aKJIIOYAIOTCS B BO3MOXXHOCTU (UIBTPOBATH MAKETHI HE
TosbKO 1O IP — afmpecy, HO ¥ O APYrUM pa3IUYHBIM HapaMeTpaM.

CranpapTHbple CHOUCKH 00pabaThIBalOT TOJIBKO BXxojsmue I[P anpeca
HMCTOYHUKOB, T.€. HIIYT COOTBETCTBUME TOjibko 1o IP anmpecy ormpaButens.
Pacmupennbie cmucku paboTalOT cO BCEMH aJipecaMd KOPIOPATHBHOW CETH H
JOTIOTHUTEIHHO MOTYT (PUIBTPOBATH TPA(PUK MO MOPTAM U IPOTOKOJIAM.

Pabota crimicka mocTymna HampsMyIO 3aBHCHT OT TIOPSIKA CIEOBAHUS CTPOK
B 3TOM CIIHCKE, TJIe B KaXJOW CTpPOKE 3alMCaHO MpaBuio o0paboOTKu Tpaduka.
[IpocmaTpuBaroTCsi Bce MpaBmiia CIMCKa ¢ MEPBOTO JI0 MOCIEAHETO IO MOPSIAKY, HO
IPOCMOTP 3aBEPIIACTCS, KaK TOJIBKO OBLITIO HAaliJIEHO MEPBOE COOTBETCTBUE, T.€. IS
MPUIIEIIIETro MaKeTa ObUIO HalIEHO MPaBUIo, O] KOTOpoe OH mosmnanaet. [locie
ATOTO OCTAJIbHBIE MPABUJIA CIIHCKA UTHOPUPYIOTCA. Eciu makeT He moman HyA 1o

OIHO M3 IIpaBUJI, TO BKIIIOYACTCA IIPABUIIO 110 YMOJIYAaHUIO:

access-listuomep crmcka deny any



KOTOpO€ 3ampemiaeT Bech Tpapuk IO TOMY HHTEpQEHCcy CeTeBOro
YCTPOMCTBA, K KOTOPOMY JaHHBIN CIIUCOK OBbLIT TPUMEHEH.

st Toro, 4ToOBI HAYaTh MCIOJIB30BATh CIHCOK JIOCTYyIa, HEOOXOIUMO
BBITNIOJIHUTD CIEAYIOIINE TPH ATara:

1 — co31aTh CIUCOK;

2 — HATIOJTHUTH CITUCOK TIpaBuiIaMu 00paboTKu Tpaduka,;

3 — IPUMEHUTH CIUCOK J0CTyNa K HHTepdeiicy ycTpoiicTBa Ha BXOJ UM HA
BBIXOJ] 3TOTO HHTEpderica.

Drtar nepBbIil — CO3JaHNe CITUCKA JTOCTYTIA:

CraHaapTHBIMCIIUCOK:

Switch3(config)#ip access-list standart 10

(co3maercst cTaHAApTHBIM CIHMCOK JocTyna mnoj HomepoMm 10, B gaHHOM
ClIydae co37aeTcsi Ha KOMMYTaTope).

PacimmpeHHBIMCITHCOK:

Router1(config)#ip access-list extended 100

(co3maercd pacHIMPEeHHBIM COUCOK aoctyna mnoj HoMmepoM 100, B jaHHOM
ciIydae co37aeTcs Ha MapIipyTH3aTope).

DraIrt BTOpoi — BBOJ MPABWII B CITUCOK JIOCTYTIA:

Kaxxnoe, mpaBuiio B CIUCKE JOCTYIIA CAEPKUT TPU BAKHBIX DJIEMEHTA:

1 - 9ucno, naeHTU(UIUPYIOIIESE CIUCOK MPHU OOpaIIeHUU K HEMY B JIPYTHX
Y4acTAX KOH(PUTYpAIIUU MapIIPyTH3ATOPA UM KOMMYTAaTOpa TPEThETO YPOBHS;

2 - yHCTpyKIHio deny (3ampeTUTh) Uiu permit (pa3pemuTsb);

3 - wuneHTH(dHKATOp MaKeTa, KOTOPBIM 3amaeTcs IO OJHOMY W3 TpeX
BapUAHTOB:

- angpec cetu (Hanmpumep 192.168.2.0 0.0.0.255) — rme BMecTO Macku
MIOJICETH YKa3bIBaCTCS 11a0JIOH MACKH TOJICETH;

- anpec xocTa (host 192.168.2.1);

- mro6oit IP anpec (any).

[Ipumep cranmaptHoro cnucka jgoctyna NelO:



access-list 10 denyhost 11.0.0.5

access-list 10 deny 12.0.0.0 0.255.255.255

access-list 10 permit any

B sToMm crincke:

- 3ampelieH Bech Tpaduk xocty ¢ IP agpecom 11.0.0.5;

- 3amnpenieH Bech Tpaduk B cetn 12.0.0.0/8 (B mpaBuie ykasbIBaeTCs HE
peanbpHasi Macka MoJICETH, a €€ 11a0JI0H);

- BECh OCTaJIbHOM TpaduK pa3peliieH.

B pacmmpenHbIX cririckax A0CTymna BCle 3a YKa3aHUEM JACHCTBUS KITI0YaMu
permit uam deny IOJDKEH HAXOJIUTHCA MapaMeTp ¢ O0O3HAYEHHWEM TMPOTOKOJIA
(Bo3moxxHbI nipoTtokoisl IP, TCP, UDP, ICMP), kotopslii yKa3bIBaeT, T0JKHA JTU
BBHITIOJIHATHCSI TMPOBEpPKa BCeX MakeToB [P miam TONBKO MakeToB C 3arojoBKaMu
ICMP, TCP unu UDP. Eciau nposepke nojsexxatr Homepa noptoB TCP unmu UDP,
TO JOJDKeH ObITh ykazaH npoTokodl TCP wumu UDP (cnyx6er FTP u WEB
UCIONb3YyIOT npoTokosn TCP).

IIpu co3maHWM pacHIMPEHHBIX CIUCKOB B TIpaBWjaX JOCTyla MOYKHO
BKJIIOYATh (UIbTparuio Tpaduka Mo mpoTokojaM H TopTaM. Jlns ykazaHus

MOPTOB B MPaBUJIE AOCTYyNa YKa3bIBAIOTCS clieaytolirue o0o3HaueHus (Tabauuna 1):

Ta6nuna 1

0003HaYeHHE JeicTBHe

Itn Bce Homepa nopToB, MeHbIIHE N.

gtn Bce Homepa nopToB, 6ombImme N.

eqn ITopT n

negn Bce nmopTtsl, 3a nckitoueHnem N.
range n m Bce mopTel OT N 10 M BKIIFOYUTENHHO.

PaCHpOCTpaHCHHBIC IMPHUIIOKCHUA M COOTBCTCTBYIOIIME MM CTaHAAPTHBIC

HOMEpa MOPTOB MPHUBEACHHI B ClIeAyIoLIeH Ta0auie?:

TabOmuma 12.



Howmep [IpoTokon [Tpunoxenue KinroueBoe ci0BO B
nopra KoMaHjie access list
20 TCP FTP dataftp data
21 TCP VYnpasnenue cepepom FTP ftp
22 TCP SSH
23 TCP Telnet telnet
25 TCP SMTP Smtp
53 UDP, TCP DNS Domain
67, 68 UDP DHCP nameserver
69 UDP TFTP Tftp
80 TCP HTTP (WWW) WWW
110 TCP POP3 pop3
161 UDP SNMP Snmp

IIpumep pacmmpenHoro crnmcka gocryna Nelll:

! 3anpeTtuth Tpaduk Ha TopTy 80 (WWW-TpaduK)

Ip access-list 111 deny tcp any anyeq 80

Ip access-list 111 deny ip host 10.0.0.15 host 12.0.0.5

Ip access-list 111 permit ip any any

interfaceethernetO

! ITpumenuTs ciucok poctyna 111 k ucxosmemy Tpahuxy

Ipaccess-group 111 out

B »oToM crmucke BHENTHHE Y3/IBI HE CMOTYT OOpamiaThCs Ha CaWThI
BHYTPEHHEH CETH, T.K. CIUCOK JOCTyna ObLI MPUMEHEH Ha BBIXOJ (IJ1s1 BHEIIHUX
y370B) uHTEp(deiica, a Tak ke y3my 10.0.0.15 3anpemen qoctyn k y3ay 12.0.0.5

OcranbHol TpaduK pa3pelieH.

Otan TpeTuil — MpUMEHEHUE CIIUCKA TOCTYIIA.

Cnucku gocTyna MOTyT ObITh UCIIOJIB30BAHBI JIsl IBYX THUIIOB YCTPOMCTB:

1 — na mapmpyTuzaTope;

2 - Ha KOMMYTaTOPE TPETHETO YPOBHSI.

Ha xaxngom wuHTepdeiice MOXKeT ObITh BKIIOYEHO JBa CIHCKA JIOCTYIIA:
TOJILKO OJIMH CITUCOK JOCTYIIA JJIsl BXOSIIUX MMaKETOB U TOJIBKO OJIMH CITUCOK JJIsI

HCXOOAIINNX ITaKCTOB.



Kaxxapiit ciucok paboTaeTr TOJIBKO C TeM UHTepdeiicoM, Ha KOTOPBINA OH ObLI
IPUMEHEH U He JIeHCTBYET Ha OCTaJbHbIe MHTEP(EICH YCTPONUCTBA, €ClIM OH TaM
HE MMPUMEHSIICS.

OpHako OJOUH CIOHUCOK JOCTyla MOXET OBITh TNPUMEHEH K pa3HbIM
uHtepdeiicam.

[IprMeHeHne cnucKa HOCTyIa K YCTPOMCTBY OCYIIECTBISIETCS CIEAYIOIINMU
KOMaHJIaMU:

interface ethernet0/0/0

Ip access-group 1 in

ipaccess-group 2 out

B nmanHom ciiyuae k umHTepdeiicy ethernet0/0/0 mpumeHwIn aBa CHUCKa
J0CTyna:

criicok poctyna Nel — Ha BXoq uHTepdeiica (T.€. 111 BHYyTPEHHHUX aJIpECOB);

cnucok npoctyna Ne2 — Ha BbIXoa UHTepdeiica (MpUMEHEHUE K BHEIIHEH
CETH).

YToOBl IPOCMOTPETh BCE CO3/IaHHBIE CIUCKHU AOCTyNa M NMPUMEHEHUE UX K
uHTepdencaM yCTpOHCTBa UCTIONIB3YUTE CIEAYIOIINEe KOMAaH/IbI:

Komanna mpocMoTpa CIMCKOB JOCTYyIA!

Router# Shaccess-list

[IpocmoTtp Tekyieit KoH(UTypaluu YCTPOMCTBA W TPUBS3KU CIHCKOB K
uHTEpdencam:

Router# Showrunning-config

[IpocmoTp coxpaHeHHOUW KOH(PUTYpAITUU:

Router# Show configuration

CoxpaHeHHeTeKYyIIeHKOHPUTypaLuu:

Router# write memory

N

Router# copyrunstart

Komannia ynanenus crucka 10CcTymna:

interfaceethernet0/0/0 - BBIOOp HY)XHOTO HHTepdeiica



noaccess-listaomep crmcka —  yJalieHWe COHCKa B BBIOPAHHOM

uHTepdeiice

3aganue 115 paboThl

Co3zpnaiite cxeMy CeTH, KaK MoKa3aHo Ha puc. 1.

Server- erver-PT
Serverl Server2
11.0.0.2/8 12.0.0.2/3
wvewe.mail, .ru ~ WWW, ya.ru
11.0.0.1/8 | 12.0.0.1/8

Fad/0 1541w Falfi

Routerl

— T | o
PC-PT s
compl
11.0.0.11/8 950-24 2950-2 comp3
cpes Switchl Switchz 12.0.0.13/8
Lan 11.0.0.0 Lan 12.0.0.0
F = L '—:’j
PC-PT e
comip2 compd
11.0.0.12/8 12.0.0.14/3

Pucynok 1 - CxeMa kopnopaTUBHOM CETH

3agava (HOMepa MoJICeTel YCTaHABIMBAIOTCS MPEMOAABATEIIEM):

1 - Komnbrotepsl cOMpl u COMP2 J0JKHBI OTKPBIBATH BCE CAWThI, HO UM
3ampelieHo BXOUTh Ha KOMITBIOTEPHI COMP3 u comp4.

2 - Komnbrotepbl COMP3 u COMpP4 IOCTYMHBI APYT JUIsl Ipyra U JOJKHBI
OTKPBIBaTh TOJBKO CalT cBoe ceTH, ceTh 11.0.0.0 s Hux HegocTymnHa.

Co3maguM  CTaHAAPTHBIM  CIHCOK  JOCTyNa, TIA€ YKaXeM [paBuia
OJIOKUPOBKM Ha XOCTbI COMP3 u COMpP4 U NPUMEHUM STOT CIHCOK Ha BBIXOJ

untepdetica Fa0/0.



Bxmrounte mTpUBHIETHPOBAHHBIA PEXUM W BOWAWTE B KOH(UTypaluio
poyrepa:

Routerl>en

Routerl#conft

Co31aaum CTaHIApTHBIN CIIMCOK JOCTYNA U BBEIEM ITpaBuia JOCTyMa:

Routerl(config)#ip access-list standard 10

Router1(config-std-nacl)#deny host 12.0.0.13

Routerl(config-std-nacl)#deny host 12.0.0.14

Routerl(config-std-nacl)#permit any

31ech Mbl paspeliniv Bech TpapuK, 3a HUCKIIOYEHHEM JBYX aJpecoB:
12.0.0.13 1 12.0.0.14.

IIpocMOTpUM CO31@HHBIA CIIMCOK JOCTyla B HAacTpoukax poyrepa. A
ATOTO HAJAO0 BBIUTH M3 pEekKUMa KOH(UTypaluu poyTepa M BBECTU KOMAaHIY
IPOCMOTpa CIMCKOB Ha ycTpoiicTBe shaccess-list:

Routerl#sh access-list

Standard IP access list 10

deny host 12.0.0.13

deny host 12.0.0.14

permit any

Routerl#

[TpuMeHMM cOo3MaHHbBIN CIIMCOK Ha BbIxoa nuTepdeiica Fa0/0:

Routerl#

Routerl#conf t

Routerl(config)#interface fa0/0

Router1(config-if)#ip access-group 10 out

B pesynpTeTe TOro, 4Tro CHUCOK JOCTyna ObLI NPUMEHEH K BBIXOIY
unrepdeiica cetr 11.0.0.0 MbI TOTYUUIIN CIAEAYIOUTYIO TOJTUTUKY JOCTYyTA!

1 — makets1, Bxojasmue Ha poytep u3 cetu 11.0.0.0 monyqaroT 6JI0KUPOBKY

Ha J1Ba BHemHUX ajapeca — 12.0.0.13 u 12.0.0.14;



2 — BCEM BHEIIHMM IIaKeTaM, BXOonmsmuM u3 poyrepa B cerb 11.0.0.0
paspemiaercst Bce, kpome AByx aapecoB - 12.0.0.13 u 12.0.0.14 (3tum anpecam

3amnpenieH Bxoa B ceTh 11.0.0.0)

[IpocMoTpuM mpuBsA3KY coucka jgoctyna K wuHTepdeiicy Fa0/0 B
KOH(UTYpallu poyTepa:

Routerl(config-if)#exit

Routerl(config)#exit

Routerl#

Routerl#shrunning-config

Hcronp3ys JaHHYI0 KOMaHAY, BBl YBHJWTE IIOJHYI KOHQUTYPAIUIO
poyTepa, B TOM YMCJIE ¥ TIPUBSI3KY CIHMCKA JOCTyMNa K KOHKPETHOMY HHTepdeiicy (B
JTAHHOM cJTydae Ha BbIXOJl HHTp(eiica):

interface FastEthernet0/0

ip address 11.0.0.1 255.0.0.0

ip access-group 10 out

duplexauto

speedauto

!

[IpoBepbTe CO3MaHHYIO TMOJUTHKY JOCTynma K pecypcam ceTtd. JlomKHBI
BBITIOTHATHCS CJICAYIONINE TIPaBUa;

1 - kommprOTEPH COMP3 1 COMP4 AOCTYNHBI APYT I IPyra U JOJKHBI
OTKPBIBATh TOJIBKO CAMT cBOeH ceT, BxoA B ceTh 11.0.0.0 um 3a610KHUpOBaH;

2 — cepBepa Server2 mocTyrneH BCeM pecypcaMm CeTH;

3 - koMmmbIOTEpaM COMP1 1 COMP2 1OCTYMHBI BCE PECYPChI, KPOME aJPECOB

12.0.0.13 n 12.0.0.14.

KoHTposbHBIE BOIIPOCHL:

1. Kakue napaMeTppl KOHTPOJIUPYET PACIIMPEHHBIE CIUCKH 10CTyNa?



2. IlpuBenute mpuMeEp KOMaHAbI, pa3pellalolIei Iepeadyy HaKeTOB OT
X0CTa Ha Bce BeO-cepBepa.

3. [lepeuncnure OCHOBHBIE TUIIBI CTUCKOB JOCTYIIA.

4. Yto Takoe mabIOH MacKU TOJCETH W TMPUBEIUTE MPUMEPHI €ro
MCIIOJIb30BAHUS B CIIMCKAaX JIOCTYIIA.

5. Kakoe mnpaBuio o0paboTku ceTreBoro Tpaduka 3adacT CICAYIONIUN
circok moctyma: Ipaccess-list 111 denytcpanyanyeq 80.

6. JlokanpHast ceThb coeqMHEHa ¢ poyrepoM mno uHTepdeiicy Fa0/0, a
BHEUIHsS CeTh coenuHeHa 1o uHtepdeiicy Fal/l. M3 nokanbHOIN ceTH 3ampelieH
BXOJ] BO BHEIIHIOIO CETh, a U3 BHEIIIHEW CeTHU 3ampelieHo Bxoautb Ha FTP cepaep,
PacIooKEHHBIN BO BHYTpPEeHHEN ceTu. J[s peanu3anuu 3TUX MpaBuil ObLIT CO3/1aH
cnucok noctymna. HazoBute nnTepdelic 1 B KakoM HampaBJIeHUH (Ha BXOJ| WJIA Ha
BBIXO/1), K KOTOPOMY CI€AYy€eT MPUMEHUTh CO3[JaHHbII CIHCOK JI0CTYTA.

7. JAns Kakoro BapHaHTa HE MOXET ObITh MPOBEICHO CPaBHEHUE HA OCHOBE
pacIHIMPEHHOTO crrcka npoctyma IP?

- IPOTOKOJ;

- IP agpec otmpaBurerns;

- IP anpec nonyuarens;

- ums (aitna s epeaayu no nporokoy FTP.

8. HazoBure, kakoii mabi1oH Macku cooTBeTcTBYeT cetl 10.16.0.0./12?

9. B cmucke goctyma COIEPKHTCSA cieayroiiee mnpasmio: Permitanyhost
192/168/1/1/it 25. Kakue HOMepa mopToB OHO 00pabaThiBaeT?

10. Hanmummue mpaBuiio A0CTyma AJisl BX0J1a B TIOOYIO CETh Balllel CXEMBI.

CnHCcoK HCTOYHUKOB:

1. . bonu. PykoBoactBo mo Cisco 10S. U3xa. Ilutep, Pycckas Penakius,
2008, 786 c.

2. K. Kennenu, K. I'amunbToH. [IpuHIKIIEI KOMMYyTalMU B JOKAIBHBIX CETAX

Cisco. 13a. Buiesamc, 2003,976 c.



IIpakTnyeckoe 3anarTue Ne 7
KondurypupoBanue BUPTYyaJbHOI JIOKaJIbHOM ceTd VLAN

3ananue. PaccmoTperh OOIIyI0 TEOPHUIO CO3/aHMS BUPTYaJIbHBIX CETEH.
VYSACHUTh CHHTAKCUC KOMaHA Jisl paboThl. [l yKa3aHHBIX HMCXOJHBIX JAHHBIX
IIPOU3BECTU TMOCTPOEHUsI CXeMbl ceTh. HacTpouTh HEOOXOIMMYIO ajpecaluio.
HacTpouth BUpTyanbHbI€ JTOKAJIbHBIE CETU B COOTBETCTBUU C 33JJAHUEM.

KongurypupoBanue BUpTyalIbHbIX CETEi

Buptyansnbsie sokanbHbie ceTd VLAN — 3TO TEXHOJIOTHs, MO3BOJISAIOIIAS
OpPraHU30BbIBATh HECKOJIBKO HE3aBUCUMBIX BHUPTYaJbHBIX CETE€H BHYTPU OIHOU
¢uznyeckoit cetn. C nmomompio VLAN MOXHO BBINOJIHATH TMOKOE pa3HECEeHUe
MOJIB30BATEIIEN IO PA3JIMYHBIM CETMEHTAM CETH C Pa3HOW aJpecaluen, Jaxe eCiau
OHM  TOJKJIIOYEHBl K  €AMHOMY  YCTpPOWCTBY, a  Takxe JApoOUTH
HIMPOKOBEIATEIbHBIE IOMEHBI.

[Mpuniun  opranmzamuu  aByx VLAN Ha oaHOM  KOMMyTaTope

WJUTKOCTPUPYETCS. PUCYHKOM 1.

WLAN 2

HommyTarap yposHe 2
¢ neaaemeod WLAN

VLAN 1
nK2

_

M1
Pucynoxk 1 — Opranuzanus 18yx VLAN Ha ogqHOM KOMMYyTaTope
Kommnbiorepsl 1 u 2 obbenunensl B ogHy VLAN, komnberotepsl 3 u 4

o6benuuensl B Apyryto VLAN. XoTs Bce KOMIBIOTEPHI MOIKIIOUYEHBI K OJJHOMY U

TOMY K€ KOMMYTaTOpY, BCE€ OHM HE CMOTYT 00IIaThCs MEXAy coboil. KommbroTep


http://3.bp.blogspot.com/-almieDyUSk0/UHLqhwd8ffI/AAAAAAAAARs/YCmS1y2l4sA/s1600/vlan.png

HOMEp | CMOKeT OOmaThCs TOJBKO C KOMITBIOTEPOM 2, KOMMbIoTep 3 Oyner
BUJIETH TOJBKO KoMIbioTep 4. To ecTh naHHas cuTyanus OyneT aHaJOrH4YHa TOMY,
KaK €cii Obl Mbl MOJKIIOYMIA KOMIBIOTEPHl 1 M 2 K OIHOMY KOMMYTaTopy, a
KoMObploTepsl 3 ¥ 4 K JApyroMy KOMMYTAaTopy, M HE€ COEIUHWIM Obl 3TH
KOMMYTaTOpbI Mexy coOoi. Kak yerko 3amMeTuTh, B JAaHHOM Cily4ae, TEXHOJIOTUs
VLAN nomorina HaMm pa3feinuTh €IuHYI0 (PU3HYECKYI0 CEeTh Ha HECKOJIBKO
BUPTYaJIbHBIX HE CBSI3aHHBIX MEXIY COOOW ceTeil, MpHU 3TOM KOMIIBIOTEPHI,
HAXOJISAIIUECS B ’TUX BUPTYAJIbHBIX CETSIX, pa0OTAIOT TOYHO TaK ke, KaK 3TO ObLIO
OBl B OOBIYHOM CETH.

Jlnst B3aumoneiictBus yctpoictB B VLAN ceTsx uxX nopTel HaCTpanBarOTCA
crenuanbHbiM 00pa3zoM. CylIecTBYET JiBa THIIAa HACTPOWKH IMOPTOB: HACTPOIKa
nopra B pexume jgocryma (AccessMode) u HacTpoiika MOpTa B PEXKHME
maructpaiu (TrunkMode).

[TopThl gocTynma MNPUMEHSAIOTCS OOBIYHO [Jisi MOAKIIOYEHUS OKOHEYHBIX
YCTPOUCTB. B IIPOCTENIIEM ciydae, opTy  JOCTylla  3aJaercd
onpeneneHHas VLAN, u oH nepenaeT Bech MOCTYNAOUIM Ha HET0 TpapUK UMEHHO
B Hee. [lopThl, K KOTOPHIM MOJKIIOYEHBI KOMIBIOTEPHI 1,2,3 1 4 Ha pUCYHKE 2,
SBJIAIOTCS MOpPTaMH JAocTyna. MaructpajibHble MOPTHl MpeAHa3HAYEHBl JJIs
nepenaun Tpapuka cpasy HeckodbkuX VLAN u 00BIYHO HCHOJB3YIOTCS AJis
COEIMHEHMSI CETEBBIX YCTPOUCTB MEXKTy co00ii. [lopTel 5 060X KOMMYTaTOPOB Ha

PUCYHKE 2, ABISIOTCS MaruCTpajIbHbIMU ITOPTaAMHU.
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Pucynoxk 2 — Ucnionbs3oBaHne MaruCTpajibHbIX IOPTOB U MOPTOB JOCTYIIA

Ha nannom pucynke moptel 1 — 4 paboTatoT B pexxume J0cTymna, mopT 5 — B
pexuMe MarucTpaiu U mnepeaaeT uepe3 cels Tpaduk cpa3y JBYX BUPTYaJbHBIX
nokanbHbIx ceted VLAN 1 u VLAN 2 (1mosTomMy YCIIOBHO Ha PUCYHKE MOPTHI 5
000MX KOMMYTaTOpPOB CBSI3aHbl MEXIY COOOM ABYMS JIMHUAMH, XOTS (DU3HUECKU
3TO — OJIHA JIMHUA).

[lepenaBate Tpaduk VLAN mMexny KoOMMyTaTopamMu MOXHO HE TOJBKO C
MOMOIIbIO MAarCTPaJIbHBIX MOPTOB, HO U C MOMOIIBIO MOPTOB JAOCTYyNA, HO TaK Kak
MOpTHl JIOCTyHa MOTYT TIpomyckaTh Tpadguk Toiabko oaHo VLAN, s
COCIMHEHUS] YCTPOWCTB MEXIy CO0OOM moTpedyeTcss BbIACIEHUE IOPTOB,
KOJIMYECTBO KOTOpPHIX OyAeT paBHO KOJMYECTBY IE€PEIABAEMbBIX MEXKIY
yctporictBamu VLAN. JlanHbI crioco0 0OBIYHO HAXOIUT MPUMEHEHUE TOJHKO B
TOM Cly4yae, €Clidi MEXIy YCTPOWCTBaMH HEOOXOAMMO TmepenaaTh Tpaduk
Hebouboro unciaa VLAN.

Jia Hactpoiiku VLAN HeoOXoaumo mnepeiTh B NPUBUIIETUPOBAHHBIMN

peKUM, BBITOJHUB KoMmaHny enable. HMudopmammio o CymiecTByrOmMX Ha



kommytarope VLAN moxHO, BeioMHUB KoManay Showvlanbrief (moxuo mpocto
shvlbr).

Paccmotpum mpumep coszmanus nByx VLAN Ha ogHoM kommyTtatope. s
3TOr0 MO-TIPE&KHEMY OyZeM HCIOIb30BaTh CETh, MPEICTAaBICHHYIO Ha PHCYHKE
3.10. IlepeiineM B MPUBWICTHMPOBAHHBIA PEXKUM, BBIMOJIHUB KOMaHay enable, u
npocMOTpuM HHGOPMAIIMIO O cyliecTByomux Ha komMmyTtarope VLAN(pucyHOK
3).

B pesynbTaTe BhINOTHEHUS] KOMaH bl Ha 3KkpaHe mosiBuTcs: Homepa VLAN —
nepBelii  cronben;;  HasBanme VLAN - Bropoit  crtonbew; — cocTosiHME
VLAN (paGoTtaeT oHa B JaHHBIII MOMEHT WJU HET) — TPETUH CTOJIOEI, MOPTHI,
npuHaexanme Kk ganHod VLAN — gerBepthiii cronben. Kak Mbl BUIuUM, MO
yMOJTYaHUIO0 Ha kKoMMyTaTope cymectByeT nsate VLAN . Bece moptel koMMmyTaTopa
no ymoyuanuro npuHagiexar VLAN 1. Ocranpabie yetsipe VLAN sBustoTcs
CITy>k€OHBIMH U UCTIONB3YIOTCSI HE OYEHB YacTo.

I0% Command Line Interface

Switchran
Switchfshow wlan brief

VLAN Name Btatus Ports

1 defanlt active Fals1, FaO/z, FalOf3, Fals4
Falys5, Falf&, Fals7, Falsg
Falys2, Falys1l0, Fadys11l, FalO/s1E
Falys13, Fali1l4, FalslE, FalOs1le
Falys17, Fadysla, Fals1%, Falsz0
FalsZ1, Fali/2z, Falszz, Falszd
Giglsl, Gigl/:s

100z fddi-default active
10032 token-ring-defanlt active
1004 fddinet-default active
1005 trnet-default active
Bwritch# b

[ Copy H Paszte

Pucynok 3 — [Ipocmotp kondpurypaunu VLAN



Jlnia peanu3anuu ceTd, KOTOPYIO MBI 3aIlVIaHUPOBAIU CAENaTh, CO3/IaNM Ha
koMmyTtaTope eme ase VLAN. Jlng 3Toro B NPUBUIETHPOBAHHOM PEKHAME
HEOOXOJMMO BBIMIOJIHUTH KOMaHay CONft mis mepexoma B pekuM TI00AIBLHOTO
KoH(urypoBanus. Beogum komanmy vlan 2. JlanHoii KOMaHIOW co3gaeTcs Ha
kommyTtatope VLAN ¢ Homepom 2. Ykazarenb BBoaa Switch(config)# nzmenurcs
Ha Switch(config-vlan)#, 3T0 cBUIETENBCTBYET O TOM, YTO KOHPUTYPUPYETCS YiKe
HE BEChb KOMMYTaTop B LEJIOM, a Toibko oTaenbHasVLAN, B gaHHOM ciydae
Homep 2. Eciu wmcronp3oBath komanay «Vlanx», rme X momep VLAN, korma
VLANX emie He co3gaHa Ha KOMMyTaTope, TO OHa OyJIeT aBTOMATHYECKH CO3/1aHa
U OyZIeT OCYIIECTBIIEH NEPEX0]l K €€ KOHPUTYPUPOBAHUIO.

Jns  pemieHus — MOCTABICHHOW — 3aJaud  KOMMYTaTtop  HE0OXOauMO
CKOH(UTYpPUPOBATh CIACAYIOLUIUM 00pa30M.

Switch(config)#vlan 2

Switch(config-vlan)#name subnet_192

Switch(config)#interface range fastEthernet 0/1-2

Switch(config-if-range)#switchport mode access

Switch(config-if-range)#switchport access vian 2

Paz6epem nannyro koHdurypanum. Kak yxe roBopusioch paHee, KOMaHI0H
vlan 2 mer cosmaem Ha kommyrtatope HOBYOVLAN c¢ Homepom 2. Komanna
namesubnet 192 mnpucamBaer mms subnet 192 BuptyanpHO#t cetn HOMep 2.
Bemonnsas komangy interfacerangefastEthernet 0/1-2, ™Mb mepexomum K
KoHpurypupoBanuio wuHTepdeiicop  fastEthernet 0/1 wu fastEthernet 0/2
koMmMmyTaTopa. KiroueBoe ci10BO range B JaHHOW KOMaHJIe YKa3bIBaeT Ha TO, YTO
MBI OyZieM KOH(pUTYypupoBaTh HE OJWH €IWHCTBEHHBIM MOPT, a IEJbI JUama3oH
MOPTOB, B IPUHIIUIIE €€ MOKHO HE UCII0JIb30BaTh, HO TOTJA MOCIEIHUE TPU CTPOKU
MPUJIETCS] 3aMEHUTH Ha:

Switch(config)#interface fastEthernet 0/1

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 2

Switch(config)#interface fastEthernet 0/2



Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
switchportmodeaccess

Komanna BBIOpaHHBIN

KOH(PUTYpUPYET
KOMMYyTaTopa, kak nmopt gocryna. Komanma switchportaccessVLAN 2 ykasbiBaer,

nopT

YTO JIaHHBINA MOPT sBJsAETCS opToMm octyna st VLAN Homep 2.

Kak u B npeapaynmux npumMepax, KOMaHJpl MOKHO HaOMpaTh COKPAIIEHHO,
KpoMme Toro, Bmecto fastEthernet moxno ucnonb3oBaTh 0603HaueHue fa.

ITpocMoTpuM  pe3ynbTaT  KOH(UIYpUPOBaHHUS, BBIIOJHUB  KOMAHIY
showvlanbr eme pa3, pucynox 4.

W3 pucyHka BUAHO, 4yTO B KOMMyTatope mnossuiach BTopas VLAN c
umeneMm subnet 192, x kotopoit otHocsTcs moptel 0/1 u 0/2.

Jlanee aHajgormyHbIM 0oOpa3oM co3aamaum Vlan 3 ¢ umeHem subnet 172, u

claenaeM ero rmopramu goctymna natepdericer fastEthernet 0/3 u fastEthernet 0/4.

105 Command Line Interface
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Switchiconfig-vlan) fint range fa 0/1-Z 4

Switchiconfig-if-range) fswitchport mode access

Switchiconfig-if-range) fswitchport access wlan 2

Switchiconfig-if-range) fexit

Switchiconfig) fexit

(3Y3-5-CONFIG I: Conficured from console by console

Switchffish vl br

VLAN Name Btatus Ports

1 defanlt actiwe FalOs3, Falf4, Fals5, Falsf&
FaOs7, FaOs2, FalO/f2, FalOsl0o
Fans11, FaOf1lz, FaO/S13, FalOsf1l4
Fanys1lE, FaOfle, FaO/S17, FalOflg
Fanys1l2, FaOsz0, FaO/fEl, Falfz:z
Fal/fE3, FalOfE4, Giglsfl, Gigl/E

Z subnet_ 1592 active Fanysl, Fals:z

100z fddi-defaunlt actiwe

1003 token-ring-default actiwve

1004 fddinet-defanlt actiwe

1005 trnet-defanlt active

Switchif b

[ Copy ” Paste

Pucynox 4 — IIpocmotp konpurypauun VLAN



COOTBETCTBEHHO, KOMIBIOTEPHI, HAXOJSANIUECS B PA3HBIX BHUPTYAIbHBIX
ceTsx, OyAyT HEIOCTYIHBI JAPYT APYTY, YTO JETKO MPOBEPUTH C UCIOJIB30BAHUEM
YTHIUTHI PiNg.

HauGonpiryto mpakTH4eCcKyr0 1EHHOCTh MPEACTaBIsAeT KOHPUTypUpOBaHUE
VLAN Ha HECKOJBKHX KOMMYTaTOpaX C HCIOJIb30BaHUEM MarucTpaibHbIX
MIOPTOB, KaK 3TO WILIIOCTPUPYETCS PUCYHKOM 2. PaccMoTpuM KOHUTypHupOBaHHE
KOMMYTATOpPOB B 3TOM cClTydae.

PaccMoTpuM ceTh, MOKa3aHHYIO Ha PUCYHKE 5.

192.168.1.124 192 168.1.2724

ik

192.168.1.101724 192.168,1.102724

VLAM 3

WLAK 4

VLAMN 2

Pucynok 5 — KonduryprupoBanue KoMMyTaTOpPOB

[lo ananoruu ¢ mpeapIIyIIUM NPUMEPOM MPOU3BEAEM KOH(GUTYPUPOBAHUE
000MX KOMMYTaTOPOB:

Switch(config)#vlan 2

Switch(config-vlan)#name subnet_2

Switch(config-vlan)#intfa 0/1

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 2

Switch(config-if)#exit


http://2.bp.blogspot.com/-sAfmpMiV9eY/UHw1kKxu-YI/AAAAAAAAAWw/hpxXvR1gkgE/s1600/vlan_trunk.png

Switch(config)#vlan 3

Switch(config-vlan)#name subnet_3

Switch(config-vlan)#intfa 0/2

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 3

Switch(config-if)#exit

Switch(config)#vlan 4

Switch(config-vlan)#name subnet_4

Switch(config-vlan)#intfa 0/4

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 4

Switch(config-if)#exit

Kak crnenyer U3 mepeyHss KOMaHJ, Ha 000OUX KOMMYTAaTOpax CO3JIaHbl TPU
VLAN. Tenepp HE0OXOIMMO CKOH(PUTYPUPOBATH HA TPETHEM IMOPTY KAXKAOTO U3
KOMMYTaTOPOB MarucCTPaJIbHBIN PEKUM:

Switch(config)#intfa 0/3

Switch(config-if)# switchport mode trunk

B pesynbrare Tpaduk Bcex Tpex co3nanubix panee VLAN OyaeT mpoxoauTh
yepes nopr 3.

Wcnonp3ys Ha mHTepdeiice komanay Switchportmodetrunk, mer mepesesu
€ro B MaruCTPaJIbHBIM PEXHUM, B KOTOPOM HHTEepdeic MmporyckaeT uepes3 ceds
Tpaguk Bcex cymecTByromx Ha kommyrtatope VLAN, HO mHOrga HeoOXoaumo
nepeaaBaTh 4epe3 naHHbIM uHTepdeiic Tpaduk He Bcex VLAN, a nwmmb
HEKOTOPBIX. /[y 5TOr0 Ha 00O0MX KOMMYTAaTOPOB BBHIMTOJTHUM KOMaH/IBI:

Switch(config)#interfacefastEthernet 0/3

Switch(config-if)#switchport trunk allowed vlan 2-3

Komanma "switchporttrunkallowedvlan 2-3" ykaspiBaeT MarucTpalibHOMY
nopty kommytatopa, Tpaduk kakux VLAN emy mpomyckate uepe3 cebs. Ilocie
TOT0, KaKk OyJeT BBINIOJIHEHA 3Ta KoMaHaa, kommbioTep PC4 nomkeH mepecTarb

Buzeth kommbiorep PCS. Komanma "switchporttrunkallowedvlan" mpu cBoem



UCITOJIb30BAaHUU KaXAbIA pa3 3a4acT pa3pelieHHbIe MOPTHI 3aHOBO, TO €CTh €CIIU
BBITIOJTHUTH KoMaH Tty Switchporttrunkallowedvlan 5, a moTom BBITOJTHATE KOMaHTY
switchporttrunkallowedvlan 6, To pa3pemennsiM okaxkercst Toibko Tpapuk VLAN
Homep 6. [Ins poGaBnenus VLAN k coucky pa3pelieHHBIX CIYXUT KOMaHJa
switchporttrunkallowedvlanx, raoe X sHomep moodasisemoro VLAN. [{ns ynanenus
VLAN u3 CITHCKa pa3pelIeHHbIX UCIIOJIB3YEeTCs KOMaH1a
switchporttrunkallowedvlanremovex, roe X womep ymamsemoro VLAN. s
npocMoTpa HH(OpMAMU O HACTPOEHHBIX HAa KOMMYTaTOpE MarucTpajbHBIX
nopTax CIyKUT KoMaHaa showinttrunk.

Takum o0Opa3oM, C HCIONB30BAHHEM KOMMYTaTOPOB BTOPOTO YPOBHS
EMHYIO CETh MOYHO Pa3JeIUTh HA BUPTyaIbHbIE CETH C U30JUPOBAHHBIM JIPYT OT
apyra tpadgukoMm. OpHako Ha NPAKTHKE YacTO BO3HUKAIOT 3aJayd THOKOTro
oobenuHeHuss Heckodbkux VLAN wmexnay coboil. Oty 3amauy pemniaror
MapIIpyTU3aTOpPbl M KOMMYTaTOphl ~TPETHETO YpPOBHS, KOTOpBIE OYIyT
PacCMOTPEHBI HUXKE.

Heo6xoammo oTMETHTD, UTO paCCMOTpPEHHAs! BbIlIE TepMUHOJIOTHS (ACCESS-
nopT, Trunk-mopt) xapakTepHa TOJbKO s ycTpoictB CiscoSystems. B psae
CJIydaeB MOPTHI, CIOCOOHBIEC MPOMyCKaTh uepe3 ceds Tpaduk Heckoabkux VLAN,
Ha3bIBAIOTCS TArUpoBaHHbIME (tagging). OOBsICHIETCS 3TO TEM, YTO TAKOW MOPT
nepen nepefadei Kaapa MOMENIAeT B HEro JOMOJHUTENbHYI0 HHPOPMAIUIO (T3r),
aHAIM3UPYsI KOTOPYIO, NMPUHUMAIOIIMNA TOPT MMEET BO3MOXKHOCThH OIPEAEIIUThH
HoMep VLAN, k koTopoit 3ToT kaap otHOcUTCsl. COOTBETCTBEHHO, TPUHUMAIOLIUN
HOPT 3TOT TAT YJAJSET.

[TopTel, HE BHOCSIIME U3MEHEHUI B nepeaaBaeMble Kaapbl (ACCESS-TIOPTHI B

tepmuHojoruu CiSCO), Ha3bIBAIOTCS HETATUPOBaHHBIME (UNtagging).

3aganue 11 paboThI.
Kaxx1p1il CTy/IEHT BBITIONHIET MPOEKT B OAHOM BapHaHTE, HOMEp BapuaHTa
ompenaeysieTcss mocieaHen 1udpon cryaeHdeckoro Ousera (Cb) u  onHoM

nocienueit mudpoit rexymero roaa (I).



Buemmnmii IP-agpec kiacca B mpoektupyemoii ceTu BRIOUpAETCss UCXO U3

Tabmuiel 1.

Ta6nuna 1 — BuemnuiilP-anpec npoektupyeMoii ceTu

Cb IP-anpec Cb IP-anpec
1 135.12.00 6 214.125.0.0
2 128.34.0.0 7 138.234.0.0
3 65.20.0.0 8 85.76.0.0
4 112.38.0.0 9 75.89.0.0
5 94.56.0.0 0 76.94.0.0

KonnuecTBo BUPTYaNnbHBIX JIOKAJBHBIX CETEN MPEICTaBICHO B Ta0IuIe 2.

Tabnuna 2 — KoanuecTBo BUPTYalbHBIX JIOKAJIbHBIX CETEH

Cb Koxa-Bo VLAN Cb Kom-Bo VLAN
1 5 6 7
2 6 7 8
3 4 8 12
4 9 9 11
5 10 0 3

BHYTpCHHH}I aapecanusa CCTHU JOJDKHA HMCIIOJIb30BAThH YACTHBIC aJpeca

kiaacca C, 70 pasfeneHus MPOSKTUPYEMOH CeTH Ha TMOJCETH aJpec CEeTH

ompeeIIsieTCsl UCX0/1s1 U3 3HaueHus [' B cooTBeTCTBUM ¢ Tabiuieit 3.

Ta6nuna 3 — BuyTpeHHss agpecanusi IpOeKTUPYEMOU CEeTH

r
1,0 2,9 3,6 4,7 8,5
192.168.10.0 | 192.168.15.0 | 192.168.20.0 | 192.168.25.0 | 192.168.30.0

KomuuectBo mnonws3oBateneit kaxaoit VLAN omnpexpensercs kak cymma
Cb+5. Hanpuwmep, crygent ¢ Cb 12 nmpoekTupyer ceTh, y KOTOPOH KOJIMYECTBO

nmoJib3oBareneit B kaxxaod VLAN nomxkHO OBITE HE MEHBIIIE

1+2+5=7.



VLAN opranusyoorcst Ha 0a3e KOMMYTaTOpOB, MOAAEP>KUBAIOIIUX JTAHHYIO

TexHoJoruto.  Pasnenenne  aapecHoro  mpoctpanctBa  Mexay — VLAN

OCYILIECTBIISIETCS C HCIOJb30BaHMEM Macku TmepeMeHHor mmHbel (VLSM) ¢

y4€TOM TaOJIMIIBI 2 U KOJIMYECTBA MOJIb30BaTENeH.

KoHTpobHBIE BONIPOCHL:

1.

Jns 4yero co3MarTCABUPTYAJbHBIE JIOKAIBHBIE CETHU M KAaKOBBI MX
JIOCTOMHCTBA?

Kak cBs3wiBatorcs Mexay coboit VLAN u mopTsl kommyTaTopa?

Kak oOecrnieunBaercs oOleHHE MEXAY y31aMHU pa3HbIX BUPTYaJIbHBIX
ceTen?

Kak oOecnieunBaeTcsi ymnpaBjieHUE BHUPTYaJIbHBIMU JIOKAJIbHBIMU
ceTsMu’?

Moxno s noctpouts VLAN Ha HECKOJBKMXKOMMYTAaTOpax MU Kak
ATO c/ienaTh?

Hnsa yero ciayxutr wuneHtudukarop kampa (tag) u rae oH
pasMeraercs?

UTo Tako€ TPaHKOBBIN MOPT U 3a4EM OH CO3AAETCS?

Kak oOH co3maercs TpaHKOBBIM TOPT Ha KOMMYyTaTope U
MapupyTuszaTope?

Kakne KkomaHzapl wucnonb3yrorcs s HasHaueHus VLAN Ha

uHTepderce?

10.Kakue KOMaH/bI HCIIOJIB3YIOTCA JJIs1 CO3JaHuA TPaHKOBBIX

coeHEeHun"?

11.Kakue koMaH bl UCTIONB3YIOTCS 11l Bepudukammu VLAN?



	МЕТОДИЧЕСКИЕУКАЗАНИЯ
	К ПРАКТИЧЕСКИМ ЗАНЯТИЯМ

	Данное методическое  пособие предназначено для обеспечения проведения практических занятий со студентами направления подготовки 11.03.02 Инфокоммуникационные технологии и системы связи, профиль  Защищенные инфокоммуникационные системы, квалификации «б...
	Пособие обеспечивает получение практических навыков  по основополагающим вопросам изучаемой дисциплины.

