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JlaGopaTopHast paGora 1. UcciaenoBanue CBOMCTB MeKCETEBOI0 IKPaHa ¢

MAKETHOM

¢punbTpanuen

1.1 Lenb pabotsr: [lonydeHue HaBHIKOB KOHPUTYPUPOBAHUS MEKCETEBOTO

9KpaHa C IMaKETHOM q)HHBTpaHHGﬁ N UCCIICOOBAHUC CTO CBOMCTB.

1.2 IlepeueHb 000pPynOBaHUS:

Mapuipytuzaropst Cisco;
[IK ¢ ycranosnenusim [1O Cisco Packet Tracer;

JlokanpHasa ceTh.

1.3 3aganue:

B Cisco Packet Tracer co3narh ceTb, COCTOSIITYIO U3 TIATH TTojaceTeil. B
OTHOM M3 IOJCETEW YCTAaHOBUTH JIBAa CEpPBEpPA, OAUH M3 KOTOPBIX
JOJKeH OBITh ckoHGurypupoBan kak FTP, a npyroii — kak WEB-
cepsep.

BceMm kommnbrorepam noacetu 192.169.X.0 (rne X — HOMep CTyzeHTa B
CIMCKE TPYIIIbl) IPEAOCTaBUTh MOJIHBIM TOCTYI KO BCEM CEpBEPAM.
Bcem xommbrorepam noacetu 192.169.X+1.0 npenoctaButh AOCTYI
tonbko Kk FTP-cepBepy nmo nporokomy FTP.

Bcem xommbrorepam noacetu 192.169.X+2.0 mpenoctaBuTh HOCTyI
toiibko K WEB-cepsepy.

KoMmmneroTepaMm ocTaBmIencss MOACETH 3aIPETUTh AOCTYII K BHEIIHUM

pecypcam.

1.4 YkazaHus K MpOBEICHUIO PaOOTHI.

Kak usBectHo [7], pa3aenstor mexxcereBbie skpanbl (FireWall) ¢ makerHoi

bunpTpanMel U ¢ COXpaHEHUEM COCTOSIHUHM (dKpaHbl TPHUKIATHOTO YPOBHS).

PaccMoTpuM cHayvasna ucroJib30BaHUE MaKeTHON (QUIIbTPALIMH.

MexceTreBble 3KpaHbl ¢ (UIbTpaIMel MaKeTOB MPEACTaBISIOT COOOi

Mapipytuzatopsl (Hanpumep, CiSCO) mwim paboTaroliye Ha cepBepe MPOrpaMMblI,

CKOH(UTYpHUPOBAaHHbIE TaKuM 00pa3oM, 4YTOObl (QWIHTPOBATH BXOMAAIIME U

HCXOOAIINEC ITAKCTHI. HOBTOMy TAaKHMC OKpaHbl HA3BIBAIOT HMHOI'Ad ITIdaKCTHBIMH



¢unbrpamu. OuibTpanus ocylecTBiseTcs myTeM aHanuza [P-angpeca ucrounuka u
noyyyarens, a Takxke noptoB Bxoaamux TCP- u UDP-cerMeHTOB 1 cpaBHEHUEM UX
C CKOH(UTYPUPOBAHHOW TabNMIIeld MpaBuil. DTH MEXKCETEBbIE dKPaHbl MPOCTHI B
UCIIOJIb30BAaHUM,  JICIIEBBI,  OKAa3bIBAIOT  MHUHUMAJbHOE  BIMSHUE  Ha
MIPOU3BOJIUTEIIBHOCTh  BBIYMCIUTENBHON cHUCTEMBl. (OCHOBHBIM HENOCTAaTKOM
ABIIETCS WX YA3BUMOCTh IIpu mnoaMeHe azapecoB IP. Bo Bcerl muHenke
obopynoBanus CisSCO Systems nmaketHast GUIBTpaIs peaTn30BaHa C IIOMOIIBIO TaK
Ha3bIBACMBIX CIIMCKOB KOHTPOJIs gocTyma (Access Control List).

Crucku noctyna ACL MoryT ObITh CO3/1aHBI JJIS BCEX CETEBBIX MPOTOKOJIOB,
(GYyHKUMOHUPYIOIIMX Ha MapupyTtuszarope, Hampumep [P wmm [PX, wu
YCTaHaBIMBAIOTCA Ha MHTEpdeiicax MapHIpyTU3aTOPOB. 3alpeT WK pa3pelieHue
CETEBOT0 Tpauka yepe3 uHTepPeic MappyTH3aTOpa peaan3yeTcss Ha OCHOBAHUH
aHalIM3a COBIIAJICHUS OIPEACIICHHBIX YCIOBHW. /[l 3TOro cmmcku pocryna
IIPEACTABIAIOTCA B BUJE IOCIEHOBATENBHBIX 3alMCEH, B KOTOPBIX HCIOJIB3YIOT
aapeca U mnpoTokoybl. CereBble (GUIABTPHI (CHUCKH JOCTYIA) CO3JAIOTCS IS
BXOJSIIMX WIM UCXOASIIMX ITAKETOB HA OCHOBAHWM AHAIM3UPYEMBIX I1ApaMETPOB
(ampeca uCTOYHMKA, aJpeca Ha3HAYEHHs], MPOTOKOJA W HOMEpa MOpTa BEPXHETO

YpOBHSI), yKa3aHHbIX B criucke noctyna ACL (pucynok 1.1).

3aromoBoOK Jar 0 T0BOK 3aronoBok Home
Kalpa TMaKeTa CerMeHTa JTAHHBLX

Homep mop1a

Hpotoxon | IlpumaTie | Peymt
pemeHIATPH [ *
TecTHpoBaHIH | Deny

Anpec HCTOUHIKA MakeTa =

k. J

;l(]_-[l} ¢ ¢ HaSHAUZHITA

k.

Pucynok 1.1 — Ananu3 3arosoBKOB nakera



Kax BuaHO u3 pucyska 1.1, Ha OCHOBE IPOBEIEHHOIO aHAJIN3a CIYKEOHOM
uHbOpMaIlMK, YCTPOWCTBO, peaIM3yIollee MEXKCETEBOE  JKpPaHUpPOBAHHE,
IPUHUMAET PEIICHUE O JajbHeiel nepeaade (permit) win o duasTpanuu (deny).

Crucku noctyna MOTYT OBITh OIpeneeHbl A1 KaKI0ro YCTaHOBICHHOTO
Ha MHTepdelice MPOTOKOoJIa M JUIs KaXJO0ro HAlpaBlE€HUS CETEBOro Tpaduka
(ucxonsuero u Bxoaauiero). [loatomy s BXOIAIIET0 M UCXOAAILIETO TPapHUKOB
yepe3 UHTepQeiic co3aat0TCsl OTACIbHBIE CTIUCKH.

Eciu cnucku poctyna He (QOpMHUPYIOTCS Ha MapUIpyTH3aTOpe, TO BCE
MPOXOAIINE Yepe3 MapIIPyTHU3aTOP MaKeThl OyAyT UMETh JOCTYII K CETH.

Cmucok noctyna ACL cocTtaBnsieTcs U3 yTBepKaeHul (yCcaoBuil), KOTOpbIE
ONPENEISIIOT, CIAEAYET JIM MAKEThl NPUHUMAaTh WM OTKIOHATh BO BXOJHBIX H
BBIXOJIHBIX HHTep(Peiicax mapuipytusaTtopa. [Iporpammuoe obecnieuenue [0S Cisco
IIPOBEPSAET MakKeT IIOCIEN0BATEIbHO IO KaXJAOMy YycioBHuio. Ecmm ycnosue,
paspemaroniee IpoJBHKEHHUE IIAKETa, PACIOJIOKEHO HAaBEPXy CIMCKA, HUKAKHE
yCIIOBHSI, 100ABJIEHHBIE HIKE €r0, HE OYIyT 3alpeniaTh NpoABMKEHUE akeTa. Eciu
B CIIUCKE JOCTYIa HEOOXOAUMBI JOIOJIHUTENbHBIE YCIOBUS, TO CIHMCOK LIETUKOM
JIOJIKEH OBITh yIAJIEH U CO3aH HOBBIM C HOBBIMH YCJIOBHSIMHU.

QOYHKIMOHUPOBAHUE MAapUIPyTHU3aTOpa IO IPOBEPKE COOTBETCTBHSA
OPUHATOTO MakeTa TPeOOBAaHUSM CIHCKAa JOCTyHa MPOU3BOJIUTCS CIEAYIOLIUM
oOpa3zom. Korga kaznp moctymaer Ha uHTepdelic, MapmpyTuzatop mnposepsieT |P-
anpec. Ecnm anpec Ha3HayeHHMs COOTBETCTBYET ajapecy uHTepdelica, TO
MapIIpyTU3aTOp M3BJIEKAET (JIEKAINCYJIUPyeT) U3 KaJapa MakeT U MPOBEPSET €ro Ha
cooTBercTBHE ycnoBusaM cnucka ACL BxogHoro mnTepdeiica. [Ipu oTcyrcTBuM
3amnpera WK OTCYTCTBHH CIMCKA JOCTYIA NMAKET MHKAICYIUPYETCS B HOBBIA KaJIp
BTOPOTO YPOBHS U OTHPABISETCA UHTEPPEICY CIeAYIONIETro YCTPOUCTRA.

[TIpoBepka ycinoBuil (yTBEpXKIAEHUN) COUCKA JOCTyNa MPOU3BOJUTCS
nocnenoBarenbHo. Eciiu Tekyliee yTBep:kIeHHEe BEpHO, MakeT oOpabaThiBaeTCs B
COOTBETCTBUM ¢ KOMaHIaMH Permit wim deny crnmcka J0CTyma, ocTajlbHash 4acTh

ycinoBuit ACL ne npoBepsiercs. Ecnu Bce yrBepxkaenuss ACL HeBepHBI, TO HESBHO



3aJjlaHHas 10 YMOJYaHHUIO KoMaHaa deny any (3ampeTuTh BCe OCTAILHOE) B KOHIIC
CIIUCKA HE MO3BOJIUT TEPEIaBaTh JAJbIIE M0 CETH HECOOTBETCTBYIOMINE MTAKETHI.
CyIiecTBYIOT pa3HblE THITBI CIHUCKOB JOCTyMa: cTaHmapTHele (standard
ACLsS), pacmpennsie (extended ACLs) m umeHoBannbie (named ACLs). Korma
CIHMCOK JTOCTyTa KOHQUTYPUPYETCS Ha MapIIPyTH3ATOPE, KAXKIBIN CITHCOK OJIKCH
UMETh YHUKAJIbHBIA WACHTU(UKAIIMOHHBIA HOMEp WM YHUKalbHOEe MMs. Homep
UACHTUGUIIMPYET THUI CO3AAHHOTO CIHCKA JOCTYMa W JOJKEH HAXOIUTHCA B
npejenax onpeaeeHHOro Juarna3ona, 3aJaHHOTO JUIst TOTO TUTIA CTIMCKa (Tadymia

1.1).

Ta6muna 1.1 — Jlnana3onsl uaeHTHGuKanoHHBIX HOMepoB ACL

Jlnana3oH HOMEpPOB HazBanme cnimcka gocrymna
1-99 IP standard access-list
100-199 [P extended access-list
1300-1999 IP standard access-list (extended range)
2000-2699 IP extended access-list (extended range)
600-699 Appletalk access-list
800-899 IPX standard access-list
900-999 IPX extended access-list

B crammaptHOM crmmcke goctyna Juisl TpWHATHS pemnieHus B |P-makere
aHAIM3UPYETCA TOJILKO aJpec MCTOYHHMKA COOOIIEHUs, YTOOBI (DUILTPOBATH CETh
(IPX-cranmapT MoxeT GPUIBTPOBATh KaK apec UCTOYHUKA, TAK U HA3HAUCHMUS).

Pacmmpennsie cniucku goctyna (Extended Access Lists) mposepsitoT kax [P-
aJipec UCTOYHUKA, Tak u [P-anpec Ha3HayeHUs, TTOJI€ IPOTOKOJIA B 3aTOJIOBKE MaKeTa
CETEBOTO YPOBHS M HOMEP MOpPTa B 3ar0JIOBKE TPAHCIIOPTHOTO YPOBHHI.

Takum oOpazom, IS KaXJOTO MPOTOKONA, HJIsi KaXKJIOTO HAmpaBJICHUS

TpaduKa U ISl KaXKI0ro uHTepdeiica MoKeT ObITh CO3[]aH CBOM CIHMCOK JOCTYIIA.




Ucxopsmue ¢GuabTpel HE 3aTparuBaioT TpaduK, KOTOPBIM HIAET U3 MECTHOTO
MapuipyTH3aTopa.

N3 pexoMeHmanuii Mo yCTAHOBKE CIIMCKOB JOCTyHa MOXHO OTMETHUTH
cienytomiee. CTaHAAPTHBIE CIUCKU JOCTYIa PEKOMEHJYETCS YCTaHABIMBATH IO
BO3MOXKHOCTH OJIIDKE€ K ajJipecaTy Ha3HAuYeHHUs, a paclIUpeHHble — OJIKe K
UCTOYHUKY. [loaTOMy cCTaHJapTHBIE CIHMCKM JIOCTYNa JOJDKHBI OJIIOKHPOBATh
YCTPOMCTBO HA3HAYEHHS] M pacHojiaratbCsi MOOJMMKE K 3alUIlaeMoil ceTu, a
paCUIMpPEHHbIE CIUCKHU JIOCTYMA JAOHKHBI ObITh YCTAaHOBJICHBI OJM3KO K UCTOUHHUKY
COOOIIIEHUH.

Cnucok poctyna nporu3BOAUT (PUIBTPALIMIO TAKETOB MO MOPSAKY, TO3TOMY
B CTpPOKax CIIMCKOB CIEAyeT 3ajlaBaTh YCJIOBHS (UIbTpAallUM, HAYMHAS OT
cnequ(pUYeCcKUX YCJIOBUM M 3aKaHYMBasg OOMIMMH. YCJIOBHS CHOUCKAa J0OCTyNa
o0pabaThIBatOTCs MOCIEA0BATENbHO OT BEPIIMHBI CIMCKa K OCHOBAHMIO, TIOKa HE
OyAeT HalJeHO COOTBETCTBYMOIIEe yciaoBue. Ecinu Hukakoe yclioBue HE HalJeHO,
TOT/Ia TIAKET OTKJIOHSETCS] U YHUUTOXKAETCSI, IIOCKOJIbKY HesiBHOE ycinoBue deny any
(3ampeTuTh BCE OCTaJbHOE) MPHUCYTCTBYET HESIBHO B KOHLE JIIOOOro CIHHMCKa
noctyna. He ynoBimeTBopsmonui CHUCKYy O0CTyna MakeT mnporokona [P Oymer
OTKJIOHEH M YHHUYTOXXEH, MPH 3TOM OTIPaBUTENIO OyAeT MOCIaHO COOOIIEHHE
ICMP. HoBele 3anucu (JTMHUK) BCeTa J00ABISIOTCS B KOHIIE CIMCKA JOCTYIIA.

KoHpuryprpoBaHue ClUCKOB IOCTYIa MPOU3BOJUTCS B JBa dTara:

1. Co3pnaHue criMcka I0CTyNa B peXUMe II00aIbHOT0 KOHPUTYPUPOBAHHUS.

2. IlpuBs3ka crimcka qoctyna K HHTepQeicy B pekuMe AeTaabHOTO

KOH(UrypupoBaHus uHTepdeiica.

dopmat KOMaHbl CO3JIaHMS CTAHIAPTHOTO CITMCKA JOCTYIA CIICTYFOIIUH:

Router(config)#access-list {Ne} {permit / deny} {axpec ncrounuxa}.

Crucku  JocTynma MOryT (UIbTpOBaTh KakK TpaduK, BXOIAIIMA B
MapmipyTtu3atop (in), Tak ¥ TpapuK, HUCXONAIMNA W3 MapuipyTtuzatopa (out).
Hanpasiienue Tpaduka yka3plBaeTCs MPHU MPUBS3KE CIIHMCKA JOCTYIA K HHTEpQEiCy.

dopmaT KOMaH]Ibl TPUBS3KHU CIIUCKA K MHTEp(PEINCY CIIeTyIOMIHiA:



Router(config-if)#{mpoToxoa} access-group {momep} {in nau out}.

[Tocne nOpuBS3KH CHHUCKA JOCTYyINa €ro COACPKUMOE HE MOXKET ObITh
n3MeHeHo. He y1oBieTBOpAIONIMIi aMUHUCTpATOPa CIUCOK JIOCTYIIA JOJIKEH ObITh
ylIajaeH KoMaH1oi NO access-list m 3arem co3nan 3aHOBO.

PacimpeHHblif CIUCOK TOCTYIAa CO3/Ia€TCsl KOMaHI0M:

Router(config)#access-list {Ne} {permit / deny} {rpancn.nporoxo.J}
{anp.uct} {aap.nmou.} eq {Ne mopra uiu Ha3BaHHMe NMPHUKJIATHOTO MPOTOKOJIa}

[IpaBuna Ha3HAUEHHUSA B CHUCKE JIOCTYyNa HOMeEpa Mopra (UM, 4TO TOXKE
caMmoe, TPUKJIaJHOTO MPOTOKOJIA) MPEICTaBICHBI B Tabuie 1.2.

Tabnuua 1.2 — [IpaBuna Ha3HaYEHUs TPUKIIAIHBIX TPOTOKOJIOB

O6o3HavyeHue JleiicTBue

Itn Bce HOoMepa mopToB, MEHBIIIHE N.

gtn Bce Homepa mopToB, OobIIHe N.

eqn ITopt n

neq n Bce mopThl, 3a HCKJIIOYCHHEM .
range n m Bce mopTel OT n 10 m BKIIOYUTEIBHO.

PacnipocTpaHeHHble MPUKIaAHBIE MPOTOKOJbI U COOTBETCTBYIOIIME UM
CTaHJIapTHBIE HOMEpAa MOPTOB MPUBEJEHHI B Tabnuiie 1.3.

Tabnuma 1.3 — HoMepa mopToB HEKOTOPBIX MPUKIATHBIX TPOTOKOJIOB

Homep Tpancnoptaslii | [IpukitagHON MPOTOKON KntoueBoe cimoBo B
nopTa POTOKOJ KOMaH/Jie access-list
20 TCP FTP data ftp data

21 TCP VYrpasnenue cepsepom FTP | ftp

22 TCP SSH

23 TCP Telnet telnet

25 TCP SMTP Smtp

53 UDP, TCP DNS Domain

67, 68 UDP DHCP nameserver

69 UDP TFTP Tftp

80, 8080 | TCP HTTP (WWW) WWW

110 TCP POP3 pop3

161 UDP SNMP Snmp




Paccmotpum npumep co3maHusi CTaHAAPTHOTO CIKACKA JOCTyNa ISl CETH,

cxema KOTOpOH Moka3aHa Ha pucyHke 1.2. Ha pucyHke ykakem y3i1bl, HAXOSIIHECs

B mojcersx 192.168.0.0/24 v 192.168.1.0/24.

192.168.0.3/24 192.168.1.2/24 192.168.1.3/24

RO R1

Pucynok 1.2 — Cxema cetn

[Ipeanonoxum, 4To K cepBepy, HaxonsmeMycs: B noacetu 192.168.1.0/24
no anpecy 192.168.1.2/24, noctyn u3 noacetu 192.168.0.0/24 paspeiiieH TOJIbKO
kommbioTepy 192.168.0.2/24. D10 mnpaBUiIO MOXKHO CKOH(PUTYpHUpPOBaThH C
UCITIOIb30BAHMEM CTaHAAPTHOTO ChHcKa joctyna Ha wuHTepdeiice Fa 0/0
MmapuipyTtuzaropa R1.

J1J1s1 3TOTO B pekUME TII00aTbHOT0 KOH(GUTYPUPOBAHUS HA MAPIIPYTU3ATOPE
R1 HeoOX0AMMO BBITIOJIHUTH CJIEAYIOIINE KOMAH/IbI:

Routerl(config)#access-list 10 permit 192.168.0.2

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 10 out

[TepBas komMaHaa cO3/1a€T HA MAPIIPYTHU3ATOPE CIIMCOK JIOCTYIa ¢ HOMEPOM

10, xotophlii paspemaeT (permit) mepegady MaKETOB € aapecoM HCTOYHHKA

192.168.0.2.



Bropas xomaHga sBIsieTCsl KOMaHIIOM mepexoja K KOH(UTYpHUPOBaHUIO
untepdetica Fa 0/0.

Tperbst KOMaHJa MPUBSA3BIBAET CIUCOK JOCTyna ¢ HomepoM 10 K
untepdeiicy Fa 0/0 u yka3piBaeT Ha HampaBJICHUE Mepenaqn — ucxozsiiee (out).

Co3naHHbIl TakUM 00pa3oM CIHUCOK JOCTyna OyJeT COCTOSITh M3 JBYX
ctpok. IlepBast ctpoka B siBHOU (opme paszpeliaer mnepeaaBaTh Ha HHTepdeiic
mapupytuzaropa Fa 0/0 maketsl ¢ aapecom uctounnka 192.168.0.2. Bropas ctpoka
B HesABHOM Buje 3ampemiaet (deny any) mepenaBaTh Ha 3TOT HHTEpQeEHc Bce
OCTAJIbHBIE MTAKETHI.

[Ipoananusupyem aeiictBus MapupyTtuszaropa R1 npu nocTyrieHuu Ha ero
BHEIIHUN MHTEpdEic makeTa Mmocyie co3/laHus CIrcKa JI0CTyTa.

Ecmu maker moctynun u3 noaceru 156.92.15.4 u npenHazHadyeH cepBepy
192.168.1.2, mapuipyTusaTop, OnpeeanB M0 TaOJIHIle MapIIPyTU3AIMU BHIXOIHON
uHTepdeiic, nepeaaet 3Tot naket B 0ydep unrepdeiica Fa 0/0.

3aTeM aHAIU3HUPYETCS CIMCOK, HAYMHAs C MEPBOM CTPOKH. ECiau HCTOYHHK
umeet azpec 192.168.0.2 (coBnaeHue B nepBoi CTPOKE CIKUCKA MPOU3OIILIO), TAKET
uHKancynmupyercs B kanp Ethernet u mepenaercs cepsepy. Ecnu ucrounuk nmeer
0001 npyroit ampec (CoBMajeHHs] B TEPBOWM CTPOKE CIUCKAa HE MPOU3OIILIO),
POMCXOTUT OOpallieHre KO BTOPOH HEIBHO# cTpoke crucka (deny any), u maker
oTOpachIBaeTcs.

B caydae, ecnmm HeoOXoaUMO 0OECIEUUTHh JOCTYN K CEPBEPY M BTOPOTO
kommbioTepa moacetu 192.168.0.0/24 ¢ anpecom 192.168.0.3, xkomaHAbI
KOH(UTrypUpoBaHUs OyIyT BRIMJISAETh CIECTYIOIIMM 00pa3oM:

Routerl(config)#access-list 10 permit 192.168.0.2

Routerl(config)#access-list 10 permit 192.168.0.3

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 10 out

O4eBUIHO, YTO CIIUCOK AOCTyIA TeNepb COACPKUT TPU CTPOKH — JIBE SIBHBIE

U OJHY HCABHYIO.



OueBUAHO, YTO PACCMOTPEHHBIH CMOCO0 KOH(GUTYPUPOBAHUS CIHCKOB
JIoCcTyna yaio0eH B TOM cilydae, €clid JOCTYI K KakoMy-JIu0o pecypcy (cepBepy)
HE00X0IMMO 00eCIeYuTh HEOOIBIIOMY KOJIMYECTBY HCTOUHUKOB (KOMITBIOTEPOB).
Ecnu ke, Hampumep, B moacetu 192.168.0.0/24 3HauuTenpHOE KOJIUYECTBO
KOMIIBIOTEPOB, Tako€ KOH(GUI'ypUpPOBAHHE CTAHOBUTCS  HEYJOOHBIM H
MOJBEPKEHHBIM OIMOKAM, TaK KakK JJig KaXJA0ro U3 HUX HEOOXOJUMO OTIEJIbHO
CO3/1aBaTh CTPOKY CIHCKA.

[TosTomMy npu cO3/IaHNM CTUCKOB AOCTYyIa MOKHO Hcronb3oBarh wildcard
Macku. B 3ToM ciydae B CTpoke CIHMCKa MOXET COJAEp)KaThCsl yKa3aHUE Ha
nepegadyy Wik (QUIBTpPAIMI0O TMAaKeTOB HE C agpecaMH KOHEUHBIX Y3JI0B, a C
aapecamu ceteil (rmoyceTeit), B KOTOPbIE€ OHU BXOJISAT.

[IpaBuI0 MCMIOTB30BAHMS MAaCOK B 3TOM CIydae MOKHO C(OpMYyIHpPOBATh
CIeAyIIUM 00pa3oM — HYyJEBble 3HAUCHUS Pa3psJoB MacKd O3HA4YaroT
TpeOoBaHNEe 00pPabOTKHM COOTBETCTBYIOIIMX pa3psiaoB ajpeca, a EIUHUYHBIC
3HAQUCHHUS pa3psagoB MACKH O3HAYAlOT WTHOPHPOBAHUE COOTBETCTBYIOIIMX
paspsigoB anapeca. Hampumep, ecnm wildcard macka umeer Bump 0.0.0.0, To
IPOBEPSITh YCIOBHE HEOOXOIMMO JJIsi BCEX pas3psioB ajapeca HCTOYHUKA
npubsiBImiero makera. Ecmu sxe macka umeer Buj 0.0.0.255, To mpoBepsTh
yCJI0BHE HEOOXOMMO TOJIHKO JIJISI IEPBBIX TPeX 0AMTOB ajpeca NCTOUYHHKA.

[Ipenmonoxum, 4To OOCTyn K TOMY e cepBepy (ampec 192.168.1.2)
JIOJDKHBI TIOJYYUTh BCe KoMmbioTepsl nojaceTu 192.168.0.0/24. B stom cinyyae Ha
MaprpyTtu3aTope R1 He0OX0AMMO BBITOTHUTH KOMaH/IBI:

Routerl(config)#access-list 10 permit 192.168.0.0 0.0.0.255

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 10 out

Heo6xoammo oTMETHTB, 4TO, €CITH HY>KHO Pa3peinTh KaKOMY-JIH00 OJHOMY
y37y U3 Apyrou nojacetu (Hampumep, 192.168.2.2/24) noctyn k 3TOMY K€ cepBepy,
CO37aBaeMbIil CITMCOK HEOOXOIMMO JOTTOJTHATh KOMaHI0M

Routerl(config)#access-list 10 permit 192.168.2.2 0.0.0.0

WJIM, 4TO TO K€ CaMO€, KOMaHI01



Routerl(config)#access-list 10 permit host 192.168.2.2

COB)I[aHI/Ie CIIMCKOB JOCTYyIIa OYCHb IIOXO’KC Ha CO3JaHHC «OeBIX» U
«UCPHBIX» CIIMCKOB Ha TCJ’IC(bOHe. HpI/I CO31aHNH «0€eoro» CHucKa IMPUHUMATDH
pasp€i€HO TOJILKO BBI3OBbI OT HCTOYHUKOB, HOMCPA KOTOPLIX BHCCCHBI B «O€eJIBIi
CIIMCOK, OCTaJIbHBIC BBbI3OBEI OT6paCBIBaIOTCH. HpI/I HCIIOJIb30OBAHUN «YCPHOI'0»
CIINCKa OT6paCI>IBa}0TCH TOJIBKO BBI3OBBI OT MCTOYHHMKOB, BHCCCHHBIX B CIIMCOK,
OCTAJIbHBIC BBI3OBLI IIPUMHUMAIOTCA. OCHOBHOE OTJIMYHUE OT TeJ'IeCI)OHHI)IX BBI3OBOB
COCTOMT B TOM, UTO B criicku permit u deny BHocsTcs He TenehOHHBIE HOMEpa, a
3HAQYEHUS 3ar0JOBKOB Pa3IMYHBIX YPOBHEM.

Hcnonb3ys 3Ty aHAJOTUIO C «OEIBIMU» U «YEPHBIMUY» CIUCKAMHU TenedoHa,
MOXHO OTMCTHTBL, 4YTO PACCMOTPCHHLIC CIOCOOBI aHAJTOTMYHBI CO3JaHHUKO B
TeJIe(l)OHe «O€eNBIX» CHUCKOB — YKa3aHHBIC B CIIMCKE JOCTYIIa aJpcca SABJIAIOTCA
Pa3pCIICHHBIMHA, OCTAJIbHBIC — 3alIPCINCHHBIMU.

B paAac ClIydacB OoJsee YIIO6HI:IM ABJIACTCA HUCIIOJIBb30BAHHUEC aHAJIOTHU
«YCPHOTO» CIIMCKAa — pa3pC€lICcHO IICpCAaBaTb AAHHBIC OT BCCX, KPOMC TCX, KTO
YKa3aH B YCPHOM CIIMCKC.

[Ipenmnonoxum, 4To K TOMY ke cepBepy HE0OXOAUMO 00€CHEUHUTh AOCTYII
BCEM KOMIIbIOTEpAaM, KpOME€ OJHOro, wumeromero azapec 192.168.0.15.
KondurypupoBanue takoro crvcka OyaeT UMETh BUI:

Routerl(config)#access-list 11 deny host 192.168.0.15

Routerl(config)#access-list 11 permit any

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 11 out

HaHOMHI/IM, 4TO 110 YMOJJYAHHIO Y CO34aBACMBIX CITMCKOB JOCTYIIa HCABHO
NPUCYTCTBYET 3aKJIIOYUTENIbHAs CTpoka Oeny any — 3anpetuTh Bce. B gaHHOM
ciiydae Mbl 3aMEHWJIM 3Ty CTPOKY Ha pPermit any — paspemmth Bce.

CoOTBETCTBEHHO, JOCTYII K CepBepy OyIeT pa3pelieH BceM, KpoMe KOMIBIOTEpa C

aapecom 192.168.0.15.



PaccMoTpuM Tenmepp NPUMEHEHHE PACHIMPEHHOIO  CIOMCKA  JUIA
KoHUTypupoBanus Mapuipytusaropa R1 (pucynoxk 3.2), mpu 3T0M JOJKHBI OBITH
BBITIOJTHEHBI CIEAYIOINUE YCIOBHUS:

- koMrbioTepy 192.168.0.2/24 HeoO6xoquMo Mpe10CTaBUTh JOCTYM K web-
cepepy ¢ agpecom 192.168.1.2 no nporokony WWW;

- BceM KkoMmbroTepam noacet 192.168.0.0/24 HeoOXo1uMo Npe10CTaBUTh
noctyn k FTP-cepsepy ¢ anpecom 192.168.1.3 mo npotokony FTP.

Komannpel koHbuUrypupoBaHusi B 3TOM cliydyae OyayT BBIIVISIETh

CIEAYIOINM 00pa3oMm:

Router1(config)#access-list 110 permit tcp host 192.168.0.2 host 192.168.1.2 eq www
Router1(config)#access-list 110 permit tcp 192.168.0.0 0.0.0.255 host 192.168.1.3 eq ftp
Router1(config)#interface fa 0/0

Router1(config-if)#ip access-group 110 out

OueBUIIHO, YTO YKa3aHHBIM CHOCOO aHAJOTHMYEH CO3JaHUI0 «OesIoro»
criicka B Tene(doHe, TaKk Kak TPEThe HESIBHOE YCJIOBHE, HAaXOJAIIECEeCs B KOHIIE
CIIMCKA, OJIOKUPYET BCE, UTO HE pa3peuieHo.

PaccmoTpum nmpumep, Koraa y1o0Hee UCIOIb30BaTh aHAJIOTHIO «YEPHOTOY
CIHCKa B TeyedoHe.

Ha mapmipytuzarope R1 10KHBI ObITh BBITIOJIHEHBI CIAEAYIOLIUE YCIOBUS:

- koMneroTepy 192.168.0.2/24 HeoOX0AUMO 3aPETUTh JOCTYII K CEPBEPY
c anpecom 192.168.1.2 mo npotoxory WW W, HO paspeminTs JOCTYINBI K APYTUM
cepBucawm;

- BceM KommbtoTepam mojacetu 192.168.0.0/24 HeoOX0auMO 3ampeTUThH
JIOCTyIl K cepBepy ¢ aapecom 192.168.1.3 nmo nporokony FTP, HO pa3pemntsb
JOCTYM K IPYyTUM CEpPBHUCAM.

KomManasl koHDUTyprpoBaHUs B 3TOM ciiydae OylyT UMETh BU:

Router1(config)#access-list 110 deny tcp host 192.168.0.2 host 192.168.1.2 eq www
Router1(config)#access-list 110 deny tcp 192.168.0.0 0.0.0.255 host 192.168.1.3 eq ftp
Router1(config)#access-list 110 permit ip any any

Router1(config)#interface fa 0/0

Router1(config-if)#ip access-group 110 out



3anuce permit ip any any o3HadaeT, UTO BeChb OCTaJbHON TpaduK OT
J1000T0 UCTOYHHUKA K JI000MY MOJTy4YaTes o JOJDKEH epeaaBaThesl.

[IpocMOTpeTh CO3aHHBIE HA MapUIPyTU3AaTOPE CIUCKHU JTOCTyIa MOYHO
no komanae show access-list, a crnucku, HacTpOEHHbIE Ha KOHKPETHBIX
untepdeiicax, komangamu show ip interfaces niu show running-config. Ha
pucyHke 1.3 moka3zaHbl HAaCTPOEHHBIE CIUCKH JOCTYINa JJIi PacCMOTPEHHOTO

37I€Ch TIpUMepa.

I0S Command Line Interface

e T T Ty Tr=—er =
Boutcerfoonfiyg
Configuring frowm terminal, memory, or hetwork [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config)faccess-1list 110 deny top host 132 168.0.Z2 host 192_1658.1.F eq wmmr
Bouter {confiyg) faccess-list 110 deny top 192.168.0.0 0.0.0.Z55 host 1592_168.1.3 &
q ftp
RBouter (confiyg) faccess-list 110 pernit ip any any
Bouter (config) finter face fa 040
Bouter {config-if)#ip access-group 110 out
Bouater (config-if)#~2
Eouterff
8T2-E-CONFIG I: Configured from console by console
Bouterfshow access-list
Extended IP access list 110
deny tcp host 19E.168.0.2 host 19Z2.168.1.% eq wmw
deny top 192 168.0.0 0.0.0.2585 host 1%92.168.1.3 eq ftp
permit ip any any
Router#| b

Pucynok 1.3 — KondurypupoBaHue cnucka A0CTyna U €ro IpocMoTp

Couckn  JocTynma  TakXe  JKEJNaTelIbHO  UCHOJb30BaTh W IS
KOH(UTYPUPOBAHUS YJIAJIGHHOTO I0CTYIA K YCTPOHUCTBAM.

B Hacrosimiee BpeMs dalle HCHOJB3YIOTCST HE HyMEpOBaHHbIC, a
MMEHOBAHHBIE CIIUCKHU JOCTyNa. ¥ T0OCTBO UCIIOIH30BAHNS MMEHOBAHHBIX CITHCKOB
JIOCTYTIa 3aKJIF0YAETCs TIPEXKIE BCETrO B TOM, YTO Ha3BAHUIO CIIUCKA MOKHO MPUJIATh
onpeaeneHubii cmbic (INTERNET, ADMIN, FTP, u T.1.). Tak kak ”MEHOBaHHBIM

CIIUCOK HE UMEET HOMEepa, KOTOPHIH OJTHO3HAYHO omnpeensieT ero Bu (Tabmurma 3.1),



IIPY CO3JaHUH TAKOTO CIUCKAa HEOOXOIMMO SIBHO yKa3aTh, KAKOW MMEHHO CIHCOK
CO3/Ia€TCA — CTaHJAAPTHBIN WM pacliupeHHbii. KoManaa co3nanvs IMEHOBAHHOTO
CIIMCKA JOCTYIIa UMEET BU/L:
Ip access-list <standard/extended> <umsa>
<npasuJjo 1>
<npaBuJjio 2>
<npaBuJjo N>
[Tapamerp standard/extended ykaspiBaeT Ha BHJ CO3aBacMOro CIIMCKa, a
MpaBUJia MPOMUCHIBAIOTCS aHAJIOTUYHO HYMEPOBAHHBIM CITUCKAM.
1.5 Otuer no pabore:

— JemoncTtpauus pynkunonupoanusa MCO.



JlaGopaTopHnas padora 2. UcciienoBanue CBOCTB MeKCEeTEBOI0 IKpaHa

C COXpaHEHHEM COCTOSHUM

2.1 Lens pabotsl: [lonydyeHne HaBBIKOB KOH(UTYPUPOBAHUS MEKCETEBOTO
JKpaHa C COXpPAHEHHEM COCTOSIHUI U HCCJIEKOBAHUE €TO CBOMCTB.
2.2 Ilepeuennb 000pyI0BaHUS:
— Mapumpytuzatopsl Cisco;
— TIK c ycranosnennsim [10 Cisco Packet Tracer;
— JlokanbHas ceTh.
2.3 3ananue:

— 3.4.1 Ucnonszys Cisco Packet Tracer, mocTpouth ceTh, MOKa3aHHYIO Ha
pucynke 3.4. IlpousBectu KOH(DUTYPUPOBAHHE CETEBBIX YCTPOMCTB s
oOecIeueHust 10CTyIla BCEX CEPBEPOB U3 BHYTPEHHEH CETH.

— 3.4.2 Y0eauThcs B BO3MOKHOCTH JIOCTyIla BO BHYTPEHHIOIO CETh U3BHE C
UCII0JIb30BaHUEM MTPOU3BOJIILHOTO MPOTOKOJIA.

— 3.4.3 Hactpouts uncnektupoBanne TCP-tpaduka u ckoHpUTypupOBaTh
CIIMCOK JOCTyMa. YOeAUThCs B JOCTYITHOCTH CEPBEPOB U3 BHYTPEHHEHN CETH
Y HEJIOCTYITHOCTH PECYPCOB BHYTPEHHEU CETU U3BHE.

2.4 Yka3zaHus 10 TPOBEJCHUIO PAOOTHI

Takue MexceTeBble KpaHbl €Ill€ Ha3bIBAIOT SKpaHaMH C COXPaHEHHEM
ceccuit (sStatefull firewall). Cyrp 3akirodaeTcs B TOM, 4YTO MPH 3ampoce Ha
yCcTaHOBJIeHHE coenHeHus (Harnpumep, T CP-ceccumn) MapiipyTuzarop 3anioMUHAET
3Ty CECCHUIO M MPHU MOCTYIJICHUH U3BHE MAKETa CBEPSIET €r0 CO BCEMU TEKYIIMMH
ceccusiMu. Eciiu mpuHSATHIN W3BHE MAKET OTHOCHUTCS K KaKOW-TMOO TEKYIIEeH Ceccum,
OH IPOJIBUTAETCS BO BHYTPEHHIOIO CETh, B IPOTUBHOM ClIy4ae — OTOpachIBAeTCH.

Jlist KOHGUTYpUPOBAHUSI MEXKCETEBOTO AKPAHUPOBAHUS HA YCTPOMCTBAxX
CisCO HEoOXO0JMMO B SIBHOM BHJIE yKa3aTh, TPAQHUK KAKHX MPOTOKOJIOB JOJDKCH
OTCIIEXKUBATHCS (MHCIIEKTUPOBATHCS ). I 3TOr0 MCHOJIb3yeTCs KOMaH1a

Ip inspect name <umsi npaBujIa> <Ha3BaHHe NMPOTOKOJA>



JHannas KOMaH/1a BBITIOJTHACTCS B pexumMe TJI00aJIBHOTO
KOH(UTYPUPOBAHHUS.

AHATOTHYHO CHHUCKaM JOCTyMa, CO3/JaHHOE TIPAaBHJIO HEOOXOIMMO
MPUBS3aTh K HHTEPQEHCY ¢ yKa3aHUEM HaIPaBJICHUS TepeIaduu:

R1(config)#int fa0/0 — mepexos B pexxum KOH(PHUTypUpOBaHKS HHTEpdeiica
fa 0/0;

R1(config-if)#ip inspect <umsi mpaBuaa> <in/out> - npuBs3ka MpaBmiIa K
uHTep(delicy ¢ ykazaHueM HaIpaBIICHUS TIEpeIayH.

HeoOxogumo oOTMETHTH, 4YTO MPAaBWIO MOXKHO TIPHBS3BIBATH KaK K
BHYTPEHHEMY, TaK W KO BHEIIHEMY HWHTepQeicy MapmpyTu3aTopa, OIHAKO
HaIpaBJeHUE TMepeayl JIOJKHO COOTBETCTBOBATH HAINPABICHUIO 3alpPOCOB U3
BHYTPEHHEW CE€TH KO BHEIIHEW. COOTBETCTBEHHO, €CJIM MTPABUJIO MPUBS3BIBACTCS K
BHYTPCHHEMY HHTepdeiicy, HampaBlieHHe Tmepemadn — Bxopasmiee (in), eciu K
BHEIITHEMY — UcXosiee (0ut).

[TpuBeneM mpuMep MEKCETEBOTO SKPAHUPOBAHUS IS CETH, TTIOKA3aHHOW Ha
pucynke 2.1. lns ynoOctBa pasmectum mapiipytuzatop R1 Bo BHemHed cetu, B
KOTOPOH TakXke pacmojiaralotcsi 1Ba cepepa — Web-cepsep u ftp-cepsep.
[IpousBeneM HacTpoOiKy BCero o0O0OOpYyAOBaHMS TaKhUM 0Opa3oM, YTOOBI W3
BHYTPEHHEH ceTH ObUIA JOCTYITHBI 00a cepBepa.

Co3maauM TpaBWIIO I WHCICKTUPOBAHUS 3alpocoB K Web-cepBepy
(mpotoxont HTTP) ¢ umenem HTTP u npuBsikem ero k BHyTpeHHeMY UHTepdeicy

fa0/0 ¢ BxoasmuM HampaBjICHUEM Mepeaad (PUCYHOK 2.2).
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Pucynok 2.1 — IIpumep cetn

Fouter»en

BRouterfcont

Configuring from terminal, memory, orf network [terminal]?
Enter configuration commands, one per line. End with CHNTL/SZ.
Bouter (config) #ip inspect name HTTPE http

Bouter (config) §#int £20/0

Bouter (config-if) #ip inapect HITP in

Rnuter{cnnfig—if)#l hd

Pucynok 2.2 — KondgurypupoBanue nHCieKTupoBanus nporokoia HTTP



CrnenyeT OTMETUTH (M 3TO OYEHb BaXXHO!), UTO MHCIIEKTUPOBaHUE Tpaduka
HEOOXOJMMO NMPHUMEHATH COBMECTHO CO CIHMCKamH Joctyna. B Hamem mpumepe,
KOTJIa CIUCKH JIOCTyna He ObUIM co3AaHbl, Nitp-3ampockl, MOCTyHAroIIue Wu3
BHYTpEHHEH ceTH, OyayT HHCIIEKTUpOBaThcst. OTHAKO €CITU U3 BHEIIHEH CETH TaKKe
noctynut http-3ampoc, OH IpOHIET BO BHYTPEHHIOIO CETh, TaK KaK HE CYIIECTBYET
CIMCKA JI0CTYIIA, 00ECIEUNBAOIIETr0 (PUIBTPALIMIO HTOrO 3aMpoca.

Jlnsa mposepku 3Toro pasmectuM BO BHemHen cetu IIK ¢ ampecom
213.80.65.4 u momnpoOyeM COCIUHHUTBHCS C CEPBEPOM BHYTPEHHEH CETH IIO
nporokony HTTP (pucyHok 2.3).

@ PC2 - O

Physical | Config | Desktop | Software/Services

Web Browser X
< = | URL |http:/f192.168.1.10 Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.
Quick Links:

A small page

Copyrights

Image page

Image

Pucynok 2.3 — CoenuHeHue ¢ cepBepoM BHYTpEeHHEH ceTu 1o mpotokory HTTP

B kadectBe BHyTpeHHero cepBepa Mbl ucnosibzoBaim DNS-cepep ¢
aapecom 192.168.1.10/24. Kak BuIHO U3 puUCyHKa 2.3, COEAMHEHHE MPOILIO

YCHEIIHO.



JIs 3a1MThl BHYTPEHHEN CeTU co3/aauM Ha Mapuipytu3arope RO crimcok
JOCTYyTa, 3alpenarinil nepenady Bcex |P-nakeToB, u npuBskeM €ro K BHEIIIHEMY

untepdeticy fal/l ¢ ykazanueMm BXOSIIEro HampaBieHus (PUCYHOK 2.4).

FEouterren

Bouterfcont

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
Bouter {(config) #ip access-list ex FEW

Router (config-ext-nacl) fdeny ip any any

Bouter (config-ext-nacl) § W

Pucynok 2.4 — Co3nanue cmcka 10cTyna
Teneps cHoBa mnomnbiTaeMca nocinaTe HTTP-3ampoc u3 BHemHeidl cetu

(pucyHoK 2.5).
& PC2 - O

Physical | Config | Desktop | Software/Services

Web Browser X
< = | URL |http://192.168.1.10| Go Stop

Request Timeout

Pucynok 2.5 — OTcyTCcTBHE COCAMHEHHS C CEPBEPOM BHYTPEHHEN CETH T10

npotokosry HTTP



Kak BugHO W3 pucyHka 2.5, U3 BHEIIHEW CETH cepBep HE AocTyneH. [Ipu
9TOM U3 BHYTpEHHEH ceTn WeD-cepBep oCTaeTcs JOCTYITHBIM.

C yuetom co3ganHoro cnucka goctyna FRW ocranbHbie MpOTOKOIIBI (KpoMe
HTTP) ne uncnextupytorca. CnenoBaTenbHO, €CJIM MOCIATh U3 BHYTPEHHEU CETH
3a1poc Mo KakoMy-JM00 APyroMy MpOTOKOJY, OTBET MOJIyYEeH HEe OY/IET, TaK KakK ero
3a0JIOKMpYET CIHCOK JIOCTyNla Ha BHEIIHEM HHTepdeiice MapiipyTuszaTopa.

[TormpoOyem mony4nTh U3 BHYTpEHHEH ceTu nocty K ftp-cepsepy (pucyHok 2.6).

& PCO - 0

A

Physical | Config | Desktop | Software/Services

Command Prompt

Packet Tracer PC Command Line 1.0

(Disconnecting from ftp serwver)

Packet Tr C Command Line
BC>ftp i
Trying to nnec

SError opening g8 5.3/ (Timed out)

Packet Tracer PC Command Line 1.0

BC> (Disconnecting from ftp server)

Packet Tracer PC Command Line 1.0

e

Pucynok 2.6 — [TonbiTka coenunenus ¢ ftp-cepsepom

Kak Buamm, mompiTKa HE yBEHYanach ycmexXoM. Eciu ke HacTpOUTH
uHcniektupoBanue FTP-tpaduka, moctym k ftp-cepBepy Oymer BO3MOXKEH.
WnmoctpupoBaTh 3/1ech 3T0 He OyneM, Tak kak Cisco Packet Tracer B cuy cBoeii

OFpaHI/IIICHHOﬁ (bYHKIII/IOHaJII)HOCTI/I 9TO HC moaaACp>KUBACT. HOBTOMY



WHCIIEKTHPOBAHNE DPA3HBIX BUIOB Tpaduka HEOOXOAUMO MPOU3BOAUTH JMOO HA
peanbHOM 000pyTI0BaHUH, THOO C UcTob30BaHueM cumyisitopa GNS3.

Opnnako Cisco Packet Tracer momumepskuBaer uHCHekTHpoBanue TCP-
tpaduka. Tak kak u npotokos HTTP, u nporokon FTP ucnone3yer 11 nepegadu
TCP-cermenTsl, nocnie HacTpoiiku T CP-MHCTIEKTHPOBAHUS JOCTYITHBI OKQKYTCS U
http u ftp cepseps! (pucynku 2.7, 2.8).
Router (config) #ip inspect name HITPE tcp
Bouter (config) §

Router (config) §-Z

Routerg
%5¥5-5-CONFIG I: Configured from conscle by console

Pucynok 2.7 — Hactpoiika nacniektupoBanus 1 CP-tpaduka

@ PCO

Physical | Config | Desktop | Software/Services

Command Prompt
Packet Tracer PC Command Line 1.0

BC> (Disconnecting from ftp server)

Packet Tracer PC Command Line 1.0
BCxftp

Trying t

SError opening ftp: | 5.3/ (Timed out)

Packet Tracer PC Command Line 1.0

BC> (Disconnecting from ftp server)

Packet Tracer PC Command Line 1.0
BCxftp
Trying

Pucynok 2.8 — Jloctyn k ftp-cepBepy mocite HacTpoiiku uHCIIeKTHpOoBaHUs 1 CP-

Tpaduka



PaccMmoTpenHbie HacTpoiika MEXCETEBOTO dKpaHa SIBIISIOTCS 0a30BBIMU, a
0oJsiee TOHKHE HACTPONKU IPUMEHSIOTCS B CIIydae, €ClIi MPOU3BOAUTCS pa3eiicHUE
CETH C pa3IMIHBIMU 30HAMHU O€30MaCHOCTH, KOTOPHIE PACCMOTPUM Ha CIIEAYIOIIEM
3aHSITHH.

2.5 Oryer no pabore:

— JlemoHcTpanus yHkiuuonupoanus MCO.



JlaGopaTopHnas padora 3. UcciaenoBanue CBOWCTB MeKCETEBOI0 IKpaHa

ZBFW

1.1 Lenb pabotsr: [lonydeHue HaBHIKOB KOHPUTYPUPOBAHUS MEKCETEBOTO
skpana ZBPF u uccnenoBanue ero CBOMCTB.
1.2 IlepeueHb 000pPynOBaHUS:
— JlokanbHas ceTh;
— TIK c ycranosnennsim [10 Cisco Packet Tracer;
— Mapmpytuzaropst Cisco.
1.3 3ananue:
— CoOpathb ceTh, MoKa3aHHYIO Ha pUCYHKE 3.1, HACTPOUTH aIpeCcaluio Mo
CHEAYIOUIUM HUCXOJHBIM TaHHBIM:
O BHYTpeHHss ceTb — 192.168.X.0;
o JaeMuiauTapu3oBaHHas 30Ha — 192.168.X+10.0;
o BHemHs:sA ceTh — 213.80.X.0.
— IIpoBepuTh CBA3HOCTbH CETH.
— CkoH(purypupoBarh Ha MapuIpyTHU3aTOpe MeXceTeBoul 3kpan ZBFW,
o0ecreynBaroMid BBIMOJIHEHUE CAEAYIOINUX MPaBUIL:
O W3 BHYTPEHHEW CETH Pa3pelIeHbl BCE 3alPOCHl K BHEIIHEN CETH;
O K JEeMUJIUTApU30BAHHOW 30HE pa3pelieHbl 3ampochl U3
BHYTpeHHeN cetu mo mpoTtokoidaMm Telnet u SSH u Tonpko ¢
aJpecoB, MPUHAJICKAIIUX BHYTPEHHEN CETH;
O W3 BHEIIHEH CEeTH 3aMpoChl BO BHYTPEHHIOIO CETh 3aIPEIIEHBbIL;
O W3 BHEWIHEH CeTH 3ampochl B JEMUJIUTAPU30BAHHYIO 30HY
paspenieHsl TOJIbKO 1o nporokoany HTTP.
— TIpoBeputh paboTOCIIOCOOHOCTH MEKCETEBOTO IKPaAHA.
1.4 Yka3zanus K MpOBEICHUIO pabOTHI.
Zone-Based Policy Firewall (ZBFW) — oTHOCHTEIHHO HOBOE HAIPABJICHUE
Ha MaplIpyTH3aTOpax MoJ ymnpasiieHueMm oneparuonHoi cuctembl Cisco [0S s

KOH(DUTYpUpOBaHUS TPaBUJ JIOCTyNma MEXIy ceTsMu. J[o mosBieHus 3TOM



TEXHOJOTHH Tpapuk (UIBTPOBAJICS C MOMOIIBI0 cHouckoB pgoctyna ACL
(paccMoTpenHbIX B maparpade 3.1) u nnHamMuyeckor nHCnekmn Tpaduka Context-
Based Access Control (CBAC) (B HacTosiieM nmocoOun He paccMarpuBaercs). U
ACL u mnpaBuna CBAC mnpuMeHSIOTCS HENOCPEACTBEHHO Ha (U3MYECKHE
uHTEep(ENChl, YTO BO MHOTHX CIIy4asX HE CIOCOOCTBYET MacCHITaOMpPyeMOCTH U
rMOKOCTH CeTeBbIX perieHuil. Takas MoJielnb OrpaHUYMBAET CTENEHDb JeTalIU3alluu
MOJINTUK MEXKCETEBOTO AKpPaHa M BHI3BIBACT MyTAHUITY MPABUIHLHOTO TMPUMEHEHUS
MOJINTUKU MEXCETEBOT0 3KpPAHUPOBAHHUsSA, OCOOCHHO B CilydasiX, KOrja MOJUTHKA
MEKCETEBOT0 dKpaHa JOJDKHA MPUMEHSIThCS MEXy HECKOIBKUMHU HHTEpdeiicamu.
Zone-Based Policy Firewall mensier xoHuTrypamuio MeXCETEeBOrO 3KpaHa OT
cTapoil unTepdericHoil Moaenu Ha Oojee rTHOKYyI0 MOJIENb, OCHOBAHHYIO Ha 30HaX
0€30MacHOCTH.

30Ha 0e301aCHOCTH COCTOUT M3 HA0Opa pa3InYHbIX UHTEPPENCOB, KOTOPHIE
JOJDKHBI UMETh OJIMHAKOBYIO TIOJIMTUKY CETEBOM 0€30MMaCHOCTH WM, HHAYE TOBOPA,
OJIMHAKOBBI YpPOBEHb JOBEpHUsA. B KaXIyro W3 30H MOXKET BXOAWUTH OJUH WJIH
Heckosibko uHTepdelicoB. Ilocne co3maHus 30H HacTpaumBalOTCA MpaBWiIa AJis
B3aUMOJICUCTBUN MEXIy 30HaMu. Takol moaxona oOJjierdaeT HACTPOWKH TpaBUII
MEXCETEBOTO JKpaHa, TaK KakK IMpaBWiIa OIPEACNAIOTCS HE JUIsl OTIEIbHBIX
uHTepGEnCcoB, a UIsi MHOKECTBA MHTEP(PEICOB, BXOIAIIUX B OAHY 30HY. Kpome Toro
B Zone-Based Policy Firewall ncnons3yercs si3pik Cisco Policy Language (CPL),
KOTOpBIA MO3BOJIAET Oosiee TMOKO, 4eM B MPEIbIAYIIUX BEPCHUAX MEKCETEBOTO
AKpaHa, HaCTpauBaTh MpaBwiia PuiibTpauu Tpaduka.

B OonbIIMHCTBE CITy4aeB CeTh ACIUTCS, KAK MUHUMYM, Ha TPU 30HBI:

- BHYTPCHHSIS 30Ha, TJI¢ PaCOJIOXKEeHBI Mosib3oBatenu (inside);

- BHenrHss 30Ha (MaTepHeT — outside);

- JEMUTUTApU3UPOBAHHAS 30HA, TJE PACIIOJIOKEHBI CEPBEPHI, K KOTOPHIM
JOJDKEH OBITh o0OecrieueH qocTyn u3BHe (dmz).

BaxxHo, 4TO MO yMOJYaHHIO BECh TpapuK MEXAYy pa3IUYHBIMU 30HAMHU

OyZeT 3arpenieH, BeCh Tpa(uK BHYTPH 30HBI — pa3pelieH.



Ha mepBom sTame HacTpONKH MEKCETEBOTO SKpaHa HEOOXOIUMO CO3JaTh
30HBI. 30HBI CO3/AIOTCS KOMAaHAOW, BBIMOJHSIEMON B pPEXKUME TI100aTbLHOTO
KOH(QUTYPUPOBAHUS:

Zone security <mms 30HbI>

[Tocrme 3Toro HEOOXOAUMO CO3/aTh MAphl 30H, MEXITYy KOTOPBIMH OyIeT
nepeaBaThCs Tpaduk:
zone-pair security <mmsi mapbI> SOUrce <mms 30HbI> destination <ums 30HbI>

Heo0xo1umMo OTMETHTD, UTO Maphl 30H SIBISIFOTCS OJHOHAIIPABJICHHBIMH. TO
€CTh, €CJIM B Halllel CeTH Mpearnojaraercs ABYHAIIpaBICHHAs Mepenadya JaHHBIX
MEXIy BHYTPEHHEHl W BHEIIHEW 30HaMH, HEOOXOJIMMO CO34aTh JBE Mapbl 30H.
Hampumep (cuutaem, yTo BHYTpeHHEH 30He ObLI0 npucBoeHo uMs IN, a BHeTHElH —
OUT, ums map IN_OUT u OUT_IN):

zone-pair security IN_OUT source IN destination OUT

zone-pair security OUT _IN source OUT destination IN

Kak ykaspiBajioch BBINIEC, IO YMOJYAHHUIO Tepenada Tpaduka MEKIy
CO3JaHHBIMM TapaMu 30H 3arpenieHa. s ¢opMupoBaHus pa3pemieHHOro JUIs
nepemadyn  Tpadpuka HEOOXOIWMO  ONPENETUTh KPUTEPUH, TI0 KOTOPHIM
OTCOPTHUPOBBIBACTCS HYXKHBINA Tpaduk. /i1 3TOT0 MCIONIb3yeTcs TaK Ha3bIBaeMbIit
class-map (mocioBHO — KiaccoBas kapta). Class-map onpezenseT, Kakoil UMEHHO
Tpaduk OyAeT MHCTICKTUPOBATHCS (TIPOXOIUTH MEKIY 30HAMH, TAKKE MPOXOINUThH
OyIyT OTBETHI Ha ATOT Tpaduk). unbTpoBaThCs TpaPUK MOKET IO KPUTEPHUSIM C 3-
ro o 7-# ypoBueit monenu OSI (1.e. naunnas ot IP-aapeca u 3akaHunBast TpadukoM
OTIPEIETIEHHOTO MPHUIIOKEHUS WM CepPBUCA MPUKIATHOTO YPOBHs). OnpenensiThes
TpaduK MOXKET CIHUCKAMH J0cTyma, 3HaueHuem COS, THUIOM MPOTOKOJA U EIIle
pAIOM APYTHX IMapaMeTpoB. KpuTepreB MOKET MPHUCYTCTBOBATH OJHOBPEMEHHO
HECKOJbKO. [Ipr 3TOM MOXKHO yKa3aTh, JOJDKEH JIM TpaduK MmonagaTh mMoj| BCE ITH
kputepun (match-all) mam mox mo6oit w3 Hux (match-any). Takum o6pasom,
OCHOBHas 3aj7a4a Class-map — oTpmIbTpoBaTh HEOOXOAMMBIN THI TpadUKa.

Jlns cozmanust class-map ucmosib3yeTcs KoMaH a:

class-map type inspect match-all/match-any <ums class-map>



[Toce aTOrO MBI IMOTa1aeM B KOH(GUTYpPUpPOBaHUE co3anHoro class-map, u
nanee HeoOXOIMMO HCIIONIb30BaTh KoMaHay Match ¢ ykazanmem kputepues, 1mo
KOTOPBIM OTCOPTHPOBBIBAETCA TpaduK:

- acCess-group - CTaHIAPTHBIN, PACIIMPEHHBIA WM UMEHOBAHHBIN CIIUCOK
JIOCTYyTIa, KOTOPBIA MOXKeT PuiibTpoBaTh Tpaduk Ha ocHoBaHuu [P aapeca u mopra
UCTOYHUKA W TPUEMHHUKA. DTO E€IUMHCTBEHHBIH CHOCOO BBIACIUTH TpaduK OT
KOHKPETHOTO UCTOYHUKA K KOHKPETHOMY MOJIy4aTeto;

- protocol - sto mpotokonsr ypoBHsi 4 (TCP, UDP, ICMP), a Ttakxe
npukiagasie cepBuckl, Takue kak HTTP, SMTP, DNS, u 1.1. MoxeT ObITh yKa3aH
000! M3BECTHBIN UITK OMIPEACIISIEMBII TI0JIb30BATENIEM CEPBUC;

- class-map - moOmYMHEHHBIH KJIACC, KOTOPBIH  MPEAOCTABIIACT
JIOTIOJIHUTENIHbHBIE KPUTEPUU COOTBETCTBUS;

- not - ompexenser, 4yro 000N TpaduK, KOTOPHIH HE COOTBETCTBYET
yKa3aHHOMY CEPBHCY WJIA IPOTOKOITY, UJIH JTUCTY A0CTYyNa, OyeT BHIOpaH B JAHHOM
class-map.

BaxxHo, 4TO KpUTEpUU BBOASTCS CIIMCKOM, U TOPSJIOK O0OpabOTKH CIHCKa
MOCJENOBATENbHbBIN, KaK W y CIHCKOB JocTyna. Hampumep, ecim mnpu
KoH(puUrypupoBanuu class-map match-any mer ucmonb30Banu KOMaH bl

match protocol http

match protocol tcp
TO Mpu 00pabOTKe MakeTa cHavana OyAeT MPOBEPEHO €r0 COOTBETCTBUE MTPOTOKOTY
HTTP. Ecnu nHalineHo cooTBeTCTBHE, TO Jajee OyIeT HMHCIEKTUPOBATHCS ITOT
Tpaduk, W Ccleayrollee yCiIoBUe HE OyneT mnpoBepsAThcs. Eciam ke KomaHAbl
MOMEHSTh MECTaMH, TO IMAaKEeT CHayaja MomajeT MOoJ WHCIEKTHUpOBaHUE Tpaduka
TCP.

[TomUTHKKM MEXCETEBOTO IKPaHUPOBAHUS OTPEACIISIOTCS KoMaH10i policy-
map. Komanmga policy-map onpezenseT aeiicTBue, KOTopoe OyeT MPOU3BEACHO C
OT(HUIBTPOBAHHBIM C TIOMOIIBIO KoMaH bl Class-map tpadukom. CyinecTByeT Tpu

OCHOBHBIX JICUCTBHS, KOTOPBIC TPUMEHUMBI K KJIacCU(DUIIMPOBAaHHOMY TpadUKY:



Drop — Tpaduk, obpabaThiBaeMblii 3TUM JEUCTBHEM, OTOpPACHIBACTCS M
HUKAKOTO  YBEIOMJICHHS HAa  YAQJCHHBIH XOCT HE  BBIChUIaeTCA (B
MPOTUBOIIOJIOKHOCTh KilaccuueckuM juctam joctymna (ACL), korma BeIChUIAETCS
ICMP-coo6menue Host Unreachable). Kaxxnas kapTa mOJMTHK MMEET CKPBITHIN
kinacc class-default, a1 kotoporo ckoHburypupoBaHo aeiicteue Drop
(amanoruyHo ctpoke deny any any B JJF000M CIMCKE JOCTYTA).

Pass — Ilpomyckaer Tpaduk, HE BKIIOYAs WHCIICKIIUIO MPOTOKOIA. DTO
JIEUCTBUE TO3BOJISIET MapUIPyTU3aTOPY IepechliaTh TpaduK M3 OJAHOW 30HBI B
JIPYTYIO, IPU 3TOM OH HE OTCIICKHBAET COCTOSHHUE COCIMHEHUIN MM CeCCHil. DTO
JIeWCTBUE pa3pelliaeT MpoxXoxkaeHue Tpadrka TOIbKO B OJTHOM HarmpaBiieHUH. YTOObI
oOpaTHbIii Tpaduk ObLT TIEpeiaH, J0HKHA ObITh COOTBETCTBYIONIAS TTOJIUTHUKA U JIS
HEro. JTO JICWCTBHUE MOJIE3HO I TAKUX MPOTOKOJIOB, Kak [PSec ESP, [PSec AH,
ISAKMP u apyrux mo cBoeil cyTu 0€30MacHBIX MPOTOKOJIOB C MPeACcKa3yeMbIM
MIOBEJICHUEM.

Inspect - Britoyaer 1TMHAMHYECKYIO MHCIIEKIUIO A Tpauka, KOTOPBIA
MPOXOJUT OT 30HBI UCTOYHUKA K 30HE MPUEMHHUKA, 1 aBTOMATUYECKU pa3peliact
oOpaTHbIi Tpaduk Jaxe A CIOKHBIX MPOTOKOJOB, Takux kak H.323. Hanpumep,
ecim Tpaduk nepegaetcs u3 30861 IN B 300y OUT, MapmipyTuzarop noaaepxxuBaet
uHdopmaruio o coequHenussx uiam ceancax mig TCP u UDP tpaduxa. [Tostomy
MapHIpyTH3aTop paspenraet oopaTHeii Tpaduk u3 3086 OUT B 300y IN B KauecTBe
OTBETOB Ha 3anpockl coequnenuit u3z IN B OUT.

dopMat KOMaH/IbI:

policy-map type inspect <ums policy-map >

[Tocne »Toro ™Mbl momagaeM B PEXHM KOH(PUTYpHPOBAaHUS CO3JaHHOTO
policy-map, B KOTOpOM yKa3piBaeM, KakoW HMEHHO Class-map moimkeH
00pabaThIBaThCS, U 3aTEM YKa3bIBaeM HEOOXOAMMOE JIEHCTBHE:

class type inspect <ums class-map>

inspect/pass/drop

Tenepsr co3maHHBIC TMOJMUTUKKM HEOOXOMMMO TMPUMEHUTh K TapaMm 30H,

KOTOpBIE YK€ OBLIM CO37aHbl paHee (Iapbl 30H MO’KHO CO3/1aTh M HAa 9TOM LIare):



zone-pair security <mmsi mapbI> SOUrce <mms 30HbI> destination <ums 30HbI>
service-policy type inspect <umsi policy-map >

OcTtanoch B SIBHOM BHJI€ YKa3aTh MapIIPyTU3ATOPY, KAKKUE €ro HHTEPEHCHI
OTHOCATCS K KAKOM 30HE:

interface <ums maTepdeiica>

zone-member security <umsi 30HbI>

[IpuBenem mpumep KOHPUTYPUPOBAHUS MEKCETEBOTO IKPAHUPOBAHHS Ha

pUMEpEe CEeTU, TOKA3aHHOU Ha pUCYHKe 3.1.



I

192, 168.1.0/24

192,168.2.0/24

DMz

Pucynok 3.1 — Ilpumep cetu



Jlist mpocToThl Oynmem cyuTaTh, 4TO WHTEpdericaM MapIipyTH3aTopa
MPUCBOCHBI TIEPBBIC  aapeca W3 aAPECHOTO TMPOCTPAHCTBA  MOJCETEH
(192.168.1.1/24 B moacetu IN, 10.10.10.1/16 B moacetu OUT, u T.1.)

CHauana He0OX0JIMMO ONPEJEIUTh 30HBbIL:

RO(config)#zone security IN

RO(config)#zone security OUT

RO(config)#zone security DMZ

Tak kak co3maHHbIE 30HBI [TOKA HE MPUBSI3aHbI HU K KAKUM UHTepdencaMm,
HUKAKOTO OTrpaHWYeHUs B Tiepedade Tpaduka TmMOciae CO3MaHWs 30H HE
IIPOU30MIET.

CHauana ckoH(pUTypHpyeM MEXKCETEeBOM 3KpaH JJid MHGOPMAIIMOHHOTO
oomena mexnay 3oHamMu IN m OUT. CuwuraeMm, 4TO W3 BHYTpPEHHEH cCeTH
paspelnieHsl Jo0ble 3ampochkl K CEpBEpPY, HAXOJAIIEMYCs BO BHEIIHEH CETH.
Takum oOpa3oM, mpu co3maHuu Class-map B 3TOM HampaBiCHHH YI00HO
WCITOJIB30BaTh CTaHAAPTHBIN CHHCOK JIOCTYIa, pa3periaroniuii mepeaaBaTh
JIaHHBIC OT BCexX pabounx cTaHuui mojacetu 192.168.1.0/24:

RO(config)#access-list permit 10 192.168.1.0 0.0.0.255

Cosnaem class-map mist Tpaduka, yI0BICTBOPSIONIETO YCIOBUIO CITUCKA
noctyna 10, mpucBouB camomy class-map nms FROM-IN:

RO(config)#class-map type inspect match-any FROM-IN
U yKa3bIBacM, Kakoi TpaduK BXOAMUT B CO3MaHHbIN Class-map:

RO(config-cmap)#match access-group 10

Cosznaem policy-map ¢ umerem FROM-INSIDE (B npuHIuie, nMeHa
class-map u policy-map MoryT coBmajarh, 31eCh CICIHAILHO BHIOPAHbI pa3HbIC
MMEHA):

RO(config)#policy-map type inspect FROM-INSIDE
yKa3bIBaeM, Kakoi Class-map momkHa 00pabaThIBaTh MOJIMTHKA!

RO(config-pmap)#class type inspect FROM-IN

H YKA3bIBA€M HYKHOC I[CﬁCTBH@ — MHCIICKTUPOBAThL!:
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RO(config-pmap-c)#inspect

Teneps obpariaemcs k uHTEpdericam i yKa3aHus, K KaKUM 30HaM OHU
otHOocsATcA. OJIHOBPEMEHHO MOXKHO Ha3HauuTh HHTepdeiicam IP-agpeca wu
BKJIFOUUTH MX, €CIIM 3TOTO HE OBLIO CIIETaHO PaHbIIIe:

RO(config)#int fa0/0

RO(config-if)#ip address 192.168.1.1 255.255.255.0

RO(config-if)#no shutdown

RO(config-if)#zone-member security IN

RO(config)#int fal/0

RO(config-if)#ip address 10.10.10.1 255.255.0.0

RO(config-if)#no shutdown

RO(config-if)#zone-member security OUT

Tak xak uHTepdencs MapIIpyTHU3aTOpa TENEph MPUHAIIEKAT K Pa3HbIM
30HaM, iepenaya Tpaduka Mexay HUMHU 3anpenieHa. J{is pa3penienus nepeaadyu
MEXJy HUMH Tpaduka B COOTBETCTBHUM C CO3JaHHON MOJUTUKOU CO3JaquM
30HHY10 nlapy ¢ umenem IN-TO-OUT:

RO(config)#zone-pair security IN-TO-OUT source IN destination
ouT
Y IPUMEHUM K HEH CO3JJaHHYIO MOJUTHUKY:

RO(config-sec-zone-pair)#service-policy type inspect FROM-INSIDE

3ameTtum, 4yto mapy mis oOpatHoro HampasieHus OUT-IN mbl He
co3gaBaj. ITO CBSI3aHO C TEM, YTO MO YCJIOBUSAM 3aJauM JH000M Tpaduk u3BHE
3allpellieH, 3a HMCKIIOUYEHHEM OTBETOB Ha 3aMpoOChl, KOTOPHIE TMOCTYNHIN W3
BHYTpPEHHEH ceTu (OHM HHCHEKTUPYITcs). [IpoBeputh paboTOCIOCOOHOCTH
CKOH(UTYPUPOBAHHOTO MEKCETEBOTO JKpaHa JOCTATOYHO MPOCTO — €CIU W3
BHYTPEHHEH CETH mocjaTh Jr00ii 3anpoc (Hanpumep, ping win http-3ampoc), To
BHYTPEHHHI KOMIIBIOTEpP JIOJDKEH MOJY4YuTh OTBET (pucyHOK 3.2). Ecnu xe
MOCJIaTh 3aIPOC C BHEIITHETO CEpBEpa, OTBETa He OyAeT — 3anmpoc Oy1eT OTOpoIIeH

MapuIpyTU3aTOpoM (PUCYHOK 3.3).
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Ilepeiinem Tenepp K HACTPOMKE IEMHJIMTAPU30BAHHOM 30HBI. 31€Ch
CUTYaIlHsl HECKOJIBKO MHAs — K CEpBepaM JIEMUTUTAPU3NPOBAHHON JTOJKEH OBITH
obecrieueH JIOCTYI Kak u3BHE (Hampumep, mo nportokoiay HTTP, eciu ato web-
cepBep), Tak W WM3HYTpH (Hampumep, 1o mpotokony SSH wmmm Telnet mis
KoH(purypupoBanus cepepa). COOTBETCTBEHHO, B 3TOM Clly4ae HEOOXOAMMO
co3/1aBaTh Kak MUHUMYM JiBe napbl 30H — OUT-DMZ, IN-DMZ — ¢ paznuunsiMu
nosmTtukamMu.  Ecnmm ke mpeamornaraercss  HamuW4Me — JIOCTyma U3
JEeMUJIUTApU30BAaHHON 30HBI, HEoOXoauMo co3aaBaTh napel DMZ-OUT wunm
DMZ-IN.

[Ipenmonoxxkum, YTo Il Hamed CeTH HEOoOXOAMMO OO0ECHEeUUTh
CJIEIYIOLIUE YCIIOBUSA:

1. JocTtynm u3 BHemHeNl ceTu K cepBepy, Haxoxsmemycs B DMZ,
BO3MOYEH TOJILKO 10 mpoTokory HTTP;

2. JocTyn u3 BHYTpPEHHEH CeTH K cepBepy, Haxojsmemycs B DMZ,
BO3MOXkeH 1o mpoTtokoigam SSH, Telnet, HTTP, u tombko ¢ tex IP-ampecos,
KOTOpbIE  OTHOCATCS K aJpPECHOMY IMPOCTPAHCTBY BHYTpPEHHEH ceTu
192.168.1.0/24.

[Mpussbkem unTepdeiic mapipyrusaropa fal/l k co3maHHON paHee 30HE
DMZ, onnoBpemenno HazHauuM emy |P-aapec u Bximrounm ero:

RO(config)#int fa0/1

RO(config-if)#ip address 192.168.2.1 255.255.255.0

RO(config-if)#no shutdown

RO(config-if)#zone-member security DMZ

OdeBuHO, YTO IS Tepenadyu Tpaduka U3 BHYTPEHHEH CETH K CEpBEpPY
DMZ HeoOXoauMo cO3/1aTh HECKOJIbKO Class-map, Tak kak B KaKIOM W3 HHUX
OJTHOBPEMEHHO JIOJDKHO BBITIONHATHCS KAK MUHUMYM J[Ba YCIIOBHSI:

- UCTOYHUKOM TpaduKa SIBISETCS BHYTPEHHSISI CETh U HCIOIB3YETCS

npoTokoJ SSH;
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- HUCTOYHUKOM TpanHKa SABJIIACTCA BHYTPCHHASL CCTh W HCIIOJB3YCTCA
npotokou Telnet;

- HUCTOYHUKOM Tpa(I)I/IKa ABIACTCSA BHYTPCHHAA CCTb M HCIIOJIB3YCTCA
nporokon HTTP.

Cozpaaum class-map s mepenadu Tpaduka M3 BHYTPCHHEH CETH K
cepBepy DMZ no nporokony SSH ¢ umenem IN-DMZ-SSH:

RO(config)#class-map type inspect match-all IN-DMZ-SSH

RO(config-cmap)#match access-group 10

RO(config-cmap)#match protocol ssh

Co3mgamum class-map mist mepenaum tpaduka U3 BHYTPEHHEH CETH K
cepBepy DMZ no nporokoiny Telnet ¢ umenem IN-DMZ-TLN:

RO(config)#class-map type inspect match-all IN-DMZ-TLN

RO(config-cmap)#match access-group 10

RO(config-cmap)#match protocol telnet

Co3mgamum class-map mist mepenaum tpaduka U3 BHYTPEHHEH CETH K
cepBepy DMZ no nporokony HT TP ¢ umenem IN-DMZ-HTTP:

RO(config)#class-map type inspect match-all IN-DMZ-HTTP

RO(config-cmap)#match access-group 10

RO(config-cmap)#match protocol http

Cozmaaum policy-map ¢ umenem IN-DMZ, B KoTOpoi yKakeM Ha
HEO0OXOIMMOCTh MHCIEKTUPOBAHUSI TpauKa, yAOBIECTBOPSIONIETO CO3AaHHBIM
class-map:

RO(config)#policy-map type inspect IN-DMZ

RO(config-pmap)#class type inspect IN-DMZ-SSH

RO(config-pmap-c)#inspect

RO(config-pmap-c)#exit

RO(config-pmap)#class type inspect IN-DMZ-TLN

RO(config-pmap-c)#inspect

RO(config-pmap-c)#exit
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RO(config-pmap)#class type inspect IN-DMZ-HTTP

RO(config-pmap-c)#inspect

RO(config-pmap-c)#exit

RO(config-pmap)#

st noctyna k cepBepy DMZ 13 BHelHe# ceTr J0KEeH UCTIOIb30BaThCA
ToJIbKO TIpoTokos HTTP, mostoMy coszmaaum oaun class-map ¢ umenem OUT-
DMZ:

RO(config)#class-map type inspect match-any OUT-DMZ

RO(config-cmap)#match protocol http

Cozmaaum  policy-map ¢ TakuM e Ha3BaHHEM M C YyKa3aHUEM
WHCIIEKTHUPOBATh TpauK:

RO(config)#policy-map type inspect OUT-DMZ

RO(config-pmap)#class type inspect OUT-DMZ

RO(config-pmap-c)#inspect

Ocranock co3aaTh Mapbl 30H U TPUMEHUTH K HUM CO3JaHHBIC TTOJTUTHKH.
[Tapa IN-TO-DMZ:

RO(config)#zone-pair security IN-TO-DMZ source IN destination DMZ

RO(config-sec-zone-pair)#service-policy type inspect IN-DMZ

[Tapa 300 OUT-TO-DMZ:

RO(config)#zone-pair security OUT-TO-DMZ source OUT destination DMZ

RO(config-sec-zone-pair)#service-policy type inspect OUT-DMZ

3.5 Oruer no pabore:

— Jemonctpauus pynakunonuposanus MCD.
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JlaGopaTopHnas padora 4. UcciienoBanue VPN-TyHHe 51

1.1 Henp paboter: Ilonmyyenue HaBBIKOB KOH(puUrypuporanus VPN-
TYHHEJS U UCCIIETOBAHUE €I0 CBOWCTB.
1.2 IlepeueHb 000pynOBaHUS:
— JlokanbHas ceTh;
— TIK c ycranosnennsim 10 Cisco Packet Tracer;
— Mapumpytuzatopsl Cisco.
1.3 3ananue:
— CoOparb ceTh, COCTOSIIYIO U3 IBYX MapIIPyTU3ATOPOB.
— CkoHdurypupoBatb VPN-TyHHEb.
— TIpoBeputh paboTOCIIOCOOHOCTH TYHHETIS.

1.4 Yka3zaHus K NpoBeIeHUIO0 padOTHI.

3nech paccMOTpUM TOJIbKO Kiaccudukaiuio VPN 1o Ha3zHaueHuto, Tak Kak
MMEHHO OT 3TOTO 3aBUCUT HACTPOMKA.

Remote Access VPN — ucnonbp3yeTcs i CO3/IaHusl 3alUIIEHHOTO KaHajla
MEXIy CETMEHTOM KOPIOPATUBHOM CETH (LIEHTPaTbHBIM O(PHCOM WK PUITHATIOM)
U OJMHOYHBIM TIOJIB30BATENIEM, KOTOPBIA, padoTas aoMa, MOJAKIIOYAETCS K
KOPIIOPaTUBHBIM pecypcamM C JIOMAIIIHETO KOMIIbIOTEpa, KOPIOPATUBHOIO
HOYTOYKa, cMapTdOHA WJIM MHTEepPHET-KHocka. B Tepmuuonorumu CiSCO Takoi
noJib30Bartesb Ha3biBaeTes Teleworker.

Site-to-Site VPN — wucmons3yercs Ui CO3JaHHS 3aIIMIICHHOrO KaHalla
MEX]Iy Pa3JIMUHBIMU CETMEHTAMHU KOPIOPATUBHOM ceTH (LIEHTPaTIbHBIM 0(hHUCOM
U ummanamMm) yepes3 HezamuiieHHyo ceTh (MHaTepHeT).

HezaBucumo ot tuna VPN npu ero koHpUryprupoBaHuu CO3a€TCS TYHHENb.
TyHHETUpOBaHHWE — 3TO MPOIECC, B XOJE€ KOTOPOTO CO3JACTCs 3alIMIICHHOE
JIOTUYECKOE COCIMHEHUE MEXKIY JBYMS KOHEYHBIMHU TOYKAaMH IOCPEICTBOM
WHKATCYJISIIMA ~ Pa3IMYHBIX MPOTOKOJOB. [lpu TyHHENIUpPOBAHUM JIaHHbBIC

YIIAaKOBBIBAOTCA BMECTC CO CJ'Iy>K€6HBIMI/I 3arojJ0BKaMy B HOBBIH «KOHBCPT» OJIA
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oOecnieueHrss KOH(UACHIHUAIBLHOCTH M IEJIOCTHOCTH BCEM MepenaBaeMoit
uHbOpMaInu.

[ToHsiTHE «TYHHENUPOBAHKUE» BKIIIOYAET B C€0s1 psAJl TEPMUHOB:
- TPaHCHOPTHPYEMBIA MPOTOKOJ (IPOTOKOI-KIACCAXKUP») — MPOTOKONI, B
KOTOPOM IIPE/CTaBICHbl JAaHHBIE, KOTOpPbIE HEOOXOAMMO IepeAaTrbh 4Yepes
TYHHEIIb;
- TPaHCHOPTUPYIOIIHUNA (HECYIIMi) MPOTOKOJ — MPOTOKOJd, Ha 0a3e KOTOpOro
JaHHbIE JJOCTABIISIOTCS Yepe3 HEKOTOPYIO TPAH3UTHYIO CETh (HAIpUMEp, Yepes
WuTepHeT);
- POTOKOJI MHKAINCYJISIUU — MPOTOKOJI, OMUCHIBAIOIINE MPaBUIIa HHKAMCYJISALUNA
JAHHBIX TPAHCHOPTUPYEMOIO MPOTOKOJA B MAaKET TPaHCHOPTUPYIOLIETO
IIPOTOKOJIA.

[IpoTOKON TpaH3UTHOW CETH SBIIETCA HECYIIUM, a IPOTOKOJI
O0BEIUHAEMBIX ceTell — TpaHCHOpTHpyeMbIM. [lakeTbl TpaHCHOPTHPYEMOTO
IIPOTOKOJIA TOMEINAIOTCA B IIOJE€ JAHHBIX ITAKETOB HECYLIEro IPOTOKONA C
IIOMOILBIO IIPOTOKOJIA UHKAICYJISILUY. [TakeTsI-«accaxupbn» HE
00pabaThIBAIOTCS MPU TPAHCIIOPTUPOBKE MO TPAH3UTHOM CETH HUKAKUM 00pa3oM
(Mo cyTH, S[BIAIOTCS TOJEM JAHHBIX ISl TPAHCIOPTUPYIOLIETO MPOTOKOJIA).
MHKancyasuyio BBINOJHSAET MOTPAHUYHOE YCTPOMCTBO (MapLIPYTHU3aTOP WM
1II03), KOTOPOE HAXOAMUTCS HA TPAHUIIE MEXKY UCXOTHON U TPAH3UTHOM CETSIMHU.
M3BnedyeHre MakeToB TPAHCIOPTHPYEMOrO IMPOTOKOJA W3 HECYIIHUX ITaKETOB
BBINIOJIHAET BTOPOE MOTPAHUYHOE YCTPOMCTBO, PACIIOJIONKEHHOE Ha TPaHHULIC
MEXIY TPAH3UTHOM CEThIO M CEThIO Ha3HaueHus. [lorpaHuyHble yCTpOMCTBA
YKa3blBalOT B HECYLIMX IIaKeTax CBOM aJpeca, a He aJpeca Y3JOB B CETH
Ha3HAYCHHUS.

TyHHenb MOXET ObITh UCIIOJIB30BAH HE TOJIbKO AJisi co3nanus VPN, HO U
KOTJla IBE CETH C OJHON TPAHCIIOPTHOM TEXHOJIOTHEH HEOOXOJMMO COSIUHUTH
4epe3 CeTh, MUCHOJIB3YIOLIYIO JPYTYIO TPAHCIOPTHYHO TexHOJOruto. Ilpu sTom

MOTPaHUYIHBIC MAPIIPYTHU3ATOPBI, KOTOPBLIC IMOAKIIOYAIOT O6T>CI[I/IH}IGMBIG CCTH K
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TPaH3UTHOM,  YMaKOBBIBAIOT  MAKEThl  TPAHCIOPTUPYEMOTO  MPOTOKOJA
O00BEIUHACMBIX CETEel B MAKEThl TPAHCIOPTUPYIOUIETO MPOTOKOJIA TPAH3UTHOM
ceTu. BTopoit morpaHnyHbIi MapiIpyTU3aTOP BHIOJIHAET OOPATHYIO OIMEpaIHIo.
Hanpumep, ¢ ucrnonb30BaHMEM TYHHEIHPOBAHUS MOXKHO TepenaBaTh Tpaduk
npotokojioB IPX, IPv6, AppleTalk uepes IPv4-cets. B stom ciyuae IPX, IPV6,
AppleTalk Oyayr sBIATBCS TpPaHCHOPTHPYEMBIMH MpOTOKONaMu, a IPv4 —
TPAHCTIOPTUPYIOIIUM ITPOTOKOJIOM.

TyHHenMpoBaHME MOXKET HCIOJIb30BATHCA HAa Pa3HbIX YPOBHAX MOJIEIH
OSI, nanpumep, Ha KaHaJIbHOM, HJIM CETEBOM. 37ecCh OylIeM paccMaTpHUBaTh
TOJILKO TYHHEJIMPOBAHUE HAa CETEBOM YPOBHE.

OnauM u3 HanOoJiee PacCHpPOCTPAHEHHBIX MPOTOKOJIOB HWHKAICYIISALUH,
UCTIONIE3YEMOM JUIS CO3JaHUsI TYHHEIIEH Ha CETEBOM YPOBHE, SBIICTCS TIPOTOKOJ
GRE — Generic Routing Encapsulations. GRE — 310 nmpoToko:1, pa3paboTaHHbIiH
xommanueit Cisco Systems, mo3BOJISIONINI MHKAICYJINPOBATh MAKEThl Pa3HOTO
tuna BHyTpu |P-tyHHenei. brnaronaps sTomy co3naercs BUPTyalbHBIM KaHal
«TOYKa-TOYKa» MKy Mapiipytuszatopamu Cisco mosepx IP-cetn. Heodxoaumo
OTMETHUTh, YTO CaMO 10 cebe TyHHEIUpPOBaHHE HE 00ecreunBaeT (PYHKIIHOHAT
VPN — nanHbIe TpaHCIOPTUPYEMOTO MPOTOKOJIA OCTAIOTCS He3amu(POBaHHBIMU
U JIETKO TOJIat0TCs MEPEXBATY.

Nukancynsuus B cooTBercTBHM ¢ mpoTokosom GRE B ciydae, ecnu

TPaHCTIOPTUPYEMBIM MTPOTOKOJIOM siBisieTcs |P, wimoctpupyercs pucynkom 4.1.
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Tynwwens GRE
(Hecywmih npoTokon)

Cemns IP
(TpaHCNOPTHLIN NPOTOKON)

WexoaHsiin naker IP
(«npoTokon-naccaxups )

P GRE P TCP [anHsie

Pucynox 4.1 — Unkancymsus ¢ ucnoib3oBanueM GRE

PaccmoTtpum npumep, 3auMcTBOBaHHbIH 13 [8].

Nmeetcst 0011e10CTyMHAST CETh, K KOTOPOW BBITIOJIHEHO MOJICOETUHEHUE
nByx jokanbHbix cereid LAN1 u LAN2 ¢ ucnosnb3oBaHueM MapuipyTu3aToOpoB
Router A u Router B. OtmernM, dYTO B JIOKaJbHBIX CETSIX MOXKET
WCIIOJIB30BAThCSL aJipecalidsi W3 Juara3oHa YacTHBIX HEMapUIpyTU3UPYEMBbIX
aJpecoB, HampuMmep, CceTh, MOAKIOUYeHHas Kk Router A, wumeer ajapec

192.168.1.0/24, a cetp, moakmoueHHass Kk Router_ B — aapec 192.168.3.0/24,
pucyHOK 4.2.
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INTERNET

PC LANL
Router_A / fo/0 f0/1 \ Router B SERVER LAN2

‘_ @ fo/1 o1
fo/o

Pucynok 4.2 — Ilpumep oObeIMHEHHS ABYX YaCTHBIX ceTel

fo/o =

AI[pGCElHI/IH B CCTH Clicayronias:
Router A:
f0/0 — 192.168.1.1/24
fo/1-11.11.11.11/8
Router_B:
f0/0 — 192.168.3.1/24
f0/1 — 33.33.33.33/8

Kpome peanbHbIX agpecoB, B paccMaTpuBaeMOM CeTU HeoO0xoauma
aapecanus TyHHeNs. Tak Kak TYHHEIb MPEACTABISIET COOO0M BBIPOXKICHHYIO CETh
(Touka-TOuYKa), MOXKHO HUCIIOIK30BaTh /It Hero aapec 192.168.2.0/30.
PaccMmoTpum komaHabl KOHPUTypHrpoBaHus MapuipyTuzaropa Router A:
Router_A(config)#interface fastEthernet0/0
Router_A(config-if)#ip address 192.168.1.1 255.255.255.0
Router_A(config-if)#no shutdown
Router_A(config-if)#exit
Router_A(config)#interface fastEthernet0/1
Router_A(config-if)#ip address 11.11.11.11 255.0.0.0
Router_A(config-if)#no shutdown
Router_A(config-if)#exit

D10 OBUM OOBIYHBIE KOMaHABl KOH(MOUTYpUpPOBaHUS UHTEPGEHCOB
Mapuipytuzaropa. Temepp HEOO0XOAMMO CKOH(PUIYPHPOBATH CO37aBACMBbIii

TYHHEIb:
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Router_A(config)#interface Tunnel0 — Bxox B KoOH(UTrypHpOBaHHE
untepdeiica TunnelO;

Router_A(config-if)#ip address 192.168.2.1 255.255.255.252 — na3HadeHHe
IP-anpeca mist uarepdeiica Tunnelo;

Router_A(config-ify#tunnel source 11.11.11.11 — yka3anue Ha IP-ampec
uHTepdeiica, IBISIONErocss HCTOYHUKOM TYHHEJIS;

Router_A(config-if)#tunnel destination 33.33.33.33 — yka3anue Ha IP-ampec
OKOHYAHUS TYHHES,

Router_A(config-if)#exit

Router_A(config)#ip route 192.168.3.0 255.255.255.0 Tunnel0 — no0asienue
CTaTUYECKOT0 MapIIpyTa KO BTOpoii JokainbHoM cetu LANZ,;
Router_A(config)#ip route 0.0.0.0 0.0.0.0 11.11.11.12 — ngoOaBieHue
CTaTUYECKOTO MapIlIpyTa B HallpaBJIEHUU BHEITHETO HHTepdeiica.

Komanga tunnel source 11.11.11.11 mpenmosiaracT BO3MOXKHOCTb B
Ka4yecTBE a/ipeca MCTOYHUKA TYHHEIIS yKa3aTh He TONbKo |P-agpec, HO U yka3zaHue
Ha (u3nYecKuil HHTEpPEiic:

Router_A(config-if)#tunnel source fa0/1

Bosiee Toro, ecnmu B kayecTBe cumyssTopa mcmoib3oBaTh Cisco Packet
Tracer, moxxHo OyAeT yka3aTh B KaueCTBE HCTOYHHUKA TOJBKO (PU3MUECKHIA
UHTEpPeENcC.

Komanga ip route 192.168.3.0 255.255.255.0 Tunnel0 B Cisco Packet
Tracer Taxxke HE MOXeET OBITh BBINOJHEHA, BMecTo mapamerpa TunnelO
HEOOXOMMO HCHoab30BaTh IP-ampec Apyroro «koHI@» TyHHENs, B HalleM
ciydae 192.168.2.2.

[IpoBeneM  aHAJOTMYHYH0 KOHQPUTYpAIUI0 JJIsI  MapuipyThzaTtopa
Router_B:

Router_B(config)#interface fastEthernet0/0
Router_B(config-if)#ip address 192.168.3.1 255.255.255.0
Router_B(config-if)#no shutdown
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Router_B(config-if)#exit

Router_B(config)#interface fastEthernet0/1
Router_B(config-if)#ip address 33.33.33.33 255.0.0.0
Router_B(config-if)#no shutdown

Router_B(config-if)#exit

Router_B(config)#interface TunnelO
Router_B(config-if)#ip address 192.168.2.2 255.255.255.252
Router_B(config-if)#tunnel source 33.33.33.33
Router_B(config-if)#tunnel destination 11.11.11.11
Router_B(config-if)#exit

Router_B(config)#ip route 192.168.1.0 255.255.255.0 Tunnel0
Router_B(config)#ip route 0.0.0.0 0.0.0.0 33.33.33.34

[Tocne ycmemHoOro yCTaHOBJICHHSI TYHHENS KOMIIBIOTEPBI U3 MOJICETH
192.168.3.0/24 oxa3biBatoTCcs JOCTYMHBI U3 moacetd 192.168.1.0/24, pucyHok
4.3. AHaIM3 COJIEP)KUMOTO MAKETa, MEpPEIaBaeMoOro Mo TYHHENIO, MOKa3aH Ha
pucyHke 4.4.

N3 pucynka 4.4 BUAHO, 4TO MAKET C aJApecaMHi UCTOYHUKA UM HA3HAYCHUS
192.168.1.2 u 192.168.3.2 COOTBETCTBEHHO, BJIOXKEH B IAKET C aJpecaMu
ucroyHuka v Ha3Hauenus 11.11.11.11 u 33.33.33.33.

WNurepdeiic TyHHens ¢ HoMmepoM (0 MOXKHO MpPOCMOTPETh Ha
MapIIpyTU3aToOpe ¢ MCIOJIb30BaHUEM KOMaH sl ShOw running-config, pucyHok

4.5.
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¥ pcp - O P4

Physical Config Desktop Attributes Software/Services

Command Prompt

trip times inm milli-s

Minimim = llms, Maximm = l4ms,

ima
Minimam =

Pucynok 4.3 — JlocTyIr KO BTOpOM JTOKaJIbHOM CETU U3 IEPBOM C

HCII0JIB30BAHUCM TYHHCILA

PDU Infoermation at Device: Routerl B
OSI Model Inbound PDU Details Cutbound PDU Detail=s

PCU Formats

E "
0 4 =] 16 19 31Bits
4 | 1HL [osCP: oxoD TL: 20
ID: OxD 00| 00
TTL: 255 | PRO: Ox2f CHKSIUM
SRC IP: 11.11.11.11
DST IP: 33.33.33.33
OPT: 0x0 | 00
DATA (WARIABLE LENGTH)
GRE
[s] 16 Z1Bits
[ FLAGS: O | PROTOCOL TYPE: 03800 |
pi=
u] 4 =] 16 19 31Bits
4 | 1HL [osCP: oxD TL: 128
ID: OxO OO | 00
TTL: 127 | PRO: Oxl CHESUM
SRC IF: 192.168.1.2
DST IP: 192.168.3.2
OPFT: 0xD | 00
DATA (WARIABLE LENGTH]
ICMPE
[s] =] 16 31Bits
[TrPE: Ox& JCODE: o0x0] CHECKSIUM
ID: Oxd | SEQ MUMBER: 2 |
b
£ >

Pucynok 4.4 — Ananu3 coaep>KuMoro nakera, nepeaBaeMoro no TyHHEII0
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¥ Router — O *

Physical Config CLI Attributes

105 Command Line Interface

interface Tunneld

%]
o
o
ra
(i3}
ra

ip address 192 _1€23.2.1 255_255.2
mtu 147&

tunnel source FastEthernetl/1l
tunnel destination 33.33_.33_33

1

1

interface FastEthernetd/0

duplex auto

speed auto

1
interface FastEthernetd/1l

ip address 11.11.11.11 255.0.0.0
duplex auto

speed auto

!

interface Vlanl

no ip address

shutdown
1

——More—- hl

Copy Paste

(] Top

Pucynok 4.5 — I[Ipocmotp untepdeiica tunnel0 na mapipyrusatope

Kak yka3bIBanoch Bblllle, TYHHEJIMPOBAHHUE caMo 10 cebe He 0OecreunBaeT
3alMTy TEepelaBaeMbIX JaHHbIX. [l 3TOro wucnosb3yercs CeMencTBO
npotokojioB IP Security (IPSec).

IPSeC — »TO KOMIUIEKT MPOTOKOJOB, KACAIOIIUXCS BOMPOCOB
mrpoBaHus, ayTeHTU(PUKALMKA U 00eCTIeueHUs 3alIUThl P TPAHCIIOPTUPOBKE
IP-nmakeToB; B ero coctaB ceituac BXoasT noyTtu 20 npeanoKeHui o cranaapram
u 18 RFC. 3amaua IPSec cBomutcst k TOMy, 9TOOBI BHIOpAaTh KOHKPETHBIC
ITOPUTMbI U MEXAHU3MbI U HACTPOUTH COOTBETCTBYIOIIUM 00pa30M YCTPONCTBA,
yYacTBYIOIIME B CO3JaHuM Oe3zomacHoro coeauHenus. [Psec Haxomut

IIpUMeHEeHue B opranusauuu VPN-coennnennii.
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[Ipyn co3paHuy 3allMILEHHOIO KaHajla YYacTHUKAM JAHHOrO IMpolecca
HEOOXOIMMO MTPOU3BECTH CICIYIOIINE EHCTBUS:
1. AyreHTH(HUIIUPOBATH IPYT JpyTa.
2. CrenepupoBaTb U OOMEHATHCS KIIOYaMH.
3. J1oroBOpUTHCS O TOM, C IOMOIIBIO KAKUX TPOTOKOJIOB MU(POBATH
JTaHHbIE.
4. Hauatb nepenaBaTh JaHHBIE B 3alIM(POBAHHBIA TYHHEIb.
[Psec, kak y»xe ObLIO YKa3aHO paHee, COCTOUT U3 HECKOJIBKUX IIPOTOKOJIOB,
KOKIBIA U3 KOTOPBIX OTBEYAET 3a KOHKPETHYIO CTaAuI0 ycTaHOBieHMUsS IPsec-

tyHHes1. O0o0menHas apxutekTypa IPSec nmpencrasieHa Ha pucyHke 4.6.

[IpoTokon
[Tporokon ESP Vrpassenus ITpotoxon AH
KITIOYaMH
A AJITOPUTMBI
/ITOpUTMBL ayTeHTH(PUKAIINN
mudpoBaHUs
JlomeH
HHTEpIIpeTalun
(DOI)

Pucynox 4.6 — Apxutektypa IPSec

Jlns  ynpaBieHUsT KITIOYaMH  MOTYT — HCIIOJIB30BAaThCS — Pa3iIMYHBIC
npotokoibl. Kak uzBecTHo, nist mudpoBaHus U ayTeHTU(DUKAITMTH HEOOXOIUMBI
kitogr. CamMbIM TIPOCTBIM CIIOCOOOM SIBJISIETCSI py4yHasi KOHPUTYpalus KIItoueH,
OJIHAaKO Tako# crnoco0 1ioxo macutadbupyercs. [103ToMy Ha IpakTUKe HIMPOKO

ucnone3yercst IKE — Internet Key Exchange — mpotokos oOMeHa KiIoYamH,
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KOTOPBIN TO3BOJISIET YYAaCTHHKAM JIMHAMHUYECKH ayTeHTU(PHUIUPOBATH JAPYT
Jpyra, COTJacoBbIBaTh HcHoib30BaHue SA (00 SA peub MOiAET HUXKE),
reHepUpOBaTh KIIOYM W OOMEHUBATHCSI UMH, UCIONB3Ys ainroput™m Jduddu-
Xemmnana. |IKE wucnomszyer ISAKMP (Internet Security Association Key
Management Protocol — mnporokon yhpaBieHUS KIOYaMH AaCCOLHUAIMH
oezonacHoctu  MHTepHer,  pa3paboraH  HanuoHadbHBIM  areHTCTBOM
oeszomacHoct CIIIA - NSA). Ilporokon ISAKMP cam mno cebe He
periiaMeHTUpYeT KaKON-TM0O0 KOHKPETHBIM alropuTM OOMEHa KII0YaMH, OH
COJIEP>KUT B ce0e omMcaHue psjia COOOUIEHUH, KOTOPBIE MTO3BOJISIIOT COIIaCOBATh
UCIIOJIb30BaHuE aIropuTMOB 0OMeHa kimtouamu. |KE mpumien B 1998 r. Ha cmeny
oosee panuauM npotokosiam — ISAKMP/Oakley.

[Tporokon ISAKMP , onmcannsiii B mokymente RFC 2408, mo3Bosser
COTJIaCOBBIBATh AJITOPUTMBI M MaTEMaTUYECKHUE CTPYKTYpPbl (TaK Ha3bIBaeMbIC
MYJIbTUIUIMKATUBHBIE TPYMIbL, ONpEAeJCHHbIE Ha KOHEYHOM ToJie) s
nporeaypsl oOMena kmouamu Juddu-Xemnnmmana, a TakkKe MNPOIECCOB
ayrentudukanuu. [Iporokon Oakley, omucannbiii B RFC 2412, ocHoBaH Ha
anmroput™me  Jubpdum — Xemimana ©  COYKHAT IS OpraHU3AINAA
HEIMOCPEICTBEHHOT'0 0OMEHA KITI0YaMHu.

st BeimosiHeHust ayteHtudukamuu ctopoH B IKE mpumenstorcs nBa
OCHOBHBIX CIIOC00A.

ITepBoIii crtoco® OCHOBaH Ha UCITOIL30BAaHUH pa3aeisieMoro kiroua. [lepen
uHUIManu3anuen IPSec-ycrpoiicts, oOpasyromux Oe30IMacHbIe acCoIaIlii, B
uXx 0a3bl TaHHBIX TTOMEIACTCS MPEIBAPUTENHHO PACIIPEACIICHHBIN pa3aeseMbIid
kiod. [ludpoBas monamuch Ha OCHOBE OJHOCTOPOHHEW —Xd3MI-(DYHKITHH,
Hanpumep, MDS, ucnonb3yroiiei B Ka4eCTBE apryMeHTa 3TOT MPEIABAPUTEIBLHO
pacnpeneNeHHbI  KIII04Y, JIOKAa3bIBAE€T AayTEHTUYHOCTH IPOTHUBOIOJIOKHOM
CTOPOHBI.

Bropoii cnocob ocHOBaH Ha MCHOJB30BaHUM TEXHOJOTUU LU(PPOBOI

noamucu U 1UppoBeix ceprudukaroB cranaapra X.509. Kaxmas u3 ctopon
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MOJIMUCHIBAET CBOM IU(GPOBON cepTU(UKAT CBOMM 3aKPHITBIM KIIOUOM U
MEepEeIacT A3TH JAHHBIE IPOTUBOMOJIOKHOW CTOpOoHE. Ecnu mnoanvcaHHbIN
ceptupuKar pacmii@poBBIBAETCA OTKPBITBIM KIIIOUOM OTIIPaBUTENSA, TO 3TO
yIOCTOBEpsieT TOT (hakT, UTO OTMNPABUTENb, MNPEJOCTABUBIINN JaHHbBIE,
NEHCTBUTENBHO O0JaJaeT OTBETHOM YacThbiO JAHHOIO OTKPBITOTO KiOo4a —
COOTBETCTBYIOIIUM 3aKPBITHIM KIIFOYOM.

Opnako creayeT OTMETUTh, UTO MMl yIOCTOBEPEHHS ayTEHTHYHOCTH

CTOPOHBI HY’KHO elle yOeIUThCsl B ayTEHTUYHOCTH caMoro ceptudukara, u 1is
3TOr0 CepTU(UKAT IOJKEH OBITh MOJMHCAH HE TOJBKO €ro BiaJesblleM, HO H
HEKOTOPOM TPEThEN CTOPOHOM, BbIABIIEH CEpTU(UKAT U BBI3BIBAIOLIEH TOBEPHE.
B apxutextype |IPSec sta TpeTbsi CTOpOHa UMEHYETCSl OPraHOM CepPTUPUKALIU
CA (Certification Authority). OTOT opraH mnpu3BaH 3aCBHJIETEIbLCTBOBATH
HOJTMHHOCTh 00€UX CTOPOH U I0JKEH M0JIb30BAThCSI ITOJHBIM I0BEPHEM CTOPOH,
a ero OTKPBITBI KIIOY — U3BECTEH BCEM Y3JIaM, MHCIOJb3YIOIIUM €ro
cepTU(PUKATHI IJIs1 yIOCTOBEPEHUS JIMYHOCTEHN APYT Apyra.
Takum o0Opazom, IKE SIBJISIETCA KOMOUWHaIuen
npotokojioB ISAKMP, Oakley u SKEME.  IIporokosn ISAKMP  onmcheiBaeT
0a30ByI0 TEXHOJIOTHIO ayTeHTH(HUKAIMK, OOMEHa KIIYaMH U COTJIACOBAHUS
OCTaJIbHBIX napameTpoB IPSec-tynnens npu co37aHuMu 6€30MacHOro
COCIMHEHHMsSI, OJHAKO CaMHU MPOTOKOJbI ayTeHTHU(HUKAUKA CTOPOH U OOMEHa
KJII0YaMl B HEM JeTalbHO He onpeneneHsl. [loaToMy mnpu pa3paboTtke
npotokona |KE obue npasuia u mpoueayps! npotokona ISAKMP nononHeHb!
nporeAypaMu  ayTeHTH(QHUKAIMM ©W OOMEHa  KIIoYaMH, B3ATHIMH W3
nporokosoB Oakley u SKEME. Tlockonsky mpotokoin |IKE ucnonb3yer s
VIOPABJICHUS acCOLMalMsIMU alroputMbl U ¢Gopmatel mnpotokosna ISAKMP,
HA3BAHUA STUX MPOTOKOJIOB MHOTIa UCTIONIB3YIOT KaK CHHOHUMBI.

Crenyromuii npoTokos Ha pucyHke 4.6 — AH (Authentication Header —
3aroJIOBOK ayTeHTU(UKAIIMM) OTBEYACT 3a ayTEHTU(UKAIUI0O HCTOYHHUKA H

IMPOBCPKY HECIOCTHOCTU NAHHBIX.
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U, nakonen, nporokos ESP (Encapsulating Security Payload — 6e3onacHas
WHKAMCYJSAIUA ~ TIOJIC3HOM ~ HAarpy3Kd)  3aHUMAETCsl  HEMOCPEACTBEHHO
muppoBaHUEM JaHHBIX, a TakKXKe MOXET O0O0eclneuynBaTh AayTEHTU(UKAIUIO
HMCTOYHHKA W TIPOBEPKY IEJIOCTHOCTH TAHHBIX.

3nech HEOOXOJMMO BBECTH B pacCMOTpeHHe TepMuH SA — Security
Association. SA B oOuieM CMbICIIe MPEACTaBIsSIET co0oi HAabOp MmapaMeTpoB
3aIUIEHHOTO COEAMHEHUST (HampuMep, airopuTM MuGPOBaHUSA, KITIOY
mudpoBaHusi, U T.J.), KOTOPbIA MOXET HUCIOJIb30BaThCS O0CUMH CTOPOHAMHU
COEIMHEHHUA. Y KaXIO0ro COCAMHEHHUS €CTh acCOUMUpOBaHHbIM ¢ HUM SA. Ilpu
3TOM SA HOCHT OJHOCTOPOHHHM XapakTep, TO €CTh JJISI B3aUMOJCHCTBUS IBYX
O00BEKTOB MEX]y HUMHU JOJKHO OBITh YCTAaHOBJICHO, KaK MUHUMYM, JBE SA.
Cranmapts! IPSeC mo3BossroT [UTI03aM HACIOJIL30BATh KakK OJIHY
accommanuio SA st mepegaud  Tpaguka  BCeX  B3aUMOJCHCTBYIOIIUX
yepe3 OO0IIeIOCTYITHYI0 CETh XOCTOB, TaK M CO3/[aBaTh [UIsl OTOM IEJH
MPOM3BOJBHOE YHCIIO accouranuii SA, HampuMmep, IO OJHOM Ha KaXJ0e
coenunenue TCP.

Hnst mneHTHdUKanmMyM  Kaxaoi SA mpeaHazHadeH MHACKC IapamMeTpoB
oesonacuoctu SPI (Security Parameters Index). Drtor wuHaekc BKIOYaeTcs B
3aroJIOBKH 3amuileHHbIX |PSec-makeToB, 4T00BI MPUHUMAIOIIAS CTOPOHA CMOTJIa
MpaBUIBHO WX pacmudpoBaTh W ayTEHTU(DHUIMPOBATH, BOCIIOIH30BABIINCH
yKa3aHHOU 0e301acHOM accolHaIfei.

PaccmoTpum, kakuM 00pa3oM OpraHM3yeTCs 3allUIEHHOE COSTUHEHUE
MEXIY YYaCTHHUKaMU HH()OPMAMOHHOTO OOMeHa (Hampumep, MEXAy IByMs
MOTPAaHUYHBIMUA MapIIPyTU3aTOPaMH JIOKAJIbHBIX ceTel, B TepMuHax |IPSec onu
Ha3bIBAIOTCS 1ITI03aMu Oe3omacHocTr — Security Gateway).

1. YdacTHHKaM HaI0 TOTOBOPUTHCS, KAKHE aJTOPUTMbI/MEXaHU3MBbI 3AIUTHI OHU
OyIyT WCHONB30BaTh /IS CBOETO 3aIlIUIICHHOTO COCAMHEHHS, I Yero

ucnoiszyercs nporokod IKE. 3toT mporiecc coctout u3 a8yx ¢as:
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la) yuacTHUKM ayTeHTU(OUIUPYIOT APYT APyTa U JOTOBAPUBAIOTCS O IMapaMeTpax
YCTAaHOBKHA  BCIIOMOTaTEIbHOTO  COEAUHEHUs  (TOXKE  3allMILEHHOTIO),
peIHa3HAYECHHOTO TOJIBKO TUTSI oOMeHa uHdopmaruen 0
KETACMBIX/TIOAICPKUBAEMBIX QJITOPUTMAX IMU(GPOBAHUS U TMPOYHMX JETAJAX
Oynymero IPSec-tynnens. Takoil BcroMoratrenbHbIi TyHHENb Ha3bIBaeTCA
ISAKMP-tynnenem. Takum oOpazom, mepBas ¢asza CIyKUT IS CO3JaHUS
BcriomoratensHoro 3amnuimenHoro ISAKMP-tynnens, dyepe3 KoTopblil OyayT
nepeaBaThCs mapameTpsl A Oyaymero [PSec-tynnens.
10) yxe moBepsroIye APYr APYTY YYaCTHUKW JOTOBAPHBAIOTCS O TOM, Kak
CTPOUTH OCHOBHOW TYHHENb Il Mepenadd AaHHeIX. OHU 1O ouepenu
npemjiaraloT JApyr JpYyry BapuaHThl M, €CIU TMPUXOAIT K COIVIACHIO,
yCTaHABJIMBAIOT OCHOBHOM TyHHENb (IPSec-Tynnens).
2. Yuactauku nonyyuwinn IPSec-tyHHenb ¢ mapaMmerpamu, KOTOpbIe YCTPanuBaoT
uX 000MX, U HAMPABJIAIOT TyJ]a MOTOKH JIAHHBIX, MOJIeXkKAIIIE MU(PPOBaAHUIO.
3. Ilepuonuuecku, B COOTBETCTBUM C HACTPOCHHBIM BPEMEHHBIM HHTEPBAJIOM
(Lifetime), 0oOHOBIIAIOTCS KJIFOUM IHIM(POBAHUSA I OCHOBHOTrO TyHHes. J[is
ATOTr0 YYaCTHUKHU BHOBb CBA3bIBatOTCS 110 ISAKMP-TyHHENI0, MPOXOAAT BTOPYIO
¢dasy u ycTaHaBIMBAIOT HOBbIE SA.
IPSec nmpenyiaraetr paziaudHble METOABI 3amMTHl Tpaduka. B kaxmom ysie,
noaaepxkuBatoiieM [PSec, ncnons3yrores 6a3nl nanubix (b/]) AByX TUMOB:
— 0a3a maHHbBIX Oe3omacHbIX accouuanuii SAD (Security
Associations Database);
— 0a3a JaHHBIX HOJIUTUKH
oe3onacuoctu SPD (Security Policy Database).

[Ipu ycranoBnenun SA JBe BCTyMAaOIIKe B OOMEH CTOPOHBI IPHUHUMAIOT
pAIl COIJalleHUH, perIaMeHTUPYIOIIUX TpoIecC Mepeayd MOTOKA JaHHBIX
Mexay HumH. CornameHus TPEeCTaBIsIOTCS B BHUAE Habopa MmapaMeTpoB.

Jlnst SA TakuMu TIapamMeTpaMu SIBIISIFOTCSI, B YACTHOCTH, THUI M PEXHUM PabOTHI

50



npotokona 3aumTsl (AH wnmu ESP), meTonsl mmdpoBanus, cekpeTHbIe KIIOUH,
3HAYCHHE TEKYIIETO HOMEpA MaKeTa B aCCOIMAINH U Ipyrasi HH(OopMaIus.
OO0benuHeHne  ciaykeOHOM  uMHpopManuu B pamkax SA MpeaocTaBiiseT
MOJIb30BATENI0  BO3MOXKHOCTh C(POPMHPOBATH pa3HbIE KJIAcChl  3alUTHI,
npeaHa3HaYeHHbIE, HAMpUMeEp, JUIsl DJICKTPOHHOTO OOIICHHUS C pPasHBIMHU
«cobecemHuKkaMm». JlpyruMu ClioBaMH, MPUMEHEHHE CTPYKTYp SA OTKpHIBaeT
MyTh K TOCTPOEHUIO MHOXKECTBA BUPTYAIbHBIX YaCTHBIX CETEH, Pa3TUIarONIIXCs
CBOMIMH TapaMeTpamH.

HaGopbl Tekymmx mapamMeTpoB, ONPEHCTSIONUX BCE  aKTUBHBIE
aCCOIMAINK, XPaHATCSA Ha 0OOMX OKOHEUHBIX y3JIaX 3allUINCHHOTO KaHaja B
Buje SAD. Kaxnapiii y3en IPSec nmoanepxkuBaer npe 6a3el SAD — onny ms
UCXOJISAIIUX aCCOIUAIIAN, APYTYI0 — JJIS BXOJISIIINX.

SPD 3amaer coorBercTBHe Mexy |IP-mmakeTaMu M yCTaHOBIICHHBIMH JIJIS
HUX npaBwiamMu 00paboTku. [Ipu o6pabotke maketoB B/l SPD ucnonsiyrorcs
comectHo ¢ bBJI SAD. SPD npeacraBnser co0Ooii  ymopsIo4eHHBIH HAOOp
paBuJI, KAKJI0€ U3 KOTOPBIX BKIIFOUYAET COBOKYIMTHOCTD (DUIIBTPOB U JOITYCTUMBIX
MOJIMTUK Oe3omacHoCTH. PUIBTPHI CIyXKaT JUIsl 0OTOOpa MAaKETOB, a TOJUTHUKU
Oe3omacHocTH 3amaioT Tpedyemyro oOpabotky. Takas BJl dbopmupyercs wu
MO/IJIEP>KUBACTCS HA KaXKIOM Y3Iie, T1ie peanmzyercs |PSec.

Heobxoaumo oTMeTuTh, yTo niepBas (paza 1a) MOKeT MPOXOJUTH B OJJHOM
U3 JIByX PEKUMOB — OCHOBHOM (Main mode) u arpeccuBHOM (aggressive mode).
B ocHoBHOM pexume (Main mode) neppast pa3a COCTOUT U3 CICAYIOIMINX ITAIOB:
1. O6men mapamerpamu Oe3zomacHoctd Oyaymero ISAKMP-tynnens
(amropuT™Mbl  HMQPOBAHMS, METOJAL ayTeHTU(dUKAIMU, CHocod oOMeHa
CEKPETHBIMH KJTFOUaMH, CPOK KHU3HH SA);

2. 'enepanust KaxapIM U3 YYACTHUKOB OOIIETO CEKPETHOTO KITI0Ya;
3. ObmeH OOmMMMH CEKPETHBIMH KIIOUYaMH C HCIOIh30BAHUEM aJrOPUTMA
Huddu-Xennmana,

4. BzaumHas ayTeHTU(PUKAIUS yYaCTHUKOB.
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B arpeccuBHOM pexume (aggressive mode) B mepBBI TakeT cpasy
nomemaeTcss Bcsi HeoOxonumass mHbopMmarus ans ycraHosieHus ISAKMP-
TyHHeTs. [lomydyaTens mocklIaeT B OTBET BCE, YTO HEOOXOIUMO TSI 3aBEPILICHUS
oOMeHa, TOClieé 4Yero TMepBOMY Y31y HEOOXOJUMO JIMIIb TOATBEPAUTH
COCTUHEHHE.

ATpecCUBHBIN pexXuM OBICTpel MO3BOJIIET YCTAHOBUTH TYHHEIb, HO TPH
3TOM OH MeHee Oe30MacHblil, MOTOMY YTO CTOPOHBI OOMEHHMBAIOTCS
uHpOpMaIel 10 TOro Kak 0e30macHOe COeTMHEHNE YCTAaHOBIICHO.

AH (Authentication Header) — npotokoun IPSec, npenHa3sHauyeHHBIN I
ayTeHTU(UKALUKA  OTIpaBUTENsA, KOHTPOJA  IEIOCTHOCTH  JaHHBIX W,
OMIIMOHATBLHO, JIJISl IPEIOTBPAICHUS aTaK B BUJE MOBTOPHOM MOCHUIKK MaKeTa
(reply). TTo cytr 3T0 OOBIYHBINA OMITMOHATIBHBIN 3ar0JIOBOK, PACIOJIArafOIIANCS
MEX/1y OCHOBHBIM 3arojioBKOM [P-rakera u mosjem J1aHHBIX.

AH (xak u paccmatpuBaemblii HIbke ESP) moxer paboraTh B 0OTHOM M3
JIBYX PpEXKUMOB — TPAHCIOPTHOM U TyHHEIbHOM. B mepBom ciyuae
(TpaHCHOPTHBIN PEKMUM) MEXaHU3MbI 0€30MIaCHOCTU MPUMEHSIOTCS TOJIBKO IS
TPAHCTIOPTHOTO ypOBHS U BhIlIe. COOTBETCTBEHHO, 3ar0JIOBOK CETEBOTO YPOBHS
(IP) ocraercs 6e3 3amuThl, OOJIEE TOrO, OH OCTACTCS TAaKUM JK€, Kak M ObLI B
UCXOJHOM IaKeTe, 3a UCKIIIOUEHUEM W3MEHEHUs HEeKOTOpbIX nojeil. Hanpumep,
mensiercs nmose Next Header, ykaspiBaroiiee Ha TO, 3ar0JIOBOK KaKOTO ITPOTOKOJIA
caenyer 3a [P-3aronoBkom.

B TyHHenbHOM pexume oOecreurBaeTcsl 3alUuTa TaKkKe W JaHHBIX
CETEBOT'0 YPOBHs. JTO o0ecreuynBaeTcs myTeM 100asieHust HoBoro |P-3aromnoska.
[Tocne ompenenenust SA UCTUHHBIE aipeca XOCTOB OTHPABJICHUS U HA3HAYCHHUS
(1 gpyrue ciayxeOHble TOJIs) MOJHOCTHIO 3allMINAIOTCI OT MOAU(UKALIMI, a B
HOBBIM 3aroJIOBOK BBICTaBJISIOTCS ajgpeca M JApyrue JaHHbIe [JIs LUTI030B
OTIIPABJICHHUS/TIOTYYECHHUS.

Ha pucynke 4.7 nokazaHbl UCXOAHBIM MaKeT, MAKEThl MOCIe 00pabOTKU

npoTokosioM AH B TpaHCIOPTHOM U TYHHEIIBHOM PEKUMaX.
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IP-3aroJioBok

TCP/UDP-3aronosok

Jlannsie

a)

HCXOHHLIﬁ IIaKeT

IP-3aromoBok

AH-3aroyoBok

TCP/UDP-3aronoBok

JlarHabIe

0) maket mociye 00pabOTKH B TPAHCIIOPTHOM PEKUME

HoBrrit
IP-3arosyioBok

AH-3arosoBok

IP-3arooBok

TCP/UDP-3aronoBox

JlanHbIC

B) MAKET MOCie 00pabOTKK B TYHHEIBHOM PEXKUME

Pucynoxk 4.7 — ®opmaThl 11aKE€TOB

®opmat AH-3aronoBka nokasaH Ha pUCyHKE 4.8.

16

31

Next Header

Payload Len

Pesepn

Security Parameters Index (SPI)

Sequence Number (SN)

Authentication Data

Pucynok 4.8 — ®opmar 3aronoBka AH

[Tepeiec 8 Owur 3arosoBka (mosie Next Header) cozepxar Howmep,

COOTBETCTBYIOIIMI TMPOTOKONY CileAyroumero ypoBHs. Homep nms kaxioro

IMIPOTOKOJIa HA3HAYACT OpraHvu3anus

Authority). Hanmpumep, Homep TCP - 6,ESP - 50, AH - 51 u T.1.

IANA (Internet Assigned Numbers

[Tone Payload Len yka3biBaeT mvHy 3arojoBka AH B 32-OMTHBIX CI0Bax.

Heo6xomuMocTh 3TOro moss cBA3aHa ¢ TeM, uro noiie Authentication Data nmeer

MNEPEMCHHYIO JINHY, COOTBCTCTBCHHO, 1 CaM AH-3aroinoBok nMeet NEPEMCHHYTO

JUTAHY.
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SPI — 3710 32-6UTHBII HHANKATOP, KOTOPBIA OJJHO3HAYHO UACHTUPUIIIPYET
Ty SA, B paMKax KOTOpo# mepenaercsi naHHbIA makeT (00 SPI yxe muta peus
BBIIIIE).

ITone Sequence Number 6s110 BBeaeHo B RFC 2402. 3HaueHne cueTUHKa,
coJieprKalleecst B 3TOM I0JIe, MOKET UCIIOJIb30BATHCSA JJIS 3aIIUTHI OT aTaK MMyTeM
MOBTOPHBIX TOCBUJIOK IEpPEXBAYEHHBIX MakeToB. Ecnu (QyHKIus 3amuThl OT
MOBTOPOB  aKTUBUpOBaHa (a 3TO yKa3piBaeTca B SA), OTIPaBUTEIb
MOCJIEIOBATEIbHO HapallMBaeT 3HAY€HUE TOoJsA JUIs KaXJAOro IaKeTa,
nepeaBaeMoro B paMKax JIaHHOU SA.

Cama  ayreHTudukamuss  oOecreyuBaeTcs — mepefadedl  JaHHBIX,
coaepkammxcsa B mose Authentication Data. AyrenTudukanroHHBIC ITaHHBIC
MPEACTABIAIOT COO0M XAUI-(PYHKIMIO, BEIUMCIEHHYIO Ha OCHOBE COJIEPKHUMOTO
MakeTa C HUCroyib3oBaHueM anroput™oB MDS5S wimu SHA-1. CummeTpuyHsbIii
CEKPETHBIN KJII0Y MU(PPOBaHUS YCTAaHABIMBACTCS BPYUYHYIO WIH 1O MPOTOKOIY
IKE.

AyTeHTUUKAIMS TPOU3BOAUTCS IyTEM CO3JaHUs TaK Ha3bIBaeMOU
umutoBcTaBku (MAC), nas 4ero ucnonb3yeTrcss X3W-(QYHKUUAS U CEKPETHBIM
kmod. Bo Bcex peammzanusax AH o0s3aTenbHO JOMKHO TMOAACPKUBATHCS
ucrosib3oBanue x3m-Qyuknuii ¢ kmouom HMAC-MDS-96 (ucnonb3yercst 1o
ymomdanno) 1 HMAC-SHA-1-96, mpencraBistoninx co0oil BapHaHTHI XOIII-
bynkuuit MD5 u SHA-1, cootBetcTBeHHO. HO MOTYT HCTIOSIB30BaThCS U APYTHE
anropuT™Mbl X3mmupoBaHus. [logydyeHHOe 3HaYeHWE, HA3bIBAEMOE B ONUCAHUU
npotokosia ICV (Integrity Check Value - 3HaueHne KOHTpOJIS LEIOCTHOCTH)
nomerniaercst B mosne Authentication Data. DTo mosie mepeMeHHON IJIMHBI, T.K.
pa3Hble AITOPUTMbI XEIIUPOBAHUS (DOPMUPYIOT pa3HbIE MO AJTUHE AANIKECTHI.

ITpu ucnone3oBanun AH B TpancroptHoMm pexume, ICV paccunthiBaercs
mua TCP/UDP-3aronmoBka, JaHHBIX M HeW3MeHsAEeMBIX mojei I[P-3arosnoska.

N3mensiemsle 1101151, Takue Harpumep Kak nosie TTL, npu pacuere 3HaueHUs X311~
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byHKIIMA TpUHUMAIOTCS paBHBIME (. B TyHHEIIBHOM peXKruMe X3IIUPYeTCs BECh
ncxonueld [P-mmakeT 1 HEM3MEHsIEMBIE TOJIT HOBOT'O 3ar0JIOBKA.

ESP  (Encapsulation  Security Payload) — mnporokon IPSec,
npeIHa3HAYCHHBIA 711 mudpoBanus naHHbIX. ESP mpemocraBnser Tpu Buaa
CEpBHUCOB 0€30MACHOCTH:

- o0ecrieueHue KOHPUACHIMAIbHOCTHU (1M poBaHue coaepxumoro [P-makeros,
a TakKe 4YacTHYHAas 3aluTa OT aHauu3a Tpaduka TyTeM MPUMEHEHUS
TYHHEJIBHOTO PEXUMA);

- oOecrieueHue 1eI0CTHOCTH [P-makeToB 1 ayTeHTU(UKAITMY HCTOYHHUKA TAHHBIX;
- obecrnieueHre 3alMThl OT Bocrpou3BeaeHus [P-nakeTos.

Kak Bugno, dynkuumonansHocth ESP mmpe, yuem AH (moGammnsiercs
mudponanue). Kpome Toro, ESP He 00s3aTenbHO NpenoCTaBIIsIET BCE CEPBUCHI,
HO JM00 KOHQPUACHIMAIBHOCTh, JMOO ayTeHTHU(UKAIMS JOJKHBI OBITh
3aJ1CICTBOBAHBI.

Tax xe, kak 1 AH, ESP moxeT paboTaTs B TpaHCIIOPTHOM U TYHHEITFHOM
pexumax. VcxomaHplii MakeT, MakeThl mocjie oOpaboTku mpoTokosiom ESP B
TPAHCIIOPTHOM U TYHHEJIBHOM PEXXMMax MOKa3aHbl Ha pucyHke 4.9. Ha pucynke

CCPBIM (bOHOM OTMCYCHBI I10JI ITaKETa, ITOAJICKAIIHNC IHH(I)pOBaHI/IIO.

IP-3aronoBok TCP/UDP-3arosoBok Mannbie

a) UCXOIHBIH IaKeT

IP-3aronoBok ESP-3arosioBok TCP/UDP-3aronoBok | Jlannble ESP-Trailer ESP-Auth

0) maker mocye 00pabOTKU B TPAHCIIOPTHOM PEXRUME

HoBerit

ESP-3aronoBok IP-3aronoBok TCP/UDP-3aronoBok | Jlanusie | ESP-Trailer ESP-Auth
|P-3aronoBok

B) MaKeT Mociie 00pabOTKU B TYHHEIBHOM PEKUME

Pucynok 4.9 — ®opmMatsl MakeToB

Tax kak ESP mopnepkuBaer u ayTeHTHU(UKAIMIO, U MHUGPOBAHUE, IS

aYTCHTI/I(l)I/IKaLII/II/I MOXKECT HCIIOJB30BATECA HMMHUTOBCTABKa C HCIIOJIIB30BaHHEM
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xou-¢pyakimit ¢ kimoyom HMAC-MD5-96 (o ymonuanuio) 1 HMAC-SHA-1-
96 (xak u y AH), HO MOryT HMCHOJIb30BaTbCA M Jpyrue anroputmsl. Jlis
mudpoBaHKUS MOTYT HCTONb30BaThes anroputmel DES, 3DES, AES, u T1.1.
®opwmart 3aronoBka ESP BIrIsSIUT B COOTBETCTBUM ¢ pUCYHKOM 4.10. DTO
HE CTOJIBKO 3arojIOBOK, CKOJIbKO OOepTKa (MHKamcylupylomas o0o0jouka, Kak
BUnHO u3 pucyHka 4.10) mis 3ammdpoBanHHoOro coaep:xkumoro. Hampumep,
CCBUIKY Ha CJIEAYIOUIM 3arojloBOK HEJb3s BBIHOCUTH B Hauajao, B

HGSaIHI/I(I)pOBaHHYI-O HacCTb, TaK KaK OHaA JIMIIHUTCA KOH(bI/II[eHHI/IaJII)HOCTI/I.

0 8 16 31

Security Parameters Index (SPI)

Sequence Number (SN)

3alUIIEHHOE COJIEPKUMOE
(mepeMeHHas JAJIuHA)

3anoaautens (0-255 Gaiit)

JlnuHa 3amouH, Next Header

Authentication Data

Pucynox 4.10 — ®opmar 3aronoska ESP

3aronoBok ESP naunnHaetcs ¢ aByx 32-pa3psnnbix 3HaueHuit - SPl u SN.
Ponp mx Takas xe, kak B mpotokoje AH - SPl wumentudummpyer SA,
WCITOJTB3YFOIIMICS IS CO3aHms JaHHOTO TyHHesA; SN M03BOMSIET 3aIlUTUTHCS
ot moBTopoB nakeToB. SN u SPI ve mmdpyrores.

Crnenyronm UaeT 1oje, coaepikaiiee 3amudpoBanHbie naHHbie. [locie
HUX CIIEZIyeT T0JI€ 3alOJHUTENS, KOTOPBIA HY>KEH JIJISi TOTO, YTOOBI BHIPOBHSITH
JUTMHY MU@PyEeMBbIX MOJIEH 10 3HAYCHUsI, KPATHOTO pa3Mepy Oi10Ka anropurMa

G poBaHus.
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[Tocne 3anmonHUTENs] UWAYT TOJS, COAEpP)KAIIME 3HAYCHHUE JJIMHBI
3aMOJIHUTEIIS U yKa3aHUuEe Ha HOMEP, COOTBETCTBYIOIIHNMI MPOTOKOIY CIAEAYIOIIETO
ypoBHs. YeThlpe TMEpEeYUCICHHBIX TOJsl (JaHHbIE, 3alOoJHUTENb, JJIMHA,
CJICTYIONTUH TIPOTOKOI) 3aIIUIIAIOTCS M (PPOBAHUEM.

Ecnau ESP ucnonb3yercs u ajisi ayreHTUdUKAIMA JaHHBIX, TO 3aBepIIacT
MAKET I0JIe MEPEMEHHON JJINHBI, coaepxkaiiee ICV.

[Ipumenenne mnporokona ESP k wucxomsmmm maketaM  MOKHO
MPEACTaBIATh cee cienyromuM odpazoM. M3 nmakera u3BIeKaeTcs €ro 4acTh —
OCTaTOK, TO €CTh Ta YacTh, KOTOpas IMOJUICKUT MHU(POBAHUIO (3aKpaIlcHHBIC
noJist Ha pucyHke 4.9). Jlanee cieayroT 3Tambl:

- OCTaTOK MaKeTa Konupyercs B 0ydep;

- K OCTaTKYy MPUIUCHIBAIOTCS JOMOIHSIONINE OalThl, UX YMUCIIO U HOMEp (THM)
MEePBOTO 3aroJioBKa OcTaTka, C TeM, 4TOObl HOMEp ObLI MPHIKAT K TpaHule 32-
OuTHOrO cloBa, a pasmep Oydepa YIOBICTBOPSIT TPEOOBAHUSIM AITOPUTMA
UG pOBaHUS;

- TeKyIIee cojaepkumoe Oydepa mudpyercs;

- B Hauaso Oydepa npunuceiBaroTcs nois "MHaekc napameTpoB 0€30MaCHOCTH
(SPI)" u "TlopsinkoBerit Homep (SN)" ¢ COOTBETCTBYIONIUMHU 3HAYCHUSIMH,

- TIOTNIOJIHEHHOE cojiep)kuMoe Oydepa ayreHTU(DUIIMPYETCS, B €ro KOHeIl
nomenaercs nojie "AyreHTu(puKkamoHHbIe TaHHbIE",;

- B HOBBI NAaKeT NEPENUCHIBAIOTCS HAYaJIbHBIE 3arOJIOBKH CTaporo IMakeTa U
KOHEUHOE cojepxkumoe Oydepa.

Eciu B ESP BritoueHsl M mudpoBaHue, W ayTeHTHPUKALMSI, TO
ayreHTuQuIUpyeTcs 3amudpoBaHHbIN makeT. /{1 BXOAAIINX MaKeTOB JEHCTBUSA
BBITIOJTHSIOTCS B OOpaTHOM TIOpsiAKe, T. €. CHadajga IPOU3BOJUTCS
ayTeHTU(PUKausg. DTO TO3BOJSET HE TPATUTh PECYpPChl Ha PaCHIH(PPOBKY
NOAJCNIbHBIX TMAKETOB, YTO B KaKOW-TO CTENEHW 3alllMIaeT OT aTaKk Ha

AOCTYITHOCTD.
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N3 cpaBaenust mporokosnoB AH u ESP moxHO caenmath ciemyromue
BEIBOABI. Ecnm HeoOXoawmmo 3HATh, YTO JaHHBIE W3 HACHTU(DHUIIMPOBAHHOTO
UCTOYHMKA  MepefmaroTcs  0e3  HapyuleHusT — IEJIOCTHOCTH, a  HUX
KOH(QUACHIIMAFHOCTh O0ecreunBaTh HE TpeOyeTcs, MOXKHO HCHIOJIb30BaTh
npoTokosl AH, KOTOpBIN 3alMIIAET NPOTOKOJbI BBICIIMX YPOBHEW M MOJIS
3arosnoBka [P, He u3mMeHsieMble B IMyTU. 3allIUTa 03HAYAET, YTO COOTBETCTBYIOIINE
3HAYCHHUs] HENb3s U3MEHUTh, MOTOMY UYTO 3TO OyAeT OOHapy eHO BTOPOM
ctopoHoit [PSec, u mobas wmomuduiupoBannas paeiirarpamma I[P Oyner
otrBepruyta. [Iporokon AH He oOecnieunBaeT 3alUTy OT IPOCTYIIMBAHMS KaHAJIa
Y IPOCMOTPA HAPYLIMTEIEM 3arojioBKa M JaHHBIX. HO MOCKOJIBKY 3aronoBOK n
JTAHHBIC HE3aMETHO U3MEHUTD HEIIb35, U3MEHECHHbBIE MTAKETH OTBEPTatOTCA.

Ecnu HeoOXogmMo coxpaHUTb JaHHble B TailHe (oOecrneuuThb
KOH(HUIECHIIUAIBHOCTh), HEOOXOAMMO HCIOJIb30BaTh ESP. JlaHHBIN MPOTOKOI
npeanosaraer muppoBaHUe MPOTOKOJIOB BBICIIUX YPOBHEH B TPAHCIIOPTHOM
peXUME U BCEM UCXONHOU JeuTarpaMmbl [P B TyHHENBHOM peXHME, Tak YTO
U3BJIeYb MH(OpMAIMI0O O MakeTax MyTeM MPOCIYIIMBAaHUS KaHala Mepefadu
HeBo3MOXkHO. [Iporokon ESP moxeT Takyke oOecneuuTh sl TAKETOB CEPBUC
ayrentudukanuu. OnHaKko npu ucnonb3zoBanuu ESP B TpancmopTHOM pexume
BHEIIHUW OPUTMHAJIBbHBIN 3arojoBOK [P He 3amuiaercs, a B TYHHEIIBHOM PEXUME
HE 3aIMIIAETCS HOBBIM 3aroioBok IP.

Takum o0Opazom, npu HE0OXOIMMOCTH oOecrieueHus
KOH(DHUICHIIMATBHOCTH U LEJOCTHOCTH  MEpeAaBaeMbIX  JaHHBIX  C
OJIHOBPEMEHHOUN ayTeHTHU(UKAIMEeW WX UCTOYHHUKA HEOOXOJMMO HCIOJIb30BaTh
npotokon ESP B TynHenbHOM pexume. bonee toro, mpu co3manun ISAKMP-
TYHHEJIS1 HCOOXOAMMO UCIOJIB30BaTh OCHOBHOM peskuM (Mmain mode).

[Tpu ucnons3oBanun obopymoBanust Cisco s co3manus VPN MokHO
7100 KCIOIBH30BaTh PACCMOTPEHHOE BHINIEC TYHHEIUPOBAHKUE, U OTIPABIATH IO
TyHHENIO 3amupoBaHHbId TpaduK, JUOO HE MCHOJb30BaTh TYHHEJIbHBIC

uHTEPEHCHI.
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Paccmotpum cHavanma kondurypupoBanne VPN ¢ TyHHenmpoBaHuewm.
Yacro Ttakoi pexum HazpiBatoT |IPSec-over-GRE. bynem ucnosip3oBaTh TOT ke

npumep, pucyHok 4.11.

INTERNET

PC LAN1
Router A / fo/0 fo/1 \ Router B SERVER LAN2

‘_ @ fo/1 o1
fo/o

Pucynox 4.11 — IIpumep oObequHEHUS ABYX YaCTHBIX CeTeH

fo/o -

AJlpecanyisi B CETU CIEAYIOLIAs:
Router_A:

f0/0 — 192.168.1.1/24
f0/1-11.11.11.11/8

Router_B:

f0/0 — 192.168.3.1/24

f0/1 — 33.33.33.33/8

Anpec tynnens — 192.168.2.0/30.

Ha nepBom sTtane HeoOX0aUMO cO3AaTh MOJIUTHKY ¢ HOMEpPOM | KoTopas
OMPENICIIUT AITOPUTM M UCIIOIb3yeMble TPOTOKOJIBI Ipu oOMene kitovyamu (IKE
®daza 1). Homep moauTuku ompeaessieT ee MPUOPUTET, TaK KaK MOXKET ObITh
CO371aHO HECKOJIBKO MOJTUTHK (4€M MEHBIIIE YICIIO, TEM BhIIIE TpUOpHUTET). YacTo
3QIaI0TCSI  HECKOJIBKO TaKUX TMOJUTUK C Pa3IUYHBIMU  KOMOUHAIUSMHU
mudpoBanus, xema u Homepa rpynnsl Judu-Xennmana (DH). Tlpu co3pannu
isakmp sa, Ta CTOpoHa, KOTOpasi MHUIMHUPYET COEAUHEHUE, OTIPABISET BCE
JIOKQJIbHO HACTPOEHHbIE MOJUTHKH. [[puHHUMaroias cTopoHa mpocMaTpuBaeT 1o
ouepeqr, B MOPSIIKE TPUOPUTETHOCTH CBOM JIOKAIIBHO HACTPOEHHBIE TTOJIUTUKH.
[lepBass e TmOJAWUTHKA, JJIsI KOTOPOM HAWJIEHO COBIAJCHHE, OyIeT

HCIIOJIB30BaThCA. KOMaHI[a CO34aHMus ITOJINTUKH.
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RouterA(config)#crypto isakmp policy 1

B cootBercTBuu ¢ morukoit Cisco 10S, ecnu MBI co3gaeM 4TO-IMO0, MBI
cpa3zy nomnagaeM B KOHGUTYPUPOBAHHUE TOTO, YTO MbI co3nanu. [loaTomy mocie
CO37aHMs TIOJUTUKHA | MBI TTOTIAaeM B PeXKUM €€ KoHGUTryprupoBaHus. Komauapi
KOH(UTYpUpOBaHUS:
RouterA(config-isakmp)#encryption <ajaropurm mmdppoBanus>
RouterA(config-isakmp)#hash <aaropurm x3mupoBaHus™>
RouterA(config-isakmp)#authentication <merox ayrenTugukamumn>
RouterA(config-isakmp)#lifetime <pems :xku3un ISAMKP-Tynnens>

B kadecTBe anroputMoB mmdpoBaHus MOTYT OBITH YKa3aHsl des, 3des, aes.
B kadecTBe anropuTMa X3IIUPOBaHMs MOXET ObITh MCIoJb30BaH Sha waum mdb.
B kadecTBe MeToma ayTeHTH(UKAIIMN MOXKET OBITh YKa3aH METOJ C OTKPBITHIM
KJIF04OM pre-share, mu6o 0osiee CI0XKHBIC METO/IbI, HAITPUMEP, ayTCHTU()UKALINSA
C UcroJib30BaHKueM Irdposoit noamucu RSA Digital Signatures rsa-sig.

[Tpu ucnop30BaHuK Pre-share MoxeT Takke ObITh 3a7aH HOMEpP TPYIIITBI
JNuddu-Xennmmana (DH):
RouterA (config-isakmp)# group 2

['pymnna o3Havyaet KoHKpeTHbIH anroputMm DH [9]:
Anroputm DH-1 - ximtou 768 our
Anroputm DH-2 - ximou 1024 6ut
Anroputm DH-5 - kimou 1536 Out

Taxxe B ciryyae HMCIOJIB30BaHUS OTKPBITOTO KIIF0Ya HEOOXOAMMO YKa3aTh
caM KJI04 (OH JIOJKEH ObITh OJMHAKOBBIM Ha 000MX MapIIpyTHU3aTOpax):
RouterA(config)#crypto isakmp key <Ne> <kmou> address <agpec cocena>

Jlanee yKka3bIBalOTCS BO3MOJKHBIE TMapameTpbl co3laBaemMoro SA
(momutuka a3l 2). Tak Kak 370 HAOOP MPOTOKOJIOB, MIPETATa€MbIX BCTPEUHOM
ctopoHe, oH HaspiBaeTcsi transform-set. JlanpHeimmee KoHQUTYpHpOBaHHUE

YAQ4HO WILTIOCTPUPYETCA pUCYHKOM 4.12, 3auMcTBOBaHHBIM U3 [10].
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Hactpoiika HacTpoiika Hactpoiika

transform set crypto ACL peer
HacTpoiika

crypto map

Y
[TpumeneHHe crypto map

Ha HHTepdeiice

Pucynox 4.12 — INpunnmn konpurypuposanus transform-set

W3 pucynka 4.12 BuaHO, YTO CHavajga HEOOXOIUMO co3aath transform-set
C yKazaHWeM UCIMoNb3yeMblx TmpoTokoigoB (AH wumm ESP), cmoco6os
ayrentuukanuun u mudposanusi. C wucnonszoBanuem ACL dunbrpyercs
TpaduK, ToaIeKAIMK MHUPPOBAHUIO, C HCIOJb30BAaHUEM PEEI YKa3bIBACTCS
«coce», ¢ KOTOPBIM yCTaHABJIMBAaeTCs TyHHeENb. Kpumrokapra (Crypto map)
MPEACTaBIACT COOOW yKazaHWe naeTaliedl MHUQPPOBaHUS — aapec «COCeaa» IO
TYHHEIIIO, VCIIOJIb3YEMBIN ACL, VCIIOJIb3YEMBIN transform-set.
3aKIIOUUTENIPHBIM JTAllOM SIBJIAETCS MPUBS3Ka CO3JaHHOM KPUITOKApThl Ha
KOHKPETHOM HHTep(eiice.
RouterA(config)# crypto ipsec transform-set <umsi> <ayreHTuduxkamms>
<wmudpoBanue>

ESP u AH wmorytr ObITb HCHONB30BaHBl OJHOBPEMEHHO, a MOTYT U
nooauHouke. B Tabmuiie 4.1npencTaBiaeHbl KaXIbli 13 BO3MOXKHBIX BApUAHTOB.

Tabnuna 4.1 — BapuanTs! ucnonb3oBanus mpotokosos ais AH u ESP

Tun npeoOpazoBaHus CHUHTaKCUC OnucaHue
[Iporokon AH c¢ anroputmMom
AH Transform ah-mds-hmac ayreHtudukauu MDS

(oouH U3 crircKa) [Iporoxon AH ¢ anropurmMom

ah-sha-hmac ayreHtuukammu SHA
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ah-gost-28147-mac

IIporokxon AH ¢ anroputmom
I'OCT 28147-89 (B pexume
BBEIPAOOTKH WMHUTOBCTABKH )

ah-gost3411-hmac

[Iporokon AH c¢ anropurmom
I'OCT P 34.11-94

ESP Encryption Transform
(ommu u3 crucka)

IIpotokon ESP ¢ anroputMom

esp-null Sl
esp-des IIporoxon ESP ¢ 56-0utHBIM

P agroputmom DES
esp-3des IIporokoa ESP ¢ 168-6uTHBIM

P anroputmom 3DES
esp-aes-128 [Iporokon ESP ¢ 128-6utHBIM

P agroputMom AES
[Iporokon ESP ¢ 192-6utHBIM

spraes 192 agroputMoMm AES
esp-aes-256 ITpoToxon ESP ¢ 256-6uTHBIM

agroputMom AES

esp-gost28147

[Iporoxon ESP ¢ anroputmom
I'OCT 28147-89 (B pexume

MIPOCTON 3aMEHBI C 3allETVIEHUEM )

esp-gost28147-4m-imit

[Iporoxon ESP ¢ anroputmom
I'OCT 28147-89 (B
KOMOMHHUPOBAHHOM PEXKHME:
raMMHPOBAaHUEC U BBIYUCIICHUC
HUMHUTOBCTAaBKHU. B COOTBETCTBUU

co crierudukarueit ESP. GOST-

AM-IMIT)

ESP Authentication Transform
(omuH U3 crircka)

esp-md5-hmac

[Iporoxon ESP ¢ anroputmom
ayreHtudukanu MDS5

esp-sha-hmac

IIpotokon ESP ¢ anroputmMom
ayreHtudukammu SHA

esp-gost28147-mac

[Iporoxon ESP ¢ anroputmom
I'OCT 28147-89 (B pexume
BEIPA0OTKH HUMUTOBCTaBKH)

esp-gost3411-hmac

IIporoxon ESP ¢ anroputmom
I'OCT P 34.11-94

Taxum oOpa3om, eciu MbI MpeArojaraéM MCIoJIb30BaHue TOJIbKO ESP c

anroputmoM tudpoanust 3DES u ayrentudukanueii ¢ xsmr-gyukiuein MD5,

KOMaH/da IIPUHHUMACT BUI:

RouterA(config)#crypto ipsec transform-set LAN1 esp-3des esp-md5-hmac

Jlanee ¢ ucnoap3zoBanreM koMana mode tunnel u mode transport MosxHo

BKJIFOUUTH JINOO TYHHEIBHBIN, TMO0 TPAHCHOPTHBIN PEXKUMBI.

Janee HeoOXxoauMO ¢(hOPMHUPOBATH TaK Ha3bIBAEMYIO KpUIITOKApTY (Crypto map),

B KOTOPOM YKa3bIBAIOTCS ACTaIN MTUGPOBAHUS:

RouterA(config)#crypto map <ums> <Ne> ipsec-isakmp
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RouterA(config-crypto-map)#set peer <agpec cocena>
RouterA(config-crypto-map)#set transform-set <ums transform-set >
RouterA(config-crypto-map)#match address <cnmcok gocryma>

B nepBoii komanae Ne - 310 HOMep Habopa mudpoBaHUs sl CO37]aBaEMOTO
TYHHCJIA. I[GJIO B TOM, 4YTO B MapmIpyTU3aTOpC MOKCT CYHICCTBOBATH TOJIBKO OJTHA
kpunrokapta. OIHaKo B caMoOil KapTe MOXKHO cO3/aBaTh HAOOPHI mKU(poBaHUs
JUIS HECKOJIBKMX TyHHener. Hampumep, Mbl co3taeM BTOpOW TyHHENb. Torna B
camou KapTC ITIOMCHICM HOpSII[KOBI)Iﬁ HOMCD:

RouterA (config)# crypto map MAP <apyroii Ne> ipsec-isakmp

[locne 3TOM KOMaHIBI MOYKHO YKa3blBaTh IAPAMETPHI I TYHHENS C
HOMEpPOM Apyrou Ne.

Taxoke He0OXOAMMO HACTPOUTH CIMCOK JocTyna (Crypto ACL Ha pucynke
4.12). B panHom ciyyae mudpoBaTh HEOOXOAMMO T€ TaKEThl, KOTOpHIC
nepecaaroTCa B TYHHCIIb, TO CCTb UMCIOT GRE-3aromoBok. HOBTOMy cOo31aanum
pPaCIIMPEHHBIN CIIUCOK JIOCTYyNA:

RouterA(config)#access-list 100 permit gre host 11.11.11.11 host 33.33.33.33

Teneps HEOOXOAMMO MEPEUTH B PEXKHUM KOH(DUTYpPUPOBAHUS BHEIIHETO
untepdeiica (y Hac 1o fal/1) u nmpuBsi3aTh K HEMY CO3IaHHYIO KPUIITOKAPTY:
RouterA(config)#interface fa 0/1
RouterA(config-if)#crypto map <umsi KnuNTOKaApTHI>

AHanoruyHbpie HACTPOWKH HEOOXOAMMO MPOU3BECTH HA BTOPOM IILIIO3€
oe3omacHoctH (y Hac 3to RouterB):

RouterB(config)#crypto isakmp policy 1
RouterB(config-isakmp)#encryption 3des
RouterB(config-isakmp)#hash md5
RouterB(config-isakmp)#authentication pre-share

RouterA (config-isakmp)# group 2

RouterB(config)#exit

RouterB(config)#crypto isakmp key 0 PASS address 11.11.11.11
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RouterB(config)#crypto ipsec transform-set LANZ2 esp-3des esp-md5-hmac
RouterB(cfg-crypto-trans)#mode tunnel
RouterB(cfg-crypto-trans)#exit
RouterB(config)#crypto map MAP2 10 ipsec-isakmp
RouterB(config-crypto-map)#set peer 11.11.11.11
RouterB(config-crypto-map)#set transform-set LAN2
RouterB(config-crypto-map)#match address 100
RouterB(config-crypto-map)#exit
RouterB(config)#access-list 100 permit gre host 33.33.33.33 host 11.11.11.11
RouterB(config)#interface fa 0/1
RouterB(config-if)#crypto map MAP2

Hactpoennble mnapamerpsl Ha Router A MOXHO TPOCMOTpPETh C

UCTIOJIb30BaHueM KoMaH 16l Show running-config, pucyHok 4.13.

LIAL esp-3des esp-mdS-hmac

Pucynox 4.13 — [Ipocmotp KoHbUTYypauu

Jlns mpocMoTpa mapaMeTpoB MKU(PPOBaHUS MOXKHO HCIOIb30BaTh P

KOMaH/I;
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show crypto isakmp policy — nmpocMoTp mapameTpoB TyHHEIIS B TIepBoi (ase;
show crypto map — mpocMOTp CO3IaHHBIX KapT MUGPOBAHUS;

show crypto isakmp sa — npocmotp co3manubix SA (dasa 1);

show crypto ipsec sa — mpocmotp co3maHHbIX SA ((paza 2).

BrInmonHenne STUX KOMAaHI, BBINOJIHEHHBIX ¢ HcCIojib3oBaHneM GNS3,

WLTFOCTpUpYeTCs pucyHkamu 4.14 — 4.17.

no volume limit

Pucynok 4.14 — Pe3ynbrat BeInoaHeHHS kKoMaHasl Show crypto isakmp policy
W3 pucyHKa BHIHO, YTO HAa MapIIPYTHU3aTOPE UMEIOTCS JBE IMOJMTHKU —

oaHa co3nanHasi Hamu (1), ¥ BTOpas — 1o yMOJYaHUIO.
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Pucynok 4.16 — Pe3ysibrar BeIoSTHEHUS KOMaH 161 Show crypto isakmp sa

Ecnu B rpade state ykazano QM _IDLE, 3nauut mepBas ¢asza mporuia
YCIEIIHO, B MPOTHUBHOM ciydae oToOpasutca coodmenne MM NO STATE.
Taxoke SA, co3manHbIe Ha IEpBOH (a3e, MOKHO IMTPOCMOTPETh O0JIee OAPOOHO ¢

UCIOJb30BaHueM KoMaH bl Show crypto isakmp sa detail.

Pucynok 4.17 — Pe3ynbTat BIMOIHEHUS KOMaH a6 ShOW Crypto ipsec sa
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KonnuectBo 3ammdpoBaHHbIX H pacHIM(PpOBAHHBIX MAKETOB MOKHO
IIPOCMOTPETh C KCIIOJIb30BaHKEM KOMaHIbI ShOW Crypto engine connections

active, pucynok 4.18.

Pucynok 4.18 — Pesynbrar BeInOIHEHH KOMaHa6I ShOw crypto engine

connections active

Bropoit cnoco6 mno3Bossier Hactpouth VPN 6e3 Tynnens GRE,
TyHHEJMpOBaHue npousBogutcs camum IPSec. [lns sToro B cmucke pocrtymna
HeoOxomuMo ykazaTh He mpoTokon GRE, a B sSBHOM BHjaE yKa3aTh CETH
MCTOYHUKA U MOJy4yaTens Tpaduka:

RouterA(config)#
Ip access-list extended ACL_CRYPTO
permit ip 192.168.1.0 0.0.0.255 192.168.4.0 0.0.0.255
Kpome Toro, mpu nactpoiike IPSec-TyHHenss MOXXHO HCIOJIB30BaTh
npodun.
4.5 Otuyet no pabote

Ckondurypuposansbiii VPN-TyHHENnb Ha MapuipyTusaTopax Cisco.
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