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IIpakTnueckoe 3ausitue 1. KongpurypupoBanue KOHCOJBHOIO J0CTYNA K

ceTeBOMY 000PYI10BAHUIO

1.1 Ienr paGotei: IlomydueHne HaABBHIKOB  KOH(PHUTYPUPOBAHUS
3al[UIIEHHOTO KOHCOIBHOIO JOCTYIIA.
1.2 IlepeueHb 000pPyIOBaHUS:
— Mapmpytuzatopsr Cisco;
— IIK ¢ ycranosnennsiM 10 Cisco Packet Tracer;
— JloxanpHas ceTs.

1.3 3ananue:

Hcnone3ys nporpammubsie poayktel (Cisco Packet Tracer mmm GNS3)
WIM peajbHOe O00O0pyI0BaHHWE, NOJKIIOUUTHCS K KOHCOJBHOMY MOPTY
yCTpoicTBa (KOMMyTaTopa WiIM MapuipyTtuzatopa). Co3nare napoib s
BXO/la B NMPUBHIIETUPOBAHHBIN PEKUM, UCIOJB3ys napametrp Secret. Co3narb
TPU YYETHBIE 3allUCM C PAa3HbIMU YPOBHSAMM IPUBUIIETUN, HCIOIB3YS
¢bynkuuo AAA. Ilpu co3maHuM y4YeTHBIX 3alMCell HMCIOJIb30BAaTh JIOTHH
<(pamMuIudA B aHIVIMICKON TPaHCKpUNUMUNeyyeTHOH 3anucu>. [IpoBeputsb
pabOTOCTIOCOOHOCTh ~ CHCTEMBI  ayTEHTHU(UKAIMU U  aBTOPHU3AIMU  TO
JIOKaJIbHOW 0a3e MmoJib30BaTeeH.

1.4 Yka3zaHus K NpoOBEICHUIO0 pabOTHI.

Kak u3BecTHO, p¥ KOHCOJBHOM JIOCTYIIE€ IMOCJE 3arpy3Kd yCTpOWCTBa

OHO MEPEXOAUT B MOJIB30BATEIBbCKUI pekuM (prcyHOK 1.1).



I10S Command Line Interface

Cisco 1841 (revisiom 5.0) with 11468BE/16384E bytes of memory.
Processor board ID FTEOS947Z1BE

MB8&0 processor: part number 0, mask 435

Z FastEthernet/IEEE 8202Z.3 interface(s)

151E bytes of NVELM.

©3488K bytes of ATRE CompactFlash (Read/Write)

Cisco IO0S Software, 1841 Software (ClB41-ADVIPSERWVICESES-M), Version 12.4(15)T1,
RELEASE SOFIWRRE (fcz)

Technical Support: http://www.cisco.comdtechsupport

Copyright (c) 158&-Z007 by Cisco Systems, Inc.

Compiled Wed 1B8-Jul-07 04:52 by pt_team

——— System Configuration Dialog ———

Continue with configuration dialog? [yes/nol: n

Eress BRETUEN to get started!

Rnuterﬂ W

Pucynok 1.1 — Bux npurnamenus noib30BaTeIbCKOrO peXUMa

Jlns mepexona B TMPUBHICTUPOBAHHBIA pexuM B ycrpoictBax Cisco
ucronb3yeTcst komanaa enable. Tak kak MpUBHIECTUPOBAHHBIN PEIKUM SBIISICTCS
NOTEHLUATBHO OINACHBIM, PEKOMEHIYETCS 3allUTUTh MEPEXOA B ATOT PEKUM
naposieM. Kak u3BectHo [1], B ycrpoiictBax CiSCO CyIIECTBYeT HECKOJIBKO
BUIOB mapoJieil. B wactHocTH, maponu enable password u enable secret kak
pa3 u o0ecrneunBaoT aBTOPU3ALINIO BXO/1a B TPUBUIIETUPOBAHHBIN PEKUM.

JlaHHBIE TIAPOJM YCTAHABIMBAIOTCA B PEXHME KOHPUTYPHPOBAHHS C
UCTIOJIb30BaHUEM KOMAaH/I;

R1(config)#enable password manin

R1(config)#enable secret maninl

[TepBas komMaHIa ycTaHaBJIMBaeT mapojb Tuma enable password (mis
npuMepa ObLT BBIOpaH mapoib Manin), Bropas — tuna enable secret (maposb
maninl).

[Tapons Tuma enable password xpaHuTcss Ha YCTpOHCTBE B

He3amuGpoBaHHOM BHUJIE, YTO JieJIaeT ero ciado3amuiieHHbiM. Hanpumep, eciu



37I0YMBIIIJICHHUK TIOAKIIOUUTCS TI0 KOHCOJH, BOWAET B IIOJIb30BaTEIbCKUN
pPeKUM H HCHodb3yeT KomaHmay Show running-config, on 6e3 Tpyma cMmoxer

YBUJIETh YCTAHOBIICHHBIN Napoib (pUCyHOK 1.2).

I10S Command Line Interface

MOLLELE

%55Y¥5-5-CONFIG I: Configured from conscle by console

Boutergshow ru
Routerfshow running-config
Building configuration...

Current configuration : 498 bytes

!

version 1Z.4

no Service timestamps log datetime maec
no Service timestamps debug datetime msec
no Service password-encryption

!

hostname BRouter

1

1

!
enable password manin

Pucynox 1.2 — IIpocMOTp B KOHPUTYpAIIUU YCTPOMCTBA 33JJaHHOTO TapOJIs

CambIM OYCBUJIHBIM PCIICHUCM STOH HpO6J’IeMBI ABIIACTCA XPAaHCHHC
napojisi B 3amudpoBaHHoM Buae. Jns mmdpoBaHus mapoias  MOXKHO
UCIIOJIb30BaTh KOMaHay Service password-encryption, BBIIOTHSACMYIO B
pexxume robanbHOro KoH(UrypupoBaHusa. B 3ToM ciiydae mpu MmpocMoTpe

KoH(urypanuu maposib OyAeT MpeacTaBieH B 3amu(poBaHHOM BUJE (PUCYHOK
1.3).
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Current configuration - 504 bytes

!

wversion 12._4

no service timestamps log datetime msec
no Service timestamps debug datetime maec
gervice password-encryption

!

hostname Router

1

1

enable password 7 082C4D400017

—More——

Pucynok 1.3 — IlpocMoTp B KOHQUTYpaluu yCTpoicTBa 3aIM(ppOBAaHHOTO

napoJis

OnHako Ha TPAaKTUKE HE PEKOMEHIYETCs MaHHBIA CHOCOO 3alluThI
nepexoja B MPUBUIICTUPOBAHHBIN pexxuM. Jlerio B TOM, 4TO MHU(PPOBAHKUE B ITOM
cllydae TPOM3BOJIUTCS C  HUCIOJIB30BAaHWEM  alroputMa ImmdpoBaHUs,
ocHoBaHHOTO Ha omnepaiu XOR U 70CTaTOYHO JETKO MOAAIOIIETOCS B3JIOMY.
[Mudpa 7 mepen 3ammdpoBaHHBIM MapoeM KakK pa3 M yKa3blBaeT Ha TO, YTO
UCTIONB3YETCSI ATOT ¢1a00 3alUIIEHHBIA AITOPUTM N (DPOBAHHMS.

[Ipumep pacmmdpoBKkrd maposs, MMOKa3aHHOTO Ha pucyHkKe 1.3, ¢
VCTIOJIb30BaHUEM OJHOM M3 U3BECTHBIX ITPOTPaMM MOKa3aH Ha pUCYHKeE 1.4.

Cisco Type-7 Password Decoder

Cizco Type-7 encrypted paszword
|082C4D 400017

Decrypted paszword

|manin
E wit

Pucynox 1.4 — PacumdpoBka naposs



Bropo#i Tum mapons — enable secret — umcmonb3yer GoJsiee MOITHBIN
aIrOpuT™M IMU(GPOBAaHUS, OCHOBAHHBIH Ha MCIIOJIB30BAHUM  X3II-(YHKIIUN
(MDS5). Co3ganum mapoiss enable secret m mocMoTpuM e€ro oToOpakeHUE B
KOH(UTYpallMK YCTPONCTBA, pUCYHOK 1.5.

I0S Command Line Interface

Current configuration : 5Z3 bytes

!

version 1Z2._4

no service timestamps log datetime maec
no service timestamps debug datetime msec
no service password-encryption

!

hostname Router

1

1

1

enable secret 5 F1:smERr3valBEzZlEfTEsgVkFgblW.

Pucynok 1.5 — Oroopaxenue naposs enable secret

Kax BumHO W3 pucyHKa, Temephb mnepes napojieM CTouT 1udpa 5, 4to u
yKa3blBaeT Ha ucMoyib3oBaHue ainroputMa MDS, u Mbl BuUAMM pe3ynbTaT
BBITIOJIHEHUS XOII-(PYHKIIUU, KOTOpasi, Kak U3BECTHO, HeoOpaTuma [2].

Opnako criexyeT IOMHUTb, YTO B JTOM ClIy4ae Mapojib MOXHO
nonoOparb. CyllIecTBYIOT CIHeUuadbHble TaOJULbI, BKJIIOYAIOIIME B ceOs
pe3yabTaThl BBHIMOJHEHUS XAII-(QYHKIMI 171 Haubojee 4acTo BCTPEUAIOIIUXCS
naposnieii. B MHTepHeTe ecTh crnenMalu3UpOBAHHBIE PECYPCHI, MOJOUPAIOIINE
naposiim K x3m-QpyHKnusM. TpymoeMmkocTh mojdopa maposis enable secret
HaIPSMYIO 3aBUCUT OT €r0 CIOXKHOCTH. OTCroAa CeIyeT OYEBHIHBINA BBIBOJ —

napoJib JOJIZKCH OBITH A0CTATOYHO CJIOXHBIM U HCTPHUBUAJIbHBIM.



OnHako Ha MPAKTHKE MOTYT MMETh MECTO CIIydad, KOIJa BCe-TakKu
HEOoOXOMMO UCHOJB30BaTh IMapoiib enable password. B srom ciygae
00BIIMHCTBO yeTporicTB CiSCO I0MyCKaloT UCIIOIb30BaHUE 000UX Mapoiei, HO

napois enable secret 6yxer umeTs 6osiee BRICOKUIT PHOPHUTET.

1.1.2 Co3ganue JOKaJILHON 0a3bl MOJIb30BaTeIEH

[ToMrumoO  3amUTBI  OT  HECAHKIMOHUPOBAHHOIO  JIOCTyHa K
MPUBWICTUPOBAHHOMY PEXHMY, TIpH KOH(DUTYpUpPOBaHWU 0OOpYyAOBaHUS
HEOOX0MMMO 00€CIeUnTh 3allUTy | IOJh30BaTEILCKOTO pexknma. Kak
YKa3bIBAJIOCh BBIIIE, MPU BXOJI€ B MOJIH30BATEIBCKUI PEKUM 3JI0YMBIITUICHHUK
TaKK€ MOYKET BBIMIOJHUTH P KOMaHJ M IOJIYyYUTh HEKOTOPBIC CBEICHHS 00
ycTpoiictBe. B wacTHocTH, Ha ycrporictBax CiSCO B MOJIB30BAaTEIBCKOM PEKUME
MOT'YT OBITh BBITIOJTHEHBI CJICIYIONINE KOMaH/IbI (pPUCYHOK 1.6).

I0S Command Line Interface

Bouter>?
Exec commands:

<l1-559> Session number to resume
connect Open a terminal connection
disable Turn off privileged commands

disconnect Disconnect an existing network connection

enable Turn on privileged commands

exit Exit from the EXEC

logout Exit from the EXEC

ping Send echo messages

resums BResume an active network connection
show Show running system information

ssh Open a secure shell client connection
telnet Open a telnet connection

terminal Set terminal line parameters

traceroute Trace route to destination
Rcuterﬂ W

Pucynok 1.6 — KoMaHipl, JOCTYITHBIE U3 MOJIB30BATEIBCKOTO PEKUMA

Ha pucynke 1.6 mpenctaBieHbl TOJIBKO MEPBHIE CIOBa BO3MOXHBIX

KOoMaHJI. MOKeT OBITh HECKOJIBKO KOMaH]I, HAYMHAIOIIUXCS C DTOTO CJIOBA.



Hanpumep, Ha pucynke 1.7 mpencraBieH CIMCOK KOMaHJ, HAYMHAKOLIUXCSA CO

cioBa Show.
10S Command Line Interface
RBouterr»show 7 L]
arp Lrp table
cdp CDP information
class-map Show QoS Class Map
clock Display the system clock
controllers Interface controllers status
CcEYpto Encryption module
dotll IEEE 80Z.11 show informaticon
flash: display information about f£lash: file system
frame-relay Frame—-Belay information
history Display the session command history
hosts IP domain-name, lookup style, nameservers, and host tabkle
interfaces Interface status and configuration
ip IPF information
ipwe IBve information
policy-map Show QoS5 Policy Map
privilege Show current privilege lewel
protocols Lotive network routing protocols
gueue Show gueue contents
gueusing Show gueueing configuration
sessions Information about Telnet connections
s3h Status of 55H serwver connections
tcp Status of TCP connections
terminal Display terminal configuration parameters
users Display information about terminal lines
wersion System hardware and software status
wlan-switch VIP VLAN status
wtp Configure VLAN database
REouters W

Pucynok 1.7 — Coucok KOMaH[I, HAYHHAIOIIMXCS CO cioBa Show

Bonee Toro, Ha Bcex ycrporictBax CiSCO MO yMOJYaHHIO YCTAHOBJICH
nponpuetapHbiii (pupmennsiit) nporokon CDP (Cisco Discovery Protocol),
MO3BOJIIIONIMN OOHAPYKUBATh COCEAHUE YCTPOIMCTBA TOTO K€ MPOU3BOAUTENS U
noJiydatb O HUX HekoTopyio uHpopmarnuio (Bepcuto |0S, aapeca, Turmbl
YCTPOUCTB, W T.A.). TakuM 00pa3oM, 3JIOYMBINUICHHUK, HaXOASUIUNACS B
MOJIb30BaTEILCKOM (HE MPUBHICTUPOBAHHOM!) PEKUME TOTy4aeT BO3MOKHOCTD
y3HaTh HEKOTOpBIE CBEIEHUS HE TOJBKO 00 YCTpPOMCTBE, K KOTOPOMY OH
TIOJIKJTFOYEH, HO U 0 ero coceasx. s aToro ucmonb3yercs komanaa show cdp

neighbors detail.



Jlist Toro, 4TOOBI 3aIIUTHTH HE TOJIBKO MPUBUJIETMPOBAHHBIN, HO U
MOJIb30BATEILCKANA  PEXKHUM, HCIIONB3YeTCS ayTeHTU(PUKAIUA 10 YYETHBIM
3aMUCSM MOJIb30BaTENEH.

Kak u3BecCTHO, MpH WCITOJIB30BAHWU YUYETHOM 3aIUCH ayTEeHTU(HUKAITUS
MPOBOAMUTCS, KaKk MHUHUMYM, MO JBYM IlapaMe€TpaM — JIOTUHY W IapoJIko.
O4eBHUIHO, YTO JIOTUHBI U NAPOJIH JIETAJIBHBIX MOJIb30BATENEH JOJKHBI TAE-TO
XpaHuThCA. [l XpaHEeHUsl yYETHBIX 3alIMCEeN UCTIOJIb3YETCs ABa MOAX0/a:

1. XpaHeHue B JOKaIbHOU 0a3e HEMOCPEACTBEHHO Ha YyCTPOMCTBE.

2. XpaHeHue Ha crieluain3upoBaHHOM cepBepe (AAA-cepBepe).

Hanbonee HageKHbIM U yIOOHBIM B AKCIUIyaTalldu CIIOCOOOM SIBIISICTCS
ucrnonb3zoBanue AAA-cepBepa (cepBepoB). OnHako B HEOOJBIION CETH
ucnojas3oBaHue AAA-cepBepa OOBIYHO MPEACTABIACTCS HEIEIECCOO0OPa3HBIM,
MIOATOMY PAcCMOTPUM CHayaja MepBbi crmocob. OO0 ucnonab3oBanuu AAA-
cepBepa pedb MOWIET B CIEAYIOIIMNX I1aBax.

IIpu co3pganum 0Oa3pl  TOJIB30BATENIEM HEOOXOAUMO 3HATh, YTO
ycrporictBa CISCO MO3BOJISIOT JIOCTATOYHO TMOKO YIPABISATh TEMH IpaBaMu
(OpUBUJIETUSIMH), KOTOPBbIE  MPEIOCTABISIIOTCS  KaXJIOMY  KOHKPETHOMY
nosib3oBatento. meercs 16 yposHedt npusuieruii (ot 0 o 15), npu 3ToM 110
yMoJT4aHuio B ycTporictBe CiSCO HACTPOCHBI TPH YPOBHSL:

1. Yposenp 0. Ilosmp30BaTens ¢ 3TUM YPOBHEM MOXKET BBINOJIHATH
MHUHHMMaJIbHBIN Ha00p KoMaH . Ha mpakTrke UCcoib3yeTcs: KpaifHe PeJiKo.

2. Ypoenp 1. COOTBETCTBYET IMOIB30BATENBCKOMY PEXUMY, TO €CTh
M0JIh30BaTeNIb C 3TUM YPOBHEM MOKET BBINOJHATH BCE KOMAaHJIbl, JOCTYIIHbIC B
MOJIb30BATEIILCKOM PEKUME.

3. YpoeHnb 15. COOTBETCTBYET NMPUBUIIETUPOBAHHOMY PEXUMY, TO ECTh
MOJIb30BaTeNIb C 3TUM YPOBHEM MOKET BBINOJHATh BCE KOMAH/Ibl, JOCTYIIHBIC B
MPUBHIIETUPOBAHHOM PEKUME.

YpoBau 2 — 14 MOXHO HacTpaumBaTh, TO €CTh, €CIIA KaKOMY-JIHOO

IMOJIB30BATCJIIFO ITPUCBAMBACTCA YPOBCHb M3 3TOI0 JHAIla30HA, MOXHO B SIBHOM
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BUJE YyKa3aTb, KakWe KOMAaHJbl MPHUBHIECTHPOBAHHOTO peXuMa OyayT emy
noctynHbl. Eciu ydecTtb, 4TO 4ucao paOOTHUKOB, OOCIYXHBAIOIIMX CETh,
OOBIYHO HEBEJIMKO, TaKOM MOAXOJA TMO3BOJSET KaxaoMy H3 pPaOOTHHUKOB
MPEIOCTABUTH TOJIBKO T€ MPaBa, KOTOPbIE HEOOXOIUMBI EMY ISl pa0OTHI.
CoznaHne ydeTHOM 3amucH MPOU3BOJUTCS B PEXKHUME IJI0OATBHOTO

KOH(UTYPHUPOBAHUS C UCIIOJIH30BAHUEM KOMAaH bl
Routerl(config)#username <morun> privilege <yposenn> password/secret <mapo.in>

B komaHme wucnoib3yercs mapameTp JauOo password, nmbo Ssecret,
pa3HUIla MEXAy HUMH Obula paccMoTpeHa Bbeimie (maparpad 1.1).
CooTBEeTCTBEHHO, 0oJiee MPEANOYTUTEIBHBIM  SBJISIETCS  HCIOJIb30BaHUE
napamertpa Secret.

B cnyuae, ecnu co3znaercs yueTHas 3aluch ¢ MPUBUIIETUSMU YPOBHEH 2

— 14, nocTynHbIe Ha 3TOM YPOBHE KOMaH/Ibl YKa3bIBAIOTCS B SIBHOM BU/IE:
Routerl(config)#privilege exec level <ypoBenb> <komanma>

PaccmoTpum mporiecc co3naHus JIOKAIBHOM 0a3bl Ha KOHKPETHOM
npuMepe. [Ipennonoxum, 4To B OpraHU3alUUd UMEETCS TPU AIMHUHUCTpATOpa
(HazoBem ux adminl, admin2 u admin3). Adminl sBiseTCS TJIaBHBIM, €My
JOCTYIMHBI Bce KoMaHabl (ypoBeHb 15). Admin2 mmeer HOCTyn K KOMaHIaM
show running-config u ping, admin3 — x komanaam show ip route, ping u
traceroute.

Coznanue noKaJbHOM 0a3bl MOJIB30BATENEH MILTIOCTPUPYETCSI PUCYHKOM

1.8.

11
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]
Press RETUERN to get started!
REouterren
Bouterfconf t
Enter configuration commands, one per line. End with CHTL/Z.
Bouter {(config) #hostname Routerl
Bouterl (config) fusername adminl privilege 15 secret adminl
BEouterl {config) fusername adminZ privilege Z secret adminZ
Bouterl (config) §privilege exec lewvel Z show running-config
Routerl (config) #privilege exec lewvel Z ping
Bouterl (config) fusername admin3 privilege 3 secret admin3
Bouterl (config) privilege exec lewvel 3 show ip route
Bouterl (config) fprivilege exec lewvel 32 ping
RBouterl (config) fprivilege exec lewel 32 tracercute
Bouterl (config) §~2Z
REouterlg
§5¥5-5-CONFIG I: Configured from conacle by console
| v

Pucynok 1.8 — Co3nanue tokanbHOM 0a3bl MoJib30BaTeIel Ha MapIIPyTH3aTOPE

ITocne »TOoro HEOOXOAWMO BOWTH B PEXKUM KOH(PUTYPUPOBAHUS
KOHCOJIBHOTO TOpTa M yKa3aTh, YTO BXOJ HEOOXOJMMO TIPOU3BOJHUTH C
HCIIOJIb30BaHUEM JIOKAJIbHOM 0a3bl, pUCYHOK 1.9.

Routerl>en

Routerlgcont

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
REouterl (config) §line con

Bouterl (config) §line consocle O

Bouterl (config-line) #login local

Bouterl (config-line)

Pucynok 1.9 — KondurypupoBanre KOHCOJILHOTO OpTa
3aiiileM Ha MapIIpPyTH3aTOp Yepe3 KOHCOJNBHBIH HOpT Kak admin2 u

nornpoOyeM BBINOJIHUTh CHAayala 3alpelieHHYI0, a 3aTeM Pa3pellieHHYI0 IS

3TOrO MOJIb30BaTeNs KoMaHy, pucyHok 1.10.
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Username:
Username: adminZ
Password:

version 1Z2._.4

hostname Routerl

—More—

Current configuration

Bouterlishow ip route

Building configuration...

username adminZ privilege Z secret 5
username admin3 privilege 3 secret &

% Imvalid input detected at "' marker.

Bouterlfshow running-config

> 970 bytes

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

username adminl privilege 15 secret 5 315mERr:7TnejeTcSFEwD_o.40B3100
1smERr34CEFVE/e0ifme . ia/CrCha/
$1smERrs JpUTSEgHPETc43kksZERc]

Pucynoxk 1.10 — IIpumep BeIOJIHEHUS KOMAaH/

W3 pucynka BumHO, yTO KoMaHAa SNOW Ip route He ObuIa BBITIOJHECHA

(oHa 3amperneHa i1 3TOro IMoJib30BaTess), a koMaHaa Show running-config

BbIBeJIa MH(GOPMAIIHIO O COCTOSTHUU YCTPOMCTRBA.

Ha npakTtuke npencraBieHHbIN BbIIIE CIOCOO UCMONIb3yeTcs peako. Bee

coBpeMeHHbIe  ycTpoiictBa  CISCO  moamep)KuBalOT  (YHKIIHIO

AAA

(Authentication, Authorization and Accounting). Jlns BKJIFOYEHHUS JaHHON

(GyHKUIMU UCTIONB3YETCS KOMaHa

Routerl(config)#aaa new-model

AyTeHTuuUKaIsa HaCTPauBaeTCs KOMaH0M

Routerl(config)#aaa authentication login <method-list> local

[Tapamerp

local

YKa3bIBa€T Ha HCO6XOI[I/IMOCTB

HCIIOJIb30BaHUA

JoKanbHOM 0askl, mapamerp Method-list yka3eiBaeT Ha MCHOIB3yeMbIid METON
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ayrentudukanmu. Hanmpumep, mnpu wucnonp3oBanuu  Merona  default
ayTeHTU(UKALKS TPUMEHSIETCS] HE TOJIBKO K KOHCOJIBHOMY, HO U K YJaJICHHOMY
JIOCTYITY, O KOTOPOM IOMIET peub HIKE.

B 3akmrouenne ocobeHHOCTEH KOH(GUTYPUPOBAHUS KOHCOJBHOTO JOCTYTa
ClIeyeT OTMETUTh cienytomiee. [IpakTiuuecku Bce COBpEMEHHOE 000pYI0BaHHE
uMeeT (QYHKIHIO cOpoca K 3aBOJCKMM ycTaHOBKaMm. IIpu 3ToM MOTyT OBITh
cOpoIlleHbI M YCTaHOBJIEHHBIC Mapoyii. B yctporictBax CiSCO cOpoc maposeit
MOJET OBITh 3alpeIIeH COOTBETCTBYIOIIEH KomaHmou (N0 service password-
recovery), oaHako (QYHKIUS cOpoca Mapojs MOXKET OKa3aThCs ITOJIC3HOM.
[ToaToMy Hapsmy ¢ TEXHHYECKUMHU MEPONPHUATHSIMHU IO 3allUTe IOCTyMma K
CETEBbIM  YCTPOMCTBaM  00s3aTENIbHO  JIOJDKHBI  PEAJIM30BBIBATHCS U
OpraHM3allMOHHBIE — OrpaHUYeHHE (U3MUECKOTO JOCTyNa K YCTPOWCTBY,
WCIIOJIb30BAHUE  BBIJICJICHHBIX CEPBEPHBIX KOMHAT, BaHAAJIIOyCTOMYMBBIX
mkagoB, u T.J1.

1.5 Otuer no pabore:

- I[@MOHCTpaHI/IH Ha3HA4YCHHBIX IIpaB JOCTYyIIA.
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IIpakTnueckoe 3ansitue 2. Kondurypupopanue yiajeHHOro J0CTyna

K CeTeBOMY 000PY10BAHUIO

2.1 Henp paGotei: IlomydeHue HaBBIKOB  KOH(DpHUTYpUPOBaHUS
3aIIUIIEHHOTO YaJICHHOTO JOCTYyIa Y CETeBOMY 000PYAOBAHHUIO.
2.2 TlepeyeHb 000pyIOBaAHUS:
— Mapmpytuzatopsr Cisco;
— IIK ¢ ycranosnennsiM 10 Cisco Packet Tracer;
— JlokanbHas ceTs/
2.3 3ananue:

— Hcnonb3ys  KOHCONBHBIM  TOPT, CO3/aTb B  JIOKaJbHOW  0Oaze
MapHipyTHU3aTopa OAHY VYYETHYIO 3aliCh C TEPBBIM YpPOBHEM
npuBmwiernii. Co3narbk Mapojib BXOJa B NMPUBHJICTHUPOBAHHBIN pPEKUM,
ucronb3ys napametp secret. [IpoBeputh paboTOCTTIOCOOHOCTH CHCTEMBI
ayTeHTU(UKALINH.

— Iloakmiountsr Kk omgHomy wu3 Etrhernet-mopTtoB Mapuipytusaropa
pabouyro cTaHIMIO, Mpou3BeAss HeoOxonumblie HacTpoiku (IP-aapeca
nopra Mapuipytuzatopa u  paboueit crtaHumu). OCyIIeCTBUTH
yIAJIICHHOE TMOJKIIUEHUE K MapHIpyTU3aTOpy C HCIOJIb30BAHUEM
npotokosna  Telnet. IlpoBeputh  pabOTOCIIOCOOHOCTH  CHUCTEMBI
ayTeHTU(UKALINH.

— CxonHdurypupoBaTh MapuIpyTu3arop 1js padotsl ¢ mpoTokoiom SSH,
HCKJIIOUUB BO3MOXXHOCTh MCIOJIB30BaHUs MpoTokosia Telnet. Ucnonbiys
SSH-knueHT, OCYILIECTBUTH yIaJIECHHOE NOJKJIIOYEHHE K
MapuIpyTU3aTopy ¢ ucnoiab3oBaHnueM npotokona SSH. Ilposeputh
paboTOCIIOCOOHOCTh CUCTEMBI ayTEHTU(UKALIUH.

[TPUMEYAHUE. Ecnu nns BeionHeHus 3amanus ucnoiasdyercs Cisco
Packet Tracer, njusa moakiaoueHus padboued cTaHiuu 1o mporokony SSH

HCOGXOI{I/IMO HCII0JIB30BATh KOMAHAHYIO CTPOKY U KOMAHAY:

15



PC> ssh —1 <yiorun> <IP-aapec>
[Ipu ucnonwszoBanuu 3mynastTopa GNS3 unu peanbHOro 0OOpyIOBaHUS
HE00X0IMMO MCIONIb30BaTh 1000 SSH-kuent, nanpumep, PuTTY.
2.4 Yka3aHus 10 TPOBEAEHUIO Pa0OTHI
Kak m3BectHo [3], mpoTtokoia Telnet ssisieTcss ogHUM M3 caMbIX CTapbIX
MIPOTOKOJIOB ~ YAAQJIEHHOTO JOCTYIAa, IIOATOMY CErOAHS TPYAHO HAWTH
o0opyloBaHUE, HE TMOAJAEp)KHUBAIOIIee 3TOT MpoTokoa. KoHdurypupoBaHue
yIAJICHHOTO JIO0CTyNa MO MpOTOKody Telnet He sBiseTCS CIOKHBIM, YTO
ABJIIETCSI €r0 HECOMHEHHBIM JOCTOMHCTBOM. OJIHaKO JIaHHBIA MPOTOKOJ
00J1a1aeT OJJHUM CYIIECTBEHHBIM HEIOCTATKOM, CYIIECTBEHHBIM C TOUKH 3PEHUS
0€30M1acCHOCTH CETEel — BCE JIaHHBIE MEPEeNaloTCsd B OTKPHITOM BUJE, YTO JAET
BO3MOYKHOCTh 3JI0YMBIIIJIEHHUKY MOJYYUTh JOCTYI KAaK K JIOTUHAM M MapOJIsiM,
nepeaBacMbiM B TIpoliecce ayTeHTU(UKAIIMU, TaK W HEMOCPEJICTBEHHO K
MepEeIaBACMbIM JaHHBIM.
Paccmotpum  ¢parmMeHT ceTu, NOKa3aHHbIA Ha pucyHke 2.1. Jlusa
MOJICIMPOBAHUSI TIpoliecca KOHPUTYPUPOBaHUS YIAJICHHOTO JIOCTyna Oynem
ucnojp3oBath cereBoit amyssatop GNS3 [4], a me Cisco Packet Tracer, BBuay

ero 0oJbIeil GyHKIIMOHATBHOCTH.

WindowsXP-1 R1

] s
=" '@

ed/0 fo/o

Pucynok 2.1 — ®parmeHT cetn
N3 pucynka 2.1 BUOHO, 4YTO paccMaTpuBaeMblii (parMeHT cetu

CoZepKHUT Mapiipytusatop (B Hamem ciydae 3to Cisco 3745), x mopry f 0/0

HOJKJI0YeHa pabouas crannus moj yrnpasieauem OC Windows XP.
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Jnsa obecrieueHusi ynajJeHHOrO JOCTyHma K MapuipyTH3aTopam C
UCIIOJb30BaHUEM OSTUX pPabOYMX CTaHIMI HEOOXOIMMO Ha KaXIOM U3 HHUX
co3/laTh JIOKaJbHYIO ©0a3y TIOJIb30BaTelield, M HACTPOWTH BXOJ Yepe3
BUPTYalIbHBINA MHTEp(elic ¢ ayTeHTudukameit mo jgokanpHoi 0aze. [IpuBeaem
HEOOXOJUMBIC JJIsi 3TOTO KOMaHAbl ISl Mapmpytuzaropa R1  (komasmbl
KOHQUTYpUpOBaHUS WHTEp(EWCOB MapIIpyTHU3aTopa 3/1eCh MPHUBOIUTH HE
Oyaem, cuutaem, 4To MHTEp(ENch ObUIM CKOH(UTYPUPOBAHBI B KOHCOJBHOM
peXKUME):

R1(config)#enable secret floorl — 3amaem maponsp s Bxojaa B
TIPUBUJICTUPOBAHHBIN PEKUM;

R1(config)#username maninl privilege 1 secret 1234 — co3nmaem
noJp30Baress maninl ¢ yposaem npuswiternii 1 u maponem 1234;

R1(config)#line vty 0 4 — BxoauM B peXHM KOH(PHUTYPHUPOBAHHUS
BUPTYaJIbHBIX HHTEP(DEICOB;

R1(config-line)#login local — 3amaem pexkum ayTeHTH(UKAIMHA II0
JIOKaJIbHOM 0ase.

KongurypupoBanue mMapipyTuzaTopa ¢ UCIOIb30BAHUEM KOHCOJIBHOTO
nopTa 1mokasaHo Ha pucynke 2.2. Kak BugHoO U3 pucyHka, Ha uarepdeiice fa 0/0
MapHIpyTH3aToOpa Takxke OblT cKoHpuUrypuponaH npoTtokos DHCP, pesynbTaTs
nosydeHus: padouei craniuein Windows ceTeBbIX HaCTPOCK HILTIOCTPUPYIOTCS

pUCYHKOM 2.3.
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Pucynok 2.2 — KondurypupoBanue mapuipyTuzaTopa

Takum 00pa3oMm, Ha MapuIpyTH3aTope ObLIa co3JaHa JIOKaJbHas 0asa,
BKJTIIOYAOIAsl OJHOTO ToJib30BaTeas (Maninl) c¢ ypoBHeM mpuBMiIerdi 1.
Pexomenayercs ucnosib30BaTh MMEHHO TIEPBBIM ypOBEHb MPHUBWIIETHNA TIPH
BXOJle, Tak Kak B OTOM CiIy4ae TOJb30BaTEeNb  IOMAJaeT B
HEMPUBUJICTUPOBAHHBIN PEXUM, U JUJIS JajdbHEHIIEH paboThl eMy HE0OXOAUMO
OyAeT BBECTH €llle OJWH Mapoiib (aBTOpHU3alus). JTO CYIIECTBEHHO MOBBIIIACT

0€3011acHOCTh JOCTyNa K YCTPONCTBY.
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Pucynok 2.3 — [lonydyenue paboueii cTaHIMENH CeTEBbIX HACTPOEK MO MPOTOKOIY

DHCP

[Tocne 3amycka Ha paboueit craHmmu mporokoina Telnet Obuto
MPEJIOKEHO BBECTH JIOTUH U Mapojb (pucyHok 2.4). Tak kak aJis moJib30BaTeNs
maninl ObLT ompeeNcH MepBbIil YPOBCHb MPUBUIICTHIA, JaHHBIN MOJIb30BATENb
nocne ayTeHTU(UKaUd OB TIepeBeeH B HEMPUBUIETHPOBAHHBIA DPEKUM.
[Tocne Habopa komaubl enable (mepexo/ B MpUBHUICTHPOBAHHBIN PEKUM) OBLIO

TPE/IJIOKEHO BBECTH JIOTIOIHUTEIbHBIN Mapoiib (PUCYHOK 2.4).
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ﬂ g p g Novee { Vafipartoe £ - iz [H :‘}

tapec: Eﬂ telnet:/f192.168.1.1 A aﬂepexon CChINkK

>

% Telnet 192.168.1.1 -0 ﬂ
B

Uzer Access Werification

Username: maninl
Paszsword:
H1 >enable
Paszword:

Pucynok 2.4 — AyteHTH(UKAIUS TOIH30BATENS IPH YAATIEHHOM JOCTYTIE

Kak ykaspiBajoch BbIlie, NpoTokos Telnet mepemaer maHHBIC B
OTKPBITOM BHUJE, CJIEIOBATEIbHO, MX MOXHO mepexBaTtuTh. Jlis mepexBara
tpaduka OymeM ucnoib3oBarh nporpammy WireShark [5]. Pesynabrar ananuza
MAaKeTOB, MPOXOMAIINX MEXKIYy pabodeil CTaHIMEeW W MapIIpyTH3aTOPOM TIPH
yAAJIEHHOM JIOCTYIIE€ C UCTIOJIh30BAHUEM JIAHHOW MPOTPaMMBbl WILTIOCTPUPYETCS

pUCYHKOM 2.5.

F | Wireshark - Follow TCP Stre:

User Access Verification

USErname: ...sssssss xterm-256c010r. ... aalaaliaa.. 50 oooac #mmaanniinnll
Easswurd: 1234

ﬁl>eennaahhllee

ﬁasswurd: floorl

ﬁl#

Pucynox 2.5 — Pe3ynprar ananusa nepegaBaeMbIX TaHHBIX
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W3 pucynka 2.5 BuAHO, YTO OBLT MCIOJIB30BaH BXOJ IOJb30BATENs
maninl ¢ mapomem 1234, mis BXOAa B TNPHUBIICTUPOBAHHBIA PEXHUM OBLT
UCTOIb30BaH napoiib floorl, Bxo 1 ObLI BBEIIOJIHEH YCIIEIIHO.

Kax n3BectHo, mpotokon SSH nepenaer Bce manHbIe B 3aMGpPOBAaHHOM
BUJIE, YTO CYIIECTBEHHO IOBHIMAET OE30MacHOCTh CeTH. lIpeanouTHuTeNbHBIM
SIBIISIETCS] MICTIOJIB30BAHKE TOCIEAHEH Bepcuu poTokoia SSHV.2 kak Hanboiee
0e30macHOM.

Onnako B ominume ot Telnet, mpu ucnosnp3oBanun SSH mapiipyrusarop
HY>KJaeTCs B IONOJHUTENbHBIX HACTPOIKaX, B YaCTHOCTH, HA HEM JIOJIKEH OBIThH
pasBepayT SSH-cepBep. PaccMoTpum KoHGUTYpHUpOBaHHE MapHIpyTH3aTOPA,

PHUCYHOK 2.6.
& R1 - O

Pucynok 2.6 — Koudurypuposanne SSH na mappyTtuzatope

Komanga ip domain <ums> wucnonb3yeTcs Ui YKa3aHUS HMEHH
JIOMEHa, K KOTOPOMY OTHOCHTCS MapIIpyTH3aTOP. DTO MM HCIOJNB3YEeTCS IS
reHepanuu Kirouedl mmdpoBaHus (COBMECTHO C HUMEHEM MapiIpyTHU3aTopa,
MO3TOMY TpU KOH(MUTypUpoBaHUU cTaHaapTHoe ums R1 Obulo 3aMeHeHO Ha
R1 ssh). Komanma key generate rsa reaepupyer RSA-kimo4 11 mudpoBaHust

nepeaaBaeMbIX JTaHHbIX, nocie yero 1OS mpocut BBeCTH MIIMHY UCIIOJIB3yEMOTO

21



kmoda (Mbel ucnoibs3oBam 1024). Komanga transport input ssh ykaspiBaet
MapIIpyTU3aTOPy, YTO JUIS YAAJECHHOTO BXOJa JOJIKSH HMCIOJIb30BATHCS TOIBKO
npoTokos SSH.

VY ianeHHbIld BXOJ Ha MapIIPyTHU3aTOp C HMCIIOJIB30BAHHEM IPOTPAMMBI
Putty wmirocTpupyercss puCyHKOM 2.7, pe3ylbTaT aHalni3a IepeIaBaeMbIX

JaHHBIX ¢ UCIoib3oBanueM nporpammel WireShark — pucynkom 2.8.

o
25 192.168.2.1 - PulTTY

nanin

oard-interactive authentication.

Pucynox 2.7 — Y naneHHsIi 1OCTYII 110 IpoToKoITy SSH
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._‘ Wireshark - Follow TCP Stream (tcp.stream eq () - wireshark_-_20120412161323_a74888 — O >

S5H-2.8-PuTTY_Release_@.7@ &
S5H-2.8-Cisco-1.25

............. "m.U.*..5....diffie-hellman-groupl-shal....ssh-rsa...)aes128-cbc,3des-
cbc,aes192-chc,aes256-cbe. .. Yaes128-chc, 3des-cbe,aes192-cbc,aes256-cbo. . . +hmac-
shal,hmac-shal-96,hmac-md5,hmac-md5-96. . .+hmac-shal,hmac-shal-96,hmac-mds, hmac-
MAS-96. .. s NONE. o s FIONE . v s s e s s s an e wnnnnns Lecevuaaanns m..~.5d..... curve2s519-
sha256@libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,diffie-
hellman-group-exchange-sha256,diffie-hellman-group-exchange-shal,diffie-hellman-groupla-
shal,rsa2@48-shal56,rsal®24-shal,diffie-hellman-groupl-shal.. .Wssh-rsa,ssh-
ed25519,ecdsa-sha2-nistp256,ecdsa-sha2-nistp384,ecdsa-sha2-nistp521,ssh-dss. .. .aes256-
ctr,aes256-cbc,rijndael-cbecf@lysator.liu.se,aes192-ctr,aes192-cbc,aes128-ctr,aes128-
cbc,chacha2@-polyl38S@openssh.com, blowfish-ctr,blowfish-cbc,3des-ctr,3des-
cbe,arcfour2se,arcfourls....aes256-ctr,aes256-cbc,rijndacl-cbeflysator.liu.se,aes192-
ctr,aesl192-cbc,aes128-ctr,aes128-cbhc, chacha2®-polyl385@openssh. com, blowfish-
ctr,blowfish-cbc,3des-ctr,3des-cbc,arcfour2se, arcfourl2s. . ..hmac-sha2-256,hmac-
shal,hmac-shal-96, hmac-mdS, hmac-sha2-256-etmopenssh . com, hmac-shal-etm@openssh. com, hmac-
shal-96-etmilopenssh. com, hmac-md5-etm@lopenssh.com. ...hmac-sha2-256,hmac-shal, hmac-
shal-96, hmac-md5,hmac-sha2-256-etmilopenssh. com, hmac-shal-etm@openssh. com, hmac-shal-96-

etmgopenssh. com,hmac-md5-etm@openssh.com... none,zlib...
none,zlib....eeeeeunn. Bournnnnnanaann Ge-aOW...y.|.5....5....0.
+..u...E...X... nk..b.OL. d.. ... 6¥a.w..f.-.(..8..... bxl...9.v.(..v.1.
“Ehosnac M. .-.qEB.#..8.W....... TlAncoloonoocomoomoaac SSN-FS8e e

CA.t..IF....A:..'uoae. L.l 13...[P.h.p.S!. . .=.XM..D.J"N........ g (ST |

k- P K.9%. . .Fk.j....p

..... .. E.y.. ¥ 0. Tueennennnalh 8. . B[

;QF Revun. H....fQ4L"g.Gb...?....%k.0 "ML BEL L. i TP ssh- W

Packet 23. 28 clent pkifs), 31 server phifs), 49 turmfz) Qlick o select.

Entire conversation (5843 bytes) - Show and save data as | ASCII - Stream
Find: | | FindNext |

Filter Out This Stream Print Save as... Back 3aKpEITE Cnpaeka

Pucynox 2.8 — Pe3ynprar aHanmza rnepegaBaeMbIX TaHHBIX

N3 pucynka 2.8 BUAHO, YTO MpU HCHOIB30BaHHHM TpoToKona SSH
NIEPEeXBAaTUTh JIOTMH M IapOJIU, HCIOJb3yeMbIe JUIS YAaJEHHOrO JOCTYIIa,
CTaHOBUTCS TIPOOJIEMATUIHO.

B 3akmroueHue nepBoi IiaBbl HEOOXOJUMO OTMETUTH cieayroliee. Bee
COBPEMEHHBIC CETEBBIC YCTPOMCTBA IMO3BOJISIIOT HACTPOUTH ayTEHTU(UKALIMIO
yIAJIEHHOTO JOCTyNa C HCIOJb30BaHHEM Oo0Jiee HOBOTO M YHHUBEPCAIHHOTO
METO/a, KOTOPBIi MoJydnsT Ha3BaHue aaa New-model. OcHOBHOE OTIMYHE ero
COCTOMT B TOM, 4YTO TIpM HACTPOWKE CO3/AETCS TaK HA3bIBAEMBIH METOJ
ayrentudukanuu (method-list), koTopelit onpenessier, kak OyaeT MPOUCXOAUTH

ayTeHTU(UKALKS TIPU Pa3InIHbIX criocobax pocryna. Ecim B kauectBe method-

23



list ucnomesyercs default, wasznadennbii cnoco® ayreHTHdHKanuu Oyjaer
paboTaTh MpH JIFOOBIX CIIOCO0AX TOCTYIA K yCTPOUCTBY.

B paccMoTrpeHHOM BBIIIIE TpUMEpPEe MOXKHO OBUIO HMCHOJB30BaTh
KOMaH/IbI:

R1(config)#aaa new-model

R1(config)#aaa authentication login default local

B sToM ciydyae mosBIsSeTCS BO3MOXHOCTH JUIsl Pa3HBIX CHOCOOOB
noctyma (Consol, vty, aux) 3ajaBaTh CBOM METOJIbI ayTeHTH(HKAIMUA. B Haiem
npuMepe MpH HCIOIb30BaHUM JIIOO0OTO crocoba aocTymna OyneT MpUMEHEeHa
ayTeHTU(UKALKS 110 JJOKAJIBHOH 0a3e moib3oBaresei (mapamerp local).

Kpome Toro, Ha mpakTuKe HE CTOUT MPEHEOpErarh JOMOJTHUTEIbHBIMU
BO3MOXXHOCTSIMH ~ OTpaHHUEHHUsl JI0CTyma, KoTopele mpenoctaBisier 10S.
Hampumep, MOXHO OrpaHUYHUTh TaiM-ayT CECCHH, YUCJIO U UHTEPBAJl BPEMEHH,
B TEYEHHE KOTOPOTO MOXHO MOBTOPHO BBOJUTH Mapojb B cliydyae OIIMOKH, U
T.1. [IpuBenem 3aech Haubosiee 4acTo ynoTpeOaseMble KOMaH/IbI:

R1(config-line)#exec-timeout 5 0 — BenwuuHa TaiiM-ayra ceccuu (5
MuH. 0 cek.);

R1(config)#ip ssh time-out 15 — orpannucHre BpeMEHH BBOJIA JIOTHHA U
napoJs;

R1(config-line)#transport input ssh — pa3pelienre yaaneHHOro BXoa
ToJIbKO 10 npoTokoy SSH (Telnet paborats He OyzeT);

R1(config)#login delay 5 — 3amanue umHTepBaia MEXAy MOBTOPHBIMHU
BBOJIAMH TTapOJIs;

R1(config)#login block-for 60 attempts 3 within 30 — 6mokupoBka
Bxo/1a Ha 60 cexyHn, ecinu B TeueHune 30 cexyHa ObUIO 3 HEyJaYHBIX MOMBITKH
BXO/1a.

2.5 Oruer o pabore:

- I[GMOHCTpaHI/Iﬂ Ha3HAYCHHBIX IIpaB JOCTYyIIA.
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IIpakTnueckoe 3anarue 3. Konpurypuposanme NAT Ha

MapLIpyTH3aTope

1.1 Lens pabotel: [lonyuenue HaBbIKOB KOH(urypuposanuss NAT nHa
mapipytusaropax Cisco.
1.2 Tlepeuenb 000pyIOBaHUSA:
— JlokanbHas ceTb;
— IIK ¢ ycranosnennsiM 10 Cisco Packet Tracer;
— Mapmpytuzatopst Cisco.
1.3 3ananue:
— IlpousBectu ¢pu3znueckue COeAMHEHUs IJIs MOCTPOCHUS 3aAaHHOM
TOMOJIOTUH;
— CKoH(UrypHupoBaTh rpaHUYHBIE MAPLIPYTU3ATOPHIL;
— IIpou3BecT NPOBEPKY CBSI3HOCTU CETU C MCIOJIB30BAHUEM YTHIINAT
ping u traceroute.
1.4 Yka3zaHus K NpOBEICHUIO pabOTHI.

NAT mupoko HMCHoOSb3yeTCs B COBPEMEHHBIX CETSIX MO CIEAYIOIIUM
npuunHaMm. Bo-mepBeiX, yxe ceiuac HaOmomaercs aeuuut |IP-agpecos
4eTBepTOM BepcuH. KapIWHaIbHBIM pEIIEHUEM 31€Ch MOXET CIIY)KUTh
nepexoax K 1mectod Bepcuu |IP-mporokona, HO TmMoOka MOBCEMECTHO
ucnonszyercs |Pv4. Tlpu ucnonszoBanun NAT B nipenenax BHyTpEHHEH ceTu
MOT'YT HCIIOJIb30BaThCsl YAaCTHBIE apeca, O KOTOPBIX YXK€ IIJIa PeYb B TPEThE
rmaBe Hacrofmero mnocobus. IIpeoOpa3oBaHue YacTHBIX aJpecoB B
OOIIEAOCTYNHBIE U 0OPAaTHO OCYIIECTBISETCS C MCIOJIB30BAaHUEM IMPOTOKOJIA
NAT. Ognu U Te ke 4YacTHbIEe aJpeca MOTYT HMCIOJIb30BAaThCSl B Pa3IMYHBIX
KOPHOPATUBHBIX  CETSAX, UYTO M TMPHUBOAUT K DSKOHOMHHM aJPECHOTO
IIPOCTPAHCTBA.

Bo-Bropeix,  NAT  cymecTBeHHO  TMOBbIIaeT  0€30MaCHOCTh

KOpHOpaTHBHOﬁ CCTHU, TAK KaK B OTOM CJIy4dC HM3BHC CCTb NPCIACTABIISCTCSA
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CIMHCTBEHHBIM WJIM HECKOJBKUMH OOIIEeNOCTYMHBIMU aapecamu. [loatomy
OTPENENINTh CTPYKTYPY KOPIOPATHBHOW CETH, MPOaHAJIW3UPOBATh JTaHHEIE,
HUPKYIUPYIOIIUE B HEH, CTAHOBUTCS MPOOJIEMATHYHO.

OcnoBHast wunes TtexHoimorun NAT coctouT B CIEIyIOUIEM.
BHyTpeHHssT KOpHOpaTHBHAs CETh HCHOJb3yeT aJpecCHOEe MPOCTPAHCTBO
YacTHBIX aapecoB. B  Mapuipytuzarope wWiIM JAPYyroM YCTPOMCTBE,
CBS3BIBAIOIIEM BHYTPEHHIOIO CceTh ¢ BHemHed |P-cerpro, HacTpamBaercs
npotokoid NAT, ocymecTBasiomuil Mpu nepefadye BO BHEIIHIOW CETh
npeoOpa3oBaHUE YAaCTHOTO ajapeca B OOMENOCTYNHBIA W oOpaTHOE
npeoOpa3oBaHue TpHW TpuUeMe. Tak KaKk BHYTPCHHSS CETh TaKXE MOXKET
COJlepKaTh MapIIPyTU3ATOPBI JJIsl pa3felieHus] €€ Ha MOJICETH, OHH JIOJKHBI
MOTy4aTh OOBSABICHUS O MapHIpyTHOW WHQOpMAIMKW OT MapHIIPpyTH3aTOPOB
BHEIIHEH ceTu. B cBOI0O odepenb, BHEIIHHE MapIIPyTHU3aTOPbI HE JOJIKHBI
HUYEro 3HAaTh O MaplipyTuzaropax BHyTpeHHed cetu. [lostomy NAT-
YCTPOMCTBO JOJKHO TIPOIYCKaTh W3 BHEIIHEH CETH BO BHYTPEHHIOIO
cooOmienust mnportokosioB wmapipytuzanuu (RIP, OSPF u T.1.), HO He
NpONycKaTb 3TH COOOIIEHUWs B  OOpaTHOM  HampaBieHuH. Ywucio
0OIIIeTOCTYITHBIX aJPECOB Yallle BCETO MEHBIIE YMClia YACTHBIX aJpecoB, 3a
CUET Yero W JOCTUTAETCS SKOHOMUSI aJJpeCHOTO MPOCTPaHCTBA. B yacTHOM, HO
JaJIEK0O HE CaMOM pEAKOM Clydae, MOXKET HCIOJIb30BaThCsl BCETO OJHH
oOIIeIOCTYNHBIA aJpec, HacTpauBaeMblii Ha BHemHeM mopty NAT-
MapuIpyTH3aTopa.

PaccmoTtpuMm cHauana HamOojee MPOCTOM ciaydal, KOTJa KOJIUYECTBO
KOHEYHBIX Y3JIOB BHYTPEHHEH CETH PaBHO KOJWUYECTBY OOIIEI0CTYITHBIX
aJpecoB, TONYYCHHBIX JAaHHOW CeThIO OT TMpOBaifiepa CETEBBIX YCIYT
(pucynok 3.1).

Ha pucynke npeacraBieHbl B¢ BHYTPEHHHE CETH, 0003HaYEHHbBIE A U
B, cBs3anHble Mexay coboil depe3 o0OIIeIOCTyNHYH ceTh. BbpIxom u3

BHYTpeHHeﬁ CCTHU B O6HICI[OCTYHHYIO OCYHICCTBIICTCA € HCIIOJIB30BAHUCM
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NAT-ycTpoiicTBa, B  KadecTBE€ KOTOPOIO  MOXET  HCIIOJb30BaThCS
MapIIpyTU3AaTOP MM MEXKCETEBOH JKpaH C YCTAaHOBJIEHHBIM MPOTPAMMHBIM
obecrieuenuem NAT. B gaHHOM mnpuMmepe IojaraeM, 4YTO BHYTPECHHSS
azgpecanus KaxJI0oW W3 CEeTe OAWHAKOBAa, TO €CTh U B ceTH A, U B cetu B
MOTYT OBITH Y3Jbl C OJMHAKOBBIMU YacTHbIMU IP-agpecamu (192.168.1.1 B

JTAHHOM TIpUMEPE).

BuyTtpennsis BryTtpenHas
ceTb A OO6wenocrynnas cets B

CCTh

213.180.208.102

80.254.97.169

192.168.1.1 192.168.1.1

Pucynok 3.1 — IIpoctetimmuii ciyuait ucnonp3zoBanauss NAT

Buemnue aapeca NAT-ycTpoicTB SBIAIOTCS OOIIETOCTYIIHBIMH W,
COOTBETCTBEHHO, YHUKAJIbHBIMH.

[Ipenmnonoxkum, 4TO KOHEUYHBIM y3€ll BHYTPEHHEH ceTu A cobupaercs
nocJiaTh MaKeT JaHHBIX KOHEYHOMY Y37y BHyTpeHHel cetu B. B kauecte |P-
azgpeca mosydaTesis B makeTe ykasbiBaeTcs ajapec 213.180.208.102, u maket
nepenaeTcss Ha Mapuipytu3arop BHYTpeHHed cetu A. Kak yka3siBasioch
BBIIIE, BHYTPEHHHE MapUIPyTU3ATOPbl  MOJY4YalOT  yBEAOMJIECHUA O
MapuipyTHo wuHGOpPMAMM W3 BHEIIHEH CETH, TOATOMY BHYTPEHHUU
MapIIpyTHU3aTop ceTu A «3HaeT» o Mapuipyrte kK aapecy 213.180.208.102, B

HallleM TnpuMepe d3ToT wmapupyT npoieraet uepe3 NAT-ycTpoicTBo.
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CootBercTBeHHO, maker mnonagaeT Ha NAT-ycTpoiicTBO, coeauHsoniee
BHYTPEHHIOIO C€Th A C O0OIIEAOCTYNHON CEThIO.

Ongnako B makeT JOOKEH ObITh MoMelleH Takxke U IP-aapec
ornpasurend. KoHeuHBIM y3en ceth A moOMEImaeT B MAaKeT CBOM aapec —
192.168.1.1, m »ToT maker 0Oe3 Kakux-I1uO0 m3MeHeHHH nocturaet NAT-
ycTpoictBa cetu A. B cBoro ouepenp, NAT-ycTpoilcTBO TOMKHO MOJMEHUTD
aapec uctounnka 192.168.1.1 Ha cBoif obmenocTymHbiin agpec 80.254.97.169
(TouHee, Ha ajapec CBOEro BHeIIHEro uHTepdeiica). OTta mOAMEHa
OCYILECTBIIIETCS C MCIIOJIb30BaHUEM TaOMuLbl, XpaHsuieica B namsatu NAT-
YCTPONCTBA, YIPOIICHHBIM BUJT KOTOPOU MpencTaBiieH B Tadmuie 3.1.

Ta6muna 3.1 — CooTBETCTBHE YACTHBIX U OOIIEIOCTYITHBIX apecoB

YacTHbli agpec OO1enocTynHbIld aapec

192.168.1.1 80.254.97.169

OueBUAHO, YTO KOJIWYECTBO oOmenoctynHbix azapecoB y NAT-
YCTPOMCTBA JOJKHO COOTBETCTBOBATh KOJIMYECTBY Yy3JI0B BHYTPEHHEH CETH,
MMEIOLIMX IIpaBa J0CTyIa BO BHEIIHIOK CETh.

[Taker ¢ wu3MEHEHHBIM ajpecoM ucToyHuKa nocturaet NAT-

yCTpOHMCTBa ceTu B, KoTopoe XpaHHUT B CBOEH MaMsATH aHAJIOTUYHYIO TaOIUIly

3.2.

Ta6muma 532 — CooTBETCTBHE YACTHBIX U OOIIEIOCTYITHBIX aJIpeCOB

YacTHblil agpec OO01enocTynHbINA aapec

192.168.1.1 213.180.208.102

[IpunsB nanubii naker, NAT-ycrpoiicTBo cetu B wusmensier aapec
nojydaTesiss B TakeTe B COOTBETCTBUM ¢ Tabnumed 3.2, TO ecTh aapec

213.180.208.102 usmensiercsa Ha aapec 192.168.1.1. BugousMmeHeHHbI TaKUM
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o0pa3oM MakeT MHepeaaeTcss Ha BHYTPEHHUW MapumpyTtu3arop cetd B u B
KOHEYHOM UTOT€ IOCTUTAET HYKHOTO y3JIa.

B uwactHOM ciyuae, korna cetb B He ucnonb3yeT TexHosoruio NAT,
NaKeT nepeaaeTcs B y3en cetu B 6e3 usmeneHui.

Paccmorpennsiii  npumep  ucnonb3zoBanuss  NAT  umeer pan
CYILIECTBEHHBIX HEOCTATKOB.

Bo-nepBbiX, 3JKOHOMHHM aJpECOB B JAHHOM CIIy4ae HE MPOUCXOIUT —
BHYTPEHHHUE ajJipeca *KECTKO 3aKperuIeHbl 32 OOLIEJOCTYHBIMU aJipecaMH B
tabmuiax  NAT-yctpoiictB. Iloatomy B »3tom Buae NAT  wmoxer
M CIIOJIb30BaThCS TOJIBKO JJIS1 TOBBIIIEHHS] O€30MMaCHOCTH CETH.

Bo-Bropsix, 3amucu B TabnMily B JA@HHOM Ciy4yae SBISIOTCS
CTaTUYECKUMHU, TO €CThb HX HEOOXOAMMO BHOCHUTh BpPYYHYIO, YTO MpH
3HAQUUTEJIBHOM KOJMYECTBE BHYTPEHHHUX Y3JI0B SBIIETCA TPYAOEMKOMN
IpoLeNypol, MoABEpKeHHOW ommuOkam. OpHako cieayeT 3aMeTUTh, 4TO
nHoraa cratuueckue 3anucu B Tabmune NAT HeoOXoaumbl, HapuMmep, €Clu
BO BHYTPEHHEH CETH HMEETCS CEpBEpP, K KOTOPOMY HYXKHO OOECIEeYUTh
JIOCTYII U3 BHELIHEN CETH.

CootBeTcTBeHHO, paccMoTpeHHbIN Bbilie NAT monmyuyusn Ha3zBaHue
crtatnueckoro NAT.

Jns  npeonosnieHUss yKa3aHHBIX HEAOCTATKOB Obu1  pa3paboTaH

nuHamudeckuii NAT, cyTh KOTOPOTo pacCMOTPUM C UCITOIB30BaHUEM PUCYHKA

3.2.
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192.168.1.2

80.254.97.169

C 213.180.193.11

Pucynok 3.2 — Unnmtoctpanus padotsl nuHamuyeckoro NAT

Ha pucynke mnpencraBieHa BHYTPEHHSIS CETh, MCIOJb3YyIOIIas
gacTHBIN azpec 192.168.1.0/24. Brixo BO BHEIIHIO CETh OPTaHU3YETCS C
ucnoyibzoBanueM NAT-ycTpoiicTBa, BHEIIHEMY HHTepJeicy KOTOpOro
npucBoeH obmienocTymnHeiii agpec 80.254.97.169. Heobxonumo obecrnieunTh
BCEM YEThIPEM KOHEUHBIM y3JIaM BHYTPEHHEU CETH AOCTYII K BHEILIHEHN CETH, B
4acTHOCTH, K Web-cepsepy ¢ agpecom 213.180.193.11.

OueBunno, uyto crarmdeckuii NAT i pemeHuss TakoW 3amadu
HEMNPUTOJICH, TaK KaK JOCTYI Yy3JIOB K BHEIIHEH CETH OCYIIECTBISETCSA C
MCMOJIb30BAaHUEM €IMHCTBEHHOTO BHEIIHEro ajpeca (Ha MpakTHUKE BHEIIHUX
a7pecoB TaKKE MOXKET ObITh HECKOJIbKO, HO B JIIOOOM Ciydae KOJUYECTBO
BHYTPEHHUX Y3JIOB MIPEBBINIAET KOJIMYECTBO BHEIIHUX aJPECOB).

IIpu nepenaue makera Bo BHEIIHIOO ceThb NAT-yCTpOWCTBO MOXKET
MOJMEHUTh YaCTHBIA aJpec OTIPABUTENsI HAa CBOW OOIIEAOCTYMHBIN ajapec,
kak u B ctatnueckoM NAT. OnHako npu mpueMe makera-oTBEeTa U3 BHEIIHEH

CCTUu HGO6XOI[I/IMO ONpPCACIINTb, KAKOMY N3 BHYTPCHHUX KOHCHHBIX Y3JIOB 3TOT
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MakeT HY)KHO mepenarb. Mnm, npyrumu cioBamu, Tpu mpueMe HEOOXOTUMO
OTpeNeInTh, Ha KAaKOM YacTHBIA aJpec HY>KHO H3MEHHUTH OOIIEAOCTYIHBIN
aZpec Ha3HAYEHUs, CoJIeprKalluiics B oTBeTHOM |P-makeTe.

Taxkum 0Opazom, sl HAJIGKHOTO PA3IUUCHUS MPUHUMAEMBIX MTaKETOB
NAT-ycTpoiicTBOM HeoOxonuma, TmoMuMo IP-aapecoB, pomosHUTENIbHAS
uHopmarnus. B kauecTBe Takoil mHOpMaKK MOKHO MCIIOIB30BaTh HOMEpa
noptoB TCP- unu UDP-cermenTtoB, mepenocumsix IP-maketamu. OnHako B
HaIlleM IpHMEpe BCE YEThIPE y3Jia MOTYT OOpaTHUThCSA C 3alpocoM K Web-
cepBepy ¢ aapecoM 213.180.193.11, orBeTbl KOTOpPOro OyAyT UMETh OJUH U
ToT € HoMep nopta 80 unu 8080. [loaTOMY B TaHHOM Cllydyae UCIOJIb3YKOTCS
TaK Ha3blBaeMble Ha3HAYCHHBIE HOMEpa MOpTOB. B kauecTBe Ha3HAUYEHHBIX
MOPTOB MCIIOB3YIOTCSA TMOPTHl MCTOYHHMKA, KOTOPBHIM B TIPOIECCE TMepemaadn
MIPUCBAUBAIOTCS 3HAYCHMS, HE CTaHJIapTU3UPOBaHHBIE B npoTokosax [CP wu
UDP. Ha3nayeHHbI OPT MOXKET OBITH BBHIOpaH MPOU3BOJIBHO, HO C y4ETOM
TOTO, YTO OH JIOJKEH OBITh YHUKAJICH B Mpe/IeiaX BHYTPEHHEH CETH.

B coorBercTtBUM ¢ 3TUM Tabmauna NAT-ycTpoiicTBa yClIOXHSETCS, B
HEe Temeph JOKHBI BXOAUTH HE ToJibko |P-aapeca, HO W HOMEpa TOPTOB
(Tabnuma 3.3).

[TockonbKy oOMNMUCaHHAsl BBIINIE TEXHOJOTUS HCIOJB3YET HE TOIBKO
CeTeBbIC ajapeca, HO U HOMEpa MOpTOB, OoHA moiyuyusa HazBanue NAPT
(Network Address Port Translation) [5].

Tabnuna 3.3 — CooTBETCTBUE aPECOB U HOMEPOB TTOPTOB

YacTHbli agpec [Topt OO0uenoCcTynHbIN Haznauennsbiii
aapec opT
192.168.1.2 8080 80.254.97.169 61001
192.168.1.3 8080 80.254.97.169 61002
192.168.1.4 8080 80.254.97.169 61003
192.168.1.5 8080 80.254.97.169 61004
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IIpu nepenaye makera, Hanpumep, ot y3na 192.168.1.2 k cepBepy
mobansHOM cetu ¢ aapecom 213.180.193.11 B 3aroinoBoK makera B KauecTBE
anpeca nony4dartens Oyaer ykazan 213.180.193.11, B kauecTBe HOMepa mopra
norydarens — 8080. B kadectBe aapeca orTmpaBuTens OymeT yKaszaH
192.168.1.2, a B xauecTtBe HOMepa nopta oranpasutens — 8080. [Tocie npuema
storo makera NAT-ycrpoiicTBoMm Oyaer mpou3Be[eHa IOJMEHa ajpeca
ornpaButeins Ha 80.254.97.169, a Homepa nopta ornpaButens Ha 61001. Ora
uH(popMaIus TMHAMUYECKH 3aHOCUTCS B Tabmuiy 5.3.

[Ipu mpueme oTBeTa OT cepBepa II00aTbHON CeTH OyAeT BBIIOTHEHO
oOpatrHOoe TmpeoOpa3zoBaHHWEe — ajJpec Tnoiyuyarens OydeT 3aMEHEeH Ha
192.168.1.2. Tlpu >TOM B KauecTBE HOMEpa MopTa Mmoyyuyarelsis OyaeT yka3aH
HA3HAYCHHBIM IIOPT, KOTOPBIM CEPBEP YKAXKET HCXOAS M3 HOMEpa IopTa
UCTOYHUKA TpuHATOro cermeHrta. [lpu stom NAT-ycTpoiCcTBO «moWMeT,
KaKOMY HW3 BHYTPEHHUX Y3JIOB TepefaTh TMaKeT, UCIOIb3ysd HOMep
Ha3HAY€HHOTO MOpPTa.

Ecnu NAT-ycTpoHCTBO MMEET HECKOJIbKO OOIIEAOCTYIHBIX aJ[peCcoB
(yn agpecoB), To Tabnauna 5.3 BeAeTCsS NMHAMUYECKH, TO €CTh MPU mepeaadye
MaKeTa 3aloMHUHAETCs, Ha KaKOW MMEHHO aJipec U3 Iyja Oblia OCYIIECTBICHA
noJMeHa, W JaHHas WHOOpManMs 3aHOCUTCS  Tabmumy. OTH JIEUCTBHUS,
€CTECTBEHHO, SIBJIAIOTCS a0COIFOTHO MPO3PAYHBIMU JJIs1 KOHEYHBIX Y3JIOB.

PaccmoTrpum  HacTpoitky  mportokosa  NAT s mpumepa,
NpEeACTaBIEHHOTO Ha pUcyHKe 5.8, mosaras, 4yto B kauectBe NAT-ycTpoiicTBa
ucrnosb3yercs MapiipyTtusarop Cisco.

[Ipenmonoxum, 94T0O B MapUIpyTH3ATOPE, MCIOJIH3YEMOM B KadyeCTBE
NAT-yctpoiicTBa, mopt ¢ ampecom 192.168.1.1 susercs moptom fa 0/0, a
nopr ¢ axgpecom 80.254.97.169 — moprom fa 0/1 (HamoMHHUM, 4YTO B
yCTpoicTBax u mporpaMmuoMm obecrneduennn Cisco Systems fa osmauaer Fast
Ethernet). B repmunonoruu NAT mopr fa 0/0 siBisieTcss BHyTpEHHUM MOPTOM

(inside), a mopt fa 0/1 — BHemHuM moptom (outside).
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[TakeTsl, mpuOBIBarONMEe HAa BHYTPEHHUW TOPT U MOJICKAIIHE
nepeave Ha BHEITHUM MOPT, MOJICKAT TPAHCISAINN B COOTBETCTBUU C SOUICe
NAT (SNAT), to ectb moamene momiexut IP-aapec uctounuka (Source IP).
[TakeTsl, TpUOBIBAIOIIME HA BHENIHWUN TMOPT, TOJJIEKAT TPAHCIAIUU B
coorBercTBun ¢ Destination NAT (DNAT), to ecTh moameHe moaiackut IP-
anpec noaydarens (Destination IP).

CHayana HeoOXOAMMO CO3/1aTh CIHCOK JAocTymna (moapoOHee CHUCKH
noctyna OyAayT paccMOTpeHbl B clenyilomieMm mnaparpade). nas storo B
peXuMe  TI00aTbHOTO  KOH(DUTYpHpOBaHUS  HEOOXOAMMO  BBIIOJHUTH
CJIETYIONTYI0 KOMaHAY:

(config)# access-list 100 permit ip <aagpec> <HHBEPTHPOBAHHAS
Macka> any

3aberas Bmepej, OTMETHM, YTO JAaHHOM KOMaHJOW CO37aH CIHUCOK
noctyna ¢ HomepoMm 100, pazpemaromuii mepemaBaTh MaKeThl C aapecoM
HMCTOYHHUKA, YKA3aHHOTO B KOMaH/E, Ha JII0ObIe aapeca.

[lyn angpecoB co3maeTcsa Ha MapHIPyTU3aTOPE B PEKUME TI100ATBHOTO
KOH(HUTYPHUPOBAHHS KOMaH 10U

(config)# ip nat pool <ums> <HauanbHBII afpec™> <KOHEYHBIH agpec™>
netmask <macka>.

Ecnu, kak B HameMmM MOpuUMepe, HWCMOJIb3yeTCsS CIMHCTBEHHBIN
OOIIETOCTYIIHBIM aJpec, HadaJbHBIM W KOHEUHBIM ajpeca B KOMAaHJE
COBITA IAfOT.

3aremM Ha3Ha4yarTCs BHYTPEHHUE U BHEIIHHE UHTEP(ENCHI:

- (config)# interface fa 0/0;

- (config-if)# ip nat inside (outside).

Bxurouaercss NAT komanmoit

ip nat inside source list 100 pool <ums>.
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KondurypupoBanue wmapmpyruzaropa CIiSCO ¢ HCIOIB30BaHUEM
yYKa3aHHBIX KOMaHJ JJId Haulero npumepa (pUCyHOK 5.8) mpeacTaBlieH Ha
pucyske 3.3.

105 Command Line Interface

[TLINEFET IO o OFrDOmM . DI PrIoCoCOD I INICEL TACE FTacCECIe ey o, SN ED s -ace o
o up

Bouter (config-if)#int fa 051
Bouter (config-if)#ip addr 20_F54_.97_ 169 zEE.0O.0.0
Bouter (config-if) fno shut

(LINE-5-CHAMNGED: Interface FastEthernetO,s1l, changed state to up

3 LINEPROTO-E-UPDOWH: Line protocol on Interface FastEthernetld/sl, changed state t©
o up

RBouter (config-if) faccess—-list 100 permit ip 19Z.1628.1.1 0O.EEE_ZEE_ZEE any
RBouter (config) fip nat pool primer S0.EZ54.97_.163% 80_EE54_97_ 163 netmask EELE_0.0.0
Bouter (config) finterface fa 00

Bouter (config-if) #ip nat inside

Bouter (config-if)finterface fa 051

Bouter (config-if)#ip nat outside

Bouter (config-if) fexit

Bouter (config) fip nat inside source list 100 pool primer

Bouter (config) 2

Router§

38YVE-L-CONFIG I: Conficgured from comsole by console

Pucynoxk 3.3 — Koudurypuposanue auaamuueckoro NAT
[locne TOro, kak Kakoi-mubOO W3 BHYTPEHHUX Y3JI0B OOMEHseTCs

NakeTaMl C BHEIIHEH CeTbI, MOXHO OyIeT NPOCMOTPETh TPAHCISUU

anpecos, nmpousBeacHubie NAT (pucynok 3.4).
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E

Bouter(config-if) faccess-list 100 permit ip 122.162.1.1 0.zEE_zZEL. 255 any
Bouter (config) #ip nhat pool primer 20_Z54. 27169 280,254 97169 netmask 255.0.0.0
Bouter (config) finterface fa 070

Bouter {config-if) fip nat inside

RBouter{config-if) #finterface fa 071

Bouter{config-if) #ip nat outside

Bouter(config-if) fexit

Bouter(config) #ip nat inside source list 100 pool primer

Bouter (config) #°Z

REouterf

(8T3-5-CONFIG I: Configured from console by console

Routerfshow ip nat translations

Pro Inside global In=side local Outside local Ouatside global

icmp S0.254_97.169:25 19Z.168.1.5:Z25 S0.254_97_168: 28 S0.254.97_168: 25

icmp S0.254_97.1659:26 13Z2.168.1.5:Z26 S0.2E54_ 97 _1658: 26 S0.2E84.397_168: 26

icmp S0.254_97.1659:27 12Z2.168_ 1.5:27 S80.2E54_ 97 _1658: 27 S0.2E84.97_168:27

icmp 80.2E54_97.169:28 19Z.168.1.5:Z28 80.2E54_ 97 _168:E28 80.254.97_168:Z28

Bouterf W

Pucynok 3.4 — Ciucok TpaHCasui

Jns Oonplueld HamISIAHOCTUA MPOMU3BEAEM OOpallleHUE C BHYTPEHHETO
KOMIBIOTEpa K Web-cepBepy, pacloioxKCHHOMY BO BHEIIHEH CETH IO alpecy

80.254.97.168, 1 onsATh BBIBEAEM CIIMCOK TPAHCIAIMH (pucyHOK 3.5).

Bouterfshow ip nat translations
Pro Inside global In=side local Outside local Outside global
tcp 80.254_ 37_169:1025 12Z.1658.1.4:1025 S0.254_97_168:80 S0.2584.97_168:80

Rnuterﬁl b4

Pucynoxk 3.5 — Cniucok TpaHCHIIui mocie oopaiieHus kK Web-cepsepy

N3 pucynka 3.5 crmemyeT, 4To ObLIa MPOW3BEACHA OJHA TPAHCIIAIHS,
uH(dOpMaIUs 0 KOTOPOM MPEICTABIICHA B YETHIPEX KOJOHKAX.

[TepBass kKoJIOHKA yKa3bIBaeT Ha TPAHCIIOPTHBIA TPOTOKOJ, B HAIIEM
ciay4dae 3to TCP.

Bropass xononka (Inside global) ykaseiBaeT Ha coker (IP-ampec u
HOMED MOpTa), Ha KOTOPBIH MOAMEHSAETCS COKET OTIIPABUTEIIS.

Tperbs xononka (Inside local) ykassiBaeT Ha BHyTpeHnHmit |P-agpec

OTIIPAaBUTCIIA C HASBHAYCHHBIM HOMCPOM IIOpPTa.
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YerBeprass komonka (Outside local) ykassiBaeT Ha cokeT y3iia
Ha3HAYCHUs BO BHEIIHEH CETH, KOTOPBIA C(HOPMHUPOBAH BHYTPEHHUM Y3JIOM-
OTIPABUTEIIEM.

[Taras xomonka (Outside global) ykaseBaer Ha IP-aapec u HoMep
NopTa, UCMOJIb3yeMble BO BHEIIHEH CETH.

Takum oOpaszom, u3 pucyHka 5.11 ciemyet, 4To BHYTPEHHHUM y3el C
anpecom 192.168.1.4 HampaBuseT mnakeT Web-cepBepy ¢ aapecom
80.254.97.168. CootBercTBeHHO, |P-ampec m HoMep mopra mnoaydarens,
yKa3aHHbIC B MAKETE:

80.254.97.168:80  (mwamomMHuM, 4TO i nporokosa HTTP
ucnoas3yroTces noptel 80 u 8080).

IP-anpec 1 mopT HCTOYHHKA B 3TOM K€ MMAKETE:

192.168.1.4:80 .

[Ipu nepenade makeTa BO BHEUIHIOIO CETh MapIIPYTU3ATOP MOAMEHSET
IP-anpec u mopT HCTOYHHUKA:!

80.254.97.169:1025.

COOTBETCTBEHHO, MPU MpPHEME OTBETHOIO MakeTa OT CEpPBEpa COKET
80.254.97.169:1025 Oynetr u3menen Ha 192.168.1.4:80, u makeTr MOIY4UT
HYKHBIN y3€Jl BHYyTPEHHEU CETH.

3.5 OtueT no pabore:
— PaborocnocoOHas ceTn;

— Pesynbrarsl npoBepku padorocriocoonoctu NAT.
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