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« JlaGoparopHas padorta No7

W CCJIEJOBAHME AJITOPUTMA SJIEKTPOHHOM IIA®POBOM MOANNCH
B BAPUAHTE RSA

Baxwnoii ycmyroit 6e3omacHocTH HWH(GOPMALMOHHBIX CHCTEM CTAaHOBHUTCA B
nocineAHee Bpemsi ayTeHTHUKauusa UWHGOpMalMU, KOTOpas MOHUMAaeTcs Kak
YCTAaHOBJICHHE MOJJIMHHOCTH M HEU3MEHHOCTHM COOOIIEHMS, YCTAHOBJIEHUS U
JI0Ka3yeMOCTH aBTOPCTBA COOOIIEHHS, I0Ka3aTelabCcTBa (PaKTa MpuUeMa COOOIEHUSI.
Oco0eHHO BaxkHa 3Ta yciyra B cdepe (pUHAHCOBOrO U IOPUIMYECKOTO 3JIEKTPOHHOIO
JOKyMeHTooOopoTa. [lnst pemieHus 3anayv ayTeHTU(UKAIMU HHPOPMAILUU CErOIHS
HCIIOJIB3YETCsl KOHIIEIIINS AIeKTpoHHOM nudporoit noanucu (DLIT). SLII — ato Habop
METO/IOB, KOTOpPbIE TIO3BOJISIIOT TIEPEHECTH CBOWCTBA PYKOMUCHOW MOAMMUCH TOJ
JOKYMEHTOM B 00JacTh 3JIEKTPOHHOTO JOKYMEeHTooOopoTa. PeanbHass mnoamnuck
o0JafaeT cIeAyIOIMMMHI CBOMCTBAMMU:

1.  IOCTOBEpPHOCTBIO, YTBEPXKAAIOIIEH, YTO IOJb30BATENb CO3HATEIBHO
MOANKCAN JOKYMEHT;

2.  HENOAJEIbHOCTHIO, OKAa3bIBAIOLIEH, UTO KOHKPETHBIM IOJb30BaTENb, a
HUKTO JAPYTrOd 3a HETO MOJINCAN JOKYMEHT;

3. HEBO3MOXXHOCTHIO TIOBTOPHOTO WCIOJB30BaHUS TMOANUCH TOf OJHUM
JOKYMEHTOM JIJIs1 IOJIIUCH JPYTOro;

4.  HEW3MEHHOCTHIO MOANMMCAHHOTO JOKYMEHTA;

5.  MarepHalbHOCTHIO MOAMHUCH, HE MAIOIIed BO3MOXHOCTH MOJANHUCABIIEMY

BIIOCJIEICTBUM OTKa3aTbCsA OT HEE U OT JOKYMEHTA.

Taxumu ke cBoWCTBaMU JIOJDKHA 00J1a7aTh 3JIEKTPOHHAs HU(POBast MOAMKUCH, IS
4Yero B €€ OCHOBY IOJIOKEHbI KpUITOrpapuueckue MeToisl. PaccMoTpum BapuaHT
peanu3aiuu dIeKTPOHHOU UG POBOI MOAMKCH, TIOCTPOSHHON Ha anroput™me RSA (puc.
7.1).

B otnuune ot anroput™a mu@poBaHus, OTIPABUTENEM 3[1E€Ch SBISIETCS Blajeliel]
napbl 3aKpbITHI/OTKPBITHINA Kitou. [Iporienypa hopmMupoBaHus 31€KTPOHHON MOITUCU
sign 1oz cooOlieHreM cxoka ¢ ImuppoBaHHEM JOKYMEHTa, HO B CTENCHb 3aKPBITOTO
Kiroua 0 1Mo BeIYETY N BO3BOAMTCS HE CaMO COOOIICHWE WIIM €r0 4YacTH, a JaiDKeCT
coobmienuss h. Heorsemmemoii wacteio amropurmoB DLIIT siBisercss XsImpoBaHUE
uH(poOpMaln1, Ha pPUCYHKE OHO 0003Ha4YeHo yepes H.

CooOmieHrie M ¢ TOANKMCBIO SIgN OyAeT OJHO3HAYHO AayTCHTU(HUIIMPOBAHO.
ABTOPCTBO COOOIIEHHSI MOXET OBITh YCTAHOBJICHO M JIOKAa3aHO Mo mape kirouei (d, €) ¢
MCIIOJIb30BAaHUEM. 3JIOYMBIILJIEHHUK HE CMOXKET MOJMEHUTh COOOIIeHHEe M (TouHEe,eMy
OyneT o4eHb TPYIHO ATO CHAENATH), MOCKOJIbKY €My HEOOXOIMMO BMECTO COOOIICHHS M
MOJICTaBUTh APYroe COOOIIEHUE m’, YAOBIETBOPAIOIIEE €r0 M HMEIOIIEe TaKoe XKe



3HAYCHUE XAMI-(DYHKIINH, YTO U Y M, 94TO SBJSETCS HA CETOHS BEIYUCIUTEILHO TPYAHOU
3agayeid. [lo »9TOM K€ TIPUYMHE 3JIOYMBIIICHHUK HE CMOXET IPUMEHUTH
IEPEeXBAYCHHYIO TOIIUCH SIQN I MOAMHCH APYroro JOKYMEHTA, IOCKOJBKY IS
APYroro JOKyMeHTa OyJeT IMOJIy4eHO MHOE 3HA4YeHHE XAII-PyHKIHH h,a OHO JICKHT B
ocHOBe mojmnucu. Takum oO6pa3oM, Bce HEOOXOAUMBIE CBOMCTBA MOJAMKUCH OMHUCAHHBIM
QITOPUTMOM OOECTICUMBAIOTCS, YTO K€ KacaeTcs Kpunrtoctorikoctu merona LI, To
OHAOIPEEIACTCS KPUIITOCTOUKOCTBIO VCIIOJIB3YEMOTO ACHMMETPHUYHOTO
Kpunrorpaduueckoro Metoja ¥ yHKIIUU OTHOHAIIPABICHHOTO MU(DPOBAHUS.

Tenepanud knro4eil
BrIOpaTs NpOCTEIE P H ¢
B BEMHCIHTE n=p*g
BriSpate coy4aiiHOe € Takoe, (-
q10: (ep-1)(g-1))=1
HaliTi ¢ moMOII B0 OTKPBITEIIT
anropuT™a EBKINIA d TAKOE, KIIF0 (&, 1)
9TO:;
ed =1 mod (p-1)(g-1)

% |

3aKpEITHIH KIH0Y d / Qny4aTens

ITncenmo ¢ SII1
CoolmeHue m (m, sign)
h=H(m Ad
(\) =4 y
N\ A
SLII epHa
sign=h“mod n

h=sign “mod n

NS

Pucynok 7.1 — Cxema DIII Ha ocHoBe RSA

Heobxoaumo oTMETHTH TakKe, 4YTO caMO COOOIIeHHuEe M MepeaaeTcss B OTKPHITOM
Bune. s Toro, 4toObl oOecreyuTh KOHPUACHIIMAIBHOCTH IEpeaBacMOil B HEM
nHpopmaruu, TpeOyeTcs HCMOJb30BAHUE JIOMOJIHUTEIBLHOTO IU(POBAHUS  TIO
CUMMETPUYHON HMJIM aCUMMETPHYHOM cxeme (mpu 3ToM mudpoBaHue Ha Kiarode d
KOH(PUIESHIIMAIIBHOCTH HE  O0ECMEeUUT, TIOCKOJBKY COOOIIECHHE MOXKET OBbITh
pacirpoBaHO OTKPHITHIM KITIOUOM €).

Ouenp nonynsgpHbIMU sABIISIOTCS cxembl DT Ha ocHOBe anroputma Dbl emans,
9TO OOYCJIOBIIGHO KaK HaJJIeKalled CTOMKOCTHIO alIrOpUTMa, TaK W JYy4IIed 1o
cpaBHeHMIO ¢ RSA ckopocThio BeluncaeHUN. B yacTHOCTH, B CTaHJapTE HAIMOHAIBHOTO
uncturyta ctangaptoB CIIA DSS (Digital Signature Standard) wucnosbsyercs



anmroputM  DSA  (Digital Signature Algorithm), koTopbiii sBisieTcs Bapualei
anroput™a DI Dnel'emans B Mmogudukanuu IlIHoppa. B anropurme ncnonb3yrorces
CIEAYIOUINE OTKPBIThIE MAPAMETPHL:

. p - mpocToe Ynciio B auara3one ot 512 no 1024 owur;
. g -160-6uToBOE TIPOCTOE YHCIIO, NETUTENH P-1;
. V — mo6oe uncio, V < p-1, takoe, aro vV mod p > 1;

e g=vPY"mod p;

. y =g mod p.

CekpeTHbIM KIIIOUOM siBJIsieTcs Jto0oe 160-pa3psigHoe uncio X,X < (.
Anroputm DLII DSA B rpaduueckoii popme npencrapiieH Ha puc.7.2.

OTKPEITEE
apaMeTpEl
Tenepanns KIr04eil fm =
BriOpatek cny4atiHoe x e
BeMHCTHTE "
OTKPEITEIH
y=g'modp ; E
v KTiod () | w=s"mod ¢
u = (H(m)-w) mod gq
3aKPEITHIH KITHY X u_=(rw) mod g
a=((g" g“ )modp) mod g
CooGmeHne m PTIfpaBHTET TTrceMmo ¢ SIIT1 /‘«"'f |
h=H{(m) (m,F,s) V IMony4aTens

\ v 7

@ OpMHPOBAHHE TIONTTHCH |
BEIOpATH clIy4daiiHoe A<q Y ﬂa
r=(g" mod p) mod g DI BepHa
s=( (h+xrVk) mod a

Pucynok 7.2 — Cxema anropurma DIIIT DSA

CymiectByer MHOXKeCTBO Moaudukanuii cxembl bl emans. OQHUM W3 TUIIOB
MOAU(UKAIMK CTAJl IEPEHOC BBIYMCIICHUM B TPYIITY, 0OPAa30BaHHYIO DJUIMIITHYECKUMU
KpUBBIMU. PaccMOTpUM CBOMCTBA AITUNITUYECKUX KPUBBIX MOAPOOHEE.

Jns  mpakTHYECKOro  MPUMEHEHHST B KpUNTOrpaduud  HMCHOJIB3YHOTCS
sammuntuyeckue kpusble (OK), 3amannbie Han nonsimu [anya. Ilycts 3agaHo mpoctoe
gucio p > 3.

Torma smnuntudeckoil kpuBoil E, omnpeneneHHol Hajg MPOCTHIM KOHEYHBIM
nosieM F,, Ha3pIBaeTcs MHOXKeCTBO Tap uncen (X, Y),X, Y € Fy, KOTOpbIe yIOBIETBOPSIOT
TOXIECTBY:

y? = x>+ ax + b mod p,



rrea, b € Fpu (4a3 + 27b2) # 0 mod p. Kpome Toro, K 3IITMITHYECKON KPUBOM
nobasisieTcst  OeckoHeyHo  yhaneHHas Touka |. Takum  obOpazom, TOYKH,
YIOBJIETBOPSIONINE ypaBHEHUIO KpuBoi E, u Touka | 00pasyroT KoHeuHyr0 abeneBy
rpynmy. ['eomerpuueckoe npeacTaBiIeHue SJUIUIITHIECKON KPUBOU U300paKeHO Ha puC.

7.3.
@

[2IR

P+Q

)

an
<L

R

Pucynok 7.3.— I'paduk srmuntuueckoi KpuBon

JIns TodeK AIIMNTUYECKOW KPUBOM OIpEZENeHa onepanus ciokeHus. [[ns npyx
TOueK, mpuHamnexamux kpuoil E, P(X,, Y,) u Q(X,, VYp), Touka, sBIAOIIasCS HX
CYMMOH, Tarkke OyAeT NexaTh Ha JJUMNTHYecKor kpuBod. KoopaumHatel Touku S =
P+Q ompenenstorcs CleyIOMUMA BEIPAKEHUSIMU:

. k= ((Yg-Yp)/(Xq-Xp)) mod p

e Xs= (K*XqX) mod p

. Ys = (K(Xq=Xp)-Yp) mod p

Touky S MOXHO NOJY4UTh T'paQUUECKH IMyTEM HECIOXHBIX MOCTpoeHuil. s
ATOTO Ha rpaduke MpPOBOIUTCS MpsMas yepe3 Touku P u Q, u Touka mepeceueHust dToi
npsimoii ¢ DK 3epkanbHO oTOOpakaeTcst oTHocuTeNbHO ocu OX (cMm. puc 7.3).

Ecou touku P u Q coBmamaroT, TO MBI nojydaeM Touky S = 2*Q. Torma ee
KOOPJIMHATHI ONPEAEIISIFOTCS NHAYE:

o k= ((3*%,+a)/(2*yy) mod p

e Xs=(k*-2x,) mod p

. Ys = (K(X4Xs)-Yp) mod p

I'padmuecku y1Boe€HHE TOYKH MOKHO HOJYUYUTh, [IOCTPOUB KACATEIbHYIO K TOUKE
U OTPA3UB TOYKY IIEPECEUYECHUS KACATEIbHOW C AJUIMITUYECKONM KPUBOU OTHOCHUTEIBHO



ocu OX (cM. Toukn R u 2R nHa puc.7.3). OTcrojla 04eBUAHO, YTO MOKHO OMNPEIEIIUTh
OMEepaldi0 YMHOKEHHUSI HEKOTOPOM TOYKH DIUTMITHYECKOM KPUBOM Ha 1IE€JI0€ YHUCIIO,
KOTOpasi MO3BOJIACT onpeaeanTh Touky Q = k*P (Touka P, yMHOMKEHHAs Ha [1€710€ YUCIIO
k, obopamaercs B Touky Q). CkajasipHOC YMHOXXEHHE OCYIICCTBISCTCS MOCPEICTBOM
HECKOJIbKUX KOMOWMHAIIMM CJOKEHUSI W YJIBOCHUS TOYEK SJUIMINTUYECKOU KPHUBOM.
Hanpumep, Touka 25*P moxeT ObITh mpejicTaBiieHa, Kak 25%P = 2*(2*(2*(2*P)) +
2*%(2*(2*P))) + P. C omneparueii ymMHOkeHHs Toukr DK Ha IeJI0€ YHCIO HAIPSIMYIO
CBsI3aHa Ues, HAAEKHOCTh U KPUTITOCTOWKOCTD SJUTMIITHYECKON kpuntorpaduu. Jlemo B
tom, uyto 3amaua ECDLP (Elliptic Curve Discrete Logarithm Problem - 3anaua
JUCKPETHOTO Jiorapudma Ha IUIMINTUYECKONM KPUBOM), CyTh KOTOPOM 3aKirodaercs: B
OTBICKAHMU TIIesoro uucia K mo wu3BecTHeIM ToukamM P um Q = k*P, sBusercs
TpyaHopaspemmmon. [lomumMo ypaBHEHHs, BaXHBIM IApaMETPOM KPHUBOU SIBISAETCS
OasucHas (reHepupyromas) Touka G, BeIOMpaemas I KaXJ0W KPHUBOH OTICIBHO.
CekpeTHBIM KIIFOUOM B COOTBETCTBUU ¢ TexHoJoruen DK sBisercs 00ibIIoe ciaydyaiiHOe
qrcio K, a coo0ImaeMbpIM OTKPBITBIM KITIOUOM - Tipou3BecHue K Ha 0a3ucHyIo Touky G.

Ha  KpUOTOCTOMKOCTh  alrOpUTMa  CYUIECTBEHHOE  BJUSHHE  OKa3bIBAET
NPaBUJIbHBIN BBIOOpP Kak camoil KpuBOoW (kKoadduimeHToB a, b, p), Tak U OGa3UCHOI
touku G.

He kaxpnas kpuBas oOecrneunBaeT TpeOyemMyr0 KpPUNTOCTOMKOCTh, W A
HekoTophix W3 HuUX 3agaya ECDLP pemaercs noBoibHO 3(dexTtuBHO. Ilockombky
HEy/JauHbI BbIOOP KPUBOM MOXKET MOBJIEYb 3a COOOM CHM)KEHHE O00ecredyrMBaeMOoro
YPOBHSI O€30IMMaCHOCTH, OPTaHU3alMM IO CTaHJIAPTU3AIMU BBIJCISIOT LeJible OJIOKH
KpPUBBIX, o0nagaronmx HE0OXO0IMMOM HaJEKHOCTBIO. Ucnonb3oBanue
CTaHJAAPTU3UPOBAHHBIX KPUBBIX PEKOMEHIYETCSI M TIOTOMY, UTO CTAHOBUTCSI BOZMOYKHOM
Jaydimias  COBMECTUMOCTh  MEXKIY  PasiMYHbIMH  peaju3alusMH  TPOTOKOJIOB
MH()OPMAITMOHHON 0€30MaCHOCTH.

Bb160p 6a3nucHOlM TOUKH 00YCIIOBJIEH TEM COOOpaKEHUEM, YTOOBI €€ MOPSA0K ObLI
JOCTAaTOYHO OoJibiuM 2254 < < 2256. Touka P € E na3biBaeTcs TOUKOM mopsiaka (,
ecu gP = I.

Ha smnmuntuyecknx kpuBbix noctpoeH anroputM nposepku DL 'OCT P 34.10
— 2001, sBustomuiicst Ha ceroans ctangaptom P® B obnactu DIIII. Cxema sToro
aNropuTMa MpUBEACHA Ha puc. 7.4.

OCHOBHBIM JOCTOMHCTBOM KPHUNTOCHUCTEM Ha OCHOBe OK sABIsieTCS TO, YTO OHHU
00ecreunBaOT HAJICKHOCTh, aJeKBaTHYIO KiaccuueckuM Kpunrtocuctemam (RSA,
Onel'eManib) Ha CYIIECTBEHHO MEHBIIMX [0 [JIMHE KIKYaX, 4YTO IMOJOKUTEIbHO
OTpakaeTCsl Ha BPEMEHU KOJUPOBaHUS U JeKoaupoBanus. Kpunrocucrems! 1iudpoBoit
MOANUCHA Ha OCHOBE OJJUIMOTUYECKMX KPUBBIX C JUIMHOM Kiaroya 160 OUT uMEroT
OJIMHAKOBYIO CTOMKOCTh ¢ Kpunrtocuctemamu DSA u Onp-I'amansg ¢ qiauHON Kiroya
1024 oOwuta. Oxupaercs, 4yro B OJwkaiiieM OyaylieM JaHHbIE CHUCTEMBI 3alMyT



JOMUHUPYIOIIEE TOJIOKEHUE B KpUNTOrpaduu € OTKPBITBIM KiIrouoM. OpHaKo, 3TO
HOBJIEYET 00Jie€ CEPbE3HbIE HCCIEIOBAHUS CBOMCTB 3TUX KPHUITOAITOPUTMOB, YTO
MOJKET NPUBECTH K MOSIBICHHUIO HOBBIX, 0ojiee 3(()EKTUBHBIX aITOPUTMOB PELICHUS
po0JIeMbl JUCKPETHOT'O Jlorapu(Ma B IpyIIe TOUEK IUIMITHIECKUX KPUBBIX.

OTKPEITELT
- napamMeTp (P)
I'eHepala KoY
Bri0pats cnyualiHoe d T
EE’I;I:;HHIL OTKPEITEII
- 3y
: ko4 () . h=H(m)
Y u, =s/hmod g
3aKpBITEIH K09 d u = (-*)/hmod g
N RJ= KDDIJI[HHETE_X(H‘P‘FHZQ}
CooOmenne m TTceMo ¢ DIII1 jf |
h=H(m) (m,7,5) Y [Tomy4aTens
|
\ Y 7
@ opMEpOBAHE TTOAIHCH |
Iia
Bribpats cny4daiiHoe & Y
r=KoopmHaTtaX (£ *P) DLUIT eepHa
s=( (rd+kh)) mod g

Pucynok 7.4 — Cxema anroputma ST T'OCT P 34.10-2001

Eme omuum mnoaxomoM k (opmupoBanuto OLII sBisercs wucnosb30BaHUe
CUMMETPUYHBIX AITOPUTMOB M (ppoBaHusi. OHAKO, U3BECTHBIE HA CETOJIHS AJITOPUTMBI
TOr0  KJjlacca MPEACTABISIOT CKOpee TEOPETHYECKHM  HMHTEPEC, IOCKOJbKY
2 ()EKTUBHOCTH UX pean3allii M0 BPEMEHHU WIH M0 00BbeMYy TPEeOyEeMbIX BBIUMCICHUN
oueHb HeBbIcOKa. Hampumep, npemnoxkennas Juddu n Xenmanom cuctema DLIT Ha
CUMMETPUYHOM IIK(]pe MO3BOJISAET MOJMUCHIBATH TOJBKO OJUH OUT MH(POpPMALIUU, YTO
Ha TMpakThKe MoTpedyeT (GopMUpOBaHUS OTAEIBHOM MOANUCU ISl KaKIOoro Outa
MepeaBaeMoro COoOUIeHUs, MPUYEM MOJANUCH OMTa UMEET pa3Mep Kiroda OJIOYHOIO
mudpa, 1 KaKIbli HOBBIA OUT TpeOyeT reHepaiu cBoero kimouda noganucu. [lortomy
CUCTEMbI IOJJOOHOTO KJIacca MoKa HE HAIUIM IIUPOKOTO MPUMEHEHHS.

AcCMMMeETPHYHBbIE ATTOPUTMBbI

JI71s1 CUMMETPUYHOM KPUIITOCUCTEMBI XapaKTEPHO MPUMEHEHHE OJJTHOTO U TOr'O K€
KJIo4a Kak Ipu IIUQPOBaHUM, TaK M MNOpu paciindpoBaHuu cooOuieHuil. B



ACUMMETPUYHBIX KPUITOCUCTEMAax MJis 3amr(pOBaHMs AaHHBIX HCHOJB3YEeTCS OJUH
(oO1IeIOCTYIHBIN) KITF0Y, a IS paciiu@poBaHus — APYroi (CEKPETHBIN) KITFOY.

Anzopumm /lugppu-Xenmana

Anroputm Jludpdu-Xenmana (1976 rom) ucmosb3dyeT (PYyHKIHIO TUCKPETHOTO
BO3BEJICHUS B CTETICHb.

1. CHauana reHepupyroTCs JBa OOJBIIUX MPOCTHIX YUCHAa N U (. DTU JBa Yucia
HE 0053aTeIbHO XPAaHUTh B CEKPETE.

2. lanee oauH u3 naptHepoB Pl reHepupyer ciydailHOE YHMCIO X U MOCHLIAET
JIPYroMy y4acTHHKY Oyaymux oomeHoB P2 3nauenune A = g mod n

3. Ilo nonyuenun A naptHep P2 renepupyer ciiydailHOe YUCio y U nockuiaet P2
BBIUYHCIICHHOE 3HaYCHHE

B=qg"modn

4. IMaptrep P1, monyuus B, Beramcnser K, = B* mod n,

5. ITaptaep P2, nomxyuus A eranciser Ky, = A’ mod n.

6. Auroput™m rapantupyer, 4ro uucia Ky m K, paBHBl M MOryr OBITH
HCIIOJIb30BaHbl B KAUECTBE CEKPETHOIO KIf0Ya JIIsl IKU(POBaHMUSL.

Haxe «repexsBatusy ynucia A u B, Beranciuts Ky mim Ky HeBo3MokHO.

Ilpumep.  llpeactaBuM wuTepalMM ajiropuTMa B BUJAE IOCIENOBATEIbHOCTU
NEHUCTBUI MApTHEPOB B TaOIM4HOM (popme, Tabnuma 7.1.

Tabnuua 7.1

JlericTBUS TapTHEPOB

- [TapTHep P1 [TapTHep P2

['enepanyst 1ByX OOJBIIMX MPOCTHIX YUCET U OOMEH UMH.
ITycts N=17, q=11

I'enepupyem ciydaitnoe uucio X, | Ilomydeno A =10
X=5. ['enepupyem ciiywaiiHOE 4YuHCIIO Y,
Brrancnsiem y=17.

A=qg“modn=11"mod 17 =10 Brruncisiem

[TochblaeM 3HadeHue A TTapTHEPY B=¢' modn=11"mod 17 =3
[Tockinaem 3nauenue B maptHepy

[Tonyyeno B =3 [Tonyuyeno A =10

Brruuciisiem Brruucnsiem

Ky = B*mod n = 3° mod 17 =5 Ky =AY mod n=10"mod 17 =5
CpasauBaeMm Ky u K, , 5=5 CpasnuBaeMm Ky u K , 5=5

Kitouem 151 mmdpoBanust siBiasieTcs S




Kpuntocucrema mudpoanus nanusix RSA npeanoxxena B 1978 roxy aBropamu
Rivest, Shamir u Aldeman 1 ocHOBaHa Ha TPYAHOCTU Pa3JIOKEHUSI OONBIIUX LETBIX
qrCcell Ha MPOCThIE COMHOKUTEIH.

ITocienoBaTenbHOCTD AEUCTBUUN I10JIB30BATEI:

1.Tlonmyuatens BeIOMpaeT 2 OOJBIIUX MPOCTHIX IENBIX Yuciaa P U (|, HA OCHOBE
koTophIx Beraucisier N=pg; M=(p-1)(g-1).

2.Ilonmydarens BBIOMpaeT 1eloOe Ciay4aiiHoe 4Hciao O, KOTOpoe SBISIeTCS
B3aUMOTIPOCTBIM CO 3HA4YeHWEeM M, W BBUHCIACT 3HAUYCHHE e W3 YyCIOBUSA
(ed) mod M =L1.

3.d u N myOnuKyrTCS Kak OTKPBITBIN KITt0Y, e U M SIBIISIOTCS 3aKPBITHIM KITFOUOM.

4.Ecmu S —coobmenne u ero amunHa: 1<Len(S)<N, To 3ammdpoBarh 3TOT TEKCT
MoxHO Kak $’=5"mod N, To ecTh mH(PyeTCs: OTKPHITHIM KIIOUOM.

5.ITonyuarens pacu(ppPOBBIBAET C IOMOMIBIO 3aKPBITOro karoda: S=S°°*mod N.

Ilpumep. [lanee nmpeacTaBieHbl Al alrOpuTMa:

1. p=19, g=13, N=pq=247, M=(p-1)(q-1)=18*12=216.

2.BriOupaem 1ienoe ciydaiinoe yucio d, kotopoe B3aumuo npocroe ¢ M. d=35. (d
u M He uMeroT 00mux aenutenen 35=7*5, 216=2*2*2*3*3*3). BriuucisgeMm € Takoe,
gyro ed mod M =1. e=179.

3. (d,N) otkpeIThI# KITFOY, T.€. (35,247), (6,M) — 3akpbIThIi K04 (179, 216).

4. llucpposanue coobmenns 2 3 1, UCMONB3Ys OTKPBITHIN KITHOY

$’=Smod N
2 -> 2% mod 247 =124
3 -> 3®mod 247 = 165
1-> 1¥mod247=1
[udposannoe coobmenune 124 165 1.
5.PacmmdpoBka coobmenus 124 165 1, ucnonb3ys 3aKpbITHIN KITHOY
S=S*mod N
124 -> 124'" mod 247 = 2
165 -> 165" mod 247 = 3
1-> 1" mod247=1
Pactmdpoannoe coobmenne 2 3 1.



3aoanus 0151 6bINOJIHEHUSA
I. Hcnonp3ys

AJIrOPHUTM

CUMMETPUYHOIO aJiTOpUTMa KpunTorpadpuu.

Huddu-Xenmana

CTCHEPUPYHUTE

KJIIO4Y

JJIsL

.2. CreHepupoBaThb OTKPBITBIH M 3aKpbIThle KIOud i anroputMa RSA.

[lepenatb OTKPBITBHIA KIIOY CIEAYIOIIEMY IO CIHUCKY CTYIEHTy. Talnuia mpocThIX
gyucie B uaTepBate [1; 200] npuenena B Tabmure 7.2.

3. CocTtaBuTh MOCIEIOBATEILHOCTh HU(P AN MHUPPOBAHUS U3 CTONOIA YHUCEI

Tabnuipl 1, ompeaenseMoro mo mnocieaHe udpe HOMepa BapuaHTa. BBIMOIHUTH

mu(ppoOBaHUE MOCIEI0BATEILHOCTH UMD, UCIIONB3YST OTKPBITHIA KIIIOY, MOJTYYCHHBIN
ot apyroro cryaenta 1 7.3. Ilepenates mudporpammy aapecary.
4. Tlpoussectu nemudpoBaHue MoxydeHHOro cooOuieHus. s aemmdpoBaHus
WCIIOJIb30BaTh CTCHEPUPOBAHHBIA BaMHU 3aKPBITHIN KiFo4 (11. 7.3).

3ameuanue: HexoTopsle mpocTeimue kioun s anroputma RSA npeacTaBieHsl
B Tabnuie 7.3.

Tabauya 7.2. — Tabmmia npocteix uncen ot 1 1o 200

Homepa cToi610B Tabauib!
1 2 3 4 5 6 7 8 9 0
[Ipocteie uncna B uHTepBajne ot 1 go 200
1 2 3 5 7 11 13 17 19 23
29 31 37 41 43 47 53 59 61 67
71 73 79 83 89 97 101 103 107 109
113 127 131 137 139 149 151 157 163 167
173 179 181 191 193 197 199
Tabauya 7.3. — lpocreiinue kimouun A anroputma RSA.
OtkpbiThiil | 3akpbiThlid | Ne | OTkpbIThI | 3akpbIThlid | Ne | OTKpBITBIA | 3aKpbITHIA
KITIOY KITIOY I | KJITI0Y KITIOY O | KITI0Y KITIOY
T
(35,21) (11,12) 8 (35,35) (11,24) 15 | (35,221) (11,192)
(15,15) (7,8) 9 (77,77) (53,60) 16 | (35,247) (179,216)
(35,119) (11,96) 10 | (35,91) (35,72) 17 | (35,323) (107,288)
(21,33) (21,20) 11 | (35,161) (83,132) 18 | (35,437) (215,396)
(15,85) (47,64) 12 | (35,133) (71,108) 19 | (15,391) (47,352)
(35,65) (11,48) 13 | (77,209) (173,180) | 20 | (35,299) (83,264)
(21,55) (21,40) 14 | (21,187) (61,160) 21 | (15,69) (3,44)




JlabopaTopHasi paGora Ne§

METO/bI B3JIOMA IIN®POB, OCHOBAHHBIE HA TUCKPETHOM
JIOTAPUOMHUPOBAHUN

Jist  OOBIYHBIX TOJIOKHUTENIbHBIX JACUCTBUTENBHBIX YHCENl JIoTapudmM  sBISETCS
byHKIIHMEH, 0OpaTHON BO3BEACHHUIO B CTETICHb. AHAJIOTHYHAS (DYHKITUS CYIIECTBYET U B
apu(pMETHKE KITaCCOB BHIUETOB.

CpoiictBa 00bgHOTO JoTapumupoBanus. Jlorapudm umcaa ompenensieTcss Kak
CTENEHb, B KOTOPYIO HY)XHO BO3BECTH 3HAYCHHE IIOJIOKHTEIIBHOTO OCHOBAaHUS (HE
paBHOTO 1), YTOOBI MOJYYUTH JAHHOE YHUCIO, T.€. JUJIS 3aJaHHOTO OCHOBAaHMUS X U
MIPOM3BOJIBHOTO Y: ¥ = xlog Xx(y).

Jlanee nepedymnciieHbl OCHOBHBIE CBOMCTBA JOTapru(MOB:

log x(1)=0,

log x(x)=1,

log X(yz)= log X(y)+ log X(z),

log x(yr)=rlog x(y).

OnpeneneHdue U CBOWCTBA JMCKPETHOro JjorapudmupoBanus. PaccMoTpum
MepBOOOPa3HbIl KOPEHb HEKOTOPOIO MPOCTOro 4Hcia p (MOJ0OHBIE apryMEHTBhl MOTYT
OBITH MCTOJIb30BaHBl M B CIIy4ae C YMCIAMU, HE SIBISIONIMMUCS MPOCThIMU). B sTOM
cllyyae CTEMEHM 4ucia a ¢ mokasareysiMu oT 1 10 (p — 1) mopokaaroT Kaxkaoe Iesioe
gucyo ot 1 10 (p — 1) B TouHoCTH MO OAHOMY pasy. Takxke U3BECTHO, YTO Jt000e 1es0e
YHUCIIO b MOXHO MpeACTaBUTh B (hopme

b=r(modp), rael <r<(p-1)
B Kjaccax BbBUETOB. OTCIO/Ia BBITEKAET, YTO JUIs JIFOOOTO IIEJIOT0 4Yuciia b u 1000ro
MepBOOOPA3HOTO KOPHS a MPOCTOTO YMCIa p MOKHO HAWTH POBHO OJMH TOKa3aTesb
CTEIICHH 1, JIJI1 KOTOPOTO
b=a'(mod p), rnel<i<(p-1).
3HaYCHWE OTOTO TIOKa3aTels Ha3bIBAIOT HMHACKCOM YHCIa b MO MOOyIIO p IpH
OCHOBAHHUH a. 3alUChIBaeTCs ATO 3HaueHue kak inda,p(b).
Heo6xonumo o6paTuTh BHUMaHUE HA CICIYIONIANA MOMEHT:
ind, p(1)= 0, mockobKy a’(mod p) = I(mod p) =1,
ind, p(a)= 1, mockomneky al(mod p)= a.



Teneps pacemoTpum:
x=a"""mod p
y=a"""modp

ind, ;
xy=a"""mod p
Bocnonssosasumncs NPABHIAMH YMHOMKCHHN 110 MOJAYNO CPABHCHMS,

oYM
nd, sty
a"*"™ mod p = (a""*"" mod p)(a"**"" mod p) =
= alnd_,,(xh-md.,()') mod p

Teneps npumennm Teopemy Diiepa, KOTOpas YTBCPAKAACT, YTO JUIA
MOGKIX BIAMMHO NPOCTHIX KAKAOIO @ W 1 HMECT MecTo hopmyna

a™'=1(modn).
JhoGoe NONOKHTENLHOE LEIOC YHCA0 = MOXKET ObITh NPEACTARICHO B
Buie 2 = g + ko(n). Morromy no reopeme Diinepa nmeem

a’ = a'(mod n), ecom z = g(mod ¢(n)).

I/ICHOHB3y$I 3TO COOTHOHICHUC COBMECTHO C NPCABIAYIIAM, ITOJIYYHM
PaBEHCTBO

inda,p(xy )= [inda.p(x)+ inda.p(Y)]mOd (P(p),
000011IMB KOTOPOE, MOTYy4aeM

ind, (/)= [rind,,,(»)mod ¢(p).

D710 yKa3bIBaCT HA AHAJIOTHIO MEK/y OOBIYHBIMY JIOTapu(MaMHU U UH-
JeKCaMHU — TI0 ATOH NPUYHUHE MOCIEeIHUE YAaCTO HA3bIBAIOT IUCKPETHBIMU
norapudpmamu.

CriesryetT UMeTh B BHILY, YTO OJHO3HAYHO JAMCKPETHBIE JIOrapu(pMsbl 110
MOJYJIIO /1 TIPH OCHOBAHHMHU @ OTPEIENSIOTCS, TONBKO KOTAA a SIBISIETCS
epBOOOPa3HLIM KOPHEM 7.

Janiuga v.5
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Boiuuciienne IMCKPETHBIX JIOrapu(pmos. PaccMOTpUM ypaBHEHHE

y =g (mod p).

BelunciieHue y NpU 3aJaHHBIX g, X M p SBJISETCS MPOCTBIM JIETIOM.
B camMoM XyjiieM ciydae NpUIETCs BBITIOJHUTH X MOBTOPHBIX YMHOMKE-
HUIA, Ul 4ero UMEKTCs J10¢TaTouHo 3¢ pekTrBHBIe anroput™sl. Ho eciu
3aJIaHbl ¥, g ¥ P, TO BBIYUCIICHUE X U3 YKA3aHHOTO BHILIE COOTHOIIEHUS —
T.e. JIMCKPETHOE JIorapu()MHpPOBaHHE — SIBIISETCS, BOOOIIE TIOBOPS,
OYeHb HENPOCTOMH 3aaaueil. [1o CI0kKHOCTH ITa 3a/a4a CpaBHUMA C 3aj1a-
ueii pasnoKeHus OOIbIIMX YMCEI Ha MPOCThIE MHOKUTENHU (4TO Tpedyer-
cs s RSA) 1 umeer 3KCIOHEHUHAJIBHYIO CII0KHOCTD.

B HacTosiee BpeMsi CIOKHOCTh HauOosee OBICTPOro U3 M3BECTHBIX
aNrOPHTMOB BBIYHCIICHUS INCKPETHBIX JIOrapH(pMOB T10 MOZIYJTIO IIPOCTO-
ro 4MCjla OLEHUBAETCH BEJIMYMHON MOPSIKA gl(n pYAindn pJ2B - yro nns
OOJIBIIMX IMPOCTBIX YHCEJ OKa3bIBAETCS 3a MpejeslaMHM NPaKTHYECKHMX
BO3MOKHOCTEH COBPEMEHHBIX BBIYHCIIUTEILHBIX CPE/ICTB.
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