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BBEJIEHME

Ha coBpemenHoM sTane pa3BuTHs 00IIECTBa KIIOYEBask poiib BO Beex cepax ue-
JIOBEUECKOM JEeATENBHOCTH OTBOAUTHCS MH(popMauuu. Te3uc «KTo BiageeT nHpopma-
1uel, TOT BIaJeeT MUPOM» CTAaHOBHUTHCS Bce Oojiee akTyalbHbIM. B HacTosiiee Bpemst
OCHOBHAsl J10JI1 UH(QOPMALMOHHBIX PECYpCOB XPaHUTHCS B CUCTEMaX, OCHOBAHHBIX Ha
KOMITBIOTEPHBIX TEXHOJIOTUAX. [Iponecc noaKIIIOUeHNs] KOMIIBIOTEPOB K JIOKAJIBHBIM CE-
TSAM U ri00anbHOM ceT Internet HocuT moBceMecTHBIN XapakTep. JTO MPUBOAMT K 3HA-
YUTEJIbHOMY HOBBILIEHHUIO IOCTYITHOCTH MH(OpMAaLKH, B T.4. U KOH()UICHIIMAIBHOM.

B cBs3u ¢ 3TUM BompocaM 3alUThl KOMIBIOTEPHON MH(OpMALUU B MOCIETHEE
BpeMsl yAEISIETCS MOBBILIEHHOE BHUMaHue. [Ipyu aTom 1oz 3amuTo HHGOpMauMHu 110-
HUMAETC KOMILJIEKC IIPaBOBBIX, OPraHU3allMOHHBIX M TEXHUYECKUX MEPOIPUATHNA U
JEHCTBHI MO MPEIOTBPAILIEHUIO YTPO3 HH(OPMALMOHHON 0€30IaCHOCTH U yCTPAaHEHHIO
UX MOCIIEICTBUI B Mpoliecce ee cOopa, XpaHeHUsI, 00pabOTKHU U Mepeiadynd B HHPpopMa-
[IUOHHBIX CUCTEMAX.

OnHMM M3 caMbIX PacHpOCTPAHEHHBIX CPEJICTB 3allUThl KOMIBIOTEPHOU MH)OP-
Malluu SBJSIETCS MU(PPOBaHKUE, KOTOPOE MIUPOKO UCIONIB3YETCs ISl 00eCrieYeH s KOH-
(GuaeHIINaIBLHOCTH KaK XpaHUMOI, Tak U IepeaBaeMoi 1Mo ceTsIM WH(OPMALIUU.

Hacrosimme metoauyeckue ykKazaHUs MpeJHa3HAYeHbl I W3YYEHUS OCHOB
mudpoBanus uHPopManru. B nepBoii riaBe AaHbl OCHOBHbIE KPUNITOrpaPUUYECKUE MO-
HATUS, @ TaKXKe MpUBeAeHa Kiaccudukaius mu@poB. B ocTanbHbIX TIaBax paccMoTpe-
Hbl OCOOCHHOCTH IMIU(PPOBAHUS, TPUCYIIHE KAXKIOMY Kiaccy MU(pPOB, U MPUBEACHBI
MpUMEPBl KOHKPETHBIX aJITOPUTMOB IN(PPOBAHUS.

[{enpro TaHHBIX YKa3aHUM SBISETCS NEPBOHAYAIBHOE O3HAKOMIIEHUE C OCHOBAMM
mudpoBanus u nemudpoBanus HHPopMalui. B HUX He paccMaTpUBarOTCS TEOpPETHYE-
CKH€ OCHOBBI KpUITOrpaduu, Kpunrorpapuueckue mpoTokoysl u T.4. i 3Tux ueneu
PEKOMEHYETCS BOCIIOIb30BaThes [ 1, 2, 3].

[Iporpamma nNpakTUYECKUX 3aHATUM pa3dUTa Ha NATH Ja0OPATOPHBIX PadOT.
Kaxiasg U3 HUX paccuMTaHa Ha CPOK OT JBYX JIO TPEX 3aHATUN U MOCBSLICHA U3YUEHHUIO

OJIHOTO KJlacca mu@poB. B TeueHue nepBbIX Tpex J1abOpaTOpHBIX PadOT CTYJICHT J10J-
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’KEH OCBOUTH 0A30BbIE AITOPUTMBI CHMMETPUYHOTO HMIH(PpoBaHus (M(psl 3aMEHBI, Te-
PECTaHOBKHM W TaMMupoBaHusi). B deTBepToi nabopaTopHOil paboTe OH JOJIKEH H3Y-
YUTh OCHOBBI 0JIOUHOTO MIM(PPOBaHUS HA IPUMEpe OBIBIIETO aMEPUKAHCKOTO CTaHapTa
mmmdposanusi DES. B msatoit mabopaTopHoii paboTe MPUBOAUTCS ONMHUCAHUE TPEX alro-
PUTMOB aCHMMETPUYHOTO MU(PPOBAHHUSL.

B Teuenue 3TuX 3aHATUN CTYIEHT JOJDKEH MPAKTUYECKH OCBOMTH BECh MaTepHal
Mo KaxJ0i j1abopaTtopHOil paboTe, BHIMOIHUTE 33aHKue, OPOPMHUTH OTUET U 3AILUTUTH
pabory. [Ipu 3ammre CTyAEHT IOJKEH MPOJAEMOHCTPUPOBATH CTEIIEHh YCBOCHUS Mare-
puaia, a Takke OTBETUThH Ha BOIIPOCHI, CBA3aHHBIE C TEMaMHU TEKYIIEH U yKe MpoiiieH-

HBIX JJa0OpaTOPHBIX PaboOT.



1. OCHOBBI KPUIITOI'PA®UU

Pa3zpaboTkoii MeTof0B TIpeoOpa3zoBaHuss MHPOPMAIIUU C TIEIbI0 00ECTICUCHUS €€
KOH(UACHIIMATHFHOCTH U LEJOCTHOCTU 3aHUMaeTcs Kpurrorpadus (B mepeBoje ¢ rpe-
YECKOr0 03HAYAET «TalHOMUCH»). O BaXKHOCTHU COXpaHEHUs UHPOpPMAIMK B TailHE 3Ha-
T YK€ B JIPEBHUE BPEMEHa, KOTJa C TOSBICHHEM MUChMEHHOCTH TMOSBUJIACH U OTac-
HOCTh MPOYTCHHS €€ HeKeNaTeNbHBIMH JHUIaMH. boyiee TOro, mepBOHAYAIBHO IMHCH-
MEHHOCTh caMma Mo cebe OblIa Kpunrorpadpuyeckoil CUCTEMOM, TaK Kak B JPEBHHUX 00-
IIECTBaxX €0 BIIAJICNIN TOJIbKO n30paHHble. C MIUPOKUM pacTIpOCTPpaHEHUEM TUCHMEHHO-
CTH Kpurrorpadus crajga GopMUPOBATHCA KaK CAMOCTOSITENIbHAS HayKa.

OJIHO M3 OCHOBHEIX HOHATHI KpunTorpaduu - mudp (0T apab. i , sifi- KHONBY,
otkyna ¢p. chiffre «iudpa» - poacrBeHHo ca0BY Hudpa; apadbl MEPBLIMH CTAIN 3aMe-
HATH OYKBBI Ha IU(PBI C LEIbIO 3aIIUTHI HCXOIHOTO TEKCTA).

[Ton mm¢ppoM MOHUMAETCS COBOKYMHOCTh METOIOB U CIHOCOOOB 0OpaTHMOTO
npeoOpa3zoBaHus HHPOpMaLIUU ¢ 1esbio ee 3amuThl oT HC/I.

IludpoBanue (3ammdppoBaHue) — Mnporecc NPUMEHEHHs mUQpa K 3aruiiae-
MO¥ MH(pOpMAIMH, T.e. peoOdpa3oBaHue 3ammuiaeMor nHpopmMamuu (OTKPHITOTO TEK-
cta) B mudpoBaHHOE coobmenue (mudprekct, mudporpaMmy, KpUITorpaMmy) ¢ mo-
MOIIIBIO ONPE/ICIICHHBIX MTPaBIII, COJEPIKAIINXCS B IIH(pE.

JemudpoBanue - mpoiecc, oOpaTHeIM MmuUdpOBaHHIO, T. €. MpeodpazoBaHUE
i GpPOBAaHHOTO COOOIICHUS B 3aIUINAEMYI0 HH(GOPMAIIUIO C TIOMOIIBIO OMPEIEeTIEHHBIX
MpaBuI, CoAepKaImxcs B mudpe.

AJITOPUTM KpHUNTOrpadguyeckoro npeodpa3oBaHus - HAOOp MaTEMaTHUECKUX
IpaBUJI, ONIPEACIIAIOIUX COACPKAHUE U MOCIEI0BATEIbHOCTh ONEPALIUi, 3aBUCAIIUX OT
KJItoua mupoBaHus, o WudpPOBaHUIO U AU POBAHUIO HH(OPMAIUH.

st mudpoBanus u nemmdpoBaHusi, KpOME airopuT™Ma mnpeodpa3oBaHmsi, HEOO-
XOJMMO, KaK MPaBHUIIO, 3HAHUE HEKOTOPOW CEeKpeTHOW MH(OpMAaIuu, KOTopas Ha3bIBa-
ercs kroyoM. Kurrou mmgpa (cekpeTHblil KIK0Y) — KOHKPETHOE CEKPETHOE COCTOSTHUE
HEKOTOPBIX MapaMeTPOB alTOpUTMa Kpunrorpaduaeckoro nmpeodpa3zoBanus HHPOpMa-

11K, obecreynBarolee BEIOOp 0JHOTO MpeoOpa3oBaHuUs U3 COBOKYITHOCTH BCEBO3MOXK-
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HBIX ISl JAHHOTO ayiropuT™Ma. B obmeM cirydae, K04 — 3T0 MUHAMAJIBHO HE0OXO0I1-

Masi uHpopmanusa (3a HCKIIOUYEHHWEM COOOIIEHUS U ajNropuTMa), HeoOXoaumas st

mudpoBaHus U AeHPPOBAHUS COOOIICHUH.

Hcnonp3ys MOHATHE KIIOYa, MPOLECCH MMU(POBaHUSA U ACMU(PPOBAHUS MOKHO

OIMKNCaThb B BUAC COOTHOIIICHUM:

F(P, ki) =C, 1)
G(C, kp) =P, (2)
rae P (anri. public - oTKpbITHIIT) - OTKPBITOE COOOIIEHNE;

C (anrn. cipher - mudpoBaHHbBIN) - UG POBAHHOE COOOIICHNUE;

F - npaBuio mudpoBanus;

G - npaBuso pacmudppoBaHus;

ki — xi1r04 3amm@poBaHus, H3BECTHBIN OTIIPABUTEIIIO;

Kk, — xi1r04 pacmmdpoBanus, U3BECTHBIN aapecaTy.

B 3aBucumocTH 0T 0COOCHHOCTEW alropuT™Ma KpHUOTOrpaduIecKoro mpeodpaso-

BaHUS IU(PHI MOKHO Pa3/ICNIUTh HA CIEAYIOIINE KJIACCHI.

KpunTtorpacdmyeckne anroputmbl |

OfHoKMNoYeBble OByxknioyeBbie KomGuHu-
KBaHTOBbIE pOBaHHbIe
(cummeTpuUUHBIE) (acummeTpuryYHbIE) (cocTaBHbIe)

— —

3ameHbl AnAVTUBHbLIE OeTtepMuHum-
(nogcTaHOBKM) (rammupoBaHusi) POBaHHble

MepecTaHOBKM BepoATHOCTHbIE

Puc.1. Knaccudukanus kpuntorpaguueckux alropuTMOB

B onHok/II04eBBIX crcTemMax i MU(PPOBaHMs U AeMH(DPOBAHUS UCTIOIB3YETCS

OAHH U TOT JKC KJIIOY.




B mmdpax nepectaHoBKHM Bce OyKBbI OTKPBITOTO TEKCTa OCTAIOTCA B 3alIU(pO-
BaHHOM COOOIICHHH, HO MEHSIOT CBOM MO3UIMHU. B mmudpax 3ameHbl Ha000pOT, MO3U-
1[uU OYKB B IIU(PPOBKE OCTAIOTCS TEMU K€, UYTO U Y OTKPBITOIO TEKCTa, HO CUMBOJIBI OT-
KPBITOTO TEKCTa 3aMEHSIOTCSI CAMBOJIAMU IPYToro angaBuTa.

B apauTuBHbIX mrdpax OykBbl andaBuTa 3aMEHSIOTCS YUCIIaMU, K KOTOPHIM 3a-
TEeM JI00aBJISIOTCS YMCJIa CEKPETHOM CilydalHOH (IICeBAOCTydaiiHOM) YUCIIOBON TMOCTe-
noBaTesnbHOCTH (rammbl). CocTaB raMMbl MEHSIETCS B 3aBUCHMOCTH OT HCIIOJIb3YEMOTO
kiroya. OObIYHO A1 U(POBaHUS UCIIONB3YETCs Jorudeckas onepanus «Vckmouaro-
mee UJIN» (XOR). Ilpu nemmdpoBanuu Ta ke raMMa HakJIaibIBaeTCs Ha 3amudpo-
BaHHbBIE JTaHHBIE. ['aMMUpOBaHUE MIMPOKO HCIIONB3YETCS B BOCHHBIX KpUITOTpaduye-
CKHMX CHCTEMAX.

B nByxkiir4eBbIX cucTeMax sl mu(poBaHus U aemudpoBaHUS UCTIOIb3YETCS
JIBa COBEPUIEHO pa3HbIX Kitoua. [Ipu ncnonp30BaHnN 1€ TEPMUHHPOBAHHOIO AJITOPUT-
Ma mudpoBaHue U pacliMPpoBaHHE MOCPEACTBOM COOTBETCTBYIOIICH Maphl KIIOYeH
BO3MOYKHO TOJIBKO €IMHCTBEHHBIM CIOCOOOM. BepOSTHOCTHBII anroput™ mpu mud-
POBAaHUU OJTHOTO U TOTO K€ MCXOJIHOTO COOOIIECHUS C OJHUM U TEM K€ KIHOYOM MOXKET
JaBaTh pa3Hble MUGPTEKCTHI, KOTOPbIE MpU paciIu(pOBKE NAIOT OJWH U TOT K€ pe-
3yJIbTaT.

KBantoBasi kpunrorpagus BHOCUT B IpoliecC MHU(PPOBAHKS €CTECTBEHHYIO He-
OTIpe/IeNIEHHOCTh KBaHTOBOTO Mmupa. IIponecc ormpaBku u nmpuéma nH(OpMAalUU BbI-
MOJIHAETCSI MOCPEACTBOM OOBEKTOB KBAaHTOBOW MEXaHMKH, HAmpUMep, MPU MOMOIIU
AJIEKTPOHOB B DJIEKTPUUECKOM TOKE, WX (POTOHOB B JIMHUSX BOJIOKOHHO-ONITHUYECKOU
cBs3u. CamMbIM IIEHHBIM CBOMCTBOM 3TOTO BHJIa MU(PPOBAHUS SBISETCS TO, YTO MPHU TO-
CBUIKE COOOIIEHMS OTIPABIISAIONIAS U MPUHUMAIOIIAs CTOPOHA C JOCTATOYHO OOJBIION
BepOSITHOCTHIO (99.99...%) MoryT ycTaHOBUTH (pakT mepexBara 3amudpOBaHHOTO CO-
o0111eHHS.

KomOuHupoBaHHbIe (COCTABHBIE) METObI MPEANOJIAratOT UCIOJIb30BAHUE JJIs
mudpoBaHUsT COOOIIEHUSI Cpa3y HECKOJbKMX METOJOB (HampuMep, cCHadajia 3amMeHa

CHMBOJIOB, & 3aTE€M MX IIEPECTAHOBKA).



Bce mmdprer mo anroputmy mpeoOpa3oBaHMsS TakkKe AENAT HA MOTOKOBBIE U
Osounbie. B moTokoBBIX mMdppax nmpeodpa3oBaHUE BHIOIHSAETCS OTIAEIBHO HaJ Kax-
JILIM CHUMBOJIOM MCXOJIHOTO cooOmieHus. [ 6aounbix mudpoB uHpopmalms pa3ou-
BaeTcs Ha 0JIOKU (PUKCHUPOBAHHOW JIMHBI, KaX bl U3 KOTOPBIX MIU(pyeTcs U paciud-
POBBIBAETCS OTIENBHO.

Kpome npuBeneHHoi Ha puc.l kimaccupukanuy, mudpsl B 3aBUCUMOCTU OT 0CO-
OCHHOCTEeH anropuT™Ma JeNAT TaKKe Ha MOTOKOBbIE U 0J04YHbIE. B mOTOKOBBIX IIM(ppax
OJIHA U Ta K€ MpoLeaypa IpeoOpa3oBaHus BBIIOJIHAETCSA HAJl KaKIbIM CUMBOJIOM HE3a-
BHUCHMO OT Apyrux. B 0/i0uHbIX mm¢pax rcxonHoe coodiieHne pazonuBaercs Ha OJOKU
(UKCHPOBAHHOMN JUIMHBI, KaXAblH U3 KOTOPHIX MUppyeTcs U pacindpoBbIBACTCS OT-
JEJIBHO.

OaHMM U3 KJIIOYEBBIX MOHATHM B KpUOTOrpaduu sBISETCS CTOMKOCTH mHpa
(KpHNITOCTOMKOCTB) - CIOCOOHOCTh HIM(pa MPOTUBOCTOSITh BCEBO3MOKHBIM aTakaM Ha
Hero. [Tox aTakoil Ha mKU@P NOHKUMAIOT MOMBITKY BCKPBITUS 3TOro mudpa [2].

Cpenu HamboJjee BaKHBIX MOKAa3aTeseil KPUITOCTOMKOCTH: KOJUYECTBO BCEX
BO3MOXHBIX KJIHOYEeH mudpa u cpegHee BpeMs, HEOOXOAUMOE JUIsl KpUIITOAHAIM3a
(BCKpBITHUS).

[TonsiTue crokocTU mK(ppa ABIAETCS UEHTPAIbHBIM i1 Kpunrtorpaduu. XoTs
KaueCTBEHHO MOHSATH €ro JIOBOJIBHO JIETKO, HO MOJIYYEHUE CTPOTUX JI0KA3yEMbIX OI[EHOK
CTOMKOCTH JJIi KaXXJAOro KOHKpeTHoro mudpa — mpodiema HepemieHHas. [loaTomy
CTOMKOCTh KOHKPETHOTO IIHU(pa OLEHUBAETCS TOJIBKO MYTEM BCEBO3MOKHBIX MOMBITOK
€ro BCKPBITHS U 3aBUCUT OT KBAIU(DHUKAIIMK KPUINTOAHAIUTUKOB, aTaKyIOIUX MHUDP.
Takyto nporie1ypy HHOTa HAa3bIBAIOT MPOBEPKOii cToiikoCcTH [2].

B 3aBruCcHMOCTH OT CTOMKOCTH IMU(PHI ACIATCS HA TPU TPYIIIIBL:

- COBepIleHHbIe MUPBI — MUGPHI, 3aBEIOMO HEMOIJAIONINECS BCKPBITUIO (TIpU
paBUIBLHOM HCIIOJIb30BAHUH);

- mwudpsbl, AOMYCKAIOIINE HEOJHO3HAYHOE BCKPBHITHE (TPU MOMBITKE BCKPBITUSA
IPOTUBHUKOM KOHKPETHOM MM(pOrpaMMbl OH MOXKET MOJIyYUTh HECKOJBKO MPaBIOIO-

JTOOHBIX BAPUAHTOB UCXOJIHOTO COOOIICHUS);
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- mUGpbl, TOMYCKAIOIINE OJTHO3HAYHOE BCKPBITHE (OCHOBHAsS Macca HIU(POB).
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2. JABOPATOPHAS PABOTA Ne 1. HIN®PBI 3AMEHBI.

CymHocTh mU(poOBaHUs METOJOM 3aMEHbBI 3aKJIOUYaeTCcss B ciedyromiem [2].
[Tycts mm@pyroTcss cooOIIEHUsI Ha PYCCKOM SI3bIKE U 3aMEHE MOANIEKUT Kaxaas OykBa
X coobmenuid. Torna, OykBe A HCXOAHOTO ajipaBUTa COMOCTABISAETCS HEKOTOPOE
MHOKeCTBO CUMBOJIOB (mudpozamen) MA, b — MB, ..., S1 — M4l [lludposzamens! BbI-
OuparoTcs TakuM 00pa3oM, uyToObI J1r00bIe 1Ba MHOKecTBa (MI 1 MJ, | # |) He conep-
KaJIi OJTMHAKOBBIX dstemerToB (MI N MJ = ).

Tabnuua, npuBefeHHas Ha puc.2, sIBISETCS KIo4YoM mudpa 3ameHbl. 3Has ee,

MO>KHO OCYILIECTBUTH Kak MU pOBaHUe, TaK U paciindpoBaHue.

A b A
Ma | Mg Mg

Puc.2. Tabnuna mmdpozamen

[Tpu mmdpoBanum kaxnas OykBa A OTKPBITOTO COOOIIEHUSI 3aMEHSETCS JIFOOBIM
CUMBOJIOM U3 MHOecTBa M. Eciii B cOOOIIEHUH CONEPKUTCS HECKOJIBKO OYKB A, TO
KaXK7asi U3 HUX 3aMeHsIeTcs Ha JI000i cuMBOJI U3 M. 3a c4eT 3TOro ¢ moMoIus0 OJHO-
ro KJIH4a MOXXHO MOJYYUTh Pa3IMYHbIe BApUAHTHI MUGPOrpaMMBbl JIJIsi OHOTO U TOTO
€ OTKPBITOTO COOOIIIECHHS.

Tak kak MmHOXKecTBA My, Mg, ..., Mg nmonapHO HE MEpECEKAIOTCS, TO IO KaXKIOMY
CUMBOJY MMIHA(PPOrpaMMbl MOKHO OJHO3HAYHO OIpPEACNIUTh, KAKOMYy MHOXECTBY OH
MPUHAJICKUT, U, CICAOBATEIHLHO, KAKyI0 OYKBY OTKPBITOTO COOOIIEHUS OH 3aMEHSET.
[ToaToMy pacimdpoBaHre BO3MOXKHO M OTKPBITOE COOOILEHUE OMPENENSIeTCs €/IUH-
CTBEHHBIM 00Pa3oM.

Metoa 3aMeHBI 4acTO peaan3yeTcsi MHOTMMH TOJIb30BATEIIIMU TIpU paboTe Ha
koMmIibtoTepe. Ecnu mo 3a0bIBUMBOCTH HE MEPEKIIOYUTH HA KJIaBHAType HA0Op CHMBO-
JIOB C JIATUHUIIBI HA KUPUJLUIUITY, TO BMECTO OYKB pyccKoro andaBuTa Mpu BBOJE TEKCTA
OynyT medataTbCs OyKBBI JJATHHCKOTO aydaBuTa («Imudpo3aMeHb»).

[udpe1 3aMeHBI MOKHO PA3AEIUTh HA CIAEAYIONINE MOAKIACCHI:

11



- ¢ pbl OJHO3HAYHON 3aMEHBI (MOHOAN(ABUTHBIE, TPOCTHIE MTOJACTAHOBOYHBIE).
KonuyectBo mmdpo3ameH s KaKIOTO CHMBOJIA HWCXOAHOTO andaBuTa paBHO |
( | M; | =1 nns ommoro CHMBOJIA);

- TIOJIMTPpaMMHBIE MHUGPHI. AHATOTHYCH MPEAbIAYIIEMY 3a HCKIIOYEHHUEM TOTO,
41O MmU(po3aMeHe COOTBETCTBYET cpa3y OJOK CHMBOJIOB HCXOJHOTO COOOIIEHUS
( | M, | =1 nys1 6J10Ka CUMBOJIOB);

- omodornueckre mudpsl (0THO3BYYHBIC, MHOTO3HAYHOH 3aMeHbl). KonmaecTBo
mrdpo3aMeH ISl OTJSIBHBIX CHMBOJIOB MCXOHOTO ayiaButa Oostbiie 1 ( | M; | >1 ms
OJHOTO CMMBOJIA);

- nonraniaBuTHbIC MHUGPHI (MHOTOAN(DaBUTHBIE). COCTOUT U3 HECKOJBKUX IIH(-
pPOB OJIHO3HAYHOM 3aMmeHbl. BbiOOp BapmanTa andasuta A 3amMPpOBaHUS OJAHOTO
CHUMBOJIa 3aBUCHT OT OCOOEHHOCTEH MeToja IMH(PpPOBaHUS (|Mi |>1 m1st onHoro cum-
BOJIA).

JlJis 3amucl MCXOMHBIX M 3amu(POBAHHBIX COOOIICHHWA HMCIONB3YIOTCS CTPOTO
onpenencHHbie andaBuThl. [log amdaBuTOM B JaHHOM Cilydae MOHHMAETCS HAOOp
CUMBOJIOB, CIY>KaIllTUi ISl 3aITUCU COOOMICHMH. AaBUTHI IS 3aITUCU UCXOIHBIX U
3amu(POBAHHBIX COOOIIEHUH MOTYT OTIMYaThcsl. CHMBOJIBI 000MX ajaaBUTOB MOTYT
OBITH MIPEACTABICHBI OyKBaMH, UX COYECTAHHSIMU, YHCIAMU, PUCYHKAaMU U T.II. B kade-

CTBC IIpUMCPA MOKHO IIPUBCCTU INEIIYIIUX YCJIIOBECYKOB M3 paCCKa3ia A. Konan I[oﬁna

(j;ﬁi}!if[l:’}) u pykomnuch pyaudeckoro muchma (1 Ak ) u3 pomana XK. Bepna «Ilyreme-

CTBHUE K LICHTPY 3E€MJIIN».

|. llIndpsl 0o1HO3ZHAYHOM 3aMEHBI.

MaxkcruManbHOE KOJIMYECTBO KITHOYEH i J1r000ro mudpa 3TOro BUIa HE TPEBbI-
maet N!, rae N — KoTu4ecTBO CUMBOJIOB B andaBute. C yBeIMUEHUEM YUCIIa N 3HAYCHUE
n! pacrer oyenb ObicTpo (1!=1, 5!=120, 10!=3628800, 15!=1307674368000). Ilpu
OONBIIIMX N 117151 IPUOIMIKEHHOTO BBIYHMCIICHUS N! MOKHO BOCIOJIB30BATHCS (hopmyItoit

Crupaunra

12



N~ 270 * (an ).

e

Mudp Hezapa. Hannsiii mudp 6p1 npuayman [aem FOmuem Llezapem u uc-
MOJIb30BAJICS UM B cBoel nepenucke (1 Bek 10 H.3.). [[puMEHUTENBHO K pyCCKOMY SI3bI-
Ky CYTh €r0 COCTOUT B CJEIyIOIIeM. BeInuceiBaeTcss HCXOAHBIN andasur (A, b, ..., 5),

3aTCM 110 HHUM BBIIIMCBIBACTCA TOT K€ aJ'I(l)aBI/IT, HO C IUKJIMYCCKHUM CABHUI'OM Ha 3 6y1(-

BBI BJIEBO.
ABB|IOEEDK3MUKNMHONP|CTY®XLUYLWLWblb b3k
O EEX3NUKNMHONPCTY®XUYWLWblbb3OAA BB

Puc.3. Tabnumna mmdposzamen nis mudpa Lleszaps

[Tpu 3ammdposke OykBa A 3amensercs OykBoi I', b - na /I u 1. a1. Tak, Hanpu-
Mmep, ucxonHoe coodbuenue «ABPAMOB» mocne mmdpoBanus OyneT BBITIISAIETH
«CAYTTIICE». Tlonyuatens coobmieHus «I'IYT'TICE» wumier 3Tu OykBbl B HUKHEH
CTpOKe U 1o OyKBaM HaJ HUIMHU BOCCTaHaBIMBAET UcXoHoe cooliieHne «KABPAMOBy.

Kitouom B mmdpe Llesaps sBnsercs BeIMurnHa CABUTa HUKHEHW CTPOKH aaBuTa.
KonuuecTBo kirouen st Bcex MOAUUKaUUi JaHHOTO mu@pa NPUMEHUTENBHO K all-
daBuTy pycckoro si3bika paBHO 33. Bo3aMoxkHbI paznuunble Mogudukanuu mudpa Le-
3apsi, B YaCTHOCTHU JIO3YHTOBBIH mugp.

JlosynroBselii mmgpp. 11 manHoro mudpa moctpoeHue TaOauIl mudpo3aMeH
OCHOBAHO Ha JIO3yHre (KJII04e) — JIETKO 3allOMHUHaeMOM cjioBe. Bropas ctpoka Tabauis
mKU(ppo3aMeH 3aIMoJIHAETCA CHavaja CIOBOM-JIO3YHIOM (IIpUYEM HOBTOpsIOUIMeECs OykK-
BBl OTOPACHIBAIOTCS), & 3aT€M OCTAJIbHBIMU OYKBaMH, HE BOILE/IINE B CIOBO-JIO3YHT, B
andasutHoM nopsiake. Hanpumep, eciau BeiOpano ciioBo-no3yHr «AAJAMHA», To tab-

JIU1Ia UMEET CIICAYIOIINI BU/I.

-

K3UNKNMHONPCTY®XLUYWWbIbb

-

ABB|I'OEE
B|MEEX3WKNMONPCTY®XLUYWLWblb

E
AAWNHADB

A
,0)

o
[3)

Puc.4. Tabnumna mmdpo3ameH s T03yHTOBOTO I dpa
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[Mpu mmdpoBanuu wucxogHoro coobmenus «ABPAMOB» no npuBeaeHHOMY
BhIIIIE KIIIOUY Imudporpamma 0yaet BuIrisiaeth «ISATIIIKMI.

B kaudecTBe 5103yHra peKOMEHIyeTcsl BBIOMpaTh (hpa3y, B KOTOPOU COAEPKAThCA
KOHEYHbIe OYKBBI aliaBuTa. B 061ieM cinyyae, KOJIUYECTBO BapUAaHTOB HIDKHEW CTPOKH
(IPUMEHHTENBHO K PYCCKOMY s13bIKY) cocTaBiser 33! (210%).

Ioamndnanckuii kBaapar. [ludp n3ob6pereH rpedeckum rocy1apcTBEHHBIM Jesi-
teneM, noJsikoBoaneM u uctopukoMm I[lomubuem (III Bex mo H.3.). IIpumeHUTENHHO K
pycckoMy andaBuTy CyTh HMIM(pPOBaHUS 3aKiIodanach B cieayromeM. B kBaapat 6x6

BBIIINCBIBAIOTCA 6YKBI>I.

112/3/4/5]6
1/A|B|B|I' AE
2|E|X|3 UM |N K
3(NMH O N|P
41CIT|Y o XL
S(H Wb bllb
6[(9/0OA |- |- |-

Puc.5. Tabnuna mudpo3ameH i NoJMOMaHCKOTO KBajapaTa

[Mudpyemas OykBa 3aMeHSIETCS Ha KOOPAMHATHI KBajpaTa (CTPOKa-CTOJIOEI), B
KOTOpOM OHa 3amucaHa. Hampumep, eciu ucxomgHoe coodOienne «ABPAMOBY», To
mudporpamma — «11 12 36 11 32 34 13». B [IpeBHeit ['pennn cooOieHus nepeiana-
JUCH ¢ TIOMOIIBIO ONTUYECcKoro Tenerpada (¢ momomipio (akenon). [ kaxmaon OyKBbI
COOOIIEHUS] B Havalie MOJHUMAJIOCh KOJIMYECTBO (paKkesoB, COOTBETCTBYIOIIEE HOMEPY
CTPOKHU OYKBBI, @ 3aT€M HOMEPY CTOJIO1A.

IMudpyromas cucrema Tpucemyca (Tpuremusi). B 1508 r. ab60at u3 I'epma-
Hun Morann Tpucemyc Hamucan ne4yaTHy0 paboOTy MO KPUOTOJOTHM TMOJ Ha3BaHUEM
«Ilonmurpadusi». B 3Tol KHHre OH BIEpPBbIE CHUCTEMATUYECKH OMHCAJ MPUMEHEHHE
mUpyOMKUX TaOJHII, 3aN0JIHEHHBIX alpaBUTOM B ciiydyailHoMm mopsake. s nmomyde-

HUSI Takoro mudpa 3aMeHbl OOBIYHO HCTIOIB30BAIUCH TaOIHIIA JIJIsl 3amucu OYKB ada-
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BHUTA M KIIIOYEBOE CJIOBO (mim (pasza). B Tabnmiy cHadana BOHCHIBAIIOCH 1O CTPOKAM
KITFOYEBOE CJIOBO, MPUYEM MOBTOpSIIOIIHMECS OyKBbI OTOpachIBaIMCh. 3aTeM 3Ta Tabauma
JIOTIOJIHSUTACh HE BOIICAIIMME B Hee OykBaMu andabuTta 1o nopsaky. Ha puc.6 uzobpa-

»KeHa TabuIa ¢ KIFo4eBbIM clioBoM «JISJIMHA.

r
n
>

X/ =|mB
E|/o|m:x
Eax =
0| v|w|T
Tlo=s>
|- |0
SI<|=w

Puc.6. Tabnumna mmdposzamen nis mudpa Tpucemyca

Kaxxnast OykBa OTKPBITOTO COOOIIEHUs 3aMeHseTCsl OYKBOM, pacroIoKEHHOH Mo
Hel B ToM ke cTonoue. Eciau OykBa HaXoAMTCS B MOCJIEAHEN CTpOKe TaOJIUIbI, TO JJIst
ee mmdpoBaHus OepyT camyro BEpXHIOO OyKBY crosidna. Hampumep, ncxomgroe coo0-
menne «kABPAMOBy, 3ammdposaruoe — « A BUXIIIK.

OnHUM U3 CYIIECTBEHHBIX HEIOCTATKOB IIU(POB OHO3HAYHOUN 3aMeHbI SIBJIS-
€TCsl MX JIETKasi BCKPhIBaeMOCTh. [Ipu BCkphITHH mudporpaMM UCIIOIB3YIOTCS Pa3iInd-
HbI€ IPUEMBI, KOTOPbIE JakKe MPU OTCYTCTBUU MOIIHBIX BEIYMCIUTEIBHBIX CPEACTB M03-
BOJISIIOT JOOUTHCS MOJOKUTEIBHOTO pe3yibrata. OauH U3 TaKux MPUEMOB 0a3upyeTcs
Ha TOM, YTO B IKdporpaMmMax ocraercs UHPopMalus O 4acTOTE BCTPEUAEMOCTH OYKB
UCXOJHOTO TeKcTa. Eciii B OTKPHITOM COOOIIEHUH YacTO BCTpedaeTcs Kakas-nudo Oyk-
Ba, TO B MHU(PPOBAHHOM COOOIICHUH TAKXKE YacTO OyAeT BCTPEYAThCS COOTBETCTBYIO-
i et cumBodl. Eme B 1412 roay [lluxa6a an-Kankamanau B cBoem Tpyae «Cyox ain-
Aarmay npuBes TaOJIHIy YacTOTHI MOSBIEHUS apaOCKuX OyKB B TEKCTE€ HAa OCHOBE aHa-
nmu3a Tekcta Kopana. J{nst pa3HbIX sI3bIKOB MHUpa CYIIECTBYIOT MOI00HbIE TaOnuIbl. Tak,

HaTpUMeEp, IS PyCCKOTO sI3bIKa TaKask TA0JIMIIA BBITVIUT CIICIYIOMMM o0pa3om [7].
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Tabmuma 1

BepositHocT nosiBneHust OykB pycCKOro si3blka B TEKCTax™

byksa BeposT- BeposrT- BeposrT- BeposT-

(cumBon BykBa BykBa BykBa
) HOCTb HOCTb HOCTb HOCTb

Mpo6Gen 0.146 P 0.042 A 0.017 X 0.007
o 0.094 n 0.039 3 0.016 11 0.006
E 0.071 B 0.038 bl 0.015 u, o 0.005
A 0.069 K 0.029 r 0.014 111 0.004
n 0.064 M 0.027 b,b 0.013 P 0.003
H 0.057 Mn 0.026 Y 0.012 kC) 0.002
T 0.054 a 0.024 n 0.010 b 0.001
C 0.046 y 0.023 X 0.008

*) B Tabuie NpuBeeHbI OIEHKH BEPOSTHOCTEH MOSBICHHS OYKB PYCCKOTO s3bIKa M Tpobena,
MOJTyYEHHbIC Ha OCHOBE aHAJIN3a HAYyYHO-TEXHUYECKUX M XyI0)KECTBEHHBIX TEKCTOB OOIIMM 00BEMOM
6onee 1000000 cumMBOIIOB.

Cy1iecTBYIOT mojo0HbIe Tabuuibl 11 map Oyks (Ourpamm). Hampumep, gacto
BCTPEYACMBIMHU OUTpaMMaMU SIBISIIOTCS «TO», «HOY», «CT», «TO», «eH» u T.a. Jpyrou
IpUeM BCKPBITHSI MU(GPOrpaMM OCHOBaH Ha UCKIFOYCHUH BO3MOXKHBIX COYETaHUN OYKB.
Hampumep, B Tekcrax (eciu OHM HamwcaHbl 0e3 opdorpaduyecKkux OmUOOK) HENb3s
BCTPETUTH COUCTAHUS «HsI», CIIbI», «bb» U T.II.

Jlyis ycTosKHEHUs 3a7aud BCKPBITUS MHU(POB OJHO3HAYHON 3aMEHBI eIlle B JAPEB-
HOCTH Tiepej] mudpoBaHUEM M3 HCXOIHBIX COOOIICHHWA WCKIIOYaIu MPOOENbl W/Hin
riacHeie OyKBBI. JIpyrumM crocoOoM, 3aTpyJHSIONINM BCKPBITHE, SIBISETCS MTU(PPOBaHUE

ourpammamu (rapamu OyKkB).

I1. Ilosiurpammubie UPPHI.

[TonmurpaMmMHubie MQPBI 3aMEHBI - 3TO MHUQPPHI, KOTOPBIE MUPPYIOT cpa3y Ipym-
bl (OJIOKU) CUMBOJIOB.

IIugp Playfair ("Yecrnas urpa'). beut uzobperen B 1854 r. Yapnszom Yur-
CTOHOM, HO Ha3BaH uMeHeM Jjopnaa Jlaiiona Ilneiidepa, KOTOpBI BHEOPUI aHHBIH
mu@p B rocy1apcTBEHHbIE Ci1y>kO0bl Bennkoopuranuu. OH KCIIOJIB30BAJICS aHTIMYaHa-
mu B IlepBoit mupoBoii Boitne. llludp npexycmartpuBaer mmdpoBaHue mnap CUMBOJIOB

(Oburpamm). Takum o06pazom, 3ToT mudpp O0JIee YCTOMUMB K B3JIOMY IO CPABHEHHIO C
16



HI(PPOM MPOCTOI 3aMEHBI, TaK KaK 3aTPyAHSIETCS YaCTOTHBIN aHainn3. OH MOXET ObITh
MPOBEICH, HO HE Uil 26 BO3MOXHBIX CHMBOJIOB (JIATUHCKUUM andaBuT), a s
26Xx26=676 BO3MOXKHBIX OUTpaMM. AHAJIN3 YaCTOThl OUTpaMM BO3MOXKEH, HO SIBJISICTCS
3HAYUTENIbHO O0Jiee TPYIHBIM U TpeOyeT HAMHOTO 0OJIbIIEero o0bemMa 3aIu(ppPOBaHHOTO
TEKCTa.

Jns mmdpoBaHusi COOOIICHUS HEOOXOIUMO Pa3OUTh €ro Ha OUrpaMmbl (TPYIITIbI
U3 JBYX CHUMBOJIOB), IIPU 3TOM, €CJIH B OMTrpamMme BCTPETSTCS JBa OJMHAKOBBIX CHMBO-
Ja, TO MEXJy HUMH J1I00aBIsIeTCsl 3apaHee OrOBOPEHHBIN BCIOMOTraTebHBIA CUMBOI (B
opurnHaie — «X», aus pycckoro andasuta - «5»). Hanpumep, «3ammudpoBanHoe co-
oOlIeHHe» CTaHOBUTCS «3a 1M ¢p oB aH HO ec 0 00 e Hu efl». [ns hopmupoBanus
KJIFOUEBOM TaOJIUIBI BEIOMpPAETCA JIO3YHT U Jlajiee OHA 3alOJIHAETCS MO MpaBuiaM mud-

pyromieit cucremsl Tpucemyca. Hanpumep, o3ynr « IAANHA»

(o gl = o A< e Jr =
WLOXTN
S EHam=
' E<I2|mT
'TC|e|0 %>

U X|3aw o

Puc.7. KmroueBas Tabnuna nis mugpa Playfair

3ateM, PYKOBOJCTBYSChH CIEAYIONIMMH IpaBUIaMH, BBIMOJHSETCS 3alni(poBbI-
BaHHE [1ap CUMBOJIOB HCXOAHOTO TEKCTA!

1. Ecnu cuMBOJIBI OUTpaMMbl UCXOJIHOTO TEKCTa BCTPEUAIOTCA B OJHOU CTPOKE,
TO 3TH CHUMBOJIbI 3aMEIIAIOTCS HA CUMBOJIBI, PACIIOIIOKEHHBIE B OMIMKaWIINX CTOIOLAx
crpaBa OT COOTBETCTBYIOLIMX CUMBOJIOB. ECIIM CHMBOJI SIBJISIETCS TOCJIETHUM B CTPOKE,
TO OH 3aMEHSIETCS Ha TIEPBBIA CUMBOJI ITOU K€ CTPOKH.

2. Ecnu cuMBOJIBI OMTpaMMBbl UCXOAHOTO TEKCTa BCTPEUYAIOTCS B OJTHOM CTOJIOIIE,
TO OHU MPEoOPa3yIOTCs B CUMBOJIBI TOTO K€ CTOJIONA, HAXOASIIUMHUCS HETOCPEICTBEH-
HO 1MoJ HUMU. Eciii cUMBOJI SIBJIIETCSI HYDKHUM B CTOJIOIE, TO OH 3aMEHSIETCsl Ha Tep-

BBIIl CHMBOJI ATOTO K€ CTOJIOIA.
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3. Ecniu cuMBOIIBI OUTrpaMMBbl UCXOAHOTO TEKCTA HAXOASATCS B pa3HBIX CTOJIOAX U
pa3HbIX CTPOKAX, TO OHU 3aMEHSIIOTCS] HA CUMBOJIbI, HAXOSIINECS B TEX K€ CTPOKAX, HO
COOTBETCTBYIOIIUE APYTUM YIJIaM MPSIMOYTOJIbHHKA.

[Mpumep mudpoBanwus.

- burpamma «3a» GopMHUpPYET NPSIMOYTOJIbHUK — 3aMEHSETCS Ha «OKO»;

- Ourpamma «UIm» HaXOAsATCs B OJHOM CTOJIOLIE — 3aMEHSIETCS Ha KIOEY;

- burpamma «(dp» HaXOJATCS B OJJHOU CTPOKE — 3aMEHSIETCS Ha «XC»;

- OurpamMma «oB» (OPMUPYET NMPSAMOYTOIBHUK — 3aMEHSETCS Ha «HXK»;

- Ourpamma «aH» HaxoJsATCS B OJTHOM CTPOKE — 3aMEHSETCs Ha «0ay;

- burpamma «Ho» (HOpPMHUPYET NPSIMOYTOJIBHUK — 3aMEHSETCS Ha «am;

- burpamma «ec» popMHUpYyeT NPSAMOYTOJIbHUK — 3aMEHSIETCS Ha «T'T»;

- burpamma «os» popMHpyeT NPSMOYTOJIbHUK — 3aMEHSIETCS Ha «Kay;

- burpamma «06» hopMupyeT IPSIMOYTOJIbHUK — 3aMEHSIETCS Ha «I1a);

- burpamma «1ie» GopMUpyeT IPSIMOYTOJIBHUK — 3aMEHSETCS Ha «IIE»;

- burpamma «Hm» QOPMHUPYET MPSIMOYTOIBHUK — 3aMEHSIETCS Ha «aH»;

- burpamma «es» GOpMHUPYET NPSIMOYTOJIBHUK — 3AMEHSIETCS Ha «TH.

[udporpamma — «ok0 10€ XC Mk 0a aM I'T Ka ma mé aH THy.

Jlna paciimdpoBKH HEOOXOAUMO MCIIONb30BaTh WHBEPCUIO 3TUX MPABUJ, OTKHU-

IbIBasi CUMBOJIBI «S» (Miu «X»), €Clid OHU HE HECYT CMBICJIA B HCXOJAHOM COOOLIEHUHU.

I11. Omoponnyeckne mudpsol.

Jlpyroe HampaBlieHHE TMOBBIIICHUSI CTOMKOCTH IMK(POB 3aMEHBI COCTOUT B TOM,
YTOOBI KaXKJI0€ MHOXKECTBO mudpoodo3nauenuii M; coaeprkano 60see 0THOTO dIIEMEH-
ta. [Ipy vcnonp30BaHUM Takoro mu@pa oJHy U Ty ke OyKBY (€ciii OHa BCTpeyaeTcs
HECKOJIBKO pa3 B COOOIIECHUH) 3aMEHSIOT Ha pa3Hble mudpo3aMmensl u3 M;. 9To mo3Bo-
JISI€T CKPBITh HICTUHHYIO YaCTOTY BCTPEYAEMOCTH OYKB OTKPBITOTO COOOIIIEHHUS.

Cucrema omodonos. B 1401 r. Cumeone ne Kpema cran ucrnonab3oBaTh Ta0JIM-

bl OMOCI)OHOB IJI1 COKPBITUA YaCTOThI MMOABJICHUA I'NTACHBIX 6y1(B B TCKCTC IIPU ITIOMOIIHA
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6osee yem ogHOM muUdpo3amensl. Takue mupsl MOIPKE CTAIM HA3bIBATHCS MUPPaAMU
MHOT'O3HAYHOMW 3aMEHBI WIIN OMO(I)OHaMI/Il. Onu nonyuwiu passutue B XV Beke. B kHu-
re «Tpakrat o mmdpax» Jleona bartuctel Anb0epTH (UTAIBSIHCKUIM YUEHBIN, apXUTEK-
TOp, TEOPETUK HUCKYCCTBA, cekperapb nanbl Knumentus XII), onmybnukoBanHoii B 1466
I., IPUBOJIUTCA ONMKCaHue mudpa 3aMeHbl, B KOTOPOM Kaxa0i OyKBE CTaBUTCS B COOT-
BETCTBUE HECKOJIBKO SKBHUBAJIEHTOB, YHCIJIO KOTOPBIX MPOMNOPUUOHAIBHO YacTOTE
BCTPEUaeMOCTH OYKBBI B OTKPHITOM TeKcTe. Tak, eciiu opueHTUpoBaThcs Ha Tadid.1, TO
gucyo mudposamen s OykBbl O nomxHO cocTaBiath 94, mis Oykeel E — 71 u T.70.
[Tpu 3ToM Kaxaas mudpo3amMeHa J0JKHA COCTOITh U3 3 udp 1 ux 00IIee KOJIMIECTBO
paBuo 1000. Ha puc.8 mpencrasien pparmeHT Tabauibl mm@po3ameH.

Nen/n/MNpoben A| B | B|... . M|....O|.. P ... | A
1 012 |311]128|175|...|/037]...|248|...|064|...|266
2 042 |357|950(194.../149|.../267]...]189]...|333

13 278 1495(990(199|.../349|.../303|...|374]...|749

17 342 |519 427]...1760/.../306].../469|.../845

27 437 |637 524|...|777|...|1432|.../554

38 457 678 644 824|...|721

12 | 628|776 828]...[954
69 | 681|901 886

o4 | 974 903

146 | 976

Puc.8. ®parment Tabnuisl mudpo3aMeH i1 CUCTEMbI OMO(OHOB

[Tpu mmdpoBaHUM CUMBOJI UCXOAHOTO COOOIIEHUS 3aMEHsIeTCA Ha JI00yIo mud-

po3aMeHy U3 cBoero cronbua. Ecnu cuMBOa BCTpeyaeTcst MOBTOPHO, TO, KaK MPaBUIIO,

! OmogoHbI (Tped. OLOG - OAMHAKOBBINA + (®VT] - 3BYK) - CJI0Ba, KOTOPBIC 3ByYaT OJMHAKOBO, HO TTH-
LIyTCS MO-Pa3HOMY M UMEIOT Pa3HOe 3HAYCHUE.
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UCIIONB3YIOT pa3Hbie mudpo3zamensl. Hanpumep, ucxognoe coodmenne «ABPAMOB»
nocie mudpoBanus OyaeT BeITsAaeTh «357 990 374 678 037 828 175».

Kuuxnbiid mu@p. 3aMeTHBIM BKJIAJOM TPEYECKOTO YUEeHOro JHesl TakTuka B
KpUnTorpaduio siBisieTcs MpeaaoKEHHbI UM TaK Ha3bIBAEMbIH KHUKHBIN MIHUQp, OMuU-
CaHHBIN B counHeHnHn «O0 000pOHE YKPEIUIEHHBIX MECT». DHEH MPeJI0KUI MPOKaIbI-
BaTh MaJ03aMETHbBIC IBIPKU B KHUT€ WM B JPYTOM JOKYMEHTE HaJ OyKBaMU CEKPETHO-
ro coobmienus. MHTepecHO OTMETUTh, YTO B MEPBOI MUPOBOI BOMHE repMaHCKHE -
OHBbI UCIOJIb30BAIM AHAJIOTMYHBIN MHU(P, 3aMEHUB ABIPKU HA TOYKH, HAHOCHUMbBIE CHUM-
ATHYECKUMH YCPHIIAMH > Ha OYKBBI Fa3eTHOTO TEKCTA.

[Tocne nmepBoit MUPOBOI BOMHBI KHIKHBIA mU(p npuodpen unoit sua. Lludpo-
3aMeHa IS Kaxa0M OyKBBI onpeensiiach HA0opoM (P, KOTOPhIE YKa3bIBAIM HA HO-
Mep CTPaHULbI, CTPOKU M MO3ULHH B CTpOKe. Koau4uecTBO KHUT, U3JaHHBIX 32 BCIO HC-
TOPHUIO YEJIOBEUECTBA, SIBJIACTCS BEJIMUYMHOW OrpaHWYEHHOHM (IO KpaiHel Mepe, SBHO
MeHbIIIe, 4yeM 15!). OiHaKo OTCYTCTBHE MOJHOMN dJEKTPOHHON 0a3bl MO U3/IaHUAM JIefia-
€T MPOIeAYPY BCKPBITHS MUGPOTpaMM MOYTH HE BHIMOTHUMOM. B CBSA3M ¢ 3TUM KHIK-
HBII HU(P OTHOCAT K KATETOPUHU COBEPILICHHBIX.

IV. HonnangasurHbie IMPPHI.

[TonmuandaBuTHbIe MHPPBI COCTOSAT U3 HECKOJIBKUX MU(POB OJHO3HAYHOU 3aMe-
HBI ¥ OTJIMYAIOTCS IPYT OT JApyra cnocodboM BbIOOp BapuaHTa ajidaBuTa 1isl 3amudpo-
BaHMSI OJJHOTO CUMBOJIA.

Juck Anndepru. B «Tpakrare o mudpax» Aar0epTH MPUBOIUT TaKKe MEPBOE

TOYHOE OMMCaHNe MHOTOaI(paBUTHOIO MIH(pa Ha OCHOBE MHU(PPOBAIBHOTO AHUCKA.

2

CumnaTrnyeckue (HeBHAMMBbIE) YePHHUJIA — 3TO YEPHUJIA, 3alIMCH KOTOPBIMHU SIBJISIIOTCS M3HAYANb-
HO HEBUJMMBIMU M CTAHOBATCS] BUIAUMBIMU TOJIBKO IIPU OINPEEIEHHBIX YCIOBUAX (HAarpeB, OCBEIle-
HUE, XUMUYECKUI MPOSIBUTEND U T. 11.).

20



Puc.9. Muck Anpbeptu

OH coCTOsAT U3 JBYX JAUCKOB — BHEUIHETO HEMOJBHMKHOIO (HAa HEM ObUIM HaHece-
Hbl OyKBBI B ajipaBUTHOM Topske U uudpsl 1,2,3,4) 1 MoABUKHOTO BHYTPEHHETO JIUC-
Ka Ha KOTOpOM OYKBBI ObuIM TepectaBiieHbl. [Iporecc mmudpoBaHus 3akiroyaics B
HAXO0XJIEHUN OYKBBI OTKPBITOIO TEKCTa HA BHEIIHEM JHMCKE U 3aMeHe ee Ha OyKBYy C
BHYTPEHHETO JMCKA, CTOALLYI0 oA Heu. [locime 3Toro BHyTpeHHUN JUCK CIBUTAJICS HA
OJIHY MO3MLMI0 U MHK(pOBaHUE BTOPOH OYKBBI MPOU3BOAMUIIOCH YK€ 110 HOBOMY IIM(]-
pandasury. Kimtouom ganHoro mmudpa sBIsICS NOPAJOK PaclonoXKeHUsl OYKB Ha BHYT-
PEHHEM JHUCKE U €ro Ha4aJIbHOE MTOJIOKEHNE OTHOCUTEIILHO BHEIIHETO JIUCKA.

Ta6auna Tpucemyca. OgauM u3 muUppoB, MPUIYMAHHBIX HEMEIKUM a00aToM
Tpucemycom, ctan mHOroanaBUTHBIN mU(ppP, OCHOBAHHBIN HAa TaK HAa3bIBAEMOMN «Tald-
nmuue Tpucemyca» - Tabauie coO CTOPOHOM paBHOM N, rae N — KOJIUYECTBO CUMBOJIOB B
andasute. B mepBoil cTpoke MaTPHUIIBI 3aMUCHIBAIOTCA OYKBBI B MOPSIIKE UX OUYEPETHO-
CTH B aj(aBuTe, BO BTOPOM — Ta K€ MOCIEAOBATEIBHOCTh OYKB, HO C IIUKIMYECKUM
CABUIOM Ha OJIHY ITO3ULIMIO BIIEBO, B TPEThEU — C [IUKIMYECKUM CABUIOM Ha JBE MO3H-

OrH BJICBO U T.A.
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L0 R <ML gw X msSsSxcETocaok>eXxIJ3 3303
I00Q K <o gwXmssxsExocalor>eX I3 .0
L7 0M K <CumL- guwXmssxcs/STocalor>»ex=DTr3d
J40 34000 K <00 HgWXms s 2SS Tocao>»eX=I73
303 0Mm K <N WX mssxcS ST oCcao>»e XTI
T 3TA0000Q K <ML LW XmSSXESTOCMOF>6 X T
T3 J0 10009 K <MW XmSS XSS IO a6
X T3 3 03500 K <00 |dwXmsSSx5ST0ocoo->86e
e XT3 0300 KR CVNLHWXm®mSS XSS IToEaO>
>eXI53F 0300 K<« ML|HWXmsSS %5 ST 0oCcao-
F>eX I3 3035002 K <00 HwXmsSSxxE=SToCcao
O>8X a7 3 J0300°2XK<CVNLJIWXm®mSSx¥xESSTOCA
OO >e X I3 40300 K <00 OWX®SSXES SO
ClaOF>eXIJ75 301500 K <ML WX mSSxE=ST0
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ToCcaOkF>e X I3 3J03500Q K <UNMNL WX MSS%E =
SToCcalOF>eX T30 1000 KCVOMN WX M®mSS XD
SSToCcaOF>6X I35y 3 010400 K <00 CWXmSSx
¥ S S xociao>e X7 3T 03100 xK <00 LW XmsSS
S xS ETocaOF>e XT3 303000 K <ML HgwXms
SSxEEToca|o->eX =I5 3T 500K <00 cIjwXm
MSS XSS T OCa|OF>e(X I 303500 QK <00 |cIwx
XSS Toca|O-> 6 X o7 3 d 0000 K <00/ w
WwXmssxSErocao->»exX T3 30310002 K <|W00- T
WX ™SS2 xocia|o->eXdJ53J0300 K <00
L gw X mss 2SS xoca|o->»e/X 53035002 x <00
0L HgwXms S5 Tocao->e X a7 3T 03100 K<
noL-guiXmsisixcESrocalo->»eX I3 d010000Q K<
<Uuon- gwXmssxcEToca|o->»6XI33 035002 xK

Puc.10. Tabnuma Tpucemyca

()

-bIN

[

-OMYy CMMBOJIY KJIt04a B KpalHEM

TaK J1ajee TMOoCje UCIOIb30BaHUs MMOCIICHEH CTPOKH BHOBb BO3BPAIIAIOTCS K IIEPBOM.
oerr, a 110 1

Tak coobmenue «ABPAMOB» nipuo6perter Bug «<ABTT'PY .
dpa, B OCHOBE KOTOPOTO JISKHUT Tabsmia Tpucemyca.

[

[lepen mmdpoBanuem BbIOUpaeTCs K04 U3 CUMBOJIOB andasuta. Cama mpoiie-
IICHUSI B IEPBOIl CTPOKE OIPEAETSETCS CTOM

3nech nepBasi CTpoKa sBJIETCS OJHOBPEMEHHO M CTPOKON OYKB OTKPBITOTO TEK-
Cucrema mudpoBanus Buxenepa. B 1586 r. dpanmysckuit aumnomar bres

(v

HO CTOHKOTO IIH
JeBOM cToJidIe — cTpoka. Ha mepecedyennun cTpoku u cTosdma OyJaeT HaxOauThes 1

cta. [lepBas OykBa Tekcta mudpyercs Mo MnepBod CTpoke, BTopas OykBa M0 BTOPOH U
Buxenep npencrasui nepen komuccuen I'enpuxa Il onucanue npocToro, HO JOBOJIb-
nypa mudpoBaHus 3aKioyaeTcs B ciuenytouieM. [1o i-oMmy cUMBOIIy OTKPBITOTO COO00-
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CHUMBOJI, TIOMeMIaeMbiii B mudporpamMmmy. Eciin nimHa Kifo4a MEHBIIE COOOIICHHUSI, TO
OH HUCIOJb3yeTcst moBTOpHO. Hanmpumep, nucxoanoe cooduienne «KABPAMOBY, kitou —
«ASAAUHA», mmdporpamma — « TAD@UILOAK.

CripaBeIIMBOCTH Pajid, CIEIYET OTMETUTh, YTO aBTOPCTBO JAHHOTO IHdpa mpu-
HaJJICKUT uTalbsHy J>xoBanuu batucra bemnazo, koTopsiit onucan ero B 1553 r. Uc-
TOpPHUSI KIIPOUTHOPUPOBAJIA BAXKHBIN (DaKkT ¥ Ha3Bana mudp umenem BukeHnepa, HECMOT-
ps Ha TO, YTO OH HUYETO He caenal s ero co3ganus» ([lasun Kann, « B3nomumku ko-
noBy). bennazo mpeasniokusl Ha3pIBaTh CEKPETHOE CJIOBO WM (pasy mapoJem (UT.
password; ¢p. parole - cioBo).

3aganue Ha 1a00pPaTOPHYIO padoTy.

B naboparopHoit pabore HeoOXoauMO 3amu(ppoBaTh CBOK (PaMUIUIO C TTOMO-
HIBIO CIEAYIOMUX MHU(POB:

- mudpa Lle3aps;

- T03yHTOBOTO mudpa;

- MOJTMOMAHCKOTO KBaIpaTa,;

- mudpyromieit cucremsl Tpucemyca;

- mmdpa Playfair;

- cucTeMbl OMO(OHOB (JIOMyCKaeTCs A1l Kak 101 OyKBbI an(aBuTa MPUBECTH BCE-
ro 1o JBe mu@po3aMeHsl, T.€. IPUHATh, YTO BCE OYKBBI UMEIOT OJMHAKOBYIO BEPOST-
HOCTb TOSIBJICHUS B TEKCTaX);

- mudpa Bukenepa.

[Tpu odpopmiennn otdyera HEOOXOAMMO MPUBECTU UCXOIHOE coolbmeHue (pamu-
7o), Tabnuity mmdpo3aMmeH, Ko (eciu Tabimiia mudpo3aMeH He SBISICTCS KITFOYOM)

1 3amuppoBaHHOE COOOIIICHHUE.

23



3. JABOPATOPHASA PABOTA Ne 2. HIN®PBI IEPECTAHOBKH

Bce mmdps! nepecTaHOBKH IESATCS HA J1Ba MOAKJIAcCA!

- K dprl oguHApHOM (IIpocToit) nepecTaHoBKU. lpu mmdpoBaHuM CUMBOJIBI Te-
PEMEIIAIOTCS ¢ NCXOAHBIX MTO3UIIMI B HOBBIE OJIUH Pa3;

- m@pbl MHOXKECTBEHHOM (CJI0KHOM) nepecTaHoBKU. [Ipu mmdpoBanuu cumMBo-
JIbI IEPEMELIAIOTCS ¢ UCXOIHBIX ITO3HUIIMKM B HOBBIE HECKOJIBKO Pa3.

|. HIn¢psl oxHAPHON NEPECTAHOBKH.

B o6mem ciayyae a1 JaHHOTO Kilacca mu@poB npu mudpoBaHuU U JemudpoBa-

HHH HUCIIOJB3YCTCA Ta6J'II/IIIa IEPECTaHOBOK.

1|23 ]...]n
I [ | I3 | .o | 1

Puc.11. TaGnuia nepecTaHOBOK

B nepBoii cTpoke JaHHON TaOMUIIBl YKa3bIBAETCS MO3UIIMS CUMBOJIA B UCXOIHOM
COOOIIEHUH, a BO BTOPOH — ero mo3uinus B mudporpamMmme. Takum oOpa3oM, MakcH-
MaJbHOE KOJMYECTBO KIII0Uel asisi mudpoB nepecTaHoBKH paBHO NI, rie N — niauHa co-
o0111eHHS.

Iudp npocroii oquHapHoii nepectanoBku. [y mmdpoBanus u aemudpona-
HUSI KCIIOJIB3yeTCs Ta0JMIla IepecTaHOBOK, aHAJIOTUYHAS TTOKa3aHHOM Ha puc.12.

11 2]3]4|5]6 |7
21411 7]6]5]3

Puc.12. Tabnuia nepecTaHOBOK

Hanpumep, ecnu s mmdpoBanust ucxognoro cooOuienuss «ABPAMOBY uc-
MOJIb30BaTh TaONMIly, MpeAcTaBiIeHHYI0 Ha pwuc.1l2, To mmdporpammoinn Oymer
«PABBOMAY. J1ns ucnoib30BaHus Ha MPAKTUKE TakoW mudp He yao0eH, TaKk KaK MpH
OOJIBIIIUX 3HAYCHHSAX N MPUXOAUTCS padOTaTh C IJIMHHBIMHM TaOIUIIAMU U JJISI COOOIIIe-

HUW pa3HOU IJTMHBI HEOOXOMMO UMEThH CBOIO TAOJIUITY TIEPECTAHOBOK.
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Iudp 6;104HOI oquHAPHON NMepecTaHOBKM. [Ipu ucnoab3oBaHuM 3TOrO MIK)-
pa 3agaeTcs Tadauua NepecTaHOBKU OJ0Ka CUMBOJIOB, KOTOpask MOCIEA0BATENBHO NPH-
MEHsIeTCA J0 TeX MOop, MOKa MCXOAHOE cooOlieHue He 3akoHuyuTcs. Ecnu ucxomnoe
COOOITICHNE HE KPAaTHO pa3Mepy OJIoKa, TOTJa OHO TpH MU(POBAHUU JIOTOTHICTCS

IMPOU3BOJIbHBIMU CHUMBOJIAMU.

Puc.13. TaGnuia mepecTaHOBOK

Jlna mpumepa BbiOepeM pa3mep OsioKa, paBHBIM 3, W TOpUMEM TaOJUIly
NEpPEeCTaHOBOK, IMOKa3aHHyl0 Ha puc.13. JlomoaHUM HCXOJHOE  COOOIIEeHHE
«ABPAMOB» 6ykBamu b u 9, uToObl ero miuHa Oblia KpatHa 3. B pesynbrarte
mmdposanus noayuyuM «PABOAMIBb».

KonuuecTtBo kimoueil Ay JaHHOTO mudpa npu GUKCUPOBAHHOM pa3Mepe OJoka
paBHO M!, rae M — pa3mep OJI0Ka.

IIndpbr MapupyTHO# nmepectaHoBKU. [IIupokoe pacnpocTpaHeHne MOIy4dnIn
mMUQpPbl NEPECTaHOBKH, HCIONb3YIOIIUE HEKOTOPYIO TE€OMETPUYECKYIO (puUrypy
(mmockyro unn 06beMHuyt0). IIpeobpa3oBanus cOCTOST B TOM, YTO B (GUTYPY MCXOJIHBIH
TEKCT BIIMCBHIBAETCA [0 X0y OJJHOTO MAapUIPyTa, a BBIMHUCHIBAETCS MO Apyromy. OauH u3
takux wmuppos — mupp «Cuurtama» - ynomuHaics paHee. Hekortopble M3 HHX
MIPUBOJISATCS HIKE.

Hludp TA0JIMYHOM MapLIPYTHOM MePeCcTAHOBKHU. Haubonbiiee
pacnpoCcTpaHEHUE MOJYYUIN MHUGPBl MApUIPYTHONW MEPECTAHOBKH, OCHOBAaHHBIE Ha
tabnuuax. [Ipu mmdpoBanun B Takyio TaOIUIly BIHUCHIBAIOT UCXOAHOE COOOILEHUE 1O
ONpeeIeHHOMY MapIIpyTy, @ BHIMUCHIBAIOT (MOJMy4aroT udporpamMmmy) - o Apyromy.
Jis nanHoro mudpa MapHIpyThl BIUCBIBAHHMS M BBITMCBIBAHMS, a TaKXKe pPa3Mepbl

Ta6J'II/IHBI ABIIAOTCA KIIFOYOM.
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MapupyT BBIIUCBHIBAHUS

Puc.14. Ilpumep ucnonb3oBanus mudpa MapIpyTHOI MePECTAaHOBKH

Hanpumep, wucxomnoe coobumenuss «ABPAMOB WJIbSA CEPI'EEBUY»
BIIMCHIBACTCS B MPSMOYTOJBHYIO TaOIUIy pa3MepamMu 4x6, MapmipyT BIOUCHIBAHUS —
CJI€Ba-HAINPAaBO CBEPXY-BHHU3, MApUIPYT BBHIIMCHIBAHUS — CBEPXY-BHU3 CJIEBA-HAMPABO.
Hudporpamma B 3Tom ciaydae BerisiguT «AB_EB_CBPUEUAJIP UMbIT_OSIE ».

HIudpp BepTHKAIBLHOM NEPECTAHOBKH. ABISECTCA PA3HOBUAHOCTBIO IPEIBITY-
miero mudpa. K ocobennoctsM mmdpa MOKHO OTHECTH CIEAYIOIINE:

- KOJIMYECTBO CTOJOTOB B TaOIuUIle (PUKCUPYETCS U OTPEEISIETCS JIIMHON KITI0Ya,;

- MapuipyT BIKCBIBAHUS CTPOrO COOTBETCTBYET MAapUIPYTy, MOKAa3aHHOMY Ha

puc.14;
- mdporpaMma BBIMMUCHIBAECTCS IO CTOJIONAM B COOTBETCTBHH C MX HyMepaluen
(kTr0UOM).
O a4/ Aa/un H| A
Kntoy
216|314 ]5]|1
A B/P A MO
B _ | W Nn|b | A
TekcT
_|C|E|P|T|E
E B W 4 |

Puc.15. Ilpumep ucnonb3oBanus mudpa BEpTUKAILHONU EPECTAHOBKU

B kadecTBe Ki1r04Ya MOXKHO HCIIOJIb30BaTh CIOBO WU (bpaBy. Toma MMopsAa0K BbI-

MUCBHIBAHUS CTOJIOIIOB COOTBETCTBYET ai(paBUTHOMY MOpPsAKY OykB B kimroue. Hampu-
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Mep, eciu KioueBbIM crioBoM OyneT «AAJAWHA», To npucyTcTByOIIas B HeM OykBa A
noyvyaeT Homep 1, I — 2 u 1.0. Ecau kakad-to OykBa BXOJHT B CIIOBO HECKOJIBKO Pas,
TO €€ MOSBJICHUS HYMEPYIOTCS MOCJEI0BAaTENIbHO CeBa HampaBo. B mpumMepe nepsas
oyksa /| momyuaet Homep 2, Bropas J — 3.

[Tpu mmdporanuu coobuienus «KABPAMOB NJIbSA CEPTEEBUY» pe3ynbrar
oyner «<OSAE_AB EPUEUAJIPUMbBbI" b CB».

Mu¢p «IloBopotHast pemerka». B 1550 rony uranbsHckuii marematuk Jlxe-
ponamo Kapnauo®, coctosmmii Ha ciyx0e y mamsl PuMckoro, B Kuure «O TOHKOCTSIX»
MPEJIOKUIT HOBYIO TEXHUKY mudpoBanus - pemérky Kapnano. Ee cunraior nmepBbim
TPAHCHO3UIMOHHBIM MIH(PPOM, WIH, KaK ellé Ha3bIBaIOT, TEOMETPUUECKUM HIUPPOM,
OCHOBaHHBIM Ha IOJIOKEHUU OYKB B HIM(PPTEKCTE.

Jlna mudpoBanus U 1emppoBaHUs U3TOTOBISETCS IPSIMOYTOJIbHBIN TpadapeT ¢
YETHBIM KOJMYECTBOM CTPOK M CTOJOLOB. B Tpadapere BbIpe3aroTCsi KIETKH TaKUM
oOpa3oMm, 4yTOOBI TPU HAJIOKEHUM €ro Ha TaOJMIly TOTO >KE€ pa3Mepa YeThIpbMs
BO3MOXXHBIMHU CIIOCOOAaMH, €r0 BbIPE3bl MOJHOCTHIO MOKPHIBAJIM BCE SYEHKH TaOIHIIBI
POBHO 110 OIHOMY pa3sy.

[Tpn mmdpoBanun Tpadaper HakiIagpiBacTCa Ha TaOnMIy. B BuANMBIE sSUEHKH
TA0JIMLBl BBIIUCBHIBAIOTCS OYKBBI HMCXOJHOIO TEKCTa CJIEBA-HAIPABO CBEPXY-BHU3.
Jlanee TpadapeT mMOBOpayMBaeTCS W BIUCHIBACTCS ClEAyHOIIas 4acTh OykB. OTa
orepanus moBTopsieTcs emie aBa pasa. lludporpammy BBINMHMCHIBAIOT M3 HUTOTOBOM
TAOJINLBI 110 ONIPENEIEHHOMY MAapUIPYTY.

Takum oOpazom, KItOYOM TpH UGPOBAHUU SBIsiETCS Tpadaper, MOPSIOK €ro
MOBOPOTOB U MapuUIPyT BBITUCHIBAHMS.

[Tpumep umdpoBanus coodueHuss «ABPAMOB+IAIAWHA» mnoka3zaH Ha
puc.16. Pesynbrar mmdposanus — «AAB_MHPABA+ OAAN».

3 Jlxenopamo Kapmano (1501 — 1576 rr.) - UTaNBbSIHCKUANA MaTeMaTHK, HHXEHEDP, huitocod, METUK U
actpoJor. B ero uectb HazBaHbl OTKpBIThIE CiunonoM Aenbs deppo hopmyssl perieHns Kyonaeckoro
ypaBHenus (Kapmano nepBsiM Ux omyOIMKOBa) U KapAaHHBIN Bajl (M3BecTHOTO emié Jleonapao na
Bunun).
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Puc.16. [Ipumep ucnonw3oBanus pemerku Kapuano

IMudp Pumense. B ocHoBy mmdpa monoxena pemerka Kapagno. OObrunas
pelnieTka NpeiacTaBiisiyia coOOM JIMCT W3 TBEPJAOrO MaTepuaia, B KOTOPOM uepes
HEMpPaBWJIbHbIE HHTEPBAJbl CIECNAaHbl NPSIMOYTOJIbHBIE BBIPE3bl BBICOTOM sl OJHOM
CTPOYKUA M pa3NuyHON JivMHbI. HaknmaneiBas 3Ty pemieTky Ha JIMCT MUcYer Oymaru,
MOHO OBLJIO 3alIMCHIBATh B BBIPE3bI CEKPETHOE cooOIeHue (OyKBY, CIOT WJIU IIEJ0€
cioBo). [Tocie 3Toro, CHSAB pemnieTKy, Hy>KHO ObLIO 3alOJIHATH OCTABIIMECS CBOOOIHBIE

MECTa Ha JIUCTC 6YM8.FI/I HCKHNM TCKCTOM, MACKHUPYIOIIUM CCKPCTHOC COO6IIICHI/IC.
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Puc.17. Ilpumep ucnonb3oBanus mudpa Puinense

[Ipu nepenucke Puienbe MCHOIB30Ball MPSAMOYroJbHUK pazmepa 7x10. s
JUIMHHBIX COOOIIEHUI MPSMOYTOJIbHUK HCIONb30BAJICS HECKOIbKO pa3. [lomoOHbIM
METOJIOM MACKHUPOBKH COOOIICHMSI TIOJIb30BAJICSI HW3BECTHBIM PYCCKUM THCATEIb,
obmecTBeHHbIN aesaTenb U aumioMatr A. C. 'puboenoB. bynyuu nociom B Ilepcuu, on
MKCaJl CBOEH JKEHE «HEBUHHBIEY ITOCIAHUS, KOTOPBIE, IIONIAB B PYKHU KaHIAPMEPUH, IS
KOTOpOW © OBUTM TpeJHA3HAYEHBbI, pPacIIM(pPOBHIBAIUCH IO COOTBETCTBYIOIIEH
«pEIIETKE» U MEPEIaBAINCh HAPCKOMY MPABUTEIBCTBY YK€ KaK CEKPETHBIE CBEICHUS.
[Ipumep uCHOIB30BaHUS PEMICTKH Puienbe MOXKHO OBIJIO Takke BUACTH B TUTPax
JIETEHJAPHOTO COBETCKOro cepuaia o Ilepioke Xomnmce.

Cnegyer OTMETUTh, YTO JIaHHBIM cnoco0 mHUGpOBaHUS OTHOCHUTCS K
cTeraHorpaguu, Hexeln KpunTorpaduu.

Maruueckune KBaapaTbl. MarndyecKuMH KBaJIpaTaMy Ha3bIBAIOTCS KBAJIPATHBIE
TaOIUIIBI CO BIMCAHHBIMU B WX KJIETKU TMOCJIENOBATEILHBIMU HATYpPaIbHBIMHU YHUCIAMU
oT 1, KOTOpBIE B CyMME MO KaXJAOMY CTOJIOIY, KaXKIOW CTpPOKE M KaKIIOH JuaroHajiu
Jal0T OgHO M TO ke uucno. [lomoOHbIe KBagpaThl MIUPOKO MNPUMEHSUIUCH IS
BIMCHIBAHMS MHMQPPYEMOTO TEKCTa MO MPUBEAECHHON B HUX HyMmepanuu. Eciam morom
BBIIUCATh COJAEPKUMOE TaOMUIBI 1O CTpOKaM, TO ToJydyajach IIH(pPOBKa
nepecTaHoBKOM OykB. Ha mepBbIfi B3rsig KakeTcs, OyATO Marm4ecKux KBaApaToB
oueHb Mano. TeM He MEHee, UX YHCIIO OYeHb OBICTPO BO3PACTACT C YBEIUYCHUEM
pa3Mepa kBaapata. Tak, CylecTBYET JIMIIb OJJMH MarudeCKuil KBajpar pa3mMepom 3 x 3,
€CJIM HEe NMPUHUMATh BO BHHMAaHUE €ro MoBOpOThl. Marumueckux KBajapaToB 4 x 4
HacuuThiBaeTcsa yxe 880, a 4YMCIO MarMyeckMx KBAJApPaTOB pPa3MeEPOM 5 X S5 OKOJIO
250000. IToaToMy mMarudeckue KBaapaThl OOJBIIMX Pa3MEPOB MOIJIM OBbITh XOpOIIEH
OCHOBOM JJIsl HAJACKHOW CHUCTEMbI MUGPOBAHUS TOTO BPEMEHU, TOTOMY YTO PYYHOUH
nepebop BCeX BapUAHTOB KIJIKOYA JJIs 3TOrO mudpa ObLT HEMBICITUM.

Paccmotpu kBagpat pasmepom 4 x 4. B Hero BnuckiBaroTcs uncia ot 1 go 16.

Ero marus cocrout B TOM, 49TO CyMMa 4YHCCJI 110 CTPOKam, CTOJ'I6I_I3M N IIOJIHBIM
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JIUAroHajasiM paBHIETCS OAHOMY M TOMY K€ 4uMcily - 34. BrepBble 3T KBaJapaThl

IIOABHUIINCH B KI/ITae, rac uM nu Onl1a IIpUIIMCaHa HCKOTOpPAasd «Marn4cckKast Cujia.

16 3 2 13
S 10 11 8
9 6 7 12
4 15 14 1

Puc.18. Maruueckuii kBaapar 4 x 4

HIudpoBanue mo MarndeckoMy KBaApaTy MPOU3BOAMIIOCH CIEIYIOIUM 00pa3oM.
Hanpumep, tpebyercs 3ammudpoBars ¢pazy: «kABPAMOB/ISAJINHA...». BykBbl 310
¢dpa3pl BOUCHIBAIOTCA IMOCJIEIOBATEIBHO B KBAJpaT COTJACHO 3alMCAHHBIM B HUX
yuciaaM: MO3UIUA OYyKBbI B MPEUIOKEHHH COOTBETCTBYET MOPSAKOBOMY uuciy. B
MyCThIE KJIETKH CTABUTCS TOUKA WM JH00ast OyKBa.

16. | 3P | 2B |[13A
5M 1040 111 84
94 |60 | 7B |[12H
4A | 15. |14. | 1A

Puc.19. I[Ipumep mmdpoBanus ¢ MOMOIIbI0 MArH4ecKOro KBajapara

[Tocne »TOoro mHUQPPOBAHHBIA TEKCT 3aMUCHIBAETCS B CTPOKY (CUMTHIBAHUE
IIPOU3BOAUTCS CIIEBA-HANPABO CBEPXY-BHU3, MOCTPOoUHO) — «.PBAMINIAAOBHA. . A».

I1. lIndpbl MHOKECTBEHHOI NMEPECTAHOBKH.

B nmanHom mojakiacce mm@poB UCMOJB3YETCs U MOBTOPHOTO IMHU(POBaHUS
yKe 3amupoBaHHOTO COOOIIICHHUS.

IIndp nBoiinoii nepecTaHOBKU. B TaGiuIly 10 onpeneIeHHOMY MapIipyTy 3a-
MUCBHIBAETCSl TEKCT COOOIICHHMS, 3aTEM IEpPECTaBIIAIOTCS CTOJOIBI, a MOTOM IEepPEeCTaB-
asttotest cTpoku. [IudporpamMma BEIMUCHIBAETCS IO OMPECICHHOMY MapIIpyTy.

[Tpumep mudpoBanus coodmenus « ABPAMOB-+IA/IMHA» nokasan Ha puc.20.
Pesynbrar mmdpoanus — «OABSA+ AVB PJIMHAI».
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41132 12|34 112|134
«E |—=>|3|A|B|P|A|[3|B|/A/P/A||1|O|+|B M
5%5%1M03+ 1o+ [B/M||2]|A] | |H
g4 A A 1| |4 A |0 | 3|B|/A|P|A
=5 |“—2H|A|] | |[2]Aa] | |H]||4/aua|aln
Hcxonnas Tadaumna Heg:eg;gzg:xa IlepecTanoBKa CTPOK

L1

MapupyTt
BbIITUCBIBAHUSA
Puc.20. Ilpumep ucnonb3oBanus mudpa IBOHHON MEPECTaHOBKU

KirouoMm x mmmdpy sSBISIOTCS pa3Mepbl TaOIUIbI, MAPIIPYThl BIMCHIBAHUS U BbI-
MACHIBAHUSA, & TAKXKE TTOPSIIKK TIEPECTAHOBKHU CTOJIOIOB M CTpOK. Eciam mapmipyThl siB-
JSI0TCSl PUKCUPOBAHHBIMU BETMYMHAMU, TO KOJIMYECTBO KJIto4el paBHo N*m!, num —
KOJIMYECTBO CTOJIOIIOB U CTPOK B TaOIHIIE.

3ajanue Ha 1a00paTOPHYIO padoTy.

B naGoparopnoit pabore HeoOxoauMo 3ammdpoBaTh CBOKO GaMuiivio (11 mep-
BBIX JBYX MU(POB) Wian HaMuiIdiO U UMS (711 OCTAIBHBIX) C MTOMOIIBIO CIETYIOIINX
mudpos:

- IPOCTOM OMHAPHOU IEPECTAHOBKHY;

- 0JIOYHOM OJIMHAPHON MEePECTAHOBKH;

- TaOJIMYHON MapIIPyTHOU MEePECTaHOBKH;

- BEPTUKAJIBHOU ITEPECTAHOBKY;

- IOBOPOTHOM PEILIETKH;

- Maru4yeckuii KBaapar (pazMep kBazaparta - 4x4);

- IBOMHOU MEPECTAHOBKH.

[Ipu odopmieHun oTdeTa HEOOXOIUMO MPUBECTH UCXOJHOE coobmieHue (hamu-
U0 Wi (pamMIIiio U UMs), TaOJIUIIBI, KITIOYEBBIE CIOBa (BBIOMPAIOTCS MPOU3BOJILHO),
MapuipyThl BIUCHIBAHUS U BBIMUCBHIBAHUS, TOBOPOTHI PEIIETKH U 3alIM(PPOBAHHOE CO-

oO11eHue.
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4. JABOPATOPHAS PABOTA Ne 3. A/I/IUTUBHBIE HIN®PbI

B anauTUBHBIX MU(pax UCHOIB3YETCs CIOXKEHHUE M0 MOayIto (MOd) HCXOTHOTO
COOOILIEHHS] C TAMMOM, MPEJCTABICHHBIX B YMCJIOBOM Buje. HanmomHum, 4yTo pesyibra-
TOM CJIOXKEHUS JBYX LIEJIbIX YUCEN MO0 MOAYIIO SIBJISIETCS OCTAaTOK OT JieJieHUs (Hampu-
Mep, 5+10 mod 4 = 15 mod 4 = 3).

B nuteparype mmdpsl 3TOro Kiiacca 4acTo Ha3bIBaIOT MOTOKOBBIMH. CTOMKOCTH
3aKpBITUA 3TUMHU HIKM(paMu onpenesnsercs, raBHBIM 00pa3oM, KayeCTBOM T'aMMBI, KO-
TOPOE 3aBUCHUT OT JJIMHBI IEPHOJA U CIIyYalHOCTH pacnpeneneHus mo nepuony [1].

JIINHOI0 TepuoAa raMMbl HA3bIBA€TCSI MHUHUMAJIbHOE KOJIMYECTBO CHMBOJIOB,
1ocJie KOTOPOTO MOCHE0BATEIbHOCTh HAUYMHAET MOBTOPATHCSA. Ciy4ailHOCTh pacipe-
JAeJIeHUs CHMBOJIOB 110 MIEPUOJY O3HAYAET OTCYTCTBUE 3aKOHOMEPHOCTEH MEXKIy IO-
SBJICHHEM Pa3JIMYHBIX CUMBOJIOB B IIpejiesiaX Mepruoa.

[To anuHe neproaa pa3nruyaroTCs TaMMbl C KOHEYHBIM M 0€CKOHEYHBIM MepPHo-
aom. Ecnu ayivHa meprojia raMMbl PEBBIIACT JIMHY MHGPYEMOro TEKCTa, TaMMa siB-
JII€TCSl UCTUHHO CIYyYalHOM M HE UCTOB3YyeTCs NS MHUGPOBaHUS APYTUX COOOIICHUH,
TO Takoe MmpeoOpa3oBaHue SBISETCA aO0CONMIOTHO CTOMKUM (coBepiieHHbIN mudp). Ta-
KOM mudp HEJIb3s BCKPHITH HA OCHOBE CTATUCTUYECKON 00paOOTKH MHPPOTpaMMBbL.

Cao:xxenue no moaysao N. B 1888 r. dpanuys mapkus ne Buapu B ogHON U3
CBOMX HAyUYHBIX CTaTeH, MOCBSIICHHBIX KpUNTorpadum, goKa3ai, 4To Ipu 3aMEeHe OYKB

HCXOJHOTO COOOIIECHUSI M KJTF0Ua Ha YKclia CIIPaBeIJIMBbI (POPMYJIBI

Ci=(P; + K;) mod N, 4)

Pi = (C| + N - K|) mod N, (5)

rae Pi, Ci - I-BIif CHMBOJI OTKPBITOTO M MIH(PPOBAHHOTO COOOIIIECHUS;

N - KOJIMYE€CTBO CUMBOJIOB B aji(haBUTE;

K; - I-pIii cUMBOJI TaMMBbI (KJTro4a). Eciu JyimHa raMMbl MEHbIIE, YeM JIMHA

COOOLIEHHUS, TO OHA MCII0JIb3YETCS TIOBTOPHO.
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JlanHbiii MeTo mu(poBaHUsS BOCIIPOU3BOAUT 3amudpoBanue / pacmppoBaHme
no Bmwkenepy npu 3amene OykB anaBUTa YUCIAMHU COTJIACHO CIEAYIOUICH TaOimIle

(IpUMEHHUTENBHO K pycCcKomy aliaBuTy):

A|BB|T|AEEX|3/MAKNMHO|N|P|C|T|Y|® X|U|Y|WWblb b3
0/1/2|3|4 7 10/11|12/13(14(15|16/17(18|19|20[21(2223|24|25(26|27|28(29]30[31|32

)]
»
(o)
©

Puc.21. Tabnuma KkonupoBaHUs CHMBOJIOB

Hanpumep, it mudpoBaHus UCIonb3yercs pycckuii andasur (N = 32, 6yksa E
skBuBasieHTHA E 1 He yuntbiBaetcs), oTkpeiToe coobmienne — «KABPAMOB», ramma —
«KYPUXUH». [Tpu 3ameHe CHMBOJIOB Ha uuciia OykBa A OyJaeT npejcrarieHa kak 0,
b-1, ..., 51-31. Pesyabrar mmdppoBanus nmokazaH B CIeIyIOIIeH TabauIe.

Tabnuua 2

[Tpumep anauTuBHOTO MIKUGPOBAHUS 1O MO0 N

OTKPbLITOro A = P A M o B

- coobwenun, P, | 0 1 16 0 12 | 14 2

2 X | Y|P | K| x| n|H
s rammsl, K,

5 6 19 16 8 21 8 13

wudporpammbl, | K | ® | A U B Ll n

Ci 6 20 0 8 1 22 15

ChoxeHue mo MoayJio 2. SIBisieTcs YaCTHBIM CIIy4aeM Ipeablayiiero mudpa u
UCIOJIb3YETCs PU MMU(PPOBAHUU B aBTOMATU3UPOBAHHBIX cUcTeMax. CHMBOJIBI TEKCTa
Y TAMMBI IIPEACTABIIAIOTCA B ABOMYHBIX KOJAX, @ 3aT€M Ka)KJasl Iapa JBOUYHBIX pas3psi-
JI0B CKJIaZbIBA€TCsA 1O MOAYNIO 2 (@, miis OyneBbIX BEJIWYMH AHAJIOT 3TOHM Ollepaluy —
XOR, «Hckmouaromee UJIN»). [Ipouenypsl mudpoBanus U aem@poBaHUS BBINOJ-

HSAIOTCS TI0 CIEAYIOMUM (opMysiam

Ci=Pi ® K, (6)
Pi = Ci @D Ki. (7)
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[lepen nmmocTpanyeil HCNOAb30BaHUS MIH(pa MPUBEIEM TaOIUIy KOJOB CUMBO-

noB Windows 1251 u ux nBoudHOE MpeICTABICHNUE.

Tabmmma 3
Konpl cumBosioB Windows 1251 u ux 1BOMYHOE MpeICTaBICHUE
bykBa | Dec-kon | Bin-kopn | BbykBa |Dec-kop| Bin-kop |BbykBa | Dec-kop | Bin-kop

A 192 1100 0000 n 203 1100 1011 u 214 1101 0110
() 193 1100 0001 M 204 1100 1100 Y 215 1101 0111
B 194 1100 0010 H 205 1100 1101 w 216 1101 1000
r 195 1100 0011 (@) 206 1100 1110 111 217 1101 1001
0 196 1100 0100 n 207 1100 1111 b 218 1101 1010
E 197 1100 0101 P 208 1101 0000 bl 219 1101 1011
X 198 1100 0110 C 209 1101 0001 b 220 1101 1100
3 199 1100 0111 T 210 1101 0010 i) 221 1101 1101
n 200 1100 1000 Yy 211 1101 0011 0 222 1101 1110
n 201 1100 1001 (O] 212 1101 0100 A 223 1101 1111
K 202 1100 1010 X 213 1101 0101

[Tpumeuanue. Dec-koa — AecATUYHBIN KOJ CMMBOJA, Bin-KoJ — JBOWYHBIN KOJ CUMBO-

Ja.

[Tpumep mmdposanus cooduienuss «<BOBA» ¢ momomrsio rammsl «HOJIS» nokazan

B CJICAYIOMICH Ta0uIIe.

Tabmumna 4
[Tpumep anmuTuBHOTO MUGPOBAHUS IO MOYJIO 2

BbykBa B o) B A
OTKpbITOE Dec-kop 194 206 194 192
coooOuweHune Bin-koq 1100 1100 1100 1100
0010 1110 0010 0000

BykBa L0) n A ,0)
Dec-Kop, 222 203 223 222
Famwma Binaog| 1101 | 1100 | 1101 | 1101
1110 1011 1111 1110

Dec-Kkop, 28 5 29 30
Wadpporpamma .\ | 0001 0000 0001 0001
1100 0101 1101 1110
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3aganue Ha 1a00paTOPHYIO PadoTy.
B nmabopatopnoii pabote HeobxoanumMo 3amudpoBaTh CBOIO (HaMIIIAIO IBYMS pac-
CMOTPEHHBIMU BHIIIIE criocobamu. [Ipu odopmieHnn oTaera HEOOXOIUMO MPUBECTH UC-

X0JTHOE cooOIIeHne ((haMImInio), raMMy | TaOIuIlel mudpoBanus (cM. Tadn.2 u 4).
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5. JABOPATOPHAS PABOTA Ne 4. KOMBUHHUPOBAHHBIE HIN®PbI

Cpean KOMOMHUPOBAHHBIX METOJIOB IIM(POBaHUS HauboJiee paclpoCTPaHEHHbBI-
MU SIBIISTFOTCSI METOJBI OiouHOTO mudpoBaHus. biounoe mudpoBaHue mpeamnonaraet
pa3OMeHne UCXOJIHOTO OTKPBITOIO TEKCTAa Ha paBHbIE OJIOKH, K KOTOPHIM MPUMEHSETCS
OJIHOTUITHAs TIporieaypa mudpoBanus. B HacTosmiee BpeMs 0J04HbIe UMDl MIHUPOKO
HCIOJIb3YIOTCSL Ha mpakTuke. Poccuiickuil 1 aMepuKaHCKUN CTaHAapThl MHU(pPOBaAHUS
OTHOCATCS UMEHHO K 3TOMY KJ1accy MH(POB.

DES (Data Encryption Standard, crangapt mmdpoBanus naHHbIX) - (enepaib-
Helii crapaapt mudposanus CIIA B 1977-2001 rogax [S] ayis mMcno/ib30BaHHUSL BO
BCeX HECEKPETHBIX NMpPaBHTEILCTBEeHHBIX KaHaxax cBsa3u (FIPS PUB 46 «Data En-
cryption Standard»). HecMoTpst Ha To, 4TO B HACTOSAIIMHA MOMEHT (peiepaabHbIM CTaH-
naprom mmmdposanus CIIA seisercs Rijndael (AES - Advanced Encryption Standard,
pPaCHIMPEHHBIH CTaHAAPT IMHUQPPOBAHMS; TUI — IMOJCTAHOBOYHO - MEPECTAaHOBOYHAs
ceTb), paccmorpenre DES mo3Bosisier NoHATh OCHOBHBIE MPUHIUIIBI OJIOYHOTO MIH(PO-
BaHMS.

B anroputme, nexaiiem B ocHoBe DES, ncnosb3yroTcs METOAbl 3aMEHBI, Tiepe-
CTAHOBKH Y TAMMHUPOBaHUS (CII0KEHUE MO MOAYJIIO 2).

OTtkpbITOE cooOuIeHne pa3duBaeTcs Ha OJ0KU anuHOM 64 Outa. Ecnu anuHa co-
oOuieHust He KpaTHa 64, OHO JOMOJIHSAETCS CIpaBa HEAOCTAIOUIUM KOJINYECTBOM OUTOB.

Jlanuble mudpyroTcs KiodoM aauHoi 56 out. Ha camom nene kiitou uMmeeT pas-
Mep 64 Outa, OAHAKO PEAbHO JI BHIPAOOTKH KIFOUYEBBIX 3JIEMEHTOB HCHOJIb3YIOTCS
TOJIbKO 56 13 HuX. Camble MiaAIue OUTHI KaxIoro Oaiita kimtoda (8-oi, 16-bIi, ..., 64-
blil) HE MOMAaJa0T B KJIIOYEBBIE JIEMEHTHI M CIIyKaT UCKIIOYUTENBHO JJISi KOHTPOJIS
4eTHOCTH. Tpelyercs, 4ToObl cymMma OWTOB Kakaoro OalTa Kiro4a, BKJIIOYas KOH-
TPOJIbHBIH, ObLIa YETHOM.

Jlnst penienust pa3HooOpa3HbIX KpUNTorpaduueckux 3ajad, pa3padoTaHbl YEThIPE
pabouunx pexuma, peanusyromux DES:

- aniekTpoHHas kojoBasi kuura ECB (Electronic Code Book);
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- cuerienue 0;10koB mm@pa CBC (Cipher Block Chaining);

- oOpatHas cBs3b 1o mudprexcty CPB (Cipher Feed Back);

- oOpatHas cBa3b 1o Beixoay OFB (Output Feed Back).

Pe:xum ECB (3s1ekTpoHHas kogoBasi kuura - Electronic Code Book).

OTkpbITOE COOOIICHUE pa3OuBaOT Ha 64-0uToBBIC O10KU. Kaxapiil u3 Hux mud-
PYIOT HE3aBHCHMO C HCIIOIb30BAaHUEM OJHOIO U TOTO ke KJItoua MHU(QpOoBaHUS.

Oomas cxema mrdpoBaHus 0J10ka n3o0pakeHa Ha puc.22 [6].
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1. udpposanne 64-6MTOBOrO OI0KA AAHHBIX | HAYMHAETCA C HAYAJIBHOM Iepe-

craHoBku OutoB IP (Tabm. 5). B Tabamie yka3biBaeTcs HOBOE IIOJOKEHHE COOTBET-

cTBytomiero oura. Takum 0Opa3om, MpU BHITIOTHEHUH HAYaJdIbHON MEPECTAaHOBKHU S58-blif

out cranet 1-vM, 50-b1i — 2-bIM, 42-0¥ — 3-UM H T.J.

HavaabHaa nepecranoBka [P

58

50

42

34

26

18

10

60

52

44

36

28

20

12

62

54

46

38

30

22

14

64

56

48

40

32

24

16

57

49

41

33

25

17

9

59

51

43

35

27

19

11

61

53

45

37

29

21

13

63

55

47

39

31

23

15

N O W| |00 | ~DN

Tabmura 5

2. Pesynbrat nepecranoBku T* paznensiercs Ha aBe 32-0utoBbie yactu Hg u Lo,

C KOTOPBIMU BBINOIHAIOTCS 16 payHI10B mpeoOpazoBaHusl.

3. B xaxxaom paynze | crapmas monoBuHa Hi; OGimoka Mogudumupyercs myTem

noOUTOBOrO MpHOaBIEHUS K HEeW Mo Moaymio 2 (D) pe3ynbraTa BHIYUCICHUS QYHKIIUU

mmdposanus f, 3aBucsiiei ot miamiei moaoBuHb! 0joka Ly u 48-0uToBoro Kirode-

Boro anemenTa K. KiroueBoit snemenT K; BbipabateiBaeTcss M3 Kiroda Imu(ppOBaHUS.

Mexny payHaamMu cTapuias ¥ Mjajiias MoJIOBUHBI OJ0Ka MEHsI0TCA MectaMu. B mo-

CJICAHCM payHAC IMPOHUCXOAUT TO K€ CaMO€ 3a MCKIIIOUCHUEM oOMeHa 3HAYCHUSIMH I10-

JIOBUHOK OJIOKA.

4. ITony6noku Hyg u Lig 00beauHsArOTCS B TONMHBIN 0510k T**, B KOTOPOM BBITOJI-

—1 o
HsETCS KOHe4YHasi OutoBas mepectaHoBka |P™~, oOpaTtHas HavanbHOW. Pesynbrar mo-

CJI@I[H@IZ oricpann " ABJIAACTCA BBIXOJHBIM 3HAYCHUCM IHKJIA IHPI(I)pOBaHI/IH - 3am1/1(1)—

poBaHHBIM Os10K0M C.
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KoHeuHas nepecTtaHoBKa IP™

40| 8 | 48| 16| 56| 24| 64| 32
39| 7 |47|)15 55| 23| 63|31
38| 6|46 14| 54| 22| 62| 30
37| 5|45/ 13|53|21|61| 29
36| 4|44 12|52| 20| 60| 28
35| 3 43|11 51| 19|59| 27
34| 2 |42)10| 50| 18| 58| 26
33| 1|41 9 49|17|57|25

Tabmuia 6

1
Bce nepectanoBku B Tabnunax IP u IP™ mogoOpans! pazpaboTunkamMu TakuM 00-

pa3oM, 4TOObI MAaKCUMAJIbHO 3aTPYIHHUTH MPOLECC paciupOBKH MyTEM MOa00pa KIIto-

ga.

Cxema ¢ynkuuu mmdposanus f mpuBenena na puc.23.

48
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4 4 4 4 4 4 4 4
Lt [ & | & [ & | ]t |t |t |
32
»
P
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32

Puc.23. Cxema pynkuuu mudpoBaHus
39



1. Ha Bxox moctynaer 32-OuToBas mosioBuHa mmdpyemoro 6imoka Li; u 48-
OMTOBBIA KJIIOUYEBOM DIEMEHT K;.

2. Li; pazOuBaetrcsa Ha 8 Terpan no 4 6urta. Kaxkmas TeTpaga mo MUKINYECKOMY
3aKOHY JOTIONHSAETCS KpaWHWUMH OWTaMH W3 COCENHHMX TEeTpax a0 6-OMTHOro clioBa
(pyukuus pacmmpenus E). HuknuyHocTh 03HauaeT, 4to nepsbiil OuT Li; qo0aBiseTcs
MOCTIE/THUM B TIOCIIEJIHEE CJIOBO, a MOCHeaHui OuT Liq 100aBIsSeTCs MEPBHIM B MEPBOE
cioBo. Jlanee BeimoiHseTCs 00beauHEeHUE TeTpa B 48-OutHsiii 610k X. Hampumep, L;.
,=011101101... ... 0 1101, Torma X=101110 101101 ... 011010.

3. X MOOUTOBO CYMMHUPYETCs 110 MOAYIIO 2 (D) ¢ KITF0YeBBIM dJIeMeHTOM K;.

4. 48-6uToBbIil OJIOK AaHHBIX H pasjaensercs Ha BoceMb 6-OMTOBBIX 3JIEMEHTOB,
o0o3naueHnsix hq, h,, ..., hg.

5. Kaxnoe u3 3HaueHuit hj npeodpasyercs B HoBoe 4-0MToBOE 3HaueHue tj ¢ mo-
MOIIIBIO COOTBETCTBYIOLIETO Yy3/1a 3aMEHBI S;.

Ecnu na Bxox Sj moctymaet 6sox hj=b;1b,b3b4bsbs, To nByxOuTOBOE UnCcnO b1b§6
yKa3bIBa€T HOMEpP CTPOKHM MaTpHIlpl, a 4eThIpéxOuToBoe umcio b,bsbsbs - HOMEp
cTosbra B Tabiuile y3/10B 3aMeH. B pe3ynbrare mpuMeHeHHUs y3ja 3aMEHbI Si K OJIOKY
h; momygaercs gucio (ot 0 1o 15), koTopoe npeodpasyercs B tj. Hanpumep, B y3en 3a-
MeHbl S3 moctymaeT h;=101011. Torma, Homep ctpoku paBeH 3 (bibeg=11), HOMED
croibona — 5 (b,bsb,bs=0101), t;=1001 (9).

6. [lomy4yeHHBIE BOCEMb DJIEMEHTOB lj BHOBb OOBEIUHSIOTCS B 32-OMTOBBIN OJIOK
H’.

7. B H’ BoimomnusieTcst nepectaHoBKa OUTOB P.
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Tabmuma 7

Y3ibl1 3aMeH

Homep cTonbua

ST

S;

S4

Ss

Se

Sy

Ss

13
10

15

1
7
12
15
9

14

14

11
8
6

13

12

8
11

6
5
11

14

4

2
14

3
12

5

5
10
0
0

10 | 14

10 | 14

7
0
9

11
13| 11

15

2

14
3

9

11

5
11

11| 12

1

1

12

7

14 | 10

13 | 12
10

7

14 112 | 11| 15

12

5
12
14

11 | 12
15| 13

10
7

12
8

15 | 14

11

0

101111213 |14]15

12 | 11
9
3

2
1

5

8

3
5
3

15110 3

12

13114 0

1

5
6
0

10 | 13 | 15

9

9

10

6

11

-
0

13 | 12
8

15114 | 3

1
4
5
0

15

1
0

12

5

6

8

3
10

1

4

8

5
15

6
7

10

0

8

11 |15 | 12

14 | 12

5
10

7

13 | 15

6

8
13

13

10 1 14| 3

14 |10 | 15

1

2
13|15 |12

13
2

8
13

15

7
13

13
7

15|10 |11 | 14

8
1

7
10

8

151 11

6

11

2

10 | 11

14

2

5
0
9
3
4

15|11

3
12 | 14

10

2
14
13

15

6
0

12 | 11
10
7

9

9

1
6
10
9
4

1

2
14

11|10 | 4

0

0

1
12

11 | 10| 13

2
5
12

14 | 15

4

1
7

13

14
8

7
10

11
9

2

1
12

10 | 15
4

2
11

11|13 | 12

14

15

13
14

10 | 13

13|14 | 3

15
12

2

1

14 | 15

11

4

11|13 | 8

15{13 | 8

11

14 | 4

15 | 12
15

13
10
13
13
1
7
13
10

14 |11

11
12

10 | 15
9

13
1

6
13
1
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CTPOKMU

0

3

1

1
2
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Tabmura 8

IlepecranoBka P

16| 7 | 20| 21| 29| 12 | 28 | 17
1 |15| 23| 26| 5 | 18| 31| 10
2 8 | 24| 14 | 32| 27| 3 9

19| 13| 30| 6 | 22| 11| 4 | 25

PesynbraT mocnenHeil omepanuu U SIBISETCS BBIXOJIHBIM 3Haue€HHEM (YHKIHU
mmipoanms Ly .

KiroueBble arieMeHThI BbIpaOaThIBAIOTCA M3 KIIOYa C UCTOIb30BAHUEM CIABUTOB U
OUTOBBIX BBHIOOPOK-TIEPECTAHOBOK. TakuM 00pa3oM, KIIIOUEBBIE JIEMEHTHI COCTOAT UC-
KITFOYUTENIbHO U3 OMTOB MCXOJIHOTO KIII0Ya, «II€PETACOBAHHBIX» B PA3IMYHOM MOPSIKE.

Cxema BbIpaOOTKH KIIFOUEBBIX AJIEMEHTOB MOKa3aHa Ha puc.24.
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Puc.24. Cxema BbIpaOOTKH KIIFOUEBBIX 2JIEMEHTOB
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1. BeipaGoTka KIIFOUEBBIX AJIEMEHTOB M3 Kio4a K HauMHAETCS CO BXOJTHOW BBI-
oopku-tiepectanoBku 6utoB PC; (Ta6:.9), koTopas otOupaet 56 n3 64 GUTOB KiIt04a U
pacrojaraeT ux B IpyroM MOpPSJIKE.

Tabnua 9
IlepecranoBka PC;

5749|4133 |25|17| 9
1 |58|50|42|34|26|18
10| 2 |59|51|43 35|27
19|/11| 3 |60|52|44 |36
635547393123 |15
7 |62|54|46|38|30|22
14| 6 |[61|53|45|37 |29
21|13| 5 |28/20|12| 4

2. PesynbraT BeIOOpKHU-TIepecTaHOBKH K* pasnpensercs Ha aBe 28-OMTOBbIE 4Ya-
ctu: crapuryto Co u maaamyio Dy.
3. 16 pa3 BBINIOIHAETCS MpoLEeaypa.
3a. B 3aBuCHMOCTH OT HOMEpa UTepaluu 00€ YacTu [UKINYECKHU CIIBUTAIOTCS Ha
1 unu 2 Outa BIEBO.
Taomura 10

Iukauyeckuii CABUT

Homep utepaumn | 1 |2 {3 (4|56 |7 |8 |9|10(11|12|13|14|15|16
Ccagur (but) | 1|1(2|2|2|2|2|2|1|2|2|2|2|2|2]|1

36. M3 mnonydeHHBIX OJIOKOB C TOMOIIBIO BBIXOJHONW OHWTOBOM BBIOOPKH-
nepectanoBku PC, orOuparoTcs nepsbie 48 OUTOB, KOTOpBIE U (POPMHUPYIOT OUEPETHOM
KJIH0YEBOM DJIEMEHT.

Tabomura 11
IlepecranoBka PC,

141171124 | 1 | 5
328|156 (21|10
2319|112 4 |26 | 8
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16| 7 |27]20|13| 2
41152131 |37 |47 |55
30140|51|45|33 |48
44149139 |56 |34 |53
46|42 50|36 29|32

Anroputmbl mdpoBanus u pacmudposanuss DES-ECB B obmiem Buje Bbipa-

KArOTCA CICAYIOIINMU CXEMAMU

C =DES(T) = IP(T) > Ho® f(Lo, k1), Lo > ... & His® f(L1s, Kgg), L1s > IP”
1(232*|—16+ His), (8)

T =DES™H(C) = IP(C) = Ho® f(Lo, Kys), Lo = ... &> Hys® f(Lys, K1), Lis >
IP(2%%*L g+ Hyg). (9)

Taxum oOpazom, s pacumdpoBanus HeoOxoaumo «mporHatb» DES ¢ Tem xe
KJIFOUOM B 0OpaTHOM HalpaBJICHUH.

Hcnonp3oBanre pa3muyHBIX METOIOB MM POBAHMS:

- 3aMeHa - GyHKuus pacupenus E, y3ibl 3amMensl S;

- IepecTaHoBka — mepectaHoBku IP, IP? P, PC,, PC,, uepenoBanue L; u Hj,
LUUKJIAYECKUI CIIBUT;

- rTaMMHUpoOBaHue — ©.

M3-3a HEGOMBIIOTO YMCIA BO3MOKHBIX KITFOUCH (BCero 2°°), HOSBIETCS BO3MOX-
HOCTb UX MOJHOro rnepedopa Ha OBICTPOACHUCTBYIOUICH BBIYUCIUTEIBHON TEXHUKE 3a
peansHoe Bpems. B 1998 roay Electronic Frontier Foundation ucnosnb3ys crienuaibHbIM
kommbioTep DES-Cracker, ynanock B3nomars DES 3a 3 nus. [lo HemoaTBep X 1eHHBIM
JaHHBIM, ATEHTCTBO HalnmoHaabHOM Oe3onacHoctu CIIA yxe B 1996 r. Moriio BCKpHI-

BaTh Kito4d DES 3a 3-15 mMuH. ¢ moMopio ycrporictBa croumocthio 50000 qosutapos.

3ajanue Ha 1a00paTOPHYIO padoTy.
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B naboparopnoii pabote Heobxonumo 3amudposaTts no ainroputmy DES-ECB
COOOIIIeHNE, COCTOSIIEe U3 MEPBBIX BOCHMU OYyKB cBoel (hammiuu. Ecnu xommuecTBo
OykB B (haMuJIMU MEHbIIIe 8 OYKB, TO HEOOXOIUMO JOOABUTH HEJIOCTAIOIIEE KOJIUUECTBO
OykB U3 MeHH. B kadecTBe Kirtoua BeIOpaTh nepBbie 7 OYKB MHUGPYEMOTro COOOIEHUS.

[Tpu odopmieHNH 0TUYETAa HEOOXOAMMO TIPUBECTH:

- muppyemoe coodbmieHue (8 OykB GpaMuUiiii) B CUMBOJIBLHOM M OMTOBOM TIpEj-
CTaBJICHUU B COOTBETCTBUU C KoaupoBkor Windows 1251 (ta6:m1.3).;

- x4 (7 OykB haMHIINKM) B CAMBOJIBHOM M OMTOBOM MPEJICTaBICHUU B COOTBET-
ctBuu ¢ kogupoBkoit Windows 1251 (tabmn.3).;

- KJIFOY B OUTOBOM IIPEJICTABJIICHUN C YY€TOM OMTOB KOHTPOJISI Y€THOCTH;

- KITIOYEBBIC 3JICMEHTHI Kj;

- pe3yJIbTaT Ha4YaJIbHOU nepecTaHoBKH |P;

- HOJ'Iy6JIOKI/I Hi ul; f(ki, Li), Hi &) f(ki, L|),

. -1
- pe3yibTaT KOHEYHOW NePECTaHOBKH [P .
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6. JABOPATOPHASA PABOTA Ne 5. HIM®PPOBAHUE C OTKPBITBIM
KJIIOYOM

['maBHas mpoGiieMa UCIIONIb30BAHUS OJHOKIIFOUEBBIX (CHMMETPUYHBIX) KPUIITOCH-
CTEM 3aKJII0YAeTCs B pacupenesieHuu kitoue. [ Toro 4toobl ObLT BO3MOXKEH 0OMEH
uH(popmauen Mexry AByMsl CTOPOHAMM, KITIOU JIOJKEH ObITh CTEHEPUPOBAaH OJHOU U3
HUX, a 3aTeM B KOH(UICHIIMATLHOM TOpsAIKe rnepeaan Apyroi. OcoOyro oCTpOTy NaH-
Has mpoOJjieMa mpuoOpesa B HaIM JHU, KOTJla Kpurnrtorpadgus ctana oOIIeI0CTyTHOMH,
BCJIC/ICTBHE YETO KOJUYECTBO IMOJIb30BAaTENEH OONBIIMX KPUIITOCHCTEM MOXET HUCUHC-
JSITHCSI COTHSIMU M THICSTYaMHU.

Hauano acummeTrpudHbiM mudpam ObUIO MOJ0KEHO B pabore «HoBbie Hampas-
JeHus: B coBpeMeHHoW kpunrtorpadguu» Yutpmiga dudpdu n Maptuna Xemimana,
onybOnukoBaHHOM B 1976 romy. Haxopmsce mon BiausHueM paboThl Panbda Mepkiie
(Ralph Merkle) o pacpocTpaneHun OTKPBITOrO KJIH04Ya, OHU MPEIJIOKHUIA METO/I MOy~
YEHMsI CEKPETHBIX KIIOUEH Ui CUMMETPUYHOrO MIU(POBAHUSA, UCHOIB3YSI OTKPBITHIN
ka"Hai. B 2002 romy XemnmaH mpeaioKuil Has3biBaTh AaHHBIA anroput™m «duddu -
Xennmana - Mepkiiey», pu3HaBas Bkiag Mepkie B n3obperenue kpunrorpaduu ¢ oT-
KPBITBIM KJTFOYOM.

Xots pabora Huddu-Xemmana co3gana OOIbIION TEOPETUUYECKUN 3ajed s
OTKpPBITON KpunTorpaduu, MEPBON peaTbHON KPUNTOCUCTEMOW C OTKPBITBHIM KIFOUOM
cuuTaroT anmroput™M RSA (Ha3BaHHBIM 1o mMeHU aBTOpoB - Pon Pusect (Ronald Linn
Rivest), Aqu llamup (Adi Shamir) u Jleonapa Amteman (Leonard Adleman) u3 Mac-
cauycerckoro TexHnomoruueckoro Mucrturyra (MIT)).

CrpaBeIIMBOCTH paji CleAyeT OTMETUTh, yTO B nekadbpe 1997 roxa Obina oOHa-
ponoBana wHdOpMaIHs, COTIacHO KoTopoi Oputanckuii matematuk Kmmddopa Koke
(Clifford Cocks), paboTaBummii B uentpe npasutenbctBeHHOM cBsizu (GCHQ) Benuko-
OpuTaHuu, onucaia cucteMy, aHagornunyro RSA, B 1973 roay, a HECKOJIBKUMH MecCs-
namu mno3xe B 1974 romy ManbkonsM BumibsiMcoH M300pen mMaTeMaTHYECKUN ajro-

puTM, aHasnoruuHbii anroputmy Huddu — Xennmana - Mepkie.
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CyTb mudgpoBaHus C OTKPHITHIM KIFOYOM 3aKIIFOYAETCSI B TOM, YTO ISl udpo-
BaHWsI JAHHBIX WCIIOB3YETCS OAWH KITH0Y, a JIJIs paciu(poBaHus APyron (MIOATOMY Ta-
KHE CHCTEMbI YaCTO HA3bIBAIOT ACCHMETPHYHBIMH).

OcHoBHasi MPeANOCHIJIKA, KOTOpasi MPUBEJIa K MOSBJICHUIO MU(POBAHUSI C OT-
KPBITBIM KJTFOYOM, 3aKJIFOUAJIOCh B TOM, YTO OTIPABUTENH COOOIIEHUS (TOT, KTO 3armmd-
POBBIBAET COOOIICHNUE), HE 00S13aTEIILHO JOJDKEH OBITh CITIOCOOEH ero paciun(poBbIBaTh.
T.e. maxxe umest UCXOTHOE COOOINEHUE, KIIOY, C MOMOIIBI0 KOTOPOro OHO IH(poBa-
JIOCh, W 3HAs alTOPUTM MIH(PPOBAHUS, OH HE MOXKET pacumppoBaTh 3aKPHITOE COOOIIIe-
Hue 0e3 3HaHMs KJItoua pacinpoBaHus.

[lepBbIii KiTH0Y, KOTOPHIM MIHA(PYETCS MUCXOTHOE COOOIIECHHE, HA3hIBACTCS OT-
KPBITBIM ¥ MOXET OBITh OMYyOJMKOBAaH ISl MCIOJIh30BAaHUS BCEMU IOJIB30BATEISIMU
cuctembl. PacimmdpoBanrue ¢ MOMOIIBIO 3TOTO KJII0Ya HEBO3MOXKHO. BTopoit kiou, ¢
MOMOIIBIO KOTOPOTO Jemmudpyercs cooOImeHne, HA3BIBACTCS CEKPETHBIM U JOJIKCH
OBITh M3BECTEH TOJIHKO 3aKOHHOMY IMOTYYaTeII0 3aKPBITOTO COOOIICHNUS.

AnTropuTMBl UGPOBAHUS C OTKPHITHIM KIFOUOM HMCTOJB3YIOT TaK HAa3bIBAEMBIC
HEOOpaTUMBbIE WM OJHOCTOPOHHUE (YHKIUH. DTH (PYHKIMH O00JIAAIOT CIIETYIOIIUM
CBOMCTBOM: MpH 3aJaHHOM 3HAYCHHUH apTyMEHTa X OTHOCHUTEIHHO MPOCTO BBIUYUCIUTH
sHaueHue ¢yukiuu f(X), omHako, ecnu u3BecTHO 3HaueHue GyHkuuu Yy = f(X), To HET
MPOCTOrO MyTH JUIsl BBIYMCIICHUSI 3Ha4YeHus aprymeHta X. Hampumep, pynkums SIN.
3Has X, nerko HaiT 3HaueHue SIN(X) (Hanpumep, X = « - SIN(7) = 0). OgHako, eciu
SIN(x)=0, omHO3HAYHO OTPEICIIUTH X HEIb3sI, T.K. B 3TOM CJIydae X MOXKET OBITh JIFO-
OBIM YHUCJIOM, OTIPEICIISIEMBIM 10 (hopmyiie I* 7T, Tae | — 1esoe Yucio.

Opnnako He Bcsikast HeoOpaTtuMast GyHKIUS TOAUTCS JIsl UCIIOJIB30BAHUS B PEaTh-
HbIX Kpunrocucremax. B ux uucne u pynkuus SIN. Crnenyer takxke OTMETUTbh, UYTO B
caMoOM ompe/ieJIeHUN HeoOpaTUMOCTH (YHKIIMH MPUCYTCTBYET HEompeaeaeHHOCTh. [1o
HEOOpPaTUMOCTHIO TIOHUMAETCSI HE TeOpeTUYecKasi HEOOPaTUMOCTh, a IPAKTUYECKasi He-
BO3MOXKHOCTh BBIYHCIUTh OOpaTHOE 3HAUYEHUE, UCIOIb3yS COBPEMCHHBIC BBIYHCIIH-

TeJIbHBIE CPEJCTBA 32 0003PUMBII HHTEPBAJI BPEMEHHU.
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[ToaTOMy 94TOOBI TapaHTUPOBATH HAACIKHYIO 3AITUTY WHPOPMAIUUA, K KPUTITOCH-
CTEMaM C OTKPBITHIM KJIFOYOM MPEABSIBISIOTCS JBa BAXKHBIX U OUEBUIHBIX TPEOOBAHMUSI.

1. TIpeobpa3oBaHue UCXOJHOTO TEKCTA JOHKHO OBITh YCIIOBHO HEOOPATHMBIM U
HCKJIFOYATh €r0 BOCCTAHOBJIEHNUE HA OCHOBE OTKPBITOrO KJIOYa.

2. OnpeneneHue 3aKphITOrO KJ0Ya Ha OCHOBE OTKPBITOIO TaKX e JOJIKHO OBITH
HEBO3MOKHBIM Ha COBPEMEHHOM TEXHOJOTMYECKOM YPOBHE.

Bce npennaraeMbie cerojiHs KPUNTOCUCTEMBI C OTKPBITHIM KIIFOUOM OMUPAIOTCS
Ha OJIMH U3 CIIEAYIOLINX THIIOB OJJHOCTOPOHHMX MPeodpa3oBaHUIA.

1. Paznoxenune O0IBIIMX YUCENT HAa TPOCThIe MHOXKUTENH (anroputM RSA).

2. Beruncnenue AUCKPETHOTO JIoTapudmMa Wi JUCKPETHOE BO3BEICHNE B CTEIICHD
(anroput™ duddu-Xenmana, cxema Imb-I"amans).

3. 3amaua 00 ykiaake prok3aka (paHiia) (aBTopsl XeaMaH u Mepkn).

4. BeruucieHue KopHel anredpanyecKux ypaBHEHUM.

5. Ucnonb3oBaHne KOHEYHBIX aBToMaTOB (aBTOp Tao Penxn).

6. Mcnosib30BaHKMe KOJAOBBIX KOHCTPYKITUH.

7. crionp30BaHuEe CBOMCTB JJUIUITUYECKUX KPUBBIX.

AaroputM RSA. Croiikocts RSA ocHOBbIBaeTCst Ha OOJIBIION BEIYUCIUTENBHOM
CJIOKHOCTH M3BECTHBIX AJITOPUTMOB PA3JI0KEHUS IMPOU3BEACHUS IMPOCTHIX YHCENl Ha
COMHOXHTENM. Hanpumep, J1erko HaTH NMPOU3BEICHUE ABYX MPOCThIX uucen 7 u 13
naxe B yme — 91. IlonpoOyiite B yme HaliTH J1Ba MPOCTHIX YHCIIA, IPOU3BEACHHUE KOTO-
pbix paBHO 323 (uucna 17 u 19). KoneuHo, 111 COBpeMEHHON BBIUUCIUTEIIBHON TEXHU-
KM HaWTH JIBa MPOCTHIX YMCIIA, IPOU3BEACHUE KOTOPBIX paBHO 323, He mpobiema. [lo-
ATOMY HJisi HAACKHOTrO Im@poBanus anroputMoMm RSA, kak mpaBwiio, BEIOMPAIOTCS
MIPOCTHIC YKCIIA, KOJMYECTBO JTBOUYHBIX Pa3psIA0B KOTOPHIX PABHO HECKOJIBKHUM COTHSIM.

Omnucanne RSA 6b110 onmybnukoBaHo B aBrycte 1977 roga B xypHane Scientific
American. ABTopsl RSA mnonnepxuBaiiu ujaer €€ aKkTUBHOIO pacrpocTpaHeHus. B
CBOIO ouepeab, ATeHTCTBO HalmoHaiabHOU Oe3omacHoctu (CIIA), onacasch UCTOJB30-
BAaHUS ATOTO AJTOPUTMA B HETOCYJAPCTBEHHBIX CTPYKTYpaX, Ha MPOTSIKEHUH HECKOJb-

KHX JIeT 0e3yCHenHo TpeOoBaao MpeKpalieHusl pacnpocTpaHeHust cucteMbl. CuTyarus
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nmopoi moxoawia 1o abcypaa. Hampumep, korna nporpammuct Anam bek (Adam Back)
ornucan Ha s3pike Perl amroputm RSA, cocrosumii u3 msaTH CTpPOK, MpPaBUTEIHCTBO
CHIA 3anpeTuno pacrnpoCTpaHEHUE 3TOW MPOrpaMMbl 3a MpeaenamMu CTpaHsbl. JIroau,
HEJOBOJIbHBIE TOJOOHBIM OrpaHMYEHHEM, B 3HAK IMPOTECTa HaleyaTald TEKCT ITON
mporpaMMbl Ha cBouXx (pyTOOIIKAX.

[lepBbIM 3TAanom Jr000r0 aCHMMETPUYHOTO AIrOPUTMa SIBJISIETCSA CO3/IaHKE TOJTY-
gaTesneM mudporpamMm mapbl KIOUYEH: OTKPBITOTO U cekpeTHoro. J{ms anroputma RSA

ATan CO3JaHUs KIOYEN COCTOUT U3 CIEAYIOIIUX OINEpallii.

Tabnuia 12
IIpoueaypa co3ganus KJIw4ei
Ne
W Onucanue onepanuu [Tpumep
1 | BeiObuparoTcs 1Ba npocThIX uncia P u . p=7,09=13
2 | Beruucnsiercs mpousBeaeHne N = p * q. n=91

Beruncnsercs ¢ynkmus Jiiaepa, pasHas @(n)=(p-1)(g-
3 1)=n-p-q+1. Pe3ynbrar pacuera nanHoi ¢pyHkiuu pasen ko- | ¢(n)=(7-1)(13-1)=
JIUYECTBY TOJIOKUTEIBHBIX YHUCEJ, HE MPEBOCXOAIIUX N U 91-7-13+1 =72

B3aMMHO TIPOCTHIM C N.

Bri6upaercs nmpousBoasHOe uncio € (0<e<n), B3aMMHO IMPO-
4 | cToe ¢ pesynbratoMm QyHKIHH Dinepa (¢ L ¢(n)). Yucio e e=5
Ha3bIBAETCS] OTKPHITON IKCIIOHEHTOIA.

Boruncnsercss cekperHbiii kiod d u3 cootHomeHus (d*e)
5 mod ¢(n) = 1. Yucno d Ha3bIBaeTCs 3aKphITOi 3kcroHenToi. | (d*5) mod 72 = 1,
OO6bruHO TONB3YIOTCS BhIpakeHuem de = 1 + ko(n), rae k - d=29

HEKOTOPOE 1EJI0e YHCIIO.

[TyOmuKyIOTCS OTKPBITHIE KIIFOYM € U N B CHENHAILHOM Xpa-
6 | HWIHIIE, TE HCKII0YAaeTCs BO3MOXKHOCTH €r0 IOJMCHBI
(o6mexnocTynHoM cepTHGHUIIMPOBAHHOM CIIPABOYHHKE).

[pumeuanus. TlpocToe YMCI0 — HATYPAITBLHOE YUCIIO, OOJbIIEE SAMHHUIIBI U HE HMEIOIIIEe JIPY-
THX JICUTENCH, KpOMe caMoro ceOst M eIuHHIBl. B3anMHO MpocThie YHCIa — YHClia, HE UMEIOIINE
obmux menureneit, kpome 1 (Hampumep, p=3, =5, n=15, ¢(n)=8 — B3aumuo npocteie ¢ 15 -1, 2, 4, 7,
8, 11, 13, 14).
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[Tpoueaypsl mudpoBaHus U AeMU(PPOBAHUS BBIMOIHAIOTCA IO CIEIYIOIINM

bopmynam
C =T°mod n, (10)
T = C% mod n. (11)

rac T, C - yncioBbI€ PKBUBAJICHTHI CHUMBOJIOB OTKPBITOT'O H H_II/I(prBaHHOFO Co-

o0111eHHS.

[Tpumep mmdpoBanus no anroputMy RSA mpuBeneH B cienyroimei Tadiauie.

Kose1 OyKB COOTBETCTBYIOT WX MOJIOKEHHUIO B PYCCKOM aji(haBUTE.

Tabmmma 13
[Tpumep mudpoBanus mo anroputmy RSA
OTKpbITOE CumBon A b P A M (o) B
coobuieHue, T Kon 1 2 18 1 14 | 16 3
IUndporpamma, C = T° mod 91 1 32 | 44 1 14 | 74 | 61
- 29
OTKpbITOE cooGu;iHue, T=C” mod 1 5 18 1 14 16 3

CnemyeT OTMETHTh, YTO P W ( BBIOMpAIOTCS TakKUM 00pa3oM, 4ToObI N ObLIO
OoJpITIe KO/Ia JTF0OOTO CHMBOJIA OTKPBITOTO COOOIIeHUs. B aBTOMaTH3MpOBaHHBIX CH-
CTEMax MCXOJHOE COOOIIEHHE MEPEBOJUTHCA B ABOMYHOE MPEACTABICHHUE, MOCIE YETO
mudpoBaHUe BBIMOJHACTCS Haa OJ0KaMu OUT, paBHOU JyiuHBI. [Ipu aTOM nuHa 6j10Ka
J0JKHA OBITh MEHBIIIE, YeM JIJTMHA IBOMYHOTO TIPEICTaBICHUS N.

B 3akitoueHuu cienyeT OTMETUTh CTOMKOCTh JJaHHOTO aiiroput™Ma. B 2003 r. Anu
Hlamup u Opan Tpomep pazpabortanu cxemy ycrpoiictBa TWIRL, koTopoe mpu crou-
moctu $ 10 000 moxer nemmdpoBats 512-0uTHbIH K04 3a 10 MUHYT, a2 IpH CTOMMO-
ct $ 10 000 000 — 1024-OuTHbIi KIH0Y MEHBIIE, YeM 3a rojJ. B HacTosmee Bpems Jla-
6opatopus RSA pexomeHayeT UCIOIb30BaTh KItoun pazmMepom 2048 GUTOB.

AJITOPUTM HA OCHOBe 3aaa4yu 00 ykuaake panua [1]. B 1978 r. Mepkib u
XeIMaH MpeJIoKIIM UCIIONIh30BaTh 3ajladya 00 yKJIaJKe paHila (prok3aka) JJis acuM-

MeTpuyHoro mudposanus. OHa oTHOCUTCS K Ki1accy NP-monHbIX 3a1a4y U GopmMyIupy-
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eTcs ciaenyromuM oopa3oM. JJaHO MHOKECTBO MPEAMETOB pa3inyHoro Beca. Crpaiu-
BAETCs, MOXKHO JIM TOJIOKHUTH HEKOTOPbIE U3 3TUX MPEAMETOB B PaHEIl TaK, YTOOBI €ro
BEC CTaJl paBeH olpeeieHHoMY 3HaueHuto? bonee ¢popmanbHo 3amaua hopmynupyercs
Tak: JaH Habop 3HaueHuit My, My, ..., M, u cymmapHoe 3HaueHue S; TpeOyeTcs BbI-

YHCJIUTh 3HAYCHUA bi TaKHUC 4TO

S= b1M1+b2M2 + ..+ bnMn, (12)
rac n — KOJIMYCCTBO IPCAMCETOB,
bi - 6HHapHBIﬁ MHOJKHUTEJIb. 3HAUCHUE bi =1 03Ha4yacT, YTO INpCaAMET 1 Kja-

IyT B proK3ak, b; = 0 - He knamyT.

Hanpumep, Beca npeameroB uMeroT 3Hauenus 1, 5, 6, 11, 14, 20, 32 u 43. Ilpu
ATOM MOXHO YIAKOBaTh PIOK3aK TaK, YTOObI €ro Bec CTald paBeH 22, UCIOJIb30BaB
npeaMeTs BecoM S5, 6 u 11. HeBo3MOX)HO ymakoBaTh prOK3aK Tak, 4TOOBI €r0 BEC CTall
paBeH 24.

B ocHoBe anroputrma, npeiokeHHOro Mepkiom u XeJUIMaHOM, JIEKUT Hes
mKrppoBaHUs COOOIIEHUSI HA OCHOBE PEIICHMs CEPUM 3a]a4 YKIaAKu paHia. [Ipenmerst
13 Ky4d BBIOHMPAIOTCS C MOMOIIBIO 0JIOKa OTKPBITOTO TEKCTA, JJIMHA KOTOPOTo (B OMTaX)
paBHa KOJIMYECTBY NpPEeIMETOB B Kyde. [Ipu 3TOM OUTBI OTKPHITOTO TEKCTa COOTBET-
CTBYIOT 3HAa4YCHHsSIM D, a TEKCT SIBJIAETCS TOJYYCHHBIM CyMMapHbIM BecoM. IIpumep
muporpaMmsbl, TOJYYSHHONH ¢ TIOMOIIBIO 3a7a4i 00 yKJIaJKe paHIla, TOKa3aH B Clie-
TyroIIen Tadmurre.

Ta6nuna 14

IIpumep mudpoBaHus HA OCHOBE 321a4M 00 YKJIA/Ke PAHIA

OTKpbITbLIN
TEeKCT

1110 0 1 O
0

0101 1 0 O
1

0000 O O O
0

156 11 14 20 32

Prok3ak (knrou) 43

156 11 14 20 32
43

156 11 14 20 32
43

Wndgporpamma|32 (1+5+6+20)

73 (5+11+14+43)

0

CyTb UCTI0JIB30BAHMS JAHHOTO MOJIX0/a JJIA UG POBAHUS COCTOUT B TOM, UTO Ha
caMOM JIeJie CYIIECTBYIOT JIB€ pas3IMUHbIE 3aJjaud YKJIQJKW paHIla - OJIHA U3 HUX pellla-
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€TCs JIETKO M XapaKTEepU3yeTCsl JIMHENHBIM POCTOM TPYAOEMKOCTH, a Apyras, Kak IpH-
HATO CUMTaTh, HET. JIErkui myis yKIaaKu paHel MOXKHO MPEBpaTUTh B TpyIHbIA. Pa3
TaK, TO MOKHO IPUMEHUTHh B KAYECTBE OTKPBITOrO KJFOYa TPYAHBIN JJIs1 YKIJIAJIKU pa-
Hell, KOTOPBIN JIETKO MCIOJB30BaTh I MU(POBAHUS, HO HEBO3MOXKHO - JUJIs AeHIUd-
pOBaHUs. A B KQUECTBE 3aKPHITOTO KJII0Ya MPUMEHUTD JETKHM JIJIs1 YKJIAIKU PaHell, KO-
TOPBIN MPEIOCTABISET NPOCTOM crocod nemudppoBaHusi COOOIICHUS.

B kaudecTBe 3aKpbITOro Kiro4a (JErkoro s YKJIAAKA PAHILA) HCHOJIb3YETCs
CBEpPXBO3pACTAlolas MocaeaoBaTeabHOCTh. CBepXBo3pacTarouiel Ha3bIBACTCS MOCJIe-
AOBATEJbHOCTb, B KOTOPOW KAaXKIbIM MOCHEAYIOIMNA 4WieH OOJbIIe CyMMBI BCEX
npeapaymux. Hampumep, mocnenoBarensHoCTh {2, 3, 6, 13, 27, 52, 105, 210} sBuset-
csl cBepxBo3pacTaromei, a {1, 3,4, 9, 15, 25, 48, 76} - Her.

Pemenune s cBEpXBO3paACTAIOIIETO PaHLA HAWTHU JIETKO. B KayecTBe TEKyIero
BbIOMpAeTCs MOJHBIN BeC, KOTOPBIA HaA0 MOJIYYUTh, U CPABHUBAETCS C BECOM CaMOI'0
TSDKEJIOro MpeaMeTa B paHle. Ecinu Tekymuid BeC MEHBILIE Beca JAHHOTO MPEIMETa, TO
€ro B PIOK3aK HE KJIAyT, B IPOTUBHOM CJIy4ac €ro YKJIaJbIBAIOT B PIOK3aK. Y MEHbIIIA-
10T TEKYLIMI BEC Ha BEC IMOJIOKEHHOTO MPEIMETA U MEPEXOIAT K CIECIYIOMIEMY T10 BECY
IIpeaAMeTy B nocienoBarenbHOCTH. Illarn moBTOpsIOTCS 10 TEX MOp, MOKA MPOLECC HE
3aKOHYHUTCA. ECIM TEKyIui BEC YMEHBIIUTCS 10 HYJIS, TO PEIICHUE HaWJieHO. B mpo-
TUBHOM CJIy4ae, HeT.

Hampumep, mycTh moyIHbINA BeC prok3aka paBeH 270, a mocaea0BaTeIbHOCTh BECOB
npeamMeTroB paBHa {2, 3, 6, 13, 27, 52, 105, 210}. Cawmplii Oonbmioit Bec — 210. OH
MeHble 270, nostomy npeaMer Becom 210 kimanyT B prok3ak. Berunraror 210 u3 270 u
nonydaroT 60. Crenyromuii HauOOJbIINKM Bec mocieaoBaTenbHOCTH paBeH 105. On
oospiie 60, moaTomy mpeaMer BecoMm 105 B prok3ak He kinaayT. Clenyromuil camblii
TSDKEIbIN nipeaMer uMmeeT Bec 52. OH menbine 60, mo3TOMY MpeIMET BecoM 52 Takke
KJIAyT B PIOK3aK. AHAJOTHUYHO MPOXOIAT MPOLENYPY YKIAAKU B PIOK3aK MPEIMETHI Be-
com 6 u 2. B pe3ynbTaTe nosiHblil Bec ymeHbuTCs A0 0. Eciin ObI 3TOT prok3ak ObL1 Obl
HCIIOJIb30BaH JUIsl JIEMIU(PPOBAHUSA, TO OTKPBITHIM TEKCT, MOJYYECHHBI U3 3HAYCHUS

mudprexcra 270, 6611 661 paBen 10100101.
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OTKpBITBIN KJTIOY TPEACTABISIET COOOM HE CBEPXBO3PACTAIONIYIO (HOPMAIBHYIO)
nocyienoBareabHOCTh. OH (OPMHUPYETCS HA OCHOBE 3aKPBITOTO KJIF0Ya M, KaK MPUHSTO
CUMTAaTh, HE MO3BOJISET JIETKO PEIIMTH 3a/ady o0 ykiaake paHmna. s ero momydeHwus
BCE 3HAUCHUS 3aKPHITOTO KJIIOYa YMHOKAIOTCS HA YHCIIO N MO0 MOAYJI0 M. 3HaueHue
MOy M JOHKHO OBITH OOJIBIIIE CYMMBI BCEX YHCEN MOCIEA0BaTEeILHOCTH, HAIIPUMED,
420 (2+3+6+13+27+52+105+210=418). MHo)uTEIHL N JOKEH OBITH B3aWMMHO IPO-
CTBIM YHCIIOM C MOAyJieM M, Hampumep, 31. Pe3ynapTaT mocTpoeHus HOpMaIbHOU MO-
CJIe0BATEIBLHOCTH (OTKPBITOTO KJIFOUA) MPEJCTABIICH B CJICAYIONIEH TabuIie.

Ta6muma 15

[IpuMep momydeHus: OTKPBITOrO KIIr04a

3aKpbITbIN KoY, k; 2 3 6 | 13| 27 | 52 |105|210

OTKpbITbIN KNHOY,
(ki*n) mod m = (k;*31) mod 420

62 | 93 | 186|403 |417|352|315|210

st mudpoBaHus cooOIeHNe CHadajga pa3OuBaeTcsi Ha OJIOKH, MO pa3Mepam
paBHBIC YUCITY AJIIEMEHTOB MOCIEA0BATEILHOCTH B PIOK3aKe. 3aTeM, CUMTAasl, 9TO €AMHH-
11a YKa3bIBa€T HAa MPUCYTCTBHE 3JIEMEHTA MOCIEA0BATEILHOCTH B PIOK3aKe, a HOJIb — Ha
€ro OTCYTCTBHUE, BBIUMCIISIOTCS IMOJIHBIE Beca PIOK3aKOB — IO OJHOMY PIOK3aKy IS
KaXXI0ro 0JI0Ka COOOIIEHNUS.

B kauectBe mpumepa Bo3bMeM OTKpbITOe cooOiieHne «kABPAMOBY, cuMBOJIBI
KOTOPOTO MPEJCTaBUM B OMHAPHOM BHJI€ B COOTBETCTBUU C TAOJIHIICH KOJIOB CUMBOJIOB
Windows 1251. Pe3ynbTar mudpoBanus ¢ moMoIp0 OTKpbITOro Kimoua {62, 93, 186,

403, 417, 352, 315, 210} npencrarieH B ciaeAyrOIIeH TabauIe.
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[Tpumep mmdpoBanus

Tabnura 16

OTKpbITOE c006.u.|.e|-me Cymma BecoB Wndporpamma
Cumon Bin-koa (prok3ak), c;

A 1100 0000 62+93 155

b 1100 0001 62+93+210 365

P 1101 0000 62+93+403 558

A 1100 0000 62+93 155

M 1100 1100 62+93+417+352 924

o 1100 1110 62+93+417+352+315 1239

B 1100 0010 62+93+315 470

Jlnia pacumudpoBanus cooOIIeHUs OTy4yaTelb JODKEeH cHauajaa OMpeesuTh 00-

parHoe 4ucio N7, takoe uto (N * n™) mod m = 1. B maremartnke 06paTHOe YHCI0 N

(oO6patHOe 3HaueHue, oOpaTHas BETUYMHA) - YUCIO, HA KOTOPOE HA0 YMHOXXHTH JaH-

HOE 9KCII0 N, 9T06BI HoTyunTh equaniy (N * n™ = 1). [lapa uncer, mpou3BenCHHE KO-

TOPBIX PaBHO €IMHUIIE, HA3bIBAIOTCSI B3aUMHO o0paTHbIMu. Hanpumep: S u 1/5, —6/7 u

—7/6. OOpaTHBIMH YMCJIAMHU 10 MOXYJI0 M HA3BIBAIOTCS TAKWE YKcla N U n'l, I KO-

TOpBIX CIIpaBeLIHBO BeIpakerue (N * N™Y) mod m = 1. st BbI9uCICHNS OOPATHBIX YH-

CeJl MO MOAYNIO OOBIYHO HUCHOJNB3yeTCsl paclupeHHbl anroputm EBknuma. Ilocne

-1
orpezenieHus: 00paTHOTO YUCIA KaXJ0€ 3HAaUeHHe MuGporpaMMbl YMHOXKAETCS Ha N

10 MOAYJIKO M M C NOMOIIBIO 3aKPBITOTO KIrO04Ya ONPCACIISIIOTCS OUTHI OTKPBITOT'O TCK-

CTa.

B nameMm npumepe cBepxBo3pacTarolias mocjie0BaTeIbHOCTh paBHa {2, 3, 6, 13,

27,52, 105, 210}, m = 420, n = 31. 3nauenne N pasno 271 (31*271 mod 420 = 1).
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[Tpumep pacumdppoBanus

Tabmuma 17

(ci*n)mod m = OTKpbITOE COoOOLlEeHne
Wncpporpamma (ci*271) mod Cymma BecoB .
(prok3ak), c; 420 Bin-koa CumBon
155 5 2+3 1100 0000 A
365 215 2+3+210 1100 0001 b
558 18 2+3+13 1101 0000 P
155 5 2+3 1100 0000 A
924 84 2+3+27+52 1100 1100 M
1239 189 2+3+27+52+105 1100 1110 o
470 110 2+3+105 1100 0010 B

B cBoeii paboTe aBTOpHI peKOMEHI0BaNIM OpaTh JIMHY Kito4a, paBHyto 100 (ko-

JINYCCTBO 3JICMCHTOB HOCJICI[OB&TCJIBHOCTI/I). B 3aknroueHunun ciaeayeT OTMETUTDb, YTO 3a-

Ja4ya BCKPBITUS JaHHOTO crioco0a mudpoBanus ycnemHo pemiena [Hlamupom u Hurmre-

oM B 1982 1.

Aaroputm mudppoBanus ab-I'amans. Cxema Obuta npemioxkeHa Taxepom

Onp-T'amanem B 1984 roxy. On ycoBepuieHcTBoBan cuctemy luddu-Xennmana u mo-

JY4YWs JIBa aJIrOpUTMa, KOTOPBIE HCIIOJIB30BAIUCH JUIsl MHU(pPOBaHUS U oOecreyeHus

ayreHTugukanuu. CTOMKOCTh JAHHOTO alropuTMa 0a3upyeTcs Ha CIOKHOCTU PEIICHUS

3aJ]a4M JUCKPETHOTO JIorapu(MUpPOBaHHUS.

CyTb 337124y 3aKi04aeTcs B cieayomiem. MimeeTcst ypaBHeHHe

g“ =y mod p.

(13)

TpeOyeTcs Mo M3BECTHBIM {, Y U 0 HAUTH MEJI0€ HEOTPUIIATEILHOE YUCIO X (JHc-

KpETHBIN JJoTapudm).

[Topsimok co3manus KIIFOYe MPUBOIUTCS B CIEAYIONIEH TaOIHIIe.

55



Tabmnura 18

IIpoueaypa co3aaHus KJIKO4YEH

Ne
n/n

Onucanne onepaummn Mpumep

Bbibupatotca npoctoe uncno p v gesa nobbix npous-

1 |BONbHbIX YMcna g M X MeHble p (g - NnepBoobpasHbIn p=23, g=3, x=5
KOpEeHb MO MOAYIIO P).
—_ a5 _ _
2 |Bbluucnsetcay =g* mod p y = 3" mod 231_3243 mod 23 =
OTKpbITbIN KIOY - Y, g 1 p. lNMpudem g n p MOXHO cae-
3 |naTb obwuMuK Ang rpynnbl Nosib3oBaTenemn.

3aKpbITbIN K04 - X.

I[JI}I H_II/I(prBaHI/I}I KaXXJ0ro OoTacjabHOIO Onoxa HCXOOHOI'O COO6IH€HI/I}I JOJIDKHO

BbIOMpaThes cirydaiiHoe uuciio K (1 < k < p —1). Ilocne yero mmdporpamma reHepupy-

€TCs 1O CIEAYIOMHUM GpopMysiam

a=g“mod p, (14)
b = (y* T) mod p, (15)
rIe T - ucxogHoe cooOlIeHNE;

(@, b) -zamudpposannoe coobmenue.

JlemmdpoBanre cOOOMIEHNS BHITTOTHIETCS IO CleAyomen Gpopmyie

T=(b (@)™ mod p (16)
17001

T =(ba""*) mod p, (17)

1
rae (@)™ — oOpaTHOE 3HAYEHKE YMCIa A" 110 MOAYJIIO P.

[Mpumep mudpoBanus U ACUPPOBAHUS MO AITOPUTMY Oib-I'amans npu K=7

npuBeIeH B TabmuIle, XOTs A U(GPOBAHUS KaXI0T0 0sioKa (B HalleM ciydae OyKBbI)

HCXOOHOI'O C006HICHI/I$I HaJg0 UCIIOJIb30BaATh CBOC CHy‘l&ﬁHOG yuciio K.
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Teppas wacTh mubpoBanHOro coobmenns —a = 3’ mod 23 = 2.
a*=2>=32 ()" =18 (32 * 18 mod 23 = 1) wum a"* = ¥ =
131072.
Tabmuma 19

Ipumep mudppoBanus no aaropurmy iab-I'amans npu (K = const)

OTKpbITOE Cumson A b P A M o B

coobuieHne, T Koa 1 2 18 1 14 16 3
BTopas 4yactb

wucpporpammsl, 9 18 1 9 11 6 4

b = (13" * T) mod 23
OTKpbITOE coObLIeHMe,
T=(b*18) mod 23

1 2 18 1 14 16 3

BBuy TOro, 4yTo uncio K sBiIsSeTCsl MPOU3BOJILHBIM, TO TAKYK) CXEMY €IIe Ha3bl-
BalOT CXEMOW BePOATHOCTHOrO mudppoBanus. BeposTHOCTHBIN XapakTep mudposa-
HUSI SIBJISIETCSl IPEUMYILECTBOM JJIsl CXeMbl Jib-I'amansi, T.K. y CXeM BEpOATHOCTHOTO
murdpoBaHus HaOIOgaeTCsl 00MbINIAsT CTOMKOCTh M0 CPABHEHMIO CO CXEMaMHU C OMpeJie-
JICHHBIM TIporieccoM mudpoBanus. Hemoctatkom cxemsbl mudpoBanust Dib-1"amans sB-
JSIeTCS YBOCHWE JJIMHBI 3alM(PPOBAHHOTO TEKCTA MO CPABHEHUIO C HAYAIHHBIM TEK-
ctoM. J1Jis cxembl BEpOSITHOCTHOTO IU(PpoBaHUs caMo coodienue T 1 Koy He onpe-
AENAI0T MHU@PTEKCT ogHO3HauHO. B cxeme Onb-I'amans HeoOXOAMMO HCMIOIB30BAThH
pa3IYHbIC 3HAYCHHS CIyYalHOW BEJIMYMHBI K 1T MUGPOBKH Pa3IUYHBIX COOOIICHUI
T u T’. Eciau ucnonb30BaTh 0JMHAKOBBIE K, TO JIJISI COOTBETCTBYIOIIUX MU(PPTEKCTOB
(a, b) u (a’, b’) Bemmonastercst coorrommenue b (b’)! = T (T°)* (mod p). U3 sroro BbI-
Pa)KEHUSI MOKHO JIETKO BBIYUCIUTD T, eciu u3BectHo 1.

3aganue Ha 1a00paTOPHYIO PadoTy.

B naGoparopHoii pabote HeoOxoauMO 3amM(ppoBaTh CBOIO (aMUITUIO C TTOMOIIIHIO
CIEAYIOIIMX MHUQPPOB:

- anroput™Ma RSA;

- aJiroOpyuTMa Ha OCHOBC 3a/1a4u 00 YKIaAKE paHla,
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- anroputMa mudpoBadus k-1 amarts.

[Tpu odopmiennn oT4eTa HEOOXOIUMO TIPUBECTH UCXOHOE coobrieHue (pamu-
JIMI0) ¥ TaOJUIIBI TEHEpaIlMU KItoue, mudpoBanus u pacumdpoBanus. st mepBoro u
TPETHETO CIOCOOOB MPUHSTH, YTO KOJ[ CHMBOJIA COOTBETCTBYET €T0 IMOJIOKEHUIO B aJl-

(dhaBuTe, 1J1s1 BTOPOT0 — B COOTBETCTBUU ¢ KoaupoBKkoit Windows 1251 (ta6m.3).
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