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JlabopaTtopHast pab6ora Nel Hacrpoiika onepanuonHoi cucrembl Cisco

1. U3yuenue npunyunos gyuxkyuonuposanus mapupymuzamopos Cisco

2. [lepsonauanvras nacmpotuixa cemesvix napamempog Cisco 10S

Lenv pabomul
[lenpto nabopaTopHOil paboOTHl sABIsETCS OOydYeHHE METOJaM U Cpea-CTBaM
nepBoHauanbHOM HacTpoiiku crnenuanuzupoBanHoit OC CiscolOS, nox ympaBieHueM

KOTOPOU pab0Tal0T MapuIpyTU3aTOPHI.

1.  Uszyuenue npunyunog ¢ynkyuonuposanus mapupymuzamopos Cisco

Cisco 10S - sto crienmanmusupoBanHas OC, obecneunBaromas (yHKIIMOHUPOBAHKE
ceTeBoro oobopyaoBanust komnanuu «Cisco Systems, Incy. Bzaumoneiictsue ¢ nannoit OC
BO3MOXKHO JIM00 uepe3 web-Opaysep, 1ubo uepes3 unrepdeiic komananon crpoku (CLI-
uHTepdeic).

Hannas OC nojaep:XuBaeT yJIaleHHbIN JOCTYyN K UHTepECy KOMaHI-HOM CTPOKHU
no npotokosiaM Telnet mnu SSH. B Cisco IOS cyniecTByeTHECKOIBKO PEKUMOB.

Tonvzoeamenvckuii pexcum (USer mode) — cTaHIapTHBINA PEKUM TIEPBOHAYAIBHOTO
noctyna Kk OC. B atot ke pexxum OC nepexoauT aBTOMATUYECKH MPH MPOAOIKUTETbHOM
OTCYTCTBHHM BBOJia B PEXHMME aJIMHHHUCTpaTopa. B pexume moip30BaTeNs JOCTYITHBI
TOJBKO IMPOCThIE KOMAH[bl, HE BIUSIOIME Ha KOHPUIYpaLHIO OO0OpYyIOBaHUS.
[IpurnameHneKoMaHAHON CTPOKU UMEET CIAEAYIOIIUN BU:

router>

Aomunucmpamusnwiii pexcum (privileged mode). OtkpoiBaeTcs komanmoit enable,
BBEJICHHOW B PEKMME TIOJTB30BATEIIS:

router> enable

B anMUHUCTpAaTUBHOM pEXHMME JTOCTYIMHBI KOMAH[bI, IO3BOJISIONIME MOJYyYUTh
NOJIHYI0 WH(MOpPMAIUI0O O KOHPUTYpauuu OOOpYJOBaHUS U €ro COCTOSHHM, a TaKkKe
KOMaH/Ibl MEepexojia B PEKUM KOH(UTYpUPOBaHUS, KOMaHIbl COXPAHEHUS U 3arpy3Ku

KoH(purypauuu. [Ipurnamenue KOMaHIHON CTPOKU UMEET CIEAYIOIIUNA BUI:



router#

OOpaTHbIl TEepexoJ; B IMOJIb30BATEIBCKUI PEXKUM MPOU3BOAUTCA IO KOMAHJE
disable wu o ucTeueHNM YCTaHOBJIEHHOTO BPEMEHH HEAKTUBHOCTH. 3aBEPIICHHE CECCHH
— KOMaH/1a exit.

I nobanvnviti  pesicum  koHgueypuposanuss — (KOHQUTYPAIMOHHBIA — PEXHUM).
AxrtuBusupyetcst komanaoi config terminal, BBeieHHO# B aIMHHUCTPATUBHOM PEXKHME:

router# configure terminal

['moGanbHbIl  pekuM KOH(MUTYpUPOBAHUSI OPraHU30BaH HMEPAPXUYECKH — OH
COJICPKUT KaK HETMOCPEACTBEHHO KOMaHIbI KOH(PUTYPUPOBaHHS OOOPYIOBaHUS, TaK U
KOMaHAbl TMEpexoja B PEKUMbl KOHOUTYPUPOBAHUA €ro TMOJCUCTEM (HAImpuMmep,
UHTEP(EHCOB, MPOTOKOJIOB MAPIIPYTU3ALIUU, MEXaHU3MOB 3aIIIUTHI).

[Ipurnamenuss KOMaHAHOW CTPOKA B  HauOoJiee 4YacTO  HMCHOJb3YEMBIX
KOH(UTYpaIIMOHHBIX PEKUMaX UMEIOT CJICTYIONINI BU/I:

router(config)#

router(config-if)#

rounter(config-router)#

router(config-ext-nacl)#

switch(config-line)#

switch(vlan)#

Brixog u3 moboro pexuma KOHPUTYPUPOBAHUS B PEXKUM BEPXHETO YPOBHS
IPOU3BOAUTCS KOMaHI0M eXit min komOuHanuen kimasum Ctrl-Z.

Kpome toro, kxomannga end, momaHHasi B JIIOOOM W3 PEKUMOB KOH(PUTYPUPOBAHHUSI
HEMEJJIEHHO 3aBEpIIaeT MpOIEecC KOHPUIypHUpPOBAaHUS W BO3BpAIIAECT MOJIb30BATENS B
aIMUHUCTPATOPCKUN PEKUM.

JIrobast koMaHAa M3MEHEHUs KOH(Urypaluyd BCTyHaeT B JCHCTBHE HEMEIJICHHO
nocje BBoja. Bce koMaH bl M TTapaMeTphl MOTYT OBITh COKpallieHb! (HampuMmep, "enable” —
"en", "configure terminal” — "conf t", “show running-config” — “sh run”).

B moboM MecTe KOMaHAHOM CTPOKHM [Jisi TIOJIYYEHHsS TIOMOIINM MOKET OBbITh
HCIIOJIb30BaH BOIPOCUTEIbHBIN 3HAK, HAIPUMEp:

router#?



router#co?

router#conf ?

HNMeHa ceTeBbIX MHTEPPEHCOB TaKke MOTYT ObITh COKpAIeHbI, HAIPUMEP, BMECTO
"fast ethernet0/1" nocrarouno narnmcats "fa0/1".

Otmena m1000i KOMaHABl (OTKIIOYEHUE OINIMH WM PEXUMA, BKIIOYAEMbIX
KOMaHJIOM, CHSITUE WM yAaJICHHE MapaMeTpoB, HA3HAYaE€MbIX KOMaHOW) MPOU3BOJIUTCS
MoTaveii ATOM ke KOMaHIbI ¢ mpedukcom "NO", Hanmpumep:

router(config)#int fa0/1

router(config-if)#shutdown

router(config-if)#no shutdown

[Ipu 3arpyske cereBoro obOopynoBaHusi, padoTaroiero mnoja ympasieHuem Cisco
[OS, mpouCXOIUT CUMTHIBAHME KOMaH] KOH(PUTYpallUh U3 HU3MEHSIEMOTO MOCTOSIHHOTO
3anomuHaroniero ycrpoivictea (NVRAM), riae oHu xpaHsTcs B BHJE TEKCTOBOTO (aiiia,
Ha3bIBAEMOT0 pabouetl kongueypayueti (running config). Koudurypamus, coxpanensnas B
NVRAM, HazbiBaetcs nauanvrou koungueypayueti (startup config). B mporiecce paboTs
000OpyI0BaHUsl aAMUHUCTPATOP MOXET BBOJUTH JI0 TMOJHUTEIbHBIE KOH(PUTYpAIMOHHBIC
KOMaH/bl, B pe3yjbTaTe uero padouas KOHDUTypalds CTAaHOBUTCS OTJIUYHOH OT
Ha4aJIbHOM.

[TpocmoTp HavanpHOM U pabouel KOH(PUTypaluii MapIIPyTU3aTOpa TPOU3BOJAUTCS B
aIMUHUCTPATUBHOM PEKUME:

router#show startup-config

router#show running-config

BriBoa moclieiHe KOMaHIbl MO3BOJISIET MPOCMOTPETh TEKYIIYI0 KOH(PUTYpAIHIO.
OnHako eclii aIMUHUCTPATOpP HE MEHSUT 3HAYEHUs MapaMeTpoB, Ucnoiibdyembix B OC 1o
YMOJTYaHHIO, TO OHM TPU BBIBOJIE HE OTOOPA3STCS.

[Tpu xonmupoBaHUK OJHOW KOH(PUTYpAITUU TTOBEPX APYTOi BOSMOXKHBI JBA BapUaHTA!
nepesanuch W ciausaue. [lpu mepesamucu crtapas KOHQPUTYpalus NpeaBapUTEIHHO
ynainsiercs. [lpu ciaussHuM KOMaHIbl HOBOM KOHMUTypanuu T00aBISIOTCS K KOMaHIaM

CTapoM, Kak ecyii Obl OHU BBOJUJIMCH BPYUYHYIO.
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Huxe npuBeneH CMCOK KOMaH] KOMUPOBaHUsI KOH(UTYpaIiH, TepBasi U3 KOTOPHIX
BBITIOJIHACTCA B PCIKUME IICPC3aIIMCH, a ITOCIICAHAA B PCIKUMCE CIIMAHUSA:

router#copy running-config startup-config

router#copy startup-config running-config

PaccmoTpum 6a30BbIe KOMaHABI MOTyYeHHUS HH(POpMAIMK 0 paboTe 000pyaOBaHUS
Hh €ro NoACUCTEM.

[TpocmoTp unpopmanun 06 o6opynoBaHuu (MoJenb, 00beMbI TamMsTH, Bepcus [0S,
YUCJI0 U TUI UHTEP(ENCOB) BHIMOJHACTCS 10 CJICIYIONICH KOMaH/Ie:

router#show version

[IpocMoTp coaepkuMoro GAI-NaMsTH:

router#show flash:

MOHHUTOPHHT 3arpy3Ku Mpoueccopa:

router#show processes

PaCCMOTpI/IM OCHOBHBIC KOMaH/IbI HepBOHa‘{aﬂbHoﬁ KOH(i)I/IpraLII/II/I
MapIIpyTHU3aTOpa.

YCcTaHOBUTH UMSI MAPLIPYTU3ATOPA!

router(config)#hostname my_router

YcTaHOBUTH MapoJib AIMUHUCTPATOPA, TPEOYEMBIi TIPH MEPEXo/ie B BBOJAEC KOMaH/IbI
enable:

router(config)#enable secret my_secret

Otkmrouenue paspemienus DNS-umen:

router(config)#no ip domain-lookup

basoBas Hactpoiika FastEthernet-unrepdeiica:

router#configure terminal

router(config)#interface fastEthernet 0/1

router(config-if)#ip address 192.168.0.1

255.255.255.0

router(config-if)#speed 100

router(config-if)#duplex full

router(config-if)#no shutdown



router(config-if)#exit

Jlnst mocnenoBatensHOTO HMHTEp(deEiica ycTpoiicTBa, BeimoiHstomero poib DCE,
HEOOXO/IMMO YKa3bIBaTh TAKTOBYIO YacCTOTYy (MPOMYCKHYIO CIOCOOHOCTH), MPU ITOM
JJaHHAs1 KOMAaH/1a BBIMIOJIHAETCS TOJIBKO Ha OJJHOM CTOPOHE JIMHUH CBS3HU:

router(config)#interface serial0

router(config-if)#clock rate 125000

Ecniu wa mnocnemoBaTenbHOM HHTepdelice HEoOXOAMMO UCHOIB30BaTh JPYroi
poTOKOJ 2-T0 ypoBHs (Hanmpumep, Frame Relay), To 310 nenaercs ¢ moMoIbio KOMaH/Ibl:

router(config-if)#encapsulation frame-relay

[TapameTpbl uHTEpdENHCOB, MPOTOKOJOB 2-TO YPOBHS, a TaKXE CTAaTUCTHUKA
OTIMPABIICHHBIX U MOJYYEHHBIX KaJPOB MOXKET ObITh MPOCMOTPEHA CIEAYIONIEeH KOMaHA0U
B pEXKUME aIMUHUCTPATOPA:

router#show interface

[Tonpobnass wHbopmanus o mapamerpax Impotokona I[P moctymHa B pexume
aIMUHUCTPATOPA 110 KOMAHJIE:

router#show ip interface interface

Kparkas cBonnas Tabnuiia coctosiuuii [P-untepdeiicos:

router#show ip interface brief

PaccMOoTprM HAcCTpOMKY CTaTMYECKOW MaplupyTtuszanuud. MapupyTsl, BEAyIIUE B
CEeTH, K KOTOPBIM MapUIPyTU3aTOpP NOAKIIOYEH HEMOCPEICTBEHHO, aBTOMATUYECKH
N00aBIAIOTCS B MAapUIPYTHYIO TaOnuily mocie KoH(urypupoBanus wuHTepdeiica mnpu
YCIIOBHH, YTO UHTEP(DENC KOPPEKTHO PYHKIIUOHUPYET.

Jnsd HazHaueHUs JIONOJHUTENBHBIX CTATUYECKHX MapUIPyTOB B  PEKUME
rJ100abHON KOH(HUTYpaIii BBOAUTCS KOMaH/IA:

router(config)#ip route prefix mask ip_address

MapuipyT 1o yMon4aHUIO (CTaHAAPTHBIA MapUIpyT) Ha3HA4aeTCs Cleayrouen
KOMAaH/IOH:

router(config)#ip route 0.0.0.0 0.0.0.0

ip_address

[IpocMoTpeTh TabIUIly MapIIPyTOB MOKHO 110 KOMaH/IE:



router#show ip route

2. llepsonauanvuas nacmpotika cemegvix napamempos Cisco 10S

[locTaHOBKa 3adauu: BBINOJHUTH IEPBOHAYAIBHYIO  HACTPOMKY  CETEBBIX
napamerpoB  OC Cisco 10S wmapmpyrtuzaropa Cisco 2811 ¢ pabodeid craHImH
aIMUHHCTPATOPA CETH, UCITOIb3YS JAHHBIC B CICIYIOIINX JaHHBIX:

IP-anpec uatepdeiica: Fa0/0 10.194.7.1/24.

IP-anpec untepdeiica: Fa0/1 192.168.100.26/30.

CranmpapTasiii nutro3: 192.168.100.25.

Nwmsa mapupytuzaropa: R7.

Jlomen: net.bank.

[Maposs noctyna: enable Xkld7Hn43412&.

JlokanbHBIHN MMOJIb30BaTelb/Maposib: Noc/nTefa#51.

[TocenoBaTenbHOCTD JEUCTBUN.

[ar 1. IMogkmounte k Mapupytuzatopy Cisco 2811 pabouyro cTaHuuio yepes
KOHCOJIbHBIN HIHYp U uHTepdeiic RS-232.

[ITar 2. 3anmycTUTh TEPMUHAJIBHBINA KIUEHT U MPOBEPUTH IPABUIILHOCTH apaMeTPOB
€ro HaCTPOMKH.

[ar 3. [IpocMOTpEeTh CHMCOK KOMaH/ IOJIb30BATEIBCKOT0 PEKUMA.

BpInonmHUTE KOMaHY:

router>show version

[ITar 4. IlepeiTi B aAIMUHUCTPATUBHBIA PEXKUM, BBIIIOJIHUB KOMAHLY:

router>enable

[ar 5. [TpocMOTpeTh YPOBEHB JOCTYIA B CUCTEME U TEKYIIYIO KOH(PUTYPAITUIO:

router#show privilege

router#show running-config

[ar 6. IIpocMOTpeTh CUCOK TOCTYNMHBIX KOMaH[. ONpeleanuTs U BBIIOJIHUTh BCE
BO3MOXHBIE MH(POpMaLlMOHHBIE KoMaHabl. Hanpumep:

router#show flash

router#show version



router#show logging

[ITar 7. BBINOJHATE HACTPOWKY MapIIpyTH3aTOpa B COOTBETCTBUHU C YKa3aHHBIMHU
napaMeTpaMH, BBIINIOJHUB CIIEYIOIINE KOMAaH/IbI:

configure terminal

hostname R7

interface fastEthernet 0/1

ip address 192.168.100.26 255.255.255.252

no shutdown

interface fastEthernet 0/0

ip address 10.194.7.1 255.255.255.0

no shutdown

ip domain-name net.bank

ip route 0.0.0.0 0.0.0.0 192.168.100.25

[ar 8. CoxpaHuTh KOHGUTYPAIMIO MAPIIPYTU3ATOPA, BHIMOIHUB KOMaH]TY:

write memory

[ITar 9. BeIKIIFOUUTH MUTAHUE MAPLIPYTHU3ATOPA. Y CTAHOBUTH CETEBOM MOysib NM-
ESWI161. Brxmounte nuranue Mapmpyrtusaropa. lIpoBepuTs BO3MOXKHOCTH 3arpy3Ku
MaplIpyTH3aTOpa C HOBOM KOH(UTYpaIue.

[ITar 10. ITpocMOTpeTh CIHCOK BCEX MOPTOB U UX UMEH:

sh ip interface brief

[Tar 11. BeImoJHUTS CAEAYIOMNE KOMAH/IbI M IPOCMOTPETh UX PE3yJIbTaThI:

sh processes

sh file systems

[ar 12. BeixiarounTs pexxuM mudpoBaHus maposeii B KOHPUTyparmoHHoM ¢aiie,
CO3/IaTh TOJIH30BATEIIA U YOSIUTHCS, YTO MapoJib B KOH(PUTYpAIIMOHHOM (haiiyie 3amucaH B
OTKPBITOM BHUJIE, 3aTE€M BKIIOYUTH PEKUM MU(POBAHUS MApoJiel U yOeIUThCs, YTO TeTeph
MapoJib MPEACTABISICTCS B 3aTU(POBAHHOM BHUJIC:

no service password-encryption

username nocl secret test

username noc2 password test
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enable secret test2

show running-config

service password-encryption

show running-config

[Mar 13. YpganuTh BceX CO3JaHHBIX paHEE II0Jb30BATENCH, 3aJaTh CTOMKHE K
nepe6opy ImapoJin MoJIb30BaTenel U mapojin Mt aIMHHHCTPATHUBHOI'O OOCTYIIA.
IIpoBepuTh, 4TO I MOAKIKOYEHN K MAPLIPYTU3ATOPY U MEpEeXoaa B aIMUHUCTPATUBHBIN
pPeXUM TpeOyeTcs Iapoib:

line console 0

password n&bbR4d21

login

no username nocl

no username noc2

enable secret xkld7Hn43412&"

username noc secret nTefa#51

[[Tar 14. BpINOJHUTH HACTPOMKY MEXaHU3Ma POJIEBOTO YIPABICHUS HOCTyIa K
KOMaHJaM MaplIpyTU3aTopa, peam3yromiero cleayouyto MoJuTUKY 0€30MacCHOCTH.

CyIecTBYIOT CIEAYIONIUE POJM M COOTBETCTBYIOIIME MM YPOBHHU 0O€30MaCHOCTH:
agmuauctparop (15), umkenep (5) u omeparop (3). Hoctym moab30BaTensim,
ABTOPHU30BAHHLIM Ha POJIb HHIKCHEPA, MOKET OBITH MMpeaoCTaBJICH TOJIBKO YCPE3
KOHCOJIbBHYIO CCCCHIO. HpI/I 9TOM MOTI'YT 6I>ITI> BBITIOJTHCHBI OCHOBHBIC KOMAHIBI I10
ANArHOCTUKE U HaCT‘pOf/'IKC CpCaACTB MapmpyTu3alnuu, KOMMYyTalluu U aapcCaluu.

[lonp30BaTenu, aBTOPU30BAaHHBIE HA  POJIb  ONEpPATOpPa, MOTYT  TOJIBKO
[IPOCMaTPUBATh JUArHOCTHYECKUE JAaHHbIE HAa Mapuipyrtuszarope. Poibp agMuHMCTparopa
HMECT BCC IIPUBUIICTUU:

username admin privilege 15 secret nTefa#51

enable secret 15 secret Rc@sxa&h

username engineer privilege 5 secret LwgndhR5

enable secret 5 secret Jnfon&gd

username operator privilege 3 secret *mmfjj&D
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enable secret 3 secret Mf88MMh1

privilege exec level 3 show running-config
privilege exec level 3 show startup-config
privilege exec level 3 show

privilege exec level 3 ping

privilege exec level 3 ssh

privilege exec level 3 telnet

privilege exec level 3 exit

privilege exec level 5 configure terminal
privilege exec level 5 configure

privilege configure level 5 ip

privilege configure level 5 no ip

privilege configure level 5 ip route
privilege configure level 5 no ip route
privilege configure level 5 router
privilege configure level 5 no router

privilege configure level 5 interface

line console O

privilege 3

Koumponwvnvie sonpocui:

1. OcobeHHOCTH PabOoTHI B MOJIB30BATEILCKOM pexkuMe Mapiipytuzatopa Cisco.

2. OcobenHoctu pabOThl B aJIMHHHCTPATUBHOM PEXHUME MapUIpyTH3aTOpa
Cisco.

3. Hactpoiiku  mapmpytuzatopa  Cisco B DIOOAJLHOM  pPEXHUME
KOH(UTYPUPOBAHMUSI.

4. Kondurypanumonnsiii ¢aitn mapmpyruzaropa Cisco.

S5. HanMenoBanue wmojynei JIMHEWHBIX KapT W CETEBBIX HHTEpGENCcOB Ha

Maprpytuzatopax Cisco.
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JlaboparopHasi pa6ota Ne2. [IpoekTupoBaHMe KOMMYTHPYEMOI CeTH C
HCMoJIb30BaHueM TexHoaorun VLAN

1. Uzyuenue mexnonoeuu VLAN
2. Ilpoexmuposanue JIBC ¢punuana bamka c ucnonvzosanuem mexuvonoeuu VLAN

Lenv pabomul.

[lenpro mabopaTopHON PabOTHI ABJISETCS OOYUCHHE METOIaM U CPEJICTBAM 3aIlUTHI
HHDPACTPYKTYPHl KOMMYTAIIMH IPU UCIIOJIB30BAaHUU TEXHOJIOTUN BUPTyalIbHBIX JIBC
(VLAN), ux HacTpoiike 1 MapIipyTHU3aIUH.

1. Uzyyenue mexnonoeuu VLAN
Bupmyanvnasa JIBC i VLAN — mupokoBeaTenbHbIi TOMEH BTOPOTO YPOBHSI.

[TopThl KOMMYyTaTOPOB, NpUHAIEKaIKUe oJHOU VLAN, MOryT 0OMEHUBAThCA KaJpaMu
MEX]ly cOOOM, HO HE MOTYT OOMEHUBAThCs Kaapamu ¢ moptamu apyrux VLAN.

Jlns nentpanuzoBanHoro ynpasieHus VLAN Ha koMMyTaTopax MOXET ObITh
HCIIOJIB30BaH MpoToKoa VTP.

Jlnst nmepenaun kaapoB HecKoJIbkUX VLAN Mexy KOMMyTaTropamMu UCIOJIb3YIOTCS
Mazucmpanvhbie coeOuHeHUs, WIA MPaHKu.

[TopTel KOMMYTAaTOPOB, OOPa3yIOIIME MAarUCTPAJIbHBIN KaHall, HA3bIBAIOTCS
Ma2ucmpanbHbiMu, WA MpanKoebiMy NopTaMi. Ha MarucTpanbHbIX opTax (B OTJINYUE
OT MOPTOB JIOCTYIIa) IPOU3BOAUTCS UACHTUPUKALNA U HHKaNCysauusa kaapoB VLAN ¢
noMolibio nmpotokosioB ISL unu IEEE 802.1Q.

JIns AMHaMHUYECKOTO CO3/IaHMsI MaruCTpaabHOTO KaHaua MEXAYy KOMMyTaTopaMu
MOYET UCII0IB30BaThCs MpoToKoy DTP. I[TopTel KOMMyTaTopa, nepeaaromme Kaapbl
Tosibko ofHOM VL AN, Ha3wiBatoTcsa nopmamu docmyna (access port). Kak mpasuio, mo
YMOJTYaHUIO BCE MOPTHl KOMMYTATOPOB SIBJIAIOTCS TOpTaMu Joctyna u Haxoasares B VLAN
c HoMepoM 1, HazpiBaeMoli cobcmeennol unu cmanoapmuoti VLAN (native VLAN). Jlns
co0ctBeHHbIX VLAN He NpUMEeHSI0TCS HUKAKHE MPOTOKOJIbI MHKATICYJIALIMH.

Paznmuuaror cratnueckue u nuHamuueckue VLAN. B cmamuueckux VLAN
Ha3Ha4yeHUe MopTa OCYLIECTBIAETCA aAMUHUCTPATOPOM Ha JTaIle HACTPOUKHU

koMMyTaTopa. B ounamuueckux VLAN HazHaueHHe MOPTA OCYIIECTBISAETCS 110
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HEKOTOPOMY TIPOTOKOJTY H, Kak nmpaBuiio, Ha ocHoBe MAC-anpeca y3na cetu. B
HACTOSIIIIee BpeMsI B OCHOBHOM HCIOJIb3YyIOTCsl cTaTndeckne VLAN.

KommbroTepsl, Haxozsmuecs B pa3Hbix VLAN MoryT oOMEHUBATHCS TaHHBIMU
TOJIBKO Yepe3 MapuIpyTU3aTop (WM JIF0O0e Jpyroe yCTporucTBO ypoBHA L3), nMerommii
untepdeiicel B 3Tux VLAN. Takue VLAN Ha3biBatoTCs MapiipyTU3UPyEMbIMH, HHAYE —
U30JIMPOBAHHBIMH.

B Hacrosimee BpemMsi peKOMEHAYETCS UCIIOIb30BATh CIEAYIOLINE IPUHUUIIBI IPU
CO3JITaHUH M HACTPOWKE 3aIMUIIECHHBIX KoOMMYyTUpYyeMbIX JIBC:

1. He ucnionp30BaTh 718 pacpocTpaneHust nHpopMauu 06 ucrnonb3dyeMbix VLAN
B JIBC npotokon VTP (Bkitouath pexxum transparent).

2. B xauecTBe mpOTOKOJIa MHKATICYJIAIMU UCTIONBh30BaTh rpotokoin |EEE 802.1Q.

3. 3anpeTuTh nepenanaTh Kaapbl coocTBeHHOM VLAN no MaructpajibHbIM KaHallaM.
B xauectBe native VLAN ncmosb30BaTh CrieuaabHO IS 3TOTro BeieneHHy0 VLAN, He
UCIIOIb3YEMYIO HU JJISI KAKUX JAPYTUX LIEJIEH.

4. He ucnons3oBars crangapTHyo VLAN 1 B JIBC uu anig kakux ueneit, 0coOeHHO
JUI yIPaBJICHUS CETEBBIM 000PYI0BAaHUEM.

5. Ha maructpajibHbIX MOpPTaxX UCMOJIb30BaTh TOILKO HeoOxoaumbie VLAN —
VLAN, KOTOpbIM NMPUHAJIEKAT TOPTHl KOMMYTAaTOPOB Ha JIpyroi cropone. Bee apyrue
VLAN 3anpemars.

6. He ucnonb3oBats ogunakoBeie VLAN Ha pa3ubix kommyTtaTopax. Hanbomnee
NPEANOYTUTENbHBIN BApUAHT IPOSKTUPOBAHUS — OJIMH KoMMmyTaTop, ogHa VLAN, onHa
IP-ioaceTs.

7. Bce Hencnoab3yeMble TOPThl KOMMYTATOpa MepeBOAUTh B pexkuM shutdown u
Ha3Ha4aTh UX B CIEUUAIBHO CO3/IaHHYIO JUISl 3TOr0 HEMApLIPYTU3UPYEMYIO U
n3oaupoBanHyr0 VLAN.

8. Ha moprax mocTyna OTKIJII04aTh UCIIOIb30BaHue poTtokoaa DTP.

JI71st MUHUMU3AIMKA BPEMEHH BOCCTAHOBIICHUS (DYHKIITMOHUPOBAHUS CUCTEMBI IPU
NOJKJIIOYEHUH KaHala Ha MaruCTpaJIbHbIX MOPTaxX ycTaHaBauBaTh mpotokoia DTP B

pexumax On/On u Nonegotiate (OTKIIFOUaTh COTJIACOBAHUE).
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2. Ilpoexmuposanue JIBC ¢puruana 6amka c ucnorvzosarnuem mexuvonoeuu VLAN

[ToctanoBka 3agaun: JIBC ¢punmana 6anka noctpoeHa Ha 0aze AByX KOMMYTATOPOB
ypoBHs jaoctyna ¢unmmana Cisco Catalyst 2960 (SW4-2, SW4-3), komMmyTaTtopa ypoBHS
sapa-pacnupeznenenus pumuana Cisco Catalyst 3560 (SW4-1) u mapmpytrsaropa 1ocTyma
Cisco 2811 (R4).

Tpebyercs co3gate VLAN ¢ HOMepamu [jisi pabOuyMx CTaHIUNA, MPUHTEPOB U
cepBepoB OaHKa B COOTBETCTBUM CO CXEMOW, MpEACTaBICHHONW Ha puc. 1, HacCTpOUTH
MapupyTuazanuio Mexay 3TuMu VLAN npu ux noakinrodeHuy K Mapupytu3aropy R4 mo
MarucTpajibHOMY KaHaldy, a TakK€ BBINOJHUTh HACTPOMKHM B COOTBETCTBUU C
MPUBEICHHBIMU BBIIIE PEKOMEHIAIUSIMU.

[TocenoBaTenbHOCTD JEUCTBUN.

[ar 1. Ha kommyTaTope ypoBHs noctyna gunnana SW4-3 oTKIIOUUTH IPOTOKOJI
VTP, coznats HeoOxoaumbie VLAN, HaCTpOUTh MarucTpalibHbIN MOPT U MOPTHI IOCTYTIA
KOMMYTAaTopa:

vip mode transparent

vlan 30

name AS_Client_Bank

vlan 40

name Service

vlan 700

name unused ports

vlan 701

name native

[ITar 2. HacTpouTh UCHIOIB3YEMbIE MAaTUCTPAIIbHBIC TOPTHI U MOPTHI AOCTYyIIA
koMmyTaTopa SWA4-3:

interface fastEthernet 0/1

switchport mode trunk

switchport nonegotiate

switchport trunk native vlan 701

interface fastEthernet 0/2
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Pucynok 1- Cxema coenunenus ooopyaoBanus JIBC

switchport mode access

switchport nonegotiate
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switchport access vlan 30

[ar 3. Hactpouts HEeUCHOIb3yeMble TOPTHI KOMMyTaTopa SW4-3, ncronb3ys
BO3MOKHOCTDb YKa3aHHA OUalla30Ha ITOPTOB:

interface range fastEthernet 0/4-24

switchport mode access

switchport nonegotiate

switchport access vlan 700

shutdown

[ar 4. BeInmoHUTH aHAIOTMYHBIE HACTPOIKHU ¢ yueToM Tpebyembix VLAN, Ha
KoMMyTaTtope SW4-2.

[Iar 5. Ha kommyTaTope ypoBHs siapa-pacupenencHus puauana SW4-1 HacTpouTh
MaruCTpajJbHBIC ITOPTHI AJIsI COCAMHCHUS C MApPIIPYTHU3aTOPOM U KOMMYTAaTOpaMH JOCTYyIIa
I10 CXCMC MAT'UCTPAJIbHOT'O ITOAKIIFOUCHU . BrimmoaHuTh HaCTpOﬁKH 0€30I1aCHOCTH
COIIaCHO IIPHUBCACHHBIM BBIIIEC PCKOMCHOA MM

ip routing

interface fa0/1

switchport trunk encapsulation dotlq

switchport mode trunk

switchport nonegotiate

switchport trunk native vlan 701

switchport trunk allowed vlan 10,20,30,40

[Tar 6. Ha mapmpyTtuzarope grmana R4 cozgats Heooxoaumeie VLAN,
HacTpouTh SUD-uHTepdericel Ha mopTy Fal/l u BKIFOUNTH MHKATICYJISIIHEO 110 IIPOTOKOITY
|EEE 802.1Q:

interface fa0/1

no shutdown

no ip address

interface fa0/1.2

encapsulation dotlq 10

ip address 10.194.4.1 255.255.255.192
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interface fa0/1.3

encapsulation dotlq 20

ip address 10.194.4.65 255.255.255.192
interface fa0/1.4

encapsulation dotlq 30

ip address 10.194.4.129 255.255.255.192
interface fa0/1.5

encapsulation dotlq 40

ip address 10.194.4.193 255.255.255.192

[ar 7. [IpoBeputs noctynHocTh cepBepoB AC ¢ pabounx CTaHIUN, UCCIEA0BATh

(bOpMaT KaapoB, IICPCAAOITNUXCA 110 MArCTPAJIBHOMY KaHATy MCKAY KOMMYTAaTOPOM

Spa-pacnpeeNICHIs] 1 MapIIPyTH3aTOPOM.

Y6eauThcsi B HeBO3MOXKHOCTH B3aumoeicTBus ¢ cepBepamu AC uz VLAN 700.

[ar 8. Yo6eautscs, uro kaapsl native VLAN He HHKANCyJIUPYIOTCS TPOTOKOJIOM

IEEE 802.1q nmpu ux nepenade no MaruCTpajJbHOMY KaHaIy.

DTP.

Koumponvnwvie 6onpocoi.

1. Onpenenenne BupryanbHoil JIBC.

2. JlaiiTe peKOMEHJAllUH 110 HACTPOMKE MEXAaHU3MOB 3aIUThI BUpTYyaiabHbIX JIBC.
3. Onpenenenue cratnueckor u nuHamMmudeckot VLAN.

4. TlosicHuTe Ha3HaueHWE W OOIIMEe MPUHIUIBL (YHKIMOHUPOBAHUS MPOTOKOJA

5. Ha3nauenwue noptoB Tuma trunk u access.
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JlaGopaTopHasi padora Ne3. [IpoekTrpoBaHue 0TKA30yCTOHYHUBOI CeTH HA
OCHOBeE Ha OCHOBe npoTokoJa STP

1. Uzyuenue npomoxona STP
2. Ilpoexmuposarnue omxkaz0ycmouyusol cemu Ha 0CHo8e Ha ocHoge npomoxona STP

Lenv pabomul.

[enpto nabopaTopHO pabOTHI ABISETCS U3yUYEHUE METOJIOB M CPEJCTB MOCTPOCHUS,
3alIUTHl ¥ ONITUMHU3AIUK 0TKa30ycToHuuBbIX JIBC Ha ocHOBe nmpoTokona STP.

1.  Hszyuenue npomoxona STP

[IpoToKONBI W MEXaHWU3Mbl ONTUMH3AaUMM U 3amUThl  cemeidctBa STP
pelIHa3HA4YeHbl JUIsSl MPEJOTBPAILCHUS MeTeNb (I[UKIOB) B CETSIX C MHOXECTBEHHBIMHU
MapuipyTamu Ha kaHaibHOM ypoBHe JIBC. 3a cuet oOmena city:xeonsiMu BPDU-kanpamu
KOMMYTATOpbI, HA KOTOPBIX 3amyiieH npotokosl STP, cTpodr Tomojoruto, B KOTOPOH
MEXK]y JIOOBIMU JBYMsSI KOMMYTAaTOpPaMH CYIIECTBYET TOJBKO OJIMH aKTUBHBIN B JTAHHBIN
MOMEHT MapuIpyT HA KAHAJTLHOM YPOBHE.

B Hacrosmee Bpemsi ceMeWCTBO MNpPOTOKOIOB STP BkItOYaeT MPOTOKOJBI M
mexanusmbl [EEE 802.1d, IEEE 802.1w, IEEE 802.1s, IEEE 802.1t, a Takxe pacuuperue
Cisco Spanning Tree Toolkit.

OnHUM U3 OCHOBHBIX 3JIEMEHTOB MpoTokoaa STP sBisieTcss KOpHEBOM KOMMYTATOP.
HekoppekTHblii ~ BBIOOp  KOPHEBOIO  KOMMYTAaTopa,  BBI3BAHHBIA  OLIMOKAMH
KOH(MUTYpUpOBaHUS OOOPYIOBAaHMS WJIM aTakaMW HapylIUTEIeH, MOMXKET TMPUBECTH K
HapylIICHUIO  ITAaTHOTO  (YHKIIMOHUPOBAHUS  CETEBOM  WHPPACTPYKTYpHl  WJIHU
NepeHanpaBJICHUIO U MepexBaTy HHGOPMAIIMOHHBIX TOTOKOB Ha KaHAJTLHOM YPOBHE.

B nHacrosiee BpeMsi UCIIOJIB3YOTCS CIEAYIOMINE TPUHLUMIBI IPU TPOEKTUPOBAHNH,
HACTpOMKE U ONTUMHU3AIMHU POTOKOJIOB ceMericTBa STP.

1. Hcnonb3oBarh mpoTOKOJBI cemeiictBa STP ¢ 1enpl0  MOCTPOCHUS
otkazoycrouuBeix JIBC Tonbko mnpu HeoOxoammoctu. [lo BO3MOXHOCTH IS
oOecrieyeHnss OTKa30yCTOMUMBOCTH W BbICOKOM aoctynHoct JIBC wucnons3oBath

MCXAaHU3MBbI U ITPOTOKOJIbI MAPIIPYTHU3AITHUU CCTCBOTO YPOBHA.
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2. Ilpumenenue mnporokona STP sBisercsa o00s3aT€NbHBIM B CiIy4yae Ieperadu
JAaHHBIX B OJHOM u TOoM ke BupTyansbHoil JIBC, opraHu3oBaHHOW Ha pa3HBIX
KOMMYTATOpax, a Take JUIs 3alIUThl OT JECWCTBUU IOJB30BATENEN HAa MOPTAX JOCTyMa
koMMyTaTtopoB JIBC u omub0ok 006cIy>KMBaIOIIEro NepcoHania.

3. B cemeiictBe npoTtokosioB STP pekomeHyeTcsi ucnonb3oBarh npoTokon Rapid-
PVST+.

4. AJIMUHUCTPAaTHBHO ONpPENENATh W Ha3HA4YaThb KOPHEBbIE KOMMYTaTOPBI.
Hcnosp30BaTh AOMOJHUTEIBHBIC MEXaHU3MbI M CPEICTBa 3amuThl mpoTokona STP (Root
Guard, Loop Guard, UplinkFast, UDLD) nmns npenoTBpamieHHs IOJyYEHUS pPOJIA
KOPHEBOI'0 KOMMYTAaTOpa APYTMMH KOMMYTaTOPaMHU.

5. Ha mnoprax poctynma kommyTraropoB JIBC BBIONHATE HACTPOMKH IO
MPEA0TBPALIEHUIO BO3MOKHOCTHY NOsIBIEHUS Wi ¢puibTpaunu BPDU-nakeroB mporokona
STP (mexanu3zmbl BPDU Guard u BPDU Filter cooTBeTCTBEHHO), a TakKe BBIOIHITH
HACTPOMKHU ISl OBICTPOrO BKJIFOYEHMSI M 3aIUThl KOPHEBOTO KOMMYTAaToOpa (MEXaHU3MBI
PortFast 1 Root Guard cooTBETCTBEHHO).

2. Ilpoexmupoearue omkazoycmoudugol cemu Ha OCHO8e Ha OCHOGe
npomokona STP

IToctanoBka 3agaduu

Ha xommytaTtopax JIBC ¢dunuana 6anka BBIOJTHUTH HACTPOIMKK mpoTokona STP u
MexaHu3MoB ero 3ammrthl. [loctpoennas JIBC pomkna obOecrnednBaTh COCTOSIHHE
JNOCTYITHOCTH IIPU OTKa3e:

= oJTHOTO 13 KoMMyTaropoB SW7-1 umu SW7-2;

— AKTUBHOI'O KOMMYTHPYEMOIO opTa Mapupyrusaropa R7;

- onHo¥ n3 nuHUM cBa3u kaHaja EtherChannel;

— AKTUBHOIO MOPTA JIMHUU CBSI3M MEXIY KOMMYTAaTOPOM YPOBHS JOCTYIa
Y KOMMYTaTOpPOM YPOBHS siApa-pacupeieieHusl.

IlocnenoBaTenbHOCTE JEUCTBUM.

[ar 1. [TocTpouTk cXeMy JOTMYECKOTO coenHeHnss kommyTtaropos JIBC u HaiiTn

BO3MO>KHbBIE IIUKJIbI HA KAHAJIBHOM YpPOBHE (CM. puc. 3).
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OHpeI[eJ'II/ITB OIITUMAJIBHOC TTOJIOKCHHUEC KOPHCBOI'O KOMMYTATOpa B COOTBCTCTBHU C
MapIipyTaMu HHPOPMAITMOHHBIX TOTOKOB.

[ar 2. K mapupytuzatopy R7 B ciotr Ne 3 nmoaxmounts Mmoayias HWIC-4ESW,
o0OecreunBarOINKA HATWYKME JOMOJHUTENBHBIX YeThlpeX KomMmyTupyeMbix Ethernet-
noptoB. Co3/1aTh HA KOMMYTUPYIOIIEM MOJYJIe MapuipyTuzaropa BuprtyaibHbie JIBC u
JUISL KaxJoW M3 HUX HAcTpouTh uHTepdeiic SVI, obecrneunBaromuii MapuipyTu3auio
BUPTYyalIbHBIXJIBC:

vlan database

vlan 10 name Servers

vlan 20 name AS_Filial

vlan 30 name AS_Client_Bank

vlan 40 name Service

interface vlan10

ip address 10.194.7.1 255.255.255.192

interface vlan20

ip address 10.194.7.65 255.255.255.192

interface vlan30

ip address 10.194.7.129 255.255.255.192

interface vlan40

ip address 10.194.7.193 255.255.255.192

interface fastEthernet 3/0/0

switchport mode trunk

switchport trunk allowed vlan 10,20,30,40

switchport trunk native vlan 701

interface fastEthernet 3/0/1

switchport mode trunk

switchport trunk allowed vlan 10,20,30,40

switchport trunk native vlan 701
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PucyHnok 3 - Cxema coeMHEHUSI KOMMYTaTOpOB OTKa3zoycToiunsoi JIBC

[ITar 3. Ha koMMyTHpYIOIIIEM MOJIyJIe MapiHipyTuzaropa R7 HacTpOUTH MPOTOKOI
Rapid-PVST nmns tpedyembix VLAN:

spanning-tree mode rapid-pvst

[ar 4. Mexny kommytatopamu SW7-1 u SW7-2 HacTpoUTh arperupoBaHUE JIBYX
KaHAJIOB Tiepeaaun JaHHbIX 1o TexHosoruu Etherchannel:

interface GigabitEthernet0/1

channel-protocol lacp

channel-group 1 mode on

interface GigabitEthernet0/2

channel-protocol lacp

channel-group 1 mode on
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interface port-channel 1

no shutdown

switchport mode trunk

switchport trunk native vlan 701

switchport trunk allowed vlan 10,20,30,40

[ar 5. Ha kommyTtatope SW7-1 Hactpouts npotokod Rapid-PVST st tpeGyembix
BUpTyalibHbIX JIBC M 3a1aTh HAUBBICIINI TPUOPUTET KOMMYTATOPa, 0OECIIEYUB EMY POJIb
KOpHEBOro MocTa B yka3zaHHbIX VLAN:

spanning-tree mode rapid-pvst

spanning-tree vlan 10,20,30,40,701 root primary

[Tar 6. Ha kommyTtaTtope SW7-2 Hactpoutsh npotokoi Rapid-PVST s tpeGyembix
VLAN wu 3a1aTh HauBBICIIUN NPHOPUTET KOMMYTATOPa, 0OECIIEYUB EMY POJIb KOPHEBOIO
MocTa B ykazaHHbIX VLAN B ciiydyae BeIxoja u3 CTposi kKommyTtaTtopa SW7-1:

spanning-tree mode rapid-pvst

spanning-tree vlan 10,20,30,40,701 root secondary

[Iar 7. Ha kommyTtatopax SW7-1 u SW7-2 nactpouts Mexanu3m Root Guard:

interface range fa0/2-3

spanning-tree guard root

[Mar 8. Ha xommytaropax SW7-3 u SW7-4 HacTpouTh IPOTOKOT

Rapid-PVST nns tpebyembix VLAN:

spanning-tree mode rapid-pvst

spanning-tree vlan 20,30,40,701

[ITar 9. Ha noprax noctyna koMmmytaropoB SW7-3 u SW7-4 HacTpOUTh IPOTOKOJI
STP B pexxume portfast, BkiounTh Mexanu3msl 3amiutel BPDU Guard:

interface range fa0/3-4

switchport mode access

spanning-tree bpduguard enable

spanning-tree portfast

[ar 10. Y6eauThcsi B KOPPEKTHOCTH HACTPOUKH mpoTokoia STP Ha koMmMmyTaTopax

JIBC. IlpoBepuTh BO3MOXHOCTb (DYHKIIMOHUPOBAHUSI CETHU MpPU OTKIOYEHUH MOpTa
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Fa0/0/1 mapmpytuzatopa R7, npu otkmouenun mopta Gi0/1 xkommyraropa SW7-1, npu

oTkimoueHuu kommytaropa SW7-1 wnu npu otkmodeHun nopra FaO/l xommyrtaTtopa

SW7-3.

KOHWIpO]Zbele 680Npochyl.

1. [Tpunaimn GyHKIIMOHUPOBAHUS CETH Ha OCHOBE MpoToKona STP.

2. [Tosicaute cTpyktypy BPDU-kanpa.

3. HazoBuTe n0moNHUTENbHBIE MEXAaHU3MBI M CPECTBA 3alIUTHI MPOTOKOJIA
STP.

4, [TosicauTe BBHIOOp MOPTOB akTMBauMM MexaHuzMa Root Guard Ha

KOMMYTaToOpax YpOBHS Apa-pacupeaenceHus punmana.
ObocHOBaHKE BbIOOpa KOPHEBOTO KOMMYTaTOpa
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