OE/IEPAJIBHOE ATEHTCTBO CBA3U
CeBepo-KaBKa3CKUi punnal
CeBepo-Kaskazckuii ¢punuan opaena TpynoBoro Kpacuoro 3namenu
dbenepanbHOTO TOCYIapCTBEHHOTO OIOIPKETHOTO YUPEKISHHS BBICILIETO
oOpa3zoBaHUs
«MOCKOBCKHUI TEXHUYECKHI YHUBEPCUTET CBA3U U MH(POPMATHUKI

Meroauueckue yka3zaHus
10 BBITIOJHEHHUIO KYpCOBOU pabOThI MO JUCLMIIINHE
«CHCcTEMBI KOMMYTALIM

(mampaBnenue noarotoBku 11.03.20 «HpoKOMMYHUKAITMOHHBIE TEXHOJIOTUU U
CUCTEMBI CBS3U», PO b «CETH CBSI3U U CUCTEMbI KOMMYTAIIHH )

PocTtoB-na-/lony
2019



MGTOI[I/I‘IGCKI/IG YKa3aHUus
I1O BBIITOJIHCHUIO KYPCOBOI'O IIPOCKTA IO AUCHUIIIINHC

«CHcTeMBI KOMMYTalluu»

CocraBuTenu:
Manun A.A., 3apeayromuii kadeapoit «CeTu CBA3U U CUCTEMBI KOMMYTAITUN,

K.T.H., JIOIICHT

Paccmotpeno n oqo6peHo
Ha 3acenanuu kadeapst UTCC

[Tpotokom oT «  » 2019 1. No



OO0umue ykazanus M BBIOOp BapHMAHTA

BrimonHeHne KypcoBOro MpoeKTa HAIMpaBICHO HAa 3aKpEIUICHUE 3HAHWM,
MOJIYYCHHBIX CTYJEHTaMU NpPU HM3YYEHUH YETBEPTOro MOAYJSA JAUCUUILIHMHBI
«CHCTEMBI KOMMYTAIIMWY, TTOCBIIIEHHOTO TPUHIMIIAM TaKeTHOM KOMMYTAIlUH B
CeTAX CBSI3M, a TAKXKE Ha MPUBUTHE HABBIKOB MPOEKTUPOBAHUS U HAcTpouiku |P-
CETEH.

OdopmiieHne KypcOBOTO TPOEKTa MPOU3BOAUTCS B COOTBETCTBUU C
TpeOOBaHUSIMHM, H3JI0KECHHBIMU B [1].

Kaxxnplii CTyACHT BBITIOJHSET MPOCKT B OTHOM BapHaHTE, HOMEP BapHaHTa
ompezaenseTcss mnochenned uudpoin crymenyeckoro Ounera (Cb) u omHOH
nocienuent mudpoi texymero roga (I)).

Buemnuit IP-aapec knacca B mpoexTupyeMoil ceTu BBIOMpAETCss UCXO.s
u3 Tabnuils 1.

Tabnuna 1 — Buemnuii IP-anpec npoexktupyemoit cetu

Chb IP-anpec Cb IP-aapec
1 135.12.00 6 214.125.0.0
2 128.34.0.0 7 138.234.0.0
3 65.20.0.0 8 85.76.0.0
4 112.38.0.0 9 75.89.0.0
5 94.56.0.0 0 76.94.0.0

KonnuecTBo BUPTYaJIbHBIX JIOKAJIbHBIX CETEN MPECTaBICHO B TadIUIIE 2.

Tabnuma 2 — KomnuecTBO BUPTYaIbHBIX JOKAJIbHBIX CETEH

Cb Kon-sBo VLAN Cb Kon-sBo VLAN
1 5 6 7
2 6 7 8
3 4 8 12
4 9 9 11
3) 10 0 14




BHyTpeHHsAs aapecanus CEeTHM AOJKHA MCIOJIb30BATh YACTHBIE ajpeca
xiacca C, 10 pa3geneHds NPOEKTUPYEMOM CETH Ha MOJCETH aaApec CEeTH
onpenesieTcss UCX0As U3 3HaueHus [' B COOTBETCTBUM C TaOnuiei 3.

Tabmuua 3 — BHyTpeHHss afgpecannsi IpOEKTUPYEMOM CETH

r

1,0 2,9 3,6 4,7 8,5

192.168.10.0 192.168.15.0 192.168.20.0 192.168.25.0 192.168.30.0

KomnuectBo mnosnb3oBarenein kaxaoin VLAN omnpenensercs kak cymma
Cb+16. Hanpumep, ctynent ¢ Cb 12 nmpoexTupyer ceTh, y KOTOPOU KOJINYECTBO
nosb3oBareneit B kaxaoi VLAN nomxHO ObITh HE MEHBIIIE

1+2+16=109.

VLAN opranusyrorcs 160 Ha 0a3ze KOMMYTAaTOPOB, MOIEPKUBAIOIIUX
JAHHYI0 TEXHOJIOTHIO, 00 Ha 0ase MapHIpyTH3aTOpPOB, IO YCMOTPEHUIO
cTyneHTa.  Pazgenenwe  aapecHoro  mpoctpanctBa — Mmexay — VLAN
OCYIICCTBJISIETCSA C HCIIOJIb30BaHMEM Macku mnepemenHod mmuabl (VLSM) ¢
Y4ETOM TaOIHIBI 2 U KOJIMYECTBA MOJb30BaTEEH.

Mapmipytuzanusi gobkHa ocymecTBiasatbes mexay VLAN, womepa
KOTOPBIX TipeacTaBieHbl B TaOmuie 4, octanbHbie VLAN 10DKHBI OBITH
W30JIMPOBaHBl JAPYyr OT apyra. Jloctym k BHemHeMy WWW-CEPBEPY HOJKHBI
UMETh BCE TOJIb30BATENIN CETH.

Tabnuua 4 — Homepa VLAN, mMexay KOTOpbIMH JOJKHA OBITH HACTPOEHA

MapupyTH3aLu.
[Ipeanocnenuss Kon-so VLAN [Ipennocnenuss Kon-so VLAN
uuppa Cb uudpa Cb

1 13 4,5 6 45 2,7
2 2,6 34 7 2,5 34
3 12 34 8 5,10 2,8
4 19 2,5 9 2,9 3,7
3) 1,2 8,9 0 59 3,10




B MOsICHUTENBHON 3amMCKe M3JaraeTcsi MOCJIeNOBATEIbHOCTh JIEMCTBUUI
IpU TPOEKTUPOBAHUM U TMOCJIEAYIOIIEH HacTporike cetu. I[Ipu HacTporike
o0opynoBaHUsI HEOOXOAMMO MPEACTABUTh CKPUHIIIOTHI HHTEp(deiica mporpaMmBbl.
K nosichurensHol 3anucke npukiansiBaercss CD-auck ¢ daitnom nmpoekra. Ha
3allUTe CTYAEHT 3amyckaer cBoM (ainm W JIeMOHCTpUpYeT paboTy

CIIPOEKTUPOBAHHOW M HACTPOECHHOM CETH.



Coaep:xaHue KypcoBOro npoeKra

CTyneHT JOJKEH CHpPOEKTUPOBAaThH KopropaTuBHyro [P-cets ¢ yuerom
MCXOJHBIX JIAaHHBIX, COOTBETCTBYIOIIMX €ro BapuaHTy. CeThb CTpOUTCS Ha Oase
obopymoBanust ¢upmbl CiSCO SyStems ¢ HCIOIB30BaHHEM IPOTPAMMHOTO
npoaykra Cisco Packet Tracer, Bce npumensieMoe 000pyIOBaHHE JTOKHO OBITH
COOTBETCTBYIOIIUM 00pa3oM HACTPOCHO W MPaBWIbHO (PYHKIHOHUpPOBaTh. B
npoliecce MPOEKTUPOBAHUS HEOOXOAUMO MPOU3BECTHU CIEAYIONIYIO paboTy.

1. C wucnosp3oBanreM mnporpammuoro mnpoaykra Cisco Packet Tracer
MOCTPOUTH CXEMY MPOEKTUPYEMOM CETH.

2. C yd4eToM HCXOIHBIX JAHHBIX pa3IeiIUTh MPOCKTUPYEMYIO CETh Ha
BuptyanbHbie cetd (VLAN), pa3nenuts Mexy HUMH aJpecHOE IPOCTPAHCTBO.

3. CKOH(UTYpHUPOBATH KOMMYTATOPbI U MAPLIPYTU3ATOPBI IPOEKTUPYEMOM
CETH, OCYUIECTBUTH NMPOBEPKY pabOTOCHOCOOHOCTH C MCHOJb30BaHUEM YTHUIIUT
ping u tracert.

4. Hactpouts mapupytuszanuio Mexay VLAN, ykazaHHBIMU B HCXOIHBIX
JTAHHBIX.

5. YcTaHOBHTH B TPOEKTUPYEMOW CETH CEpBEpP, HACTPOUTH Ha HEM
cnyk6p1 DNS u DHCP, mpou3BecTu aBTOMaTHyecKOE€ TOJYYEHHE CETEBBIX
HacTpPOEK pabOUYMMHU CTaAHIUSMH.

6. YcTaHOBUTH BHEIIHHN WWW-CEpBEpP, HA3HAYUTh €My JIOMEHHOE UMS U
IP-anpec, mpoBepuTh BO3MOXHOCTH MPOCMOTpPa WED-CTpaHUIBI ¢ BHYTpPEHHEH

paboueil CTaHIIMU POEKTUPYEMOM CETH.



MeToauyeckue yka3aHHus K BbINOJHEHUIO POEKTA

[TpoextupoBanue IP-cetu mpousBoauTcs Ha 6a3ze 00OpymOBaHHS (PUPMBI
Cisco rmiaBHBIM 00pa3oM IOTOMY, 4YTO JaHHas (upMa paspaboraia
IIPOrPaMMHBIM TPOAYKT, MO3BOJISIOIMIMKA B BHUPTYAJIBHOW Cpele HacTpauBaTh
ceTeBOe 000pyAOBaHUE TaKUM ke 00pa3oM, KaK U peajbHOE.

HactpauBaemoe  oOopynoBaHMe  HEOOXOAUMO  MOJCOEAMHUTH K
KOMIIBIOTEPY, C KOTOPOTO Oy/IeT MPOU3BOJUTHCS €ro HacTpoika. s aTux uenei
UCIIOJIB3YETCSl CIELMAIbHBIA KOHCOJIbHBIA KabOellb, MOCTAaBIsEMbIH BMECTE C
npuoOpeTeHHbBIM  obopynoBanueM. Pacmaiika pa3beMOB Takoro KaOess

MPEICTABIICHA HA PUCYHKE 1.
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Pucynok 1 — Pacnaiika KOHCOJIBHOTO Ka0ens

JInst cBSI3M HAcTpamBaeMoOTo OOOPYIOBAHUS C KOMIBIOTEPOM OJUH KOHEI
KOHCOJIBHOTO KalOemst (TOT, KOTOPBHI OCHAIEH CETeBhIM KOHHEKTOpOM RJ-
45 8P8C) moakiroyaeTcs B KOHCOJIBHBINA TOPT CETEBOTO 000pyaoBaHUs (OOBIYHO
Hanx HuM wumeercs Haamuch CONSOLE naxopsmiascs B romyboil kaémke),
npyroi koHel kadens nmoakatodaercss k COM mopTy KoMmbroTepa.

[Tocne Ttoro, kak HacTpamBaemoe oOopymoBanue ¢upmbl CisCO
MOJKJIIOYEHO K KOMIBIOTEPY (PU3UUECKH, TO €CTh C IMOMOIILI0 KaOens, K HEMY
MOKHO TOJKIIOUUTHCS C MOMOIIBIO CIEUATBHOTO MPOTPAMMHOTO 00€CIIeUeHHS
U MPOU3BOAUTH €T0 HACTPOIKY. B KadecTBe Takoro mporpaMMHOTO O00eCTIeUCHUS
MOXKHO ucnosib3oBaTh HyperTerminal, Putty u n.p. [Ipu ucnons3oBanuu Putty B
pasaene "Connection Type" neoOxomumo BbiOpaTh BapuanT "Serial", B mone

"Serial Line" ykazatre Homep COM mopra, K KOTOPOMY TOIKJIIOUYCHO



ycTpoicTBo (eciu k nepsomy, To COMI1, eciu ko Bropomy, To COM2 u T.1.).

3nadyenue mois Speed ocraBpre O3 M3MeHeHH kKak 9600 (pucyHOK 2).
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PI/ICYHOK 2 — HOI[KJIIOLICHI/IG K 060py,HOBaHI/II-O qcepe3 HOCJIGI[OB&TCJIBHLIﬁ

uHTepderic

[Tocne Toro, kak Bce mMapaMeTpbl BBICTaBIECHBI B COOTBETCTBUU C
MPUBEICHHBIM BBIIIC ONMHCAHWEM, HEOOXOAMMO HakaThb Ha KHomky Open.
OTkpoeTcs OKHO KoHcoid. OHO OyIeT MOJHOCThIO YEpHBIM U He Oyner
pearupoBaTh Ha Ha)kaThe KJaBWIN KjiaaBuarypel. [locie  BKIOUCHUS
HacTpamBaeMoro oOOpYyAOBaHUS Ha OJKpPAaHE KOHCOJIM HAYHET TMOSBISITHCS
uHpopmaruss 00 YCTpOMCTBE, €ro XapakTepUCTHKaX U XOAE 3amycka.

[IpumepHBIN BUA KOHCOJIM B MOMEHT 3aIlyCKa yCTPOMCTBA IPUBEAEH HA PUCYHKE
3.

| P Dynamips(0): R1, Console port

exportiicisco.com.

Pucynoxk 3 — Bua KOHCOM npu 3ammyCcKe yCTpOMCTBA



Heobxogumo  moxparbcsi, TOKa  3aBEpUIMTCA  MpoOIEecc  3amycka
obopynoBanus. Ha sxpane orodpasurcs Haanuck Press RETURN to getstarted!,
Heo0X0IMMO Ha)kaTh Ha KJjaBHaType KiaBuily Enter. Ykazarenb BBoja nepeiger
Ha HOBYIO CTpPOYKY, a B KOHCOJM OTOOpa3zuTcs Haanuch Router> (maHHBIN
MpUMEP MPUBEIACH ISl HACTPOWKHA MapUIpyTU3aTOpa, MPU HACTPOUKY IPyroro
TUMa YCTpPOUCTB Haanmuch Router Oymer 3aMeHeHa B COOTBETCTBUU C THUIIOM
HacTpamBaeMoOIo yCTPOICTBA).

[Ipu HacTpoiike obOopymnoBanus CiSCO, HeEoOXOOUMO 3HATh, YTO
CYILLECTBYET 3 THUIIA IOCTyIa K YCTPOUCTBY.

[TepBoiii pexxum — HenpusuierupoBanubli (EXEC). B manHom pexume
HEJIb3sl M3MEHATh KOHQUIYpalMI yCTPOWCTBAa, HO MOXHO HPOCMOTPETH
HEKOTOpPBIE €Tr0 XapaKTepUCTUKHU. [IpucyTcTBHE B JaHHOM pEXKHUME B KOHCOJIU
0003HaYaeTCs 3HAUKOM «>».

Bropoit pexum — mnpuBuierupoBaHHblii pexkum (privilage EXEC). B
JAHHOM pPEXUME I[0Jb30BaTelb MOXKET MpOoCMaTpuBaTh HH(OpManuioo 00
YCTPOUCTBE, €ro KOHPUIypaluio, COXPaHITh TEKYIIYI0 KOH(UTypaluioo, HO HeE
MOXET €€ HW3MEHATb. B JaHHBIM  PEXHUM  MOXKHO  TEPEUTH U3
HENPUBUIIETUPOBAHHOTO pexuma yTeM BBIITOJTHEHHUS KOMaH/1bl
enable.IlpucyrcTBue B TaHHOM pEXUME B KOHCOJIM 0003HAYACTCS 3HAYKOM «#».
Hanpumep, B JaHHOM pEXHUME MOXHO BBINOJHUTH KOMaHAy showrunning-
config, BRIBOMSIIYIO TEKYIYIO0 pabouyto KOHPUTYpaIMIO0 YCTPOUCTRA.

Tpetuii pexxum — pexuMm KoHpuUrypauuu. B pgaHHOM pexuMe Henb3s
NpOCMOTpPeTh HH(pOpPMALHI 00 YCTpPOWCTBE M €ro KOHQUrypaluuH, HO 3aTO
MOXKHO ee W3MeHATh. J[Ji1 mepexona B peXUM KOH(PUTYpalUd HEOOXOAMMO B
NPUBUIETUPOBAHHOM pexumMe BBITTOJTHUTh KOMaHIy
configterminal .IlpucyrcTBrie B JaHHOM peXHME B KOHCONIH 00O3HAYaETCS
3HaUYKOM «(config)#».

Cisco Packet Tracer (manee mpocto Packet Tracer) siBisieTcsi TOBOJIBHO
JeTKUM ¥ yJAOOHBIM B UCIOJb30BAHUU cHUMYIsTOpoM ycTpoiicTB Cisco,

UJeadbHO TMOAXOMSIIUM JJIsi oOy4deHHusi padoTe C pealibHbIM 00O0pYyJOBaHUEM.



KoneuHo, OH He TO3BOJISIET BOCIIPOU3BECTU a0CONIIOTHO Bee (DYHKIIMH PEaTbHBIX
CETEBBIX YCTPOMCTB, HO CIMOCOOEH naTh Oojiee 4yeMm o00Iee MpeACcTaBICHUE O
NpUHLHIAX UX paboThl, U crmoco0ax UX KOHPUTypaIuu.

Nutepdeiic mporpamMmbl MpeaCcTaBICH HA PUCYHKE 4.
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Pucynok 4 — UnTepdeiic mporpammer Cisco Packet Tracer

1| ==

Bonpuiyro 4acTh aHHOTO OKHa 3aHHMMaeT pabodas 00JacTb, B KOTOPOH
MOXXHO pa3MellaTb pa3judyHble CETeBbIe YCTPOICTBA, COEOUHATH UX
Pa3IMYHBIMU CTIOCO0AMHM M KaK CJIEACTBHE MOJydaTh CaMble pa3HbIE CETEBBIC
TOTIOJIOTHUH.

Han paboueii 00macThi0 pacmofiokeHa TJaBHAsl MaHelb MPOTPaMMBI U €e
MeHIO (pUCYHOK 5). MeHI0 TO03BOJSET BBIMOIHATH COXpaHEHHUE, 3arpy3Ky
CETEBBIX TOIMOJIOTUN, HACTPONKY CUMYISALINM, a TAKKE MHOTO IPYTrux (QyHKLIHMH.
[maBHas maHesib COAEPKUT Ha cebe Hambojee YacTo MCHOJb3yeMble (PYyHKIIUU

MCHIO.

RSP EICNEGN V- S

Pucynok 5 — MeHro nporpamMmmsl



CmpaBa ot paboueit 061acTu, pacmnonoxeHa O0KOBasi maHes b, CoJepKaIias
P KHOIMOK OTBEUAIOIIMX 3a IMEepeMelIeHrne TOoJIOTHA paboueir obmactw,
yaajaeHue 0ObEeKTOB H T.JI.

CHu3zy, mox paboueil 00JacThiO, pacToONiOKEeHa IMaHedh O000OpyIOBaHUS

(pucyHOK 6).

e 0> o ([ | (| (&

I End Devices ' Generic' Generic! |Generic' |Generic| IPPhone
Y I

Pucynok 6 — [1anenb o0opynoBaHus

Copper Cross-Over

JlaHHas maHelb COAEPKUT B CBOEM JI€BOW YacTH THUIBI JOCTYIHBIX
YCTPOWCTB, a B IPABOM 4YaCTU AOCTYIIHbIE MOAeNU. [IpH BBINMOJHEHNH IPOEKTA
3Ty MNaHedb MNPUAETCS MCIOJIb30BaTh HAMHOIO Yallle, YEM BCE OCTaJbHBIC.
[TosTomy paccMoTpuM ee 6oliee moapoOHO.

[Ipn HaBemeHWH Ha KaXJoe U3 YCTPOHCTB, B MPSIMOYTOJbHUKE,
HaxOAsIIEMCSl B LIEHTPE MEXAY HUMH OyneT oToOpa)kaTbCsl €ro Tuil. Tumsbl
YCTpOMCTB, HanboJiee yacTo ucnoyibzyembie B Packet Tracer, mpencraBiieHbl Ha

pUCYHKE 7.

MapLpyTH3aTopb! KoHuyeHTparops!

yxosognue YCTPOMCTBa

(1)) =5 =—Tun coegunenun

KommyTaropsl

—

e

| Connections |

J
&

A

&
l

OKOHeYHoe o'Soponaanue

Pucynok 7 — Tunsl ycTpOuCTB

OTaenpHOro  pacCMOTPEHUs  3aCHy)KMBAIOT  TUIBI  COEAWHEHMII.
[lepeuncnum HauOonee 4YacTO MCIONb3yEMble M3 HUX (PacCMOTpPEHUE THUIIOB

TOJIKJTIOYCHHI UJIET CJICBA HAMIPABO, B COOTBETCTBHH C PUCYHKOM 8).



Pucynok 9 — Tunsl coennHeHui

o ABTOMAaTHYEeCKMN THUINl — TpU JAaHHOM Turne coenunenuss PacketTracer
aBTOMATUYECKH BBIOMpPAET HanOoJIee MPEANOUYTHTEIbHBIE THII COCTUHCHUS
JJ1s1 BBIOPAHHBIX YCTPOMUCTB;

« KoHconb — KOHCOJIbHBIE COETUHEHUE;

o« Menp Ilpsamoe — coeaumHeHHEe MEIHBIM KabeneM TUNa BUTas mapa, oda
KOHIIa Kabenst o0OXaTbl B OJWMHAKOBOM packianke. I[lomoitmer ms
CIEAYIOMMNX COCIUHEHUM: KOMMYTaTOp — KOMMYTAaTop, KOMMYTaTop —
MapIUIpyTU3aTOP, KOMMYTATOP — KOMIIBIOTEP U AP.;

« Menp kpoccoBep — COEAMHEHHE MEAHBIM KalOeleM Tuma BUTas Tapa,
KOHIIBI Kabelst 00kaThl Kak KpoccoBep. [logoitaer ais coequHeHus ABYX
KOMIIBIOTEPOB;

o OnTHKa — COEQUWHEHUE TPU MOMOIIM ONTUYECKOro Kabemsi, He0OXOIUMO
JJI. COEIUHEHUS YCTPONUCTB UMEIOIIUX ONTHYECKUE UHTEP(PECHI;

o Tenedonnsiii kabenb — OOBIKHOBEHHBIN Telne(OHHBIM Kabenb, MOMKET
MOHAA00UTHCS I MOAKIIOUCHUS TeIe(POHHBIX anmnaparos;

o KoakcuanbHbiii Kabeab — COCNMHEHHE YCTPOMCTB ¢  ITOMOIIBIO
KOaKCHAJIBLHOTO KaOes.

B HacTrosiieM MNpoekTe HEOOXOAMMO B HCIOJIb3yEMbIX KOMMYTATOpax
ucnonab3oBaTh TexHojoruto VLAN — BuptyanbHbiX jokaidbHbIX ceTeit. VLAN -
ATO TEXHOJOTHS, IO3BOJSAIONIAsT OPraHU30BbIBATH HECKOJBKO HE3aBUCHUMBIX
BUPTyaJdbHbIX C€Te BHYTpU oOAHON ¢usnyecko cetu. C TOMOIIBIO
VLAN MOXHO BBITIONTHSATH THOKOE Pa3HECEHHUE IMOJIh30BaTElICH MO Pa3IMYHBIM
CErMEHTaM CETH C PAa3HOM aJpecalueu, 1axe €CJIu OHU MOAKIOUYEHBI K EIUHOMY
YCTPOUCTBY, a TaK¥Ke IPOOUTH NIUPOKOBEIIATEILHBIC TOMEHBI.

[Mpunuun opranm3auuu 1Byx VLAN Ha oaHoM  KoMMyTarope

WILTIOCTpUpyeTCs pucyHkom 10.
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Pucynok 10 — Opranuzanusa nsyx VLAN Ha ogHOM KOMMyTaTope

Komnbrotepst 1 u 2 o6benunensl B onud VLAN, xommnbiotepsl 3 u 4
oobenuHensl B apyroit VLAN. XoTs Bce KOMIBIOTEPHI MOJAKIIOYEHBI K OJHOMY U
TOMY K€ KOMMYTaTOpy, BCe OHU HE OymyT o0marbcs Mexay codoi. Kommnbrorep
HOMEp | cMOXeT oOIIaThCsl TOJNBKO C KOMIBIOTEPOM 2, KOMIIbIOTEP 3 OyneT
BUAECTh TOJIbKO KomImbioTep 4. To ecTb nmaHHas cuTyarus OyneT aHajloTH4Ha
TOMY, KakK e€ciliid Obl Mbl TOAKIIOYMIN KOMIBIOTEpH 1 W 2 K OJHOMY
KOMMYTaTOpy, a KOMIBIOTEPHI 3 U 4 K APYyroMy KOMMYTaTOpy, U HE COCAUHUIN
OBl 3TU KOMMYTATOpHl MeXAy coOoi. Kak jerxko 3amMeTuTh, B JaHHOM cCliyyae,
texnonoruss VLAN momorina HaM pas3nenuTh €AUHYI0 (PU3HMYECKYI0 CeTh Ha
HECKOJIBKO BHUPTYaJIbHBIX HE CBS3aHHBIX MEXAY COOOW ceTeil, Mpu HSTOM
KOMIBIOTEPHI, HAXOMSIINECS B 3TUX BUPTYaAIbHBIX CETSIX, pabOTAaIOT TOYHO TaK
’Ke, KaK 9TO ObLII0 ObI B OOBLIYHOM CETH.

Hna  B3aumopeiictBust  ycrpoiictB B VLAN ceTsix ux  moprel
HAaCTPAMBAIOTCA CHENUAIBHBIM 00pa3zom. CylecTByeT aBa THIIA HACTPOUKH
MIOPTOB: HAcTpoiika mopra B pexkume noctyma (Access Mode) u HacTpoiika
nopta B pexkume maructpaiu (Trunk Mode).

[TopTel qOoCTyMma MPUMEHSIOTCS OOBIYHO JJISl TOJKJIFOYEHUS] OKOHEUYHBIX
YCTPOUCTB. B mpocreuiieM ciyyae, MOPTY AOCTYyIA 3a4AaETCS ONPEIETICHHbIN

VLAN, u oH mepenaer Bech MOCTYyHAIONIMK HAa HEro TpadhWK WMEHHO B HETO.



[TopThl, K KOTOPHIM MOAKIIOUEHBI KoMmmIbloTepbl 1,2,3 m 4 wHa pucynke 10
ABJISIFOTCS IOPTAMH JIOCTYTIA.

MarucTtpanbHbele MOPTHl NMpPEJHA3HAUEHbl I Mepenadu Tpaduka cpasy
HeckoJbKkUX VLAN u 0O0BIMHO HCHONB3YIOTCS MJIsI COEAMHEHHS] CETEBBIX

YCTPOUCTB MeXIy c0o00il. JlaHHBIA MPUHIMI MPOUJUTIOCTPUPOBAH HA PUCYHKE

11.
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Pucynok 11 — [Ipuniun paGoTsl MOPTOB JOCTYIa U MAaruCTPaJIbHBIX MOPTOB

Ha nanHoM pucynke mnoptel 1-4 SBISIOTCS MOpTaMu JOCTyINa, U IO
KOKJIOMY H3 3TUX NOpPTOB HAeT Tpaduk Ttoiapko oaHoro VLAN, moptel 5
SBJISIIOTCS. MATUCTPAIIbHBIMU MOPTAMHU, CIYKaT JUJIsL CBSI3U KOMMYTAaTOPOB MEXIY
coboil u mepenarT yepe3 cedst Tpaduk cpasy JABYX BUPTYaJbHbBIX JIOKaJIbHBIX
cereit VLAN 1 u VLAN 2.

[TepenaBars Tpadux VLAN mexay ycTpoWCTBaMHU MOXKHO HE TOJBKO C
MOMOIIIBI0O MAaruCTPaJbHBIX MOPTOB, HO M C MOMOULIbIO MOPTOB JOCTyIa, HO TakK
KaK TOPTHI JIOCTyMa MOTYT Mpomyckarh Tpaduk Tonbko ogHoro VLAN, s
COCIMHEHUSI YCTPOMUCTB MEXIy co00il mnoTpeOyeTcsi BbIACICHHE MOPTOB,
KOJIMYECTBO KOTOPHIX OyIeT paBHO KOJMYECTBY IEPEeAaBaeMbIX MEXIY
yctporictBamu VLAN. JlanHbI# c1oco® 0OBIYHO HAXOIUT TPUMEHEHUE TOJIBKO B
TOM clly4ae, €ClIu MEXAY YCTPOMCTBAMU HEOOXOAMMO IMepenarb HeOOoJbIIoe
yucio VLAN.

B HacTosimieM KypcOBOM TMPOEKTE PEKOMEHAyeTcsl sl OO0beIUHEHUS
VLAN wucnonb30oBaTh MarucTpajbHble TOPTHI, OJHAKO 3TO OCTAaeTCs Ha

YCMOTPEHHE CTYAECHTA.



Jns wactpoiiku VLAN HeoOxoauMo mnepeiiTd B MPUBHIETUPOBAHHBIM
peKUM, BBITOJTHUB KoMaHay e€nable. MHdpopMamwio o CymIecTBYIONUX Ha
kommyTtarope VLAN MoxHO, BbITOJHMB KoManay Show vlan brief (moxxno
npocTto sh vl br).

B pesynbrare BBIMOJHEHUST KOMaHAbl Ha OHKpaHE IMOABATCS: HOMEpa
VLAN — nmepBslii cTonbell, Ha3Banue Vlan - Bropoii cronden, coctosaue VLAN
(paboTaeT OH B JaHHBIA MOMEHT WJIM HET) — TPEeTUl cTonbel, MOpPTHI,
npuHajiiexamue kK ganHoMy VLAN — derBepthiii cronbern. Bce moptsl
komMMmyTaropa no ymonyanuro npuHamiexar VLAN 1. OcranbHble yeTbIpe
VLAN sBnsttorcs ciiy>keOHBIMHU U UCIOJB3YIOTCS HE OYEHb YacTO.

[Tpu HacTpoitke VLAN ucnonb3ytorces ciaeayronme KOMaH/ bl

Switch(config)#vlan 2 — co3manue VLAN 2;

Switch(config-vlan)#name subnet_192 — npucBoenue umernu VLAN;

Switch(config)#interface range fastEthernet 0/1-2 — Bxom B pexum
KOH(UTYypUpOBaHHS UHTEP(PENCOB B 3aJaHHOM JIHala30He;

Switch(config-if-range)#switchport mode access - Ha3HaueHUe pexuma
paboThI OpTa (B JAHHOM CIly4ae peXUM JI0CTyNa);

Switch(config-if-range)#switchport access vlan 2 — mnpucBoeHue
3aJjaHHOTO Jauama3oHa uHTepdeiicop kakoi-mubo VLAN (B maHHOM ciydae
VLAN 2).

Hns nepenauu tpaduka cpazy Heckonbkux VLAN mo omgHo#t nuHum
MEXJy KOMMYTaTopaMd HCIOJIB3YIOTCS MaructpaibHble moptThl (trunk). Jlms
TOTO, YTOOBI HACTPOWUTH JAHHBIC IOPTHI HA KOMMYTAaToOpax, HEOOXOIUMO
BBITIOJHUTH CIIEAYIOIINE KOMaH bl B P&KUME KOHGUTypupoBanus (B posu trunk
OPTOB JIs1 IpuMepa OyayT BeicTynarh nutepdeiic FastEthernet0/3):

Switch(config)#interface  FastEthernet0/3 - Bxom B  pexum
KOH(pUTYpUpOBaHHs UHTEperica;

Switch(config-if)# switchport mode trunk — Ha3HaueHue pexuMa

paboTHI MOpTa (B JAHHOM CIIy4ae MaruCTPaIbHBIA PEKUM).



Jlnst Toro, 4ToOBl MAaruCTPaJbHBIA MOPT MPOIMYyCKal TpapuK HYKHOMN
VLAN, ero HeoOXoguMo TIpaBWIBHO CKOHUTypupoBaTh. Jlas 3TOTO
UCIIONIb3YeTCsl KOMaH 1a

Switch(config-if)#switchport trunk allowed vlan 2-3

Hnst toro, 4toObl oOecnedyuTh HWHPOPMAIMOHHOE B3aUMOJICHCTBUE
Mexay paszauuHeiMd - VLAN, HeoOXoaumo  HMCHOdB30BaTh  YCTPOMCTBA,
criocoOHble paborath Ha TpeTheM ypoBHe wmomenu [ISO/OSI, 1o ecTh
MapuIpyTH3aTOPbl UM KOMMYTATOPbl TPEThETO YpOBHS. [1opThI 3TUX YyCTPOUCTB
JTOJDKHBI ~ OBITh  CKOH(QUTYpHpOBaHB. B  mpocrteiiimeM ciydae MOXKET
UCIIOJIb30BaThCA CTAaTUYECKash MaplIpyTH3alus, TO €CTh B 3TOM Ciy4dae Hazio
npocTo mopram 3anath IP-aapeca u3 nuamazoHa TOW MOJCETH, K KOTOPOW OHH
noakodeHbl. KoHGUTypupoBaHWe MapuIpyTH3aTOPOB TaKXKe MPOU3BOJAUTCS B
IPUBHUIICTHPOBAaHHOM pekuMe. Hampumep, ecnu untepdeiicy FastEthernet 0/0
HeoOxoqumo mpucBoutTh IP ampec 192.168.1.1 c¢ mackoit 24, a unHTepdeiicy
FastEthernet 0/1 IP anpec 10.10.10.1 ¢ macko#i 8, Ha MapIIPYTHU3ATOPE B
pexkuMe KOHOUTYPUPOBAHUS HYKHO BBITIOJTHUTH CIEAYIONIUE KOMaH/IbI:

Router(config)#interface fastEthernet 0/0
Router(config-if)#ip address 192.168.1.1 255.255.255.0
Router(config-if)#no shutdown
Router(config-if)#exit
Router(config)#interface fastEthernet 0/1
Router(config-if)#ip address 10.10.10.1 255.0.0.0
Router(config-if)#no shutdown
[Tepssiit cioco6 oobenunenus VLAN Ha3pIBaeTCs «MapuipyTHU3aTop Ha

npUBs3nU». Takoi crocod WLTIOCTPUPYETCS PUCYHKOM 12.
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Pucynok 12 — Cnoco0 «MapuipyTu3aTop Ha MpUBS3U»

Hna o6wvenunenuss VLAN wMexay coboil B JaHHOM IIpUMEpe Ha

KOMMYTAaTOopeC H€O6XOI[I/IMO BBIIIOJIHUTH CIICAYIOINEC KOMAaH/IbI.

Switch(config)#vlan 2

Switch(config-vlan)#name vlan_number_2

Switch(config-vilan)#exit

Switch(config)#interface fastEthernet 0/1

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vian 2

Switch(config-if)#exit

Switch(config)#vlan 3

Switch(config-vlan)#name vlan_number_3

Switch(config-vlan)#exit

Switch(config)#interface fastEthernet 0/2

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 3

Switch(config-if)#exit



Switch(config)#interface fastEthernet 0/24
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk allowed vlan 2-3
Ha mapmipytusatope 1js Hadasia HeoOXOAMMO BKIIOYUTH UHTEp(eiic, K
KOTOPOMY TOJIKIIOYEH KOMMYTATOP:
Router(config)#interface fastEthernet 0/1
Router(config-if)#no shutdown
st Toro, 4TOOBI BCE K€ HACTPOUTH MAapIIPYyTU3ALUIO MEXKIY JaHHBIMU
VLAN, cozmagum Ha wuHTepdeiice MapHipyTU3atopa CyOHMHTEpQEHCH
npeaHasHaueHHble 1 Hamux VLAN (o onHOMy cyOuHTEp(ercy Mo Kax bl
VLAN) u npucBoum um IP-anpeca, koTopbie Mbl yKa3aiul Ha KOMIIBIOTEpax B
Ka4eCTBE OCHOBHBIX IILTIO30B:
Router(config)#interface fastEthernet 0/1.2
Router(config-subif)#encapsulation dot1Q 2
Router(config-subif)#ip address 192.168.1.1 255.255.255.0
Router(config)#interface fastEthernet 0/1.3
Router(config-subif)#encapsulation dot1Q 3
Router(config-subif)#ip address 10.10.10.1 255.0.0.0
Router(config-subif)#exit
[Ipumeuanne: Homepa VLAN Ha koMMyTarope JOJKHBI COOTBETCTBOBATH
HOMepaM cyOuHTepdeiicoB Ha Mapmpytusarope. Hampumep, nns VLAN 2
HeoOxoauMo uctonb3oBath cyountepdeiric fa 0/0.2. CooTBeTCTBEHHO, KOMaH/a
encapsulation dot1Q Toxe momxkHa conepkats Homep VLAN 2.
BtopsiM criocoOoM sIBIIIETCS MCIOJb30BaHUE KOMMYTaTopa YpOBHS 3.

DTOT criocod WILTIOCTPUPYET PUCYHOK 13.
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Pucynok 13 — Cnoco0 ucnonb30BaHus KOMMYyTaTopa YpoBHS 3

Cuauvana HeoOxoguMo HacTpouth B kKomMmyrtarope VLAN Ttakum xe
0o0pa3oM, Kak U B MPEAbIIYIIEM IPUMEPE.
Hnst  Toro, dYTOOBl HACTPOUTH MAPHIPYTHU3ALMI0O MEXIY HHUMH,
HEO0OXOAMMO BBITIOTHUTD CIEAYIOIINE KOMaH/IbI:
Switch(config)#interface vlan 2
Switch(config-if)#ip address 192.168.2.1 255.255.255.0
Switch(config)#interface vlan 3
Switch(config-if)#ip address 192.168.3.1 255.255.255.0
Switch(config)#ip routing

[To cytu, »tu xomanasl agatt IP-aapeca coorBercrByromuMm VLAN, a
MOCJEAHS KOMaH/Ia BKIIIOYaeT MapIIpyTU3AIUI0 MEXKTy HUMHU.

Paccmotpum teneps HacTpoiiky ciy:x0 DHCP u DNS.

Haspauune mnpotokosa DHCP (Dynamic Host Configuration Protocol)
JOCIOBHO pacmudpoBbeiBaeTcsi Kak «IIpoTokon nuHamMuyeckol KoHGUrypauuu
xocTa». JlaHHBI TPOTOKON paboTaeT Ha mpukiIagHOM ypoBHe monenu OSl| u
M03BOJIIET KOMITBIOTEpAM CETH IMOJIydarh psij HacTpoek (B ToM umcie IP-aapec)
ot pacnojioxeHHoro B cetu DHCP cepsepa. Bce ycTpoiicTBa B ceTu nipu padote

c mpotokogom DHCP wmoxno pasgenuts Ha aBa Buaa: DHCP-cepmeps u



DHCP-kanentei. DHCP-kineHTsl mbITaloTcs MOayuuTh HacTpoitku, a DHCP-
CepBEPHI BBIIAIOT HX.
PaccMoTpum kak pa®oTaeT HaHHBIM MPOTOKOJ Ha MPUMEpPE TOMOJIOTUHU

CeTH, IOKAa3aHHOM Ha pUCYHKE 14.
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Pucynok 14 — ®@parmeHT cetu

Bce xommbrorepsl 1 DHCP-cepBep cBsI3BIBAIOTCS APYr C APYroM uepes
KoMMyTaTtop. 3Has, 4To B cetu cymectByer DHCP-cepBep, B HacTpoiikax
KOMIIBIOTEPOB yKa3bIBalOT moiydarh |P-ampec aBromarmuecku. Ilocnme sToro
KOKJIBIA KOMIbIOTEp momnbiTaeTcs nonyuuth IP-anpec or DHCP-cepsepa. [ns
ATOrO0  OH  BBINOJHSAET  IIUPOKOBEHIATeNbHbIM  3ampoc Ha  |IP-aapec
255.255.255.255, a B xauectBe cBoero IP-agpeca ykassiBaeT 0.0.0.0 (Tak kak y
Hero emnie Her |P-agpeca). B xoae maHHOro MIMPOKOBEIIATEIBLHOIO 3ampoca
pacceuiaercst coodmenne DHCP DISCOVER, nannoe coobiieHue COAepk UT B
cebe wWHpOpMAINIO, TO3BOJAIOIIYI0 OTIUYUTH €ro OT JAPYruX THUIIOB
3ampocoB/coo0meHuit (TO eCTh yKa3blBaeT Ha TO, YTO JTO COOOIIEHHE
npeanazHaueHo misi DHCP-cepBepa, mms monmyuenust |P-agpeca), MAC-aapec
yCTpoicTBa C(HOPMHUPOBABIIETO 3ampoc, a Takxke mnpenbiaymuii IP  ampec

yCTpOMCTBa (€CJiv OH y HEero ObLT) (PUCYHOK 15).
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Pucynok 15 — IIponecc paccouiku coodmenus DHCP DISCOVER

Tax KakK cooOIIIeHnEe DHCP DISCOVER pacceliaeTcs
IITUPOKOBEMIATEILHEIM CITOCOO00M, OHO TomanaeT He Toiabko Ha DHCP-cepsep,
HO U Ha JIpyrue yCTpPOMCTBa JaHHOTO CEIrMEHTa CETH, HO Tak Kak B COOOIIEHUE
DHCP DISCOVER yka3biBaeTcs, 9T0 OHO IpeaHa3zHadeHo Toiapko st DHCP-
cepBepa, OCTaJbHbIE YCTPOMUCTBA CETH OTBEPTAIOT JaHHOE COOOIIECHHUE.

[Ipu monyuenun coobmenuss DHCP DISCOVER DHCP-cepsepom, on
aHAJU3UPYET €ro COAEpKaHWe, U B COOTBETCTBHU CO CBOMMH HAacTpOWKaMu
BBIOMpPAET MOAXOASIIYI0 KOH(PUIYpaluio i 3alpOCHBLIErO KOMIBIOTEpa U
ornpasisier ee obparHo B coobmennu DHCP OFFER. O6wuHO cooOuienue
DHCP OFFER otceutaercs Tonsko Ha MAC-anpec kommnbpioTepa, KOTOPBIA ObLI
ykazaH B coobmennu DHCP DISCOVER, Ho nHOTAA OHO MOXXET pacchlIaThCs U
METOJIOM IIMPOKOBEIIATEIFHONW PACCHUIKH.

B cnywae ecim B cetu cymectByer Heckoibko DHCP-cepsepos,
KOMITBIOTEp MOXET MoayuyuTb B orBeT Ha coobmenue DHCP DISCOVER
Heckosibko coobuiennii DHCP OFFER ot pasueix DHCP-cepepoB. U3 Hux
KOMITBIOTEp BBIOMpPAET OAHO, OOBIYHO MOJIydeHHOE MepBbIM. 1 oTBeuaeT Ha Hero
cooomenneM DHCP REQUEST, kotopoe coaepXUT B cebe BCIO Tyke
uHdopmaruto, uro u coodmenrne DHCPDISCOVER + IP aapec BriOpanHOTrO



DHCP-cepgepa. Coobmenue DHCP REQUEST pacchuIaeTcs
IITUPOKOBEIIATEILHBIM METOAOM IS TOTO, YTOOBI €r0 MOTJIM TOJYYHUTh BCE
DHCP cepBepa cetH, eciii UX HECKOJIBKO.

Bce yctpoiictBa cetu, ne spusomuecs DHCP-cepBepamu urnopupyior
cooomenne DHCP REQUEST. DHCP-cepsepa, I[P-ampec koTopbix He
conepxutcs B coobennn DHCP REQUEST nonumarot, 4To uX HE BHIOpaiu B
kauectBe DHCP-cepsepa. DHCP-cepsep, IP-ampec xotoporo ykasaH B
coobmennn DHCP REQUEST, monyuaer ero u onpeaensier, 470 KUMEHHOTO €T0
BbIOpanmu B kauectBe DHCP-cepBepa ans HOBOro KommbioTepa, Ha 4YTO OH
orBeuaeT coobmenuem DHCP ACK, xoTopoe MOATBEpk IAET JaHHBIA BHIOOD.
Coobmenne DHCP ACK ornpasmsercs Ha MAC-aapec xommbroTepa,
ykazanaoro B cooomennn DHCP REQUEST.

KomnbroTep, 3ampammuBaromuil KOHGUTypanum, MOJIy4aeT COOOIICHUS
DHCP ACK wu npumenser koH(urypamuio, Kotopas Oblla mMoJydeHa B
cooomennu DHCP OFFER.

DHCP-cepBep MoxeT ObITh HACTPOEH MO Pa3HOMY, U B 3aBUCUMOCTH OT
ero koHdurypamuu oH Oymer BbigaBaTh |P-ampeca 3ampammBarommm
KOMIIbIOTEpaM pasHbIMU criocobamu. Hampumep, moxkno Hactpouth DHCP-
cepBep Tak, dYTOOBl OH BBIJABAJT 3aAMPOCUBIIUM KOMIIBIOTEpAM JIIOOBIE
cBoOoaubie |P-aapeca M3 HEKOTOPOro juamna3oHa, a MOXHO HACTPOUTH Tak,
yTOOBI OH BBIIABal onpezaeneHubie |P-anpeca ycTpoiictBam ¢ 3aganasimu MAC-
aJpecamu.

B pomu DHCP-cepBepa MOXET BBICTYNATh CEpBEp IMOJA YyIpaBICHUEM
CECPBEPHOM  oOIepanuoHHON cucTeMbl cemeiictBa Linux wmmm  Windows,
HEKOTOpBIC MOJICIM KOMMYTAaTOpPOB M Jla)ke OOBIYHBIC KOMIIBIOTEPHI C
KIIMEHTCKUMH OTIEPAIMOHHBIMUA CUCTEMaMU B Cllydae, eCJI Ha HUX YCTaHOBJICHO
crieMaIn3upoBaHHOE MporpamMHoe obecneuerne. O6sraHo mog DHCP-ceprep
HE OTBOAAT OTHIEIBHOTO (HU3WUYECKOTO CepBEepa WM OTACIHHONH BHPTyadbHOU
MAaIlliHbI, & YCTAaHABIMBAIOT WX HA OJHOM M3 YK€ CYIIECTBYIOIIHNX HE CHIBHO

3arpy’K€HHBIX CEPBEPOB, BBITOJIHAIOIINX APYTYIO POJIb.



B nacrosiiiem npoekre peKkoMEeHAYeTCsl BBIACTUTh B IPOCKTUPYEMOM CETH
cepBep u HacTtpouth Ha HeMm ciyxObl DNS u DHCP. B nactpoiikax DHCP-
cepBepa HEOOXOIMMO yKa3aTh JUana3oH BbIJaBa€MbIX aIpecoB, a B HACTPOHKax
DNS-cepBepa — agpec BHemHero WWW-cepsepa u ero IP-agpec. Ilocne storo
HeoOXOIMMO YCTAaHOBUTH BHEUIHHH WWW-cepBep, HazHauuTh emy |P-ampec.
CooTBETCTBEHHO, IpU Habope B aJpecHOW CTpoke Opay3epa Ha JHOOOM

KOMITBIOTEPE CETHU JOJKHA 0TOOpaxkarbcst UHTepHeT-CTpaHula.
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