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Beenenue

Kak wm3BecTHO [1], OCHOBHBIM HamIpaBICHUEM pPA3BUTHS CETCH CBS3H
sBIseTCs mepexon Kk cersaMm cieayromero mokoinenus (NGN — Next Generation
Network). Paccmortpenuto npunimnoB NGN  mOCBSIIEHBI  TOCHEIYIONIUE
JUCHUIUIMHBL yueOHoro rmiaHa. OqHoM M3 0COOEHHOCTEH TakuxX CeTel SBIseTcCs
nepejadya BceX BHAOB Tpaduka Ha €IWHOM TpaHCHOPTHOM Tuiatdopme,
OCHOBAaHHOW Ha TEXHOJOTHsAX KommyTarmuu maketoB [1, 2]. Kpome Toro,
KOMMYTAaIMsl MaKeTOB YXE JOCTATOYHO JaBHO HCIIOJB3YETCS B CYIIECTBYIOIIMX
CeTsX Kak (PUKCUPOBAHHOM, TaK W TOABUKHOW CBS3U (HAYMHAS C TPETHETO
nokosieHus). Takum 00pa3oM, [JIsi YCHEIIHOIO OCBOEHHUS MOCIEAYIOIIHNX
JUCHUIUIMH  Yy4eOHOro IjlaHa HEOOXOJWMO JIE€TalbHO W3YYUTh MPUHIUIIBI
MTAKETHOM KOMMYTAIIMH.

B Hacrosimiee BpeMs CyIIECTBYET JOCTATOYHO OOJBIIOE KOJIUYECTBO
TEXHOJIOTHI TakeTHOW koMmmyTtanuu — X.25, Frame Relay, ATM, SMDS, IP [3].
[Ipu 3TOM WMH(POKOMMYHUKAIMOHHBIE CETH B HACTOSIIEE BpEeMs Mperosararot
nepeaady JAaHHBIX Ha OCHOBE TexHosioruu IP, mosTtomy B Hacrosiiem mocoOuu
OCHOBHO€ BHHMAHHE YJAENAETCS MUMEHHO 3ToW TexHosoruu. Kak m3sectHo, IP-
nakeT nepeaaercs B coctaBe kaapa (Frame) Toit kaHaabHON TEXHOJIOTHH, Ha 0ase
KOTOpOH TOCTpOCHa CeTh. B KauecTBe TEXHOJOTHUH KAHAJIBHOTO YpPOBHS OyleM
paccMaTpuBaTh ceMeHCTBO TexHoJorui Ethernet kak Hanbosee pacrpocTpaHeHHOE
(HO He eqUHCTBEHHOE). B oTinuue oT OONBIIMHCTBA JIUTEPATYPHBIX UCTOYHHKOB,
nocBsnieHHbIX Ethernet, B HacTosieM mocoOUu paccMaTpUBAKOTCS MPAKTUYCCKHE
pUMepbl KOH(MUTYPUPOBAaHUS KOMMYTATOPOB Ha mpumMepe obopymoBanus Cisco
Systems.

[Ipy paccMOTpeHUH TMPOTOKOJOB CETEBOIO YPOBHS paccMaTpHUBAETCs
UHTEepHET-IpoTOKONT  yerBepToii Bepcun (IPv.4) kak Hambojee MIMPOKO
UCIIONB3YIOIIMICA B Hacrodiiee Bpems. Kpome TOro, paccmaTpuBaroTCs
pacnpocTpaHEHHbIE  MPOTOKOJBI  MapHIpyTH3allMd, a  TakkKe  IPUMEpHI

KOH(HUTYpUpPOBAHUS MAPIIPYTU3aTOPOB.



[Ipy paccMOTpeHMM TEXHOJOTMM TPAHCIIOPTHOTO YPOBHS OCHOBHOE
BHUMaHue yJaensercs nporokoiry TCP, HO paccMaTpuBaroTcs U Apyrue IpOTOKOIIbI
— UDP, RTP, RTCP.

[IpencrtaBneHHbli B y4eOHOM MOCOOMU MaTepuan SBISETCS OCHOBOM,
HEOOXOIMMMOM IIIi UW3Y4YEHHS OCTaJbHBIX JAUCHUILUIMH Yy4e€OHOIro TjlaHa
HanpasiieHus: moArotoBku 11.03.02 «MHPOKOMMYHUKAIIMOHHBIE TEXHOJOTHU M
CUCTEMBI CBSI3M», U MO3BOJUT CTYAEHTY COCTABUTh LEJOCTHOE NPEACTABICHUE O
MPUHINTIAX pacrpeieieHus uHpopmaru B COBPEMEHHBIX
MHPOKOMMYHUKAIIMOHHBIX ceTsiX. [lepBoe m3manme manHoro mocobus [4] ObLIO
CYILIECTBEHHO JIOMOJHEHO, B YaCTHOCTH, B HACTOSIIEM NOCOOUU PACCMOTPEHBI
MPOTOKOJIBI IMHAMUYECKON MapIIpyTU3aIluH, TaHbl OCHOBBI (DYHKIIMOHUPOBAHUS
MPOTOKOJa TpaHcmopTHOTO ypoBHA [CP, moOKa3aHbl OCHOBHBIC TPHEMBI

koHpurypupoBanusi NAT u ACL.



1 OCHOBBI CETEBBIX TEXHOJIOTHI

1.1 CriocoObl KOMMYTAIIUK B CETSAX CBSI3U

CoBpeMEHHBIE CETH TPEACTABISIOT COOOW KOMIUICKC ammapaTHBIX |
IPOrPaMMHBIX CpPEICTB, MpEAHA3HAYCHHBIX I Tepenayn HUHQOpMAIu ¢
3aJlaHHBIMU TapaMeTpaMu KadecTBa. JTO OTPaXKaeT W Ha3BaHUE TAKUX CETeH —
UHPOKOMMYHUKAIIMOHHBIE, TO €CTh TaKHe€ CEeTH TIOCTPOEHh Ha 0a3e Kak
UH(POPMAIIMOHHBIX, TaK U TCIIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH [5].

[Tonp3oBaTenh,  modydawmuid  HHPOKOMMYHHKAIMOHHBIE  YCIYTH,
UCITOJIB3YeT OKOHEYHOE OOOpYIOBAaHHWE C COOTBETCTBYIOIIUM IMPOTPAMMHBIM
oOecrieueHneM — KOMITBIOTEP C ceTeBoil kapToit, |P-tenedon, IP-Bugeokamepy, u
T.1. HemocpeacTBeHHOE coeTMHEHNE OKOHEYHOTO 000pYAOBaHUS MEXIY co00i B
OONBIION CceTH OOBIYHO HEBO3MOXHO, IO3TOMY OKOHEUHOE O0OpyJ0oBaHUE
COeNMHAETCS ¢ KoMMyTalMoHHBIM y31ioM (KVY), oOecrnieunBarommM KOMMYTaIIHIO
nepeaaBaemMoi HHGOpMaIuH.

[Tox xomMmyTarieit B o0miemM ciaydyae MOHUMAETCS MPOIECC pachpeeeHus
MOCTYIAMIINX TOJB30BATCIbCKUX JAHHBIX B COOTBETCTBHH C  aJpPECHOMU
uHdopmarmeit. HaGopsl ¢Gopmann30BaHHBIX MPaBUJl, OMKMCHIBAIOIIMX (QopMar
MIPEICTABIICHUS TIEpEaBaeMbIX JIaHHBIX, aJpecHOW WH(GOpMAIUU, CIOCOOBI €e
00paboTKH, METOIBI KOJUPOBAHUS 1 nepenay, Ha3BIBAOTCS
TEJICKOMMYHUKAIIMOHHBIMU TTPOTOKOJIAMH.

PaccMoTpyM  OCHOBHBIE CHOCOOBI KOMMYTAITUH, MCIOJB3YIOIHAECS B
COBPEMEHHBIX CETSIX CBSI3H.

Kak yka3piBaJoCh BBIIIE, IO KOMMYTAIMEH B OOIIEM Ciiydae MOHUMAETCs
pacmpenenenue mocTymapomeld  uHpopMmanuu. Pazmmuator  Tpu  cmocoba
KOMMYTAIIUU — KaHAJIOB, COOOIIEHNH U TTaKETOB.

[Tox xoMMyTarmelt KaHaJIOB MOHUMAETCS OOpa30BaHME CKBO3HOTO TpPAaKTa
nepeaadyn MHQPOPMAIMM Yepe3 OINPEACIICHHOS KOJWYECTBO KOMMYTAIlMOHHBIX
y310B. CooTBeTcTBeHHO, (haze mepemaun WHPOpMaAIMU TpenmecTByeT Qasza

YCTAHOBJICHUA COCAVHCHM.



C y4eToM 3TOro Nmpu KOMMYTAllMM KaHAJOB BCEr/la MOXXHO BBIIEIUTH TPU
dbasbr:

- YCTaHOBJICHUE COCUHEHUS;

- mepeavya nHPpoOpMaIum;

- pa3pylIeHHEe COSTUHEHUSI.

JI1st yCTaHOBJICHUS] COCIUHEHUSI HA KOMMYTAIIMOHHBIN Y3€ll JO0JKHa ObITh
nepegana aapecHas wHGopMamusa, TpudeM 3Ta WHOOpPMAIus O0JDKHA OBITh
NpUHATA y3J0M JI0 Hayaja Ipoliecca YCTaHOBJIEHUsS coeauHeHus. Hampumep, B
TeNeOHHOM ceT OO0ILEero Moab30BaHMs (TUMUYHBINA IPUMEP CETH ¢ KOMMYTaluen
KaHaJOB) HA KOMMYTAIIMOHHBIN y3€J JOJKEH OBITh MepejaH HOMEP BBI3BIBAEMOTO
aboHeHTA.

OmHMM M3 OCHOBHBIX MPHU3HAKOB, OTIWYAIOIIMM KOMMYTAIMIO KAHAJIOB OT
OCTaJbHBIX CIOCOOOB KOMMYTAallUW, SIBISIETCA TO, YTO MpH (HU3HMUECKOU
HEBO3MOXKHOCTH YCTAaHOBJICHUS COCIMHEHUS a0OHEHT II0JIyyaeT OTKa3 B
oOciyxuBaHuH. [103TOMy CeTh ¢ TEXHOJIOTHEW KOMMYTAllMM KaHAJIOB Ha3bIBAIOT
CEThIO C OTKa3aMHU.

OdeBHIHO, YTO Ka4yecTBO OOCTY)KMBaHUS B CETH C OTKa3aMH MOXHO
OLIEHUTh BEPOSTHOCTHIO OTKAa3a MpPU IOMBITKE YCTAHOBJICHUS COCIUHEHUS — YeM
3Ta BEPOATHOCTb HIXKE, TEM KadecTBO oOciyxuBaHus Beime. [Ipu sTOM
BEPOATHOCTh OTKa3a Ha y4YacTKE CETH, COCTOSIIEM M3 HECKOIBKUX TPaH3UTHBIX
Y4YacCTKOB, BCETJ1a BBIILIE, YEM BEPOATHOCTh OTKAa3a Ha KaX/I0M U3 yYaCTKOB.

Jlyis GonbIlieil HATJSIIHOCTH PACCMOTPUM YYacTOK CETH, MPEICTaBICHHBIH

Ha pucyHke 1.1.
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PucyHnok 1.1 — Y4actok cetu cBs3u

Ha pucynke cumBosom O 0003Ha4eHO OKOHEYHOE 00OpyAOBaHUE
10JIb30BaTeNs (B mpocTeiiieM ciydae — Tenedon), a KY i — 1 -if koMMyTaluoHHBbIH

y3€ll, 00ecTeunBarOIUil COEIMHEHME.
O6o3naunm gepe3 Py, Py, ..., Py BEPOATHOCTH OTKA30B HAa KaKAOM M3 M

TPaH3UTHBIX Yy4yacTKoB. Ha KaXJoM H3 y4acTKOB OTKa3 B OOCIHY>KMBAHUU U
00CITy’KMBAaHUE COCTABJISAIOT MOJIHYIO TPYIIy HECOBMECTHBIX COOBITUH, TO €CTh

CyMMa BEpOATHOCTEM HATUX coObITUH paBHa enuHuile. COOTBETCTBEHHO,

BEPOSTHOCTh OOCITYKMBAHUS Ha KAXKIOM |-oM yuactke cocrasmsier 1— ;. s

TOro, 4YTOOBI BBI30B OBLI OOCTY)KEH Ha BceX M TPaH3WTHBIX YyYyacTKax,
HEO0OXO0JMMO, YTOOBI OH OBLI OOCIyX)eH Ha KaxaoM u3 Hux. CieaoBaTenbHO,
BEPOSTHOCTHh OOCITYKMBAaHHSI HA BCEM yYacTKE CETH COCTABUT (IJI1 TIPOCTOTHI Oe3

CTPOTOCTH PacCy>kKJICHHUH Ioylaraem, 4to coobITHs Ha pa3HbiX KY He3aBHCUMBI)

m
[10-p).
i=1
Tak kak oOTKa3 B OOCITyXMBaHMM U OOCITYXMBAaHUE HA Y4YaCTKE CETH
COCTaBIISIIOT TOJHYIO TPYIIy HECOBMECTHBIX COOBITHUH, CyMMapHas BEPOSTHOCTb

O0TKa3d Ha Y9aCTKC CCTHU COCTABUT

Pomx :1_1_[(1_ Pi )

m
=1

N3 teopuun Tenerpaduka M3BECTHO [7], UTO Ui CHUIKCHHS BEPOSTHOCTH

OTKa3a HEOOXOIMMO yBEIMYMBATH 00beM 0O0opymoBaHus. Tak Kak BEpOSTHOCTH



OTKa30B (WJIM, 4TO TO K€ Camoe, HOPMBI MOTEPb) Ha BCEX Y4YacTKaxX CETH CBS3U
HOPMHUPOBaHHI [6], ceTh ¢ KOMMyTalMel KaHaJOB MPU MPOYHX PABHBIX YCIOBHIX
TpeOyeT OobIiero oobemMa 000pyI0BaHUs, YeM CEeTh ¢ KOMMYTAaIMeH COOOIeHU
wi maketoB. Otcioga cienyer Hed()PEKTHBHOCTh KOMMYTAIIMM KaHAJIOB — IS

obecrieyeHus 3HaueHus P, Harapumep, He Bbime 0,01 HeoOXOaMMO CHMXKATh
BeauuuHy P; 10 0,001 uim meHbe.

Kpome Toro, kaHasbl CBA3U B CETU C KOMMYTallMEe KaHAJIOB UCIOJIb3YIOTCS
Kkpaiine HeaddexTuBHO. Hampumep, npu mnepegade rojiocoBoro Ttpaduka B
tenedoHHoM cetu 10 40% BpeMeHU MO KaHaly HUYEro He MepenaeTcs, Tak KakK B
pasroBope aOOHEHTOB UMEIOTCS Hay3bl.

PaccmoTpum  Temepp koMMmyTanuio maketoB. Ilpm  TakoM cmocoGe
KOMMYTalldd  JaHHblE MepefarTcs (¢parMeHTamMu  (UKCHUPOBAHHOIO  WIIU
IIEPEMEHHOT0 pa3Mepa, Ha3bIBaEMbIMU ITakeTamu. JlJIs makeTa Bceraa 3aJaeTcs ero
MakcuMaabHBI pazmep — MTU (Maximum Transmission Unit), onpenensiembrii
KOHKPETHBIM TEJIEKOMMYHHUKALMOHHBIM IPOTOKOJIOM. B cOCTaB KaXJI0ro makera
BXOJIUT AJPECHBIN 3arojOBOK, HA OCHOBE aHaJM3a KOTOPOI0 KOMMYTalUOHHBIN
y3ell omnpenenseT NyTh AajdbHeWIel mepemaadur. Takum oOpa3oM, COEIUHEHHUE B
ATOM cllyyae 3apaHee HE yCTaHaBJIMBAETCS (3a UCKIIOYEHHEM YCTAHOBJICHUS Tak
Ha3bIBAEMOI'0 BUPTYAJIbHOTO KaHaja, O YeM peyb MOMIET HUXKE).

B ciyuae ¢usmueckoit HEBO3MOKHOCTH HEMEAJIEHHOW MepeauM MakeTa OH
CTaBUTCSI B ouepeab OXKuAaHus. Takum oOpa3oM, B UACATLHOM Cllydae MakeT He
TepsieTCs, TO €CTh MOTEPh B SIBHOM BHUJE B TakoW ceTH HeT. OgHaKo Mpu 3arpy3ke
CeTH MaKeThl OyIyT 3aJepKUBATHCS, TO €CTh MOTEPU HOCAT YCIOBHBIN XapakTep, U
BBIPQKAIOTCS B 3ajepxke nepenayu. [lostomy ceTh ¢ KOMMyTanuend MHakeToB
Ha3bIBAIOT CEThIO C OKUJaHueM. COOTBETCTBEHHO, KauyeCTBO OOCIY>KMBAaHHS B
TaKOW CETH YX€ HEJb3sl OLICHMBATh C HCIIOJIb30BAHWEM BEPOATHOCTH OTKa3a. B
CBSA3M C ATUM JJisi 3TOM I€JId UCHOJIb3YIOTCSl JiBa IapaMerpa — BEPOSTHOCTb
OXKHJIaHUS M CpeHEe BpeMst OKuganus [7].

3amMeTHM, 4TO 3/I€Ch PACCMATPHUBAETCS MI€aJU3UPOBAHHBIN ClTydaid, TO €CTh

npeamnojgaracTcsa, 4To o4epeab MOKET HMCETb OeCKOHEUHBIN pasMEp, U IIaKCTbI



MOTYT XpPaHUTHCA B ouepean 0ecCKOHEUHO a0iro. Ha nmpakTtuke MOTYT HIMETh MECTO
SBHbIC TIOTEpH, BBI3BAHHBIC TMEpENOJHeHHEM Oydepa OXHUIaHUS, a TaKKe
XpaHEHUEM IakeTa B Oydepe A0bllie OnpeaeeHHOT0 HHTEPBala BpEMEHH.

3anepKKA Tepefayd JaHHBIX B CETH C KOMMYTalUEWd ITaKETOB MOKHO
pa3ienuTh Ha J1Ba BUJA:

1. Anropurmuyeckue 3aJepiKKH;

2. Cniy4aitHble 3a1CPHKKH.

AJroputMu4ecKkue  3aJepKKM  OOYyCIIOBJIEHBI  CaMUM  aJITOPUTMOM
KOMMYTAallUU TMAKETOB — KaXKJIbIii KOMMYTAIlMOHHBIN y3ell Oy(epusupyer IMaker,
IIOCJE YEro MNPOU3BOAUTCA AaHAIM3 AaApPECHOTO 3arojoBKa M IOCIEAYIOIIas
nepenaya. [IoHATHO, YTO HA 3TO YXOAUT OIPEAECICHHOE BPEMS, YTO U IPUBOAUT K
3aJIEpIKKe.

CayyaiiHble 3aIep>KKH 3aBUCAT OT 3arpy3KH CETU — 4eM Ooublle 3arpyska,
TeM OO0JIbIIE TAKETy MPUXOAUTCA KAATh B OUEPE/IH.

AJITOPUTMHUYECKHE 3aJI€PKKHU HE MPUBOIAT K CYIIECTBEHHOMY YXYIIIECHHIO
KayecTBa OOCIY)KMBaHUS, TaK KakK BCE IIaKeThl, OTHOCSIIMECS K OJHOMY
COOOIICHHIO, 3aJEP>KUBAIOTCS Ha OAHO W TO ke BpeMda. CiyuailiHble 3aJep>KKU
YXYALIAIOT KaueCTBO 0OCTYKUBaHUS, TaK KaK pa3IMYHbIE MAKEThl 3aJ1€p>KUBAIOTCS
Ha Pa3JIM4YHbIE HHTEPBAJIBI BPEMEHMU.

Bech Tpaduk, nepenaBaeMblii B COBPEMEHHBIX CETSAX, MOXKHO pa3JeiIuTh Ha
TPU BHUJA — BUAEO, ayAHO U JaHHbIE. [lepBble 1Ba Buaa MpencTaBislOT cOOOW Tak
Ha3bIBAEMBIN MMOTOKOBBIM TpaduK, XapaKTepU3yIOIIHICI TPUMEPHO PABHOMEPHOU
CKOPOCTBIO TIE€pEAauM, BBICOKOW YYBCTBUTEIBHOCTBIO K BApHUALMHU 3aJCPKKHU
(IKUTTEPY) U HEKPUTUYHOCTBIO K MOTEPE OTACIIBHBIX NAKeTOB. /[aHHBIE, B CBOIO
ouepenp, XapaKTEepU3yrTCA MIEPEMEHHOCTBIO CKOpPOCTH nepeaauu,
HEYYBCTBUTEIBHOCTBIO K JDKUTTEPY, @ TAK)KE KPUTUYHOCTBIO K ITOTEPE OTIAEIbHBIX
IIAKETOB.

C yd4eTroM 3TOro TEXHOJIOTHS KOMMYTAIMU KAHAJIOB JIy4dllle MOAXOIUT IJIs
nepesayd IMOTOKOBOIO Tpauka — €ClIM COEAUHEHHE YCTAaHOBJIEHO, JaHHbIE

nepeaaroTca ¢ MHHUMAJIBHBIMHA 3aCPKKaAMU. MNMeHHO 3THM OOBSICHAETCS TOT



¢dakTt, uT0 coBpeMeHHbIE IU(POBBIE TeNe(OHHbIE CETH HCIOJIB3YIOT KaHAJIBHYIO
kommyTanuo. Jlng mepenaun Tpaduka JaHHBIX Jydlle MMOAXOAUT MaKeTHas
KOMMYTAIHSI.

Y KOMMYyTaIiu MaKETOB CYIIECTBYIOT IBE MOAU(DUKAIIUU:

1. KommyTranuss mNakeToB C YCTAaHOBJIEHHEM BHUPTYyaJIbHOTO KaHaja
(JIOTHYECKOT0 COCTUHECHUS);

2. Kommyramusi mnaketoB 0€3 YCTaHOBJCHHMS BUPTYaJIbHOTO KaHala
(me¥TarpaMMHBII CIIOCO0).

Jns  mOoBBIIEHWST  KayecTBa  OOCHy»XuMBaHUA  Obula  pa3paboTaHa
Monudukamms crnocoda KOMMYTAallMd KaHAJIOB C HCIIOJIb30BAHUEM JIOTHYECKOTO
coequHeHus. B asTom ciaywae nmepenaroomas W IpUHUMAlOUias  CTOpPOHA
«IOTOBApUBAIOTCS» O TPEACTOSIIEM CEaHCE CBA3H, TO €CTh YCTAaHABJIMBAIOT TaK
Ha3bIBa€MoE JIoTnyeckoe coeAnHenue. [locne ycTraHoBiIeHHs COeMHEHMS IETI0YKa
[AKETOB, OTHOCSIIASICS K OJHOMY COOOIICHMIO, NEPENacTcsl Mo €AMHOMY IMYTH,
HA3bIBAEMOMY BHUPTYyaJIbHBIM KaHaioM. K TpoTokojiaM, HCIONB3YIOMUM
JIOTHYECKOE COETUHEHHUE, OTHOCATCS TPAaHCHMOPTHBIM mporokosn TCP, kaHallbHbIE
npotokosibl  Frame Relay, ATM. K mnporokonam, He TOIePKABAIOLIIIM
JIOTHYECKOE COEQUHEHHE, OTHOCUTCS WHTepHeT-mpoToKoJ ceTeBoro ypoBHs |P.
Cnengyer orMetutb, uTto mpotokon TCP, Gomee moapoOHO paccMmaTpuBaemblii B
rJaBe /, YCTAaHABJIMBACT JIOTUYECKOE COCTUHEHHE «IOBEpPX» CETEBOTO YPOBHS, a
NaKeThl CETEBOTO YPOBHS MepeiatoTcs 0€3 yCTaHOBJICHUS BUPTYaJbHOTO KaHaJa.

Kak yka3piBanmoch BbIlIe, WHOOKOMMYHUKAIIMOHHBIE CETH MPEANOIaracT
nepenayy uHGpOpMaMd HUMEHHO ¢ ucnojb3oBaHueM |P-nporokona. Tak kak
JeUTarpaMMHBIA CIIOCOO HE JaeT HUKAKUX TapaHTHUH JOCTaBKH HH(OpMaIuu,
HEOOXOJMMO  HWCIOJB30BaTh  JIOMOJHUTENbHBIE  CPEICTBA,  IOBHIIIAIOIINE

HaJACKHOCTD IICpCaadnu JaHHbIX.



1.2 Mopens B3auMoaecTBHsI OTKPBITHIX cuctem 1SO/OSI

Kak ykaspiBanoch BbIlIE€, MOJ TEIEKOMMYHUKALMOHHBIM IMPOTOKOJIOM
MOHUMAETCsT Ha0Op MpaBW, B COOTBETCTBHUM C KOTOPBIMU OCYIIECTBIISCTCS
uH(GOPMAIIMOHHOE B3aUMOICUCTBHE MEXTY YIAICHHBIMH OObEKTaMHU.

TpagulIMOHHO TENEKOMMYHHUKAIIMOHHBIE TMPOTOKOJIBI OPTraHU3yIOTCS B
CTEKOBYIO CTPYKTYpY, OCHOBOM KOTOpPOH CIYXHUT MOJENIb B3aHMOJICHCTBUS
oTkpeITEIX cuctem — OSI (Open System Interconnection). Ilox oTkpbITON
MOHUMAETCS CUCTEMA, GyHKIHOHUPYIOIIAS B COOTBETCTBUU co
CTaHJAAPTU3UPOBAHHBIMU NPOTOKOJAMH, 4YeM OOECIEUYMBAETCA KOPPEKTHOE
B3aMMOJICUCTBUE AaMMapaTHOIO MW MPOrPaMMHOrO0 OOECHEYEHHs] pa3InYHBIX
IIPOU3BOAUTEIICH.

PaccMoTpum cHavasia 0OIIMI MPUHLIKAI OPTaHU3ALUU CTEKOBOM CTPYKTYpHI
npoTOK0JIOB. CTEKOBas CTPYKTypa NOAPa3yMEBAECT HAJTUUUE HECKOJIBKUX YPOBHE,
Ha KOTOPBIX PAacCIOJIAraloTCA TEIEKOMMYHHUKAMOHHBIE MPOTOKOJIbL. [IpoTokon
BBIIIEJICKANIET0 YPOBHS oOpamiaeTcss K HPOTOKOJY HIKEJIEKAIIEro YpPOBHS C
HEKOTOPBIM  3ampocoM. [IpOTOKOJI HMKeNeXallero YpoBHS IPEAOCTaBIISAET
3aMpOIICHHBIA HA0Op YCHyr, CKpbIBas OT BBIIIEIEKAIIETO MPOTOKOJA AETalld

NPEe0CTaBICHUS 3TUX yCayT (pUCYHOK 1.2).
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Pucynok 1.2 — YpoBHU IPOTOKOJIOB B CTEKE

Ha pucynke 1.2 mpencraBieHsl [jisi TpUMepa TP YPOBHS U JIBE
B3aUMOJICHUCTBYIOIINE OTKPBITBIE CHUCTEMBI. B3aumopericteue = mexay
OJTHOMMEHHBIMH YPOBHSIMU MPOUCXOAUT C MCTIOJIb30BaHUEM
TEJIEKOMMYHHUKALMOHHBIX MPOTOKOJIOB YpOBHS (MPOTOKOJN YpOBHA 1, MPOTOKOJI
ypoBHA 2 u T.JA.). Mexay BbILIEISKAIUM ¢ HIKEISKAIIMM YPOBHAMU
pacnoyio)keH uHTepdeiic, onpenensitouii Habop yCIyr, MNpeaoCTaBIsIEMbIX
BBIILIETICKALEMY YPOBHIO.

VYcenyra mnpencraBisger coOoi HAaOOp NPUMHUTHBOB, MPEIOCTABISIEMBIX
MIPOTOKOJTY BBITIENekaIiero ypoBHs. C BBIIIENEKAIIETO YPOBHS Ha HUKETIeKAIIUH
nepenaeTcss MHQPOPMAIMOHHBIN  OJIOK, Ha3bIBA€MbI  HJIEMEHTOM  JIaHHBIX
npotokoja — Protocol Data Unit (PDU). B PDU, nomumo niepefaBacMbIX JaHHBIX,
BKJTFOYAIOTCS CTY)KEOHBIE 3ar0JI0BKH, HEOOXOANMBIE 711 KOPPEKTHOM 00pabOTKU 1

IIepelauy JaHHBIX OT OJHOU OTKPBITON CUCTEMBI K IPYIrOi.



B nHauane 80-x romoB mpouuioro Beka Oblia pa3paboTaHa STaIOHHAS] MOJEINb
B3anMoieicTBHs OTKPBITHIX cucteM |1SO/OSI, koTopas onpenenser ceMb YpOBHEH.
Ha3Banuss ypoBHert u PDU, dopmupyemMbix Ha KaXJIOM W3 YPOBHEH,
npeICTaBICHbI Ha pucyHke 1.3.

Hymepanus ypoBHEH TpaJULIMOHHO BEJETCSI CHU3Y BBEPX, TO €CTh NEPBBIM
YPOBHEM SBJISIETCS (PU3UUECKUM, CEABMBIM — IPUKIIATHOM.

Ha mnpuxnazHoOM ypoBHE pacrojiararoTcsi MNPOTOKOJIbI, € KOTOPBIMHU
HENOCPEACTBEHHO  B3aUMOJICHCTBYET  IIOJIb30BATENb WM TNPUKIATAHOE
nporpaMmMHoe obOecneueHue. Tak Kak NPUKIAJHON YPOBEHb SIBISETCA CaMbIM
BEPXHUM, MPOTOKOJIBI  NPUKIAJHOIO ypPOBHA  OOECHEYMBAIOT  Iepeaady
uHGOpMallMU OT OJHOM OTKPBITOM CUCTEMBI K APYTroM, MCHOJB3YS Uil 3TOTrO
yCIIyT'H HUKenexamux ypoBHel. [1o untepderiicy Mexay NpukiagHbIM YPOBHEM H
ypoBHeM mnpexactasieHus nepepaercs PDU, Ha3biBaeMblil moTokoM. Pasnuunbie
IOPUKJIAJHBIE MPOTOKOJIBI B OJHOW OTKPBITOM cHUcTeMe MOryT (popMUpOBaTh
pa3nuYHbIE TOTOKHU.

YpoBeHb MpeacTaBiIeHUs OTBEUaeT 3a €AUHBIA (opMar MperCTaBICHUS
JAHHBIX, IEPEIaBAEMBIX T10 CETH.

CeaHcoOBBIE ~ ypOBeHb  OO€ClEUMBAET MPOBEJCHUE CeaHCa  MEXIY
IPUKJIAAHBIMA [TPOLIECCAMH JIBYX WJIM HECKOJIBKUX OTKPBITBIX CHCTEM.

PaccMoTpeHHBbIE TpU BEPXHUX YPOBHS SIBJIIOTCS CETEHE3aBUCUMBIMH, TO
€CTb OHM HE 3aBHUCIT OT TE€X CETEBbIX TEXHOJIOTUH, Ha KOTOPBIX Oa3upyercs
MHOOKOMMYHUKAIIMOHHAsT ~ CeTh.  YeThlpe  HIKHHMX  YpPOBHA  SABIISIIOTCSA
CETe3aBUCUMBIMH, COOTBETCTBEHHO, OyIyT pacCMOTPEHBI OoJiee MOAPOOHO.

[Torok pgaHHBIX, CGHOPMUPOBAHHBI HA CETEHE3aBUCHUMBIX YpPOBHSX,
MOCTYIAaeT Ha TPaHCHOPTHBIM ypoBeHb. OCHOBHOW (QYyHKIMEH TPaHCHOPTHOTO
YPOBHSL SIBJISIETCSL TPAHCIOPTUPOBKA COOOMIEHMH U YIpPaBJIE€HUE IOTOKOM
uHbOpMallMd OT HCTOYHMKA JO TMOJyyaTels C o0OecledyeHHeM HaAeKHOCTU
noctaBku [5]. PDU, cdopmMupoBaHHBII Ha TpaHCIOPTHOM YPOBHE, MOJYYHII

Ha3BaHHWe cerMeHTa (Segment).



[TpoTOKOIBI TPAHCTIOPTHOTO YPOBHS OOECIEYHMBAIOT IMEpeaady CErMeHTa C
TON CTENEHBIO HANICKHOCTH, KOTOPBIM TpeOyeT MPUKIATHOW MPOTOKOJI. Momenb
ISO/OSI omnpenensier nsATh KJIACCOB CEpBHCA, MPEIOCTABISEMBIX TPAHCIOPTHHIM
ypoBHeM. Bp1OOp Kiacca cepBHca 3aBHCHUT OT TpeOOBaHHMA K HAIACKHOCTU
JIOCTaBKU CETMEHTOB, a TaK)Xe OT HAJCKHOCTU CaMOM CETH.

CerMeHT, chOpMHUpPOBAHHBI Ha TPAHCIOPTHOM YPOBHE, MOCTyHaeT Ha
ceTeBoil ypoBeHb. PDU, dopmupyembiii Ha 3TOM YpPOBHE, MOJYYHJI Ha3BaHHE
nakera. OCHOBHOM (GyHKUHMEW CETeBOr0 YpOBHsS SIBJISETCS oOecreueHue
MPOJBIDKCHUS TIaKeTa dYepe3 COCTaBHYIO CETh, KOTOpas MOXKET COCTOSTh W3
MHOJKECTBA CeTel (Y4acTo Ha3bIBAEMBIX IMOACETIMH — SUDNELS), MOCTpOSHHBIX Ha
pa3IMYHBIX NpPUHIMMNAX (HA Ppa3IUYHBIX TEXHOJOTUAX KaHAJIBLHOTO YPOBHS).
CoOTBETCTBEHHO, CETEBOM YPOBEHb JIOJDKEH HCIIONB30BATh aJIPECAIldIo, €IUHYIO
I Bcel coctaBHOM ceTu. CoeIMHEHHE Pa3HOPOJHBIX IMOJCETeH MEXIy COOOM
oOecrieynBaeTCs MapuIpyTu3aTopaMd — YCTPOMCTBaMH, 0OECIICUHUBAIOIIUMU
nepeaavdy makeToB U3 OJHOM mojceTH B Apyryio. [logpoOHee mpoOTOKOIIBI CETEBOTO
YpOBHsI OyAyT paCCMOTPEHBI B riaBe 4.

B cBoro ouepenp, moacetd CTpOSTCS Ha 0a3e MPOTOKOJIOB KaHAIBHOTO
ypoBHsi. PDU, ¢opMupyemsbiii Ha KaHaJIbHOM YPOBHE, HOCHT Ha3BaHHE Kajpa
(Frame). OcHoBHas 3aja4a KaHAJIbHOT'O YPOBHS — O00OCCIICUCHUE MepeIayn KapoB
JAHHBIX B MIPEIeIIax MOJICETH.

Hakonen, Ha ¢usnueckoM ypoBHE (BopMUpyeTCS MOTOK OUTOB, KOTOpHIE
NepeIaoTCsl C MCIOJb30BaHUEM TOW WMIM MHOW cpeabl. Ha ¢usmueckom ypoBHE
OmpeneNstoTcss TpeOoBaHWS K (U3MUECKOMY TIPEICTABIICHUIO TepeaBacMbIX
CUTHAJIOB, (PU3WYECKUM pa3zbemMaM JJIsi COCAMHEHHS CETEBBIX YCTPOMNCTB MEXKIY

coOOM, U T.1.
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Pucynok 1.3 — Dranonnas moxens |SO/OSI
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Takum oOpazom, mpu mepenade JaHHBIX MEXKIY OTKPBITBIMH CHCTEMaMU
JaHHBIC TIOCJIEOBATENIFHO MPEOOpPa3yIOTC B COOTBETCTBUU C MPOTOKOJIAMU
pa3IMYHBIX YpOBHEH. JlaHHBIE BBINIENIEKAIIETO YPOBHS KakK Obl «BKJIAJIBIBAIOTCS
(uakancynupytotcsi) B PDU Hmkenexamero ypoBus [3 — 5]. [Ipu npueme nanHbIx
cutyanus obparHas — PDU  Belmenekamero  ypoBHS — «HM3BIICKASTCS
(mexarncynupyercs) uz PDU Himkenexatiero ypoBHs. [Iporiecc nHKancysiiuyy npu
nepeaave WLTIOCTPUPYETCst pUCYHKOM 1.4.

Cermenr

TpancnoptHbIit
3aroJI0BOK

JlannbIe Konresrk

[Taker

Ceresoit TpamcropTHEI

JlaHHb1e Konuesuk Konrenk
3ar0JI0BOK 3ar0JI0BOK

Kanp

KanambHbiit Ceresoit TpancnopTHbIi

JlaHHbIE Konuesuk Konmesuk | KoHuenk
3ar0JI0BOK 3ar0JI0BOK 3ar0JI0BOK

Pucynok 1.4 — IIpouecc nHKaNCyaauu

Kak BumHo u3 pucynka 1.4, cimyxebnsie monss PDU Ha pa3HbIX ypOBHSX
MOTYT COJIepKaThb HE TOJbKO 3aroJIOBKM, HO M KOHUEBHUKH, HAaNpuUMep, Kaap
Ethernet xananbHOrO ypOBHS MMEET KOHIIEBUK B BHJIE KOHTPOJIBHOW CYMMBI.
[IpOTOKOIBI KaXKI0r0 U3 YPOBHEN HE BOCIPHUHHUMAIOT 3ar0JIOBKOB BBILIEIIEKAIINX
YpPOBHEH, CUMTas HUX NOJIEM JNaHHbIX. Hampumep, KaHalnbHBIA NIPOTOKOJ
o0ecrnieuyrBaeT nepegavy KaapoB TOJIbKO HA OCHOBE KAHAJILHOTO 3ar0JIOBKA.

[Ipu npueme cutyauusi oOpaTHasi — U3 MPUHATOTO Kajapa JAEKarCyIHpyeTcs
MIAKET, U3 NAKeTa — CErMEHT, JaHHbIE CETMEHTAa IMEpPENar0TCs CETECHE3aBUCHMbBIM
YPOBHSIM.

[IpoMexyTOUHBIE  CETEBBIE  Y3JIbl  JCKANCYJIUPYIOT  MNPUHUMAEMYIO
uHGOPMAIIMIO TOJIBKO 10 «CBOETO» YpoBHs. Hampumep, mapuipytuszatop, sBIssACH
YCTPOMCTBOM CETEBOTO YPOBHS, U3BIEKAET W3 MPHHIATOrO Kajapa MaKeT,
ONpENENAET MOACETh, YEPE3 KOTOPYIO ATOT MAKET HYKHO IEepenaTh IaJiblie,

VMHKAIICYJIUPYET €ro B KaJp KaHAJIbHOM TEXHOJIOTMU CIEAYIOLIEH IMOJCETH U



nepemaer.  llompoOHee  GyHKIMOHUPOBAHWE  MAapIIPYTU3aTOPOB  OyneT
pPacCMOTpPEHO B TJ1aBe 4.

B 3akmtoueHre HEOOXOAUMO OTMETUTh, YTO PACCMOTPEHHAS CEMUYpPOBHEBAs
CTPYKTypa SIBJSETCS HWMEHHO MOJEIbI0O, a HE KOHKPETHBIM CTEKOM
TEJICKOMMYHUKAIIMOHHBIX TPOTOKOJIOB. Hambomnee pacmpocTpaHEHHBIM CTEKOM
IIPOTOKOJIOB HA CETOIHSAIIHMK AeHb sABsieTcs ctek 1 CP/IP, koTopslit paccMoTpumM

6omee mopoOHO B ciieayromieM naparpade.

1.3 Crek mpotokonoB TCP/IP

Crexk TCP/IP  gBinsgerca  gallecko  HE  €QMHCTBEHHBIM  CTEKOM
TEJICKOMMYHHUKAIIMOHHBIX IMPOTOKOJOB, HO OCTAaHOBHMCS MbI 0oJiee MOAPOOHO
UMEHHO Ha HEM. JTO BBI3BAHO, BO-TIEPBBIX, TEM, YTO Je-(aKTo B HACTOSIIECE BpeMs
Ha Oaze TCP/IP ¢dyHKIMOHUpYET MoAaBistoiee OOJIBIIMHCTBO CETEH, a BO-
BTOPBIX, TOJIbKO HaunHaromme cBoe pa3Butue cetu NGN Takke UCTOIB3YIOT 3TOT
CTEK.

Crex TCP/IP comepHUT He ceMb, a YeThIpe YPOBHs. ITO OOBICHICTCS TEM,
9r0 HekoTopblie ypoBHH TCP/IP o0beauHSAIOT (QYHKIUM Cpa3y HECKOJIbKUX
ypoBreir monenu OSI. Hampumep, npuxnanHoii ypoBenb TCP/IP obGecrnieunBaet
BBITIOJIHEHHE (DYHKITMI MPUKITIAIHOTO, IPEICTAaBUTEIHCKOTO M CEAHCOBOTO YPOBHEH
mogenu OSI. Kpome Toro, B8 TCP/IP HeT HEKOTOPBIX YPOBHEH, IPUCYTCTBYIONIUX B
mozaenu OS| — kaHanbHBIA U PU3MUECKUI YPOBHU B HEM HE PETJIAMEHTUPYIOTCSI.
DTO CBsA3aHO € HEOOXOAMMOCTHIO Tiepenaun |P-makeToB «moBepx» 00O
KaHaJbHOW TEXHOJIOTHH U C MCIIOIh30BAHUEM JIFOO0N CPe/Ibl epeiad.

Ctpyktypa creka TCP/IP npencrasiena va pucyske 1.5.



[TpukitagHon

OCHOBHO (TpaHCTIOPTHBIN)

MexceTeBOro B3auMoOJIeNCTBUSI

CereBblie nHTEPDENUCHI

Pucynok 1.5 — Ctpykrypa creka TCP/IP

Ha npuxknagHoM ypoBHE pacrojaralotrcsi TporpaMMHBIE CPEICTBA JBYX
Buz0B — mnpwioxenus (Applications) u coyxObr (Services). Ilpunoxenus
OpraHU3yIOT HUHTEpPEerc MEXAYy IOJb30BaTEIEM M CEThI0, CIY>KObI TOTOBSIT
JTAHHBIE JJIs1 JATBHEUIIEN TTepeIadn MO CETH.

Haubonee pacmpocTpaHeHHBIMH TMPOTOKOJIAMH U CIY)KOaMU MPUKIIATHOTO
ypOBHS ABJsTIOTCS [8]:

- MPOTOKOJIBI 31ekTpoHHOM TouThl (Simple Mail Transfer Protocol — SMTP,
Post Office Protocol — POP, Internet Messaging Access Protocol — IMAP);

- TIPOTOKOJ Tepefaun runeprekcTtoBoil nnpopmaruu (Hypertext Transfer
Protocol — HTTP);

- npotokos nepenaun ¢ainos (File Transfer Protocol — FTP) u nmpocroit
npoTokot nepeaaun daiinos (Trivial FTP — TFTP);

- cmyx6a momenubix umen (Domain Name System — DNS);

- mpotokoJibl ynanenHoro pgoctryna (Telnet, SSH), oGecneunBaroiue
BUPTYaJIbHOE COCAMHEHUE C YAAJIECHHBIMU CETEBBIMU YCTPONUCTBAMU;

- MPOTOKOJI JUHAMUYECKOTOo KOH(urypuposanus y3ioB (Dynamic Host

Configuration Protocol — DHCP).



Pasznuynbie MPOTOKOBI MPUKIIATHOTO YPOBHS (POPMHUPYIOT MOTOK JAaHHBIX,
MOCTYIAOIIMIA Ha OCHOBHOM (TpaHCHOPTHBIN) ypoBeHb. HazHaueHue 3Toro ypoBHs
MOJTHOCTBIO COOTBETCTBYET HA3HAYEHHUIO TpaHCTIOPTHOTro ypoBHS mozaenu OSI. Ha
3TOM YPOBHE (PYHKIIMOHUPYET J[Ba OCHOBHBIX MPOTOKOJIA — MPOTOKOJI YIIPABICHUS
nepenaueir  (Transfer Control Protocol — TCP) u mnpotokon aedtarpamMm
noas3oBareis (User Datagram Protocol — UDP). OcHoBHOe pazinume MexIy
3TUMH TPOTOKOJAMHU 3aKiovaeTca B ToMm, 4To [CP sBisieTcss mpOTOKOJIOM,
OpHCHTHPOBAHHBIM Ha JIorHdyeckoe coeauHenue (connected-oriented), a UDP
SIBIISICTCS IPOTOKOJIOM O€3 yCTaHOBIICHHS coequHeHus (connectedless).

Oba mnpoTokona 0oOecneuynBalOT CErMEHTALMIO JaHHBIX MpH Iepefadye u
oOpatHyto mnpouenypy npu npueme. Kpome TOro, mpoTokojbl TpaHCHOPTHOTO
YPOBHSI 00€CTIEYNBAIOT MYJbTUIUICKCUPOBAHUE JAAHHBIX PA3UYHBIX MPOTOKOJIOB
IPUKIAJTHOTO YPOBHSA. DTO O3HA4aerT, uyTto nportokos TCP crnocobeH nepenaBarthb
JaHHbIE PA3JIMYHBIX MPWIOKEHUN «IIOBEPX» OAHOIO JIOTMYECKOTO COEAMHEHUS.
Jis uaeHTHUKAIMU TPOTOKOIa MPUKIATHOTO YPOBHS HCIOJB3YETCS YCIOBHOE
16-6uToBOE 4KcIO, Ha3bIBaeMoe HoMepoM mnopta. Homep mopra ykasbiBaeTcsi B
KXKIOM TepeaBaeMOM CETMEHTE, B pe3yJbTaTe Yero MpPOTOKOJI TPAHCIOPTHOTO
YPOBHS Ha MPUHUMAIOUIEH CTOpOHE OMNpeleiseT MNPWIOKEHUE WIH CIyxOy,
KOTOPOM aJjpecoBaHbl MPUHSTHIC TaHHBIE.

[Tporoxon TCP rapaHTHpyeT HOCTaBKY CETMEHTOB IOJIydaTelN0 MyTeM
peanu3anuu AByX (QyHKIIHIA:

- MOATBEPKICHNE TIpYeMa CETMEHTa,;

- KOHTPOJIb TIOTOKA CETMEHTOB.

s oOecrieueHHs] HAJEKHOCTH JIOCTaBKH CETrMEHTOB mpoTokoia TCP Ha
npuemMHoil cropoHe BbicbutaeT noarBepxkaeHue (ACK) o mpueme cermenta. B
cllyuae OTCYTCTBUS TOATBEPKIACHUSI CETMEHT OTHpaBiseTcss MOBTOpHO. /[l
KOHTpPOJISI TOTOKAa CErMEHTOB OINpEAeNseTCs TaK Ha3blBa€MbIl pa3mep OKHa
(Window), xoTophlii ompenenseT KOJIMYeCTBO OalT, KOTOPOE MOXKET MPUHSTH

MOJIy4aTelib, He TIEPETOoHssA CBOU Oydephl.



bonee neranbHO MexaHM3MBl OOECHEUEHUS HAJEKHOCTH JIOCTaBKU
cerMeHToB mpoTokosioM TCP OymyT paccMOTpeHBI B ri1aBe 7.

CdopmupoBaHHbIii Ha TPAHCIOPTHOM YpPOBHE CETMEHT IIOCTYIMaeT Ha
YPOBEHb MEXCETEBOIO B3aMMOJCHCTBUSA, II€ MHKAcyiaupyercsa B nakeT. Ilaker
conepxut IP-agpeca ucTtouHuka W modydarens, a TaKXKe HEKOTOPYIO APYrylo
YIPABJISIIONLYI0 HHGOPMAIIHIO.

BaxxHO, 4TO MNPOTOKOJBI TPAHCHOPTHOIO YPOBHS M MPOTOKOJ YPOBHS
MEXCETEBOI0 B3aUMOJICHCTBUSA (YHKIMOHUPYIOT B TECHON B3aUMOCBSI3U, IOATOMY
crek W mnonyumn HazBanue 1CP/IP. Hampumep, rnormueckoe coenuHEHHE,
ycTaHaBnuBaeMoe mpoTokosoMm TCP, He MoOXeT HIeHTU(DHUIIUPOBATHCS TOJIBKO
HOMEpPOM I0pTa, TaK KaK B OJHON CETH MOKET ObITh HECKOJBKO COEIMHEHUH C
OJIMHAaKOBBIMH HOMepamu NopToB. [1o3ToMy coennHeHrne naeHTU(GUIHUPYETCS KaKk
HOMepoM mopTa, Tak u |P-agpecom. CoBokynHocTh HOMepa mopTa u |IP-ampeca
noJy4uiia Ha3BaHue coket (Socket).

OcHoBHas 3a7ja4a ypOBHS MEKCETEBOT0 B3aUMOCICTBUSL HEMOCPEACTBEHHO
ClIeyeT U3 €ro Ha3BaHUs — oOecredeHue NPOABMKEHUS MAKETOB MO COCTAaBHOM
CETH, COCTOSIIIEN U3 HECKOJNBKHX IozceTed. Ha aToM ypoBHE pacmosararorcs aBa
TUNIA MPOTOKOJIOB -  MapIIPyTHU3UPYIOIIME IPOTOKOIBI M IPOTOKOJBI
MapIIpyTH3aLNH.

K MapumpyTu3upyrommm OTHOCSTCS  MPOTOKOJIBI, OOecredYrBaroIIne
nepenauy |P-makeTtoB w3 o0AHOM mojceTH B JPYryl0 Ha OCHOBE JIaHHBIX,
coJlep Kaluxcs B Tabmuuax MapuipyTuszanuuv. B Hacrosiniee BpeMsi B KauecTBe
TaKuX IPOTOKOJIOB HCHOJIB3YIOTCA HTEpHET-NPOTOKOIBI YETBEPTOU M IIECTOU
Bepcuil (IPv4 u IPv6). K mpotokosiam MapmipyTu3aldl OTHOCSITCS HPOTOKOJIBI,
00ecCIeynBaOIIMe HAMOJIHEHHE Ta0JMIl MapHIpyTHU3alUd MyTeM OOMEHa MEXIy
MapHIpyTH3aTOpaMu ciy>keOHoN mHpopmanueit. K TakuM mpoTokojgamM OTHOCSATCS
Routing Information Protocol (RIP), Open Shortest Path First (OSPF) u psina
JIPYTUX. DTH MPOTOKOJIbI OYAYT PACCMOTPEHHI B TJIaBe 5.

YpoBeHb CeTeBBIX HHTEPPEHCOB, Kak ObUIO yKa3zaHO Bbiiie, B cteke TCP/IP

HEe pernaMmeHTtupyercs. Ha 53ToM ypoBHE HCHONB3YIOTCS PEKOMEHIAIUH,



OIKCHIBAIONINE MPaBUJIa UHKAMCYJISIIIMY MTAKETOB B KaPbl BCEX CYIIECTBYIOIINX Ha
CETOJIHSIIIIHUI JICHb TEXHOJIOTMI KaHAJIbHOTO YpPOBHS. 3ajlaya B 3TOM Ciyyae
cTaBUTCS Tak — |P-makeT JOMKEH WMMETh BO3MOXKHOCTh TIPOABIKCHUS Yepes3
MOJICETh, TMOCTPOCHHYIO Ha 0a3e JIF0OOH CYIIEeCTBYIONMICH HAa CETOMHSIITHUNA JIEHb
TEXHOJOTHH KAaHAJIBFHOTO YpPOBHA. 31ech OyaeM paccMaTpuBaTh KaHAIbHYIO
texHosoruto Ethernet kak Hanbosee pacrpocTpaHeHHYIO.

CoOTBETCTBEHHO, CHayajla HEOOXOAMMO  PACCMOTPETh  IPUHLIHUIIBI
KOMMYTaIlMi B TexHojoruu Ethernet. DTum mpuHIMIIAM MOCBSIICHA CIIEAYIOIIAs

TJiaBa.



2 TexXHONIOTHH KaHAJIbHOTO YPOBHS

2.1 HexkommyTtupyemsbie cetu Ethernet

Kak wu3BectHo, TexHosoruss Ethernet wsmavampHO co3maBazach IS
MOCTPOEHUS JIOKANbHBIX BbluucauTedbHbIX ceteil (JIBC). OCHOBHBIM OTIMYHEM
JIBC oT coBpeMEHHBIX CeTel sBJseTCs pa3Hulla B oObeMax IeperaBaeMon
unpopmaimu. B JIBC oxoHeuHble ycTpoicTBa (KOMIBIOTEpHI), KaK IPaBUIIO,
OTCHUIAIOT 0OJiee MOIIHBIM KOMITbIOTEpPaM (CepBepaM) 3ampocChl HA BBINOIHEHHUE
HEKOTOPBIX JECUCTBUN BBIYMCIUTEIBHOIO XapaKTepa, a CEPBEPHI, B CBOK OYEPE.b,
nepesjaloT IO CETH  pe3ysibTaThl  BbIUMCICHHM. OueBUAHO, YTO O0BEM
NepeaBacMbIX JIaHHBIX B TakuWX ceTax Obul HeBelduk. CoOBpEeMEHHBIE CETH
o0ecrnieunBalOT Mepenadyy TaK Ha3blBAEMOro MYJIbTUMEAUNHOTO Tpaduka
(COBOKYITHOCTh ayJu0, BUJEO U KOMIBIOTEPHBIX JIaHHBIX), COOTBETCTBEHHO,
MOBBIMIAIOTCS  TpeOOBaHUS K HX MPOU3BOAUTENBHOCTU. Tem He MeHee,
COBpEMEHHBIE ceTH SBISIIOTCA mpeemHukamu JIBC, mostoMy paccMoTpeHue
HAaYHEM UMEHHO C HUX.

HcTopuuecku mepBbiMu ceTssmu Ethernet Oblim HexoMMyTHpyeMbIe CETH,
UCTIOJIB3YIOIME B  KA4eCTBE Cpelbl TMepefaud  KOAaKCHaIbHBIM  KaOelnb,
HEIKPAHUPOBAHHYID  «BUTYIO  Tapy» WU  ONTOBOJOKHO. Dusnueckue
crienu(uKaIuy, UCIOJb3YIONMe KoakcHallbHbIN kadens (10 Base-5, 10 Base-2),
OBLIIM TTOCTPOEHBI IO TOTIONIOTUU «OOIIIast IMHAY, CHEIU(pUKAIINHT, UCTIOJIb3YIOIIHIE
«BHTYIO Mmapy» wian ontoBosiokHo (10 Base-T, 10 Base-F) — mo 3Be3moo0pasHoii
VI MepapXUUeCcKOM Tonosioruu. HecMoTps Ha 3TO, ¢ JIOTMYECKOM TOYKHU 3PEHUS,
nr00ast ceTh «Kiaccuueckoro» Ethernet mpeacrapisiina coboit «00IIyO IIHHY». ITO
OOBSCHSAETCS TeM, 4YTO B LIEHTPE 3Be31000pa3HOM TOMOJOTMM PaCIoiarajioch
NpoCTeiIliee MHOTOIMOPTOBOE CETeBOE YCTpoiicTBO — kouueHTpatop (Hub).
KonuenTpatop, noJy4yuB KaJp [JaHHBIX Ha OJIHOM HW3 CBOUX [OPTOB,
peTpaHCIUpoOBal €ro Ha Bce ocTajibHble TOpThl. (COOTBETCTBEHHO, KaJp,
aJpecyeMblil JIFOOOMY KOMITBIOTEPY, MPUHUMAIH BCE OCTAIBHBIE KOMITBIOTEPHI,

IIOAKJIFOUCEHHBIE K JIaHHOP'I CCTH, KaK 3TO IPOHUCXOAWUT B TOIIOJIOTHH <<O6Hlaﬂ



muHa». KOMITBIOTEpBI ¢ CEeTEBBIMH KapTamH, MOJKIFOUCHHBIC K CETH, IMOJTYYHIN
Ha3BaHue padoueit cranmuu (Workstation), stoT TepMuH ¥ OyJaeM HCIIOJIB30BaTh
Jaiee MpH OMMCAHUU JAHHON TEXHOJIOTHH.

TpamunoHHO OJIOK JaHHBIX, TepeJaBacMbIX Ha KaHAIBHOM YPOBHE, HOCHT
Ha3BaHue «kaap» (Frame). CTpykTypa Kajapa 3aBUCHT OT KOHKPETHON peaar3aliiu
texHosorun Ethernet, omHako a8 JajdbHEUIIET0 PACCMOTPEHHS TMPUHIIAIIOB
KOMMYTAIIUX JIOCTATOYHO YKa3aTh IOJISA, BXOSIINE BO BCE TUITBI KaapoB. JlaHHBIC

OJIS TIPEJICTaBICHBI HA PUCYHKE 2.1.

[MpeamOyma|SFD DA |SA |L DSAP|SSAP |Control|Data FCS

7 OaiiT 10101011|6 6 2 1 1 1 Gaiit |46-1497 |4
Oalt |OauT |OaiiTa |OalT |OaiiT OalT Oaiita

Pucynok 2.1 — Ctpykrypa kaapa

[IpeamOyna kanpa coctouT u3z cemu Oait Buga 10101010, HeoOXoauMbIX
JUISL BXOXKIEHUS IPUEMHHKA B PEKUM CUHXpOHU3auuu. HavuallbHbI OrpaHUYUTEID
kaapa (Start of Frame Delimiter — SFD) — 10101011 BmecTe ¢ mpeamOysoi B
UTOTEe COCTaBIAIOT 8 OaiT. Jlanee cnenytor ¢pusnueckue aapeca y3ina Ha3HAYCHUS
(DA — Destination Address) u y3i1a uctounmka (SA — Source Address). B
texHonorusx Ethernet ¢usnueckue aapeca momyuunu HazBaHue MAC-aapecos.
Onu coxmepkar 48 JIBOMYHBIX pa3psaoB (6 OalT) W MpeACTaBIAIOTCS B
NIECTHAUATEpUYHONM  cucTeMe. B JIOKaJIbHBIX CETAX ajpecauus y3J0B
npousBoautcss Ha ocHoBe MAC-agpecoB, kotopsle "mpomntsl" B I13Y cereBpix
KapT.

Anpec, cocrosammii u3 Bcex eaunun FFFFFFFFFFFF, saBnsercs
mIMpokKoBemarebupiM — agpecoM (broadcast), korma mnepegaBaemass B Kajape
uH(pOopMaIus IpeTHa3HAaYeHa BCEM y3JIaM JIOKAJTbHOM CETH.

Mnanmue 24 pazpsga MAC-aapeca (6 mecTHaALATEPUYHBIX Pa3psIoB)
3a/1al0T YHUKAJbHBI HOMEp 0OOpYyJOBaHUs, HANPUMEP, HOMEP CETEBOM KapThl.

Crnenyromue 22 paspsija 3a7al0T UASHTUPUKATOP MPOU3BOAUTENST 000PYIOBAHUS.




[Ipu nmepemaue kagpa crapmuii 6ut, paBHbI (, yKa3pIBaeT Ha TO, YTO aJpec
ABJISIETCA UHANBUYyAIbHBIM, & paBHbIN 1 — Ha TO, UTO aJpec SABJISICTCSI TPYIIOBBIM.
Btopoi#t crapmmit O6ut, paBHbli 0, yKa3pIBaeT, 4YTO HACHTU(DHUKATOP 3a1aH
nenTpamszoBanHo komutetoM IEEE. B crammaprtHOii ammapartype Ethernet
ujeHTUGUKATOP BCerja 3alaH IeHTpanu3oBaHHo. Hecmotps Ha To, uTo B MAC-
aapece BblAeNeHa cTapiias W miagmas yactu, MAC-aapec cuuTaercs MIOCKUM
(flat).

[Tone L onpenensier niuHy nodisi faHHbIX Data, koTopoe MOKeT ObITh OT 46
no 1497 Gaiit (B mHpOpMAIIMOHHBIX Kaapax mpoueaypsl LLC2 — no 1496 Gaiit,
nockoJibky nosie Control — 2 6aifta). Eciu nosne naHHbix MeHbIe 46 0alT, TO OHO
JOTIONHSIETCS 710 46 OaWT.

ITone kontponbHOi cymmbl (FCS — Frame Check Sequence) nnuHoii B 4
OaiiTa MO3BOJISIET OMNPEACIUTh HAJIUMYME OIMMOOK B MOJYYEHHOM KaJpe 3a CYET
MCIIOJIb30BaHUs AJITOPUTMA IPOBEPKU Ha OCHOBE LIMKJIMYECKOTO KOAA.

Tak kak Kaap, TepenaBaeMblii 1Mo HeKoMMyTupyeMoit cetu Ethernet,
MPUHUMAIOT BCe padovMe CTAHIMM, Ka)XAas U3 HUX ONpelessieT, e Wiu He el
npeaHa3Ha4YeH Kajap, cpaBHuUBas cooctBennbii MAC-anpec ¢ agpecom, ykazaHHBIM
B nose DA xanpa. Ecnu anmpeca coBmagaror, paboyasi CTaHIMs KOMUPYET Kajap B
cBoi1 Oydep u oOpabaTbiBaeT, B MPOTUBHOM ClTy4dae KaJp MPOCTO UTHOPUPYETCSI.

[Ipu TakoM cioco0e Bce CTaHIIMU UCIOJIB3YIOT OOIIYI0 pa3fiefisieMyl0 cpeny
nepenayde JMaHHbIX. [l03TOMy Tpu OJHOBpEMEHHOW Tepenaye AByMs WM Oojiee
CTaHIUSIMU CBOUX KaJpOB CUTHAJBI B 0OIIEH pa3zensseMoi cpeie HaKIa bIBalOTCs
JIpyr Ha Jpyra U UCKaxaroTcs. Takoe coObITME MOMY4YWIIO Ha3BaHUE KOJUIM3UU.
O4eBuHO, YTO BOBHUKHOBEHUE KOJUTH3UHN MTPUBOIUT K OLTUOKAM B TIEpPEIaBaCMBbIX
JTAHHBIX.

Jlnst  mpenoTBpaiieHuss OMMUOOK, BBI3BAHHBIX KOJUTM3USAMH, BBOJIUTCS
MOHSATHE METO/IA JIOCTYTA.

[Tox MeromoM poctyna MOHMMAETCd HAO0Op MPaBUII, PErIaMEHTHUPYIOLIUX
nepeaady JaHHbIX padOuYMMM CTaHIUAMH 1O oOmied pazaensemoii cpexae. [lpu

ATOM Iiepeliaya J0obKHA OBITh OpraHM30BaHa TakUM oOpa3oMm, YTOOBI KaJpbl



pa3HBIX CTaHIMHA HE «CTAJKUBAJIUCH» B 0OImIEeH cpefe (HE BO3HUKAIM, WM, TIO
KpaliHel Mepe, rapaHTUPOBAHHO OOHAPYKUBAIHCH KOJIJTU3HH).

Paznuuator naBa BHAAa METONOB JOCTylla — JETEPMUHHUPOBAHHBIE U
BEPOSTHOCTHBIE.

[Ipn nerepMUHUPOBAHHOM METOJI€ AOCTyNa KaXkaoW paboueil CTaHIUU
MPEAOCTABISACTCS Uil NIepefayl CBOM BPEMEHHOW MHTEpBall. Takoil METoJ Mpu
BCIUIECKOBOM TpauKe 00JalaeT CyLIECTBEHHbIM HEJIOCTaTKOM — 3apaHee
HEU3BECTHO, KAKUM pabOYuM CTaHIUSM HE0OX0oAuMO OylIeT nepeaaBaTh JaHHBIC, U
KakoB 00beM JTuX mnaHHBIX. [loaToMy B TexHosormu Ethernet wcmonb3yercs
BEPOSITHOCTHBIA METOJI, Ha3bIBAEMbI METOJAOM KOJUIEKTUBHOTO JOCTyIa C
KOHTpOJieM Hecyined u oOHapyxenuem kosutusuii (CSMA/CD — Carrier Sence
Multiply Access with Collision Detection).

CyThb MeToma 3akiioyaeTcs B TOM, 4YTO pabodas CTaHIMS, KOTOPOM
HE0OXOMMO TepeaaTh JaHHbIe, CHavalla «IPOCIYIIUBAET» OOIIYI0 pa3eiisieMyIo
cpeay. Ecnm mo obmieit cpene B 3TOT MOMEHT MEpealoTcsl JaHHBIE KaKOW-T100
JpYroM CTaHLMEH, mepeaadya OTKIaAbIBaeTCs. B MpOTHUBHOM ciydae HAaYMHAETCA
nepegaya ¢ OJAHOBPEMEHHBIM KOHTpOJieM oOIied pasnensemoit cpenbl. Eciu B
mpoliecce mnepegaun OOHApYKUBAETCS KOJTM3US, B CETh BBIJIACTCS CHUTHAI
crenuanbHoro Buaa (B TexHonoruu Ethernet oma HaseiBaeTcs  jam-
MOCJIEIOBATEIbHOCTBIO), TMPUHAB KOTOPBIM JiI00asi CTaHLIMS  HEMEIJIEHHO
IpeKpaliaeT CBOK Mepenady. BelaepkaB CiaydallHbld BpPEMEHHOW WHTEpBAJ,
CTaHIIUSI MOKET BHOBbB IOMBITATHCS HAYATh Mepeaayy.

Cetb, mocTpoeHHas Ha oOIIel pasnensemMor cpene, oOpasyeT Tak
Ha3bIBaeMbId JOMeH Koum3uil. KpaTko paccmorpum paboTy MpoOCTEHIiero
JIOMEHa KOJIJIM3UH, MOCTPOSHHOro Ha 0a3e ¢usnueckoit cnerudpurkanun 10Base-T

(pucyHok 2.2).



67:c8:24:26:ec:58

09:d4:62:78:35:21

Workstation
0c:34:12:D3:56:78

Workstation
32:86:25:89:0e:38

Pucynok 2.2 — IIpumep cetn

B ocHoBe cetu mcmoib3yercs KoHmeHtparop (Hub), ocHoBHOM (dyHKIMEH
KOTOPOTO SIBJIIETCS PETPAHCIISIIINS Kaipa, MPHUIIEIIIET0 Ha OJIUH U3 MOPTOB, HAa BCE
ocTajbHble TOPTHL. TakuMm 00pa3oM, C JIOTMYECKOW TOYKM 3pEHHUs] CETh Ha
KOHIIEHTpATOpe MpeACTaBlIsAeT cOO0OW OOUIyl0 IIMHY, HECMOTps Ha TO, YTO C
(bu3MYECKOI TOUKH 3PEHUS UCTIONB3YETCs 3B€3/1000pa3Hasi TOMOJIOTHS.

Kanp, mnepemannbiii m000#1 pabodeil crTaHIued, NPUHUMAETCS BCEMU
OCTaJbHBIMU CTaHIUSAMU ceTu. Kaxxmaast u3 craniuii cpaBHuBaet cBoit MAC-aapec
¢ MAC-anpecoMm, ykazanueiM B mojie DA mpunsaroro xagpa. O4eBUAHO, YTO MPHU
UX COBINAJEHUM KaJp IMpeAHa3HAuY€H HMEHHO 3TOH CTaHIMH, [O3TOMY OHa
KOIUPYET ero B cBoil Oydep u odpadareiBaeT. OCTalbHbIE CTAHIIMM JAHHBIN Kaap
UTHOPHUPYIOT.

Jis  mocTpoeHWsT CeTH C  OONBIIMM  YHCIOM  Y3JIOB  HECKOJBKO
KOHIICHTPATOPOB COCOUHSIOT MEXAYy C000H, OJHAKO MaKCHMajbHOE YHCIIO
KOHIIEHTPATOPOB MEXIy JBYMsS JIIOOBIMH KOMIBIOTEpAMU HE JOJKHO OBITh

oonpiie 4. TpeboBaHusl K CETU ONMPENENSIOTCA MpaBuiIoM 5-4-3, B KOTOPOM 5 —



MaKCHMaJbHOE YHCIIO CETMEHTOB CETH, 4 — MaKCHMaJIbHOE YHCIIO KOHIIEHTPATOPOB
MEXy JIOOBIMUA XOCTaMHU, 3 — XOCTBI MOTYT OBITh TOJIBKO B TpeX cerMenTax. Ilpu
ATOM JIMAMETP CETU MOXKET CYIIECTBEHHO YBENMUYUThHCA. CTPyKTypa CeTU JOJKHA
OBITh JPEBOBUIHOM, TICTICBBIC COSAMHEHMS 3ampeIieHs! [3].

OCHOBHOE JTIOCTOMHCTBO TaKOW CETH — MPOCTOTA, YTO, B CBOIO OUYEpEb,
NPUBOJUT K HEBBICOKOW CTOMMOCTH CETEBOrO OO0OpyAOBaHHS (B YaCTHOCTH,
CETEeBBIX AaJalTEepOB W KOHIIEHTpAaTOpoB). B To Bpems, korma cozmaBajics
«kiaccudeckuit» Ethernet, cuuranocs, 4To mpomyckHoi criocooHoctu 10 MouTt/c ¢
UCIIONIb30BaHUEM O0IIei pasaenseMoit cpeasl Oonee uyeM pgocratoyHo. Co
BPEMEHEM MOSIBIIIMCH TPUIIOKEHUSI C MHTCHCHUBHBIM MH(POPMAITMOHHBIM 0OMEHOM
MEXIy pabouuMM CTaHIMSMU U (WJIM) CEepBEpamMH, YTO IMPUBEJIO K CO3JAHUIO
texnonorun Fast Ethernet. Omnako mpoOiema B KOpHE HE pelIMiach, Tak Kak
HEKOMMYTHpYEMasl CeThb 00JIaJaeT CYIIECTBEHHBIM HEJOCTATKOM, CYyTh KOTOPOIO
MOSICHSIIOT PUCYHKH 2.3 u 2.4.

Beenem B paccmoTpeHue MOHATHE KOd(pQUIIMEHTa 3arpy3Kd CETH Kak
OTHOILIEHWE CKOpPOCTU Tepefauyd HHPOpMAlMM B CETH K MaKCUMAaJlbHON

MPOIYCKHON CITOCOOHOCTH MPOTOKOJIA:

IO:

Crmax

Hanpumep, eciiu B cetu 100Base-T (Fast Ethernet) nanusie nepenarotcst co
ckopocthio 20 Mo6ut/c, ko3pduuument 3arpy3ku pasedH 0,2. OyeBUIHO, YTO
MaKCHMAaJIbHOE 3HaYeHUEe KO3 dUlMeHTa — €AUHUIIA.

Ha pucynke 2.3 mpeacrtaBieHa 3aBUCHMOCTb CKOPOCTH I€penadu
uH(pOpMaIMU B peaIbHOM M HJIeaJIbHOM HEKOMMYTUPYEMBIX ceTsiX. B uaeanbHol
CeTM TpU YBEIUYECHUH KOIPPHUIMEHTa 3arpy3kd CKOPOCTb  JIMHEHWHO
YBEIMYHUBAETCS 0 CBOEr0 MAaKCUMAaJIbHOIO 3HAY€HUs. B peasibHON ceTu, HauuHas
C HEKOTOpPOro IOPOTOBOTO 3HAYEHUS, CKOPOCTb IMEpeAaud pPe3KO CHUKACTCS

BIIJIOTb 10 HYJIA.



max

Wneanshas c

Peanbnas cetb

Y

PucyHok 2.3 — 3aBUCMMOCTb CKOPOCTH Tepeiaun OT Kodduimenta

3arpy3Ku

Y

Pucynok 2.4 — 3aBUCHMOCTD 3aJIepPKKH Tepeaadu oT kodhuiimenTa 3arpy3ku



OTO NPOUCXOIUT 32 CYET TOTO, YTO MPHU CYIIECTBEHHOW 3arpy3Ke BO3HUKAIOT
MHO’KECTBEHHBIE KOJIJIM3UHU, CETh HAYMHAET UX OTpadaThiBaTh, paboune CTaHLUU
IPEPBIBAIOT MEpPEAaydy, ONATh MBITAIOTCS MOIYYUTh TOCTYH K 00IIEH pa3aessieMon
Cpele, YTO NMPUBOAUT K HOBBIM KOJUIM3USM, U T.J. CeThb (paKTUUECKHM HAUMHAET
paboTaTh cama Ha cels, He repeaanasi MoJIb30BaTEIbCKUE JaHHbIC.

CoOOTBETCTBEHHO, HAUMHAIOT YBEIUYUBATHCA U 3a/I€PKKU MEpeadl KaIpoB.
3aBUCHUMOCTh 3TOM 3aJepKKU OT Kod((duuMeHTa 3arpy3Kd IpeACTaBlIEHAa Ha
pucyHke 2.4.

W3 naHHBIX PUCYHKOB CIIEIYET, YTO JOMEH KOJUIM3MM MOXKHO 3arpyxaTh
TOJIBKO JI0 OTIPEJIeNICHHOTO mpenena, i Ethernet stot npenen cocrasnsier 0,4-0,5
[3]. [Ipu >TOM KO3(pPUIMEHT 3arpy3Kd B COBPEMEHHBIX CETSIX, KaK IPABUIIO,
3aBHCUT HE CTOJIKO OT KOJMYECTBAa pabOouMX CTaHIMM, MOAKIIOUEHHBIX K 00Ien
pasnenseMol cpene, CKOJIbKO OT mapameTpoB Tpaduka. Eciu B cetn
(GYHKUMOHUPYIOT TMPUIOKEHUS, TPeOYyIOIIMe HMHTEHCHUBHOTO HH()OPMALMOHHOTO
oOMeHa, TO U HEOOJbIIOE KOJUYECTBO CTAaHIMM MOTYT CYIIECTBEHHO 3arpy3uTh
CETb.

B pesyabrare ObuH pa3paboTaHbl BRICOKOCKOpPOCTHBIE Ethernet-rexuosorun
— Fast Ethernet, Gigabit Ethernet u T.1. DTH TEXHOIOTHH BO MHOTOM COXPaHUJIH
NPEEMCTBEHHOCTh 10  OTHOIIGHUIO K  «Kiaccuueckomy»  Ethernet ¢
OJTHOBPEMEHHBIM YBEJIMUYEHUEM MPOMYCKHON cOcOOHOCTH. OJTHAKO TJIaBHOE, YTO
MO3BOJISIET B COBPEMEHHBIX CETSIX JOCTYIa M30€KaTh MHOKECTBEHHBIX KOJUIM3UH,
— 9TO Mepexoj] K KOMMYTUpyeMbIM ceTsim Ethernet.

Hctopruecku NepBbIMU NPOCTEUIIMMH KOMMYTHPYIOIIUMHU YCTPONUCTBAMHU
CTaJIM MOCTBI — YCTPOMCTBA, CIIOCOOHBIE JENUTh CETh HAa HECKOJIbKO JIOTMYECKHUX
CerMeHTOB. PaccMOTpUM npuHIUIIBI paOOThl MOCTOB U JIEJICHUE CETU HA CEIMEHTHI

(cerMeHTaIMIo) B ClIeAyIOIIeM naparpade.



2.2 CerMmeHTaUA CETEN
[Toxg cermeHTanuerl ceTu MOHUMAETCA €€ JEJIEHME Ha ABAa WIM HECKOJIBKO

JIOTMYCCKHUX CCTMCHTOB, B KaXKIOM M3 KOTOPLIX JIOKAJIN3YCTCA BHYTpHCCFMCHTHBIﬁ

Tpaduk.

PaccMmoTpum ceTh, pecTaBICHHYIO Ha pUCYHKE 2.5.

N

S
Pucynok 2.5 — IIpumep cetu ¢ KOHIIEHTPaToOpoM

Ha pucyHke mnpeacraBieHa ceTh Ha OCHOBE KOHIIEHTPATOpAa. Y CIOBHO
Ha30BeM pabouyue CTaHIMM, pACHOJIO)KEHHbIE HA pUCYHKE CcieBa OT
KOHIIEHTpaTopa, Jorudeckum cermeHtom 1 (JICI), cmpaBa — morudeckum
cermeHTOM 2 (JIC 2). Torna cymmapHsliif Tpauk CETH MOYXHO MPEACTABUTh B BUJIE

C=C+C_,+C,,
rae C - cyMMapHbIi Tpaduk;
C, - Tpaduk Mexy padounmu craniusimu JIC 1 (BHyTpHCEerMEHTHBIN

TpauK MepBOro CETMEHTA);



C, - Tpaduk Mexay pabounmu ctanuusmu JIC 2 (BHyTpUCerMEeHTHBIN
TpauK BTOPOTO CETMEHTA);
C,, - TpapuK MEXTy pabOYMMH CTaHIIUSAMHU PA3HBIX CETMEHTOB

(MeXCerMeHTHBIN TpaduK).

OueBHIHO, UYTO MPHU UCIOJIB30BAHUM KOHIIEHTpaTopa (o0uiel pazaenseMoit
Cpelbl IepeAadyd JaHHbIX) Bce pabouwe cTaHuuM OyAyT NpHHHMAaTh BCE
nepeaBacMble KaJpbl HE3aBUCUMO OT TOrO, KOMY OHHU TMpeaHa3zHadeHbl. Eciu
UCIIONb30BaTh BMECTO KOHIIGHTpaTOpa YCTPOMCTBO, CIIOCOOHOE JIOKAIM30BaTh
BHYTPUCETMEHTHBIN Tpauk (TO e€cTh nepenaBaTh Kajpbl U3 OJHOTO CErMEHTa B
JIPYroil TOJBKO B TOM CJIydae, €CIu MOJIy4aTeslb HaXOJIUTCA B JIPYTOM CEIMEHTE),
to Tpaduk JIC 1 cocraBut

C=C+C_,,
aJIC 2
C=C,+C,,.

COOTBETCTBEHHO, 3arpy3Ka KaxKJI0ro U3 CECMEHTOB YMEHBIIIHUTCS.

YceTpoiicTBO, cOCOOHOE MPOU3BOAUTH CErMEHTALMIO CETH, Ha3bIBACTCS
moctoMm (Bridge). IlpuHuMmas xaap JaHHBIX, MOCT TPOU3BOJIUT OJHY W3
CJICIYIOIIUX OMEpaIUi:

- TIPOJIBMKEHUE — Tiepefaya kaapa u3 Oydepa BXoaHoOro mopta B Oydep
BBIXOJITHOTO TIOpPTa, MOCJE MOJIy4eHHs JOCTyNna K CErMEHTy — Iepefada Kajapa B
CETB;

- punbTpanusa — cTupanue Kajapa u3 Oydepa BXOJHOTO MopTa.

Kak cnenyer U3 mepedyucieHHBIX ONepauyid, MOCT SIBISETCS MPOCTEHIINM
KOMMYTHUPYIOIIIUM YCTPOWCTBOM. PelieHne o0 TOM, Kakyl W3 Olepauuu
HEO0OXOJMMO OCYUIECTBUTh, MOCT MPUHUMAET, 00paIlasiCh K HAXOJAILIEHCS B €ro
naMsITH ajJipecHor Tabnmie. AnpecHas tabiuia coornocut MAC-aapeca pabounx
CTaHIIUM C HOMEPAMH CETMEHTOB, B KOTOPBIX OHU HAXOSATCA.

PaccmoTpum npumep, npencTaBiIeHHbIA HA PUCYHKE 2.6.
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Pucynok 2.6 — IIpumep cetu ¢ MocToM

Ha pucynke mnpeacTaBieH ABYXIOPTOBBIH MOCT, COCIUHSIONIMN MEXIy
co0o¥1 IBa CETMEHTA CETH, TIOCTPOCHHBIX, HAIPUMEP, Ha KOHIICHTpAaTOpax. Takxke
Ha pucyHke mnokazansl MAC-anpeca pabouux CTaHIUN, BHIOPAHHBIX B JIaHHOM
npuMepe MPOU3BOJILHO. AJlpecHasi Tabjvila Takoro MOcCTa OyJIeT HMMETh BH]I,
MOKa3aHHbIN B Tabnuie 2.1.

Tabmuma 2.1 — AnpecHas Tabauia MocrTa

Anpec No cermenrta (ropTa)

67:c8:24:26:ec:58 1

32:86:a5:89:0e:38

09:d4:62:78:35:21

0c:34:12:D3:56:78

45:67:B7:38:A2:44

N N N -

57:24:9A:74:55:32

B ciyyae, eciu HampuMep MOCT NMPUHUMAET Ha NMEPBOM MOPTY (WJIHU, YTO
toxe camoe, u3 JIC 1) xkanp ¢ agpecom HazHauenuss DA=45:67:B7:38:A2:44, to

nocse Oydepusanuu 3Toro Kajapa MpoucxoauT oOpalleHue K aJipecHor Tabyuile u




OTBICKMBAETCS CTPOKa C 3TUM ajipecoM. [locne HaxoxkIeHus aapeca onpeaensercs,
K KaKOMY CEerMEHTY (MJIH, TO K€ caMoe, MOPTY) OTHOCUTCS 3TOT aapec. B manHoM
npuMepe aapec OTHOCUTCS K TMOPTYy 2, CcleAoBaTeNIbHO, KajJp HEO0X0IUMO
npoaBuHyTh. COOTBETCTBEHHO, Kaap Tepemaercs B Oydep mopra 2, W mocie
MOJIYYeHHS JIOCTYIa K pa3fesisieMo cpejie BTOPOro CErMeHTa B COOTBETCTBUU C
meTogom CSMA/CD, nepenacTcs B CeTb.

AHaJOTMYHO, €CIM Ha TEepBBIH MOPT MNPUXOAUT Kaap C aJqpecom
DA=67:c8:24:26:ec:58, on mpocTo cTupaercs u3 0ydepa nepBoro mnopra.

W3 cka3aHHOTO BBIIIE MOXHO CJAENaTh BBIBOA O TOM, YTO JJSi CBOETO
yCHEemHoro (QyHKIMOHUPOBAHUS aJpecHas Tabiuila MOCTa JOJDKHA OBITh
3anosHeHa. CyIecTBYIOT JIBa THIIA 3aIUCel B afipecHou Tadmute [3]:

- CTAaTUYECKHE 3aMHCH, HE UMEIOIINE CPOKA KU3HU;

- TUHAMHYECKHE 3alUCH, UMEIOIINE CPOK JKU3HH.

CraTudeckue 3amucu BHOCATCA B TAaOJMIly BPYYHYIO aJIMHHHCTPATOPOM
CEeTH C HCIOJIb30BAaHUEM, HANPUMEpP, KOHCOJIBHOTO mopTta (00 3TOM mMmoapoOHee
Oyaer cka3zaHo Huke). To, 4TO craTHUecKas 3alUCh HE HUMEET CpOKa >KU3HHU,
O3HauaeT, YTO €CIM OT UCTOYHUKA ¢ cooTBeTcTBYtomuM MAC-aapecom He OyayT
NOCTyNaTh KaJiphl, 3allMCh BCE PAaBHO OCTAETCS aKTyaJbHOM.

Hcnonbp3oBaHue CTaTUYECKUX 3alyceld Ha TMPAKTUKE HMMEET OOJBIIYIO
TPYJOEMKOCTh — IIPHU OOJBIIOM 00bEME aPECHOM TaOJULbI CIOXKHO YCIEAUTh 32
aKTyaJIbHOCTBIO 3amuceil. OueBUHO, YTO B 3TOM Cily4yae NpU yJIajleHUH padbodeit
CTaHIIMU U3 CETH, JOOABJICHHS B CETh HOBOW CTAHIINU, TIEPEMEIICHHUS CTAHIUH U3
OJTHOTO CErMEHTa B JPYrod HEoOXoanMa KOPPEKTHUPOBKA aJAPECHOW TaOJIHIII.
[ToaTomMy cTaTHuecKHe 3auCH UCTIONIB3YIOTCS OTPAaHUUYEHHO.

JIMHAMHYECKUMHU SIBJISIFOTCSl 3aIIMCH, BHECEHHBIE MOCTOM B CBOIO MaMSITh
CaMOCTOSITENIbHO, B TpoIlecce Tak Ha3biBaeMoro oOydenus. IIporecc oOydenwus
3aKJIIOYAeTCsl B HMCCIEAOBAaHUM NMpUHHMaeMbIX kaapoB Ha npeamer MAC-ampeca
uctouHuka (SA), U COOTHECEHHUs 3TOTO aJpeca ¢ HOMEPOM MOpTa, Ha KOTOPHIU

KaJip ObLT PUHSAT.



Hampumep (pucyHok 2.6), agpecHas Tabiauila MOCTa MyCTa, U Ha TEPBBIM
nopT mpuHuMaeTcs kaap ¢ SA=32:86:a5:89:0e:38. Yamie Bcero Ha MpakTHKE 3TO
OKa3bIBacTCsl IHMpoKoBemiarenbHblii  kanp DA=ff.:ff, coorBercTBeHHO, OH
MIPOJIBUTAETCS BO BTOPOHM CerMeHT. [Ipm 3TOM MOCT 3aHOCUT COOTBETCTBYIOITYIO
3alich B TaOJHMIly, KOTOpas yKa3blBaeT, YTO paboyas CTaHIMS C aJpecoM
32:86:a5:89:0e:38 otHocutes k JIC 1. AHaTOTMYHO BHOCSTCS M OCTAJIbHBIC 3aITHCH
0 Mepe MpueMa KaapoB OT APYTUX pabOYMX CTAHITHM.

MocThl, paboTaromnue Mo JaHHOMY aJTOPUTMY, HAa3bIBAIOT «IPO3PATHBIMUY)
MOCTaMH, TaK KaK caMH pabo4yue CTaHIIMM HUKAKOTO YYacTHs B TOCTPOCHUU
aJApeCHON TaONMUIBI HE NMPUHUMAIOT — OHU TPOCTO OTHPABJSAIOT W TPUHUMAIOT
KaJIphl TAKUM ke 00pa3oM, Kak U B CETH C OOIIeH pa3ienseMoi cpefioid, TO €CTh
paboTta MocTa sl paboYnX CTaHUUNA «IIPO3PayHay.

[Ipouiecc oOyueHuss MOCTa HUKOT/a He 3akaHyuBaercs. Hampumep, ecnu
nepeHecTn padovyro CTaHIHIO ¢ ajgpecoM 32:86:a5:89:0e:38 u3 JIC 1 B JIC 2, TO
MoCJIe TprUeMa TMEepPBOTO KE Kajapa OT ATOW CTAaHIMM COOTBETCTBYIOMIAS CTPOKA
aJipeCHON TaOJNUIIBI U3MEHUTCS — OYyJeT yKa3aHO, YTO CTaHIUS OTHOCHUTCS KO
BTOpOMYy TopTy. Kpome TOro, nAMHaAMHYECKHE 3aliCH UMEIOT CPOK JKU3HHU. DTO
O3HAYaeT, YTO €CJIM KaKyl-IHn00 pabouyro CTAHIMIO YAAJIUTh U3 CETH, U OT Hee
onpeneneHHoe Bpemst (o0braHO 300 ¢) He OyayT TMOCTymaTh KaJpbl,

COOTBETCTBYIOIIIAs 3aMUCh OY/IET yJajieHa U3 TaOJIUIIbI.

2.3 Kommyratopsr Ethernet

KommyTtaropom (Switch) HaspiBacTCSI MHOTONOPTOBBIH MOCT, CIIOCOOHBIM
pa3euTh CeTh Ha HECKOJBKO CErMEHTOB. Kaxkaplii mOpT KOMMyTatopa MMeeT
coOCTBEHHBIN Tpolieccop U OydepHyro maMaTh sl XpaHeHUs: kaapoB. Pabora mo
buabTpaMK U MPOJBIKCHUIO KAJPOB KOMMYTAaTOPOM TIPOU3BOJUTCS TaK K€, KaK
Y MOCTaMH.

Kaxaplii cermeHT, 00pa3oBaHHBIN MOpToM (MHTEpdeiicom) KoMMyTaTopa C
MPUCOCIMHEHHON K HeMy pabodeil cTaHiueill (KOMIBIOTEpPOM) C HECKOJIbKUMU

CTaHLUsAIMU, ABJISICTCA JOMECHOM KOJUTU3UU. HpI/I BO3HHUKHOBCHHNHU KOJIJIM3UU B CCTH,



peain30BaHHON Ha KOHIEHTPATOPE, CUTHAI KOJUTM3UU PACIpPOCTPAHSIETCS MO BCEM
noptaM KoHIleHTpaTopa. OJHako Ha Jpyrue MOPTHl KOMMYTaTopa CHUTHAal
KOJUIM3UU HE MepeIaeTCsl.

CymiecTByeT 1Ba pexuMa JABYCTOPOHHEH CBs3W: mosryayruiekcHbid (half-
duplex) u monHomymiaekcHbi (full-duplex). B monyayriekcHoM pexxkume B 000
MOMEHT BPEMEHHU OJIHA CTAHIIMSI MOXET JIMOO BECTH Mepenady, Ju00 MpUHUMATh
naHHble. B MONMHOAYIJIEKCHOM pEXHMME CTaHLUA MOXKET OIHOBPEMEHHO
NPUHUMATH U NepeaBaTh HHGOPMAIIHIO, T. €. 00€ CTAHIIMKU B COEAMHEHUN ""TOUYKa-
TOUYKa" MOTYT MepeAaBaTh JaHHBIE B I000€ BpeMsi, HE3aBUCUMO OT TOTO, TEepeIaeT
M apyrasi ctaHius. Jis pasmensieMoi cpebl oMy IyIUIEKCHBINA PEeXUM SIBIISIETCS
oOs3aTenbHBIM. Panee co3nmaBaBumecs cetu Ethernet Ha koakcuanbHOM Kabelne
ObUIM TOJBKO MONyAymsieKcHbIMH. HeskpanupoBanHas Butas mnapa UTP wu
ONTUYECKOE BOJIOKHO MOTYT HCIIOJB30BaThCA B CETSAX, pabOTaromux B 000UX
pexxumax. Bricokockopoctheie cetu (10-Gigabit Ethernet u Bbime) pabortaroT
TOJIBKO B TIOJHOJYIJIEKCHOM pEXHUME. bBOJIBIIMHCTBO KOMMYTAaTOPOB MOTYT
UCITI0JIb30BATh KaK MOJYAYIUIEKCHBIHN, TaK U MOTHOAYIUIEKCHBIN PEeXKUM.

B cnydae npucoenuneHus: pabouux CTaHIUMK (XOCTOB) MHIWBHUAYaJTbHBIMU
JUHUSMUA K TIOpTaM KOMMYTaTopa KaKjasi CTaHIMS BMECTE C MOPTOM 0Opasyer
MUKpocerMeHT. Takoe coenuHeHne padounX CTAHIMA C KOMMYTaTOPOM TOJIYYHII
HA3BaHHUE «MHUKPOCETMEHTAITUS.

[Tpu MUKpOoCcerMeHTaluu KOJUTH3US MOKET BOSHUKHYThH TOJIBKO B IMpeeiiax
MHUKpOCETMEHTa. A eciaM yd4ecTb, 4YTO NPAKTHUYECKH BCE COBPEMEHHBIC
KOMMYTATOPbI TOJIJICPYKUBAIOT MOJHOAYIUICKCHBIA peskuM padothl (Full Duplex),
Ipy KOTOPOM Tiepefada JaHHBIX B Pa3IMYHBIX HAMPABICHUAX MPOU3BOIUTCS
HE3aBHCHUMO, KOJUTU3HH UCKITFOYAIOTCSI.

B pesynbraTe 3TOro COBpEMEHHBIE CETU YK€ MPAKTUUYECKH HE HCIOJIb3YIOT
KOHIIEHTPATOPOB U MOCTOB, a CTPOSATCS Ha KOMMYTaTOpax.

[Tpu Bcem pa3HOOOpa3wy COBPEMEHHBIX KOMMYTaTOPOB OHU CTPOSITCS Ha
0a3ze Tpex THIMOBBIX CTPYKTYp, COOTBETCTBEHHO, pAa3jIMYalOT TpPU THUIA

KOMMYTAaTOpPOB:



- KOMMYTaTOPbl HA OCHOBE KOMMYTAllMOHHOW MaTpUIIbI;

- KOMMYTaTOpPbl Ha OCHOBE OOIIEH IINHBI;

- KOMMYTaTOpPbI HA OCHOBE pa3AeisieMON aMsTH.

KoMmmyTtarnmonnass matpuiia oOecrieynBaeT OCHOBHOW W CaMblii OBICTPHIi
Croco0 B3aWMOJICHCTBUS MPOLIECCOPOB MOPTOB, UMEHHO OH ObUI pealiu30BaH B
MIEPBOM IPOMBIILIEHHOM KOMMYTATOpPE JOKaJIbHbIX ceTeil. OQHaKo peanu3aius
MATPUIbl BO3MOXHA TOJBKO JUISi ONPEACICHHOTO 4YHCJA TMOpPTOB, NPUYEM
CJIO)KHOCTh CXE€MBbI BO3PAacTaeT MPONOPLHOHAIBHO KBAJpaTy KOJIUYECTBA MOPTOB
KoMMyTaTopa. CTpyKTypa Takoro KOMMYTaTtopa IpeACTaBI€HAa Ha PHUCYHKe 2.7,

3aMMCTBOBaHHOM 3 [3].
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Pucynok 2.7 — KoMMyTaTop Ha OCHOBE KOMMYTAIIHOHHOW MaTpPUIIbI

Matpuiia COCTOMT M3 HECKOJIBKUX 3BEHBEB JIBOMYHBIX ITEPEKIFOYATEIICH.
[Tocie Toro, Kak MpoIeccop BXOAHOTO OPTa, OOPATUBIIUCH K aApECHON TalbJHIIe,
OIPEICITUT HOMEP BBIXOJTHOTO MOPTA, K KaJapy A00aBISCTCS TaK HAa3bIBACMBIH TAT

(tag). Tor mpencraBisieT co0OW N-pa3psaHOE ABOMYHOE YHCIO, TAe N -



KOJMYECTBO 3BEHBEB. [3r OJHO3HAYHO OIpEAeNsseT HOMEpP BbIXOAAa U
OJTHOBPEMEHHO COCAMHUTEIHHBIN MyTh Yepe3 MaTPHILY.

Hanpumep, eciiu HeoOxoaumo nepeaars kajap ¢ nopra 0 Ha nmopt 8, Tar i
npeacTaBlIeHHOM cxembl Oyaer mmerb Buin 111. Ilocne momydyeHust kagpa Ha
BBIXO/I€ MaTpPUIIbl U 3aIIUCH €ro B Oydep BBIXOJHOTO MOpPTa TAT YAAIAETCS, U KaJp
HEPEACTCS B CETh.

Heo0x0a1umMo 0TMETHUTD, UTO caMa KOMMYTAIlMOHHAsl MaTpHIla paboTaeT He B
peXMMe KOMMYTAallUU MAKETOB, a B PEKUME KOMMYTAIIUH KaHAJIOB. DTO O3HAYaET,
YTO €CJIM HYXXKHBIN IyTh Yepe3 MaTpPUILy 3aHST, HACTYMAeT OTKa3 B 0OCITyKUBAHHH.
OpHako KaJp B 3TOM ciiydae OyZeT XpaHuThcs B Oydepe BXOAHOro nmopTa, u 0yaer
nepeJaH Mo Mepe OCBOOOXKIEHUS MaTpHIbl, NO3TOMY KOMMYTAaTop B LEJIOM
(GYHKIIMOHUPYET B PeKUME KOMMYTAIIUHU TTAKETOB.

B kommytaropax c oO0meld IIMHON Mpoleccopbl MOPTOB CBSA3BIBAIOT
BBICOKOCKOPOCTHOW IIIMHOM, HCHOJB3YEMOM B pEXUME pa3eliecHUuss BPEMEHHU.

CtpyKTypa Takoro KOMMYTAaTOpa MPEICTaBICHA HA PUCYHKE 2.8, B3ATOM TaM K€
[3].
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Pucynok 2.8 — KoMmMyTaTop Ha OCHOBE OOIIEH IUHbI

B TakoM koMMyTaTope K KaXXIOMy KaJpy Takxke J00aBisieTcss TAT, B
KauecTBEe KOTOPOTO HCIOJIb3YETCS] HOMEP BBIXOJHOro Mmoprta. Tak Kak BCE MOPTHI

MOJKJTIOYEHBI K OOIIeH MIMHE, OHM MPUHUMAIOT TepeaBaeMblid M0 HEeW Kajp, HO



OydepusupyeT W 3aTeM TepenaeT €ro B CeTh TOJBKO TOT TOPT, Y€l HOMEP
COBIIAIA€T C TATOM.

Y koMMyTaTopa Ha OCHOBE OOIIEH MIMHBI UMEIOTCS JBe ocoOeHHocTH. Bo-
NEPBBIX, I HCKIIOYCHHUS OJIOKHPOBOK IPOHM3BOJUTEIBHOCTh OOIIEH IITHHBI
JOJKHA OBITh, KAK MUHUMYM, paBHa CyMME MPOM3BOJAUTEIHLHOCTEH BCEX TMOPTOB.
Bo-BTOpBIX, Ja)ke MPH BBIMOJHEHWH STOTO YCJIOBHS TPHU MPOJIBHKCHUH KaIpOB
MOTYT BO3HHMKAThH JOIMOJIHUTEIBHBIC 3aJCP)KKH. DTO CBA3aHO C TEM, UYTO KaJp
JOJDKEH XpaHUThCS B Oydepe BXOMHOTO MOpPTa IO TEX IMOp, MOKa IIMHA He
OCBOOOJIUTCS, TO €CTh HE TMepenacT 10 KOHIA mnpeablaymuii kaap. s
MUHUMH3AIMN 3TOW 3aJep)KKH IIIMHA pa0doTaeT B IICEBAONAPAUICILHOM PEKUME,
TO €CTh KaJIpBI JOTIOJTHUTEIHHO (PparMeHTUPYIOTCSA, U IIIMHA ITO0YEPETHO IepeaacT
(bparMeHTBI ¢ pa3HBIX ITOPTOB.

CTpykTypa KOMMYTaTropa C pasleisieMOd TNaMsThiO TMpeAcTaBlicHa Ha

pucynke 2.9 [3].
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Pucynok 2.9 — KomMyTaTop ¢ pa3aensieMoil aMsaThbIo

BxonHbpie OJ0KHM MPOIECCOPOB TMOPTOB COSAUHSIOTCA C TEPEKII0OYacMbIM
BXOJOM pa3JeiiIeMON IMaMsATH, a BBIXOAHBIC OJOKH JTHX € IIPOIECCOPOB
COEIMHSIIOTCS C MEPEKIIFOYAEMbIM BBIXOJIOM 3TOM NaMsTHU. [lepekmtoueHnem Bxoaa
M BBIXOJla pa3feisieMOd NaMsTH YIPaBISIET MEHEIKEp Odepelieid BBIXOMHBIX
nopToB. B pazgensemoil maMsTH MEHEIKEP OPraHU3yeT HECKOJIbKO ouepenei
JIAHHBIX, TI0 OJTHOM ISl Ka)KJIOT0 BBIXOJHOTO IMOpTa. BXogHBIE OJIOKH IIPOIIECCOPOB

nepeaaroT MCHCKCPY IMOPTOB 3aIlIPOChl HA 3AIIMCh JAHHBIX B OUCPCAb TOI'O 1IOPTA,



KOTOPBI COOTBETCTBYET aJpecy Ha3zHaueHUs Kaapa. MeHemxep MO odepenu
MOJIKJIFOYAET BXOJ MaMATH K OJHOMY M3 BXOJHBIX OJOKOB MPOIIECCOPOB M TOT
MEPEINUCHIBAET YaCTh JAHHBIX KaJpa B OUEPEIb OMPEIEICHHOTO BBIXOIHOTO MOPTA.
[Io mepe 3amonHEHHs OuYepeAc MEHEIKEp MPOU3BOAUT TAKKE IMOOYEPEITHOE
MOJKJIIOYEHHE BBIXOJIa pa3/ieNisieMON MaMsITH K BBIXOJHBIM OJIOKaM IpPOIIECCOPOB
MOPTOB, U IAaHHBIE U3 OUEPE/U NIEPETHUCHIBAIOTCS B BEIXOHOM Oydep mporeccopa.

VYV KaxaoW U3 ONHUCAaHHBIX AaPXUTEKTYp €CTb CBOM NPEUMYLIECTBA U
HEJIOCTAaTKH, II03TOMY YacTO B CIIOKHBIX KOMMYTAaTOpaxX O3THU apXHUTEKTYpPbI
IPUMEHSIOTCS B KOMOMHAIMK YT ¢ ApyroM. [Ipumep Takoro KOMOMHHpPOBAHUS

npuBezeH Ha pucynke 2.10 [3].

< - >
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Pucynok 2.10 — KommyTaTop ¢ KOMOMHUPOBAHHOW apXUTEKTYPOI

Paccmorpum storuky pabotel kommytaTopa Ethernet wa mnpumepe

MPOCTENIeH CEeTH, MPEJCTaBIECHHOM Ha pucyHke 2.11.



0060.2FBA.5B24 00E0.B02B.7D01

Ethernet 0 Ethernet 1

Ethernet 2 Ethernet 3

0002.1699.4740 0090.2142.0C59

Pucynok 2.11 — CeTb ¢ KOMMYTaTOpOM

Ha pucyHke npencraBiieH KOMMYTaTOp, K IIOPTaM KOTOPOTO ITOJKIIFOYEHBI
yeTelpe pabouune CTaHIMH. s ompenerseHHOCTH y KaKIOW CTaHIMM YKa3aH ee
MAC-anpec (agpeca B3sIThI MPOU3BOJIBHO U MPEACTABICHBI B MIECTHAIIIATEPUIHON
dopme). IlopTel KOMMyTaTOpa aJIPECOB HE UMEIOT, HO UMEIOT HOMEpa, KOTOPHIE,
KaK MPaBUJIO, BKIIOYAIOT B c€0s1 HA3BaHHE KAHAJIIbHOM TEXHOJIOTMH U MOPSIKOBBIN
HoMmep (Hampumep, Ethernet 0, FastEthernet 0 u T.1.).

B ornuume OT KOHLEHTpaTopa, NpH MOCTYIUICHHMM Ha OJWH W3 MOPTOB
KOMMYTaTOpa KaJipa, OH JOJDKEH MEPEeaTh €ro He Ha BCE CBOM 3a/I€MCTBOBaHHbBIC
MOPTHI, a TOJILKO HA MOPT, K KOTOPOMY MOAKIIOYEH Moiy4yaTenb. Pemienue o Tom,
Ha Kakod M3 MOPTOB HEOOXOAMMO IMepeaarh Kaap, KOMMYTAaToOp HPUHUMAET
aHAJIOTMYHO MOCTY, aHaJU3HUpys ajpec Ha3HauyeHHs (OH ykasaH B noje DA kaxapa,

pucyHok 2.1). Jlnst 3Toro xajap cHavaia 3anuchiBaeTcs B Oydep BXOJHOTO MOpTa

(Oydepusupyetcs).



JIist IpUHSITHS PEIICHUsT KOMMYTAaTop oOpariaeTcss K XpaHsIIeHcss B ero
naMATH aapEecHON TaOymIle, KOTOpas CBS3BIBAET HOMEpa IMOPTOB C aapecamu
MOAKIIOUCHHBIX K HUM paboumx cTaHIUK (1MOJ00HO aJpecHOor TabJuIle MOCTa).
YmpoieHnHas agpecHas TabJMila KOMMYTaTopa IS HaIlero nmpuMepa UMeeT BUJ,
MpeJICTaBJICHHBIN B TabuIie 2.2.

Tabnuma 2.2 — YipolleHHbIH BU aApECHOM TaOIUIIbI

[TopT AJipec paboueid CTaHIIUU
Ethernet 0 0060.2FBA.5B24
Ethernet 1 00E0.B02B.7D01
Ethernet 2 0002.1699.4740
Ethernet 3 0090.2142.0C59

PeanbHble agpecHble TAOJIMLBI COIEP)KAT €IIE psf 3alHuced, 0 KOTOPBIX

OyJIeT CKa3aHO HIXKE.

2.4 XapakTepuctuku kommyratopoB Ethernet

beicTponeiicTBHE WM MPOU3BOAUTENIBHOCTh KOMMYTATOpa OINPEAEIISIFOTCS
pPSAIOM MAapaMeTPOB: CKOPOCTHIO (PUIBTPALMM KAJPOB, CKOPOCTHIO MPOJBUKEHUS
KaJIpOB, MPOMYCKHON CIOCOOHOCTHIO, JJIMTEIBHOCTBIO 3a/IEPKKU MEepeaadn Kajapa
[3].

CkopocTh  (QuIBTpallMK  ONpEAENsieTcss BpEeMEHEeM IMpueMa  Kajpa,
3allOMUHAHHUEM ero B Oydepe, oOpalleHreM K aapecHOr Tabiuie KOMMYTAIuu 1
ylnajgeHueM Kajipa u3 OydepHON maMsTH, eclid ajpecaT U UCTOYHUK HaXOJIATCS B
oiHOM cermenTe. KoMmMyTtaTop 00bIYHO ycnieBaeT (pUIbTPOBATH KAJAPbl B TEMIIE UX
NOCTYIUIEHUsI B MHTep¢eic, modToMy (UIBTpalvs HE BHOCUT JOIMOJHUTEIBHON
3aJIEPKKU.

CKOpOCTh TIPOJBUKEHHUS KaJpOB OINpEAeNsAeTCsl BpeMEHEM IpueMa Kajpa,
3allOMUHAaHUEM ero B Oydepe, oOpamieHreM K aJpecHoil Tabiuile W mepenadeit
KaJpa C BXOOHOIO IIOPTa Ha BBIXOAHOM, KOTOPBIM CBSI3aH C YCTPOWCTBOM

HazHaueHus. CKOpOCTh (UIBTpAIIMM W CKOPOCTh TPOJBMIKEHHUS 3a/Ial0TCS B




KaJipax B CEKYHJy, IpUUYEM JIJIsl OIIEHKH 3THUX MMapaMeTpOB OOBIYHO OepyTCs Kalphl
MUHUMAJILHOH JJIUHEI 64 Oaifta.

[IpomyckHasi CrMOCOOHOCTH KOMMYTATOpa OINPEACISIETCS KOJIUYECTBOM
nepesaBaeMbIX JaHHBIX, CoJlepKalmxcs B noye «Datay kajapa B €IUHUILY BpEMEHU
U u3MepsieTcs B OuTax B cekyHay. [IpomyckHasi cnocOOHOCTh JOCTHTAae€T CBOETO
MaKCUMAaJIbHOTO 3HAYEHUS TPHU Nepeaade KaJpoB MaKCUMaIbHON JJIMHBI.

3amepkka Tmepenayd  KaapoB  OINpEAesieTcss BpEeMEHEM OT MOMEHTa
MOSIBJICHUSI TIepBOro OaiTa Kajpa Ha BXOJHOM IMOPTE KOMMYTaTropa IO MOMEHTa
MOSIBJIGHHs 3TOro OaliTa Ha BBIXOJAHOM TMOpTe. B 3aBUCMMOCTH OT peXHUMA
KOMMYTaIIUX BPEMs 3aI€PKKH COCTABISET OT €IWHUIL 10 COTEH MUKPOCEKYH/I.

KoMmyTaTopbl MOTYT paboTaTh B HECKOJBKUX PEXHMaXx, MPU HW3MEHEHUU
KOTOPBIX MEHSIOTCS 3aJlepXKKa U HaAeKHOCTh. Jlyia oOecredeHnsi MaKCUMalIbHOTO
OBICTPOJICHCTBUSI KOMMYTAaTOp MOXKET HauyMHATh IepeAady Kajapa cpasy, Kak
TosIbKO ToTyduT MAC-anpec y3na HazHadeHUsl. Takoi peKuM MOJydnsl Ha3BaHUE
CKBO3HOW KOMMYTallMu WM KommyTauuu "Ha jety" (cut-through switching), on
oOecrieynBaeT HAUMEHBIIYIO 3aJIEpXKKYy TMPU TPOXOXKICHUU KaAJpOB Uepes
KoMMyTaTop. OAHAKO B 3TOM PEKMME HEBO3MOXKEH KOHTPOJIb OLIHOOK, TOCKOJIBKY
MoJIe KOHTPOJBHOM CyMMBbI HaxoAWUTCS B KoHIEe Kaapa. CremoBaTenbHO, 3TOT
PEXKUM XapaKTepU3yeTCsl HU3KOM HaIeKHOCTHIO.

Bo BTOpOM pekrMe KOMMYTaTop MOMy4YaeT Kaap IeTUKOM, TOMEIAET €ro B
Oydep, mposepsier moie KoHTponbHOM cymMmbl (FCS) um 3arem mepechliaer
aapecaty. Eciu monydyen kaap ¢ ommbOkamu, To oH oTOpackiBaetcst (discarded)
KoMMyTaTopoMm. IlockonmbKy Kaap Tmepen OTHpaBKOW ajapecaTy Ha3HauYeHUs
3aloMHUHaeTCs B Oy(epHOW mMaMsTH, TaKOW pPEKAM KOMMYTAIMHM TIONYYUIT
Ha3BaHUEC KOMMYTAIIUU C MPOMEXKYTOYHBIM XpaHeHHEM min Oydepusanueii (Store-
and-forward switching). Takum o0pa3om, B 3TOM peXuUME OOeCrIeuynBacTCs
BBICOKAsl HAJIS)KHOCTh, HO HU3Kasi CKOPOCTh KOMMYTAITUH.

[IpoMexyTOUHOE MOJIOKEHNE MEXKIAY CKBO3HOW KOMMYyTalMed "Ha nety" u
Oydepu3zaiiueit 3aHUMaeT peXUM KOMMYTaIUK cBoOoaHoro ¢parmenra (fragment-

free mode). B »aTom pexxume uuTaroTcs nepBbie 64 OaiiTa, KOTOPHIE BKIIOYAIOT



3aroJIOBOK Kajpa ¥ I0JI€ JAHHBIX MUHUMAJIbHOM JiMHbL. [locie 3Toro HaumHaeTcs
nepegavya Kajapa 0 TOro, Kak OyJeT MOJy4YeH W MPOYHUTaH BECh KaAp IEIUKOM.
[Ipu »ToM mnpousBoautcs Bepubukanus aapecaunu U uHbopmaruu LLC-
IPOTOKOJIA, YTOOBI yOETUThCS, YTO JaHHbIE OyayT MpPaBUIBLHO 00paOOTaHBI U
JIOCTAaBJICHBI aJIpecaTy.

Korma wucnons3yeTrcss pekuM CKBO3HOM KOMMYyTalMu 'Ha JeTy", MOpPThI
YCTPOMCTB HMCTOYHMKA M HA3HAYEHUS JOJDKHBI UMETh OAMHAKOBYIO CKOPOCTH
nepegayd. TakoW PeXUM HA3bIBACTCd CHUMMETPUYHOM KOMMyTamuen. Eciu
CKOPOCTH HE OJMHAKOBBI, TO KaJp JOJDKEH 3anoMHUHaThCs (Oypepu3npoBaThCs)
nepea TeM, Kak OyJeT IepenaBaTbCsi C JPYyrod CKOpOCThbIO. Takoil pexum
HAa3bIBACTCSI ACUMMETPUYHONM KOMMYTALMEW, HPH 3TOM JOJDKEH IPUMEHATHCS
pexuM ¢ Oydepuzaruei.

AcuMMeTpuyHasi KOMMYTAlUsi OOECIEUMBAET CBS3b MEXKIY IOpPTaMU C
pa3HOM MOJOCOM TpOINyCKaHus. J[aHHBIA pEXUM SIBISETCS XapaKTEPHBIM,
HaIpuMep, NIl MOTOKA JAaHHBIX MEXKIYy MHOTMMHU KJIMEHTAMH U CEPBEPOM, IMPHU
KOTOPOM MHOTHE€ KIMEHTbl MOTYT OJHOBPEMEHHO COEIUHATHCS C CEPBEPOM.
[ToaTOMy Ha 3TO COeIMHEHHE JOJHKHA ObITh BbIJEIEHA OoJiee IIMpOKas IMojoca

IIPOITYCKaHUSI.

2.5 JlononHuTenbHblEe GYHKIUA KOMMYTaTOPOB

[TomruMO CcOOCTBEHHO (YHKUMH KOMMYTalMU, TO €CThb pacHpeesIeHUs
MOCTYMAIMIMX KaJPOB MO MOPTAM, COBPEMEHHBIE KOMMYTATOPbI 00JIaIal0T PSAOM
JOTOJTHUTENBHBIX QYHKUIMNA. YacTh 3TUX (YHKUUNA HE CTaHJAPTU3UPOBAaHA, TO €CTh
OHU SIBIISIIOTCA (DUPMEHHBIMU Pa3pabOTKaMH KOMITAHUM, BBIMYCKAIOLIUX CETEBOE
00OpyZl0OBaHUE, YacCTh CTAHOBHUTCS CTaHIApTOM Je-(pakro, Korga (pupMeHHbIe
pa3paboTKu MOJY4yaloT MIMPOKOE MPU3HAHUE U CTaHAapTU3UpyroTcs. PaccMoTpum
HaubOosee pacnpoCTpPaHEHHbIE M HCIOJb3yeMble B COBPEMEHHBIX  CETSX
JIOTIOJTHUTEIIbHBIC (PYHKIIMU KOMMYTAaTOPOB, OCHOBBIBAsICh, B OCHOBHOM Ha [9].

[IpakTnueckn  BCE  COBPEMEHHBIE  YOPABISIEMBIE  KOMMYTaTOPBI

MOJAJIEP)KUBAIOT TEXHOJIOTHIO BUPTyalbHbIX JokanbHbIX cered (VLAN). annas



TEXHOJIOTHSI TO3BOJISIET PA3JEIUTh NOPTHI OJHOI'O WJIA HECKOJIBKUX KOMMYTaTOPOB
IO Pa3JINYHBIM CETSIM, H30JIMPOBAHHBIM JIPYT OT JIpYyra.

[IpuunH Takoro paszaeneHus eIUHON CETH Ha BUPTyaJIbHbIE CETH HECKOJIBKO.

Bo-niepBeIX, ceTH Ha KOMMYTaTOpax cj1ado0 3allUMIIEHbl OT TaK HA3bIBAEMOT'O
HIMpoKoBeliarenbHoro mropma (Broadcast storm). Ilox mmpokoBemiaTeIbHbIM
HITOPMOM TOHUMAETCSI HABOJHEHUE CETU IIMPOKOBEHIATEIIbHBIMU KaJpaMu, TO
eCTh KaJpaMH, Y KOTOPBIX B ajpece HazHaueHwWs omHu enuHuiel (DA=F::F).
OTka3zaTbCsi OT HIMPOKOBEIIATEIBHBIX KaJpOB HEJb3sl, HA UX HCIOJIb30BAHUU
OCHOBAaHbl MHOTHME MPOTOKOJbI, KOTOpblE OYyIyT pacCMOTPEHBbI  HUXKE.
[[IupokoBemaTENbHBIA IITOPM MOXKET OBITh CHPOBOLUPOBAH HEKOPPEKTHOMN
paboToil ceTeBOro 00OPYJOBaHMs, HENPABWIBHOM HACTPOMKON IPOTOKOJIA
MOKpBIBaroero aepeBa STP (maHHBIA MPOTOKON OYIET PacCMOTPEH HIDKE), a
TaK)Ke JEHCTBUSIMU 3JI0YMBIIIJIEHHUKOB.

Bo-BTOpBIX, NpU pPA3ACICHUM CETH JIEerde JIOKAJU30BaTh BO3HUKAIOIIUE
pOOJIEMBI, TPOILLE U OBICTPEE MOKHO YCTPAHUTH BOZHUKIIINE HEUCIPABHOCTH.

B-TpeThux, ¢ UCHoOJIb30BaHUEM BUPTYAJIbHBIX CETEU Jierye pa3rpaHudUTh
mpaBa JOCTyIa K pecypcaM CeTH, XOTs 3Ty 3aaady pemaroT He Tojbko VLAN, a
€Ile psi TEXHOJIOTUH U MPOTOKOJIOB.

Texuonorusst VLAN onmcana B otkpeitom crangapte IEEE 802.1Q [10],
KpOMeE TOro, cyiecTByeT pupMennsbiid cranaapt Cisco Systems, Ha3siBaemsbrit ISL.

Peamuzanus Texnomorunu VLAN Ha ogHOM KOMMYyTaTOpe MpeaeabHo pocTa
— MpU pa3[eNICHUH MOPTOB MEXAY Pa3HbIMU BUPTYAJIbHBIMH CETSIMU IS KaXAOU
W3 HUX Kak Obl CO3/1a€TCs CBOSA aJipecHasi Tabynila (Ha MpakTUKE aJpecHast Tadauna
oCTaeTcs €MHOM, HO B Hel yka3biBaeTcst Homep VLAN).

Hanpumep, eciiu B ceTH, mpeacTaBieHHON Ha pucyHke 2.11, mopter Ethernet
0 u Ethernet 1 npunamiexar VLAN 2, a mopter Ethernet 2 u Ethernet 3 — VLAN

3, ampecHas TabiIvIla MpUMET BUJI, TTIOKa3aHHBIN B Tabuie 2.3.



Tabnuna 2.3 — Anpecnast Tabnuua npu ucnoiszoBanuu VLAN

VLAN [TopT Anpec paboueli cTaHIUN
2 Ethernet O 0060.2FBA.5B24
2 Ethernet 1 00E0.B02B.7D01
3 Ethernet 2 0002.1699.4740
3 Ethernet 3 0090.2142.0C59

[Tpu moctyruieHnn Kajpa Ha OAWH W3 MOPTOB KOMMYTAaTOp oOpariaercs K
aJipecHON TaOJMIle U OTHICKMBAET B HEH 3amUCh C aJpecoM padoueil CTaHIuW,
UJAeHTUYHBIM afpecy DA B mnpunarom kajape. OTbICKaB HYKHYIO 3allUCh,
kommyTtatop cpaBHuBaer Homep VLAN wucrounuka c¢ Homepom VLAN
MoJIy4artesis, U NPy UX COBNAJCHUM MPOABUTAET Kajp. B nmpoTuBHOM ciydae Kajp
otOpacsIBaeTcs (PUIbTpyeTCs).

[Ipu momyyeHnH MIMPOKOBEIATEILHOTO Kajpa, HanpuMmep, Ha opt Ethernet
0 on OyneT nepenaH ToJibKo Ha mopt Ethernet 1, uro uckimoyaer pacrpocTpaHeHue
IIMPOKOBEIIATEIHHOTO ITOPMA BO CEH CETH.

Crnenyer OTMETUTH, YTO JUIsl paOOYMX CTAHIIMWA OpraHU3aIus BUPTYAIbHBIX
ceTel (Kak U BeJEHUE aJPECHBIX TaOJIMIl) HA KOMMYTaTOpe aOCOJIFOTHO MpO3payHa
— CTaHIIMU OTIPABIISAIOT U MIPUHUMAIOT KaJIphl B OOBIYHOM pPEKHUME, a pa3/elicHHe
Tpaduka pasubsix VLAN ocymiecTBiasieT cam KoMMyTaTop.

Taxum xe 00pa3oM MOKHO OPTaHM30BAaTh HECKOJIBKO BUPTYAIbHBIX CETEH
Ha HECKOJBKMX KOMMYyTaTopax. PaccMoTpuMm mpumep, NpPEICTAaBICHHBIA Ha

pucynke 2.12.
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Pucynox 2.12 — Opranusanus VLAN Ha 1ByX KoMMyTaTopax

s obecrieyeHUs] KOPPEKTHOW pabOThl KOMMYTaTOPOB C BHPTYaJbHBIMU
CETSIMU JIOCTAaTOYHO B 000X KoMMmyTartopax noptsl 1,2 u 6 coornectu ¢ VLAN 1,
a moptel 3,4 1 5 — ¢ VLAN 2. Tak xe, Kak ¥ B IPUMEPE C OTHUM KOMMYTATOPOM,
HUKAKUX W3MEHEHUI B NEPENaBacMbIX KaJpax HE MPOUCXOIHUT, HO BUPTYaJbHBIE
CETH HaJIe’)KHO U30JIMPOBAHBI IPYT OT Jpyra.

Takolt cnoco0® opraHu3alud BHUPTYaJIbHBIX CETE Ha HECKOJIbKUX
KOMMYyTaTopax He coBceM ymoben — i kaxaod VLAN B coemunenun
KOMMYTaTOpP-KOMMYTaTOp HEOOXOJUMO BBIACIUTH OTIAEIbHBIM MOPT (B HaleMm
npumepe 310 nopt 5 mas VLAN 2 u nopt 6 ans VLAN 1). Eciiu BUpTyanbHBIX
CeTell HECKOJbKO, J3TO NpHUBEAET K OOJBIIOMY KOJIMYECTBY H30OBITOYHBIX

COCIMHEHUA M PACXOJOBAaHUIO TOPTOB. ['Opa3no HSKOHOMHYHEE OBLUIO OBl



UCIOJIb30BaTh TOJIBKO OAMH MOPT (HAampumep, 5), U pa3peuuTh nepeaaBaTh yepes
Hero Tpaduk 06enx BUPTYaIbHBIX CETEH.

B paccmarpuBaemMoM npumMepe nopThl KOMMYTaTOpa HUKAKUX U3MEHEHUH B
nepesaBaeMble KaJpbl HE BHOCHIIM, CJIEOBATENbHO, €CIM MOPT 5 MCMOJIb30BaTh
JUTsL iepeiayu TaHHbIX HeckoybkuXx VLAN, koMMyTaTop IpH MpueMe He CMOXKET
pa3uyuTh, K KakOW BUPTYalbHOM CETH OTHOCUTCS MCTOYHUK, MEpeaaBIIHA
NPUHATHIA Kaap. Eciu jke BHECTH B KaJp OnpeneeHHbIC U3MEHEHUS («ITOMETUTDY
KaJip), TO Mpobiiema Obli1a ObI pelieHa.

Crangapr IEEE 802.1Q [10] npeaycMaTpuBaeT BHECCHHE JIJIs STOU IIETTU B
KaJIp Tak Ha3bIBaeMoro 1ara (tag), KoTopbli yKa3plBasl Obl MPUHAJIC)KHOCTh Kajapa
K TpapuKy TOW WJIM MHOW BUPTyasJbHOU ceTH. [lopT, cmocoOHBIN H00aBISATH K
kanpy Ethernet tar, HaspiBaeTcs TarupoBanHbiM (tagging).

[Ipeanonoxxkum, 4TO B MpUMEpe, MOKa3aHHOM Ha pUCyHke 2.12, ObLIM
OTKJIFOYEHBI MOPTHI 6 000MX KOMMYTAaTOPOB, U IaHHBIE 00EUX BUPTYaIbHBIX CETEH
HEO0OXO0IMMO MepeIaBaTh uepe3 TarupoBaHHbli mopt 5. [lpu nepenaye, Hanpumep,
kajapa ot [1K4 k ITIK8 kommyTtatop Switch A, npunsB kaap B Oydep nopta 4, 1o
aapecHol tabnune onpenenset, uro [IK8 noctynen yepes nopt 5. [locne npuema
kajapa B Oydep mopra 5 xommyraropa Switch A k Hemy mo0aBisieTcs Tor,
coorBercTBytomuii VLAN 2, u MoauduuupoBaHHBI TakuM 00pa3oM Kajp
nepenaercs Ha nmopt 5 kommyratopa Switch B. IMocie Oydepuszanuu xaapa Tar
cunTbiBaeTcs, onpezaensercs Homep VLAN, nocie dero kaap ¢ yJaJleHHbIM TATOM
nepeaaeTcs Ha nopt 4.

Takum 00pa3oM, TOTHpOBAaHHBIC TOPTHI JOOABISIOT TAT TpU Tepeaade
KaJipa ¥ 0OTOPAChIBAIOT €T0 TIPH MpUEMe.

OcranbpHbIC TIOPTHI PAOOTAIOT B MPEKHEM PEKUME, HUKAKUX U3MCHCHHI B
nepeaaBacMble  KaJpbl HE BHOCST, IMOATOMY HA3bIBAIOTCS HETATMPOBAHHBIMU
(untagging).

CnemyeT OTMETUTh, 4YTO pa3jIUYHbIC TMPOU3BOAMWTEIN IO-PA3HOMY
Ha3bIBAIOT PACCMOTpPEHHBIC BbIlle MOpThl. Hampumep, B Tepmuuosoruu Cisco

Systems TarupoBaHHBIN MOPT Ha3bIBaeTCs | rUNK-MOPT, HETITUPOBAHHBIA —



Access-opt. Bce koMMyTaTOphI MO3BOJSIOT MPH KOHGUTYPUPOBAHUHM Ha3HAYATH
pPEXUM pabOTHI TTIOPTOB.

Kak oTmeuanoch Bblllle, BUPTyaldbHbIE CETH HANEKHO W30JUPOBAHBI JIPYT
oT apyra. OgHaKo Ha MPAKTUKE YaCTO BO3HUKAIOT 3a7aud TMOKOro OObeIMHEHHUS
Heckoapkux VLAN wmexay coOoil. DTy 3amauy pelaroT MapuipyTu3aTopbl U
KOMMYTATOPbI TPETHETO YPOBHS, KOTOPBIE OYIyT paCCMOTPEHBI HUXKE.

Crnenyromeil JONMOJHUTENIBHOM  (DYHKIMEH KOMMYTaTOpPOB  SIBJIAETCS
OJIOKUPOBKA PE3EPBHBIX MOPTOB C LIETbI0 UCKIIOYEHUS TaK HA3bIBAEMBIX «IIE€TEIIbY.

Ilon «mernen» NOHMMAETC TaKOE COEAMHEHNE CETEBBIX YCTPOUCTB MEXIY
co0oM, Korja MeX1y HUMHU CYIIECTBYET JBa WK OoJjiee MyTel nepeaadyu JTaHHbIX.

C onHOW CTOpOHBI, «IETENb» MOXHO H30€XaTh MpPU TI'PAMOTHOM
IPOEKTUPOBAHUH ceTU. OHAKO PU MOCIEAYIOMIEH MOAEPHU3ALMHU U PACILIUPEHUN
CETH «IIE€TIN» MOTYT BO3HUKHYTh HEIIPOU3BOJIBHO.

C npyroil CTOpOHBI, HAIMYUE «IIETEIbY» B CETH JKEIATEJIBHO, TAK KaK IIPU
CYLIECTBOBAHMM HECKOJBKHX IyTE€W MNepeaaud JaHHBIX HMEETCS BO3MOYKHOCTh
pacnapajuieuTh nepeaady, a TaKKe NOBBICUTh OTKa30yCTONYMBOCTh CETH.

PaccmoTpuM cHavalia, K Y4eMy B CETH HAa KOMMYTATOpax MPUBOAUT HAIUYUE

«tetnmy. PaccmoTpuM it mpuMepa ceTh, H300pakeHHYyI0 Ha pucyHke 2.13.
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Pucynok 2.13 — [Ipumep cetu ¢ «metiein»

Kommyratopel B HameM npumepe obo3zHaumMm kak Switch A, Switch B,
Switch C, a MAC-anpeca pabounx cranmmii — A, B, C (ogHaKo cieayeT IOMHHUTS,
yro peanmbHbie MAC-agpeca — 910 miectubalToBbeie umcia). HMHTepdeics
KomMmyTatopa obOo3HaueHel kak Fa 0/1 — Fa 0/3 (Fa — cokpamenue or Fast
Ethernet).

CumtaemM, 4YTO B ajJpecHble TaOIHUIBI KOMMYTAaTOPOB HE BHECCHBI
crarudeckue 3amucH. [Ipeanonoxum, 4To B Ha4aIbHbII MOMEHT BPEMEHU CTaHITHS
A oTmpaBiseT MHUPOKOBEHIATENBHBIM Kap. DTOT KaJp MOCTyMaeT Ha WHTep(eic
Fa 0/1 xommyraropa Switch A. KommyTtaTop peTpaHCIupyeT 3TOT KaJap Ha MOPTHI
Fa 0/2 u Fa 0/3, cOOTBeTCTBEHHO, €r0 NMPUHUMAIOT KOMMYyTaTtopbl Switch B u
Switch C. OxmnoBpemMeHHO ¢ 3TMM KoMMyTaTop Switch A ¢dopmupyer B cBoei
aZpecHOM Tabyvile TMHAMUYECKYIO 3alUCh, MIPEJACTABICHHYIO B Tabuie 2.4 (uis

ymporeHus cronoer ¢ ykazanuem Homepa VLAN B Tabnuiie He oKas3aH).



Tabauia 2.4 — AnpecHas tabimia kommyraropa Switch A

[TopT AJipec paboueid CTaHIIUU
Fa 0/1 A
KommyTaTtop Kaup, (GOopMHUPYET  3amucCh,

NpEeCTaBICHHYIO B Tabnue 2.95.

Tabauia 2.5 — Anpecnas Tabnuia kommyraropa Switch B

[TopT Anpec paboueii CTaHIIUU
Fa 0/2 A
KommyTaTtop Kaap, (GopMHUPYEeT  3amuch,

Npe/CTaBICHHYIO B Tabnuie 2.6.

Tabnuna 2.6 — AxapecHas Tabymia kommyrtatopa Switch C

[TopT

Anpec paboueii CTaHIIUU

Fa 0/3

A

Tak kak kaap IMMPOKOBEIIATENBLHBINA, KoMMyTaTOpbl Switch B u Switch C
TaKXKe€ pACIpPOCTPaHSIOT €ro Ha BCE CBOM  3a/IHCTBOBAHHBIC  TIOPTHI.
CooTBeTcTBeHHO, KOoMMyTaTtop Switch B mnepemaer ero ma mopr Fa 0/3, B
pe3yibTare 4ero Kaap mpuHumaercs Ha mopty Fa 0/2 xommyraropa Switch C.
Kommytatop Switch C koppektupyer 3anuch B agpecHoi Tabnuiie (HOBas 3amuch
npe/CcTaBicHa B TabauIle 2.7) U OTIPABISIET €ro Ha BCE CBOM MOPTHI, B TOM YHCIIC

u Ha opT Fa 0/3 no HanpasiieHuto kK komMmyTaropy Switch A.



Tabmuma 2.7 — Anpecnas Ttabnmma kommyrtaropa Switch C  mocie

KOPPEKTUPOBKHU
[Topt Anpec paboueli cTaHITUU
Fa 0/2 A

Kommyratop Switch A, npuHsB kaap, Toxxe KOPPEKTUPYET TaOIHIly, KakK

ATO MOKa3aHo B Tabmnurlie 2.8.

Tabnuma 2.8 — AnpecHas Ttabimmua kommyrtaTopa Switch A mocie

KOPPEKTUPOBKHU
[Topt Anpec paboueli cTaHIIUA
Fa 0/3 A

AHaJOTHYHBIM 00pa3oM KOMHS TOTO K€ Kaapa IPOXOAMWT dYepes
xommytatop Switch C B HanpaBieHnn kommyTtaropa Switch B u T.11.

Tak kak B kaape Ethernet orcyrcTByer nose «Bpems xu3um» (Time to Live
— TTL), xoruu OJHOTO M TOTO ke Kajapa OyayT OECKOHEUHO HUPKYIHPOBATH IO
«rmetyae» B MPOTHBOIOJIOXHBIX  HAIMPABJICHUSAX, IMOCTOSHHO KOPPEKTHPYS
COJICP)KUMOE  aJIPECHBIX TaOJMIl BCEX KOMMYTAaTOpPOB, uepe3 KOTOpPbIC OHH
TIPOXOJIAT.

O4eBHUIHO, YTO JUIA MCKJIIOYCHHS TaKOM CHUTYallMH MEXIy JI000M mapou
KOMMYTaTOPOB JIOJDKEH CYIIECTBOBATh CIWHCTBEHHBIM MYyTh TEpeqavyd JTaHHBIX.
Jlaxxe ecim cerb HeOobIIas, Kak B PAacCMOTPCHHOM IpUMEpEe, HAIUYHE
aJIbTEPHATHBHOTO MYTH Mepeaaur MOBBICHIO ObI OTKa30yCTOMYUBOCTh CETH — IPHU
OTKa3¢ OCHOBHOTO ITyTH MOKHO OBLITO OBbI MEPEKITIOYNTHCS Ha PE3SPBHBIN.

Jlis pemieHUst 3ToM 3amauu ObLI pa3pabOTaH aJIrOPUTM IMOKPBIBAKOIIETO
nepeBa (Spanning Tree Algorithm — STA) u peamusyrommuii €ro MpPOTOKOJ
nokpeIBaromiero aepesa (Spanning Tree Protocol — STP). JlaHHBINH IPOTOKOI
ormucad B oTkpeiToM craHgapre |EEE 802.1D [10]. Peamusanus maHHOTO

IMPOTOKOJIa B COBPCMCHHBIX KOMMYTATOpaX IIO3BOJISICT OTACJIBHBIC IIOPTHI




nepeBectd B coctostHun OsiokupoBku (blocking), B koTtopom mopThl ocrarorcs
3aJIeliCTBOBAaHHBIMH, HO OHH HE TIEpEIal0T MOJIb30BaTeIbCKUil Tpaduk. [Ipu oTkaze
HEOJOKMPOBAHHOTO TOPTAa ABTOMATHUYECKH IOAKIIIOYAIOTCS 3a0JOKMPOBAHHBIC
TIOPTEI.

Kpome «kmaccuueckoit» BepcuH MpoTokoia STP Ha MpakTHKE MIUPOKO
IpUMEHseTCs «yCKopeHHas» Bepcus Rapid Spanning Tree Protocol (RSTP), a
takke Multiple Spanning Tree Protocol (MSTP), mosBossromas paboTtath ¢

BupTyanbHbiMu ceTsimu VLAN [3].



3 KondurypupoBanue KoMMyTaTopoB

3.1 OcHoBHBIC cBeJicHHs 0 TporpaMMHoM nipoaykre Cisco Packet Tracer

CoBpeMEHHbIE KOMMYTATOpHl JeiATCS Ha JBa OONBIIMX Kilacca —
HEeympaBisieMble U ynpaBisemble. Heynpapisembie KOMMYTaTOPbI MPEACTABIISIIOT
co0oii mpocTellnme ycTpoicTBa KaHaibHOro (Broporo B TepmuHax |SO/OSI)
YPOBHSI, BBIMOJHAIONIME OMNEPAlMU TPOJABIKEHUS M (UIBTPALlMU HAa OCHOBE
JTUHAMUYECKUX 3aIUCEH aJIpeCHOM TaOIUIIbI.

YnpasinsieMble KOMMYTaTOPBI 00JIaal0T ropa3ao 00oNbIUM (YHKIIMOHAIOM.
Hanpumep, B ympaBiseMblii KOMMYTaTOp MOKHO BHOCHUTH CTaTHUECKHE 3allHCH,
IPOU3BOAUTH (QUIBTPALIUIO MEPENABAEMOT0 TpaduKa, JEIUTh CETh Ha HECKOJBKO
BupTyanbHbix ceteil (VLAN), u 1.1. COOTBETCTBEHHO, YIPaBIsIEMbIi KOMMYTaTOP
HY)KJaeTcsl B KOHQUTypUpOBaHUHU.

KonouryprupoBanue KoMMyTaTOpoB OyZeM paccMaTpuBaTb Ha HpPUMEpPE
npoayknuu Gupmbl CisCO Systems riaBHBIM 00pa3oM IMOTOMY, 4TO 3Ta (pupma
paspaborana s oOydeHus mnporpammHbiii mpoaykT Cisco Packet Tracer.
Koneduno, »5To gJameko He eIUHCTBEHHBIH MPOTPAMMHBIA MPOAYKT M
MOJIEJIMPOBAHUS CETeH, OJHAKO K €r0 HECOMHEHHBIM JIOCTOMHCTBAM OTHOCUTCS TO,
4TO KOH(UTYPUPOBAHUE CETEBOrO0 O0OpPYIOBaHUS B IMPOTrpaMMe MPAKTUYECKU
HUYEM HE OTJIMYAETCS OT KOH(QUTYpUPOBaHUS peajbHOro odbopynoBanus. Kpome
TOTO, IPOJYKT SIBIISICTCsl OeCIUIaTHBIM Jijisl yuacTHHKOB CereBoit Akagemun Cisco,
K KoTOpbIM OTHOCUTCSA 1 CKD MTYCH.

PeasibHoe o6opynoBanue CiSCO KOHGUTYpHPYETCS pa3THYHBIMU CIIOCOOAMH,
PaccmoTpuM KOH(UrypupoBaHHE C UCIOJIB30BAaHUEM KOHCOJIBHOTO TMOpTa C
nocjenoBareabHbIM JinHeHBIM uHTEepdeiicom (CLI — Common Line Interface).
Jlnst 5TOro HEe0OX0 UM KOHCOJIBHBIM KaOenb, pacmaiika 1 BHEIIHUA BHJ KOTOPOTO

NOKa3aH Ha pucyHkax 3.1 u 3.2 COOTBETCTBEHHO.



Pucynok 3.2 — BHenHuil Bua KOHCOJIBHOTO Ka0ens

Cisco Packet Tracer sBnseTcs IOBOJBHO JIETKUM U YyIOOHBIM B
UCTIOIb30BAHUU CHUMYJIATOpOoM ycTpoiicTB CiSCO, HACaTbHO MOAXOMSIIMM IS
oOydeHus: pabore ¢ pealbHbIM 00OpynoBanueM. KoHeuHO, OH HE MO3BOJSET
BOCTIPOM3BECTH AOCONIOTHO BCE€ (DYHKIMU pPEATbHBIX CETEBBIX YCTPOMCTB, HO
criocoOeH nath Oosee 4yem o00IIee MpeCcTaBlIeHUE O MPUHIMIAX WX PabOThI, U
criocobax ux koHpurypupoBanus. Kpome Toro, KoHGUTypUpOBaHHE YCTPONCTB
JIPYTUX TPOU3BOJIUTENCH XOTh W HECKOJIHKO OTJIMYAETCS OT KOH(DHUTYpPHPOBAHUS
ycrpoiicte  CiSCO, HO  0O0mMe MOPHUHIMUIBI  OCTAIOTCA  HEU3MEHHBIMHU.
COOTBETCTBEHHO, MOJIYYMB HABBIKM KOHPUTIYPUPOBAHUS CETEBOTO 00OPYIOBaHUS
C HCIOJb30BAHUEM CHUMYIATOPA, HECIOKHO OCBOWTh W YCTPOWCTBA APYTHUX
MIPOM3BOUTEIICH.

Nutepdeiic Cisco Packet Tracer npencraBiien Ha pucyHke 3.3.



Bonpmmyro yacTe gaHHOTO OKHA 3aHUMaeT pabouasi 00J1acTh, B KOTOPOH
MOKHO pa3MelllaTh pa3IMYHbIe CETEBBIE YCTPOWCTBA, COCAUHATh UX PA3NUYHBIMU
cnocobaMM M Kak CIEACTBHE, IOJy4yaThb pa3jIMYHbIE CETEBBIE TOIOJIOTHH.
Buewrnuit Bua nntepdeiica MOKeT HECKOJIBKO MEHSTHCS OT BEPCHH K BEPCHUH, HO
OCHOBHBIE€ (PYHKIIMHU, KOTOPBIE MBI pacCMaTpUBaeM B Y4EOHOM MOCOOHMH, OCTAIOTCS
HEU3MEHHBIMHU.

Caepxy, Hag pabodeit 001acThIO, PACIIOIOKEHA TIIaBHAS TTAaHEh MPOTPAMMBbI
U ee MeHI. MeHI0 TO3BOJIIET BBINOJHATH COXPAaHEHUE, 3arpy3Ky CETEBBIX
TOTOJOTHM, HACTPOWKY CHUMYJSIIIMM, a Takke MHOTO JAPYTUX HWHTEPECHBIX
¢bynkuii. ['maBHas maHenb CONEPKUT Ha cebe Hanbosiee YacTO HCIOJIb3yeMbIe

GbyHKIUHA MEHIO (PUCYHOK 3.4).
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CmpaBa oT paboueil 00iacTu pacnojiokeHa OOKOBasi MaHENb, COAepKalas
psi7l KHOTIOK, OTBEUAIOIINX 3a MIEPEMEINICHHE TTOJI0OTHA pabodeii 06acTu, yaaneHue
o0bekToB u T.0. CHu3y, mnon pabouell 00JIacTbiO, PACHOJOXKEHA IaHEeb

obopynoBanus (pucyHok 3.5).
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JlaHHas TaHENnb COAEPKUT B CBOEW JIEBOM YAaCTH THUIBI JIOCTYIIHBIX
YCTPOMCTB, @ B IPAaBOM YaCTH JOCTYIHbIE MOJENIH. [Ipyh BBIMOIHEHUHN Pa3IMYHBIX
paboT ATy maHeNb MPUACTCS MUCIOJIh30BaTh HAMHOTO Yallle, YeM BCE OCTaJbHBIC.
[ToaToMy paccmoTpum ee 60s1ee moapoOHO.

[Ipy HaBegeHMH Ha KaxkJI0€ U3 YCTPOUCTB, B MPSIMOYTOJIbHUKE,
HAXOJAMEMCS B IIEHTPE, MEXIy HUMH OyAeT oToOpaxaThCsi €ro THUM. THuIbl
yCTPOMCTB, HarboJiee yacTo ucnosb3dyeMbie B Cisco Packet Tracer, mpeacTaBiieHbI

Ha pUCYHKE 3.6.
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Pucynoxk 3.6 — OCHOBHBIE THUIIBI YCTPOWCTB

OTaenbHOr0  pacCMOTPEHHs — 3aCiIy>)KMBAKOT — TUIIBI  COCAMHEHUM.
Ilepeuncnum Haubosiee 4YacTO HUCHOJB3YEMBIE M3 HHUX (PACCMOTPEHHME THIIOB

HOI[KJIIO‘-ICHHﬁ HACT CJIICBA HAIIpaBO, B COOTBCTCTBHUH C PUCYHKOM 37)
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Pucynok 3.7 — Tumnbl coeTMHEHUM

— ABTOMAaTHYECKUN TUN — TpU JAaHHOM THUIEe coeauHeHusi PacketTracer
aBTOMATHYECKH  BbIOMpaeT Haubojee MPEANOUYTUTEIIbHBIC  THIT
COEMHEHUS 111 BRIOPAHHBIX YCTPOMCTB;

— KOHCO0JIb — KOHCOJIbHBIE COCIUHECHUE;

— Menp IlpsmMoe — coequHeHue MeIHBIM KabejieM TuIa BUTas mapa, o0a
KOHIIa Kalensi oOkaThl B OAWHAKOBOW packmanke. [lomoiimer nms
CIEAYIOMNX COCIUHEHUN: KOMMYTAaTOpP — KOMMYTAaTOp, KOMMYTaTop —

MapIIPyTU3aTOP, KOMMYTaTOP — KOMIBIOTED U JIp.;


http://4.bp.blogspot.com/-eUowXVXPMZo/UHADWhlR2OI/AAAAAAAAAQU/pDPR-8S7ASU/s1600/PacketTracer_connectiontypel.png

— Menp KpoccoBep — COEIMHEHHE MEIHBIM KabeleMm THIla BHUTas mapa,
KOHITBI Ka0emst 00kaThl Kak KpoccoBep. llomoiimeTr s coemuHeHUs
JIBYX KOMITbIOTEPOB;

— OnTuka — COeAMHEHNE TPU MOMOIIM ONTHYECKOTro Kabens, HeoOX0IuMO
JUIS COeIMHEHUST yCTPOUCTB UMEIOIIUX ONTHYECKHUE HHTEP(DENCHI;

— Tenedonnslii xkabenb — OOBIKHOBEHHBIN TeneOHHBI Kabenb, MOXKET
MOHAI00UTHCS JJIsI MOAKITIOUEHUS TeIe(OHHBIX annaparos;

— Koakcuanpupiii  kabelb — COEIMHEHHME YCTPOWCTB C  I[OMOIIBIO
KOAKCHaJIbHOTO Kales.

[IpuBeneM npuMep NOCTPOECHUS NPOCTEUILIEH CETEBOM TOMOJIOTUUA C
WCIMOJIb30BaHUEM CcUMYJsTOpa. KIWMKHYB J1€BOM KHONKOM MBIIMIM HAa 3HAYOK
KOMMYTaTopa, HEOOXOJAMMO BbIOpaTh €ro KOHKPETHBI THUI, HamlpuMep,
xommyTatop Cisco 2960, u «mepeTaimuTh» ero B pabouyr 0071acTh. AHAJIOTHYHO
pa3MecTuM B pabouell 00J1aCTH YEeThIpe KOMIBIOTEPA, B PE3yJIbTaTe Yero padoyas

0071acTh 6y,Z[CT BBITTEAACTD TaK, KaK IIOKA3aHO Ha PUCYHKC 3.8.
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Pucynox 3.8 — Pabouast 0061acTh ¢ pa3MeIieHHbIM B HE 000py10BaHUEM



Jlnst coemuHeHuss OO0OpYAOBaHHS MEXTYy COO0W HEOOXOAMMO IIEIKHYTh
JIeBOM KHOTIKOM MBIIIN HA 3HAYOK TUIl COSAUHEHHSI B TMIAHETN yCTPOUCTB, BHIOPATH
TUTl COCAWHCHHSI — MEIb MPSAMOE€ — WM KIWKHYTh JIEBOH KHOMKOW MBIIIN TIO
KoMMyTaTopy. OTKpoeTcsi OKHO BbIOOpa ceTeBoro mHTepdeiica (Homepa mopra
KOMMYTaTropa) K KOTOPOMY HEOOXOIMMO TMOAKIIOUNTh Kabemb. Jlns BwIOOpa
OJTHOTO M3 HUX HEOOXOAMMO KJIMKHYTH JICBOW KHOIKOW MBIIIN MO €ro Ha3BaHHIO

(pucyHok 3.9).

. Consale ’
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[ FastEthernetofz Switchl

(] FastEthernet0f3
[ ] FastEthernetf4
[ ] FastEthernetofs

Pucynok 3.9 — Beibop unrepdeiica ajist coenuHeHUs

B obopynoanun CiSCO mHTepderchl HyMEpYIOTCS CICAYIOMIMM 00pa3oM:
Ha3Banue kaHaibHOM TEXHOJOTHH/HOMEp cioTta/Homep uHTepdeiica. Hanmpumep,
3aInch

FastEthernet0/1
o3HavaeT nepBblil naTepderic Fast Ethernet, naxonsmmiics B HyJI€BOM CIIOTE.
AHANOTUYHO TOAKIIOYAIOTCS MOPThl paboumx cranmuil. CTpyKTypa

MOCTPOCHHOM TaKUM 00pa3oM CETH MpejicTaBieHa Ha pucyHke 3.10.
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Pucynok 3.10 — Ctpyktypa cetu B paboueit o0nactu

Jlis KOHQUrypHUpOBaHHUS KOMMYTaTopa Haja0 ABaX]bl IIEIKHYTh HAa €ro
3Ha4yKe, BEIOpaTh B OTKpbIBIIEMCS OKHE BkIaaky CLI, mocie dyero gaktudecku Ml

rnomnagacm B KOHCOJIbHBIH PCKHUM.

3.2 PexxuMbl KOHPUTYpUPOBaHUS KOMMYTAaTOPOB
Kommyrtatoper CiSCO MOTyT HaxXxoOAUThCS B OIHOM W3 PEXKHUMOB,
NpeAcTaBlIeHHbIX B Tabnune 3.1 (mpeacTtaBieHbl OpUTMHAJIbHBIE Ha3BaHUSA Ha
AHTJINHCKOM S3BIKE).

Tabnuua 3.1 — Pexxumbl KOHPUTYPUPOBaHUS

HasBanue pexnma [Ipurnamenue Onuncanue

(Prompt)
User EXEC Mode Switch> [Tonb30BaTEIBCKUI PEKUM
Privileged EXEC Mode |Switch # [TpuBHIErUPOBAHHBIA PEKUM
Global  Configuration|Switch (config)# Pexum r7100aIbHOTO
Mode KOH(PUTYPUPOBAHUS




B Tabmuue 3.1 B mepBoM cTONIOIE MpEACTaBICHbl HA3BAHUSA PEKHUMOB, BO
BTOPOM — TMpUTIIAIIeHHe, OTOOpakaeMoe B KOMAHJIHOW CTpOKE, B TPEThEM —
OIHMCaHHUE.

[Tomp3oBaTenbckuii pekuM (user mode) HMCHoJb3yeTcs JIsi MPOCMOTpa
COCTOSIHUS YCTPOMCTBA, a TakXKe JJiA Nepexoja B MPUBUIECTHUPOBAHHBIN pPEXUM
(privileged mode). Hukakue u3mMeHeHHS B KOH(HUTypallMOHHOM (aiijie, B TOM
YHclie YAAJICeHUsT M COXPAHEHUs TEKyIled KOH(UTypaluu, B MOJIb30BATEIBCKOM
pexuMe MPOU3BOJUTHCSA HE MOTYT. B 3TOM pexxuMe TOCTYNMHBI TOJIBKO HEKOTOPHIE
KOMaH bl SNOW, T. €. KOMaHIbl IPOCMOTPA COCTOSHUS YCTPOMCTBA.

Jlns mepexona B MPUBUIICTUPOBAHHBIN PEXUM HEOOXOTUMO BBITOTHUTH
KOMaHTy

enable

Crnenyer oTMeTHTh, 4TO 0OOpymoBanue CISCO IOMMyCKaeT COKPAICHHBIN
BBOJI KOMaHJ], €CJIM HEBO3MOXHO €€ JIBOsIkoe ToikoBaHue. Hampumep, BmMecTo
enable moxxHO HaOpatk €N, u 3Ta KOMaHAa Oy/eT MOHSATHA KOMMYTAaToOpy, TaK Kak
HUKaKasl Ipyras KOMaHJla He HAaUMHAETCsI C COUETaHUsI CUMBOJIOB €N.

Brmmonnenue K&)I(I[Oﬁ KOMaHJbl HAYMWMHACTCsA IIOCJIC HaXaTusgd KIIaBUIIIHN

Enter. st moBTOpa paHee BBEJCHHBIX KOMAH/[ MOKHO HCIOIb30BATh KIABUIIY T .

B npuBHICTUPOBAHHOM pPEXHMME AOCTYITHBI BCEe KOMaHAbI SNHOW, BO3MOXKHO
yaajieHue KOH(QUTypalluu U COXpaHEeHHEe KOH(PUTIypalMOHHOro (ailyia B mamsiTu
NVRAM. Bo3Bpart B 1oJIb30BaTe/IbCKUN PEIKUM MTPOU3BOANUTCS kKomaHmou disable
Wi exit:

Switch#exit

Komanga exit mo3BosisseT BEpHYTbCS Ha OJWH YpOBeHb BBepx. Hampumep,
MOCJI€ BBIMOJHEHUS] KOMaHIbl B pPEXHUME TJI00IHHOTO KOH(GUTYPUPOBAHUS
KOMMYTATOp TIEPEXOAUT B MPUBHICTUPOBAHHBIA pekuM. Ecnu HEeoOxomumo u3
JH000TO COCTOSIHMSI yCTPOWCTBAa BBIMTH Cpa3y B IMOJH30BATEIBCKHA PEXKUM,
ucnoias3yercs komOunamusi CTRL-Z.

B rio6anpHOM pexuMe MpOU3BOASTCS M3MEHEHHS, KOTOPBIE 3aTParuBarOT

KOMMYTATOp B LIEJIOM, MO3TOMY 3TOT peXUM M Has3biBaeTcs global configuration



mode (pexuM r100aMBHOTO KOHGUTYypupoBaHUs). Hampumep, B HEM MOXHO
yCTaHaBIMBaTh UMS KOMMYyTaTopa KomaHaoi hostname. Mms xommyraTopa He
MMeEeT 3HaUCHHUA B CETHU, OHO Y100HO npu KoHpurypupoBanuu. [Ipumep:

Switch(config)#hostname Subnet A

Subnet_A(config)#

B pexume rino0anbHOrOo KOH(MUIYpUpPOBAaHUS HAa KOMMYTaTOp MOXHO
ycTaHaBnuBaTh napoiu. CyliecTByeT HECKOJIBKO BUIOB MapoJieit st o0ecnedeHus
3amuThl ycrpoiictB Cisco. [lepBbie nBa mapoiis, enable secret u enable password,
UCTIONB3YIOTCS JIJIs1 0OecTieueHUs] aBTOPU30BAHHOTO BXOJa B MPUBUIICTUPOBAHHBIN
pexum. Ha xomMmyTaTtope ycTaHaBiuBaercss OAMH (WM 00a) M3 3TUX IMAPOJIEH.
[Tocne ycTaHOBKM MapoJisi CHCTEMa 3alpaliiBaeT €ro y IMOoJb30BaTens, Korja
BBOAMTCS KoMaHa enable. ®opMat koMaH yCTAaHOBKH MapoJieil Ha KOMMYTATop U
meHem Cisco_A ciscO u CiscOl mma BXoma B NPUBHICTHPOBAHHBIA PEXHUM
MIPUBECH HIDKE:

Switch_A(config)#enable secret cisco

Switch_A(config)#enable password ciscol

[Tapons enable secret kpunrorpadgupyercss MO yMOJYAHHUIO, TOATOMY
sBisieTcs 6osee crporum. Ecnu ycranoBiieHsl 00a maposis — enable secret u enable
password, — To B MpHBEACHHOM TpUMEpe crcTeMa OyJIeT pearupoBaTh Ha MapoJb
cisco. ITapons enable password mo ymonyaHuto He KpUOTOrpapupyercs, H03TOMY
ero MOYKHO TIOCMOTPETh, HampuMep, Mo Komanjae show running-configuration
(cokparnieHHO sh run), KOTopasi BBEIMIOIHSIETCS U3 MPUBUIIETUPOBAHHOTO PEXKUMA.

N3meHnenne u co3nanue KoHdurypamuu kommytatopa Cisco BO3MOXKHO B
pekuMe TIIOOAIBHOTO KOH(PUTYPUPOBAHHS, BXOJl B KOTOPBIM pealn3yercs u3
NPUBUJICTUPOBAHHOTO 10 Komadze configure terminal (cokpamenno — conf),
KOTOpasi BBOJUT YCTPOMCTBO B TJIOOANBHBIA PEXKUM U TIO3BOJSET HM3MEHATH
TeKylIyro KoHdurypauioo (running-config). Ilpu sTom mpurnamieHue U3MEHSET
By Ha Switch(config)#:

Switch >ena

Switch #conf t



Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#
Jiist mpocMoTpa aapecHOM Ta0JIUIIbI MCIOJIb3YeTCSl KOMaHAA

show mac address-table

3.3 YTUiIUTHI IPOBEPKH CBSI3BHOCTHU CETU

3amauya KOH(DUTYpPHPOBAHUS CETH SBISICTCS JOCTATOYHO CJIOKHOM |
TPYJOEMKOM, W CJIOKHOCTH 3Ta BO3pAcCTaeT MPHU YBEJIMYEHUU MAcCIITa0OB CETH U
KOJMYECTBA HCIONB3YEeMBbIX TpmiIokeHu. [loaToMy HEOOXOIUMBI CcpeacTBa
MOHUTOPWHTA W JTUArHOCTHKU CETH. OTH K€ CpeIcTBa HEOOXOMMMBI HaM IS
MOJICIMPOBAHUSI TIOCTPOCHHOM M CKOH(MUTYPUPOBAHHOM CETU C HCHOJIb30BAaHHUEM
Cisco Packet Tracer.

OaHuM U3 BCIMOMOTATEIbHBIX MPOTOKOJIOB — MPOTOKOJIOM MEKCETEBBIX
ynpassomux coobmenuit (Internet Control Message Protocol — ICMP) — kak pas
U TPEAOCTaBIAIOTCSA Takue cpeactBa. OcHoBHas waes (yHKIIMOHUPOBAHUS
nporokona ICMP 3aknrogaeTcss B TOM, YTO TMpPH BO3HHUKAIOIIUX MpoOjeMax B
NPOJBIKCHUH TIAKETOB B CETH HMCTOYHUKY  OTCBUIACTCS  COOOIICHWE,
oroBemariiee ero o0 3toil mpobdieme. Hanmpumep, ecnu maker ObT OTOpOIICH
MapHIpyTHU3aTOPOM C HCIOJb30BaHUEM CETEBOro (GmibTpa (MapHipyTH3alus U
ceTeBble (DUIBTPBI OYAyT pacCMOTPEHBI HUXKE), cooOmieHue mpotokona |ICMP
OTOBECTUT HUCTOYHUK 00 OSTOM coObITUM. TO K€ OTHOCHTCS M K JpYruMm
npoOsemMaM, BO3HHUKAIOIMUM TIPH TPOJBIKCHUU TIAKeTa — HCTCUYCHHE MaKETOM
BpeMeHu >xku3Hu (TTL), oTcyTcTBHEM HYKHOM MaplIpyTHONM HHOpMauuud B
Tabnuie MapmpyTu3anud W T.J. VICKITtoueHHe COCTaBISIOT COOOIIEHUS O
npobsemax mnepeaaun camux ICMP-cooOmiennii, a Takke HEKOTOPBIX BHJIOB
NMakeToB (IIMPOKOBEIIATENBHBIX, HAMPUMEP), YTOOBI HE HABOJHATH CETh
U30BITOYHBIM TpaQUKOM.

Tak kak mpoOJIeMBI C TMPOJBIKCHUEM TAKETOB MOTYT MMETh Pa3IMYHYIO
npupomay, yucio pazmuunbix TUnoB |CMP-cooOmienuit Takke 10CTaTOUYHO BEIUKO,

HO BCE OHM MMEIOT OJIMHAKOBYIO CTPYKTYypy. HecMoTpsi Ha 3HauMTENBbHOE YHUCIIO



tunoB |CMP-cooOmiennii, oHM BCce MOTYT OBITH pa3/iesieHbl Ha Ba OCHOBHBIX BHJIA
[3]:

- cooOmieHusa o6 onmoOKax;

- COOOIIEHNS BHUIa «3alPOC-OTBETY.

CooOmienust 006 ommoOKax, Kak clieyeT U3 UX Ha3BaHMsI, OMOBEIIAIOT y3e-
UCTOYHUK 00 OommOKax, MPOU3OLIEAIINX B MPOIECCe Mepeqadyn, U Kaxaas Takas
omunOKa XapaKTepU3yeTCcsl CBOMM THUIIOM cooOImIeHusI. CaMu ONMTMOKA MOTYT OBIThH
BbI3BaHbl PA3IMYHBIMM MPUYUHAMHU, TOITOMY B TeJl€ TAKOTO COOOIICHUS
COJICPYKUTCS TOTIOJTHUTEIBHBIN KOJI, XapaKTePU3YIOIINN MPUINHY OIITHOKH.

CooOmeHnst «3armpoc-0TBET» CBS3aHBI B TMAPhl, TO €CTh IOCJE IMepeaadu
COOOIICHHSI-3aIIPOCca 0KHUAACTCS MOTyUYEeHUE COOOICHUS-OTBETA.

B pamkax maHHOTO TTOCOOHMS HET CMBICTIA OMUCHIBATH BCE THIIBI COOOIICHHMIMA
nporokona ICMP, ¢ HuUMH MOXHO O3HAKOMUTHCSI B MHOTOUYMCIECHHBIX
cnpaBounrkax [11 — 13]. OcrtaHoBuUMCS 31ech OoJiee MOJPOOHO HA YTHIIMTAX,
MO3BOJIAIOMUX ¢ ucnosib3oBanueM |CMP-coobienuit mpoBepsITh CBI3HOCTH CETH.

Yrunura Ping mupoko wucmnonb3yercs mns cosganus |CMP-coobmenuit
BHJIa «3aIPOC-OTBET», C MOMOIIBIO KOTOPHIX MPUHYIUTEIHLHO BBI3BIBACTCS OTBET
KOHKPETHOTO y37la B CETU. ODTO HHM3KOYpOBHEBAas YTWIWTA, MOXTOMY OHa HE
TpeOyeT Hamu4usi KaKuxX-JIHOO 3amylIEHHBIX MPOIECCOB HAa YAAJICHHBIX Y3iax.
CoOTBETCTBEHHO, YCIICITHOE MOJyuYeHHWE OTBETA OT YNAJICHHOTO y3Jia JalleKo He
BCErJla O3HA4aeT MPaBUILHOCTH BBIMOJIHEHUS HAa HEM MPHUKJIAJHOTO Ipoiiecca, a
TOBOPUT TOJIBKO O TOM, YTO MapmpyT K OTOMY VY3JIy HaxOIWUTCA B
paboTOCTIOCOOHOM COCTOSIHUM, 3amlpalliBaeMblid y3ell HaxOJUTCS B CETU U
BKJTFOYCH.

VY nanennsiii y3en, nonyuuB |CMP-coobmienre, creHepupoBaHHOE YTHIMTON
ping (9xo0-3ampoc), GopMHUpPYeT U TMepeaaeT OTBETHOE COOOIIeHHE (9XO-OTBET).
3anpockl OOBIYHO TOCBUIAOTCST HECKOJBKO pa3 (KOJIMYECTBO 3alpoCOB IO
yMOJYaHUI0 pas3nudHo y pasaeix OC, KpoMme TOro, €ro MOXKHO 3aJaBaTh
COOTBETCTBYIOIIUM KJIFOUYOM), TTOCIIE YeTr0 YTHIINTa PINQ BBIBOAWT CTATHCTUYECCKHE

JTaHHBIC.



Ecnu He MCHOnb30BaTh JOMOJHUTEIBHBIE OIIIWW, YTUJINTA BBI3BIBACTCS C
UCIIOJIb30BaHUEM KOMaHJIHOM CTPOKH KOMaHJIIOW Ping <IoMeHHOe UMs™> WiH Ping
<IP-anmpec>.

[Mpumep wucnonmp3zoBanmst yTwauTel pPing B8 OC Windows mnpuBeneH Ha

pucynke 3.11.

e+ HoMaHaHaA CTpoKa

icrosoft Windows XP [Bepcusa 5.1.26001 -
(C>» Kopnopauwa Masdikpocodr, 1985-2001.

JDocumentsz and Settingsz“ManuH .MIUCI >ping vandex.ru
6MEH naketamd ¢ yandex.ru [213.180.193.111 no 32 eaWT:

TeeT or 213.180.193.11: uyucao eaiT=32 BpemaAa=18mc TTL=54
TeeT oTr 213.180.193.11: uyucao eaiT=32 BpemAa=18mc TTL=54
TeeT oT 213.180.193.11: uyucao saiT=32 Bpema=17mc TTL=54
TEeT oT 213.180.193.11: uyucao saiT=32 BpemAa=18mc TTL=54

TaTHcTHEA Ping nan 213 .180.193.11:

MNakeToe: oTnpaBeAeHo = 4, noayuyeHo = 4, notepadHo = 0 (0¥ noTepnb2.
PHEAH3IHTEALHOE EPEMA NPHEMA TEPENAYH B MC:

MuHumaabHoe = 17mcex,. MakcumaabHoe = 18 mcex,. CpepHee = 17 mcex

sDocuments and Settings“Manun .MTUCI >_

Pucynok 3.11 — HMicnionp30BaHue YTHIIMTHI Ping

Kak cnenyer u3 pucyHka, ObUIO OTIPaBJICHO YETHIPE 3ampoca Ha cepBep
yandex.ru, moxy4eHo 4eTeipe oTBeTa 00beMoM 1o 32 Oaiita kaxnueid. [lapamerp
«BpEMs» YKa3bIBAa€T Ha BEJIWYMHY MHTEpPBaJa MEXIYy OTIPAaBKOM 3X0-3ampoca U
MOJy4YeHHUEeM Ha Hero »sxo-otrBera. Ilapamerp TTL mo3BOJiSeT omnpenenuTh
KOJIMYECTBO MAapIIpyTU3aTOPOB, Yepe3 KOTOPbIe MPOXOJIUIIM MaKEThl, MOKa He
no0panuch A0 y3ja Ha3HAUEHHUS, TaK KaKk KaKIbId W3 HUX yMeHblnaeT [ TL Ha
CAVHMUILY.

[lpyu KOHOUTYPUPOBAHMU CETH YTHIUTA PING HAXOAUT IIUPOKOE
OPUMEHEHUE JUIsl TPOBEPKH CBA3HOCTH CETH, MPAaBHJ CETEBbIX (QHUIBTPOB,
MPOTOKOJIOB MapUIPyTU3alUU U T.A., COOTBETCTBEHHO, U Mbl OyZeM ee€ HIMPOKO

HCIIOJIB30BAaTh B I[aJIBHefIHIeM.



Yrunmura traceroute (B peamusamusax Windows wcronb3yercss HalmcaHUE
tracert) mo3BoJsSe€T BBIABIATH MOCIEIOBATEIBHOCTh MAapIIPyTHU3aTOPOB, YEpE3
KOTOPbIE IPOXOJIUT MAKET HA MyTH K MMyHKTY CBOETO HA3HAUEHUA. Y 3TOU KOMaH/Ibl
€CTh MHOTO ONIMWK, OOJBIIMHCTBO W3 KOTOPHIX TMPUMEHSIIOTCS PEIKO.
TpanuunonHo wucnosb3yercss ¢dopmar traceroute <goMeHHOe HMS™>, KOTOPOe
MOXET OBITb 3aJaHO B CHUMBOJMYECKOM WM 4YHUCIOBOM Qopme. Boixomnas
uHbopMaIusl TpeACTaBisieT Cco0O0M CHOUCOK Yy370B, HayuHAas C TEPBOTO
MapuIpyTH3aTOpa U KOHYAsi MyHKTOM Ha3HAYEHUSI.

[TpuHiun paboTel traceroute ocHoBaH Ha YCTAaHOBKE IOJSI BPEMEHHU JKU3HU
(TTL) umcxopmsmiero makera TakuM oOpa3oM, YTOOBI 3TO BpPEeMs HCTEKAIO [0
JOCTIDKEHMSI TMAKETOM IyHKTa Ha3HaueHus. [lpm mnonmydyeHum makera ¢
oOHyJeHHbIM mojieM [ TL Texkyumuid mapmpyTu3aTop OTIPABUT COOOIIEHHE 00
ommnOke Ha Yy3en-ucToyHUK. Kaxkmoe mnpupalieHue TMojisi BPEMEHH >KU3HU
MO3BOJISIET MTAKETy MPONTH Ha OJIMH IIar JaJbliie.

YTunura traceroute moceutaeT Uil KakKaoro 3HadeHus nois TTL Tpu
naketa. Eciu mpoMexkyTOUHBIM IILTI03 pacrpeaeiser Tpapuk MO HECKOJIbKUM
MapuIpyTam, TO 3TH TaKEeThl MOTYT BO3BpallaThCid Pa3HBIMU MPOMEKYTOUYHBIMU
y3namu (MapmipyTtuzaropamu). HekoTopeie MapuipyTu3aTopbl HE TMOCHLIAIOT
YBEJOMIICHHI O TIaKeTaX, BpeMs JKM3HU KOTOPBIX MCTEKIO, a HEKOTOphIe
MOCBIJIAIOT  YBEIOMJIEHUS, KOTOpbI€ TIOCTYMalT oOOpaTHO C  3aJEp>KKOM,
MPEBBIMIAIONICH BpeMsl OXHUIAHUS Ha Y3JI€-MCTOYHUKE. ODTH MapUIPYTHU3ATOPHI
0003HayaroTCs PsAOM 3Be3704UeK. ECIM KOHKPETHBIN MapIIpyTH3aTOp ONPEIEIUTh
HEJb3s, BCE PABHO C MOMOIIBIO YTUJIUTHI traceroute Mo>kHO YBUIETH CIEAYIOLINE
3a HAM y3JbI MapmipyTa. 3aMeTHM, YTO B CBS3U C HCIOJB30BAHHEM Ha CETAX
JTMHAMUYECKOM MapuIpyTU3allui, B pa3Hble MOMEHThI BPEMEHH MOKHO TOJYYUTh
pa3TUYHBIC MAPIIPYTHI MPOXOKICHHSI TTAKETOB.

[Mpumep ucnonp3oBanus yruutel tracert 8 OC Windows npenacraBieH Ha

pucynke 3.12.



e+ HomaHoHaA cTpoKa

C:xDocuments and Settings“Manuwn _MTUCI *tracert yandex.ru

Tpaccupusxa mapupyra k vandex.ru [213_180_204_111 _J
MAKCHMAABHHM 4YHCAOM nNpuxkos J0:

1 <1 nmec {1 nmc <1 me 192.168.1.1

2 1 ms 1 ns 1 ms 80.254_.97.169

3 3 ms 2 ms 2 mg cs?-prmts.donpac.ru [BO_254_111.11

4 1 ms 1 ms 1 me 36.108_254_80_static.donpac.ru [B0O.254_108_361
5 1 ms 1 ms 1 ms 80.254.100.164

[ 1 ms 1 ms 1 ms platov—rnd-ix.yandex.net [193.232.140.331

7 17 m= 17 m= 17 mz 213.180.208.101

8 18 ms 17 ms 18 ms core-ugri-—vlan?0l.yndx.net [7/7.88.56.1261

? 1?7 ms 18 ms 1?7 ms ugr—p3-hel.yndx.net [87.250.239.731

1@ 1?7 ms 1?7 ms 1? ms uwgr—-pl-hel.yndx.net [87.250.239.791

11 1?7 ms 1?7 ms 1? ms iva—p2-hel.yndx.net [87.250.239.991

12 1?7 ms 1?7 ms 1? ms iva-pl-hel.yndx.net [87.250.239.981

13 18 ms 1?7 ms 1? ms iva—p2-hel_yndx_.net [87.250.239.991

14 18 ms 18 ms 18 ms iva-b—cZ2-ae5-0.yndx_.net [87.250.239.1151
15 18 ms 18 ms 18 ms vgandex_.ru [213_180_204_111

TpaccupoBrka zaBepueHa.

C:wDocuments and Settings“Manun _MTUCI> _J

Pucynok 3.12 — Mcnons30Banue yTUIHTHI tracert

Kak BUIHO M3 puCyHKa, yTWJIUTa MO3BOJSET OTOOpa3uTh HE TOJbKO IP-
ajgpeca IPOMEKYTOUHBIX Y3JI0B, HO W HUX JIOMEHHbIE HMEHa, €CIM OHH
CYILECTBYIOT.

Yrunutel ping u traceroute coyeraroT B cebe XOpoIIHE BO3MOXKHOCTH,
NpeIHa3HAYEHHbIE [JI1 TECTUPOBAHUSI CETEBBIX MOAKIIOYEHUI, HO CYIIECTBYET
KOMaH/1a, KOTOpasi COBMEIIAeT B ce0e BCE 3TH BO3MOXHOCTH, a TaKXKe COJEPKUT
HEKOTOpBIC JIOMOJHUTEIbHBIE ocoOeHHocTH. YTmiauta PathPing ortmpasnser
MHOTOYHMCJIEHHbIE COOOIIEHHUSI € 53XO0-3alPOCAMHM  KaXJIOMy MapUIpyTH3aTopy,
KOTOPBIA HAXOAUTCS MEXAY UCXOAHBIM Y3JIOM M Y3JIOM Ha3HAu€HUs, MOCJe Yero,
Ha OCHOBaHUU MAKETOB, MOJTYYCHHBIX OT KaXKIOTO U3 HUX, BEIYUCISET MPOIICHTHOE
COOTHOUICHHE IMAKETOB, BO3BPALAEMbIX B KaXJIOoM Mmiare. Tak Kak yTHIWTa
PathPing mokasbIBaeT cTENeHb MOTEPHU MAKETOB HA KAXKIIOM MapIIPYTHU3ATOPE HIIH
y3Ji€, C €€ MOMOIIbI0 MOXKHO TOYHO OINPEACNIUTh MaplIpyTU3aTOPhl U Y3Jbl, Ha
KOTOPBIX BO3HUKAIOT CETEBbIE MpOOJIeMbl. DKBHBAJIEHTHO yTHIWTE traceroute,
yruiuta PathPing wnentuduuumpyer MapmpyTH3aTopbl, KOTOPBIE PACIIOIO0KCHBI
Ha MYTHU K y3JIy Ha3HaY€HUs, MIOCTIE YEeTO OHA MEePUOJNYECKH B TEUCHUE 3a/1aHHOTO
BpeMEeHH OOMEHUBAETCS MaKeTaMu CO BCEMHU MaplIPyTU3aTOpaMH M Ha OCHOBAaHUU

qucjia MakKCTOB, IMOJYUYCHHBIX OT KaXXJI0I'0 M3 HHUX, O6pa6aTBIBaeT CTaTUCTHUKY. B



OTJMYME OT MPENbIAYIIUX YTUIUT, BO HU30€KaHHE MEPErpy3Kh CETU IaKeThl
JOJKHBI TIepeiaBaThCsl Yepe3 TOBOJIBLHO OOJbIINe WHTEpBaibl BpeMeHu. [logo6HO
yruiure traceroute yrwiura PathPing cHavama BBIBOOUT MyTh, HOCJE 4YEro B
TEYEHUE HEKOTOPOro BPEMEHM BBIJAET COOOLIEHHWE O TOM, YTO OHA 3aHsTa.
IMeHHO B 3TOT MEPHO] MIPOUCXOAUT cOOp CBEACHHUI CO BCEX MapIIpyTHU3aTOPOB,

MNCPCUYNUCIICHHBIX B CTATUCTHUKEC, 1 CO BCCX COGI[HHGHI/Iﬁ MCKIAY HUMU.

=+ HomaHaHaa cTpoKa

Microsoft Windows XP [Bepcua 5.1_26001 -
CC>» Kopnopauwa Mavkpocoor, 1985-2001. -
C=“Documents and Settings“Manun .MTUCI>PathPing vandex.ru
Tpaccupuﬂxa mapupyrta Kk vandex.ru [93.158.134.111
MAKCHMAABHMM YHCAOM npuxkos 30:
0 manin.mtuci.local [192.168.1._361
1 192 .168.1.1
2 8D_254_97_169
3 ecs?-pnts._donpac.ru [80.254_111 .11 i
4 36.108.254.80.static.donpac.ru [80.254_108._.361
5 80.254.100.164
6 platov—prnd-ix.yandex.net [123.232.140.331
7213 .180.208.101
8 core—ugrl-vlan?0l.yndx.net [77.88_.56.1261
? uwgr—p3-hel.yndx.net [87.250.23%_.731
10 vandex.ru [93.158.134_111
MNopcuer crtarMcTukd 3a: 250 cexk. ...
HocxonHui ysea MapupyTtHuH ysea
MNpuwox RIT Yrep.sOTnp. " Yrep./Otnp. % Anpec
o manin.mtuci.local [192.168.1.361
0/ 100 = @O i
1 OMc 0/ 100 = 0O 0/ 100 = 0x 192.168.1.1
0/ 100 = O i
2 2Mc 0 100 = 0 0/ 100 = 0Ox B80.25%4.97.167
0/ 100 = O i
3 1mc 0/ 100 = x s 100 = @M cs?-rmnts.donpac.ru [B0.254_111.11
0/ 100 = O i
1mec 0/ 100 = M s 100 = M 36.108.254_80.static.donpac.ru [80
254 108 .361
0/ 100 = @O i
5 2Mc 0/ 100 = 0O 0/ 100 = 0x 80.25%4.100.164
0/ 100 = @O i
[ 1M 0 100 = s 100 = @M« platov—rnd-ix.yandex.net [1973.232.
14m.331
0/ 100 = O i
? 17mc 0/ 100 = 0= 0/ 100 = 0x 213.180.208.101
1/ 100 = 1x i
24nmc 1/ 100 = 1% s 100 = M core—ugrl—vlan?il.yndx.net [P7_88.
56 1261
46/ 100 = 46 i
? — 100 100 =100 L3/ 100 = 53% uwgr—pd-hel.yndx.net [B7.250.237.73
1
0/ 100 = O i
10 17mc 47/ 100 = 47« 0/ 100 = 0x yandex.ru [93.158.134.111
TpaccHpoBKA 3aBEpUEHA.
C:xDocuments and Settings“Manun _MTUCTI_ _J

Pucynok 3.13 — Mcnonb3oBanue yruautel PathPing



B cetn, B KOTOpO#l MPHUCYTCTBYIOT TOJBKO KOMMYTaTOPbI, UMEET CMBICI
UCTIOJIB30BaTh TOJIBKO YTHIIHTY PINg.

Bepuemcs k cetu, npeactaBieHHoi Ha pucyHke 3.10. Tak kak Bce pabouue
CTAHIIMU COEAMHEHBI C KOMMYTAaTOPOM, OHH JOJKHBI OBITh JOCTYIHBI PYT APYTY.
Jlnst mpoBepKkd 3TOTO HEOOXOJIMMO BBECTH B pabouyue CTAaHIMM MUHUMAJIbHYIO
CETEBYI0 KOHPUTYpPAIUIO, CMBICI KOTOPOM OyAeT paccMOTpeH HUXkeE (B MPOTUBHOM
clydae IIpoCcTo He OYIeT BO3MOXHOCTH 3371aTh aJIpec y3ja B yTHiIHTe Ping).

B MuHMManbHy0 KOHPUTYypauo paboyeil CTaHIIUN BXO/IAT:

- IP-anpec;

- MacKa IMoJICETH;

Jns BBoma ortoir mHpopmanuu B Cisco Packet Tracer weobxommmo
HICJIKHYTh JIEBOM KHOIKOW MBIIIM Ha pabouyeld CTaHUMU, MEPEeHTH Ha BKIIAIKY

Desktop (pabouwuii ctoi), u HaxkaTh Ha spiasik IP Configuration (pucynok 3.14).



[ ® peo oo

Fhys=ical Config Desktop Software/Services

IP Configuration
IP Configuration

) DHCP @ Static

IP Address

Subnet Mask

Default Gateway

DMNS Server

IPv6 Configuration
() DHCP () Auto Config @ Static

IPve Address

Link Local Address FEB80D::206:2AFF:FE4A:AD38

IPvE Gateway

IPvE DNS Server

A

Pucynok 3.14 — KondurypupoBanue pabodeil cTaHIIuu

Wutepdeiic pabodell CTaHIUMKM IMO3BOJSAET CKOHPUIYPUPOBAaThH €€ KaK B
cootBercTBUU ¢ nporokosiom IPv.4 (IP Configuration), Tak u B cCOOTBETCTBUU C
npotokosiom IPv.6 (IP6 Configuration). B manHoM ciydae OyaeM HCIOJIb30BaTh
nons IP Configuration.

Kak yka3pIBajoCh BbIIlIE, B HAIIEM MPUMEPE JOCTATOYHO 3a/1aTh TOJIBKO JIBa

napameTtpa — IP-agpec u Macky mojaceTr. 3aaiuM CTaHIIUSAM CIIEAYIOIINE aipeca:
192.168.1.1

192.168.1.2
192.168.1.3
192.168.1.4,

Mmacka nojicet (Subnet Mask) aist Bcex 4eThIpex CTaHIUI MPUHUMAET 3HAYCHUE



255.255.255.0

bonee monpoOHO 0 JaHHBIX ajgpecax W O MacKe MOJCETH pPedb TMOWIET B
riase 4.

[Tocie 3TOro MOKHO HCIOJB30BaTh YTHIIUTY PING JJIs MPOBEPKH CBS3HOCTH
ceru. s storo Ha pabouem crone PCO BwiOepem 3Hawok Command Prompt

(koMaHIHAs CTPOKA), U HAOEepeM KOMaHy

ping 192.168.1.2

Pe3ynbpTaT BBINOJHEHUS 3TOM KOMaHbI ITOKa3aH Ha pucyHke 3.15.

Physical | Config | Desktop | Software/Services

2 with 3Z byt
Reply fr
Peply fro
Beply

Reply

Ping =

-

Pucynox 3.15 — Pesynbsrat nmposepku cBsizHoctu PCO u PC1

Kak BHJHO U3 pUCYHKA, YTHIUTA PING YeThIpe pa3a OTChUIANIA 3X0-3aMPOCHI
no 32 Oaifta Kaxabpli, mapamerp time (Bpems) yka3bplBaeT Ha MHTEPBAT MEXKIY
OTMpABJICHUEM DIXO-3aIIpoca U TMOJydeHHEeM Ha Hero sxo-otBeta. Ilapamerp TTL
(mocnoBHO pacimdpoBbiBaeTcs kKak Time to live) moMmoraeT y3HaTh 4epe3 CKOJIbKO
MapHIpyTU3aTOPOB MPOLUIM MAKeThl, MOKa JOOUpaIMCh N0 MyHKTAa HAa3HAYEHUS.
OnepaloHHas CHCTEMa YCTaHABIMBAET HEKOTOpoe 3HaueHue | L mo ymonuyanuto

(marmpumep, Windows ycrtanaBmuBaeT TTL paBHbIM 128), a mpu NpOXOKICHHH



yepe3 KaxIbld MapUIPyTU3aTOP JAHHOE 3HA4Y€HWE yMeHblaercs Ha 1. B Hamem
npUMepe MapuIpyTU3aTOPOB HET, mosTomy 1 TL=128.

BHu3y mpuBeneHa CTaTUCTUKA, MOKAa3bIBAIOIIAsi, YTO OTMHpaBieHO Obuio 4
nakera (Sent=4), npunsto 4 (Received=4), norepsHo 0 (Lost=0), a Ttaxxe
CTaTHCTUKY HWHTEpBaJla MEXAy Iiepenadyeid 3ampoca M TOJydyeHHEM OTBETa —
MuHuManbHoe 62 Mc (Minimum=62 ms), makcumanabHoe 125 mc (Maximum=125
ms), cpennee 78 mc (Average=78 ms).

Takum o00pa3om, Mbl yOeauauch, 4to pabouas ctanuus PCO u pabGouas
craurust PC1 mgoctymubl apyr apyry. UToOBl yBUAETh pe3yJbTaT BHITIOJHCHUS
KOMaH/bl B CIy4ae HEAOCTYIMHOCTH, OTIIPAaBUM 3aIpOC MO HECYNIECTBYIOIIEMY B

JAHHOW ceTH azapecy, Hamnpumep, 192.168.1.5. Pe3ynbpTaT nmpuBeneH Ha PUCYHKE

3.16.

PCrping 192 168.1_5

Pinging 12z2_168_1.5 with 3Z byt
ed out.
ed out.
ed out.

= ot

Pucynox 3.16 — Pe3ynbTar BEITIOJIHEHHUS] KOMaH bl

N3 pucynka 3.16 criemyeT, 4TO TpH OXHIAHWW OTBETA HA KaXIBIA W3
YeThIpeX MEepPEAaHHBIX MAKETOB ObLI MPEBBHIIICH WHTEPBA BPEMEHHU OKUJIAHUA.
Craructuka coobmiaer, 4to ObuIo Tepenano 4 3ampoca, moiaydeHo 0 oTBeTos, 4
nakera norepstHo (100% noteps).

KondurypupoBanne koMMmyTaTopa B O5TOM NPHUMEPE HE BBIOIHSIIOCH,
OJIHAKO MOXHO IPOCMOTPETh €ro aApecHyr Tabnuiy. s 3Toro 3aiiem B
NPUBUJICTUPOBAHHBIN PEKHMM W BBIMOJHMM KoManay show mac address-table

(pucyHok 3.17).



B Switch0 o | E] [t

| Physical | Config | CLI |

I0S Command Line Interface

Motherboard revision number: AQ <
HModel number: W5-CZ350-24
System serial number: FHEOG10ZO0WC

Cisco Internetwork Operating System Software

I®S (tm) CZ350 Software (CZS50-I&Q4LZI-M), Version 1Z.1(2Z)ER4, RELEASE
SOFTWARE (£cl)

Copyright (c) 13%8€-2005 by cisco Systems, Inc.

Compiled Wed 18-May-05 22:31 by jharirba

PFress RETURN to get started!

Switch»en
Switch#show mac address-tabkle
Mac Address Tabkle

m

Vlan Mac RAddress Type Borts

Switch| -

[ Copy ][ FPaste ]

Pucynok 3.17 — Pe3ynbTat BhInoHeHUs: KoMaH 161 Show mac address-table

Kak BumHo w3 pucynka 3.17, aapecHas tabnuia mycta, B HEM HET HU
CTaTUYECKUX 3amuced (Mbl UX HE BHOCHWIIM), HU JTUHAMHYECKHX (KOMMYTaTOp HE
npouien mnpouenypy oOyueHusi). Jlis NpPOXOXKIEHUS Mpoueaypbl OOydeHUus
JI0CTaTOYHO Tepenath OoT kKaxmaoro u3 PC mioOwsie kampel, Hampumep, |ICMP-
3alpochl € WCIOJIb30BaHUEM YTWIHMTHI Ping. Ecaum mocine 3Toro  omsth

MIPOCMOTPETh AJPECHYIO0 TAOIUIly, TO OHA MPUMET BHUJ, TOKA3aHHBIA HA PUCYHKE
3.18.
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| Fhysical Config | CLI |
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=]
(LINF-5-CHRNEED: Interface FastEthernet0/3, changed state to up

(LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to
ug

(LINF-5-CHARNEED: Interface FastEthernet0/4, changed state to up

(LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/4, changed state to
ug

Switchfshow mac address—-tabkle
Mac Address Tabkle

Vlan Mac Rddress Type Borts
1 000&.Za4a.a038 DYNAMIC Fald/s1
1 000&a.£33b.clde DYNAMIC Fal/s2 E
1 0010.110&.0154 DYNAMIC Fal/s3
1 00&0.5cd8 . 9ce? DYNAMIC Fal/s4
Switchi| %

Copy ][ FPaste

Pucynox 3.18 — PesynbTat BeImoHeHUs: KoMaH a1 Show mac address-table mocne

oOMeHa KajjpaMu

Kak BumHo, Tabmuiia u3MeHwiach. B mepBoM ee cToJsOlle yKa3aH HOMED
VLAN, MAC-aapec paboueit ctaHiuu, THIT 3amucH (auHamudeckas — Dynamic), u

HOMEp HHTepderica KOMMyTaTopa.

3.4 KondurypupoBaHue BUPTYaJbHBIX CETEH
Texnonorus VLAN 6bu1a paccmorpena B naparpade 2.5, mo3ToMy B 3TOM
naparpade OCTAaHOBUMCS TOJILKO Ha OCOOEHHOCTSIX KOH(PUTYPUPOBAHMUSI.
PaccmoTpum cHauana co3znanue AByX VLAN Ha ogHOM xommytartope. s
3TOr0 MO-TIPEKHEMY OyJEeM HCIONb30BaTh CETh, NMPEICTABICHHYI0 Ha PUCYHKE
3.10. IlepeiineM B MPUBHICTMPOBAHHBIA PEKUM, BBHIMOJIHUB KoMaHay enable, u
IpOCMOTPUM MHpOpMaIHIo 0 cyulecTByromux Ha kommytarope VLAN (pucyHok

3.19), ucnonb3ys ai1st 3Toro komany show vlan brief.



B pesynbrare BbIOTHEHUS KOMaH/bl Ha 3KpaHe nosBatcs: Homepa VLAN —
nepBblii  cronben, HazBanue VLAN - Bropoit cromben, coctosnue VLAN
(akTMBHA OHAa B JaHHBIK MOMEHT WJIM HET) — TPETHH CTOJOCI, MOPTHI
npuHapiexamme Kk gaHHod VLAN — uyerBepthiid cronben. Kak BuaHO U3
TaOJIUIIbI, 10 YMOJIYaHUIO HAa KoMMyTaTope cymiectByert math VLAN . Bee mopThr
KoMMyTaTopa Mo ymonyanuto mnpuHamiexkar VLAN 1. OcranbHbie ueTbIpe

VLAN He otHOCsTCS K Ethernet, mosTomy paccmarpuBath ux 37ech He OyneM.

r -

B Switch0 = | E] |-

| Phys=ical Config | CLI |

I0S Command Line Interface

1 000&.2Zad4a.al3B DYNAMIC Fal/1
1 000a.£33b.clde DYNAMIC Fal/2
1 0010.110&6.0154 DYNAMIC Fal/3
1 0060 ._5cdB8 . 9ce7 DYNAMIC Fal/4

Switché

Switché

Switché

Switchi#show vlan brief

VLAN Name Status Ports

1 default active Fa0/s1, Fal/fZ, Fald 3, Fal, 4
FaO/5, FalOf&, Fal/7, Fals8
Fa0O/3, Fa0/10, Fa0,/11, Fa0s12
Fa0,/13, Fa0/14, Fa0/15, Fal0/l&
Fa0,17, Fal/18, Fa0/1%, Fa0/Z0
FaO/2Z1, Fal/2Z, Fal0/Z3, Fa0/Z4

1002 fddi-defsult active
1003 token-ring-default active E
1004 fddinet-default active
1005 trnet-default active
Switchg %

I Copy H Paste

Pucynox 3.19 — IIpocmotp xonduryparmuu VLAN

Jns peanuzanuu ceT, KOTOPYIO MbI 3alUIaHUPOBAIM CO31aTh, CO3JaUM Ha
kommyTtatope eme aBe VLAN. [Ins 3Toro B NOpPHUBUIETUPOBAHHOM PEXKUME
HE0OXOMMO BBITIOJHUTL KoMmaHay conf t mis mepexona B pexuM Ti100aabHOTO
KoH(purypupoBanus. Beogum komanay vlan 2. JlanHoi komaHI0# co3maeTcs Ha

kommyTtaTope VLAN ¢ Homepom 2. Ykazarens BBoga Switch(config)# nsmenurcs



Ha Switch(config-vlan)#, 3To cBuaeTenbCcTBYeT 0 TOM, 4TO KOHPHUTYPUPYETCS YKE
HE BECh KOMMYTAaTOp B LEJIOM, a ToJibko otaenbHas VLAN, B naHHOM ciydae
Homep 2. Eciu ncnons3oBath komanay Vlan X, raoe X sHomep VLAN, xorma VLAN
X elie He CO3/laHa Ha KOMMYTaTope, TO OHa OyJeT aBTOMAaTHYeCKH cO3JaHa U
OyAeT OCYIIECTBIICH MEPEXO0]T K €¢ KOHPUTYPHPOBAHUIO.

JUis  pemieHWsT TOCTaBJICHHOW  3aJayd  KOMMYTaTop  HEO0OXOIMMO
CKOH(UTYPUPOBATH CIACAYIOIUIIM 00pa30oM.

Switch(config)#vlan 2

Switch(config-vlan)#name subnet_192

Switch(config)#interface range fastEthernet 0/1-2

Switch(config-if-range)#switchport mode access

Switch(config-if-range)#switchport access vlian 2

Pazbepem npuBenennbie komauabl. Kak yxe roBopusioch paHee, KoMaHa0M
vlan 2 mb1 co3znaem Ha kommyTatope HoBYt0 VLAN ¢ Homepowm 2. Komanga name
subnet_192 npucsauBaet ums subnet 192 BuptyanbHoii ceti HOMep 2. BrimonHss
komauay interface range fastEthernet 0/1-2, ™Mbl mepexogum K
koHpurypupoBanuro wuHTepdericop  fastEthernet 0/1 wu fastEthernet 0/2
kKoMmMmyTaTopa. KitoueBoe ciioBo range B TaHHOW KOMaHJIe YKa3bIBaeT Ha TO, YTO
MbI OyzneM KOH(PUTypUpOBaTh HE OJWH €IMHCTBEHHBIM MOPT, a LEJbIA JUANa30H
MIOPTOB, B IPUHITUIIE €€ MOKHO HE MCIOJIb30BaTh, HO TOT/a TIOCIEAHUE TPU CTPOKHU
MPUAETCS 3aMEHUTH Ha CIIeAYIOIIe:

Switch(config)#interface fastEthernet 0/1

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlian 2

Switch(config)#interface fastEthernet 0/2

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlian 2

Komanma switchport mode access koHdurypupyeT BBIOpaHHBIH MOPT
KOMMYyTaTopa Kak TMOpT JOCTymna (B MPUHIHUIE, 3Ty KOMaHAy MOXXHO HE

HCIIOJb30BATh, TaK KaK II0 YMOJYAaHUIO IIOPThBI KOMMYTATOPpa HAXOAATCA B PCIKUME



nocrymna). Komanga switchport access vlan 2 npuss3piBaeT maHHBIA MOPT K
VLAN nomep 2.
Kak 1 B mpeapynux nmpuMepax, KOMaH bl MOKHO HaOHpaTh COKpAIICHHO,
KpoMme Toro, Bmecto fastEthernet moxxno ncnonbs3oBarh 0603HaueHue fa.
[IpocMoTpuM pe3yibTaT KOH(PHUIYPUPOBAHHS, BBIIOJIHUB KOMaHTy Show

vlan br moce BeInoJIHEHMsI TPUBEICHHBIX BhIIIE KOMaH I, pucyHOk 3.20.

¥ Switch0 o | ] |t

| Physical | Config | CLI |

I0S Command Line Interface

[OWRICCII oo L IOy F v Il =

Switchiconfig-vlan)fname subnet 152
Switch|{config-vlan)finterface range f£a 0/1-2
Switch|(config-if-range) fawitchport access wvlan 2
Switch(config-if-range) §~Z

Switché

%55Y5-5-CONFIE I: Configured from conscle by conscle

Switch#show wlan brief

VLAN Name Status Borts

1 default active Fal/3, FalOs4, Fa0/5, Fal/d
Fadys7, FalOs8, Fal/s%, Fal/ 10
Fadys11, Fa0/1Z, Fa0,/13, Fal/14
Fadys15, Fa0/1e, Fa0,/17, Fal/s18
Falys1%, Fa0/Z0, Fal/Z1l, Fal/fZZ

100

1003 token-ring-default active 3
1004 fddinet-default active 3
1005 trnet-default active

Switchi| %

Copy H FPaste

Pucynox 3.20 — [Ipocmotp co3nannoit VLAN 2 u npuBsi3aHHBIX K HEH TTOPTOB

N3 pucynka BUIHO, 4TO B KoMMyTatope mnosiBwiach Bropas VLAN c
umeneM Subnet 192, k kotopoit otHocsTcs noptel fa 0/1 u 0/2 (BeimesneHbI Ha
PHUCYHKE).

Jlanee anamormyHbIM oOpa3om cosfamum Vlan 3 ¢ umenem subnet 172, u

npuBsbKeM K Hell uatepdeiickt fastEthernet 0/3 u fastEthernet 0/4.



CoOTBETCTBEHHO, KOMIBIOTEPHI, HAXOJAIIMECS B Pa3HBIX BUPTYaIbHBIX
ceTsX, OyAyT HEAOCTYIHBI APYT APYTY, YTO JIETKO MPOBEPUTH C MCIIOIH30BAHHEM
YTHIUTHL PiNg.

Haubomnbiryio npakTudeckyio HEHHOCTh, KaK ObLIO MOKa3aHO B maparpade
2.5, npencrapnsger koHpurypupoBanue VLAN Ha HECKOJBKHX KOMMYTaTOpax ¢
UCIIONb30BaHUEM TATHPOBAHHBIX MMOPTOB. PaccMoTpuM KOHQUTypHUpOBaHHE
KOMMYTaTOpPOB B 3TOM CIIy4ae.

PaccMmoTpum ceTh, moka3zaHHyro Ha pucyHke 3.21.

192.168.1,1724 192.168.1,2724

FaEth 01

trunk =, »
A h s ) FaEth 04

FaEth /3 FaEth 003

FaEth 02 FaEth 012
192.168.1.201/24 192.168.1.202724
192.168,1.101/24 192.168,1.102724
VLAN 2 VLAN 3 VLAN 4

Pucynox 3.21 — [Ipumep ceTu ¢ 1ByMsi KOMMYTaTOpaMH

[lo aHanoruu ¢ mpeapIAYIIMM NPUMEPOM IMPOU3BEIEM KOH(PUTYPUPOBAHUE
000MX KOMMYTaTOPOB:

Switch(config)#vlan 2

Switch(config-vlan)#name subnet_2

Switch(config-vlan)#int fa 0/1

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 2

Switch(config-if)#exit



Switch(config)#vlan 3

Switch(config-vlan)#name subnet_3

Switch(config-vlan)#int fa 0/2

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 3

Switch(config-if)#exit

Switch(config)#vlan 4

Switch(config-vlan)#name subnet 4

Switch(config-vlan)#int fa 0/4

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 4

Switch(config-if)#exit

Kak cnenyer u3 mepeuHs KomMaHja, Ha 000MX KOMMYTAaTOpax CO3JIaHbl TpU
VLAN. Teneps HE0OX0IMMO TIEPEBECTU TPETHH MOPTHI KAKIOTO U3 KOMMYTAaTOPOB
B TOTUPOBAHHBIN PEXKUM:

Switch(config)#int fa 0/3

Switch(config-if)# switchport mode trunk

B pesynbrate Tpaduk Becex Tpex cozganubix panee VLAN OyaeT npoxoauTs
4yepes mopT 3.

Hcnone3ys Ha uHTepdetice komanay switchport mode trunk, msr nepesenu
€ro B TOTHUPOBAHHBIN PEXHUM, B KOTOPOM HHTEpQeEiic MpormyckaeT yepe3 ceds
Tpaduk Bcex cymiecTByronx Ha kommyrtarope VLAN, HO uHOrga HeoOXoaumo
nepeaaBaTh 4epe3 JaHHbIM uHTepdeiic Tpaduk He Bcex VLAN, a numb
HEKOTOPBIX. /[ 3TOr0 Ha 000MX KOMMYTAaTOPOB BBHINIOJIHUM KOMaH/bI:

Switch(config)#interface fastEthernet 0/3

Switch(config-if)#switchport trunk allowed vlan 2-3

Komanpma switchport trunk allowed vlan 2-3 yka3siBaet TarupoBaHHOMY
nopty kommytatopa, Tpapuk kakux VLAN emy nponyckaTs yepe3 ceds (B HalieM
cilydae BTOporo u Tperbero). Ilocie Toro, kak OyAeT BBINOJIHEHA 3Ta KOMaH[a,

komnbiorep PC4 pomken mnepectath BuaeTh kommbioTep PCS5. Komanna



switchport trunk allowed vlan npu cBoeM wcmoNb30BaHUK KaXIbIH pa3 3aaaeT
pa3pelieHHbIC MOPTHl 3aHOBO, TO €CTh €CIIM BBITOJHUTH KOMaHTy Switchport
trunk allowed vlan 5, a morom BeimonHuTs, KOMauAy Switchport trunk allowed
vlan 6, To paspemnieHHBIM oOKaxkercs Toibko Tpadhuk VLAN HOMep 6. s
ynanerauss VLAN u3 cmucka paspelleHHBIX HCIOJib3yeTcs Komanaa Switchport
trunk allowed vlan remove X, rae X nomep ynamsemoirr VLAN. s npocMoTpa
nH(OpPMAITMU O HACTPOCHHBIX Ha KOMMYTAaTOPE MAaruCTPAIBHBIX MOPTaX CIYKUT
koMana show int trunk.

Takum o0Opa3oM, C HCIONB30BAHHEM KOMMYTAaTOPOB BTOPOTO YPOBHS
CAMHYIO CETh MOYKHO Pa3CINTh HAa BUPTYaAJbHBIE CETH C U30JMPOBAHHBIM JIPYT OT
npyra tpadpukom. OmHAKO Ha MPAKTUKE YacTO BO3HUKAIOT 3aJa4d THOKOTO
oObenuHeHus: Heckoibkux VLAN wMexnay coboi. DTy 3agady pemaror
MapIIpyTU3aTOpbl M KOMMYTaTOpPhI ~TPETBETO ypPOBHS, KOTOpBIE OyAyT

PaCCMOTPCHBI HUIKC.



4 TeXHOJIOrMHU CETEBOr0 YPOBHS

4.1 OrpaHuveHus ceTell Ha KOMMYTAaTOpax BTOPOTO YPOBHS

C HCIOIb30BaHUEM PACCMOTPEHHBIX BBIIIIE KOMMYTAaTOPOB BTOPOTO YPOBHS
MOJKHO CTPOMTD JJOCTATOYHO KPYIHBIC M pa3BeTBJICHHbIC ceTH. OHAKO TaKUe CETH
UMCIOT PsiJI OTPAHUYCHHUH.

Bo-mepBhIX, B TOMOJIOTHH CETH Ha KOMMYTAaTOpax IOJUKHBI OTCYTCTBOBATh
TaK Ha3bIBAEMBIC IICTJIM», O YEM Y)KE PEUb IILIa BIIIIE.

Jlns ©0opbOBI C METIECBUAHBIMH COCIUHEHHUSIMH HMCIIOIb3YETCS alITOPHTM
nokpeiBatomero gepea (STA — Spanning Tree Algorithm) u peanusyromuii ero
IPOTOKOJI MOoKpbIBatorero aepea (STP — Spanning Tree Protocol). B pesynbrate
JICHCTBUMN, OMpEACIIEMBbIX OTHM IPOTOKOJIOM, YacTh IIOPTOB KOMMYTaTopa
NICPEBOJIUTCS B 3a0JIOKUPOBAHHOE COCTOSHHE, YTO MCKJIIOYAeT MeTid. [Ipu stom
MI0JIb30BATEIbCKUH TpauK uepe3 JaHHbIC MOPTHI He nepenaercsa. C yueToM 3Toro
pacmapayuIenTh nepeaady JaHHBIX He MPEACTABIICTCS BO3MOYKHBIM.

Bo-BTOpBIX, B CETAX Ha KOMMYTaTOpax HeEymoOHas CHcTeMa aapecalud —
MAC-anpeca SBISIOTCS IUIOCKHMH, M 3aJal0TCSI HE aIMHHHUCTPATOPOM CETH, a
npousBoauTesieM o0opynoBaHus. COOTBETCTBEHHO, B MPOCKTUPYEMOH CETH HX
MOYKHO UCIIOJIb30BaTh, HO HEJIb3s1 Ha3HAYATh.

B-TpeThuX, JOrHYECKUE CETMEHTHI CETH ClIa00 M30JIMPOBAHBI IPYT OT ApYyra
— IIUPOKOBEINATENILHBIC KaApbl MEPEIArOTCS HA BCE MOPThI KOMMYTATOpa, 4YTO
MOJKET TMPHBECTH K IIMPOKOBEMIATEIbHOMY ITOpMy. (TKazaTthCsi  OT
IIMPOKOBEIIATEIBHBIX KaApOB HEIb3sS — Ha HUX OCHOBAHBI MHOTHE IPOTOKOJIBL.
BupTtyanbHble CETH TOJTHOCTHIO U30JUPYIOT TpaduK Apyr OT Apyra, 4TO HE BCerjaa
ya00HO.

B-ueTBepThIX, BO3MOXKHOCTBIO TPAHCIAIMH IPOTOKOJIOB KaHAJILHOTO
YPOBHsI 00J1a/1al0T JaJIeKO HE BCE THIBI MOCTOB M KOMMYTATOPOB, K TOMY K€ 3TH
BO3MOKHOCTH OTPaHMYEHbl. B YacTHOCTH, B OOBEAMHIEMBIX CETAX HOJDKHBI

COBIIalaTb MAaKCUMAJIbHO AOITYCTUMBIC Pa3MCPhI moJjeu JaHHBIX B KaJpaX, TaK KaK



MOCTaMH U KOMMYTAaTOpaMH He TMoAJepkuBaercs (QyHKUus (parMeHTanuu
KaJpOB.

Hanuune ceppe3HbIX OrpaHMYEHUN Yy IPOTOKOJOB KaHAJIBHOIO YPOBHS
MIOKAa3bIBAET, YTO IIOCTPOEHHWE HA OCHOBE CpPEJICTB ATOrO0 YPOBHS OONBIIHX
HEOJTHOPOJIHBIX CeTeil sBiseTcs BecbMa MpoOjemMaTHuHbIM. EcTecTBeHHOE
pELIeHNE B 3TUX CIIydasiX — 3TO MPUBJIECUYEHUE CPEACTB 00Jiee BBICOKOTO, CETEBOTO

YPOBHSL.

4.2 MapiuipyTtu3zanusi TaKeTOB B COCTABHOM CETH

ChHavaia HEoOXOAMMO OTMETUTh, UTO TMOHATUS MAapUIPyTU3ALMS U
KOMMYTaLUs SIBIIKOTCS, 110 CYTH, CHHOHUMaMU. M B TOM, U B IpyrOM CIIy4asiX IOJ
STUMU TEPMHUHAMH TOHUMAIOTCS MPOLIECCHl PACHPEICIICHUs MOCTYIAOMIEH
uHdopmaruu. OJHAKO TEPMUH KOMMYTAIIMsS MPUMEHSETCA B cliydae, KOTja peyb
UJIET O pachpeieieHnu nHPopMallii Ha KaHAJIbBHOM YPOBHE, TO €CTh KOMMYTATOP
pacripenensieT MOCTyMamIue Kaapel, Hampumep, kaapel Ethernet. Tepmuu xe
MapUIPpyTU3aLKs TPUMEHSETCs, KOIrJa pedb HJET O CETEBOM YPOBHE, TO €CTh
MapuIpyTU3aTOp paclpeaesisieT MOCTynarolue MNakeTbl, Hampumep, |P-makeTsi.
COOTBETCTBEHHO, MapLIPYyTU3ATOP JOJKEH «YMETBH» YIIaKOBBIBATh
(MHKAICYIUPOBATH) MAKETHI B KAJAPbI PA3IMYHBIX TEXHOJOTUN KaHAJIHLHOTO YPOBHS
(Token Ring, FDDI, Frame Relay, HDLC, u 1.1.).

B coorBeTcTBUM € 3THM, C TOYKM 3pEHHUS CETEBOIO YPOBHS €IUHasd
COCTaBHasi CE€Th NPENCTaBIIAECT COOOM COBOKYMHOCTh MOJACETEW (KOTOPBHIE MOTYT
CTPOUTHCS HA PA3JIMUHBIX TEXHOJOTHUSIX KAaHAJIIBHOTO YPOBHS), U COSAUHSIONTUX UX
YCTPOMCTB — MaplIpyTu3aTopoB. lIpm paccMOoTpeHMH 3TOW CETH C «BBICOTHI»
CETEBOI0 YPOBHS CTPYKTypa KaXIOW M3 TMOACETEM YKE HE MMEET 3HAUYCHUS,
BHYTPH IOJICETH PabOTAIOT MPOTOKOJIBI KaHAILHOTO YpOBHS, Hampumep, Ethernet,
paccMOoTpeHHbIM Bbilie. CTpyKTypa Takoil COCTAaBHOW CETH IMpEJCTaBIeHa Ha
pucynke 4.1.

Ha pucynke 4.1 noncern o603HaveHsl kak S1 — S5, MapipyTu3aTopsl — Kak

R1 — RS5. Mapupyrtu3aTtop MMeEET HECKOJbKO IMOPTOB (Kak MUHUMYM, JiBa),



KaXIbI U3 KOTOPBIX BXOJHUT B CBOIO MOACETh. B COOTBETCTBUU C 3TUM KaXKIbIi
MOPT JOJDKEH HMMETh COOCTBEHHBIM aJIpec CETEBOr0 YPOBHS, a TaKXKe aapec
KaHaJIbHOTO YPOBHSI TOM IMOJCETH, B KOTOPYIO OH BKIro4YeH. CereBoil anapec
nepBoro nopra mapuipyrusaropa R1 ycnoBuo o6o3nauen kak R1-1, sroporo — R1-
2, U T.1.

B oTnnune OT anpecoB KaHAJIBHOTO YPOBHS, CETEBas aJapecanus JOJHKHA
OBITh €IUHON B paMKaxX BCEM COCTAaBHOW CETH. AHAIM3UPYs aJpeca CETEBOIO
YPOBHSI B IPUHUMAEMBIX MAKETaX, MapLIPyTU3aTOPbI ONPEECISAIOT Ty MOJCETh, B

KOTOPYIO 5TOT MMAKCT JOJIKCH OBITH IICpCHAIIPaBJICH.

R1-2 R1-1
R1
S1 R3-1
R4-1 R3
R2-1
R4 R3-2
R2 R4-2
R4-3
R2-2 S4
R5-1
S3 R5-2 R5
=

Pucynox 4.1 — CTpykTypa COCTaBHOM ceTu

[Ipu 3TOM B mpegenax MOACETH MaKeT TPAHCIOPTUPYETCS B COCTABE Kajapa

KaHaJbHOTO YPOBHS TOW TEXHOJIOTMH, HA OCHOBE KOTOPOI MOCTPOEHA MOJCETb.



Jlyist onipeieieHHOCTH Oy/IeM CYUTaTh, 9TO BCE MPEACTABICHHBIC HA PUCYHKE
MIOJICETH TIOCTPOCHBI Ha Oasze TexHonormu Ethernet, To ects mepemava kaapor B
npenenax IMOJCETH OCYIIECTBISIETCS C UCIOJIb30BAHUEM PACCMOTPEHHBIX BBIIIE
koMmyTaTopoB Ha 0aze MAC-ampecoB. CuutaeM Takke, YTO Yy3e€I-HCTOYHUK
(Ha30BeM ero y3jaoM A) HaxoJHWTCS B MOJACETH S2, y3en-monydarelnsb (y3en B) — B
moaceTtu S3.

VY3en A ¢dopmupyer maker, B KOTOPBIM TMOMEIIAET 3aroJIOBOK CETEBOTO
YPOBHSI, B KOTOPBIi, TOMUMO BCErO MPOUYEro, MOMEIIAETCs CeTeBOM azapec y3na B.
Jns mepeMenieHus Takera B IpeAeNax TMOJACeTH S2 OH TOMelaeTcs
(ueKancynupyercs) B kaap Ethernet. B kauectBe MAC-anpeca nmoiaydarens Kaapa
(DA) ykaspiBaeTCsl aapec MopTa MapIIpyTH3aTOpa, BXOJIICTO B IMOJACETh S2,
Hanpumep, nmopra 1 mapmpyrusaropa R1 (R1-1).

Mapmipytuzatop R1 wusBiekaer (AekancyiupyeT) MakeT W3 MPUHSATOTO
KaJipa, aHAIM3UPYET CETeBOM aJipec y3ia B W mpuHUMaeT perieHue, Ha Kakoul u3
CBOMX TIOPTOB 3TOT IaKeT MPOABUHYTH. Eciu, Hampumep, MakeT TOJDKEH OBITh
nepeaan uepes nojacerb S1, mapmpyruzarop R1 nepenaer naker Ha coii mopt R1-
2, TIe OH OMATh HWHKAICYJIHUPYETCS B Kaap W IepemaeTcs mo mojacetd S1 k
MapuipyTtu3atopy R2. AnanorudyHo moctymaeT MapuipyTtusatop R2, u maker
okaszbiBaeTcs B mojcetd S3 B cocraBe kaapa Ethernet. Kaap mocruraer ysma B,
HAXOJSIIETOCs B MOACETH S3, W y3el W3BJICKAeT MaKeT W3 MPUHATOTO Kajpa.
Takum oOpa3zom, IO Mepe MPOABUKEHHUS TMaKeTa MO COCTABHOM CETH KaXKIbIi
MapIIpyTU3aToOp IEKATNCyIupyeT ero M3 Kaapa, OMpeenseT, KyAa ero mnepeaarhb
Janpllie, 3aHOBO WHKAINCYNIHpyeT B Kaap W mepenaeT. COOTBETCTBEHHO, aJpeca
KaHaJIbHOTO ypoBHS (B Hamem ciydae MAC-agpeca) MEHSIOTCS B Kaxaou
MIOJICETH, Yepe3 KOTOPYIO MPOXOIUT TMAaKeT, a apeca CETEBOr0 YPOBHS OCTAIOTCS
HEU3MEHHBIMH.

Cnenyer OTMETUTH, 4YTO OMHCAHHAS 37€Ch MAapIIPYyTH3ALUS SBISICTCS
OJTHOIIIArOBOM. DTO O3HAYAET, YTO KAXKIBIM M3 MapIIpyTH3aTOPOB, MpeaB MaKeT,
«3a0piBaeT» 0 HeM. Kpome TOro, B COCTaBHOW CETH, KaK MPABHUIIO, CYIIECTBYET

HCCKOJIBKO MapmpyToB, BEAYIIUX OT HCTOYHHKA K IIPHUCMHUKY. Pemenue o TOM,



KyJa UMEHHO IepeAaTh NaKeT Aajblle, MapLIpyTU3aTOp NPUHUMAET UCXOAS W3
3HAYEHHUs TaK Ha3bIBAEMOW METPHKH, KOTOpass Oylner paccMoTpeHa Huxe. Eciun
KaKoM-Tn00 MapuIpyT OTKa3bIBA€T, MaKEeT MepefaeTcs Mo APYroMy Mapuiipyry,
npuyeM H3MEHEHHE MaplipyTa JOKHO OBITh MPOU3BEICHO aBTOMATHYECKH, 0e3
y4acTHsl YeJIoBeKa.

OcTtaeTcsi BBISICHUTH BOIPOC, KaKUM 00pa3oM MapHIpyTH3aTOP OMpeeiseT
HaIlpaBJ€HUE JaJbHEHIIEN Mepegayd IakeTa. OJTOT BOMNPOC pPacCMOTPUM B

cienyrouieM naparpadge.

4.3 IIpuHIMIIBI MapIIPyTU3ALUN

O4eBUHO, YTO MAapLIPYTHU3aTOp JUISL ONPEIECICHUS IYyTH JajbHEHUIIEH
nepeayu MPUHSITOTO MaKeTa JOJKEH o0JagaTh HEKOTOPOW JOMOJHUTEIHLHOU
uHpopMaluer, MPUMEPHO TaK K€, KaK M KOMMYTATOp ONpPENEesul HYXKHBIN
BBIXO/IHOM TNOPT B COOTBETCTBUM CO CBOEH ajpecHOM Taliuue. AHanoruyHas
TabauIa HMEEeTCs Wy MaplipyTU3aTopa, M Ha3bIBaeTCsl OHa TaOJUIleH
Mapuipytuzauud. OJHaKO B OTJIMYUE OT aAPECHOW TaOJMIBl OHA COJEPIKUT
OoJblIee KOIM4ecTBO nojeil. Kpome Toro, noctpoeHue Tadiuil MapipyTH3aluu B
KOpPHE OTJIMYAeTCsi OT MOCTPOCHMs aapecHbIX Tabmuu. Hakonen, B ornuume OT
KOMMYTallMd, B  MapUIpyTH3aluMyd  I[PUHUMAOT  ydyacTHUE€ HE  TOJBKO
MapIIpyTU3aTOPbl, HO U KOHEYHBIE Y3IIbI.

Bo BTOpOIi riaBe ObUIO MOKa3aHO, YTO JUHAMHYECKHE 3alKCH B aJIPECHYIO
Ta0JIMIly KOMMYTaTOp BHOCHUT, HaOJt0/1as1 32 MPOXOASAIIMM Yepe3 HEro TpapuKOM.
[Ipyyem HaOMOAEHUE STO MACCUBHOE, KOMMYTATOp TMPOCTO OTCIEKUBAET
3HaYeHHe mojisi SA B NMPUHATHIX KaJapax U NpU HEOOXOAUMOCTH KOPPEKTUPYET
3amicd B Tabnuue. MapupyTuzatopsl K€  OOMEHHMBAIOTCS — CIIyKEOHOMU
uHbopMalment (makeTamu), U KaKIbIH W3 HHUX, IPUHSAB JaHHBIE OT «COCEAay,
dbopmupyeT cBow Tabmmiyy Mapuipytuzanuu. ComepKUMOe AITHUX CIYKEOHBIX
COOOIICHHUI 3aBUCUT OT MPOTOKOJA MapHIpyTH3alUH, KOTOPBIM peanus3yercs Ha
TOM WIM WHOM Mapuipytuzarope. CoOBpeMEHHbIE MapIIpyTU3aTOPhl CIIOCOOHBI

OAHOBPEMCHHO ITOAACPIKNBATHL HCCKOJIBKO ITPOTOKOJIOB MapHIpyTHU3allnuH.



Yrto KacaeTcsi CTAaTUYECKUX 3aMMHUCEH, TO OHU MOTYT OBITh BHECEHBI BPYUHYIO
AHAJIOTUYHO CTATUYCCKUM 3aMHCIM B aJPECHBIX TaOIUI[aX KOMMYTAaTOPOB.

[Tonst TaGnWIBI TOXKE MOTYT OBITH Pa3jMYHBI y MapIIpyTU3aTOPOB Pa3HBIX
npousBoauTeneii. B camom obmieM ciaydyae TalOiuila MapHipyTHU3alUK, HAIIPUMeED,
mapmpytusaropa R2 (pucyHok 4.1) uMmeer Bu, NpeacTaBicHHBIN B TadmuIe 4.1.

Ta6nuna 4.1 — Tabnua MapipyTr3anuy Mapuipytusaropa R2

Anpec cetn Anpec opra AJipec BBIXOTHOTO Mertpuka
CJIEYIOILIETO nopra
MapLIpyTH3aTopa
S1 - R2-1 0
S2 R1-2 R2-1 1
S3 - R2-2 0
S4 R1-2 R2-1 2
S5 R4-1 R2-1 1
S5 R4-2 R2-2 1

B nepBoM cTo1011€ TaOIUIBI COAEPIKUTCS A/IpEC CeTH Ha3HaueHus. M3 aToro
HETMOCPEACTBEHHO CIEAYET, YTO CETEBOMl ajpec, B OTIMYME OT KaHaJIbHOrO, HE
JIOJKEH OBITh TIJIOCKUM, a JIOJIKEH JIeNUThCS, KAK MUHUMYM, Ha JIBE YaCTU — aJpec
MOJICETH U aJIpec y3Jia B 3ToM mojceTu. Kak 310 peanusyercst Ha MpakTuke, OyaeT
PAacCMOTPEHO HUXKE.

Btopoit cronbenr comepkKUT CETeBbIE ajpeca MOPTOB  CIETYIOUIUX
MapHIpyTHU3aTOpPOB, KOTOPHIM JOJDKEH OBITh TmepeaaH mnaker. Eciam  maker
aapecyercsl y3illy, HaxXOo[sAlIEeMyCsi B TOACETH, K KOTOPOM MapuIpyTH3ATOP
MOAKIIIOUEH HEMOCPEJICTBEHHO, Ha CIEAYIOIINI MapHIpyTHU3aTOp €ro mnepenaBaTh
HE HY)XHO. DTO OTHOCUTCA K ceTsiM S1 u S3, COOTBETCTBEHHO HANMPOTHUB aJPECOB
ATUX CETEW B JAaHHOM CTOJIOLIE MOCTABIJIEH IPOYEPK.

Tpernii cTonmber; yka3plBaeT Ha COOCTBEHHBIM MOPT MapHIPpyTH3aTOpa, C

KOTOPOIro JOJIKCH OBITH nepcaad MmaKeT.



B uwerBepTOM CcTONOIE pacmoioxeHa METPUKA — BEIMYMUHA, OTPEISIISIONas
ONTUMAJIBHOCTh TOTO WJIM WHOTO MapuipyTta. B mTaHHOM mpuMepe B KadecTBe
METPUKUA UCIOJIb3YyeTCs] KOJMWYECTBO TPAH3UTHBIX MAapUIPYyTU3aTOPOB, Yepe3
KOTOPbIE JO/DKEH OBITh TIEpPE/IaH MaKeT, YTOOBl JOCTUTHYTH MOJICETH HA3HAYCHUS.
CoOOTBETCTBEHHO, €CIIM MApUIPYTU3aTOP HETOCPEACTBEHHO MOAKIIOYEH K MOACETH
Ha3HAYCHMsI, METPHKa paBHa HYJ0 (oacetn S1 u S3).

JlanHass MeTpuka — HauOoyiee NMPOCTOM M HE camblid JIydIIWWd CIydau.
Hampumep, ee ucnoib3yeT Hanbojee «CTapblii» MPOTOKOJ MaplIpyTHU3aluu —
Routing Information Protocol (RIP). B xadecTBe mMeTpukm 0Oojiee COBPEMEHHBIC
MPOTOKOJIBI MOTYT MCTIOIB30BaTh MPOMYCKHYIO CIIOCOOHOCTh MapIIpyTa, 3aEPKKY
nepenaun, u T.0. OOImIee MpaBUIIO OCTAaeTCS OJIHO — YE€M MEHbIIE 3HAaYeHUe
METPHUKH, TEM JIYUIIIe MAPIIPYT.

B Hamem npumepe MapumipyThl K C€TH S5 UMEIOT OJIMHAKOBBIE METPHUKHU, TO
€CTh, HaIlpUMEP, C TOUKU 3peHus npoTokoisia RIP oHM sSBIAIOTCS paBHO3HAYHBIMHU.
OpHako ¢ TOYKH 3pEHUS IPYTUX MPOTOKOJIOB 3TH MAPIIPYThI MOTYT HMETh Pa3HBIC
METPUKU, COOTBETCTBEHHO, JUIsl Tepenaud OyAeT HCIHOJb30BaH ONTHUMAIbHBIN
MapupyT, TO €CTh MAPIIPYT C HAUMEHBIIEW METPUKOM.

O4eBuIHO, YTO €CJIM CeTh HEOOIIbINAasl, KaK B HAIIEeM IpUMepe, TO B TaOIHIle
MOXHO TMpOMHCAaTh MapUIpyThl KO BCeM HUMeErommMmcs monacersM. OJHaKo B
KPYIHBIX CETSIX ATO MOXKET IMPUBECTH K YPE3MEPHO OOJBIINM Pa3MEPHOCTIM
TaOJHIIBI, BCICACTBUE YEro UCIOJIb3YeTCS 3aliCh, Ha3bIBaeMasi «MapIIpyToM IO
YMOJTYaHUIOY.

MapiipyT mo yMOJYaHWI0O — 3TO MapUIpyT, MO KOTOPOMY MEpEeaaroTCs
MaKeThl, agpecyeMble B TOJICETH, O KOTOPBIX MApIIPYTU3ATOPY HHUYETO HE
u3BecTHO. Ecnm mapmpyta mo yMOT4aHWIO B TaOnHIle HET, MaplipyTH3aTop
MaKeThl C HEM3BECTHBIM aJIPECOM Ha3HAUYCHHUsI IIPOCTO OTOPACHIBAET.

Hampumep, eciu npeanonokuTh, 4To K MOJACeTH S3 MOIKIIOUCH eIe OJIUH
Mapupytuzatop — R6 — a k Hemy, B CBOIO O4Yepe/b, MOJIKIIOYEHBI TIOJICETH, HE

MOKa3aHHble Ha pucyHke 4.1, TO OYEBUAHO, YTO BCE MAKEThI, aJPECYEMbI€ B 3THU



MOJICETH, HEOOXOIMMO MPOJABHUraTh uepe3 Mapupytuzarop R6. Torga B tabmimie

4.1 nosBISIETCS €1Ie OJIHA CTPOKa!

Agnpec cetu Anpec nopTa AJnipec BBIXOJHOTO Metpuka
CJIEIYIOLLETrO nopra
MapuipyTu3aropa
Default R6-1 R2-2 -

Kak yka3bIBanoch BbIllIE, B MApIIPYTU3AIUU TAKETOB YYAaCTBYIOT HE TOJBKO
MapIIPYyTHU3ATOPBI, HO U KOHEYHBIE y3Jibl. COOTBETCTBEHHO, KOHEYHBIE Y3JIbl TAKKE
MMEIOT CBOIO TaOJIMIly MapuipyTu3anuu. B oTiaudwe oT MapuipyTu3aTopoB, 3TU
TaOJIUIIbI, KaK MPaBUJIO, UMEIOT CYIICCTBEHHO MEHBIUN 00bEM W TOpa3ao dalle
HCMOJIB3YIOT MAPUIPYTHI 0 YMOJYAHUIO. DTO CBSI3aHO C TEM, YTO KOHECUHBIC Y3JIbI,
KaK MPaBUJIO, HAXOATCS Ha Iepudepun CeTH.

Hanpumep, Tabnuiia MapmpyTH3anuy y3iaa A, HaXOAIIErocs B MOJICETH S2,
MorJia ObI BEITJISIZIETH TaK, KaK 9TO IMOKa3aHo B Ta0muie 4.2.

Tabnuna 4.2 — Tabnuna MapmpyTu3anuu y3ia A

AJnpec cetu Anpec nopta AJnipec BBIXOJHOTO MeTtpuka
CJICTYIOIIETO nopra
MapuIpyTH3aTOpa
S4 R3-1 A-1 1
Default R1-1 A-1 -

Uepes A-1 31ech 0003HaUEH MOPT y3i1a A, MaKeThl, MpeJHA3HAYCHHBIC IS
cetn S4, OynyT mepeHanpaBisSIThCA yepe3 Mapuipytusatop R3, Bce ocTajbHbIC
MakeThl — yepe3 Mapuipytusarop R1.

PeanbHble TaOIMIBI MapUIPyTH3AIMK HMMEIOT HECKOJBKO JAPYro BH,
OTpENICNIAEMbI, TJaBHBIM OO0pa3oM, OIEPAllMOHHBIMU CHCTEMaMH Y3JI0B U
MapHipyTH3aTOPOB, a TaKKe pEaTM3yeMbIMU HWMH TIPOTOKOJIAMH. TaOiuIlbl

mapuipytusanuu yerpoiicts Cisco u OC Windows OyayT paccMOTpEHBI HIDKE.




4.4 Knaccel |IP-anpecos

B mnpensinymem maparpade ObUM pacCMOTPEHBI OCHOBHBIE MPUHIIUIIBI
MPOJBIKEHUS TMAaKETOB YEpe3 COCTaBHYIO CETh HE3aBUCHUMO OT KOHKPETHBIX
IPOTOKOJIOB, HAa KOTOPBIX OHAa IOCTPOEHAa. B mepBoi TrilaBe OTMEdYanoch, 4TO
OCHOBHBIM CTE€KOM IPOTOKOJIOB, HA KOTOpPOM Oa3UpyIOTCSI COBPEMEHHBIC CETH,
sBisercss crek TCP/IP. IloatoMy HEOOXOAMMO KOHKPETH3HUPOBAThH ITOJIOKECHHS
npeapiaymero maparpadga ¢ y4e€TOM TOTO, 9YTO CETh (DYHKIMOHHUPYET B
COOTBETCTBHH C Ha3BaHHBIM CTEKOM IIPOTOKOJIOB.

B creke TCP/IP mMmerorcss Tpu Tuma ajapecoB — JIoKaibHbIe, IP-ampeca u
CHMBOJIbHBIE JOMCHHBIE NMeHa [3].

B tepmunonorun TCP/IP noj nokajabHBIM apecoM MOHUMAETCSl TAKOW THUTI
ajpeca, KOTOPBIA HCHOJB3YETCS CpPEACTBAMHU KaHAJIbHOM TEXHOJOTUU s
JIOCTAaBKHU JJAHHBIX B MpeJeax MOACETH, IBISIOIEHCS 3JIEMEHTOM COCTABHOW CETH.
B pa3HbIX NoJceTsIX AOMYCTUMBI Pa3HbIE TEXHOJIOTMH, PA3HbIE CTEKU MPOTOKOJIOB,
no3ToMy npu cozganuu creka TCP/IP mpenmnonaranoch Halu4due pa3HbIX THIIOB
JIOKaJIbHBIX anpecoB. Eciam MOACEeThI0 MHTEPCETH SBISAETCS JIOKAJIbHAS CETh
Ethernet, To nokampHbIl aapec - 310 MAC-ampec. MAC-aapec Ha3Ha4yaeTCs
CEeTeBBIM  ajanTepaM M  CeTeBbIM  HHTepdeiicaMm  MapHIpyTH3aTOPOB
MIPOU3BOAUTENIIMU 000PYIOBAHUS U SIBJISICTCS YHUKAIBHBIM, TaK KaK YIPaBJIsSETCS
LHEHTPAIU30BaHHO.

IP-anpeca mpencrapisitor co00i OCHOBHOM THII aJpecoB, HA OCHOBaHHH
KOTOPBIX CETEBOM YPOBEHb MEPEAAET MAKEThl MEXIY CETAMHU. DTH aApeca COCTOAT
U3 YeThIpeXx OalT (B 4eTBEpTOM Bepcuu mpoTokosa — IPv4), kotopsie st yao0cTBa
WCIIOJIb30BAHUSI  YEJIOBEKOM  3alHCHIBAIOTCS B JIeCITHUYHOM  (opmate U
pazaensitorest  Toukamu, Hamnpumep 109.26.17.100. CereBoe o00opyaoBaHue
onepupyet |P-anpecom, kak nmpasuiio, ABondHoro gopmara. |P-anpec HazHauaeTcs
aIMUHUCTPATOPOM  BO  BpeMs  KOH(QUTYpUPOBAaHUS  KOMIIBIOTEPOB
MapHipyTHU3aTOpOB, WJIM HA3HAYaeTcs JAUHAMUYECKM C  UCIOJIb30BAaHUEM

CHEIUaIbHO CO3JaHHOTO HJisi 3Toro mportokoina — DHCP, kortopsiii Oyner



paccMoTpeH Huke. |IP-ampec cocTouT M3 IBYX 4acTed: HOMepa CETM M HOMepa
y3J1a.

CumBonbHbIE UMeHa B [P-ceTsix Ha3bIBalOTCS AOMEHHBIMU U CTPOSITCA IO
uepapxudeckoMy npuHuuiy. CocTaBISIFOIIME MOJHOTO CUMBOJIBHOTO UMeHHU B [P-
CETAX PA3JEISAIOTCS TOYKOM M MEPEUUCIISIOTCA B CIEAYIOIIEM MOPSAJKE: CHaydasa
MPOCTOE HMMSI KOHEYHOIO Yy3ia, 3aTeéM HMs TPYIIbl Y3JI0B (Hampumep, HMs
OpraHW3allin), 3aTeM UMs 0ojiee KPYITHON Tpynmbl (MTOAI0OMEHA) U TaK JO0 UMCHH
JIOMEHa CaMoOro BBICOKOTO YpOBHS (Hampumep, JOMeHa OOBEIUHSIONIETO
opranmzaiuu 1o reorpadguueckomy mpuHnmmy: RU - Poccmsa, UK -
BenukoOputanus, SU - CIIA). TlpumepoM JOMEHHOIO UMEHH MOXKET CIYKUTb
ums SKf-mtusi.ru. Mexy TOMEHHBIM UMeHeM M [P-ajapecoM y3ia HET HMKAKOTO
AITOPUTMHYECKOTO COOTBETCTBHSI, IIOATOMY HEOOXOJUMO HMCHOJb30BaTh KaKHE-TO
JOTIOJIHUTENbHBIE TaOMUIBl WM CIY>KObI, YTOOBI Yy3€1 CETH OJHO3HAYHO
OTIpeJIeIsUICS KaK MO0 JOMEHHOMY MMeHH, Tak u mo IP-ampecy. B cersx TCP/IP
UCIIOJB3YETCsl CHelnualnbHasl pachpesneneHHas ciyx6a Domain Name System
(DNS), koropasi ycTaHaBJIMBaeT 3TO COOTBETCTBUE HAa OCHOBAHMU CO3JaBAEMBIX
aIMUHUCTPATOpaMu CETH TaOnul COOTBETCTBUA. [l03TOMy nOMEHHbBIE HMeHa
Ha3bIBalOT Takke DNS-umenamu.

Bepraemcs k paccmorpenuto IP-ampecoB. Brelmie ObLIO IMOKa3aHO, 4TO B
otanuaue ot miockoro MAC-anpeca ceTeBoil afipec T0KEH OBITh HEPAPXUUECKUM,
TO €CTh, KAK MMHHMMYM, COCTOSITh M3 JIBYX 4YacTed — ajpeca ceTu (IOJCETH) U
aapeca y3na. Tak kak IP-azpec oTHOCHUTCS K CETEBOMY YpPOBHIO, HEOOXOIUMO
ONPEIEIHUTHCS, KaKasi €ro 4acTh Oy/IeT OTHOCUTBCS K CETH, a Kakasi — K y31y.

IP-anpeca yerBepToii Bepcun (IPv4) coctost m3 derhipex OGaitr. MoHO,
HaIlpMep, pa3 UM HaBCerja OMpenesuTh, YTO MEPBBIM OAUT — 3TO aapec ceTu, a
ocTajbHbIE — aJpec y3aa. Torga BoO BCEM MHUpPE HE MOXKET HacuuThIBaThCs Ooliee,
yem 2° =256 ceTeil (Tak Kak B Oaire 8 OWT). 3aTO BO3MOXKHOE YHCIIO Y3JI0B B

KaXI0M U3 ceTeil OKAXKETCA 3HAUUTEIbHBIM — 2% .



O4eBHUIHO, YTO Takasi CUTyallus SIBISECTCS HEMPUEMIIEMOW — YHUCIO YXKe
CO3JIJaHHBIX M (YHKIIMOHUPYIOIIMX CEeTell Tropaszno Oosblie 256, Kpome TOrO,
OOJBIIMHCTBY CETEH HE HY>KHO TaKoe 0OJIbIIOE UMCIIO KOHEUHBIX Y3JI0B.

Ecnm sxe oTBecTH 1o ABa OaiiTa Ha agpecariuio CETH M y3ia, TO YHUCIIO CeTei
U Y3JI0B B KaXKJI0H U3 HUX COCTaBUT 2'° = 65536 . [IoHATHO, YTO CETeH BO BCEM MHUPE
BCE paBHO OO0JIbIlIEe, COOTBETCTBEHHO, apecOB Ha BceX He XBaTuT. Kpome Toro,
JAJIEKO HE BCE CETH BKJIIOYAIOT B ce0s 65536 y3710B, B OONBIIMHCTBE CETEH HMX
ropas3zio MeHble. Kpome TOro, CymecTByIOT KpPYIHBIE CETH, C YHUCIOM Y3JIOB
OoJbIuM, yeM 65536, 1 B 3TOM Cilydyae Takas ajpecalusi UM He TOJAOUIET.

N3 Bcero BBIIIECKa3aHHOTO MOKHO CJZI€JIaTh BBIBOJI O TOM, UTO «TPaHUIIa»
MEXIy aIpecoM CETH U aJIpECOM y3ja JOJKHA OBbITh MOJBKHOMW. JIJisi KpymHBIX
ceTel, KOTOPhIX B MUPE HEMHOT'0, MO>KHO OTBECTH Ha aIpECaIUIO0 CETH OJUH OaiT.
Torma Tpu octaBmmxcs OaiiTta oOecrieyaT B TakoW ceTH OOJIBIIOE KOJIUYECTBO
y370B. CpeITHUM CeTsAM, KOTOPBIX ropas3fo OoJiblile, MOAXOAUT CXema, B KOTOPOH
nepBble JBa OaliTa — 3TO aApec CEeTH, MocleaHue JBa OailTa ocraroTcs st
aapecanuu y3noB. UM, HakoHel, jjis HEOOJBIIUX CETEH, YMCIO KOTOPHIX OYEHD
BEJIUKO, OBLIO OBl Pa3yMHO BBIJICJIUTH TPU OaiiTa MoJ aJpec CeTH, U OJUH — TOJ
aZpecanuio y3JoB.

Taxum oOpaszom, IP-aapeca sBIsAIOTCS HEpAaBHO3HAYHBIMU U JIETISITCS HA TaK
Ha3biBaeMble kiacchl. CTpykTypa IP-ampeca kinacca A mpejacTaBieHa Ha PUCYHKE

4.2, 3auMCTBOBaHHOM U3 [8].

O X X XX IX[x[x 2-1 0auT 3-11 OauT 4-11 GauT

Ne cetu — 1 6aiiT Ne y3qa — 3 6aiita

Pucynok 4.2 — IP-aapec knacca A

IP-anpec kimacca B npeacrasnen Ha pucynke 4.3.



X

X X [X X

2-1 OauT

3-1 OauT

4-11 OauT

No ceTtu — 2 0aiita

Ne y3;1a — 2 Gaiita

Pucynok 4.3 — IP-anpec knacca B

IP-anpec xknacca C npeacraieH Ha pucyHke 4.4.

X X [X X

2-1 OauT

3-1 OaiT

4-11 OauT

Ne cetu — 3 0aiiTa

Ne y3y1a — 1 6air

Pucynok 4.4 — IP-aapec knacca C

N3 pucynkoB 4.2 — 4.4 BugHO, YTO B OTUX ajJpecax IMepBbIC pPa3psiibl

nepBoro 0aita UMEIOT onpeneneHHble 3HaueHus — 0 g knacca A, 10 s kiacca

B u 110 gma xmacca C. DTo cnenaHo il TOTO, YTOOBI MapHIpyTH3aTOp MOT

TrapaHTUPOBAHHO OIIPCACIUTDb K KAKOMY KJIACCY OTHOCHUTCA aApPcC, U OIrpaHUYInBaACT

JMana3oH aJpecoB CEeTe B mpenenax ogHoro kiacca. Hampumep, mepBblil Oait

aJijpcCa KiIacCa B naumnaercs ¢ 10, CJIICA0OBATCIbHO, CaMO€ MAJICHBKOC 3HAYCHHC

storo Gaiita 6yaer 10000000 mmu 128 B necatuunoi cucteme cuncieHus. Camoe

oospiioe 3HayeHue dtoro Oarrta coctaBur 10111111 wmm 191 B mecsaTudHOM

dbopmare. ITO K€ KacaeTCs M OCTAJbHBIX KJIacCOB. Takum 00pa3oM, KaKIblil W3

KJIACCOB 3aHMMAET ONPEIEIICHHBbIM uana3oH aapecoB, 4YTO WIIOCTPUPYETCS

tabmuuen 4.3.

Tab6muma 4.3 — Xapakrepuctrka kiaccoB IP-aapecon

Kiacc [lepBerit Oaiir | Haumenbmmii | HanbGonbmmii | Ywucio y3nos
azpec cetn aapec ceTu
A OXXXXXXX 1.0.0.0 126.0.0.0 2%
B 10xxXXXX 128.0.0.0 191.255.0.0 21
C 110xxxxX 192.0.0.0 223.255.255.0 2°




CymectByroT enie kiaccsl D u E, oqHako HenmocpecTBEHHOTO OTHOIIEHUS K
KOMMYTAITMH OHU HE UMEIOT, IIOATOMY pacCMaTPHUBATh UX 3/1€Ch HE OyIeM.

Crnengyer OTMETUTh, YTO Ha MPAKTUKE YHUCIO Y3JIOB B KaXKJOM M3 KIACCOB
YMEHBITIAETCS Ha 2, TaK KaK 3TOT aJpec HE MOXKET COCTOSITh W3 OJHUX HYJICH U
OJTHUX CIUHHUII.

MapmpyTtuzatop, paboTarommii Ha OCHOBE KJIAaCCOB, B CBOCU TaOiwMIle
COJIEPKUT ajpeca He y3JI0B, a ceTeil (Tak Kak €ro OCHOBHAs 3ajadya — IMepeaaThb
MakeT B HYXKHYIO ceTh). COOTBETCTBEHHO, MPU MPUOBITUN OYEPEAHOTO MaKeTa OH
10 TIEPBBIM OUTaM ajapeca OMpEeNseT Kiacc ajapeca, OTACNAET aapec CeTH OT
azpeca y3Ja, 1 OTBICKUBAET aJpec CETH B TaOJIMIIE MapIIPYyTH3AIMH.

Takum 00pa3om, pazaU4HBIM IO pa3MEpy CETSIM IPHUCBAUBAIOTCS ajapeca
Pa3TUYHBIX KJIACCOB, YTO B MIPUHITUIIE PEIIaeT MPoOIeMy, O KOTOPOI TOBOPHIIOCH B
Hayaye 3toro maparpada. OIHAKO TaKoe >KECTKOE JIeJIEHWE Ha KIJIAcChl MMeEEeT

HCIOCTAaTKH, KOTOPBIC paCCMOTPHM B CJICAYIOIICM Haparpa(be.

4.5 Vcnonp3oBanue Macok B IP-aapecaruu

PaccMmoTpum cHavanma HEAOCTATKH, MPUCYIIHAE JIESTICHUIO apecoB Ha KJIACCHI.

Bo-niepBrix, BCe BO3MOXKHBIE CETH MOTYT OBITh KJIACCU(DHUIIMPOBAHBI TOJIBKO
Ha TPH BUJA — KpyIHBIE (C aapecamu kiacca A), cpeanue (¢ aapecamu kiacca B) u
Mmanbie (¢ aapecamu kimacca C), HUKaKMX MNPOMEKYTOUHBIX BHUAOB CETEH HE
peaycMaTpuBaeTcsa. DTO MPUBOAUT K TOMY, UTO KPYITHBIE CETU YKE «3aHSIIN» BCE
aapeca kjgacca A, a B MaJIbIX CETSAX aJPECHOE MPOCTPAHCTBO Y3JIO0B 3a4acTylo
HEJIOUCTIONb3yeTcs. Kpome Toro, Ha MpakTUKE MOKET BO3HHKHYTH CITy4ai, Koraa
MPEANPUATHIO, POEKTUPYIOIIeMy 1iisi ceOsi IP-ceTh, MOkeT HEMHOTO HE XBaTUTh
aJpEeCHOT0 MPOCTpPaHCTBa y3JI0B Kiacca C, a eciu BBIICIUTh €My ajpec Kiacca B,
TO y HEro B 3alace OCTAHETCS OOJBINOE KOJIMYECTBO aJPECOB Y3JIOB, KOTOPHIC
UCITIOJIb30BATHCS HE OYIYT.

Bo-BTOpBIX, YK€ ceituac HaOmogaercsa neguuut IP-aapecos kimaccoB A u B.
KapaunansHbeIM perieHueM Takoi mpoOsieMbl MOXKeET ctath |P-ampecarus mectoi

Bepcuu (IPV6), HO moKa elre MOBCEMECTHO UCTIONB3YETCs YeTBEpTasi BEPCHSL.



B-Tpetbux, ecinu KakoMy-au00 MPEeANPUSTHIO UM OpTraHU3alluu MPoBaiaep
BbIIENII afapec kinacca C, To BCs ceThb OyAeT eInHOM, aAMUHUCTPATOP HE CMOKET
JIOTIOJIHUTENIBHO MOJIETUTh €€ HA BHYTPEHHUE MOACETU. MeXIy TEM Takoe JeJICHUE
MO3BOJISIET YIIPOCTUTh aAMUHUCTPUPOBAHUE CETH, OPraHU30BaTh PA3JIMYHbIE IIpaBa
JOCTyTa K KAKUM-TTUOO pecypcam, u T.1I.

Takum 006pa3om, B ONpeACICHHBI MOMEHT BpeMEHHU BO3HHUKIIA 3a/1a4a OoJiee
ruokoit IP-anpecanuu. Ota 3agada ObluTa perieHa myTeM pa3padOTKH TEXHOJOTUU
macku nepemennoit muHbl (VLSM — Variable-Length Subnet Mask).

Mackoi Ha3bIBa€TCs YMCIIO, KOTOpOE UCHoyb3yeTcsa B mape ¢ IP-agpecowm;
JIBOMYHAS 3aIIUCh MACKU COAEPKUT €IMHMIIBI B T€X pa3psaaax, KOTOPbIE JOJIKHBI B
IP-anpece muTepnperupoBaThess kak Homep cetu [14]. TlTockonbky HOMEp ceTH
ABJIAETCS 1IEJIbBHOM YacThlO aJipeca, €IWHULBI B MAacke TakXKe JOJDKHBI
IIPEACTABIIATh HENPEPBIBHYIO MOCIEAOBATEIBHOCTD (HE JOJDKHBI YEPEIOBATHCS C
HyJsiMH). COOTBETCTBEHHO, C IOMOIIBIO MAackd B aJpece MOXHO BBIICIUTH
IIPOU3BOJIBHOE KOJUYECTBO Pa3psA/iOB ISl HOMEpA CETH, YTO YaCTUYHO YCTpaHSET
IIEPEYNCIICHHBIE BBIIIE HEJOCTATKHU.

OOmee mpaBUJIO UCHOJB30BaHUS Macok B |P-ampecanum  MoxHO
copMyHpoBaTh cieayrommmM odpasom [15].

Jljis BBIYMCIIEHUS 10 a/Ipecy U Macke HOMepa CeTH HEOOXOAMMO MPUMEHHUTD
nobutoByto oneparuio «M» k agpecy u Macke.

Jljis BBIYMCIIEHUS 110 aipecy U Macke HoMepa y3j1a HE0OXOAUMO MPUMEHUTD
nobutoByto onepanuio «M» kK agpecy U MHBEpTUPOBAHHOM Macke.

[lon WHBEPTHPOBAHHOW MACKOW NOHMMAETCS pe3yJIbTaT NPUMEHEHHS
onepaunn «HE» ko Bcem paspsimam macku. [Ipomie roBopsi, ”HBEpTUPOBaHHAS
MacKa MoJy4daeTcs MyTeM 3aMEHbl BCEX Pa3psAoB B MAacKe Ha MPOTHUBOIMOJIOKHbIE
(l1maOulmnal).

[IpuBenem npuMepsl.

[Ipenmnonoxum, 4T0 UMEETCS aJIPEC

192.168.100.5

Hn MacCkKa



255.255.255.0
[IpencraBum agpec U MacKy B JIBOUYHOM BHUJIE:
11000000.10101000.01100100.00000101 - ampec
11111111.11111111.11111111.00000000 - macka.
Jlnst mosydeHus ajpeca ceTH MpUMEHUM MoOUTOBYIO omnepaiuio «M» k aapecy u

MacCKCcC:

11000000.10101000.01100100.00000101
11111111.11111111.11111111.00000000
11000000.10101000.01100100.00000000

[Ipu nepeBoe pe3ybTara B J€CATUYHBIA (POpMAT NOTydUM
192.168.100.0 — HOMEp ceTn
JInst BbIUMCIIEHHS HOMEpa y3ja NPUMEHUM MOOMTOBYIO omepauuto «M» k
azpecy U MHBEPTUPOBAHHOM MacKe

11000000.10101000.01100100.00000101
00000000.00000000.00000000.11111111
00000000.00000000.00000000.00000101

[Ipu nepeBoe pe3ysbTara B JBOMYHBINA (POpMAT MOTYyUUM
0.0.0.5 — Homep y3mna.
B nanHoM npumepe Mbl (PaKTHUYECKH HCIONb30BAIM CTAHJAPTHBIN ajpec
kiacca C. DTOT ke agpec MOKHO MPEICTABUTh B BUIE
192.168.100.5/24,
rie /24 o3Hadaet, 4To Mo MacKy OTBeJIeHO 24 pa3psia.
[IpuBenem npuMep UCTIOJIb30BAHUS HECTAHAAPTHOM MACKH:
aapec: 215.17.125.177,
Macka 255.255.255.240.
[IpencraBum aapec 1 MacKy B JBOMYHOM BHJIE:
11010111.00010001.01111101.10110001 — agpec,
11111111.11111111.11111111.11110000 — macka.
AHaNOrnYHO NpEBIIyIIEMY IPUMEPY MOJIYUHM aIPEC CETH:
11010111.00010001.011111101.10110000 — 215.17.125.176

U aJpec y3na:



00000000.00000000.00000000.00000001 - 0.0.0.1.

CoOTBETCTBEHHO, MapIIPYTU3aTOP HAKIAABIBAET MACKY HA a/IpEC IPUHITOTO
nakeTa, ONpeAessieT apec CeTH, HaXOAUT 3TOT aApec B TaOIUIe MapLIpyTU3aLluy,
U ONPENENSET, KyJla 3TOT MaKeT HEOOXOUMO MEPETIPABUTb.

Hcnonp30BaHne  Mackd  IMEPEMEHHOM  JUIMHBI ~ TO3BOJSET  IpHU
IPOEKTUPOBAHUU CETH pa3OUTh €€ Ha HY)KHOE KOJM4ecTBO nojcereil. Hampumep,
npoBaiiep BBIACTWI JUIsi ceT craTmueckuii axpec 213.59.30.0/24. Bcee anmpeca
O0Jl0Ka HMMEIOT OJIMHAKOBBbIM mnpedukc, cocrosumii u3z 24 paspsnoB. Ecmu
nocienHue § pa3psaoB UCHOJIB30BATh ISl aAPECAlUU Y3JI0B, TO BCE Y3Jbl OyayT
HaxXOJIUTbCAd B OJNHOM ceTu. Ecim anMuHHCTpaTOpy HEOOXOAMMO pa3leiauTh
o0IIyIO CeTh Ha 4 MOACETH, OH MOKET YBEJIIMYUTh MacKy Ha JBa paspsjaa. Macka B
ATOM cilydae OyJeT UMETh BUJ:

11111111.111711111.11111111.11000000 — 255.255.255.192.

Torpa agpecanus nojcereit Oyner cieayromas:

noacers 1 —11010101.00111011.00011110.00000000 — 213.59.30.0/26

nozacets 2 —11010101.00111011.00011110.01000000 — 213.59.30.64/26

noacets 3 —11010101.00111011.00011110.10000000 — 213.59.30.128/26
nozcets 4 —11010101.00111011.00011110.11000000 — 213.59.30.192/26.

COOTBETCTBEHHO, €CIM «3aHATh» W3 HOMEpa y3ia 3 paspsaa, MOXKHO
opranusoBath 2° =8 mojcetei, eciau 4 — 2* =16, ¥ Tak janee.

B Hacrosee BpeMst UMeeTCsl JOCTaTOYHO MHOTO IPOIPAMMHBIX TPOIYKTOB,
MO3BOJISIONIMX aBTOMATU3UPOBATh NPOLECC pa3[eieHus Ha MOJICETH, TO €CThb
BBIYUCIISATh 3HaUeHUs1 Macku. Ha pucynke 4.5 npeacrapiieH untepdeiic ogqHoro us

takux npoaykros — LAN Calculator.



# LanCalculator 1.0.2 — LanTricks: ww... [= | [X]

AefcTEWA  ToMOLE

ESP S QOO0 @2 0

Janpoc

Bui moxere PACCYMTaTE aApeca B NOACETH H CETEBHIE MacCKH.

$ -1 Beenure anpec [Hanpurep: 192.168.258.6] 1 racky nonceT [Hanpumep: 27
H MK 285,265 256 224 wnw 0.0.0.15), 1 HakruTe kHonkY “"Paccyvrate”

32, | ﬂ tou napareTpel | e
- 8 Pacoydrate
Macka nogcery | 255 255,255, s @060

4 CEOQHEIE 03HHEIE
JonoAHKTENEHER Bl OTOSpa#EHIHA | JEoMHIHEIRN W |
Aapec | 192.168.2.236 | 11000000.10101000.00000010.11101100 |
Macka noacery | 255 255,255, | 1T111111111111.11111111.00000000 |
Mreepcua Macky | 0.0.0.255 | |00000000.00000000.00000000.11111111 |

Mpedurc ceTH |a"24 |

FPacuyer
Cers 19216820 | 11000000.10101000.00000010.00000000 |
MurranbHei 1P| 192.168.2.1 | 11000000.10101000.00000010.00000001 |
Makcumaneront IP | 192.168.2.254 | | 11000000.10101000.00000010.11111110 |
Broadcast | 192.168.2.255 | 11000000.10101000.00000010.11111111 |
Uncno wocTos | 254 | [182168.21 - 192.168.2.254 |

Pucynox 4.5 — Unrtepdeiic nporpammer LAN Calculator



5 IIpoTOKOIBI MapIPpyTU3ALUN

5.1 Cratnueckast MmapipyTU3anus

[Ipy HeOONBIIOM KOJMYECTBE TMOACETEH, KaK MPaBUIIO, MCIOJIb3YeTCs
cTaTudeckass mapuipytusaiusi. PaccmorpuM B o0uiemM Buje KOH(UTypupoBaHUE
CETH C MCMOJIb30BAHUEM CTATUUECKOW MapIIPYyTU3ALINH.

[Ipenmnonoxxum, 4To CTPYKTypa CETH UMEET BHJ, ITOKA3aHHBIA HA PUCYHKE

5.1.
HNuTepner
Fast Ethernet 0/0
Router 0
Fast Ethernet 0/1 Fast Ethernet 0/3
\_/
Fast Ethernet 0/2
. N

o " S ~

N > So

Switch 1 Switch 2 Switch 3

Pucynok 5.1 — Ctpykrypa cetu

N3 pucyHka BUAHO, YTO CE€Th COCTOMT M3 TPEX MOJCETeH (3TO MOTYT OBITH,
HaIrpuMep, TpU OTIeNa NpeanpusTus). Pa3aenenue Ha MOACETH OCYIIECTBISETCS C
UCIIOJIb30BaHWEM Mapiupytuzatopa Router 0, yepe3 Hero e OCYLIECTBISETCA
noctyn Kk cetn MutepHer. Kaxnmas mojceTb COAEPKUT KOMMYTATOp BTOPOTO

YPOBHSL.



[Ipenmonoxxum, 4To Uid aApecaliyl CeTH OyIeT HCIOJIb30BaThCSA aJpec
192.168.1.0/24.

[Ipenmnonoxum, 4To Kaxkaas MOACETbh MOXKET COAEPKATh A0 24 KOHEYHBIX
y3JI0B, IUIIOC aJpec HHTepdeiica MapuipyTU3aTopa, IUTIOC JBa CHEIHAIbHBIX
azpeca (71 HOMepa CeTH U IIMPOKOBEIIAHHUA), CIIeOBATEIbHO, O] aJpecalluio
y3JIOB B KXKI0H MOJICETH HEOOXOAUMO OTBECTH 5 pa3psaoB (2° =32). OcTaBiuecs
3 pa3psima 4yeTBepToro OaiiTa MOXHO HCIOJB30BaTh MAJSl aJpecally IMOJCETEH.
Torna macka noaceT OyeT UMETh BU:

11111111.11111111.11111111.11100000

WJIU B IECATUYHOM (popmare:

255.255.255.224.,

Torma B Hamieid ceTH MOXXHO BBIIEIHTh 2°=8 TOACeTed, U3 KOTOPHIX
UCIOJIb3YEM TOJIBKO TPH, @ OCTaJIbHbIE MOKHO OCTaBUTh B pPe3epBe AJis OyAyIIEro
pPa3BUTHS CETH.

[loaceTsiM Ha3HAYUM ClEAYIOLIUE aJpeca:

- 192.168.1.32/27,;

- 192.168.1.64/27,;

- 192.168.1.96/27.

JIist KoHDUTYpUPOBAHUS CTATUUECKOW MapIIPyTU3AIlMU B HAIEM MpUMEpPE
nopTaM MapUIpyTU3aTopa HE0OXOJMMO HAa3HAUUTH CETEBBIC ajpeca U3 JuanazoHa
aJpPECHOTO TMPOCTPAHCTBA IEPEUYUCIICHHBIX BbIIIE MojaceTel. COOTBETCTBEHHO,
nopt Fast Ethernet, Bxomsammii B TepBy0 TmoJCeTh, IMOJyYaeT aapec
192.168.1.33/27, BO BTOpytO — azapec 192.168.1.65/27, B TpeTbi0 —
192.168.1.97/27.

Kommnbrotepam mojicerelt Takke HEOOXOAUMO 3aJaTh COOTBETCTBYIOILINE
CETEBbIE HACTPOMKH. DTOT MPOLECC MOKHO aBTOMAaTU3MPOBATh C NMPUMEHEHHEM
nporokona DHCP, koropsiii Oyner paccMOTpeH HUKE, WU CKOH(DHUTYpHpPOBAThH
KOHEYHBIE y37Ibl BpY4YHYI0. B cOocTaB MHUHUMaJbHBIX HACTPOEK y3ia BXxomasT: IP-

aapec, MaCKa ImoACCTH, a TAKKC aApCC MUIK03a M0 YMOJIYaHUIO. B kauectBe muiro3a



0 YMOJYAaHMUIO B HAIllEM HpUMEpE IS KaxJA0W M3 mojceTeil OyneT BhICTyHaTh
mapuipytuzatop Router 0, Tounee, ero untepdeiic, BKIIOUEHHBIN B MOJICETh.
Hanpumep, ecin KoHeuHble y31bl palOoTtatoT mojn ympasieHuem OC
Windows, s koHQUTypupOBaHMS  HEOOXOAMMO 3alTH BO  BKIAJKY
«[loaxntoueHue no jgokaibHOM ceT — CBolcTBa» U BbIOpaTh NMYHKT «lIpoTokon

Wutepuera (TCP/IP)», pucynok 5.2.

-& [Nogxnwye HHe Mo A0KaAbHOH CETH - CBOHCTERA E |§ |

Oéwwe | NonoaHurensHo

MogknioyeHHe Hepes!

E® Fealtek RTLE139 Family PCl Fast Et

K.ornoHEHTEI, HCOONEZYEMEIE 3T NOGEADHEHHER!

.@ Crytfa goctyna K palingr |4 NpuHTERard ceTel Micn
.@. MNaHHpOEW M, NakeTos oS
S Npotoron Merepreta [TCPAAP]

£ »

[ HeCTaHOEMTE. .. ] [ Hoanire ] [ CEONACTES

OnucaHue

MoSE0NAET 0aHHOMY KORMETEDY NOAYYETE AOCTYM
pECYpCard B caTk Microzoft,

Mpu MoK NHOYEHUM BRIEECTIA SHAYOK B OONACTH YBELORNEHME

HEenomnATE NP OrpaHWMYEHHORM MM OTCYTCTEYHILLER
MOQENYEHMHM

[ Ok ][ OTrena ]

Pucynok 5.2 — KondurypupoBanue KOHEYHOTO y37ia

B mnosBuBIIEMCS OKHE HEOOXOIMMO BBIIEIUTh MNYHKT «VIcHonab30BaTh
cinenytouuii IP-agpec» u B cooTBeTcTBYIOIIME IOJISI BHECTM MHUHUMAJbHYIO

KOH(UTypainuro, pucyHoK 5.3.



CeokcTtea: [potoxon MuTe pHeta (TCP/IP)

Qewme

Maparaerpel [P MOMYT HAZHAYATECH SETOMATHYECKM, BCAM CETh
NOAAEpKMESET 3TY BO3tMOKHOCTE. B NpaTHMEHOM ciyyas napareTpel
IP rosHD 00AYYMTE Y CETEEOMD AMWHMCTPETODA.

(7 Nonywre IP-agpec aBTOMETHYECKM

{(#) Mononesoeate cnequowmi |P-agpec:

IP-agpec: 192 168 . 1 . 34
M acka nogcetu: 28h 285 Z5R 224
[ CHOBHOM Wwnmos; 192 168 . 1 . 39

{#) Mcnonesoeate cneguowme agpeca DNS-cepeepoe;

[MpeanoyuTaeteli DMS-cepeep:

AneTepHaTHEHRIE DNS-cepeep:

JononHKTEnEHD. ..

[ ok, l[ OrteHa ]

Pucynok 5.3 — Pyunas HacTpoiika CETEBbIX ITapaMeTpOB

Takum o00pazoM, MpU CTATUYECKON MAapIIPYTU3AIMK HEOOXOJAMMO JIUIIIb

Ha3HA4YUTh UHTEp(PeiicaMm MapIIpyTU3aTOpa HEOOXOAUMBIE apeca.

5.2 Knaccudukanuss aaroOpuTMOB U TPOTOKOJIOB  JUHAMHUYECKOMN

MapIIpyTU3ALNU

Cratuyeckass ~ MapuipyTu3alus,  pacCMOTPEHHas  BBIIIE, MOXKET
WCIIOJIb30BAThCS TOJIBKO B CETSAX OTHOCHUTENIBHO Hebombinoro macmrada. [lpu
3HAYUTEILHOM MacITade CeTH 3ajaya pyqHOrO BEJCHUS TaOJIUI[ MapIIpyTHU3aIuU
CTAHOBUTCSl CJIMIIIKOM TPYJOEMKOW W COMNPSDKEHA € OOJIBIIMM KOJUYECTBOM
oImuOO0K, TOMYCKAEMBIX MPU KOHPUTYPUPOBAHUH CETEBBIX YCTPONCTB.

[ToaTomy B HacTosilee BpeMsl UCHOJIb3YIOTCA aJITOPUTMBI 1 OCHOBAHHBIE HA
HHUX IIPOTOKOJIBI JIMHAMHYECKOW Mapupyru3anuu. llepen paccMmorpeHuem
HEIMOCPEJICTBEHHO CaMUX MPOTOKOJIOB MAPUIPYTU3ALMH 11€J1€CO00pa3HO MPUBECTH

KJIACCU(PHUKAITMIO aITOPUTMOB MapIIPyTH3AIIUH.



B o6mem ciywae moj aaropuTMOM MapIIpyTH3alMM TOHUMAETCs Habop
MpaBuj, PErIAMEHTHPYIONIUX TPOIEAYpPhl OOMEHa Ciyx)eOHoW wuH]opmalmen
MEX]Ty MapIIpyTH3aTOPaMHU C IEIbI0 3aITOTHEHUS UX TaOIHII.

HamomauMm, 4To 37€Ch paccMaTpuBaeTCsl OJHOIIATOBasi MaplIpyTU3alus,
P KOTOPOH MapLIPyTH3aTOp IEepechUlacT MaKeT B CICAYIOIIYIO TMOJCETh M He
«3a00TUTCS» O €0 AATbHEHIIIEM MPOABUIKESHUH.

PasznmuyaroT creayronye BUABI JHHAMAYSCKOW MapiipyTtu3anuu |3, 14]:

- JIOKaJIbHAS;

- pacrnpe/ieneHHas;

- [ICHTpAJIU30BaHHAS.

IIpu nokanpHONW MapHIPYTU3ALUK MapIIPyTU3ATOP MPUHUMAET PEIICHUE O
I[&J'IBHCIZHICM IMPOABMIKCHUM IIaKETa TOJIbBKO Ha OCHOBAHHWH I/IHCI)OpMaI_[I/II/I (0)
COCTOSIHUM CBOMX IOPTOB M ouepenied makeToB. OUEBUIHO, YTO MPU JIOKATHLHOU
MapIIpyTHU3allMM HE YYUTHIBACTCS HU PACCTOSHUE MO Yy3Jia Ha3HAYCHWS, HU
COCTOAHHC KaHAJIOB CBA3HM, B CBA3M C 4YCM IJIOKAJIbHAs MapHmipyTusanus B
HACTOSIIEE BpeMs MPAKTUYECKU HE TPUMEHSIETCH.

[Ipu pacnpeneneHHOW MapHIpyTHU3AlMU TPOUCXOAUT OOMEH CiIy»KeOHOMU
uHdopMaImern MeXIy MapHIpyTH3aTOpaMH. AJTOPUTMBI  paclpeaeICHHON
MapuUIpyTU3alud MOXKHO pa3de/IMTh Ha OUCTAHLUMOHHO-BEKTOPHBIE aJTOPUTMBI
(Distance Vector Algorithms) u anroputmbel coctosiHus cBszeir (Link State
Algorithms).

B OuCTaHIMOHHO-BEKTOPHBIX ~ QITOPUTMAX KAXKIBIA  MapHIpPyTU3ATOP
IIMPOKOBEIIATENILHO PACIPOCTPAHSIECT BEKTOP PACCTOSHHUM (METPUK) OT CaMoOro
cebst 10 BceX M3BECTHBIX €My TMOoJiceTell. B kauecTBe METPUKHU B TAKUX aJTrOpUTMax
OOBIYHO HCIIOB3YETCS KOJMYECTBO IMPOMEKYTOUHBIX MapIIPYTU3aTOPOB, Yepe3
KOTOPBIC OOJIZKCH HpOﬁTH IIaKeT, LITO61:I JAOCTUTHYTb TIOJACCTH HA3HAYCHMUA.
IMeHHO TakoW TWUI METPUKHM ObUI MPUBEIEH JUIsl TPUMEpPa B PACCMOTPEHHBIX
Bbllle Tabiuuax MapumpyTtu3auud. OYeBHIHO, 4YTO HAMMEHbIIEH MeTpHUKe
COOTBETCTBYET KpaTdaillllee pacCTOSHUE [0 CETH HAa3HAYE€HUs, U MapuipyT C

MUHMMaJIbHOM MeTpHKOP’I CUHNTACTCA OIITUMAJIBbHBIM.



[TomyunB TakoW BEKTOP OT CBOEr0 «COCEAa», KaXIbId MAapLIPYTH3ATOP
n00aBIIsIET K HEMY CBEACHHUS 000 BCEX M3BECTHBIX €My IMOCETIX (B TOM YHCIE O
T€X, K KOTOPBIM OH IMOJKJIIOYEH HEMOCPEICTBEHHO, & TAKXKE O T€X, O KOTOPBIX EMY
CTaJIO U3BECTHO PaHEe OT APYIHX «COCENIE») U CHOBA PACCHUIAET BEKTOP IO CETH.

Takum oO6pa3om, B pe3ynbTaTe 0OMEHAa BEKTOPaMU KaXKIbIi MapiIpyTU3aTOp
B KOHIIE KOHIIOB MONy4yduT HUHGOpMaIuio o000 BcCeX IMOACETSIX, BXOIAIIUX B
COCTaBHYIO CETh, a TAKXKE O PACCTOSTHUSX JI0 HUX.

AJTOPUTMBI COCTOSIHMSI CBSI3€M OOECHEUMBAIOT KaXK[bI MapUIpyTHU3aTOP
uH(pOpMaIeH, TOCTaTOYHOW JJIT TIOCTPOCHHUS TOYHOTO Tpada CBs3el coCTaBHOM
cetu. Bece MappyruzaTopsl paboTalOT HA OCHOBAHUM OJMHAKOBBIX TpadoB, 4TO
JenaeT  Mpolecc MapHipyTu3auud — 0ojiee  YCTOMYMBBIM K  HM3MEHEHHUAM
koHurypauuu. [llupokoBemnaTensHas pacChliKa UCIOJIB3YETCS 3/1€Ch TOJIBKO MPHU
WU3MEHEHHUSIX COCTOSIHUS CBSI3€W, YTO MPOUCXOAUT B HAJIEKHBIX CETSAX HE TaK YacTo.

J17ist TOro 4TOOBI OMPENENUTh, B KAKOM COCTOSTHUU HAXOMSITCS JIUHUU CBSI3H,
MOAKIIOUEHHBIE K €ro IMmopTaM, MapuIpyTU3aTOp MEePUOJUYECKH OOMEHUBAECTCS
KOPOTKUMU MaKeTaMU CO CBOMMHU OJIMKAWIIUMHU COCENIMU. DTOT TpadUK TaKxKe
IIMPOKOBEIIATENbHBIA, HO OH IUPKYJIUPYET TOJBKO MEXIY COCEASIMU U TIOITOMY
HE TaK «3acopsieT» CeTh, KaK IpPU HCIOJIb30BaHUU IUCTAHIIMOHHO-BEKTOPHBIX
aJIrOPUTMOB.

[Ipy  UEHTpaau30BaHHOM  QJITOPUTME  MCIOJB3YETCS  BBIJICJICHHBIN
MapHipyTu3aTop  (4acTo  Ha3bIBaeMbIi  KOHTPOJUIEpOM),  coOuparomui
MH(pOPMAIINIO O COCTOSIHUU CETU U YIPABIISIONINI TPOLIECCOM MapIIPyTHU3AIUH.

[lenTpanu3oBaHHbIC AJITOPUTMBI TIOKA HE HAIIU MIUPOKOTO MPUMEHEHUS B
COBPEMEHHBIX CETSAX, XOTS MHTCHCHUBHBIC MCCIIECIOBAHUS M Pa3pabOTKU B JaHHOM
HarpaBJICHUM BeayTcs. Hampumep, B mocienHee BpeMs HAMETHIICSA MEPexXoja K
KoHIenuu Tak HasbiBaeMbix SDN-cereii  (Software-defined Networking,
JIOCIIOBHO — MTPOTPaMMHO-KOH(MUTYPUPYEMBIE CETH).

Haunbonee mmpokoe NpuUMEHEHHE TOKa €lle HaXOISAT paclpeesieHHbIe
JITOPUTMBI MapIIPyTU3ALUU U, COOTBETCTBEHHO, OCHOBAHHbBIE HA HUX MPOTOKOJIbI

MapuIpyTH3alum, XOoTs Oyayliee, HECOMHEHHO 3a IEHTPaJM30BaHHBIMU



anroputMamu 1 SDN-ceTsimu. B HacTosiiiem nmoco6un He OyZieM OCcTaHaBIMBATHCS
HA MaTeMaTUYeCKUX TMPHUHIMIAX, JIeKAIIUX B OCHOBE pPaCHpEeCICHHBIX
aTOPUTMOB, @ CaMU TMPOTOKOJBI PACCMOTPUM Oosiee MOAPOOHO B CIIEAYIOMIMX

naparpadax JaHHOH TJIaBbl.

5.3 IIpotokon RIP

[Tporoxon RIP (Routing Information Protocol) siBisieTcst oM 13 MEpBBIX
MPOTOKOJIOB  MAapUIpyTU3allMd U OTHOCHUTCS K JUCTAaHIMOHHO-BEKTOPHBIM
nporokonam. CymectByeT nBe Bepcun RIP — nepsas Bepcus (RIPV1) ucnonssyer
MapIIpyTU3alldi0 Ha OCHOBe kiaccoB u omucaHa B RFC 1058, Bropas Bepcus
(RIPV2) ucronb3yet 6eckiIaccoByrO MapIipyTusaiuio u onrcada B RFC 1388 [11].

[IpumeHeHne AMCTaHIIMOHHO-BEKTOPHON MapHIpyTH3aIllii HAaKIaIbIBaeT
OTpaHMYEHMsI Ha pa3Mep CcocTaBHOM ceTu. [Ipm STOM BBOIUTCA TIOHSITHE
MaKCUMAaJIbHOTO JuameTpa ceTd [3] — MakcHMajabHOE PacCTOSIHHE, Ha KOTOpPOE
MOJKET OBITh TepelaH MakeT, MOC]e MPEBBIIICHUS] KOTOPOro MyHKT Ha3HAYEHUS
cuutaercst HenoCcTKUMBIM. [l npoTtokosioB RIP o6enx Bepcuii MmakcumalibHbIN
JIUaMETp CETH COCTaBlsieT 15 MapmpyTU3aTopoB, COOTBETCTBEHHO, MApIIPYT C
METPUKOU 16 cunuTaeTCss HETOCTUKUMBIM.

JIist  paccMOTpeHHst TIpoIenyp, MNPeayCMOTPEHHBIX mpoTokoigoMm RIP,
pPacCMOTPUM TOT K€ MPUMEP COCTABHOM CETH, MPEJICTABICHHBIN HAa pUCYHKE 5.4,

3aMMCTBOBaHHBIM u3 [9].
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Pucynok 5.4 — IIpumep coctaBHOM ceTu

Ha pucynke 5.4 npencrasiensl Tpu Mapuipytuszaropa R1 — R3, y kaxzgoro
U3 KOTOpbIX 0003HaueHbl mopThl Fast Ethernet (Fa) ¢ HasnauennsiMu IP-agpecamu.
Anpeca OpPTOB, Kak U paHee, COOTBETCTBYIOT aJpecaM MoJICeTell, B KOTOpPbIe OHU
BXO/ISIT.

Ha mnepBom »srtame mpotokona RIP cozmatorcss mMuHuManbHbIe TaOIUIIBI
MapuIpyTU3allid, KOTOpBIE COAepX aT TOJbKO aJpeca HEMOCPEACTBEHHO

MOJIKJIFOYEHHBIX MOJACETEH.

MuHuManeHyto Tabnuily Mapiipytuzaropa R1 npeacraBum B Buae TaOIUIIBI

5.1.

MuHuManbHbIE Ta0IHUIBI MapmpyTH3aTopoB R2 1 R3 nMeroT aHamoruyHsbIi

BU/JI U NIPEJICTaBJICHBI B TabMuIax 5.2 1 5.3, COOTBETCTBEHHO.



Tabmuua 5.1 — MunumanbHas Tabauna mapupyrusartopa R1

Anpec cetn Anpec Anpec Metpuka
Ha3HAYCHHs | TIOpTa BBIXOIHOTO TIOpTa

CJIETYIOIIETO

MapIIpyTu3aTopa
192.168.1.0 - 192.168.1.1 1
192.168.2.0 - 192.168.2.1 1
Ta6nuna 5.2 — MunuMaibHast Tabiuia Mapuipytusaropa R2
Anpec cetu Anpec Anpec Metpuka
Ha3HA4YeHHs | IopTa BBIXO/IHOTO TIOpTa

CJIETYIOILIETO

MapIuIpyTu3aTropa
192.168.1.0 - 192.168.1.2 1
192.168.3.0 - 192.168.3.1 1
Tabnuma 5.3 — MunnmanbHas Tabnuia Mapupytuzaropa R3
AJnpec cetu Anpec Anpec MeTtpuka
Ha3HA4YeHHs | IopTa BBIXO/IHOTO TIOpTa

CJIETYIOILIETO

MapuIpyTH3aTopa
192.168.3.0 - 192.168.3.2 1
192.168.2.0 - 192.168.2.2 1
192.168.4.0 - 192.168.4.1 1

Ha cunenyromem stane

KaXObId U3

MapuIpyTU3aTOPOB  pacChUIaeT

MUHUMaJIbHYIO TaOJMIly cBOoUM «cocenam». [ns storo wucnomsdyercs UDP-

cCEerMeHT ¢ HomepoM nopTa 520. B 3TOM cerMeHTe couepkarcs CBEACHUS O CETSIX,

UMEIOIINXCS B MUHUMAJIBHOW Ta0JIUIIe, U PACCTOSHUSIX (METPHUKAX) /10 HUX.




Hampumep, «cocemsmm» s Mapupyrtuszaropa R1 - sBisrores
mapuipytuszatopel R2 u R3. [loatomy um mepemaroTcst cOOOIICHHS TPUMEPHO
CJIEYIOILEro BUJA!

- cetb 192.168.1.0, metpuka 1;

- ceTb 192.168.2.0, meTpuka 1.

AHaNIOrMuHbIM 00pa30M CBOIO MUHUMAaJIbHYIO TabauIly Mapuipyruszarop R2
nepenaet mapupytusatopam R1 u R3, a mapuipytuzarop R3 — mapuipyruzaropam
R1 u R2.

[locne momydyenust WHGOPMALMKM OT CBOUX «COCEACH» MapIIpyTH3aTOP
o0pabaTbIBaeT €€ — YBEIMYMBAET 3HAYEHUE MPUHATOM METPUKU HA EAUHULY U
3allOMUHAeT TOPT, Ha KOTOPBIM MNPUIUIO JAaHHOE COOOLICHHME, a TaKXke aapec
Mapuipytu3atopa (ToyHee, €ro TnopTa), MepeAaBUIero coolmeHue. JTa
uHpOpMalUsl 3aHOCUTCS B TaOJMUIly MapLIpyTHU3allH (B KOTOPOH yXe HMMEKTCS
MUHUMAaJbHbIE 3aIIUCH).

Hampumep, mocie npuema RIP-cooGmienuit ot mapmpyrtuszaropoB R2 u R3
Tabnuiia Mapuipytuzaropa R1 npumer Bu, npeacTaBieHHbIN B Tabiuiie 5.4.

Ta6nuna 5.4 — Tabnuia mapmpytuzatopa R1

Anpec cetn Anpec Anpec Merpuka
Ha3HA4YeHUs | mopra BBIXOJIHOT'O TIOpTa
CJIEIYIOILETO
MapuIpyTH3aTopa
192.168.1.0 - 192.168.1.1 1
192.168.2.0 - 192.168.2.1 1
192.168.1.0 192.168.1.2 192.168.1.1 2
192.168.3.0 192.168.1.2 192.168.1.1 2
192.168.3.0 192.168.2.2 192.168.2.1 2
192.168.2.0 192.168.2.2 192.168.2.1 2
192.168.4.0 192.168.2.2 192.168.2.1 2




Hetpyano 3ameTuTh, 4TO CTpOoKM 3 U 4 ObLIM 3alOJHEHBI B PE3yJIbTaTe
nosydeHus: uHpopmanuu ot Mapuipyruzaropa R2, a crpoku 5-8 — B pesynbrare
noy4yeHust ”HGopMaluu oT Mapuipytusaropa R3.

3areM MapUIpyTH3aTOp CpaBHUBACT MPHHATYI0O HHPOpPMAIUIO C TOH,
KOTOpasi COJepkKajach B €ro MHHUMalbHOW Tabiuie. B Hamem mnpumepe
uHpopmarust o cetu 192.168.1.0 comepkuTcs Kak B MEPBOM, TaK U B TPeThel
CTPOKaX, OJHAKO B CTPOKE 3 MeTpuKa OOJblIe, CIIEJ0BAaTENbHO, 3Ta CTPOKa
yaansercs. AHaJIOTMYHBIM o00Opa3oM ypansercs cTpoka 6. B crpokax 4 u 5
coziep KaTcs JaHHBIC O Pa3HBIX MapIIpyTax K OAHOU U TOH ke cetn — 192.168.3.0 —
U C OJJHUM M T€M K€ 3HaueHueM MeTpuku. [loaTroMy B Tabmuie coxpaHseTcs Ta
3aIMKCh, KOTOPas MOSIBUIIACH paHbllie (Harmpumep, CTpoka 4).

[locne 3TOro paccMOTPEHHBIE BBILIE MPOLEIYPHl MOBTOPSIOTCS, TOJIBKO
«COCEISIM» PACChUIAIOTCA YK€ HE MUHUMAJIbHbIE TaOMUIIbI, a TAOJIUIIHI C IAHHBIMH,
MOJIYYCHHBIMU OT APYTUX MapiipyTu3atopoB. [IpaBuio oOpaboOTKu MOIyYeHHOMN
MH(pOpMAaIIU 1 BHECEHUSI HOBBIX JAHHBIX B TAOJMILy OCTAETCA MPEKHUM — 3aIUCh
O HOBOM MapHIpyTE€ K Y€ H3BECTHOM CETH NMPOU3BOJUTCS B TOM Cllydae, €Cld
METPHUKa HOBOTO MaplIpyTa MEHbIIIE METPUKH UMEIOIIErOCsi MapuipyTa.

B mamewm mpocreiiiieM mpuMmepe HOBBIX 3amuceil B TaOIWIy BHECEHO HE
Oyaer. Tem He MeHee, MapuIpyTU3aTOpbl OyAyT MPONOJIKATh PACCBUIKY CBOUX
Tabau Kaxabie 30 cekyH, yeM 00ecieurBaeTCsl KOPPEKTUPOBKA TAOJIMI] B ClTydae
WU3MEHEHUS COCTOSIHUSA CETH.

OnHrM M3 BaXKHEWIIMX IMOHATHW QJITOPUTMOB MApPIIPYTU3ALMH SBIISETCS
BpeMs cxoguMmocTH. (CuuTaercs, 4YTO aJrOpUTM «COLIEICS», KOrjJa BCe
MapHIpyTH3aTOpbl  MUMEIOT  COTJIACOBAaHHYI0 HWH(OpMAINMi0 O  JAOCTYIHBIX
Mapuipytax. Bpems cxonumoctu nportokosia RIP qocraTtouno Benuko, mostomy B
JJAHHOM TMPOTOKOJI€ BO3MOXHbBI BO3HUKHOBEHHUS METEIb MApLIPYTU3ALMH, YTO
MPUBOJUT K «3aIMKIMBAHUIO» TMAaKeTOB. B HacTosmiee Bpems 3Ta mpoliema
pemaeTcss MyTeM BBEACHMS JOMOJIHUTENbHBIX Mep (Hampumep, HCIOJIb30BaHUSA
METOJIa «PACUICIJICHUS] TOPU30HTA») U OrPAHUYEHUEM MAKCUMAJIbHOTO 3HAYECHUS

METPHUKH.



C npyroii CTOpOHBI, JaHHOE OrpaHUYEHUE HE MO3BOJIIET UCHoJb30BaTh RIP
B KpynHbix ceTsx. Kpome Toro, cama mnoruka pab6otsl RIP mnpuBoaut
CYILIIECTBEHHOMY «3aCOPEHHUI0» CETU CIYXKEOHbIM TpadUKOM, TaK KakK TaOJIUIIbI
NEePEAlOTCs MapHIPyTU3aTOPaMH B IMOJHOM 00bEME HE3aBHUCHMO OT COCTOSHUS

CCTHU.

5.4 TIporoxon OSPF

ITporoxon OSPF (Open Shortest Path First — Berbop mepBoro kparuaiiiiero
MyTH) OTHOCUTCA K MPOTOKOJaM cocTosiHus cBsizer u onucad B RFC 1247 u RFC
2328 [11].

[Iporokon OSPF mo3Bomnsier nub0 3ajaBaTh METPUKUA MPOU3BOJILHO, JIUOO
UCIIONb30BaTh METPUKY MO yMOJYaHWIO0. B KauecTBe METPUKU MO YMOTYAHHIO
UCIOJIb3YETCSl BEIMYMHA, OOpPaTHO MPONOPLMOHAIbHAS IPOITYCKHOM CIIOCOOHOCTH
KaHaJja, yepe3 KOTOPbIA MPoXoauT MapuipyT. Takoe 3HaU€HHE METPUKHU [1O3BOJISIET
Hanbosee ONTHUMAIbHO 3arpy3uTh ceTb. Hampumep, eciu K MyHKTY Ha3HAuYCHUS
UMEIOTCS JBa MapuUIpyTa, OJUH U3 KOTOPBIX OoJiee IIIMHHBIN (HalpuMep, 4epes3 ABa
MIPOMEKYTOUHBIX MapIIpyTHU3aTOpa), HO C BBICOKOM MPOMYCKHON CHOCOOHOCTBIO
(manpumep, 1 ['6ut/c), a npyroit — 6osiee KOPOTKUM (Uepe3 OUH MPOMEKYTOUHBIN
MapHIpyTH3aTOp), HO C HU3KOW MpOomyckHOM criocooHocThio (10 mm 100 Mowut/c),
TO MEHBIIUM 3HAYCHHEM METPUKH OyIeT C BBICOKOH BEPOSTHOCTHIO
XapaKTepU30BaThCs MEPBbII MapIIPYT.

KonkpeTHoe 3HaueHWe METPHKH IO yMmoidaHuto B mporokosne OSPF
BBIUMCIISIETCSl KaK BpeMs TMepeladyd 1Mo KaHaly OJHOTo Ourta wuH(pOpMaluu,
nenenHoe Ha 10 HaHocekyna. Hampumep, B kamane Fast Ethernet ommu Out
nepenaercs 3a 10 HanocekyHa (107°c), COOTBETCTBEHHO, METpUKa OyaeT paBHa 1.
Jlnst kanana 10 Mout/c metpuka coctaBut 10.

B nporokone OSPF kaxapiit MapuipyTH3aTOp CTPOUT OMUCAHUE CETU B BUJIE
rpada. B rpade BepmmHamu SBISIOTCS MapIIPyTU3aTOPbI U MOJACETH, a peOpaMu —
CBSI3M MEXKIY HUMH. [[J1s1 OTBICKaHUSI ONTUMAJIbHOTO MYTH Ha rpade UCIOIb3yeTC s

UTEPAIIMOHHBIN anropuT™M JMKCTphl, 001aJal0Mui, ¢ OAHOW CTOPOHBI, OBICTPO



CXOOUMOCTBIO, a C JIPyroil — BBIUYUCIUTEIBHONW CIIOKHOCTHIO, 3HAYUTEIHHO
BO3pacTalomeld mpu YKpynmHEHUU ceT. [losToMy mpw peaimsanuu MpoTOKOJa
OSPF cocraBHas ceTh pa3duBaercs Ha oOjactu (Area), B KaXJa0il M3 KOTOPBIX
CylIecTByeT Ha3HaueHHBIH Mapiipytu3arop (Designated Router — DR) u 3anmacHoi
HasHayeHHbIH  MapiipyTtusaTtop (Backup Designated Router - BDR).
CoOTBETCTBEHHO, MapIIPYTU3aTOPhI CTPOSAT Tpadbl COCTOSHUS CBsI3EH BHYTPH
CBOCH 00JacTH, YTO YMEHBINIACT BBIYUCIUTEIBHYIO CIIOXKHOCTh HAXOXICHUS
ONTUMABHBIX (KpaTuaiimmx) myTeid. B mpocTeiinieM cirydae MCMONb3yeTcs OgHa
HyJeBas obacth (Area 0).

B otnmmume ot mpotokonma RIP, B mpotokonme OSPF He wucmomb3yrorcs
IIMPOKOBEIIATEIbHBIE PACCHUIKH ISl OOHOBJICHUS CBEJICHUN O COCTOSIHUM CBSI3EH.
Bmecro »TOro wmcmosb3yrores paccbutkm  Ha - Multicast-anpec  224.0.0.6,
npeIHa3HAYCHHbIC Ha3HAUYECHHOMY u 3amacHOMY HAa3HAYCHHOMY
MapIlIpyTu3aropam, U pacceliku Ha Multicast-aapec 224.0.0.5, npeaHa3HaYCHHBIC
JUISL  OCTaJbHBIX MapmpyTu3aTopoB. COOTBETCTBEHHO, MpPU aAKTHBU3AIMHA Ha
MapuipyTtuzarope mnpotokoja OSPF, oH aBTOMaTW4yecKd CTAHOBUTCA WICHOM
IPyIIBI MHOTOQIPECHON pacchulKu ¢ agpecom 224.0.0.5.

JIJist BBIYMCIICHHSI ONTUMAIBHBIX MapUIPYTOB M 3aHECEHHUS UX B TaOIHILY
MapHIpyTU3aLUN UCTIONB3YETCs, KaK YKa3bIBaJOCh BBIIIE, ATOPUTM JIUHUKCTPHI, B
KaueCTBE WCXOJHBIX JIAHHBIX I KOTOPOTO HWCHOJB3yeTcs HWH(popMaIus,
XpaHsIascs B 0a3e JaHHBIX. DTa 6a3a comepsKuT ABe Tabmuubl [11]:

- TabJIMIIa COCETHUX YCTPOUCTB;

- TabnuIa TOMOJIOTHH.

Jlist ympoieHHOTO ommcaHus mporeayp nporokona OSPF paccMmoTpum
CHayajga BHUJbl COOOIICHUN, KOTOPHIMM OOMEHHMBAIOTCS MEXIy coOoi
MapIIpyTHU3aTOPHI:

- coobmrenue Hello;

- coobmenue onucanust 6a3wl qanHbIx Data Base Description (DBD);

- coobmienne 3ampoca Link-State Request (LSR);

- coobmeHre oOHOBIIEHMIA 0 cocTosiHuM cBsizel Link-State Update (LSU);



- coobmenne noareepxkaeHus Link-State Acknowledgment (LSAcK).

Coobmennss DBD u LSU moryt conepxath B cebe OJHO MM HECKOJBKO
cooomenuii Link-State Advertisement (LSA) — oOBsBIACHHI O COCTOSHUHU CBSI3U
OJTHOTO TOTOJIOTUYECKOTO 3JIEMEHTa (MapuIpyTH3aTopa, MOJCETH HIIM CyMMapHOTO
MapuIpyTa).

Bce nepeunciennsie cooOIIEHUSI MHKAMNCYIUPYIOTCS HEMOCPEACTBEHHO B |P-
nakeT. [Iporokonsr TpancmoptHeix ypoBHer TCP u UDP gna mepemaum
coobmenuit OSPF He ucnoab3yroTcs.

PaccMoTpuM B HECKOIBKO YIPOIIICHHOM BHJIE POTIeAyphI TpoTtokoia OSPF,
nperoaras, 4To B MOACETAX UCIOb3yeTcst TexHoorus Ethernet (B coenuHeHmsX
MapHIpyTHU3aTOPOB «TOYKA-TOYKA» W MPU HCIOJb30BAaHUHU JPYIHMX TEXHOJOTUU
KaHaJbHOTO YPOBHS ATH MPOLIETYPHI HECKOIBKO OTIMYAIOTCS).

[lpu wunHMIManu3anuu Ha wMapupytuzatope nportokosna OSPF  nanHbIi
MapLIpyTU3aTOp CHayaja JOJDKEH OOHapyX HUThb CBOMX «cocelei». ITo
oOHapy)XKCHHE MPOU3BOIUTCS MmyTeM oOMeHa coobmienusmu Hello, B pesynbrare
4ero 3aroJIHAETCS TabIuIa COCETHUX YCTPOMCTB, O KOTOPOM OBLJIO CKa3aHO BBILIE.
3auacTyro STOT ATal HAa3bIBAIOT YCTAHOBIEHUEM COCEICKUX OTHOIICHUH.

Kaxnerit  u3  mapmpyrtuzatopoB OSPF  xapakrepusyeTcss  IByMs
napameTpamu:

- upentudukatop (Router ID);

- mpuopuTeT (priority).

[To ymon4aHWIO TPHOPHUTET MapIUIpyTH3aTOpa UMEET 3Ha4YeHHE | M MOXKeT
ObITh M3MeHEH B npezenax ot 0 7o 255. B kayecTBe naeHTUGUKATOPA MOXKET OBITH
UCIIOJIb30BaH aJIpec OJAHOTO U3 MHTEep(eicoB MapLIpyTH3aTOpa, KpOME TOro, OH
TaK)Ke MOXKET ObITh YCTAHOBJICH BPYUHYIO.

Tabnuma cocenHux yCTpOMCTB MaplIpyTH3aToOpa MpecTaBieHa B TaOJHIle

5.5.



Tabmuma 5.5 — CtpykTypa Tabmauis! coceactra mapipyrtuzatopa OSPF

Unentuduxatop | [Ipuoputer | Cocrosinue | Bpems o | Aapec WuTepdeiic
cocena cocena (State) paspeiBa | coceia (Interface)
(Neighbor ID) (Priority) (Dead (Address)

Time)

B mone «CoctossHue» 3aHOCUTCS HWH(POpPMAINAS O COCTOSHHUH COCEICKHX
OTHOIICHHUH. Takux COCTOSTHUN MOXKET OBITh CEMb:

- Hepabouee (Down);

- nannmaau3zanms (Init);

- AByHanpasJcHHbIe oTHOIIEHUS (Two-Way);

- Be10Opsl DR 1 BDR (EXxstart);

- oomen (Exchange);

- 3arpy3ka (Loading);

- moJiHbIe cocenckue otHomenus (Full).

Bpewmst 1o paspsiBa (Dead Time) — 310 BpeMeHHON UHTEPBaJI, IO UCTCUCHUH
KOTOPOTO OYIyT pa3opBaHbl COCEJACKUE OTHOIICHUS, €CJIM OT COCEIa HE TOCTYITUT

HHU oxHOro coodmenust OSPF.

Anpec cocema (Address) — a9To aapec CETEBOr0 ypOBHS COCEIHETO
MapIIpyTU3aTopa.
Wutepdeiic  (Interface) — coOCTBeHHBIM BBIXOAHON UHTEpdeHc B

HaIpPaBJICHUH K COCENY.

B nmpouecce ycTaHOBIEHHS COCEICKMX OTHOIIEHHWH myTeM oOMeHa
coobmenussmu  Hello mapmpyruzatop 3amonnsier tabmuiy 5.5. Ilpu oOmene
coobmienussmu  Hello, Hanpumep, Mexmy AByMS MapUIpyTH3aTOpaMH, TIOCIE
BHECEHHUS B TAOJIMIly KaXKIbIM M3 HUX CBEJIEHHH O CBOEM COCENe MEXIYy HUMH
yCTaHaBJIMBAIOTCS JIBYHaIpaBiieHHble oTHOIIEHUs (Two-Way), cooTBeTcTBYyIOIIAs

3alMCh MOSBIIAETCA B CTOJIONE 3 Ta0auIb! 5.5.




[Tocne ycTaHOBIICHHS IBYHAIIPABICHHBIX OTHOIICHU MTPOU3BOAUTCS BHIOOD
DR u BDR nHa ocHOoBaHWM 3Ha4YeHUI HIeHTU(DHUKATOPOB U nipuoputeta. [Ipu aTom
CHayajla paccMaTpUBaIOTCS TMpPUOPUTETH, M B KadectBe DR BweiOupaercs
MapHIpyTU3aTOp C HAWBBICIIUM TMPUOPUTETOM. [Ipw paBeHCTBE NPHOPUTETOB B
kauectBe DR BolOupaercss wmapuipyTuzaTop €  HAWBBICIIMM  3HAY€HUEM
uaeHTuuKaTopa.

[Tocne 3amosiHeHHs] TaOIUITBI COCEICTBA MAPIIPYTHU3aTOPhl OOMEHUBAIOTCS
M3BECTHOM UM TomoJIoTHUecKor uHdopMmanueit. [{nsg nepenauu 3Toil nHGopmaIuu
UCIIOJIB3YETCs cooOIenre onucanus 0a3pl nanubix Data Base Description (DBD).
Kak yxkaspiBasmocwk BbIie, DBD coxepxut B cebe omuH miau Heckoiabko LSA.
Coo6menue LSA mepeHocutr wHGOPMAIIUIO TOJBKO 00 OJHOM TOIOJOTHYECKOM
AIIEMEHTE — MapIIPyTU3aTOPE, MOJCETH WIM CyMMapHOM Mapmpyre. Ha xaxnapiin
LSA orceuaercs nmoarsepxkacaue LSACK, yem obecrieunBaeTcsi rapaHTHPOBaHHAS
JIOCTaBKa TOMOJIOTUYECKOU HH(OpMaIUu.

B mpouecce oomena coodbmenusimu DBD mapmpytuzaropsl HaxogsTcs B
coctosiHuu obmena (Exchange), uro oroOpakaeTcss B TPEThEM CTOJIOIE TaOJIUIIBI
5.5.

Baxno, 4dro coobmenne DBD mepeHOCHT HE BCHO TOIOJOTHYECKYIO
uH(OpMAITUIO, a TOJBKO CIIMCOK CBOEH TaOIHIIBI TOMOJIOTHH ((haKTUUECKH, CITUCOK
TOTIOJIOTHYECKHUX 3JIEMEHTOB, CBEICHHSI O KOTOPBIX UMEIOTCS y HETO B TaOJHIIE).
Korma mapuipytusarop npunumaer coodbmenune DBD, oH mpoBepsieT, coaepKuT
JU ero Tabnuma WHPOPMAIHMIO O TEX TOIMOJOTHYECKUX DJIEMEHTax, CIHUCOK
KOTOPBIX OBbLI MOJy4eH B 3TOM cooOlIeHuH. Eciu oOHapyX uBaeTcs 3JIEMEHT,
CBEJICHUI 0 KOTOPOM y JJaHHOT'O MapIIpyTH3aTopa HET, OH mockuiaeT 3ampoc Link-
State Request (LSR), B oTBeT Ha KOTOpPBIH cCOCel IEpechbUIaeT COOOIICHHUE
obOHOBIeHHH 0 coctostHuu cBs3zeit Link-State Update (LSU), comepskamiuii LSA ¢
MOJIHOM TOTMOJOTUYECKON WH(pOpMaImeit o 3ampammBaeMoM dJeMeHTe. JlanHas

uH(pOpMaIUs 3aHOCUTCS B TAOJIMILY TOTIOJIOTUH.



Takum oOpa3zom, B pe3yibrare oOOMEHa TaONHIBI TOMOJOTHYECKOU
uHQOpMAITMU Y MapUIPYTHU3aTOPOB OKA3bIBAIOTCS CHHXPOHU3UPOBAHBI, YTO
orpaxkaercs cocrosiaueM Full B cron6iie 3 Tabmummr 5.5.

[Tocne mepexona B 3TO COCTOSTHUE MapIIpyTH3aTOPHI 3aMyCKAIOT aJIrOPUTM
JluiikcTppl, B pe3yJbTaTe peaju3aldd KOTOPOTO 3aloJIHAIOTCS — TaOIHIIbI
MapuIpyTH3aLUH.

[TomuMo 00paboTku coobmiernii LSA, i MOmoSHEHHS CBOUX TaOJIHII
MapHIpyTU3aTOPbI IPOU3BOJAT UX PETPAHCIISIIUIO.

B mporecce HOpMabHOTO (DYHKITMOHMPOBAHUS KaXKIBIH MapIIpyTH3ATOP
reHepupyet coodmenue Hello ¢ uatepsanom B 10 cekyna. Ecnu oT kakoro-imbo
MapILIpyTU3aTOpa HE IOCTYMAeT 3TO COOOLIEHHE, 3TO TOBOPUT 00 H3MEHEHUH
COCTOSIHHSI CBS3M. MapiipyTu3aTop B 3TOM Cilydae BHOCHUT M3MEHEHHE B CBOIO
Ta0JIMILY TOTOJIOTUU U PACChUIAET 3TO U3MEHEHHUE C UCIOJIb30BAHUEM COOOIIEHUN
LSA. CoOTBETCTBEHHO, KaXKIblii MAapIIpyTHU3aTOpP, MPHUHSAB JAHHOE COOOIIECHHUE,
BHOCUT KOPPEKTHBBI B CBOM TaOJMIIBI M pacchbUlaeT cooOlieHue Aanblie. To xe
caMO€ TPOUCXOJUT TPHU TOSABJICHUH B CETH HOBOTO MaplIpyTHU3aTopa IOCie
noJiydeHus ot Hero coodmenus Hello.

Buecs wu3MmeHeHuss B CBOM  TAOJMIBI  TOMOJIOTUM, KaXKIbIH U3
MapHipyTHU3aTOpPOB  NMPUMEHSET  anropuTt™  JIUHKCTphl  mii  OTBICKAHUS
ONTUMAJIBHBIX MApIIPYTOB M 3aHOCUT MX B TAOIHIIBI MAPIIPyTH3AIIHH.

Takum 006pa3om, eciii B CETU HE MPOUCXOAUT U3MEHEHUN, MapIIPyTHU3aTOPbI
oOMeHMBarOTCI TOJNBKO coobOmeHusmu Hello, a mocrarouno o0BEMHBIE
OOHOBJICHUSI, TepeaaBaeMble cooOmeHusMu LSA, mpou3BOASTCS TONBKO TpHU
U3MEHEHUH  CcOCTOsiHUS ceTh. OpHako s TOBBIIICHUS  HAJACKHOCTH
MapIIpyTU3aTOPhl BCE-TaKu OOMEHHBAIOTCS CBOMMH 0a3aMu, HO 3TO MPOUCXOIUT
JOCTATOYHO PEAKO — IO YMOJIYaHHUIO pa3 B 30 MUHYT.

Takoe cHIKEHUE HArpy3KH Ha CETh SBIIACTCS HECOMHEHHBIM JJOCTOMHCTBOM
nporokona OSPF. OpHako nOpvMEHEHHWE MapUIPyTU3aTOPOM  JOCTATOYHO
CJI0KHOTO ajgropuTMa JniikcTpbl TpeOyeT HCIIOJIb30BaHU

BBICOKOITPON3BOAUTCIILHBIX ITPOLECCOPOB.



JIOTIOTHUTENPHOE CHI)KCHHE HArpy3Kd Ha CEeTh MPU  HCTIOJIb30BAHHUU
npotokosia OSPF obGecnieunBaercst Tem, uro B otHomeHnu Full mapmpyruzarop
HaxoauTcss Tonmbko ¢ DR wm BDR, ¢ ocraapHbIMH MaplipyTH3aTopaMu
nojAep>KuBaeTcsa oTHomeHue Two-Way.

Kpome Toro, mportokon OSPF cnocoGeH pacmapanienuBarth Iepeaady
JAaHHBIX 110 HECKOJBLKUM MapIIpyTaM, €CIId OHU UMEIOT OJIMHAKOBYIO METPHKY.

Hakonen, kak ykassiBasioch BbIlie, mpotokon OSPF mnopnepkuBaer
paszneneHue cocTaBHOM ceTw Ha oOnactu (Area). OOMEH TOIMOJIOTHYECKOM
uH(OopMaIMe TPOUCXOJUT TOJIBKO BHYTPH OO0JAcTH, YTO TAaKXKE CHIDKAET

Harpy3Ky Ha CeTb.

5.5 Ilporoxosn EIGRP

[ToMuMO paccMOTPEHHOIO BBIIIE€ AUCTAHLHMOHHO-BEKTOPHOTO IPOTOKOJIA
RIP, B cBoe Bpems mupoko ucrosb3oBasics npotokosn IGRP (Interior Gateway
Routing Protocol — mpoTokoa MapripyTu3aluyd BHYTPEHHETo IUTi03a). JlaHHbBIH
NPOTOKOJ  TaK)Ke  SBISJICS  JTUCTAHIIMOHHO-BEKTOPHBIM W MPUMEHSIICS
UCKIIIOUMTENIbHO B oOopymnoBanumu  Cisco  Systems. 3arem  BbILIa
yCcoBepIIeHCTBOBaHHas Bepcusi mnportokonma — EIGRP (Enhanced Interior
Gateway Routing Protocol), mo cymiectBy, nmpeBpaTuBiias €ro B THOPHIHBIHI
npoTokon mapmpyru3anud. EIGRP ucnonsisyercs He Tonpko B 000pyI0BaHHH
Cisco, HO U B 00OpYIOBaHHMH JAPYTUX Hpou3BomuTeneld. Tak kKak B HacToOsIIee
BpeMs noBcemecTHO BMecTo |GRP ucnons3yercst mpotokon EIGRP, umenno ero
U pacCMOTpPUM B 3TOM Taparpade.

B omanume OT paccMOTPEHHBIX BBIIIE MPOTOKOJIOB MapLIpyTHU3aIUH,
EIGRP ucnonb3yer 1octaTo4yHO CIOXKHYI0 00OOIIEHHYIO METPHUKY, MapaMeTpbl
KOTOpPOM, = TOMHMMO  BCEro  NpOYero, MOTYT  HacTpauBaTbCi  IMpH
KOH(UTYPUPOBAHHUH CETH.

Jns  BbluuciieHWst 3HadeHuss o0oOmeHHod meTpukun B EIGRP

HCITIOJIB3YIOTCA YaCTHBIC 3HAYCHUA MCTPUK, K KOTOPBIM OTHOCATC !



- TIPOITYCKHAas CIIOCOOHOCTh KaHaljla MEeXy MOJydaTeJieM U OTIpaBUTEIIEM
(BW);

- 3anepxkka (D);

- HaJIeX)KHOCTh (R);

- Harpy3ka (L).

dopmyna 71 BEIUKCICHUST 00001IEHHO MeTpUKHU uMeeT Bu [9]

M =| k1- BW _|_k2ﬂ+k3D .ﬁ’
256 R+ k4

rae k1..k5 - BecoBbie KOADDUIIUEHTHI.

[Ipy »TOM dYacTHbIE METPUKHM MOXKHO pa3leiauTh Ha JBa BHAA -
cTaTudeckue (He 3aBucsiue ot coctossHus cetu BW u D) u nunamumueckue
(3aBUCAIIKE OT COCTOSIHUS ceTd R u L).

[Io yMon4aHuio B MPOTOKOJIE BECOBBIM KO3(PPULHMEHTaAM MPUCBOECHBI
3HAYCHUSA:

kl1=k3=1,
k2=k4=k5=0.

CoO0TBETCTBEHHO, 3HaY€HHE 0000IIEHHOW METPUKH IO YMOJTYAHUIO
BBIUHCISACTCS 11O hopMyIIe:

M =BW +D.

Kak cnenmyer w3 mocnenHei (opmysiabsl, MO YMOJYAHHUIO TPOTOKOIM
YUYHUTBIBAET TOJIBKO CTATMUECKUE METPHUKHU, OIpeeiseMble TUIIOM KaHajla CBS3H

u u"tepdeiicom. Camu cTaTUUECKUE METPUKU PACCUUTHIBAIOTCA MO (hOopMysiaM:

7
BW = & - 256,
bw

riae bw - momoca mpornyckaHus, 3alaHHas Ha nHTepderice, KOUT/C;

D:(i)zsﬁ,
10

rae d - 3a7epikka, onpeaensieMas TUIIOM UHTepdeiica, MKC.
Jlnst ctangapTHBIX UHTEepecoB 3HadeHUs d onpeneNsstoTes CleayOIUM

obpasom — s Fast Ethernet d =100 mxc, s Ethernet d =1000 mkc u T.x.



[Ipy >TOM MeTpuUKa COCTAaBHOTO MAapIIpyTa OMNPEASNCTCS HCXOAS U3
MPOMYCKHOM CITOCOOHOCTH CaMOT0 «MEIJICHHOTO» KaHaya, BXOSIIEro B JaHHBIN
MapuipyT, U CyMMapHOW 3aZiepKKH Bcex HHTepdeiicoB, dYepe3 KOTOpbIU
MPOXOJIUT MAPIIPYT.

B pesynbrare oOmeHa MapumipyTHOH HHpOpManuel MapuipyTU3aTopbl
EIGRP momo6no wmapmpyrtuzaropam OSPF dopmupytor 6a3y 1naHHBIX, B
KOTOPYIO BXOJST TabiuIla COCEACTBAa M Tabauia Tonogoruu. OgHaKo aJrOpUTM,
0 KOTOPOMY BBIUMCISIETCS ONTUMAJbHBIA MAapUIPYT, KA4Y€CTBEHHO APYTOM.
Anroput™m, wucrnoias3yeMbiii EIGRP, naseBaercs DUAL (Diffusing Update
Algorithm — anroputm nuddy3rnoHHOTO OOHOBICHHUS).

Jlns  momonHeHUs cBoed 0a3pl  gaHHBIX Mapmipytuzatopsl  EIGRP
O0OMEHHUBAIOTCSI MEXKIy COOOU MATHIO THUIIAMHU ITAKETOB:

- makeT oOHoBIeHui Update;

- maker 3arpoca Query;

- MakeT oTBeTa Ha 3amnpoc Reply;
- makeT npuBercrBusa Hello;

- makeT nmoareepxacHust AcK.

JlaHHBIC TTaKeThl aHaJOruyHO mpotokoiy OSPF ucmonp3yoT rpynmnoBoi
anpec 224.0.0.10 wianm wHIAMBUIYAJIbHBIE aJ[peca COCEIHUX MapUIpyTU3aTOPOB.
Tak xak nporokos EIGRP sBnsiercss BHyTpenrum (Interior), o GyHKIIMOHUPYET
TOJIKO B Tpeaesax TaK Ha3blBAEMOW aBTOHOMHOW CHCTEMbI (TIOHSTHE
aBTOHOMHOUM CHCTE€MBI 0OoJjiee MOJAPOOHO OyaeT PacCMOTPEHO B CIEAYIOIIEM
naparpade). CooTBEeTCTBEHHO, TIEPEUYHCIICHHBIE BBINIC MAKETHl COACpKaT HOMED
aBTOHOMHOU cuctembl. MapmpyTtuszatop EIGRP, mpunss maket, o6pabarsiBaeT
€ro TOJBKO B TOM CJydYae, €CJIM ero mepeaal MapuipyTH3aTop, OTHOCSIIHICST K
ATOU K€ AaBTOHOMHOU CHUCTEME.

Ananornuyno wmapmpytuszaropy OSPF, wmapmpyrtuzatop EIGRP  npu
WHUIMATU3AIUHA JOJDKCH YCTaHOBUTH COCEACKHE OTHOMICHHS. DTH OTHOIICHUS
yCTaHaBJIMBAIOTCA myTeM oOMena maketamu Hello, B pesyabrare koToporo

KQXJIbIM  MapIIPyTU3aTOpP, YCTAHABJIMBAKOUIMKA  COCEACKHE  OTHOIICHMS,



3amojHseT CcBO  Tabmumy  coceactBa. lloms  TaGmuubl  coceAcTBa
mapiipyTtuzaropoB EIGRP npexactaBnens B Tabnuie 5.6.

Taobmura 5.6 — Ta0muia cocencraa

Home | Anpec | CobOcTBeHH Bpems Bpems Cuetun | IlocnenosarensH | Talime Taiimep
p cocesa Bl YAEp>KaHU | OTHOIICHU K It p MIOBTOPHO
cocen | Addres | untepdeiic s i ouepes HOMED LUK i
a S Interface Holdtime Uptime u Seq Num SRTT | mepenaumn
H Count RTO

B ormmune ot mportokona OSPF, B EIGRP wucnonbs3yercss mopsakoBbIid
HOMep cocenHero mapmpyrtusaropa (H). B mone Address ykaseiBaeTcsi ero
ceTeBoi aapec, a B moje Interface — cobcTBeHHbli HHTEPPEIic, Yepe3 KOTOPHIi
TIOCTYTICH COCE.

Bpewms ynepxanus (Holdtime) — sto mHTEepBana BpeMeHH, IO HCTCUCHHH
KoToporo, B  ciaydae otcyrctBus  EIGRP-maketoB  oT  cocenmHero
MapIipyTu3aropa, OH CYUTACTCA HETOCTIKHMBIM. [lo yMom4aHWIO JaHHBIA
WHTEpBaJ paBeH 15 c.

Bpemst ortHomrenuii (Uptime) — 10 mHTEpBanm BpEeMEHH, MPOIISAIIUN ¢
MOMEHTa YCTAHOBJICHUSI COCEACKUX OTHOIICHUM.

Cuyetunk ouepenu (Count) — 3TO YKCIIO MAKETOB, HAXOIALIUXCS B OUEPEIN
nepeaayn.

[TocnenoBarenbubiit HOMep (Seq Num) — Homep mocnemnero EIGRP-
nmakera, MPUHATOTO OT cocena. Mcmonmp3yeTcss Kak s KOHTPOJSI TOpsAKa
npreMa MaKkeToB, TaK W JUIsl TIepeiady akeTa MOATBEP KACHHUS.

Taiimep 1ukna (SRTT) — BpeMeHHOW HWHTEpBajd, HEOOXOAMMBIN s
OTIPABIICHUSI COCENy IMaKeTa W TMOJy4YeHHUs OT Hero orBeTa. Ecim B TeueHue
ATOTO MHTEpPBaja OTBET HE MPUXOAUT, TAKET OTIPABIISIETCS MTOBTOPHO.

Taiimep moBTopHo#t mepenaun (RTO) — umHTEepBan, B TeUEHHE KOTOPOTO
OXKUJAETCSA TOATBEPKICHHE OT cocela O MpuemMe UM makera. Eciam B TeueHue

9TOI'0O MHTCpBAJia IOATBCPKACHUA HC IIPUXOAHNT, IIAKET OTIIPABIIACTCA IIOBTOPHO.




B otBer Ha maker Hello mapmpyruszarop otmpasimser maker Update mo
VUHAMBUIYAIBHOMY aJpecy MaplIpyTH3aTopa, OT KOTOPOTO ObLI MPUHAT MakKeT
Hello (mpu sToM B makete Update comepskutcst MOATBEPIKICHHUE MOTYyUCHHS MTaKeTa
Hello, uto camxaet HeoOX0IMMBIN 00BEM TAKETOB OATBEep kK AeHUI ACK).

Takum oOpaszoM, B pesyibTaTe Takoro ooMeHa mapiipytuzatopsl EIGRP
3aMOJHSAIOT CBOM TaOmuibl coceAcTBa. [locne  yCTaHOBIEHHS COCEICKHX
OTHOIIIEHUH MapIIpyTU3aTOpbl OOMEHUBAIOTCA MEXKIY COOON CBOMMH TaOIUIIaMU
TOTIOJIOTUH.

PaccmoTpum cocTaB TaOIUIBI TOTIOJIOTHH.

B mnepBoii kojoHKe TaOIUIBI MpeacTaBieH craryc mapuipyra. Cumson P
(Passive) o0o3HaYaeT MacCUBHBIN, TO €CTh TOTOBBIA K MCIIOIB30BAHUIO MapPIIPYT.
CumBon A (Active) o0o3HauaeT aKTUBHBIA MapHIPyT, TO €CTh MAapIIPyT, IO
KOTOpOMY He 3akoH4eH pacueT no anroputmy DUAL. Kak cinenyer u3 pucyHnka
3.15, Bce MapuIpyThl B JAHHOM IPUMEpPE MACCUBHBIE.

[Tocne ykazaHusi COCTOSIHHSI MapIIpyTa yKa3bIBAIOTCS MOJACETh Ha3HAUYCHUS
U YHUCIIO IPEeeMHUKOB (Successors). Ilox mpeeMHUKOM MOHUMAETCs MEPBUYHBIN
MapIIpyT, KOTOPBIN MOCJE BRIYUCICHUS TIepeacTCs B TAOIHIly MapIIpyTH3AIUH.

FD (Feasible Distance) o00o3Ha4aeT BBIIOJIHUMOE PaccTOSHUE (METPUKY) 10
CeTM Ha3HA4YeHMs] MO JaHHOMY MapuipyTy. BBINOJTHUMBIM pPacCTOSTHHUEM
HA3bIBACTCS TOJHAs METPUKa MapuipyTa, KOTOpas BBIYHCISETCS KaK cyMMa
3asBJIGHHOTO PAacCTOSHUSA (TO €CTh IMOJyYEHHOTO OT COCela) M PAacCTOSHUS [0
cocena.

[Tocne via yka3wpiBaeTcss HMCTOYHHMK MapmpyTa. Hampumep, 3amuch Via
Connected o3HavaeT, 4TO MOJCETh MOAKIIOYCHA HEMOCPEICTBEHHO K JaHHOMY
Mapuipytuzaropy. 3amuch Via 156.92.15.5 (284160/281600) o3na4aer, 4TO
MapuipyT ObUI aHOHCHPOBAH MAapLIPyTHU3aTOPOM C  aJPECOM  BBIXOJHOTO
untepdeiica 156.92.15.5 ¢ 3asBnenHpiM coctosareM 281600, BbIOIHUMOE
paccrosinue coctapisieT 284160.

Hakomner, mocimemHssi 3amuch O3HayaeT BBIXOJHOM HHTepdeElc TaHHOTO

MapIIpyTHU3aTopa.



Kpome monsitusi mpeemuuka, B mpotokone EIGRP cymectByer mnonstue
BEPOSITHOTO MPEEMHUKA — PE3EPBHOIO MaplIpyTa, KOTOPBIM 3aJeHCTBYETCS MpU
OTKa3ze MaplIpyTH3aTOpa-ipeeMHUKa. BeposTHBIM MpeeMHUK HE 3aHOCUTCS B
TaOJIMIly MapIIPyTU3AINH, HO XPAHUTCS B TAOJIUIIE TOMOJIOTHH.

ITpotokon EIGRP mo ymomuanuio crnocobeH pacnapajuiesdBaTh nepeaady
JAHHBIX TI0 MapuipyTaM C paBHOM METPHUKOH, a Toclie COOTBETCTBYIOIIEH
HACTPOWKH — U MO MapLIpyTaM € Pa3IuYHbIMA METPUKAMH.

Nwmes B cBoeit 0aze TaOIUIly TOMOJOTHN, KaXIbI U3 MapIIPyTH3aTOPOB B
cootBeTcTBUM ¢ anroputMoM DUAL paccunThiBaeT onTHMallbHbIE MaplIpyThl U
3aHOCHUT UX B TaOJUIly MaplIpyTHU3ALUU.

JleranpHOE  paccMOTpeHUE  TaOJIUI[  COCEICTBA,  TOMOJOTHUU U

MapuIpyTu3anuu OyJeT JaHO B CJIEAYIOINICH TJiaBe.

5.6 IIpotoxon BGP

PaccmoTpeHHBIE BBINIE MPOTOKOJIBI MapIIPyTU3AIMU OTHOCHUJIUCh K TaK
HA3bIBAEMBIM MPOTOKOJIAM BHYTPEHHUX HUTIO30B. [0 MPOTOKOIOM BHYTPEHHETO
NUTI03a TTOHUMAETCSl TMPOTOKOJI, TMpeJHAa3HAYEHHBIM Uil  paboOThl  BHYTPHU
ABTOHOMHOM CHCTEMBI.

[Tox aBTOHOMHOI cuctemoit (AS — Autonomous System) nonumaetcs
COBOKYITHOCTh ~ C€T€H, paloTalommx TMOJ €AUHBIM  aJMUHUCTPATUBHBIM
ynpasieHnuem [3].

Hampumep, B cetm MutepHer TepmuH AS HUCHONB3yeTCS IS OMHCAHUS
KPYIHBIX  JIOTHYECKH  OOBEIWHEHHBIX  CeTeH, Kakaas W3  KOTOPBIX
UJACHTUDUITUPYETCS ONPENCTICHHBIM YHACIIOM.

C TOukHM 3peHHs OOJIBIIONW CETH, OOBEIUHSIIONEH HECKOJIbKO AS, Kaxxias
aBTOHOMHAs CHCTEMa WPEJCTaBIACTCS KakK €IuHbIi o0BekT. B xkaxmoir AS
JIEUCTBYIOT TMPOTOKOJIBI BHYTPEHHETO IITI03a, O0Jee TOro, ATHUX MPOTOKOJIOB
MOXeET OBbITh HecKoJibko. Obnacth AS, B KOTOpOH paboTaeT OJUH U3 MPOTOKOJIOB
BHYTPEHHEH  MapIIpyTU3allid, Ha3bIBACTCS  JOMEHOM  MapIIpyTH3AIUU.

COOTBETCTBEHHO, BO3HHMKAET 3ajadya OOBEAMHEHUS aBTOHOMHBIX CETEeH MEXIy



coOOM, UTO OCYIIECTBISIETCSI C MCHOJBb30BAHUEM IMPOTOKOJIOB BHEIIHETO IIII03a
(EGP — Exterior Gateway Protocol).

OgHuM M3 caMbIX pPacHpOCTPAaHEHHBIX MPOTOKOJIOB BHEIIHETO U032
sBisieTcst ipotokoia BGP (Border Gateway Protocol — mpoTokos HOrpaHHIHOTO
nuto3a). C 1994 roma neiictByer uderBeptas Bepcus mporokona (RFC 1771),
KOTOPYIO U PAaCCMOTPUM B 3TOM maparpade.

ABTOHOMHBIE CHUCTEMbI OOBEIUHSIIOTCS MEXKIYy €000l € MOMOIIBI Tak
Ha3bIBAEMBIX MOTPAHUYHBIX MapuipyTuzaTopoB. Cama aBTOHOMHAas CHUCTEMa
MOKET TPHHAICKATh K Pa3IuYHBIM THUMaM. B 9acTHOCTH, aBTOHOMHAsS CHCTEMa
MOXET OBbITh TYIIUKOBOM, TO €CTh CBSI3AHHOM TOJILKO C OJTHOW JAPYTroil aBTOHOMHOM
cuctemoii. Ecnmu ummeercss cBsI3b € HECKOJIbKMMH AS, aBTOHOMHAasi CHUCTEMa
Ha3bIBACTCSI MHOTOMOPTOBOK. MHoTomopToBas AS, ciocoOHas mepeaaBaTh depes
ce0st Tpauk IPyrux aBTOHOMHBIX CHCTEM, Ha3bIBaeTCs TpaH3uTHOU [15]. [Ipumep
OOBEMHEHUSI HECKOJIbKUX aBTOHOMHBIX CHCTEM MEXIYy COOOM MpelcTaBlieH Ha
PUCYHKE 9.5.

Ha pucyHke npejcTaBieHO HIECTh aBTOHOMHBIX CHUCTEM, OOBEAMHEHHBIX C
WCITOJIb30BAaHUEM  TIOTPAHUYHBIX  MapHIPyTHU3aTOpPOB.  MapmipyTH3aTOpHI,
HAXOJSAIIUECs BHYTPU aBTOHOMHBIX CHCTEM M HCIOJIB3YIONUE TPOTOKOJIBI
BHYTPEHHETO IIUII03a, Ha pUCYHKE HE TOKa3aHbl. 3ajadedl MOTpaHUYHBIX
MapHIpyTH3aTOpPOB  SBIIACTCS  OOCCICUCHHWE  Tepeaadd  JaHHBIX — MEXKIY

ABTOHOMHBIMU CHCTEMaMH, JJIsl 4YeTO U UCTIONb3yeTcs mpoTokon BGP.



Pucynok 5.5 — O0bequHeHne aBTOHOMHBIX CUCTEM

[IpoTokonsl BHENIHEro IUI03a, B ToM yucie W BGP, mpunmunuanbHO
OTJIMYAIOTCS OT MPOTOKOJIOB BHYTPEHHETO 11Tt03a. OCHOBHBIM OTJIMUYUEM SIBJIICTCS
TO, YTO JJISI pacyeTa MapuIpyTa UCIOJIb3YETCS HE CTOJIBKO METPUKA, 3aBUCAILAS] OT
TEXHUUYECKUX TMapaMeTpPOB, CKOJBKO COOOpa)KEHMUsI HETEXHHUECKOTO XapakTepa,
HarpuMep, YIKOHOMUYECKUE COOOpakeHUsl. DT cooOpaxeHus (GopMaIu3yroTcs B
BUJIC TaK HAa3bIBAEMOW TOJUTHUKH ABTOHOMHOW CHCTEMBI. TakuM 00pa3om, HU
JIMCTaHIIMOHHO-BEKTOPHBIE, HM MPOTOKOJBI COCTOSIHUS CBSI3¢M HE MOTYT OBITh
MCIIOJIb30BaHbl B KAYE€CTBE MPOTOKOJIOB BHEIIHETO LILTI03A.

PaccMoTpyiM  HENIPUMEHUMOCTh MPOTOKOJOB BHYTPEHHETO MIIK03a IS

00BbETMHECHUSI aBTOHOMHBIX CHCTEM Ha yJIA4HOM MPUMEpE, TPUBEICHHOM B [15].



[Ipeamnonoxxum, 4TO MOTPAHWYHBIE MAPIIPYTU3ATOPHl MCTOIB3YIOT KaKOW-
7100 TPOTOKOI cocTosiHus cBs3eit. [lpu mepemade manubix w3 AS1 B AS5 Obun
paccuntaH onTuManabHbIi MapmpyT AS1-AS2-AS4-ASS. Torma nepegava JaHHBIX
u3 AS2 B ASS5 Oyzaet ocymecTBiAThCs mo Mapmpyty AS2-AS4-ASS, Tak kak Bce
MapHIpyTU3aTOPbl OJMHAKOBO HMHTEPIPETUPYIOT METPUKH CBs3ed (Hampumep,
MPOIMYCKHYIO CIIOCOOHOCTh) M HCIIOJB3YIOT OJJHM M T€ XK€ MaTeMaTH4YeCKue
IPOLEAYPHI I BEIYUCICHUS MapuIpyToB. OJHAKO MOXKET OKa3aThcs Tak, yTo AS2
BBITOJIHEE TepeiaBaTh CBOM Tpaduk mo mapmpyTy AS1-AS3-ASS, tak kak y AS4
HEBBITOJHBIN Tapud 3a MpOMycK TpaH3UTHOrO Tpaduka. COOTBETCTBEHHO,
MIPOUCXOMNUT 3aIlMKIMBAHUE, TaK Kak Kaxmasd AS 1o CBOEMYy HHTEPIPETHPYET
MOHSTUE METPUKH.

Ecnm xe mcrmonp30BaTh B TaKOW K€ CHUTyaIldu JAWCTAHIIMOHHO-BEKTOPHBIN
MIPOTOKOJ, TO, HanpuMep, AS6 1is nepegaun AaHHbBIX B AS2 BbIOEpeT MapuipyT
AS6-AS5-AS4-AS2. OnHako MOXKET TaK CIyYUTbes, 4To AS4 1Mo KakuM-IH0o
MPUYMHAM HETEXHUYECKOTO XapaKTepa He IMpoIryckaeT depe3 ceds Tpapuk ASE.
Tak kak wuHpopmanuss 000 BCEM MapuIpyTe€ B JIUCTAHIIMOHHO-BEKTOPHBIX
poTOKONax He mepemaercs, AS2 OKaKeTcs HEeAOCTHKUMa, HECMOTpPSI Ha TO, YTO
cymectByeT MapmpyT AS6-ASS5-AS3-AS1-AS2.

N3 npanHOro mnpumepa ciemyeT, 4YTO JUIsl Tepelayd JaHHBIX MEXIY
ABTOHOMHBIMU CHCTEMaMH HEOOXOJAMMO HCIOJIb30BaTh KaKOU-IMO0 Jpyrou
noaxona. MmenHo TakoW moaxon W peanusyercs mnpotokoiom BGP, kortopsiid,
aHAJIOTUYHO JTUCTAHIIMOHHO-BEKTOPHBIM MPOTOKOJAM, MPEANOIaraeT pacChUIKY
(aHOHCHpPOBaHUE) MapUIpyTH3aTOpaMH CBOWM COCEIsM BEKTOpPOB, HO HE
paccrostHui, a myteit (Path Vector). B omiindrie oT BeKTOpa pacCTOSHUM, BEKTOP
nmyTel CONEP)KHUT HE TOJIBKO aJPEC CETH HA3HAYEHUS M PAaCCTOSHUE (METPHUKY) J0
Hee, HO U psi aTpuOyTOB, OMMCHIBAIOIINX JaHHBIA MapipyT. [Ipu sTom atpulyToB
JIOJDKHO OBITh JIOCTATOYHO HJIi TOTO, YTOOBI MapIIpyTHU3aTOp MOT BLIOpATh
HAaWIYYILINUN [IyTh C TOYKU 3PEHUS ITOJUTUKNA CBOEH aBTOHOMHOW CUCTEMBI.

Hanpumep, omnum wu3 atpulOytoB myTtu sBiserca atpudytr AS PATH,

colepKaluii B cebe CHHCOK HOMEPOB aBTOHOMHBIX CHCTEM, 4€pe3 KOTOpBIE



JTOCTIKAMA CEeTh HazHaueHus. J[aHHBIA aTpuOyT MOKET OBITh MCIOJIB30BaH IS
BBEIYHCIICHUSI METPUKM Mapuipyra — 4YWcla MPOMEXYTOUHBIX AS, mis
oOHapy>KeHUsI MapIIPYTHHIX METEIb — OJIHA U Ta e AS He JI0JKHA BCTpeyaThes B
MapmipyTe ABaXAbl, a TaKXe ISl OMNPEACICHUS MAapUIPYTHOW TOJUTUKH —
MapHipyT He JO0bKeH BkiItoyaTh HenpuemiieMble AS. Ilpu aHoHCHpoBaHUU
MapiipyTta Mapuipytuzarop BGP no6asnsier B atpudbyr AS PATH Homep cBoeit
ABTOHOMHOMW CHCTEMBI.

IIpotokon BGP wmoxeT ObITh Kak BHENIHUM, TaK W BHYTPEHHHUM.
Buytpennuii BGP (iBGP) HeoOxomum st oOMeHa MapmpyTHON HH(MOpMaIuen
Mexay Mapripytuzaropamu BGP BHyTpru aBTOHOMHO# cucTembl. Hampumep, nmpu
nepenaue gaHHbIXx U3 AS1 yepe3 AS2 (pucyHok 5.5) B mpenenax AS2 HAOMKHBI
B3aMMOJICHCTBOBATh JBa MapmpyTtu3aropa. Buemnuit BGP (eBGP) ucnonsiyercs
Uit oOMEHa MapiIpyTHON uHOOpMAIMEd MeXAy pa3IuYHbIMH aBTOHOMHBIMU
CUCTEMaMHU.

Baxno, yro npu ucnonszoBanuu IBGP mapmpyruzarop He mobasisier B
atpuOyT AS PATH HOMep cBoell aBTOHOMHOW CHCTEMBI, TaK KaK B MPOTUBHOM
ciiydae mocie no0aBlIeHUs] TaKOoTo XK€ HOMepa Ha «BbIxoAe» AS MOrpaHuYHBIM
MapHIpyTHU3aTOpOM OSTOT HOMEpP TMOABUTCS B aTpuOyTe HBaXIbI, 4TO OyIeT
pacIieHeHO KaKk 00pa3oBaHUE MapIIPyTHON TETIIH.

[TonoGHO HEKOTOPBIM PACCMOTPEHHBIM BBIIIE MPOTOKOJIAM BHYTPEHHETO
nuio3a, Mapuipyruzatopel BGP momkHBI ycTaHOBUTH MEXAy cO0O0# coceickue
oTHoMIeHUs. J[JI1 3TOro OHM MCTIONB3YIOT HaaexkHoe |CP-coenunenne, mopt 179.
[Ipy »TOM WMapmIpyTH3aTOPhl pPa3HBIX ABTOHOMHBIX CHCTEM JOJDKHBI OBITh
COEIIMHEHBI HEMOCPECTBEHHO, JIJII MAPIIPYTU3aTOPOB, OTHOCSIIMUXCSA K OJHOU AS,
TaKOTO0 OTPAaHWYEHUS HET, TaK KaK OHW MOTYT OOMEHHBATHCS HH(POpPMAIUCH C
WCITOJIb30BAaHUEM MTPOTOKOJIOB BHYTPEHHETO IITI03A.

JlaHHbIE, KOTOPHIMH OOMEHUBAIOTCS MEXIy COOOW cocelmd B paMKax
otkpeiToro TCP-coenunenus, Ha3biBatoTcsi BGP-coobmenusmu.

[IpoTokon mpemycMaTpuBaeT UCTIOIB30BAHUE CIICTYIOIINX COOOIIEHUH:

- coobmenue Open;



- cooomenue Keepalive;

- coobOmenue Update;

- coobwenne Notification.

CoobOmenne Open mockUIaeTcss MapHIPyTU3aTOPOM TOCTE YCTaHOBICHUS
TCP-coenunenusi. OtBerom Ha Open sBiasieTcs coobmienne Keepalive, ecnu
BTOpOM Mapuipytusarop corjaceH ctatb BGP-cocenom. B mpotuBHOM ciyuae
noceutaetrcs coobmenue Nnotification ¢ kogom, nosicHAONMM PUYKUHY O0TKAa3a, U
COEJIMHEHUE pa3phIBACTCS.

CooOmenne  Keepalive, mnomuMo  ommcaHHOW — Bbimie  (QYHKIUH
MOJNTBEPXKICHUSI ~ COTJIaCHS HAa  YCTAHOBJIEHHE  COCEICKHX  OTHOLICHHH,
UCIOJIB3YETCS sl IEPUOINYECKOTO KOHTPOJIS pab0TOCIIOCOOHOCTH COCEIa.

Coobmierne Update mnpenHasHaueHO JUII  aHOHCHUPOBAaHUSA  COCEAY
MapuipyToB. B mpouecce mHunmanuzanuu npotokoiga BGP mapuipytuzarop c
UCIoNIb30BaHueM coobuienus: Update mepenaer naHHbie 000 BCEX aHOHCUPYEMBIX
MapuipyTax, a BIOCIEACTBHM — TOJBKO OO0 HM3MEHEHMSX, TO €CTh JaHHbBIE 00
yJaJeHHBIX WU 100aBJIEHHBIX MapLIpyTax.

[Tocne ycTaHOBICHHS COCEICKUX OTHOILICHUN U mpreMa coobmenuii Update
mapmipytuzatop BGP npunumaer perenue o Tom, Kakoil myTh UCIOJIB30BATh K
ceTH Ha3HaueHUsA. K KOHKPETHOM CETH OINpPENEIsIeTCs TOIbKO OJUH IyTh, KOTOPBIN
¥ 3aHOCUTCS B TAOJUILy MapIIpyTHU3AIIHH.

[Ipouecc BbIOOpa HaWIYYIIEro MaplIpyTa SBISETCS HWTEPALUOHHBIM U
IpeIyCMaTPUBAET MOCIEeI0BATEILHOE CPAaBHEHNE 3HAYCHHI aTpHOyTOB, O KOTOPBIX
roBopuiioch panee. [Tomumo ynomsinytoro arpudyra AS PATH, BGP ucnons3yer
elle psig aTpuOyToB, KOTOPbIE 371€Ch MOAPOOHO paccMaTpuBath He Oyaem. Mcxons
U3 WX 3HAYCHHMH, a TaKXkKe MNPUHATON B JaHHONM AS MapuIpyTHON MOJUTHKH,
MapIIPyTU3aTOp BbIOUPACT HAWITYUIIUNA MapuIpyT.

Tax xak mapmpytuzatopsl BGP 00bIuHO CBSI3BIBAIOT JOCTATOYHO KPYIHbBIE
ABTOHOMHBIC CHCTEMBI, [IJII COKpAIlleHWS KOJIMYeCTBA 3amuceld B TabmuIle
MapmipyTu3anuu mmpoko ucnonb3dyercss CIDR — OeckimaccoBasi MexIoOMEHHas

MapupyTa3anus. J[aHHas TEXHOJIOTHsS IMO3BOJISIET arperupoBaTh MAapLIPYThI, TO



ecTb OOBEAMHATH HECKOJIBKO MapIIPYTOB C OJUHAKOBBIM MpeduxkcoM B oauH. s

arperupoOBAHHBIX MApUIPYTOB TAKKE MPUMEHSIOTCS CIIELIMAIbHBIE aTPUOYTHI.



6 KondurypupoBanue MapmpyTU3aTOpOB U KOMMYTAaTOPOB TPETHETO

YPOBHS

6.1 HacTpolika craTnueckoil MapipyTH3aluu

B oTnuune 0T KOMMYTaTOpPOB, MapIIPyTH3ATOPHI JJISi CBOETO MPAaBHIBLHOTO
(YHKIMOHMPOBAHUSL JOJDKHBI OBITH TMpaBWIbHO CKOH(purypuposanbsl. Kaxk
MUHUMYM, HEOOXO0AMMO HHTepdelicaM MapuipyTH3aTopa MPUCBOUTH ajpeca, Kak
3T0 Obuto mokazaHo B maparpadge S.1. Ecim aapeca Ha3HawaroTcs
aJIMUHUCTPATOPOM U KOH(QUTYPHUPYIOTCS aJAMHHHUCTPATOPOM BPYUYHYIO, TaKHe
azpeca Ha3bIBAIOTCS CTAaTUYECKMMHU. PaccMOTpUM cHadajga CTaTHYECKYIO
MapLIpyTU3ALHUIO.

PaccmoTpum npumep, npecTaBiIeHHbIN HA pUCYHKE 6.1.

192.168.1.0/24 10.0.0.0/8

fa 0/0 @
. ' fa 0/1

Pucynok 6.1 — IIpumep ucnonp30BaHusi MapIIpyTU3aTOpa

Ha pucyHKe MNpencTaBiCHbl [BE CETH, COCIUHEHHBIX MEXIy COoO0OM
MapuipyTu3atopom. s obecriedeHus: MPOIBIKEHHS TAKETOB MEXy MOJCETAMH
nopTaM MapIIpyTH3aTopa HEOOXOAMMO HAa3HAYMTh aJpeca B COOTBETCTBHH C
azpecaMu MOJACOEANHEHHBIX CETEH.

Jlns sroro nobaBuM B pabouyro obmacts Cisco Packet Tracer omun
mapmpytusarop (Hampumep, Cisco 2811). 3amaaum ero mutepdeiicam IP-ampeca
U3 JIMala3oHOB, INpHBEICHHBIX BhbImie cereid. HHrepdeiicy FastEthernet 0/0
npucsouM IP-anpec 192.168.1.1 ¢ mackoii 24, a untepdeiicy FastEthernet 0/1 IP-
aapec 10.10.10.1 ¢ wmackoit 8. Jlnsg 3TOro Ha MapuIpyTHU3aTOPE B PEXKHUME

KOH(bI/IprHpOBaHI/IH BBIIIOJIHUM CJICAYHOIINUE KOMAH/IbI:



Router(config)#interface fastEthernet 0/0
Router(config-if)#ip address 192.168.1.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#exit

Router(config)#interface fastEthernet 0/1
Router(config-if)#ip address 10.10.10.1 255.0.0.0
Router(config-if)#no shutdown

[TosicauMm 3Hauenue nanHHbiXx komann. Komanpa interface fastEthernet 0/0
CITy’KUT ISl TOTO, YTOOBI IepeTH K KOHpurypupoBanuto natepdetica fastEthernet
0/0 mapurpytuzaropa (B TOT MOMEHT KOTJila OHa BBIMIOJIHSETCS, yKa3aTeldb BBOJA
Router(config) mensiercs Ha Router(config-if), aTo cBuaeTensCTBYeT 0 TOM, YTO
OCYLIECTBJIEH TMEpPeXOoJl U3 pPEeKUMa  [O0AIbHOTO  KOHQUTIYPUPOBAHHUS
MapIIpyTU3aTopa B PEKUM KOH(OUTYPUPOBAaHUS BBIOpAHHOTO HHTEpdetica).
Komanga ip address 192.168.1.1 255.255.255.0 Ha3HayaeT yKka3aHHOMY BBIIIC
untepgeiicy IP-anpec 192.168.1.1 c¢ wmackoir 255.255.255.0. Komanga no
shutdown BxsrodaeT BeIOpaHHBIA HMHTepEHC (M0 YMOIYaHHIO BCE MHTEP(EHCHI
MapuIipyTu3aropa B OTJIHYME OT KOMMYTaTopa HAaXOIATCS B OTKIIOYCHHOM
COCTOSIHUH).

[Tocne Toro, kak OyAyT MPUMEHEHBI TaHHbIE KOMaH/Ibl, HEOOXOJUMO BBHIUTH
U3 peKuMa KOH(MUTYpallMd W BBINOJHUTH KOMaHAy Show ip route. JlanHas
KOMaH/Ja OTOOpa3uT  COJAEpPKUMOE  TaOJMLbl  MapUIpyTHU3allMU  JAHHOTO
MapIIpyTU3aTopa.

Tabnuua mapupyTu3aluMyd Ha JaHHBIA MOMEHT mycra (pucyHok 6.2). Ha
dKpaHe oOToOpaswiiach JIHMINb CHOpaBOYHas WHGOpPMAIUS O COKpAIICHUSX,
UCTIONB3YEMBIX JJIs 0003HAYCHHUS MapIIPYTOB.

Teneps MOAKIIOUMM K MapIIPyTU3aTOPy CETU C yKa3aHHBIMH HAa PUCYHKE
6.1 anmpecamusmu. J[nsg ympormieHwWs: paccCMOTPUM YaCcTHBIA CiIy4ail, Korja B
KQXJIOW U3 CETEl pacrioiaraeTcs 1o OJHOMY KomnbroTepy. CHavdana MmoAgKII0uYUM K
unrepdeiicy FastEthernet 0/0 xommbrorep ¢ IP ampecom 192.168.1.100/24, B

Ka4eCTBE OCHOBHOIO IUTI03a yKaxeM emy 192.168.1.1.



Physical | Config | CLI
[0S Command Line Interface
4

3 LINE-L5-CHANGED: Interface FastEthernet0/0, changed state o up
Bouter (config-if)fint fa 071
Bouter (config-if) #ip addr 10.10.10.1 25E5.0.0.0
Bouter (config-if) fno shut
3 LINE-L5-CHANGED: Interface FastEthernet0/l, changed state o up
Bouter (config-if) #°Z
$8¥2-E-CONFIG I: Configured from console by console
Bouterfshow ip route
Codes: C - connected, % - static, I - IGRP, B - RIP, M - mobile, E - EGF

I - EIGRP, EX - EIGRP external, 0 - O5PF, Ii - 0O%PF inter area

N1 - 0O8PF NESA external type 1, NZ - O05PF NSSA external type I

El - 0O5PF external type 1, EE - OBPF external type E, E - EGP

i - I5-I&, L1 - I5-I% lewel-1, LZ - I5-I% lewel-Z, ia - IS-I% inter area

* - candidate defaunlt, T - per-user static route, o - ODER

P - periodic dowmloaded static route
Gateway of last resort is not set
Bouterf W

[ Copy ] ’ Paszte

Pucynok 6.2 — Pe3ynbTat BeIOJHEHHS KOMaH 16l ShOW 1p route

B Cisco Packet Tracer sto Oyzaer BINISIETh TaK, KaK MOKa3aHO HAa PUCYHKE

6.3 (McTOMB3yeTCsE KPOCCUPOBAHHOE MTOAKITIOYCHHE).

5 J

¥ . A
PC-PT 2811 PC-FT
PO Routerd PC1

Pucynok 6.3 — CoenrHeHHEe KOMIBIOTEPA C MAPIIPYTU3ATOPOM



[Tocne sToro He OyaeM MOAKIIOYATH Cpa3y BTOPOH KOMIIBIOTED, a IepeiaeM
Ha MaplIpyTHU3aTOp M MOCMOTPHUM COJEPKUMOE €ro TaOIHIIbI MapIIpyTHU3AIHH,

PUCYHOK 6.3.

~* Router0

Physical | Config | CLI

I0S Command Line Interface

TIc, o T =2 TacIT rouce, o TLTE.

P - periodic dovmloaded static route

Gateway of last resort is not set

Bouter#

#LINEPROTO-E5-UPDOWH: Line protocol on Interface FastEthernet0/0, changed state t
o up

3IP-4-DUPADDE: Duplicate address 192 168.1.1 on FastEthernet0,s0, sourced by 0030
.FEBO.0OE&C

Bouterfshow ip route
Codes: C - connected, % - static, I - IGRP, B - RIP, M - mohile, B - EGP
I - EIGRP, EX - EIGRP external, 0 - 03PF, Ii - O5PF inter area
N1 - 0O8PF NESA external type 1, NZ - O05PF NSSA external type I
El - 0O5PF external type 1, EZ - 05PF external type 2, E - EGP
i - I®-I%, L1 - I&S-I&% lewel-1l, Lz - IS-IS lewel-Z, ia — IS-IS inter area
* - candidate defaunlt, T - per-user static route, o - ODER
P - periodic dowmloaded static route

Gateway of last resort is not set

C 132 168.1.0/24 i=s directly connected, FastEthernet0/0
Bouter# W

Copy H Paszte ]

Pucynox 6.3 — Tabnuma MmapuipyTu3aiiy mocie MoAKIIOYEHUSI K HEMY CETH

192.168.1.0

Kak ™moxHO 3ameruth, B Tabnuie mosBWwiIach uHMOpPMAIUS O
HOJIKJTFOYEHHON HEMOCPEJCTBEHHO K MAapIIPYyTH3aTOPY CETH, BBINJISIAIIAS Kak
"C 192.168.1.0/24 is directly connected, FastEthernet0/0". byksa C o6o3Hauaer,
YTO JaHHAs CETh MOJKJIIOYEHA HEMOCPEICTBEHHO K TAaHHOMY MapIIpyTH3aTOpy
(Connected), 192.168.1.0/24 — sto agpec nanHoi cetu, a FastEthernet0/0 — sro

uHTepdeiic, yepe3 KOTOPbI OHa TOCTYIHA.



Tenmepp mnonxmounMm B Packet Tracer k wmapmpyTtu3aTopy BTOpOWM
kommbioTep. Kommbtorepy 3amaamm IP agpec 10.10.10.100/8, B kauectBe
OCHOBHOTrO nutto3a ykaxem 10.10.10.1.

[Tocne 3TOrO0 CHOBA MPOCMOTPUM COJEPKUMOE TaOIUIIBI MAPIIPYTU3ALINHU, B
Hel TmosBUiIack WHQOpMamUs W O BTOPOW IMOJKIIOYEHHON ceTu. [IpoBepum
JIOCTYITHOCTh KOMIIBIOTEPOB OJIHOM CeTH W3 Jpyroil. [ns storo HeoObXoaumo
nepenTu B KOHCONb koMmmbroTepa ¢ aapecoM 10.10.10.100 u BBIIOTHUTH B HEM
komanay ping 192.168.1.100. Jlas TpacCHPOBKH CTATHYECKOI'O MapIIpyTa MOXHO

BBITIOJTHUTH KoMaHAy tracert, pucyHok 6.4.

pco L OX|

Physical Config Desktop Software/Services

Command Prompt
et Tracer PC Command Line 1.0
ing 10.10.10.100

Pinging 10.10.10.100 with 32 bytes

. timed out.
om 1l0.10.10
10.10.
10.10

.lo.1a.100

to 10.10.10.

63.1.1
J1o.1a0

Pucynok 6.4 — Pe3ynbTat TpaCCUPOBKU MapIipyTa

W3 pucyHka BHAHO, 4YTO TAKeT OT pabodeil CTaHIMU C aJapecoMm

192.168.1.100 noctynaet Ha uHTepdelc MapupyTuzaTopa ¢ aapecom 192.168.1.1,



IPOABUTAETCS BO BTOPYIO MOJICETh, U MPUHUMAETCS paboueil CTaHIUEH ¢ agpecom
10.10.10.100.

Taxum 00pa3om, eciiu UMEETCSI BCETO OJJUH MapLIpyTH3aTOpP, TO JOCTaTOYHO
BCEro JHIIb CKOHQUTYpPUpPOBaTh €ro HHTEpQeiichl, U OH OyAeT BBHINOIHATH
MapIIpyTU3aLHI0 MEXAY CETSIMH, NOAKIIOYEHHBIMUA K HeMY. CUTyanusl HECKOJIBKO
YCIIOKHSAETCSA, €CIM B CETU €CTh HECKOJBKO MapupyTusaTtopoB. Hampumep,

COCTaBHAas CETh UMEET BUJ, IPEJCTABICHHBIN Ha PUCYHKE 6.5.

192.168.1.0/24 192.168.2.0/24

192.168.100.0/30

fa 0/0

fa 1/0 fa 1/0

10.0.0.0/8

172.20.0.0/16

PucyHnok 6.5 — IIpumep coctaBHOM ceTn

OTnenpHO claeayeT OTMETUTh, UTO COSAUHEHHE MapUIpyTHU3aTOPOB «TOYKa-
TOYKa» TOXKE SIBJISICTCS IOJHONPABHOM CETHhIO CO CBOEU aapecauueu. Tak Kak B
ATOM CETH BCEro JiBa y3J1a, OHA HA3bIBAETCS BBIPOKIECHHOW M HCIONB3YET MAcCKY,
cocrosmryro u3 30-u equnui (255.255.255.252). HecnoxxHO 3aMETHUTB, UTO C TAKOM
MacCKOMW JJIs aipecalliy y3JI0B OCTAaeTCs TOJbKO 2 pa3psijia, 4To, C YYETOM 3arpera
Ha ajpeca, COCTOSIIME TOJIbKO W3 €IWHMI] WM TOJBKO W3 HyJeW, JaeT
BO3MOXKHOCTh C(QOPMHUPOBATH TOJIBKO JIBa ajJpeca.

Kak 0b110 yKa3aHO BbIIII€, MOCIE HEMOCPEACTBEHHOTO MOAKIIOYEHHS ceTel

K MapHIpyTH3aTOpy U HazHaueHus ero unrepdericam IP-agpecos, B ero Tabnmiie



nosiBisieTcs uHGopMaIus O MapuIpyTax K 3TUM ceTsMm. Tak mapupyTtuzatop R1
Oymer wuMeTh B cBoed Tabmmme wHpopmamuio o cersx 192.168.1.0/24,
172.20.0.0/16 u 192.168.100.0/30, crmemoBarenbHO, Iepeaya IMaKETOB MEXKTY
THUMH CETSIMU BO3MOXKHA. AHAJOTHYHO OOCTOSAT Jena ¢ MapipyTtusatopom R2 (y
Hero ecth mH(poOpMarus o cetsax 192.168.2.0/24, 10.0.0.0/8 u 192.168.100.0/30).
OueBuaHO, YTO B 3TOM ciiydae KommbioTepsl cetu 10.0.0.0/8 He OyayT JOCTYIHBI
u3 cetu 192.168.1.0/24.

CmonenupyeM nannyto cutyanuio B Cisco Packet Tracer. Jlns nHauana

cobepeM cxemy, MoKa3aHHYIO Ha pUCYHKe 6.6.
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PucyHok 6.6 — CxeMa cocTaBHOI ceTn

Ha nannoii cxeme xommbiotep PCO umeer IP aapec — 192.168.1.100/24,
PC1 — 172.20.20.100/16, PC2 - 192.168.2.100/24, PC3 - 10.10.10.100/8.
Nutepdeiickl MapiipyTuzaTopa, K KOTOPHIM MOAKIIOUEHBl KOMIBIOTEPHI, UMEIOT
TaKHUe ke aipeca, Kak U CaMu KOMIbIOTEPHI, TOJbKO B YETBEPTOM OKTETE CTOMT 1.
Hanpumep, unrepdeiic, k koropomy nozaxmoueH 1K ¢ aapecom 192.168.1.100/24,
umeeT IP-aapec 192.168.1.1/24. B xadecTBe HUTI03a 1O YMOJYAHHIO Y KaXJI0TO
KOMITbIOTEPA YKa3aH MHTEpQEc MapmpyTu3aTopa, K KOTOPOMY OH IOJKIIFOUEH.
[Tocne nHactpoiike nHTEpHEHCOB MAPIIPYTHU3ATOPOB, HEOOXOAMMO COXPAHUTHh HX
KOHQUTYpallMK, BBIMOJHMB KOMaHAy Write memory, BBINOIHACMYIO U3
MPUBUJIETUPOBAHHOTO peknma. J[amee coeTMHIM MapIIpyTU3aTOPhI MEXTY COOOM.
YtoOb1 3TO caenaTh, motpedyeTrcs J00aBUTh K MapUIPyTU3aTOPy HMHTEpPeicHyIo
wiaty. B nanHom ciydae no6asum k Mapmpytuzaropy miaty NM-1FE-TX (NM —

Network module, 1FE — coaepxut oaun mopt Fast Ethernet, TX — mognepxuBaer



10/100MBase-TX). YrtoOel 3TO cHemath, HEOOXOAUMO TEPEHTH K OKHY
KOH(QUTYpali MapuIpyTH3aTOPa, BEIKIIOYUTH €T0, IMISTKHYB 110 KHOMKE MUTaHNUA,
MOCJIE Yero «IEepeTSHYTh» HEe0OXOAUMYI0 HHTEp(EHCHYI0 IIaTy B pa3zbeM
MapuipyTH3aTopa.

[Tocne Toro, kak kapra q00aBlieHa, HYKHO €IIe pa3 MEIKHYTh M0 TyMOIepy
MapuIpyTHU3aTopa, YTOOBI BKIIOUUTH €r0. B ero unrepdeiicax nomkeH 100aBUThCA
eme omauH — FastEthernetl/0. [MoBTopuM aHaNOTHMYHBIC JEHCTBUS CO BTOPBIM
MapIIpyTu3atopomM, 3agaauMm untepdericy FastEthernetl/0 mapmpyruzatopa R1
IP-anpec 192.168.100.1 ¢ mackoi 255.255.255.252, a mapmpytuzatopy R2 —
192.168.100.2 c anamornuHod Mackoi. Ilocie 3Toro coenvHuM HHTEpPPENCH
FastEthernetl/0 >Tux mMapiipyTH3aTOPOB MKy COOOM.

[IpoBepuM TOCTYIHOCTH KOMIBIOTEPOB OJHOW CEeTH M3 npyrux. Eciam Bce
CZI€JIaHO BEPHO, TO KapTHUHA JOCTYIHOCTH JIOJKHA ObITh cienyromas. Jlomyctum, ¢
koMmribtoTepa ¢ IP-angpecom 172.20.20.100 moctymaer 3x0-3ampoc Ha UHTEpPeiic ¢
IP-anpecom 192.168.100.2, mapmpytuzaropa R2. 9x0-0TBET moyrydeH He OyzeT.

PazOepem mpuumHy 53TOro. 3ampoc TOCTyHnaeT Ha  UHTepdeiic
mapuipytuzatopa R1 ¢ agpecom 172.20.20.1, mapurpyTu3zaTop HampaBJseT €ro Ha
nopt mapuipytuzatopa R2 ¢ agpecom 192.168.100.2. To ecTh 3ampoc ITOCTHTAET
NyHKTa HazHaueHus. OqHako MapupyTu3aTtop R2 oTnpaBUTh OTBET HE MOXKET, TaK
KaK B €ro Ta0JmIle OTCYTCTBYIOT cBeneHus o cetu 172.20.20.0/16.

B Hameli mpocreifiield ceTd caMbIM TIPOCTBIM CHOCOOOM HACTPOUTH
MapHIpyTH3alUI0 SBIsSETCS N00aBlIeHHE MaplpyTa mo ymondanuto. g Toro,
yTOOBI 3TO cHeiaTh, HYKHO BBINOJHUTH Ha Mapupytuzatope R1 B pexume
KOH(UTYPUPOBAHUS CIEAYIONIYI0 KOMaHAY:

ip route 0.0.0.0 0.0.0.0 192.168.100.2
Ha mapmpytuzarope R2:
ip route 0.0.0.0 0.0.0.0 192.168.100.1

B crnenyrommx koManmax mnepsbie 4 mudpsl o0o3HavaroT IP-aapec cetu

Ha3HaueHus, cienyromne 4 mudpsl 0003Ha4Ya0T €€ MacKy, a nociaeanne 4 mudpsl

— oro IP-agpec unTepdeiica crienyromero Mapiipytuzaropa (next hop), na



KOTOPBI HEOOXOIUMO TepeaaTh MaKeThl, YTOOBI MOMAacTh B JaHHYIO ceTh. Ecnm
MbI yka3biBaeM B kauectBe aapeca cetu 0.0.0.0 ¢ mackoit 0.0.0.0, To naHHBIH
MapHipyT CTAaHOBUTCS MapUIPyTOM [0 YMOJYaHUIO, M BCE IMAKEThl, ajpeca
HA3HAYCHUS KOTOPBIX TPSAMO HE yKa3aHbl B TaONWIle MapumipyTh3aiuu, OymayT
OTIIPABJICHBI HA aJIpEC, YKa3aHHBIN B HEM.

[TocMOTpUM, Kak 3TO BBITVISIAUT HAa KOHKPETHOM mpumepe. JlomycTum, Mbl
XOTUM IIOCJIaTh 3alpoc C HCIOJb30BaHUEM YTHIUTHI PING C KOMIBIOTEpA C
aapecom 192.168.1.100 na xommneiotrep ¢ IP-aapecom 10.10.10.100. B kadecTBe
U032 MO0 YMOJIYaHWIO Ha KommbloTepe ¢ aapecom 192.168.1.100 ycraHoBiieH
aapec unrepdeiica mapmpyrtuzatopa 192.168.1.1. ChHauana xommbioTep OyaeT
UCKAaTh B CBOW Tabivile MapuipyTu3anuud HemocpenactBenHo aapec 10.10.10.100,
MIOCJIE TOTO KaK OH €ro He HaiJeT, OH HAaYHET MCKaTh B TAOJUIIE MapIIPyTH3AIIH
mapuipyT k cetd 10.0.0.0/8. Tlocne Toro, kak JaHHBIA MapIIPYT TaK ke HE Oyner
obOHapykeH, |CMP-makeTsl OyyT OTIpaBIEHBI HA apec M0 YMOTYAHHIO, TO €CTh
Ha wuHTepdelic MapmpyTuzaropa c azapecom 192.168.1.1. IloayuuB maker,
MapHipyTu3aTop npocMoTpuT aapec ero HazHadeHuss — 10.10.10.100, u Taxxke
MONBITAETCS OOHAPYXKUThH €Tr0 B CBOM Tabiuie mapuipyTtusamnuu. Korga aTot aapec
oOHapy>keH He OyAeT, MapuipyTu3aTop MONpoOyeT HaWTH B CBOW TaOmiHIle
mapmipyT kK cetu 10.0.0.0/8. Korma oH He 0oOHapyX uT U ero, maker Oyner
OTIIPaBJICH, UCIIONB3YS MapuIpyT mo ymomdanuto. CoorBerctBeHHo, |CMP-maker
Oynmer mepenan Ha uHTepdeic ¢ agpecom 192.168.100.2 mapmpyTtuzaropa R2.
DTOT MapHIpyTU3aTOp MOMPOOyeT OOHAPY>KUTHh B CBOM TaOJHUIIe MapIIpyTHU3alUU
Mapuipyt k azapecy 10.10.10.100. Korma »ToT ampec oOHapykeH He OyIerT,
Mmapmpytuzatop R2 Oyaer uckare mapuipyTt k cetu 10.0.0.0/8. Uudopmarus o
JTAHHOM CeTH COAEPKUTCA B TaOJIMUIE MapIIPYTU3AIUHU, U MAPLIPYTU3ATOP «3HAETY,
YTO JIJIS TOTO, YTOOBI MOTMACTh B JAHHYIO CE€Th, HEOOXOUMO OTIPABUTH MAKETHl HA
untepdeiic FastEthernet0/1, HemocpencTBeHHO K KOTOPOMY TOJKIIOYECHA JAaHHAsS
ceTh. Tak kak B HameM npumepe Bes ceth 10.0.0.0/8 npeacrasisieT U3 cedst BCero
OJIMH KOMIBIOTEpP, TO TMAKEThI Cpa3y Ke IMOMajaloT B MECTO Ha3HAUCHUS —

koMmmbtoTep ¢ IP-agpecom 10.10.10.100. IIpu otceinke orBetHbix |CMP-nakeTos,



BCE TIPOMCXOIUT AaHATIOTHYHBIM 00pa30M, TOJIBKO aIpeCOM Ha3HAYCHHUS yKe OyIeT
sBiaThes 192.168.1.100/24.

OdeBuIHO, JaJe€KO HE BCErla MOXHO OOONTHUCH YKa3aHUEM TOJBKO
MapHipyTOB 0 YMOJTYaHUIO. B 0GoJiee CIOKHBIX CETEBBIX KOHPUTYpAITUIX MOMKET
noTpeOOBaThCS MPOIMUCHIBATh MAPHIPYT U1 KaXXJOW W3 CEeTei B OTACIbHOCTH.
PaccMmoTpum mpouienypy KOHGUTYPUPOBAHHS TaKMX CTATHUECKUX MAapIIpyTOB.
Jlisg sToro cHayana ynaauM M3 TaOMUIbl MapUIpyTHU3allid BCE CTaTHYECKU
n00aBJICHHbIE MAPIIPYThI, UCIIOJIb3Ys KOMaHIy

NO ip route xxxx(aapec cetn) yyyy(Macka) zzzz(aapec uatepdeiica)

B xoHeuHOM uTOre TabJIUIIBI MapUIPyTU3ALUKN JOJDKHBI COJEPKATh TOJIBKO
UH(OPMAITUIO O HEMOCPEACTBEHHO MOJKIIOUEHHBIX K HUM CETSX.

Tenepp HE0OX0aUMO J00aBUTh K KaXKIOMY M3 MapHIpyTHU3aTOPOB
MapHIpyThl K JABYM CETSM, KOTOPbIE €My HEM3BECTHHI (K CETSM, MOJKIIOUEHHBIM K
cocenHeMy Mapiipytuzatopy). Ha mapmpyrtuzarope R1 BeimosHuM:

Ip route 192.168.2.0 255.255.255.0 192.168.100.2
ip route 10.0.0.0 255.0.0.0 192.168.100.2
Ha mapmpytuzarope R2 BoimoaHmM:
ip route 192.168.1.0 255.255.255.0 192.168.100.1
ip route 172.20.0.0 255.255.0.0 192.168.100.1
Ecnu Bce chenaHo BEpHO, CBSI3BHOCTh BCeX ceTel Oyaer oOecnedyeHa, 4To

HETPYIHO IPOBEPUTH M MCIIOIB30BAHNEM YTHIIUT PiNg u traceroute.

6.2 Hactpoiika tTHHAMUYECKOW MapIIpyTU3aLUU

B ciyuae, ecnu ceTb JOCTATOYHO KpYIHAsi, OAHUX CTATUUYECKUX MAPIIPYTOB
Oyner SIBHO  HEIOCTATOYHO, HEOOXOJUMO  HACTPOUTH  JIMHAMUYECKYIO
MapHIpyTH3anuo0. B 3ToM citydae MapuipyTu3aTopbl CMOTYT OOMEHUBATHCS MEXKIY
co0o0# MapiIpyTHO HHPOpPMAaIIEel U TAKUM 00pa30M CaMOCTOSITEIIBHO 3aIOJIHSTh
CBOM TaOJIUIBI MaPIIPyTHU3AIUH.

Hactpoiika nnHaMu4ecKOr MaplpyTH3aluy 3aBUCUT OT TOTO IIPOTOKOJA, B

COOTBETCTBUM C KOTOpPHIM OyAyT paboraTth MapuipyTuszatopbl. Paccmorpum



CHayaja KOH(UrypupoBaHHE HambOJee MPOCTOTO MPOTOKOJA MAapUIPYyTH3AIUU —
RIP, paccmorpennoro B naparpade 5.3.

Koudurypuposanue nporokona RIP cocrouT u3 Tpex OCHOBHBIX 3TaroB
[14]:

- paspenieHue MapupyTu3aTopy UCHOIHATH TpoTokon RIP;

- BBIOOp Bepcuu npoTtokosna RIP;

- 33JIaHME CETEBBIX a/IPECOB M UHTEP(HENHCOB, KOTOPHIE JOJIKHBI BKIIOUATHCS
B MaKeThl OOHOBJICHUS JAHHBIX MapIIPyTU3ALIUH.

[lepBbIii 3Tanm peanu3yeTcss IyTEM BBINOJHEHHWS HAa MapLIpyTU3aTOpe
KOMaH bl

router rip

Boeibop Bepcum mnpoTokosia (3Tam 2) peamu3yeTcss NyTeM BBINOJTHEHUS
CyOKOMaH/IbI

version

HamomHuM, uTo cymiecTByroT aBe Bepcuu mnpotokonia RIP. Bepcus 1
OCHOBaHa Ha KJIACCOBOM ajpecaliu, BepcHsl 2 crocoOHa HCIOIb30BaTh MACKH
nepeMeHHou nuHbl B IP-anpecanuu.

Haxkowner, 1uist peayiu3aliiy TPEThETo 3Tara UCIOJIb3YeTCsl CyOKOMaHaa

network

JlaHHas KOMaH/a T0JKHA UCTIOJB30BaThCs ISl MACHTU(PUKALIMHA TOJIBKO TEX
CETEBBIX aZpecoB, KOTOpbIE HENOCPEICTBEHHO MOAKITIOYEHBI K
KOH(UTypUpyeMOMY MAapLIPYTU3aTOPy M NpPeJHA3HAYEHbl ISl BKIIOYEHHUS B
MaKeTbl OOHOBJICHHSI MapIIpyTHOW HHpopmaruu. B makersl oOHOBIEHUs OyAyT
BKJIFOYAIOTCS  TOJILKO  Te€  uHTepdeicel, Kotopele wumeror  IP-agpeca,
NpUHAISKANINE WICHTUPUKAIIMOHHON cetn [14].

[MpuBenem mnpumep, B3sAThIH w3 [5]. [omyctum, dYro uMeercs
MapIIpyTU3aTOp, Y KOTOPOTO UHTEPPEHCH UMEIOT CIIEAYIONINE aJpeca:

131.108.4.5/16

131.108.6.9/16

172.16.3.6/16



HcnonHenne koMaH bl

network 131.108.0.0
OpUBEAET K TOMY, 4YTO OOBSBICHHUS C MapUIpyTHOM wuHpopMauuen OyayT
MOCBUIATHCSL TOJBKO C JaHHbIMM O mojcersx cetd 131.108.0.0 u Tompko B
uHtepdeiicel, kotopeie aapecyrorcs B cetu 131.108.0.0. YtoObl BKIIOYUTH B
nakeTbl OOHOBJIEHUST MapuIpyTHOW uHbopmanuu uHTepdeiic, HaxoAsmuiics B
aapecHom npoctpanctse 172.16.0.0, He0OX0IUMO BBINOIHUTH KOMaHy

network 172.16.3.6

CobGepem B Cisco Packet Tracer cerp, cocrosiyr0o H3 JBYX
MapIIpyTHU3aTOPOB, AaHAJIOTUYHYIO TOM, KOTOPYIO MBI PACCMOTPENH B TIPEABIAYIIIEM
naparpade (pucyHok 6.5). HazHauum wunTepdeiicam MapiipyTU3aTOpOB T Ke
CETEeBbIC aJipeca, KOTOPhIE Mbl UCTIOIB30BAIM B MIPEAbIAYIIEM Maparpade.

[TpousBsenem koHpurypupoBanue mapiuipyrtusaropa Router0, pucyHnok 6.7.

~* RouterQ

Physical | Config | CLI

105 Command Line Interface

=y

(3LINEPROTO-5-UPDOWH: Line protocol on Interface FastEthernet0/l, changed state t©
o up

(3LINEPROTO-5-UPDOWH: Line protocol on Interface FastEthernetl/0, changed state t©
o up

Bouterffrouter rip

o

[

¥ Invalid input detected =& marker.
Bouterfcont
Confimring from terminal, memory, or network [terminall]?
Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config) frouter rip
Bouter (config-router) fversion 2
Bouter (config-router) fnetwork 19Z.162.1.0
RBouter (config-router) fnetwork 17z 2Z0.0.0
Bouter (config-router) fnetwork 19Z.162_100.0
Bouter (config-router) #2
RBouterf
(3YE-5-CONFIG I: Configured from console by console
v

Copy ]’ Paste




Pucynok 6.7 — KondurypupoBanue mapiipyTusaTopa

AHanoruyHoO Mpou3BeneM KOoH(UTrypupoBaHuEe MapiipyTtuzatopa Routerl,

PUCYHOK 6.8.

“ Router1
Physical | Config | CLI |
[0S Command Line Interface
Fat
Bouter=en
Bouterfoont
Configuring from terminal, memory, or network [terminal]?
Enter configqaration commands, one per line. Ennd with CHNTL/EZ.
RBouter (config) frouter rip
Bouter (config-router ) fversion £
RBouter (config-router ) fnetwork 13EZ_162_Z.0
Router (config-router ) fnetwork 10.0.0.0
RBouter (config-router ) fnetwork 19Z.162_100.0
Bouter (config-router ) "2
(3T3-L5-CONFIG I: Configured from console by console
Bouterf =
Bouterf w
’ Copy ” Paszte ]

Pucynox 6.8 — KondurypupoBanue mapuipyruzatopa Routerl

[TocmoTpuM Tabnuily MapuipyTu3anuu MapuipyTtuszaropa RouterO, pucynox

6.9.



Physical | Config | CLI

105 Command Line Interface
[FOUC L I LI LU B L T FIEC DL, T . oo 0.
Bouter (config-router) fnetwork 19Z.168_.100.0
Bouter (config-router) #2
Bouter#
(3YE-5-CONFIG I: Configured from console by console

RBouterfshow ip route
Code=s: C - comnhected, % - static, I - IGRP, B - RIPF, M - mobile, B - EGP
I - EIGRP, EX - EIGRP external, 0 - O5PF, IiA - OSPF inter area
N1 - O05PF NESSA external type 1, NZ - 0O5PF ME25L external type £
El - 08PF external type 1, EZ - 08PF external type 2, E - EGP
i - IS-I&, L1 - I&®-I% lewel-1l, LZ - IZ-I& level-Z, ia - IS-IS inter area
* — candidate default, U - per-user static route, o - ODER
P - periodic dowmloaded static route

Gateway of last resort is not set

lo.0.0.0/8 [120/1] wia 19E.168_100.EZ, 00:00:12, FastEthernetl/s0O

17E.20.0.0/16 is directly connected, FastEthernet0/1

192.168.1.0/24 is directly comnected, FastEthernet0/0

12168 E.0/24 [1lE0/1] wia 192_168.100_.Z, 00:00:1%, FastEthernetl/ /0
192.168.100.0/30 i=s subnetted, 1 subnets

C 122 . 168.100.0 is directly connected, FastEthernetl/ 0

RBouterf b

= oo a -

’ Copy ]’ Paste

Pucynox 6.9 — Tabnuna mapuipytuszaiuu RouterQO

U3 pucyHka BUJHO, YTO B TaOJIUIIE MOSBUIIUCH JIBE 3aMIUCH, TOMEUEHHbIE KaK
R (4To O3HayaeT MPOTOKON AUHAMUYeckod Maprupytusaiuu RIP). U3 tabmuiipt
cinenyet, yto B ceth 10.0.0.0 MapuipyT mpoXOoAMT Yepe3 MOPT MapUIPyTHU3ATOpA
Routerl 192.168.100.2 yepe3 coocTBeHHbIN BhixoqHOM nopT fast Ethernet 1/0.

Takum 00pa3zom, MapUIPyTU3ALMS B COCTABHOM CETH HACTPOECHA.

[Iporokon RIP mmeer psig HeZOCTAaTKOB, KOTOpbIE OoJiee MOAPOOHO ObLIN
paccmoTpenbl B maparpade 5.3. CoBpeMeHHbIE MapIIpyTH3aTOPhI, KaK MPABUIIO,
MOTYT pE€ajn30BbIBaTh HECKOJIbKO MpOTOK0JIOB Mapuipytuzaiuu — OSPF, BGP,
IGRP, EIGRP, u T.1. Paccmorpum koHdurypupoBanue mnpotokona EIGRP Ha

puUMeEpe CeTU, N300pakeHHOM Ha pucyHke 6.10.



192.168.0.0/24 192.168.1.0/24

192.168.2.0/24

156.92.15.16/30

192.168.3.0/24
192.168.4.0/24

Pucynoxk 6.10 — IIpumep cocraBHOM ceTn

W3 pucyHka BWIHO, YTO MapIIPyTH3AaTOPHl CBS3aHBI JIPYr C APYTOM C
WCITOJIb30BAaHUEM BBIPOKICHHOH MOJICETH «TOYKA-TOUKA», KPOME TOTO, K KaXKIOMY
U3 HHUX MOJKIIOYeHa cBOs mojceTb. Hampumep, mapuipytuzatop R1 cBsizan ¢
noacerpio  192.168.1.0/24 ¢ wucnonp3oBanueM wuHTEp(deiica ¢ agpecoM
192.168.1.1/24. C mapmpyTtuzaropom RO oH cBsi3aH yepe3 BEIPOKICHHYIO TTOCETh
156.92.15.4/30 ¢ ucnonb3oBanuem uHTEepdetica ¢ aapecom 156.92.15.6/30, a ¢
Mapupytuzatopom R2 — dyepe3 BBIpOXIEHHYIO ToaceTh 156.92.15.8/30 c¢
HCIIOJIb30BaHeM HHTepdetica ¢ aapecom 156.92.15.6/30.

Jlns BkimroueHus: Ha Mapuipytuszarope mportokoiia EIGRP wucmons3yercs
KOMaH/1a

Router eigrp <AS>

3nece AS — HOMEp AaBTOHOMHOM CHCTEMbI, KOTOPBIM JOKEH OBITh
OJIMHAKOBBIM Ha BCEX MAapIIPyTU3aTOpPaX, OOMEHUBAIOIIMXCA COOOIICHUSIMHU
npotokosia EIGRP.

Jlanee  HEOOXOOMMO  yKazaTh, O KaKMX TOJKIIOYCHHBIX  CETAX
MapHIpyTU3aTopy HE0OX0AMMO pacchuiaTh WHMOpMaiuioo. OCyIIeCTBISIETCS 3TO

KOMaHJ101



network <aapec ceTu> <cmemuajbHas MacKa>

[Tox cnenmansHOM Macko (opur. — wildcardmask) mormmaercs
4eThIpex0aTOBOE JBOMYHOE YKCIIO, YKAa3bIBAIOIIEE C MCIOJIb30BAHUEM CBOMX
HYJIEBBIX pa3psioB, KaKkas 4acTh Pa3psioB ajJpeca CEeTH JOJKHA ObITh 00padoTaHa.
HanpuMmep, ecnu B BbllIEYKa3aHHOW KomaHJe wuMmeeTrcs cetb 192.168.1.0 u
ucroap3yercss cnenupanbHas Macka 0.0.255.255, To wmHbopmanus Oyner
pacchuiaThes 000 BCEX CETAX, aipec KOTOPhIX HaunHaeTcs ¢ 192.168.

Kondurypupoanne mnporokona EIGRP wa wmapmpyruzarope RO

WTIOCTPUPYETCS] pUCYHKOM 6.11.

¥ Routerd oo S

| Physical | Config | CLI | Attributes

105 Command Line Interface

Press RETUEN to get started. ~

SLINEPROTO-5-UPDOWN: Line protococl on Interface
GigabitEthernet0/0, changed state to up

Routerren

Routergcont
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.

Bouter {(config) #router eigrp 100

FEouter (config-router) #network 132 _.1€8.0.0

RBouter (config-router) network 15&6.52_15.0 0.0.0.255
Bouter (config-router) §

m

Pucynok 6.11 — Koudurypuposanue mapmpyrtuzaropa RO

AHanOTHYHBIM 00pa30M KOH(DHUTYPHUPYIOTCS OCTAJIbHBIE MapIIpyTU3aTOPHI
CETHU, MOKa3aHHOW Ha pUCyHKe 6.10.
Bun tabmuibl cocencTBa mapmipytu3aTopa R3 mpencTaBieH Ha pUCYHKE

6.12 (ucnonp3yercst komanaa show ip eigrp neighbor).
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? Fouter3 = | S -

| Physical | Config | CLI | Attributes

105 Command Line Interface

[FOUCELF oo i
Configuring from terminal, memory, or network [terminzal]?
Enter configuration commands, one per line. End with CHTL/Z.

RBouter (config) #router eigrp 100

Houter (config-router) fnetwork 152 _183.3.0

Router (config-router) gnetwork 156.32.15.0 0.0.0.255

RBouter (config-router)

DUAL-5-NBRCHAZNGE: IP-EIGEFP 100: Neighbor 156.9Z.15.13 (GigabitEthernetl/ 1) is up:
new adjacency

DUAL-5-NBRCHAZNGE: IP-EIGEFP 100: Neighbor 156.9Z2_.15_.18 (GigabitEthernetl/0) is up:
new adjacency

Router (config-router) §~Z
Bouterg
%5Y5-5-CONFIE I: Configured from conscle by conscle

Boutergsh ip eigrp neighbor
IF-EIGRPF neighbors for process 100

H 2ddress Interface Hold Uptime SEIT BRTO Q Seq
{zec) {ms) Cnt HNum
a 156.92.15.13 Giglds1 11 00:05:50 40 1000 0 13
1 15&6.92_15_18 Gigds0 13 00:08:2Z8 40 1000 0 18 =
Bouterd -

Pucynox 6.12 — Tabnuiia coceacTBa Mapuipytuzatopa R3

B otBer Ha maker Hello mapmpytuzarop ortmpasmser maker Update mo
WHIMBUIYAIBHOMY aJIpecy MaplIpyTH3aTropa, OT KOTOPOTo OBbLI MPHUHSAT MaKeT
Hello (mpu sToMm B makere Update comepkutcst mOATBEPIKICHHUE MOTYyYCHHS MTaKeTa
Hello, uto camxaet He0OX0IMMBIN 00BEM NTAKETOB OATBEpkAeHUIH ACK).

Takum oOpazoMm, B pesyinbTaTe Takoro oomena mapmipyrtuszaropsl EIGRP
3allOJIHAIOT CBOM TaOmuIl coceAacTBa. Ilocime yCTaHOBIEHHUS COCEACKHX
OTHOIIICHHH MapIIpyTH3aTOPhl OOMEHUBAIOTCS MEXIy COOOM CBOMMH TaOJMIIaMU
Tornoyioruy. Tabauia TOMmoJIOruy TOTro ke MapiipyTuzatopa R3 mpeacraBiena Ha

pucynke 6.13 (ucnonp3yercs komanaa show ip eigrp topology).
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Boutergsh ip eigrp topology
IP-EIGRP Topology Table for A5 100/ID(1%2_168.3.1)

Codes: P - Passive, & - RZctive, U - Update, { - fuery, B - Reply,
r — Beply status

P 158.592.15.4/30, 1 successors, FD is 3328

wia 15€.%92.15.13 (3328/3072), GigakitEthernetO/1l
B 156.3%2.15.8/30, 1 successors, FD is 3072

via 156.9Z_.15_.13 (307Z72B1%), GigabitEthernetl/1
P 158.32.15.12/30, 1 successors, FD is 281&

wia Connected, GigaebitEthernet0s,1
B 156_932_.15_.16/30, 1 successors, FD is ZB1e

wia Connected, GigabitEthernetl/s0
P 156.92.15.24/30, 1 successors, FD is 3072

via 156.9%Z.15.18 (307Z/2B1%), GigabitEthernetd/0
B 15%2.152.0.0/24, 1 successocrs, FD is 5832

wia 156.52.15.18 (5632/537¢), GigabitEthernet0/0
B 152 .1e8.1.0/24, 1 successors, FD is 5832

wia 15€.92.15.13 (563Z/537¢), GigakitEthernet0/l
P 15%2.1g8.2.0/24, 1 successcrs, FD is 537¢

wia 156.%2.15.13 (5376/5120), GigabitEthernetO/1
B 152 1e2.3.0/24, 1 successors, FD is 5120

wia Connected, GigabitEthernetl/s2
Routerf 7

m

Pucynok 6.13 — Ta6nuiia Tonosjoruu Mapiipytuzaropa Cisco

Paccmotpum emie pa3 coctaB TaOJNMIBI TOIMOJIOTHH, TENEph YXKEe Ha
KOHKPETHOM TIpHMeEpe.

B mepBoil konmoHke TaOIMIBI TpencTaBiieH craryc mapiipyra. CumBon P
(Passive) 0003HaYaeT MaCCUBHBIN, TO €CTh FOTOBBIA K MCIIOJIB30BAHHIO MapIIPYT.
CumBon A (Active) o0o3HauaeT aKTUBHBIA MapHIPYT, TO €CTh MAapIIpyT, IO
KOTOpOMY He 3akoHueH pacueT no anroputMy DUAL. Kak cnenyer u3 pucyHka
3.15, Bce MapuIpyThl B JAHHOM IPUMEPE MACCUBHBIE.

[Tocne yka3zaHWsI COCTOSIHHSI MapIIpyTa YKa3bIBaIOTCS IMOACETh HA3HAUCHHUS
U YUCJIO TPEeMHHUKOB (Successors). Ilomx mpeeMHHKOM MOHUMAETCS TEPBUYHBIN
MapIIpyT, KOTOPBIN MTOCIIC BRIYUCIICHUS TIEPEIaeTCs B TAOIHUITY MapIIPyTH3AIIHH.

FD (Feasible Distance) o603HauaeT BBITOJIHUMOE PACCTOSHUE (METPHUKY) 10
CeTM Ha3HAYCHUS 1O JaHHOMY MapuipyTy. BBINOJIHUMBIM PACCTOSHUEM
Ha3bIBACTCS TOJHAS METPUKA MapIIpyTa, KOTOpas BBIYHUCIACTCS KakK CyMMa
3asiBJICHHOTO PACCTOSIHUSL (TO €CTh TOJYYEHHOTO OT COCela) U PACCTOSHHS [0

cocena.



[Tocne via yka3piBaeTcsi HMCTOYHHMK MapmpyTa. Hampumep, 3ammchk Via
Connected o3Havaer, YTO MOJCETHh IMOJAKIIOYCHA HEMOCPEICTBEHHO K JIaHHOMY
MapiipyTuzaropy. 3amuchk Via 156.92.15.13 (3328/3072) o3nadaeT, 4TO MapuipyT
ObUT aHOHCHUPOBAH MapUIPYTH3aTOPOM C aJpecoM BBIXOAHOTO HHTEpdeiica
156.92.15.13 ¢ 3asgBICHHBIM CcOCTOsTHUEM 3328, BBHITIOJTHUMOE PACCTOSHUE
cocrasisier 3072.

Hakonern, mocienHss 3amuch O3HA4YaeT BBIXOJHOW MHTEpQEiic JTaHHOTO
MapuipyTH3aTopa.

Kpome mousitusi mpeemHuka, B mpotokosne EIGRP cymectByer mnonstue
BEPOATHOTO MPEEMHHUKA — PE3EpPBHOTO MapuIpyTa, KOTOPBIA 3aJ€UCTBYETCS MpHU
OTKa3e MaplIpyTHU3aTOpa-ipeeMHUKa. BeposTHBI MpeeMHMK HE 3aHOCUTCS B
TaONIUITy MapIIPyTU3AINH, HO XPAHUTCS B TAOJIUIE TOMOJIOTHH.

[Iporokon EIGRP mo ymomuanuio crnocobeH pacnapajuielnBaTh nepenavy
JaHHBIX [0 MaplipyTaM C pPaBHOW METPUKOM, a MOCJ€ COOTBETCTBYIOIIEH
HACTPOMKHU — M TIO MapIIpyTaM C pa3TUIHBIMU METPUKAMHU.

Nmest B cBoeil 6a3ze TabMuUIly TOMOJOTUN, KaXKIbIH U3 MapUIPyTU3aTOPOB B
cootBeTcTBUM ¢ anroputMoM DUAL paccuuThiBaeT onTHUMallbHbIE MaplIpyThl U
3aHOCUT WX B Tabmuily Mapmpytu3anuu. [lpumep Tabmuibl mMapuipyTHU3aluy,

COOTBETCTBYIOIIEH TaOHIle TOMOJIOTHH (PUCYHOK 6.13) mpencTaBiieH Ha PUCYHKE

6.14.
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Routerfsh ip route -
Codes: L - local, C© - connected, 5 - static, R - BRIF, M - mokile, B - BEP

o — EIGRP, EX - EIGRP externzal, O - 05PF, IL - OSPF inter area

N1 - QSPF M552 externzl type 1, WNZ - OSPF WS5A externzl type 2

El - OS5PF externzl type 1, EZ - O5FF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-1l, LZ2 - I5-I5 level-2, ia - I5-I5 inter area
* — pandidate defsult, U - per-user static route, o - ODR

P - periodic downloaded static route

Fateway of last resort is not set

[y
I
[=3)
o

e el e el
o

Www PP e

-0.0/18 is wariakly subnetted, 7 subnets, 2 masks

-92.15.4/30 [50/3328] wia 15€.92.15.13, 00:10:47, GigabitEthernet0/1
-9Z.15.8/30 [50/3072]1 wia 15€.32.15.13, 00:18:5€, GigabitEthernet0/s1
-82_.15_.12/30 is directly connected, GigabitEthernet0/1

-82.15.14/32 is directly connected, GigabitEthernet(0/1

-892.15.146/30 is directly connected, GigabitEthernet0/0

-82.15.17/32 is directly connected, GigabitEthernet0/0

2.15.247230 [90/3072] wia 1lb€e.5%2.15.18, 00:17:32, GigabitEthermnet0/0
.0.0/24 [50/5€32] wia 156€.%2.15.18, 00:17:32, GigabitEthernet0/0
-0/24 [30/58€3Z] wvia 15€.92.15.13, 00:10:47, GigabitEthernetl/s1
.0/24 [30/537€] wia 15€.%2.15.13, 00:18:56, GigabitEthernetd/1

1
z
3.0/24 is weriskly subnetted, 2 subnets, 2 masks
[
&

oo

w

il

w

13Z.
13Z.
13zZ.
152

[ e e R I e O e o O o Y

8.3.0/24 is directly connected, GigabitEthernet0/2Z
8.3.1/32 is directly connected, GigakitEthernet(/2
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Pucynox 6.14 — Tabnuia mapuipytusanuu Mapiipytuzatopa EIGRP

6.3 O0beMHEHNE BUPTYAJIbHBIX CETEH CPEACTBAMU TPETHETO YPOBHS

Kak ykaspiBamoch B maparpade 2.5, NpakTHUECKH BCE COBPEMEHHBIC
KOMMYTaTOphl nojaepxuBatoT TexHonoruto VLAN — BUpTyanbHBIX JIOKaJIbHBIX
cetreit. [Ipu srom Tpadux paznuunbix VLAN Ha KaHAJIbHOM YpPOBHE MOJHOCTHIO
M30JIMPOBaH JAPYT OT ApYyra, U JJis Nepeadyn JaHHBIX U3 OJJHOM BUPTYaJIbHOW CETH
B JIPYTYIO HEOOXOIUMBI CPEJICTBA CETEBOTO YpOBHS. OCOOCHHOCTH UCIIOIb30BaHUS
TaKUX CPEACTB (MapIIpyTU3aTOPOB M KOMMYTATOPOB TPETHETO YPOBHS) IS
oobenunenust VLAN paccmoTpum B 3TOM naparpade.

PaccmoTpum cHavana MCHOJb30BAaHUE MapUIpyTH3aTOpoB. [Ipeamnosioxum,
YTO MMEETCA CETh, COCTOAIIAs M3 KOMMYTaTopa BTOPOTO YpPOBHs, HA KOTOPOM
opranuzoBanbl ABe VLAN. [l nocnenyromiero oobeaunenus 3tux VLAN mexy
co0oif omuH W3  CBOOOJHBIX TIOPTOB  KOMMYTATOPOB  COEIMHUM  C

MapuIpyTH3aTOPOM, KaK 3TO MMOKa3aHO Ha pUcyHke 6.15.



192.168.1.2 VLAN 2 192.168.1.3

192.168.2.2 192.168.2.3

Pucynok 6.15 — Cxema cetn

KommyTaTtop ckoHpuUrypupyem Takum obpaszom, 4toosl nmoptel fa 0/1 u fa
0/2 naxomumuce B VLAN 2, a moptet fa 0/3 u fa 0/4 — B VLAN 3 (ucnons3yrorcs
KOMaH[Ipl, paccMoTpeHHble B maparpade 2.5). Ilopr fa 0/5 mnepeBemem B
MarucTpanbHbli (Trunk) pexum.

OdeBuaHO, YTO Ha JAaHHOM JTane TpaduK BHUPTYaldbHBIX ceTell Oynmer
MOJIHOCTBIO M30JIUPOBaH APYT OT Apyra. [ns oovenunenus VLAN mexmy coboi
OyZeM HCIOJIb30BaTh MHTEpQENc MapuipyTuzaropa. Tak Kak uHTepdeinc oauH, a
noJiceTel ABe, pa3oObeM uHTepdelic MapmipyTh3aTopa Ha JBa cyOumHTepdeiica.
KomaHn bl KoHGUTYpUPOBaHHS MapuIpyTU3aTOopa OyIyT UMETh CIICTYIOIINI BU/I:

Router(config)#interface fastEthernet 0/1

Router(config-if)#no shutdown

Router(config)#interface fastEthernet 0/1.2

Router(config-subif)#encapsulation dotlQ 2

Router(config-subif)#ip address 192.168.1.1 255.255.255.0



Router(config)#interface fastEthernet 0/1.3

Router(config-subif)#encapsulation dot1Q 3

Router(config-subif)#ip address 192.168.2.1 255.255.255.0

Router(config-subif)#exit

BunHo d4ro ¢ ucnonb30BaHMEM —JAaHHBIX KOMaHJ — KaXIOMy U3
cyountepdericoB Obul TIpUCBOCH cBoM IP-ampec, mpu 3TOM B KOMIIBIOTEpax
kaxaoi VLAN 3ToT agpec noKeH ObITh MPOMUCAH B KAYECTBE ajpeca HUI03a Mo
ymouanuio. Komanmga encapsulation dotlQ 3 ykaseiBaeT MapuipyTH3aToOpy, YTO
ucnons3yetcs crangapt 802.1.Q, a Taxke TpapuK Kakod BUPTyalbHON CETH OH
JIOJKEH 00pabaThIBaTh.

PaccmoTpuMm  Temeph UCIHOJIb30BaHUE JUISI OOBEAMHEHUS BHUPTYaIbHBIX
ceTell KOMMYTaTOPOB TPETHETO YPOBHSI.

KoMmmyTaTop Tperbero ypoBHS — 3TO, 0Opa3HO TOBOpS, KOMMYTAaTOp C
BO3MOKHOCTSIMU MapuipyTtuzanuu. [1o ymor4aHuio 3To yCTpOHCTBO paboTaeT Kak
KOMMYTaTOp, HO MPU COOTBETCTBYIOIIMX HACTPOMKAX MOXET MCMOJIb30BAThCS U
KaK MapLIpyTHU3aToP.

PaccmoTtpum ceth, mpeaCcTaBICHHYIO HA PUCYHKE 6.16.



VLAN 2

192.168.1.2 192.168.1.3

192.168.2.2 192.168.2.3

Pucynok 6.16 — Cxema cetu

CHauana, Kak 1 Ha OOBIYHOM KOMMYTaTOpe BTOPOTO YPOBHSI, OPraHU3yEeM
ABC BUPTYAJIBbHBIC CCTHU U ITPHUBAKCM K HUM ITIOPTHI:
Switch(config)#vlan 2
Switch(config-vlan)#name net_2
Switch(config)#vlan 3
Switch(config-vlan)#name net_3
Switch(config)# interface fastEthernet 0/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
Switch(config)#interface fastEthernet 0/2
Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlian 3



Jlnis Toro, 4ToObl MEpEeNTH K MapIIpyTU3aliy, nHTepdericaM He0OX0AMMO
3amath IP-ampeca. B kxommyraropax TpeThero ypoBHs |P-aapeca parorcs He
dbu3nYeCcKUM, a JIOTUYECKUM TMOopTaM, B KauecTBe KOTopbiX BbicTymaroT VLAN.
Takum oOpa3om, B HalleM Cciay4ae HEOOXOAMMO BOWTH B  PEXUM
KoH(urypupoBanus jorudeckoro uurepdeiica VLAN, mocie dvero 3amath UM
HYKHBIE ajpeca:

Switch(config)#interface vlan 2

Switch(config-if)#no shutdown

Switch(config-if)#ip address 192.168.1.1 255.255.255.0

Switch(config)#interface vlian 3

Switch(config-if)#no shutdown

Switch(config-if)#ip address 192.168.2.1 255.255.255.0

Switch(config)#ip routing

Kak MoxHO 3aMeTuTh mnpuHIUIBl MapripyTuzanuu mexay VLAN Ha
KOMMYTaTOpe TPETHETO YPOBHS M HA MAPIIPYTU3ATOPE TOCTATOYHO CXOXKH, TOIHKO
B CJIy4ae HCIOJB30BaHMS KOMMYTaTopa HeoOXoaumo mpucBauBath |P-agpeca He
cyounrepdeiicam, a VLAN-untepdeiicam (00beIMHAIOMMM TPYNIbl (PU3NYECKUX
uHTephEercoB KOMMYyTaTtopa), KpOME€ TOTO, HEOOXOJUMO JOTOJHUTEIHHO
BKJIIOYATh Mapiipytusanuio Mexay VLAN ¢ wucrmoib30BaHHMEM KOMaHIBI 1P

routing.



7 TeXHOIOTNH TPAHCIIOPTHOTO YPOBHSA

7.1 Ctpyktypa cermeHToB npotokojoB TCP u UDP

B maparpade 1.3 oTmedanoch, 4TO MOTOK JMAAaHHBIX, CHPOPMHUPOBAHHBIN
MPOTOKOJIOM MPUKIAJHOTO YPOBHS, MEPEIACTCS HA HUKEJIEKAITUN TPAHCTIOPTHBIN
ypoBeHb. Ha TpaHCHOPTHOM YpOBHE OCHOBHBIMU (HO HE €JIMHCTBEHHBIMM)
IIPOTOKOJIAaMU SIBJITIOTCS TIPOTOKOJ yrpaBiieHus repenadeit (Transmission Control
Protocol — TCP) u npoTtokoa Ae#irarpamm mnojs3oBatens (User Datagram Protocol
— UDP). Ha tpancnoptHoM ypoBHe ¢opmupyercs cermeHt (TCP- unu UDP-
CETMEHT) C yKa3aHHEM HOMepa MopTa, HACHTU(UIIUPYIOUIETO CO3/aBIIUI MMOTOK
NPUKIAAHONW MpOoTOKOoJ. [locie WHKamnCynsilud CcerMeHTa B MaKeT Ha YPOBHE
MEKCETEBOTO B3aWMOJICUCTBUSA OH TEpEeIaceTCs C HCIOJIb30BAHMEM TEXHOJIOTHUH,
ONMMMCAHHBIX B MpeAblaymux rmaBax. COOTBETCTBEHHO, B JIAaHHOW TIJIaBe
PaccMOTPHUM TEXHOJIOTUU TPAHCIIOPTHOIO YPOBHSI.

[Tporokon UDP, onucannsiii B RFC 768 [11], npegocTaBiseT NpUKIATHBIM
npoueccaM  MpocTeHIIne YCIyrw TpaHcrmopTHoro ypoBHSA. K dyHkuumsm,
BBITIOJIHSIEMBIM UDP, OTHOCATCS MYJIbTUIIJIEKCUPOBAHUE 151
JEMYJIbTUTIEKCUPOBAHNE TTOTOKOB PA3JIMYHBIX MPUKIIAIHBIX MPOIIECCOB HA OCHOBE
HOMEpOB MOPTOB, a TAK)KE KOHTPOJIb OLIMOOK MpH nepenade cermeHToB. [Ipu atom
IpY BO3HUKHOBEHHH OMIMOKH OHA TOJBKO AMArHOCTUPYETCS C UCHOIb30BAHUEM
KOHTPOJILHON CyMMBI, HO HE UCIPABIISIETCS, CETMEHT ¢ OOHApPYKEHHOM OIMOKOMN
nonpocty otOpackiBaercs. [Ipotokon UDP, xak yka3bslBaJIoCh B NEpBOM TJIaBe,
OTHOCHTCS K MPOTOKOoJaM Oe3 YCTaHOBJICHHS COCAMHEHUS M HE TapaHTHPYyeT
JIOCTaBKY CETMEHTOB 10 Ha3zHaueHuio. OgHako 3T0 obcrosTenscTBO nemaer UDP
OoJiee «OBICTPOJEHCTBYIOIIUMY» MPOTOKOJOM 10 cpaBHeHuio ¢ TCP, Tak kak
OTCYTCTBYIOT BPEMEHHBIC 3aTpaThl HA OKUJAHUE TMOATBEPKICHUN Ha TepeaHHbIC
cerMeHTHI [3].

C yuerom stux ocobenHocreir cermeHnT UDP (UDP-geiitarpammsbl) uMeeT
JIOCTATOYHO MPOCTYIO CTPYKTYPY U COAEPIKUT CIEAYIOIINE OIS

- HOMEp MOopTa OTIPABUTETIS;



- HOMep NopTa MOJy4aTess;

- JUIMHA CETMEHTA;

- KOHTPOJIbHAS CyMMaA.

[Tporokonm TCP (RFC 793) opueHTHpOBaH Ha COCIUHCHHE W TapaHTHPYET
JOCTaBKy cerMeHTOB. Jlnsi oOecmedeHus: 3TOro B MPOTOKOJE HUMEETCS psij
MEXaHU3MOB, ISl PACCMOTPEHHUSI KOTOPBIX HEOOXOIMMO CHayaja PacCMOTPETh
ctpyktypy TCP-cermenta. CTpyKTypa 3arojoBka CerMeHTa TpUBEICHA Ha

pucysnke 7.1, 3auMcTBOBaHHOM U3 [15].

1-#1 OauT 2-1 OauT 3-11 OauT 4-11 OGauT

0|1/ 23] 4]/5]/6]/7]0/1]2]3]4|5/6]/7/0]1]2|3]4|5/6|7|0|1]2]|3]4]5]/6]7

Source Port Destination Port

Sequence Number

Acknowledgement number

Dataoffset | Reserved | Control bits Window

Checksum Urgent pointer

Options | Padding

Pucynok 7.1 — CtpykTypa 3aronoBka TCP-cermenTa

PaccmoTtpum 6osee moapoOHO moJist, BXOAAIIME B 3aroyioBok | CP-cermenTa.

Source Port u Destination Port — 3To0 HOMepa MOPTOB HCTOYHHKA U
MOJTy4YaTeNsi CETMEHTA.

Sequence Number — HOMep moOCIEAOBATEIBHOCTH — ATO HOMEP B IOTOKE
nepBoro OailTa JaHHOTO CerMeHTa. Bce mepenaBaemple B TMOTOKE OalTh
HYMEPYIOTCS, HAaUMHasl ¢ HAYaJIbHOTO MOPSIKOBOTO HOMEpa MOCIEA0BATEIbHOCTH
(Initial Sequence Number — ISN) mms Toro, 9roObl MOKHO OBLIO OpraHH30BaTh
nepeaavy MnoJATBEP>KICHUS.

Acknowledgement number (AckN) — wHomep Oaiita, Ha KOTOPBIi
OTHPABJISAETCA MOJATBEPKICHUE.

Data offset — nnmuHa 3arojioBka — COJIEPXKUT JUIMHY 3arojIOBKa CErMEHTa,

U3MepSAEeMYIO B 32-OUTHBIX CIIOBAX.




Reserved — pe3epBHOE 10JIe — HEUCTIOIB3YEMOE B HACTOsIICE BpeMsl TIOJIE,
3aITOJTHACTCS HYJISIMU.

Control bits — OuTel ympaBieHus, 4acTto HasbiBacMmble (uaramu. B TCP-
CErMEHTE UCTOIb3YIOTCS CleAytolue aru:

- ykazatenb cpounoctu (Urgent Pointer — UGR) — ycranaBiuBaeTcs B
¢IMHUILY, €CJIM HCIoIb3yeTcs moje Urgent pointer (cM. Hinke);

- moarBepxaenne (Acknowledgement — Ack) — ycramaBimBaeTcs B
¢IMHUILY, eCiH 3aaericTByercs mose Acknowledgement number;

- BertasikuBanue (Push — PSH) — B HacTosmiee Bpemsl NMPaKTHYCCKU HE
UCITOJIB3YETCS;

- copoc (Reset — RST) — ucnionb3yerest a1 otmeHbl T CP-coenneHmys.

Cunxponuszarus (Synchronize — SYN) — ycraHaBnuBaeTcs B €AWHHUILY MPH
nHunmupoBanuu T CP-coequnenus.

3aBepmienue (Finished — FIN) — wucnmonesyercst s 3aBepmicaus TCP-
COCTUHCHHSL.

Window — pa3mep okHa — UCTONB3YETCs IS YIPABICHHS MMOTOKOM, OoJiee
oApOoOHO ATO ToJIe OyIeT pacCMOTpeHO B maparpade 7.3.

Checksum — KoOHTpoJIbHasi cymMMa — HCIIOJB3YeTCsA JJIsi OOHApYKCHHUS
OIMOOK B MMPUHSITHIX CETMEHTAX.

Urgent pointer — yka3piBaeT Ha CMEIICHHE B OalTax OT TEKYIIEro
MOPSIKOBOTO HOMepa Oalita g0 OaiiTa, WMEIONIETO CTaTyC CPOYHOCTH.
Hcmonp3yetcst coBMecTHO ¢ ynpaisironum ountom UGR.

Options —  JIOMOJHWTENbHBIC TIOJS, PACIIUPSIONIME  BO3MOXKHOCTH
CTaHJIAPTHOTO 3ar0JIOBKA.

Padding — BeIpaBHHBaHHE — I0JIC, UCIIOJIB3YEeMOE IS JOBEJACHHS pa3Mepa

3aroJIoBKa JI0 11eJI0r0 YyKcia 32-pa3psaHbIX CIOB.

7.2 YcTaHOBIICHHE U 3aBEPIIICHUS COeAMHEHUH B mpoTokoie TCP
Kax yxaspiBanocs Beimie, TCP siBIsieTCs IPOTOKOJIOM, OpPUEHTHPOBAHHBIM HA

YCTAHOBJICHUC COCANMHCHUS. HOBTOMy AHAJIOTUYHO APYIrUM TaKHM K€ ITPOTOKOJIaM



nepen nepenavyeld JaHHBIX JOJDKHO OBITh YCTAaHOBJICHO JIOTUYECKOE COEAMHEHUE
(He myTaTh ¢ COEAMHEHUEM B CETH C KOMMYTAIMel kaHanoB, naparpad 1.1) mexmy
kiueHToM U cepBepom (TCP  sBnsercss KIMEHT-CEPBEPHBIM IMPOTOKOJIOM).
YCcTaHOBIEHHE TaKOTO COCAMHEHHWS OCHOBAHO Ha TPOIEAype TPEXdTAIHOTO
npusetctBus (three-way handshake). Kparko paccMoTpuM 3Ty nporeaypy.

1. KiueHT oOTchbUIaeT cepBepy CErMEHT C YCTAaHOBJICHHBIM B €IMHUILY
ynpapisirorum 6utom SYN w HawambHBIM HOMEpoM mociiefoBaTenbHOCTH ISN,
Ha4yMHasi C KOTOPOro B MEpeaaBacMoOM IOTOKe OyayT HymepoBaThcsi OaiiTel. B
kauyecTBe |ISN ncmonb3yeTcs: creHeprupoBaHHOE KJIMEHTOM CIIy4ailHOE YHUCIIO.

2. Cepsep, moiyyuB OT KJIHEHTa C(HOPMHPOBAHHBIA Ha MEPBOM 3Tare
CErMEHT, coxpaHseT HadanbHblii HoMep ISN, renepupyer cBoit ISN, HaumHas c
KOTOpPOTro OH OyIeT HyMepoBaTh OTMIpaBIsEMbIE B pPaMKax 3TOTO COCAMHEHUS
OailThl, W OTHOpaBJISIET CBOM CErMEHT C YCTAHOBJICHHBIMH B  EIUHUILY
ynpapisomumu - outamu SYN wu Ack. Tlpu »stoM B mome Homep
nocienosareabHocTH Sequence Number nomerniaercst creaepupoBansbiii ISN, a B
nojie HoMmep noaTrBepxkaeHuss Acknowledgement number — HomMep MPUHSTOTO OT
knueHTa ISN, yBenmnuennsiii Ha equauity (ISN+1). Takum obpazom, Ha TaHHOM
3Tane OJHOBPEMEHHO YCTAaHABJIMBACTCS COCAMHEHUE C KIMEHTOM M OTHPaBIsSETCS
MOATBEPKICHUE HA TPUHSATHIA CETMEHT.

3. KnueHt, nmpuHSIB OT cepBepa CETMEHT, COXPAHsIET MOJYyYEHHBIA OT HETO
HavdabHBIA HOMEp ISN u oTmpaBisieT cepBepy CErMEHT C YCTaHOBJICHHBIM B
enuHUIly OutoM ACK, TOITBEpXKaas MpHUeM, MOCJIEe Yero COCIMHEHUE CUUTACTCS
yctanoBlieHHbIM (ESTABLISHED).

[locne ycTaHOBIEHUS COEAMHEHUS MEXIy KIMEHTOM M  CEpPBEPOM
OCYILIECTBIISIETCS MH(POPMAIIMOHHBI OOMEH, TMpU DTOM TMPUEM JIAHHBIX
NOATBEepXkKaaeTcss (KBUTHpPYETCs) ¢ Hcmosib3oBanuem Outa ACK u  HoMepa
noarBepxkaeHust Acknowledgement number. Baxuo monumats, uto |P-makersi,
nepeHocsimue T CP-cerMeHThl, MOTYT MEpeiaBaThCs M0 CETU PA3IMYHBIMU MyTSIMU
C UCIOJIb30BAaHUEM PACCMOTPEHHBIX BBIIIE MPHUHIMIIOB MapIIPyTHU3AIUH,

HECMOTpS Ha TO, 4TO MepelatoTcsi OHU B paMkax ojHoro T CP-coenuHeHus.



ITocne mnepemaun OdYEpPEAHOrO CErMeHTa Yy3ed (cepBep WM KIIMEHT)
3amyckaet Taiimep Retransmission TimeOut — RTO, no ucredyeHnn KOTOpOTo, eCIn
HE MOCTYNWIO MOATBEP)KJICHUE, CETMEHT cuMuTaercst yrepsHHbM. [Ipotokon TCP
ABJISIETCSA AYTUIEKCHBIM, TO €CTh B paMKaX OJIHOTO COEIUHEHHUS PeriaMEeHTUPYETCS
npoleaypa ooMeHa AaHHBIMH B 00e cTOpoHbl. Kaxkigasi cTopoHa OJIHOBPEMEHHO
BBICTYIIA€T U KaK OTIIPABUTEIIb, U KaK IMOJy4daTelb. Y Ka)XI0i CTOPOHBI €CTh Mapa
OyhepoB: 0OMH — I XpaHCHUSI PUHATHIX CETMEHTOB, IPYTrOMl — JUIsl CETMEHTOB,
KOTOpBIE TOJIBKO €Ille MPEJACTOUT OTIpaBuTh. Kpome Toro, mmeercs Oydep s
XpaHEHUs KOIMHI CErMEHTOB, KOTOpbhI€ OBbUIM OTHpPABJIEHBI, HO KBHUTAHIUU O
MOJYYEHUH KOTOPBIX €lle HE MOCTyNmuiau. Eciii Ha CEerMeHT He MOCTYMHJIO
MOATBEPKICHUE B TEUYECHUE BPEMEHHU, OINPEIECIAEMOr0 TaMMEPOM, OH IMOCHLIAETCS
MOBTOPHO.

Ecau mocne moBTopHoi mocbuiku TCP-makera omnsarts He OyneT MOJy4eHO
€ro MoJATBEpkJeHHE 3a uHTepBal BpemeHM RTO, to mombitku mocnate TCP-
nakeTbl OyayT MOBTOpeHbl (10 12 pa3), HO KakIblil pa3 ¢ SKCHOHEHIHAIBHO
Bo3pacTtatomuM 3HaueHueM RTO. Tonbko mociie Heyaaun Bceil cepur MOBTOPHBIX
MOCBIJIOK  CBSI3b  MEXKAy ydacTHHKaMu |CP-coequHeHuss OyAeT CUUTaThCA
aBAPUIHO 3aKPBITOM.

Jlns koppekTHoro 3aBepineHus: coenuHeHus [ CP Taxke mpegycmarpuBaer
OTPENICICHHYIO MPOLIEYPY, KOTOpas BKIIIOUAET B CeOs1 YEThIPE dTara:

- OJlHa U3 CTOPOH, MHUIMUPYIOUIAs 3aBEPIICHHE COCIUHEHUS, MOCHUIAET
CErMEHT C YCTAaHOBJIEHHBIM B €IMHUILY yripaBiisitoniuM outoM FIN;

- BTOpasi CTOpPOHA MOJTBEPKJAeT MPUEM ATOTO CErMEHTa IMyTeM Mepeaadu
CBOEr0 CEerMeHTa ¢ ycTaHoBieHHbIM OuToM ACK. ITocie 3Toro oauH M3 KaHaIOB
JIBYXCTOPOHHETO COCMHEHUS CUUTACTCS 3aKPBITHIM;

-BTOpasi ctopoHa nockuiaet FIN-cermenr;

- iepBasi ctopoHa noarsepxkaaeT npuem FIN-cermenta, mocne uero BTopoit

KaHaJI ABYXCTOPOHHECTO COCANHCHUA TAKIKC CUUTACTCA 3aKPLITHIM.



7.3 ObecnieueHne HAEKHOCTH JOCTABKA B mpoTokosie TCP

Kak yka3piBamoch BbIIE, [JI1 OOECHEYCHHUS HAMCKHOCTH JTOCTaBKH
cerMeHToB MpoTokoj TCP ucnonb3yeT kKBUTAHIMK (TTOATBEPKACHUS). MexaHu3m
KBUTHUPOBAHMS OBLT M3BECTEH JIOCTATOYHO JABHO, CKOpPEE BCETO, N0 MOSBICHUS
nepBbIX crnerudukanuii mpotokona TCP, a cucremsl mnepenauun uHbOpMAaIUH,
UCITOJIb3YIOIINE 3TOT MEXaHU3M, Ha3bIBAJIUCh CUCTEMaMU ¢ 0OPaTHOU CBS3bIO.

OCHOBHBIM HEIOCTAaTKOM TaKMX CHCTEM SBJSUIOCH TO, YTO TIOBBIIICHUE
HAJISKHOCTHU TIepe/ladyu 00eceurBaioch 3a CUeT CHUKEHUs ckopoctu. Hanmpumep,
eCJIM MyHKT A TOChUTaeT cooOIeHne MyHKTy B, To 11 mepemadu CleayroIero
COOOIIICHHS eMy HEOOXOIUMO JOKIATHCS MOATBep K acHMs. [103TOMY B TIpOTOKOIIE
TCP wucnonb3yercss MoauduKalus MeXaHW3Ma KBUTHUPOBAHHS, MOJIYYHBIIAS
Ha3BaHUE «METOJ] CKOJIB3AIIETO OKHAY.

Cytp MeTOna cBoauTCA K cienytomiemy. OtnpaBuTenab (HA30BEM €ro
YCIIOBHO y3JI0M A) OTHpaBiisieT HE OJHO COOOIEHHE, a Cpa3y HECKOJbKO, HE
JOKHIAACh TTpUXoa KBUTaHIUH. OTHOBPEMEHHO 3TH COOOIICHUSI COXPAHSIIOTCS B
Oydepe y3ma A Ha TOT ciaydyaid, €ClTU KBUTAHIUMU TMOJTY4YEHBbI HE OYIyT B TEUCHUE
uaTepBana RTO, u ux mpunercs nepeaars moBTopHO. KomnyecTBo co0OIIEHNUH,
KOTOpbIE y3ell A MMeEeT MpaBo mepenaTh 0e3 KBUTAHIIMM, HA3bIBAETCS Pa3MEpOM
okHa. Hampumep, eciau pa3mep OKHa cocTaBisieT 7 COOOIICHHH, y3el A HauMHACT
MOCJICIOBATEIBHYIO Tepenady cooOmennii. Ecmm k MoMmeHTy mepemadud 5-ro
COOOIICHHWS] TPUXOJAUT KBUTAaHIUSA Ha 1-e, OHO crtupaercs u3 Oydepa,
COOTBETCTBEHHO, y3e€J A HMEET NpaBo IepeiaTh COOOIIeHUs co 2-ro mo 8-e.
Taxkum oOpa3om, IpH pUEMe KaXKJI0W KBUTAHIIMM OKHO KakK OBl «CKOJIB3UT», UTO U
OTIPEJICTNIIO Ha3BaHUE MeToda. Eciu ke mocie OTNpaBKU COOOIICHUH, YHCIIO
KOTOPBIX COCTABISICT pa3Mep OKHA, TaK W HE TPHUIIIA KBUTAHIMS Ha IIEPBOE
cooOIIeHHe, TIepeavya MpuocTaHaBiuBaeTcsa. Eciau mpu 3ToOM ¢ MOMEHTA mepeavn
nepBoro cooOmennsi okHa ucTek uHTepBas RTO, coobmieHus BwIOMparoTCs U3
Oydepa u nepenaroTcs MOBTOPHO.

Oco0EHHOCTRIO peann3aliii METoAa CKOJIB3SIIEero OKHa B mpoTokone |CP

ABJIIETCSI TO, YTO HYMEpYIOTCS He cooOueHusi (cermMeHTsl), a Oailtel. Kax



yKa3bIBAJIOCh B MpeAbLAyIIeM naparpade, Hymepaius 0aiToB BeAETCS, HAUHHAS CO
creHepupoBaHHoro ciydaitHoro uucia ISN+1. Hanpumep, ecium HOMep mepBoro
Oaiita cermeHTa umeeT HoMep 28750, a pasmep cerMeHTta coctapiseT 1460 OaurT,
TO HOMEp ImepBoro Oaiita cieayromiero cermenta Oyaer 28750+1460=30210.
COOTBETCTBEHHO, 3TH HOMEpA, TOMUMO 00eCIIeueHHUsI HaIKHOCTH, UCTIOJIb3YIOTCS
JUIsL  TpaBWiIbHOTO  (OPMHUPOBAHUS M TOCIEIyIOUIEH Tepeiaud  IOTOKa
IpUKIaTHOMY ypoBHIO. Kpome Toro, mpuHHMaroas cTopoHa o Homepam 0aiToB
MOKET UJIEHTU(DUIIMPOBATH TOBTOPHBIN MPUEM CETMEHTA MM IMOTEPIO0 CErMEHTA.

B kayecTBe KBUTaHIMHU MOJIy4aTeldb OTIPABISET CEIMEHT B I0JIe, HOMEP
MOJITBEPXKICHUSI KOTOPOTO TOMEIIaeT HOMEp MOCIeAHEero OaiTa B HPHUHATOM
CErMEHTE, YBEJIWYEHHbIM Ha enunuiry. [lodToMy OOMH M TOT K€ CErMEeHT
OJTHOBPEMEHHO TEPEHOCUT M MOJIb30BATEIHCKUE TaHHbIC, U KBUTAHIIHUIO.

[Ipumep nepenayr CETMEHTOB M KBUTAHIIMN B HECKOJIBKO YIPOIIICHHOM BHUJIE

NPUBE/ICH HA PUCYHKE 7.2, 3aMMCTBOBaHHBIM U3 [9].

1460 1460
B
Ack= t
AckN=302
1460 1460
A -
28750 30210 30211 Ack=1 t
AckN=30211

Pucynox 7.2 — Ilpumep nepenauu CErMeHTOB W KBUTAHIIAN

Ha pucyHke noka3zaHa nepejiaya CETMEHTOB OT y3Jia A K y3iy B (HanoMHuM,
YTO Ha TPAKTUKE Tepeaayda BeneTcs B 000MX HampaBieHUsX). Y3en B, mpunss
CErMEHT C HayaJlbHbIM HOMEpPOM MoclienoBaTenbHOCTH 28750 u ¢ pazmepom 1460

0aiiToB, BO BCTPEUYHOM HampaBieHUH (K y371y A) oTmpasisieT cBoW cerMeHT. Jis



MIOJITBEPK/ICHUS B 9TOM CETMEHTE yCTaHaBJIMBaeTCs B eauHUIly OuT ACK, a B mose
HoMep moaTBepxaeHust ACKN 3anocurcst 30211. Io cymiecTBy 3T0 03Ha4aeT, 4To
y3en B oxunaer cieayromui CErMEHT ¢ HOMEPOM MOCIEI0BATEIbHOCTH, PABHBIM
30211. IIpu 3TOM y3e1 A OTHpaBISET CIECAYIOMINN CErMEHT HE TOKUIASACH IPUEMA
KBUTAHLIMM, & NpPEIbIAyIIUNA CErMEHT, Ha KOTOpbI elle He Oblia IoJyuyeHa
KBUTAHLIMA, XpaHUTCS 10 €€ Ipuema B Oydepe.

O4eBuHO, YTO MpHU pazMepe OkHa W OallT mocie npuema MoATBEPKICHUS
Ha N OalT y3el MOXET MOChbUIaTh CErMEHTBHl A0 TeX IOop, Ioka He Oyner
otnpasiaeHo W + N OaiT.

Taxum o6paszom, nporokon TCP rapanTupyer A0CTaBKY CErMEHTOB /10 y37a
HazHaueHHs. OJHAKO MOKET CIYYUTBhCS TaK, 4TO OJMH M3 CErMEHTOB, U3 YHCIA
NEpPEeIaHHbIX B Mpefenax OKHa, N0 KaKMM-TMOO MpUYMHAM HE ObUI JOCTaBIICH
nosyyatento. B 3Tom ciaydae cermeHT OyneT OTHpPAaBJIEH NMOBTOPHO, HO Ha 3TO
MO’KET OTPeOOBATHCS HEAOITYCTUMO MHOTO BpeMeHu. [loaTomy npotokon TCP ne

MOAXOJUT JUIsl IEpeAauu MOTOKOBOTO TpaduKa.

7.4 YnpasieHue moTokom B ipotokosie TCP

Kak ykaspiBanmoch Bbime, mpoTokos [CP obecneynBaeT HE TOIBKO
rapaHTUPOBAHHYIO JOCTaBKY CErMEHTOB, HO W OOecnedyMBaeT yMpaBiICHUE HX
noTokoM. HeoOXxoauMocTh  ynpaBlieHHs TOTOKOM B CeTH OOyCIIOBJIIEHA
cienyromuM. [lpy mepenaye CErMEHTOB C MCIIOJIB30BAHUEM PacCMOTPEHHOTO
BBIIIIE METOJIa CKOJB3SIIEr0 OKHA HEOOXOAUMO ONpENEIUuTh HECKOJBKO
napameTpoB. B nepByto odepenp K TaKUM MapaMeTpaM OTHOCUTCS pa3Mep okHa W
u untepBan RTO. OueBuaHO, YTO 337aTh 3apaHee ITH MapaMETPhl HEMb35, TaK KaK
HEU3BECTHO, KaK JAJeKO HaXOJATCA APYr OT JIpyra OTHPABUTENb U IMOJIy4yaTelb
CErMEHTOB, Uepe3 KaKue KaHajbl CBSI3U OyJeT mepeaaBaThCsl CETMEHT, Yepe3 Kakoe
KOJIMYECTBO MAPIIPYTU3ATOPOB | T.1. Jpyrumu cioBaMu, STH apaMeTphl TOKHBI
ObITh pa3nuuHbl i paznuuHbix | CP-coenunennii. bonee Toro, MoXXeT okazaTbCs
TaK, 4TO TEPEAaHHBIC CErMEHTHI YCIMEIIHO JOCTUTAIOT MyHKTAa HA3HAYeHUs, HO

o0beMa cBOOOIHOM Oy(epHO MaMsITH y ATOTO y3j1a OKaXeTCs HEeOCTATOYHO IS



XpaHEHUsI BCEX MPUHATHIX CETMEHTOB. Torja 4acTb CErMEHTOB OKaXKETCS MPOCTO
OTOPOIICHHOM, YTO TMpPHUBEAET K WX IMOBTOPHOW mepenaye. OUeBUIHO, YTO 3TO
NpUBEACT K 3a/epKKe TMepeaaud JaHHBIX, a TakKe K YBEIUUYCHHUIO HAarpy3Kd Ha
CeTh 3a CUET MOBTOPHOI Mepeayu CETMEHTOB.

W3 storo ciemyer, 4To yKa3aHHbIC BBIIIE MapaMETPhl MPU YCTAHOBJICHUU
TCP-coenuuenust 10JKHBI HA3HAYATHCS IMHAMUYECKH U YUYUTHIBATh OCOOCHHOCTH
YCTaHaBIMBAEMOTO COCIUHECHHUS.

PaccMoTpuM JaHHBIM MPOIECC, €CTECTBEHHO, B HECKOJIBKO YMPOIICHHOM
Bune. [lpu ycranoBneHnum coeamHeHus (maparpad 7.2) Kaxmas W3 CTOPOH
BBIICIISIET HEKOTOPBIA 00beM Oy(depHOl mamsTH M MEpPEeAacT B CBOEM CEIMEHTE
KOJIMYECTBO OalT, KOTOpPOE OHA TOTOBA MPHUHATH. DTa UHPOPMAIUS MEpeaacTcs B
TOM JK€ CerMEHTE, B KOTOPOM TepeAaeTCs HadalbHbBI HOMED MOCIEe0BATEIFHOCTH
ISN, B mosie 3arosioBka cermenta Window (pucyHok 7.1). JlaHHOE KOJHUYECTBO
Oaiir B mpotokosie TCP mosyumsno Ha3BaHHE «OKHO IpueMa». COOTBETCTBEHHO,
y3e1 A, TIOyYuB 3HaUEHUE OKHA MpHeMa, paBHOEe W , TIpU TMepeade CIeayIOnX
CETMEHTOB CIEAUT 3a TEM, YTOOBbl KOJMYECTBO OTIPABICHHBIX, HO HE
MOJITBEPKICHHBIX OalT HE MPEBBINIAN0 3HAYCHHS OKHA TIPHEMA.

OpnHako M3 pacCMOTPEHHOM CTPYKTYphl 3aronioBka | CP-cermenrta cienyer,
4YTO 3HAUEHUE OKHA IpHeMa MepefaeTcss BO BCEX CETMEHTaX, a He TOJBKO B TEX,
KOTOPBIC HCIIONB3YIOTCA N7l YCTaHOBJICHUS coeAnHeHus. ClenoBaTenbHO, OKHO
npreMa MOKHO U3MEHHUTH MpH Mepeaaye J00ro CerMeHTa, T0 €CTh MPaKTUYECKU
B 1100011 MoMeHT. Hanpumep, eciu y3en B (momyuatesns) neperpyxeH, OH MOKET
nepenaTh y3iny A CEerMEHT CO 3HaueHHWEM OKHAa MpHeMa, PaBHBIM HYJ0. JTO
IpUBENIET K TOMY, YTO y3e€1 A MPEeKpaTUT mepeaady CErMEHTOB JI0 TE€X IMOp, MOKa
HE TIPUMET OT y3/1a B cerMeHT ¢ HeHyJIeBbIM 3HAUCHHUEM OKHa MpUeMa.

Kpome oknHa mpuema, HEOOXOJUMO B MPOIECCE YCTAHOBJICHUSI COEIUHEHUS
HA3HAYUTh 3HAYEHHUE €IIe OJTHOTO Ba)KHOTO MapaMmeTpa — pa3Mepa CerMeHTa. JToT
pasMep ompenenseTcs UCXOAsl U3 TOro, 4TO B MpOIlecce Mepeaayd CETMEHTa €ro
HEKeNaTeNlbHO (parMeHTHpoBaTh. M3 3TOro cieayer, 4To CETMEHT JOJKEH

HEeIMKoM «romematecsi» B PDU HibkHHMX ypoBHEH — B makeT u B kaap. Pasmep



CEerMEHTa, yCTaHaBIMBaeMblii B mpoTokosie [TCP mo ymom4aHuio, MOTyduil
Ha3zBanue MSS — Maximum Segment Size, 3HaueHHE KOTOPOTO YCTaHABIMBACTCS
paBHbIM 536 Gaiftam. Takoe 3HaUeHHE, B CBOIO OYepe/lb, 00YCIOBICHO 3HAYCHHEM
IP-makeTa mo ymomuanuto — 576 Gair.

CrpaBeITUBOCTH pajid CJlEAyeT OTMETHTb, YTO BEJIMYMHON MSS MOXKHO
yhOpaBisiTh. Hampumep, €civ MpoMEKyTOUHBIMHU TOJCETIMU Ha MyTH Iepeaaydu
JMaHHBIX ABJIOTCA mojacetn Ethernet ¢ pasmepom kangpa 1500 Gaiir, kenatenbHO
YCTaHOBUTH 3HAUUTENbHO Oonbimii MSS, nanpumep, 1460 GaiiT. D10 npuUBeneT K
YMEHBIIICHUIO HAKJIAIHBIX PACXOJIOB Ha TMepeaady [IaHHBIX, TaK KakK pa3Mep
3aroJIoBKa OCTaeTCs MPEKHUM, a KOJUISCTBO JAHHBIX, IEPCHOCUMBIX CETMEHTOM,
YBEIUYHUBACTCSI.

Bepuemcs k paccmoTpeHuio okHa mpuema. [Ipu ycTaHOBIEHUN COSTMHEHNS,
KOT'/Ia KJIMEHT U CepBEP HE YBEPEHBI B KAUECTBE COCAMHSIIONIUX UX KaHAJIOB CBSI3H,
OHM YCTaHaBJIMBAIOT 3HaUeHUE OKHA npueMa B oguH MSS. B npornecce monydyenus
CETMEHTOB OT MapTHepa MO yCTAHOBJICHUIO COCIMHEHUS 3HAUCHHE OKHA MpueMa
YBEIMYMBACTCS SKCIIOHEHIIMAIBHO 0 HEKOTOPOTO MOPOra, MOCie Yero BO3pacTaeT
JUHEHHO, HO TOJILKO MPH YCIIOBUHU, YTO HA CETMEHTHI MPUXOJAT MOATBEPKICHHUS.
Kak ToNbKO MOATBEP)KICHHE HE MPUXOJUT, pa3Mep OKHA MPUEMa yMEHBIIACTCS
BIBO€ C K&XIbIM  HEMOATBEPKIECHHBIM cerMeHTOM. llpu  momydeHun
MOATBEPIKIACHUS OKHO OIATh YBEIUIHBACTCS U T.1I.

Takum oGpa3om, B mpoiecce HHHOPMAIIMOHHOTO 0OMEHa KIIMEHT U CepBep
Kak Obl MOACTpamBalOTCS TOJ KOHKpeTHble YycioBus |CP-coegmnenus. s
XpaHeHUs JaHHBIX O COCTOSIHUU COCTMHEHHS co3/1aeTcsl Oa3a JaHHBIX, Ha3bIBacMast
omokoMm ympasnenus nepemadeit — TCB (Transmission Control Block). TCB
XPAaHHUT 3HAYCHHS TICPEMEHHBIX, XapaKTEPU3YIONTUX COCTOSHUE COCTUHCHHUS.

B 3akmioueHue OTMETHM, 4YTO Ha KommbloTepe moj ymnpaBieHuem OC
Windows Tekyiie COCIWHCHHS W HMX COCTOSHHS MOXHO TIPOCMOTPETh C
HUCIIONb30BaHMeEM KoMaHIbl netstat. CoennHenne MOKET HaXOIUTHCSI B OJHOM W3
CHEAYIOIINX COCTOSTHUM:

- LISTEN — oxunanue 3ampoca Ha COSTMHCHHCE,



- SYN-SENT — oxumanue OTBETHOTO 3ampoca Ha coeauHeHue (Korma
COOCTBEHHBIN CErMEHT JIJIsI YCTAHOBJICHUSI COSIUHEHUS OTIIPABIICH);

- SYN-RESEIVED - oxunanue otBeTa mocjie OOMEHa 3ampocaMH Ha
COEIMHEHHE;

- ESTABLISHED — coeauneHue ycTaHOBIICHO;

- FIN-WAIT — oxunanue 3anpoca Ha 3aBEpIIICHUE COCTUHCHUS;

- CLOSING — oxunanue 0TBeTa Ha 3aIpocC O 3aBEPIICHUE COCTNHEHUS;

- TIME-WAIT — oxxupianue 1151 YBEpEeHHOCTH B TOM, YTO MPOTUBOIIOI0KHAS
CTOpOHA TOTy4YHrIa TIOITBEPKACHUE Ha CBOM 3apOC Ha 3aBEPIIICHUE COCTUHCHNS,

- CLOSED - coenuHeHne 3aBEPIICHO.



8 BcrmomorarennbHbIe TPOTOKOIEI U CitykO0bI cTeka TCP/IP

8.1 IIporokonslt ARP u RARP

Kak yka3piBasioch BbIIlIe, IO MEPE MPOJIBIKEHUS MAKETa [0 COCTABHOM CETH
ajipeca KaHAJIBHOTO YPOBHS (JIOKATBHBIE a/ipeca) U3MEHSIIOTCS OT OJTHOM MOJICETH K
npyroi, axapeca cereBoro ypoBHS (IP-ampeca) ocTaroTcsi HEM3MEHHBIMH.
MapipyTtuzatop, JeKancyIupoBaB MakeT W3 MPHUHATOTO Kajapa, OMpEeAesseT Mo
TaOIIMIle MapIIpyTH3AIUN UHTEPQEic, Ha KOTOPHI ero HY>KHO MPOJBUHYTH. Ha
aToM WuHTepdeiice TaKkeT HHKAINCYJIUPYETCS B KaJp KaHAIBHOW TEXHOJIOTHH
(manmpumep, Ethernet) m mepenaercs mo mojceT CieayOIMEMy MapIIpyTH3aTOPY
WM KOHEYHOMY y3iy. Takum oOpaszoM, Juisl Tepelayd Makera 4epe3 IO0JICETh
HEOOXOJMMO 3HATh JOKAJIBHBIM aJpec MopTa CIEAYIOIIEr0 MapluipyTHU3aTopa WU
KOHeuHoro y3ia. Muaue roBops, mno IP-agpecy mopra cuegyromero
MapHIpyTU3aTOpa WM KOHEUHOTO y3j1a HEOOXOJAMMO OMPEACIUTh €ro JIOKAIbHBIN
anpec (MAC-anpec, ecii mojiceTh Mcmonb3yer Ethernet).

Ota 3a7aya pemiaeTcs ¢ HCoib30BaHueM mporokoja ARP  (Address
Resolution Protocol — mpoTokoit pa3perieHus aapeca).

B cooTBeTcTBUM C JaHHBIM MPOTOKOJIOM BCE CETEBBIE YCTPOMCTBA COMEPKAT
B cBoell mamsaT ARP-Tabmumiry, CBSI3BIBAIONIYIO CETEBBIE M JIOKAJIbHBIC ajapeca.
[TpocMoTpeTs comepkuMoe ITON TaOIUIBI HA KOHEYHOM Y3Jie, padOTaroImeM Mo
ynpasiaeaueM OC Windows, MOXHO ¢ HCIIOJIb30BaHHEM KOMaH/IbI arp —a, pUCYHOK
8.1.

U3 pucynka 8.1 crnemyert, uto IP-aapecy 192.168.0.1 coorBerctByeTr MAC-
anpec bc:f6:85:bf:d9:d2, B manHOM mpuMepe 3TO aapec ILIH03a MO YMOJIYAHHUIO.
Tak kak 9T0 TabnmMIIAa KOHEYHOTO Yy371a, OHA COACPKHUT TOJHKO ONHY 3aIluCh,
COOTBETCTBYIOIIYIO MAapmIpyTy IO YMOJYAHUIO. Y MapHIpyTH3aTOPOB TaKUX
3amuced HEeCKOJIbKo, oaHako ux ARP-Tabiuibl He MOTYT COAEpXaTh BCEX

H€O6XOJII/IMBIX 3aIMcell — MX 0Ka3aJioCh ObI HCAOITYCTUMO MHOTIO.



BEA AamuHucTpatop: KomaHgHan crpoka |£|Eléj

Microsoft Windows [Uersion 6.1.76011] o
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m

Hutepoenc: 192.168.0.17 —— Oxb

appec B HuTepHeTe PuszMUECKHH anpec Tun

192.168._0.1 bc—f6-85—hf —d?—-d2 AHHAMHYECHKHH
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224 0.0_.252 1 -00-5e—-00-00—f c CTATHUYECKHH
239 255 255 250 1-00-5e—f—ff-fa CTATHUYECKHH
255255 255255 Ef—ff-ff—ff—ff—ff CTATHUYECHKHH

C:sUzserssflupextop CHK® MTYCH:_

Pucynok 8.1 — IIpocmotp ARP-tabmuier 8 OC Windows

[ToaTOMy mpu HEOOXOTUMOCTH TIEpeIaur MaKeTa yepe3 MOJCETh MPOTOKOI
IP chnauana oOpamaercs k ARP-tabnuiie u mnbiTaeTcss HAWTU TaM HYXKHBIN
JIOKaNBHBIA azipec 1o 3amanHomy |P-aapecy. Eciu takoit 3anucu B Tabnuiie HeT,
nporokon ARP dopmupyer ARP-3ampoc, HHKanCyIupyeT ero B Kajp KaHaJIbHOU
TexHosoruu (Hampumep, Ethernet), u mmumpokoBemaTensHO MepenacT B Mpeaesiax
noaceru. 3ampoc conepxut IP-agpec moprta HasHauenus. [IpuHsB 3ampoc,
ycTpoiicTBo, uel IP-aapec coBmanmer c¢ IP-aapecom, conaeprkamumcsi B 3ampoce,
dbopmupyer ARP-otBeT, copepkamuii JOKalbHBIM anpec. IloaydeHHas B
pesynbrare Takoro oOMeHa uH(popMmanuen mapa IP-agpec — nokanbHbIN agpec
3anucbiBaeTcss B ARP-tabmuny (kammpyercs), Tak KakK BeJHMKa BEPOATHOCTh
nepesavm CIeAyIoUIero makeTa 1no 3ToMy ke ajipecy.

Heo0xoauMo OTMETHTH, YTO CETEBBIC YCTPOWCTBA MOTYT IOMOJHATH CBOU
ARP-Tabnuupl He Tonbko myTtem mnpuema ARP-0TBeTOB, HO M myTeM mnpuema
mpokoBemarenbubix ARP-3ampocoB, Tak Kak B HUX COAEpPKATCS UM CETEBOMU, U
JIOKabHBIN aJpeca OTIpaBUTENS 3apoca.

B psge mnpakTthueckux cliydaeB BO3HUKAaeT oOpaTHas 3ajadya — II0
JoKanpbHOMY azapecy omnpeaenutb IP-agpec. Hampumep, mpu crapre «TOHKOTO

KJIIMEHTa» — 0€3JMCKOBOM paboyeil CTaHIMK — B HaYaJIbHbIA MOMEHT HE 3HaroIen



cBoero |P-agpeca, HO 3Haroliel JIOKaJbHBIA aJpec CBOEr0 CETEBOr0 ajanTtepa.
Takyro 3amgauy pemraer peBepcuBHblii ARP — RARP. Mudopmanmonusiii ooOMeH

MeX Ty 3anpocamu 1 otBeTamu B RARP ananoruuen ARP.

8.2 IIpotoxon DHCP

B paccMOTpeHHBIX B MpEABIIYIIUX IJIaBaxX MpUMepax KOH(GUTYpUPOBaHUS
CETEBBIX YCTPOMCTB KOHEYHBIM y3jaM HEOOXOIUMO OBUIO 3a7aTh MUHUMAIHHYIO
ceTeByr0 KoHpurypamuio — IP-agpec, macky moaceTd W ajpec IuIo3a I10
ymomyanuto. [Ipu 3TOoM nanHas wHGOpManus BHOCWJIACh BpydYHYyI0. BHeceHwme
3TOU MH(OPMAITUH SBIISETCS TPYAOSMKUM PYTHHHBIM MPOIIECCOM, OCOOECHHO €CITH
YHUCJIO KOHEYHBIX Y3JIOB B CETH JOCTATOYHO BEIUKO (HAIOMHHUM, YTO KOHEUHBIE
Y376l — 3TO HE TOJBKO KOMIIBIOTEPHI, a TaKKe JIOOBIC JPYrUe OKOHEYHBIC
ycTtpoictBa — IP-tenedonsi, |P-Bugeokamepsl, npuHTEpHl, U T.1.). B pe3ynbrare
BO3HHMKAET HEOOXOJUMOCTh aBTOMATH3AIMK IpoIlecca pa3ayl KOHEUHBIM y3JiaM
CETEBBIX HACTPOCK.

Jlns pemieHust 3TO¥ 3amaun Obul paspadboran npotokos DHCP (Dynamic
Host Configuration Protocol). Peanu3zamust mpoTtokoyia 3aBUCHT OT KaHAJIbHOM
TEXHOJIOTUH, Ha 0a3e KOTOpOW MoCTpoeHa ceTb. PaccMoTpum paboTy MpoTOKOJa
DHCP B cetu Ethernet (RFC 2131 u RFC 2132).

DHCP sBusiercst KIMeHT-CEpBEPHBIM MPOTOKOJIOM, MPU 3TOM B KauecTBE
KJIINCHTa BBICTyIHaeT KOHEUHBIA y3el, a B kadecTBe cepBepa — DHCP-cepsep. B
COOTBETCTBHHM C MOJIEIBI0O B3aUMOJACHCTBUS KIUEHT-CEPBEP KOHCUYHBIM Y3l
3arpammBaeT TpeOyeMble HaCTPOWKH, a CEpBEp BO3BpAIllaeT Pe3yibTaT 3ampoca.
Ha npaxtuke peanmmzarus nporokona DHCP we TpebGyer oT cepBepa BBICOKOU
npou3BouTeNbHOCTH, Mo3ToMy DHCP-cepBep 00bIUHO opranusyercs U0 Ha
0a3e UMEIOIIErocs B CETH CepBepa MPHIIOKEHUH, MO0 Ha Oa3e MapIIpyTHU3aTopa.

PaccmoTpum paboTy mpoTOKOJa Ha MpUMEpPE CETH, MPEJCTaBICHHOW Ha

pucyHke 8.2.
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DHCP-cepsep R Kommbrorep A
192.168.1.100 =, e 192.168.1.30
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S

KommbroTep B
Pucynok 8.2 — IIpumep cetu ¢ DHCP-cepsepom

Kakx Buano wu3 pucynka, B nmanHod ceru wumeercss DHCP-cepsep,
KOMMYTATOp BTOPOTO YPOBHS M KOMIBIOTEP, KOTOPBIA IOJDKEH IOJYYUTH OT
cepBepa ceTeBble HacTpoiiku. Ecnu kommbroTep padoTaeT, Hanpumep, Ha 6aze OC
Windows, s  aBTOMAaTHYECKOM  HACTPOMKHM  CETEBBIX  IapamMeTpoB ¢
ucnoip3oBanueM nporokosa DHCP neoOxoammo moa mpaBaMu agMUHUCTpATOpa
3aiiTh Ha BKJIAJKYy «CBOMCTBA UCMOJIB3YEMOTO TOIKIIFOUCHHS, TBAXK/bI IIEITKHYTh
Ha nyHkte «[Iporokon Uutepuera (TCP/IP)», u B oToOpa3uBIieMcsl OKHE BBIOPATH
nyHkT «Ilonmyunts IP-agpec aBromatmuecku» (pucyHok 8.3). Mcmonb3oBaHue
DHCP B OC Linux uiarocTpupyeTcst pUCyHKoM 8.4.

B sTOoM ciydae KOMITBIOTEp BBICTYyHAeT B KauyeCTBE KIIMEHTA, KOTOPBIN
OyZeT TBITaThCs TOJNYYUTh Yy CEpBepa CETeBbie HACTPOWKH. Jljis 3TOro oH
dbopMupyeT 3ampoc Ha IIMPOKOBEIIATENbHBIA aapec 255.255.255.255, a B
kadecTBe cBoero IP-ampeca ykaswiBaer aapec 0.0.0.0. aHHblii kaap Ha3bIBacTCs
DHCP DISCOVER, B nem ykaszwsiBaetcsi MAC-aapec y3ma, chopMupoBaBIIeTo

JIAHHBIN 3a1poc.
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Pucynok 8.3 — ABromarndeckoe noixydeHue cereBoix Hactpoek B OC Windows

Network Connections f ) 1022 &
Editing Wired connection 1
(@S LL A Wired connection 1

General Ethernet 802.1xSecurity DCB IPv4Settings IPv6 Settings

Method: = Automatic (DHCP

Additional DNS servers:
tional search domains
DHCP client ID:

Require IPv4 addressing for this connectionto complete

q
=
4
2
.
B
8
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PucyHok 8.4 — ABTOMaTH4YeCKOE MmoiTydeHue ceTeBbix HacTpoek B OC Linux

Tak kak mepenaHHbld KaJap-3alpoc SIBISETCS IIMPOKOBEIIATEIbHBIM, €r0

MOJIYYarOT Bce y3Ibl ceTH, BKitodas u DHCP-cepBep, To ecTh B HallieM npumepe



3ampoc MOJIy4aroT Kak kKommbioTep A ¢ agpecom 192.168.1.30, Tak u cepBep ¢
anpecom 192.168.1.100. Komnerorep A 3ampoc UTHOPUPYET, TaK Kak OH He
spisiercs DHCP-cepsepom.

CepBep, MNpUHAB 3ampoc, BBIOMPAET B COOTBETCTBUM CO CBOHWMH
HACTPOMKaMHU TMOAXOMSIIYI0 KOH(HUTypaIuio, U OTIPaBISIET €€ B KaJpe-OTBETE,
kotopeii HazeiBaeTrcs DHCP OFFER. B oramume or DHCP DISCOVER,
coobmenne DHCP OFFER saBnsercs aapecHbIM, TO €CTh MepechUIacTCs He
MIMPOKOBeMaTenbHo, a Ha MAC-aapec y3ia, mpucIaBIIero 3anpoc.

Komneiorep A, mnpunsB coobmenune DHCP OFFER, 3amomunaer
collep Kaluecss B HEM CETeBbIe HACTPOWKH, W OTCBUIACT CEpBEPYy COOOIICHUE
DHCP REQUEST, umetoriee Takyto xe cTpykrypy, kak 1 DHCP DISCOVER, no
c ykazanueM IP-anpeca DHCP-cepBepa. DTo coOOICHHE TakKe pPacChLIACTCs
ITMPOKOBEIIATEILHO (TaK KaK B CETH MOXKET ObITh HecKoJabko DHCP-cepBepoB).

Cepsep, npunsB coobmenne DHCP REQUEST co cBoum IP-ampecom,
MOJATBEpPXKIaeT dTo oTBeTHBIM coobmennem DHCP ACK, u mnomegaer
BbIIeNieHHbIN IP-agpec kak 3aneilicTBoBaHHbIA. Pabouast craHIus, MOJIY4YUB
coobmenne DHCP ACK, npumMeHsieT coxpaHeHHbIE paHee HACTPOUKH.

Takum oOpazoM, B pe3yibrare OOMEHa CIIyKEOHBIMU COOOIICHUSIMU
npotokosia DHCP kxoHeuHbBIe y37bI MOJy4ar0T HEOOXOIMMBIC IS JajdbHEHIeH
paboThl ceTeBble HacTpouiku. [lpomecc oOMeHa STUMH  COOOIICHUSMHU

WUTIOCTPUPYETCS] pUCYHKOM 8.5.
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Pucynok 8.5 — BpemenHnas auarpamma, WLTIOCTPUPYIOIIAsi OOMEH COOOUIEHUSIMU

npotokonsa DHCP

B cBoro ouepennp, DHCP-cepBep Takxke HykKaaeTcsi B KOHGUTYPHUPOBAHUH —
10 MEHBIIIEH Mepe, Ha HEM JIOJIKEH OBITh 3aJaH IMyJl aJJpecoB, KOTOPBIC OH JOJIKEH
BbIJIaBaTh pabOYMM CTaHIMSM, U BpeMs apeHibl, Ha KoTopoe BbigaeTcs IP-ampec.
Ecmm DHCP-cepBep opranmsyercs Ha 0a3e mapumipyTu3aTopa, OO0BEIHHSIONIETO
HECKOJIbKO TojiceTed, nmpu KoHpurypupoBanuu mnporokona DHCP neobxommmo
yKa3zaTh HHTEpPQENC, KOTOpBI OyAeT HCIOIb30BaThCSA JUISl Pa3ladd CETEBBIX

HACTPOEK B Mpe/IeIiaX MOJICETH.

8.3 Kondurypuposanne DHCP na mapuipytuzarope
Paccmorpum mpumep nHactpoitku DHCP-cepBepa, pasBepuHyTtoro Ha 6ase
mapiipytusaropa Cisco. Mcnonb3ys Cisco Packet Tracer, mocTpouM mpoCTeHIIyto

CETh, MPEJICTABIIEHHYIO HA pUCYHKE 8.6.
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Pucynox 8.6 — Ilpumep cetu

Configurations

Ha pabouux cranmusx HeoOxoaumo BbiOpath myHkT DHCP na Bknaake IP

Ha peanmpHOM KOMIBIOTEpE, pabOTarolleM, HANpUMEpP, IOA
ynpasienneM OC Windows, HeoOXoauMo BBIOpaTh PEKHUM aABTOMATHYECKOTO
NOJTyYEHHUsI HACTPOEK, KaK 3TO MMOKa3aHO Ha pUCYHKe 8.3

3amamuM BHYTpEHHEMY MTOPTY MapiipyTusaropa IP-agpec, pucyrok 8.7



Physical | Config | CLI
105 Command Line Interface
—-—— Bystem Confiquaration Dialog ---
Contimme with configuration dialog? [yesfnol: no
Preszs RETUBMN to get started!
Bouter=en
Bouterfcont
Configuring from terminal, memory, or hetwork [terminall?
Enter configuration commatnds, one per line. End with CNTL/E.
Bouter (config) fint £als0
Pouter (config-if)#ip addr 19z2.168.1.1 EELE.ZEL.EZEE.0
Bouter (config-if) #no shutdowm
(#LINE-5-CHANGED: Interface FastEthernet0/0, changed state to up
3LINEPROTO-S5-TUPDOWH: Line protocol on Interface FastEthernet0,/0, changed state t
o up
Bouter (config-if)# b
[ Copy ] [ Paszte

Pucynok 8.7 — Kondurypuposanue mapiipyTusatopa

[To ymomganuto Ha ycrpoiictBax Cisco gpynkuuss DHCP-cepBepa BKitoueHa.
Ecnu >xe oHa paHee Obli1a BBIKITIOUEHA, BKIIFOUUTH €€ MOKHO KOMaH 101

Router(config)# service dhcp
BBITIOJTHSIEMOMN B PEKUME TII00aTbHOTO KOH(PUTYPUPOBAHUSI.

Hns xkoudurypupoBanus DHCP-cepBepa wucnonbs3yrorcst — cieayromue
KOMAaH/Ibl:

Router(config-if)#ip dhcp subnet 0 - co3zmanue myna agpecoB ¢ UMEHEM
subnet_0O;

Router(dhcp-config)#network 192.168.1.0 255.255.255.0 — oObsiBicHHE
ajpeca ceTu, U3 KoTopoi OyayT pasznaBarbest |P-anpeca;

Router(dhcp-config)#default-router 192.168.1.1 — Ha3HaueHue ajpeca

IIK03a 110 YMOJIYAaHHUIO,



Router(dhcp-config)#ip dhcp excluded-addr 192.168.1.1 — uckiarouenue

azpeca (WM aipecoB) U3 IyJia pa3gaBaeMbIX aJpecoB.

Kondurypuposanue MapuipyTuzaropa WLUTIOCTPUPYETCS PUCYHKOM &.8.

Bouterrenahle

Bouterffoconficare

Configuring from terminal, mewmory, or network [terminal]?
Enter configqaration commands, one per line. End with CHTL/Z.
Bouter (config) finter face fa 0,50

Bouter (config-if) #ip address 19z2_.168.1.1 zEE_ZEL_ZEE5.0
Bouter (config-if) #ip dhcp pool subnet 0O

Bouter (dhcp-config) #fnetwork 192 1658.1.0 E5L._ZEE.zELE.0
Bouter (dhcp-config) fdns—-server 12EZ.162.1. 320

Bouter (dhep-config) fdefanlt-router 192 168.1.1

RBouter (dhep-config) fexitc

Bouter {config) #ip dhep excluded-address 192.168.1.1

Bouter (config)f |
Pucynox 8.8 — Kondurypuposanue DHCP na mapuipytuszaTtope
3aiins Ha Bkiaaky IP Configurations mo6oro kommerotepa, yoeauMcs, 4To

KOMITBIOTED MOJTYYHJI OT CEPBEPA CETEBbIC HACTPOUKH, pUCYHOK 8.9.

| Physical || Config | Desktop Software/Services

IP Configuration
(&) DHCP
) DHCP request successful,

() Static
IP Address 192.168.1.5 |
Subnat Mask |255,255.255.0 |
Default Gateway 192.168.1.1 |
DOMS Server |

Pucynox 8.9 — Ilonydenue paboueii CTaHITUEH CETEBBIX HACTPOCK



8.4 Cmyx06a DNS

Brllie oTmedanoch, 4TO Ha CETEBOM YPOBHE HCIOJB3YIOTCS TPHU THUIA
aJpecoB — JIOKATbHBIC, CETEBBIC U CUMBOJILHBIC TOMECHHBIC UMEHA.

Jns obecriedeHMst  COOTBETCTBHS  JIOKaJIbHOTO  aapeca  |P-ampecy
HCIIOJB3YETCsl pacCMOTpPeHHbIM TmpoTokos ARP. AHamOru4Ho HEO0O0XO0IUMO
obOecrieunTh cooTBeTCcTBHE |P-ampeca CHMBOJIBHOMY JOMEHHOMY WMEHH. 3a
oOecrieyeHrue 3TOTO COOTBETCTBUSA OTBeUaeT cliy>k0a JoMeHHbIXx MMeH — DNS
(Domain Name Service).

Tak ke, kak 1 ARP, DNS paboTaer mo cxeme B3aUMOJCUCTBHUS KIUCHT-
cepBep. B kauecTBe KIIMEHTOB BBHICTYMAIOT KOHEYHBIE Y3JIbI, KOTOPHIM HEOOXOIUMO
JUIs. Tiepeflayd  TMakeTOB OTOoOpa3uTh JoMeHHoe wums Ha |P-agpec. Kiwment
oOparaercs ¢ 3anpocoM k DNS-cepBepy, KOTOpBIil BO3BpaIllaeT pe3yiabTaT B BUJE
3anpamuBaemoro IP-agpeca.

Takast cxeMa B3aUMOJICUCTBUS KIMEHTA U CEpBEPA XOPOIIO PabOTAET TOJIBKO
B OTHOCUTEIBHO HEOONBIIMX ceTsIX. B ciaydae ke, €clu MOJb30BaTENU
KOMITBIOTEPOB CETH, HAPUMEp, COTPYAHUKU MPEATPHUATHSI, UMEIOT BO3MOYXHOCTh
HEOTPAHUYCHHOTO «IepemMenieHus» no MHrepHety, 6aza, KOTOPYIO HEOOXOIUMO
XPaHHUTh Ha CEPBEPE, OKAKETCS HEMOMyCTUMO OOJIBIIION.

B cBsa3u ¢ atum ciry:k6a DNS onmmpaercss Ha mepapxuio goMeHOB [3], u
KKJBIM U3 TOMEHOB cofiepkut cBoit DNS-cepBep. B aToM citydae cepBep XxpaHuT
TOJIBKO YacTh 0a3bl TOMEHHBIX UMEH, a Takke CChUTkM Ha aapeca DNS-ceprepos
CBOMX TMIOJJIOMCHOB. B 3TOM ciydae mis paspenieHuss JOMEHHOTO WMCHH
MPUMEHSETCS PEKYPCUBHAS TIPOLIEYyPa, CYyTh KOTOPOUW CBOJUTCS K CIEAYIOIIEMY.

Knuent obOparaercs ¢ 3anpocom k «cBoemy» DNS-cepsepy. B ciiyuae, ecinu
3ampainiMBaeMblii aJpec MPUCYTCTBYET B 0asze cepBepa, KIMEHTY BO3BpAIaeTCs
OTBET c 3amnparmBaeMbiM |P-aapecom. B npoTuBHOM citydae cepBep oOparaercs K
DNS-cepBepy, pacnoyio)keHHOMY B HE€papXuUu JOMEHOB Ha OJWH YPOBEHb BHIIIIE.
DTOT cepBep TOXKE BO3BpAIIACT PE3YNIbTAT 3aMpoca, €CIU 3alpaniiBaeMblid apec

NPUCYTCTBYET B 0a3e, WM OOpaliaercss ¢ 3ampocoM K BBIIIECTOSIIEMY CEpBEpPY,



€CJIM 3aIpalmBaeMoro ajapeca B 6a3e Het. Takum oOpa3oM, OT Kakoro-1o u3 DNS-
CEpBEpPOB TMOCTYMAET OTBET, KaXIbli U3 CEPBEPOB, MMOCHUIABIIUX 3alpOCHI,
K3ILIUPYET MPUHATYIO HH(POPMAIUIO, U MEPECHUIAET €€ «HIKE», ITOKa pe3ybTaT He
JOCTHTHET KiueHTa. KIMEeHT Takke KIIHMPYeT TIOJyYeHHbIE aHHBIE IS
YCKOPEHHUS MOCIEAYIONIEeH nmepeaun MakeToB M0 3TOMY ke aJpecy.

[Ipy KOHPUTYpPUPOBAHUU CETH B COCTABE CETEBBIX HACTPOEK, MOJIydaeMbIX
pabounMu CTAaHIMSAMH C HCTob3oBaHueM npotokona DHCP, ykaseiBaetcs ampec
«cBoero» DNS-cepBepa. Ilpu kouHpurypupoBanuu Mapiapytuzaropa Cisco
COOTBETCTBYIOIIAsl KOMaH/1a BBITJISAUT CIACAYIOIINM 00pa3oM:

RouterO(dhcp-config)#dns-server <IP-aapec>

PaccmoTpum mpumep coBmecTtHOM pa®oThl mpotokoigoB DHCP u DNS Ha
pUMEpPE CETH, MpEACTaBICHHOW Ha pucyHke 8.6. s Oosbliel HArIsSAHOCTH
JOTMOTHUM ceTh BHemHuM HTTP-cepBepoM, Ha KOTOPOM pAaCHOJIOKUM CaWT ¢
MIPOU3BOJIBHBIM JIOMEHHBIM HMeHeM. Kpome Toro, ycranoBum BHemrHuit DNS-
cepsep.

Torna cxema cetu MpUHUMAET BU/I, PeICTaBIEeHHBIN Ha pucyHke 8.10.

KongurypupoBanue MapipyTusatopa npeactraBieHo Ha pucysake 8.11.

Komannel, npencraBnennbie Ha pucynke 8.11, 3aech pazdbuparb He Oynem,
TaK KaK BCE OHU OBLIIM pacCMOTPEHBI BHIIIIE.

Hanee nagum anapec BHemHemy cepBepy (192.168.2.2) u HacTpoum ero B
kadgecTBe HT TP-cepsepa.

[Tocne storo mamum aapec DNS-cepBepy (192.168.3.2) u HacTpoum ero
COOTBETCTBYIOIUM 00pa3oM — HEOOXOIUMO Ha BKJIaJIKe SErviCes BhIOpaTh MyHKT
DNS, BBecTn cuMBONBHOE HMs caiTa, pacrnojoxkeHHoro Ha HTTP-cepsepe,

MOCTaBUThL €My B cooTBeTcTBHE IP-aapec (192.168.2.2).
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Pucynox 8.10 — Cxema cetu ¢ cepBepamMu

Physical || Config | CLI |
105 Command Line Interface
Douter=en -~
Douterfocont B
Configuring from terminal , memory, or necwork [cerminall]?
Enter configuration commands, one per line. Ernd with CHTL/Z.
Bouter (config) finc fals0
RBouter (config-if) fip addr 1532_165.3.1 EZE55_ZE5.EZEE.0
Bouter (config-if) fno shut
#LIMNE-5-CHAMNGED: Interface FastEthernetl/ 0, changed state to up
Pouter (config—1if) Fint £fa0ys1
Bouter (config-if) fip addr 19Z_162_.FZ.1 £L55_ZE5.EZEE.0
Bouter (config-if) fno shut
(#LIMNE-E5-CHAMNGED: Interface FastEthernet0/1, changed state to up
Pouter (config—1if) Fine £a0s0
Bouter (config-if) #ip addr 122 165_.1.1
¥ Incomplete commatd.
Bouter (config-if) fip addr 152_168.1.1 EE55_ZE5.ZEE5.0
Bouter (config-ifl #ip dheop pool subnet
RBouter (dhcocp-—configlfnetwork 192.1e38.1.0 Z55_ Z55.2Z55.0
RBouter (dheop—config) #defanlt-router 192 158.1.1
Bouter (dhep-configh#fdns-server 13Z_ 1628 32 _F
Router (dhocp—config) fip dhop excluded-addr 122 162.1.1 T
Bouter (configl #fint faldys0
Bouter (config-if) fno shut ot
[ Copy ] [ Paste

Pucynok 8.11 — KondurypupoBanue MapiipyTusaropa



Ecnu Bce cnenano BepHO, TO MPHU IPOCMOTPE CETEBBIX HACTPOEK Paboumx
CTaHIMI OJKHA OTOOpa3UThCs MHQOpMAIlHs, MpeACcTaBlIeHHas Ha pucynke 8.12.
Kaxk BuaHO U3 3T0OrO0 puCyHKa, pabourie CTaHIUU NOJYyYHIN HMEHHO T€ HACTPOMKH,
KOTOpble OBUIM CKOH(UTYpUPOBaHBI HA MAapIIPYTU3AaTOpE MPU OpraHU3aAlUU

DHCP-cepsepa.

‘ Physical H Config | Cesktop | Software/Services

IP Configuration

@ DHCP

() Static
1P Address |192.168.1.3 |
Subnet Mask |255.255.255.0 |
Default Gateway |192.168.1.1 |
ONS Seruer |192.168.3.2 |

U

Mg

a

Pucynok 8.12 — [IpocMOTp TOTy4YEHHBIX CETEBBIX HACTPOEK

[Tpu 3amycke Ha 00O0W paboueii ctaHimMu BeO-Opays3epa (Bkimagaka \Web
Browser) nHa skpaHe J0/DKHA OTOOpA3sHMThCS pa3MEIICHHAs Ha cepBepe BeO-

ctpanuna (pucyHok 8.13).
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Pucynok 8.13 — Otobpakenue BeO-CTpaHHIIbI

Takum 00pa3oM, B PacCMOTPEHHOM IMPHUMEPE TOCTE TMOIyUYEHHUsT CETEBBIX
HACTPOEK U 3aImycka BeO-Opay3epa ¢ yKa3aHHBIM JOMEHHBIM uMeHeM (index.html)
pabouas cranmms otociana 3anpoc Ha DNS-cepsep (ampec 192.168.3.2). Cepgep
BO3BpAaTHJI OTBET, YKa3bIBaIOIIMK, YTO JAOMEHHOMY wuMmenu http://index.html
cootBercTByeT IP-ampec 192.168.2.2. PabGowasi craHiMs COXpaHsSET 3Ty
uHpopmarmio B cBoeM DNS-xamie, U mpou3BOIUT OOpalieHue K CepBepy I10

anpecy 192.168.2.2. B oTBeT cepBep nepechuiaeT paboyeit CTaHITMN BEO-CTPaHHUILY.

8.5 Texnomorust NAT
NAT pacmmdpossiBactcs kak Network Address Translation — Tpaucisius
(mpeoOpa3zoBaHue) cCEeTEeBBIX aJpecoB. PaccMOTpuUM CHavalla MPUYUHBI pa3pabOTKU

3TOU TEXHOJOTHUH.



Bo-nepBbix, yxe ceiiuac Habmomaercs aeduuut IP-aapecoB dyerBeproii
Bepcun. KapauHambHBIM penieHueM 37eCh MOXKET CIY)KHUTh MEepPeXoJ]] K IIeCTON
Bepcun |P-mpoTokona, HO ToOKa TmoBcemMecTHO wucnoibdyercs |Pv4. Tlpu
ucronibzoBanun NAT B mpenenax BHYTPEHHEHM CETH MOTYT HCIIOJIb30BaThCSA
yacTHble ajpeca. K yacTHbIM (HeMapuIpyTHU3HpPYEMbIM) aJpecaM OTHOCSTCSA
azipeca, BXOJSIINE B CIICIIMAIBHO BBIJICIICHHBIC JIUIsI HUX JUana3oHsl [3]:

10.0.0.1 — 10.255.255.254 nis xknacca A (mau ¢ mackoit 255.0.0.0)

172.16.0.1 — 172.31.255.254 nns xnacca B (wnm ¢ mackoit 255.255.0.0)

192.168.0.1 — 192.168.255.254 nns knacca C (nmm ¢ Mackor 255.255.255.0)

YacTHbple agpeca MOTYT HCIOJb30BaThCS TOJBKO B JIOKAJbHBIX CETHX,
MarucTpajbHbIE MapUIPYTU3aTOPhl TaKWe ajpeca He o0pabaThiBalOT, OHU
paboOTaOT TONBKO C OOIIETOCTYIHBIMU aJIpECaMHU.

OaHu M Te e YacTHhIE ajJpeca MOTYT HCIOJIb30BaThCSI B Pa3IMUHBIX
JOKAJBbHBIX CETSX, YTO M MPUBOAUT K OSKOHOMUU aJPECHOTO MPOCTPAHCTBA.
[IpeoOpa3oBaHre  YAaCTHBIX  aJpPecOB B  OOIIENOCTyNHBIE U OOpaTHO
OCyIIEeCTBIIsIETCSA ¢ ucnojb3oBanueM NAT.

Bo-BTopbix, NAT cylliecTBEHHO MOBBIIIACT 0€30MaCHOCTh JOKAILHON CETH,
TaKk Kak B JTOM CJIy4ya€ W3BHE CE€Th INPENCTABIACTCS E€IUHCTBEHHBIM WU
HECKOJBKUMH OOIIEOCTYTHBIMU afapecamu. [loaToMy ompenenuTh CTPYKTYpY
JOKaJIbHOW CETH, TMPOAHAIM3UPOBATh JIaHHBIC, IUPKYJIHUPYIONIUE B HEH,
CTAaHOBUTCS TIPOOJIEMATHYHO.

OcHoBHas uzaes texnojgoru NAT coctout B cnenytoiem. JlokanbHas ceTh
UCIIOJIB3YET aJPECHOE MPOCTPAHCTBO YACTHBIX aJpecoB. B mapiupyrtuszatope uimum
JPYTOM yCTPOMCTBE, CBSI3BIBAIOIIEM JIOKATbHYIO (BHYTPEHHIOIO) CETh C BHEIIHEH
IP-ceTpro, HacTpauBaeTcs mporokos NAT, ocyiiecTBIsSIOMMI TpU Mepeaaye BO
BHEIITHIOIO CETh MpeoOpa3oBaHUE YaCTHOTO ajpeca B 0OIIECTOCTYITHBIN U 00paTHOE
npeoOpa3zoBaHue Mpu mpuemMe. Tak Kak BHYTPEHHSSI CETh TAaK)KE€ MOXKET COJIePKaTh
MapuIpyTH3aTOPhl Il pa3liefieHus] €€ Ha TMOJACETH, OHM JOJKHBI TOJIy4aTh
OOBSBIICHUS O MAPIIPYTHOW MH(GOPMAIIK OT MapIIPYTU3aTOPOB BHEITHEH ceTu. B

CBOIO OYCpEAb, BHCIIHHUC MAapHIPyTHU3aTOPbl HC OOJDKHBI HHYETO 3HATHL O



Mapuipytuzatopax BHYTpeHHedl cetu. Iloatomy NAT-ycTpolcTBO TOMKHO
NPOIMYCKAaTh W3 BHEIIHEHM CETM BO BHYTPEHHIOKD COOOIIEHHSI IPOTOKOJIOB
mapuipytu3anun (RIP, OSPF u T.1.), HO He mpomyckarb 3TH COOOIICHHS B
oOpaTHOM HampaBieHHH. YHCIO OOIIEAOCTYNMHBIX aapecoB Yalle BCETO MEHBIIE
YHCJia YacCTHBIX aJpPecoB, 3a CYET YEro M JOCTUTAeTCs SKOHOMHUS aJPECHOIO
npocTpaHcTBa. B wacTHOM, HO JajJieko HE CaMOM pEIKOM cllydyae, MOKET
UCIIONb30BAaThCS BCErO0 OAMH OOIIETOCTYNHBIA aapec, HacTpauBaeMblii Ha
BHemrHeM nopty NAT-mapipyTusaropa.

Camoii npocroil TexHonoruen siBusercs cratuueckuii NAT. Cyte ero
3aknoyaeTcss B ToM, 4To B NAT-ycTpoiCTBE NpPONMUCHIBAIOTCSA CHEUATbHbIE
TaONUIBl TpaHCTAUN (MpeoOpa3oBaHMil), KECTKO CBS3BIBAIOLIME BHYTPEHHHUE
(dacTHbIC) U BHEIIHMUE (0OIIeAOCTYIHbIC) afapeca. HepocTaTtok Takoi TEXHOJIOTHU
OYEBUJEH — KOJIMYECTBO 00menocTynHbix aapecoB y NAT-ycTpolicTBa JOIKHO
COOTBETCTBOBATh KOJMYECTBY y3JI0B BHYTPEHHEW CETH, MMEIOIINX IpaBa JI0CTyNa
BO BHEIIHIOK ceTh. Kak ciencTBue, 3KOHOMUU aJpPECHOTO0 MPOCTPAHCTBA HE
IIPOUCXOJIUT.

[ToaToMy B HacTodIlee BpeMsi IUPOKO UcHob3yerca quHamuyeckuid NAT,
CYTh KOTOPOTO PacCMOTPHUM Ha pucyHke 8.14, 3aumMcTBOBaHHBIM 13 [9].

Ha pucynke mnpeacTtaBieHa BHYTPEHHSSI CETh, HCIOJB3YIONIAsi YaCTHBIN
anpec  192.168.1.0/24. Bpixog BO BHEIIHIOK CETh OpPraHuU3yercs C
ucrnoas3oBanueM NAT-ycTpoiicTBa, BHEIIHEMY HHTEpdeicy KOTOPOTro IMPUCBOCH
obmenoctynHeiil aapec 80.254.97.169. HeobxoaumMo oOecrieunTh BCEM UYEThIPpEM
KOHECUYHBIM y3JIaM BHYTPEHHEW CETH JIOCTYI K BHEIIHEH CeTH, B YaCTHOCTH, K Web-

cepBepy ¢ aapecom 213.180.193.11.



192.168.1.2

80.254.97.169

C 213.180.193.11

Pucynok 8.14 — MimocTparust padotsl quHamudeckoro NAT

OueBuano, uto cratuueckuit NAT s pemeHuss Takodl 3aaadu
HEMPUTO/IEH, TAaK KakK JOCTYIl Yy3J0B K BHEIIHEH CETU OCYIIECTBISIETCA C
UCIIOJIb30BaHUEM €JIMHCTBEHHOTO BHEIIHEro ajpeca (Ha MPaKTUKE BHEIIHHUX
aZpeCcoB TaKXKe€ MOXET OBbITh HECKOJbKO, HO B JIIOOOM cllydae KOJUYECTBO
BHYTPEHHHX Y3JIOB MIPEBBIIIAET KOJIUYECTBO BHELIHUX aJPECOB).

IIpu nepemadye mnakera BO BHEHHIOW ceThb NAT-yCTpoHWCTBO MOXKET
MOJIMEHUTh YaCTHBIN aJipec OTIPABUTENSI HA CBOM OOIIEAOCTYIHBIN aipec, KaKk U B
cratuaeckom NAT. OnHako mpu mpueMe MakeTa-OTBeTa U3 BHEIIHEH CEeTH OT
cepBepa HEOOXOUMO OTPEIeIUTh, KAKOMY M3 BHYTPEHHHX KOHEUHBIX Y3JIOB ATOT
MakeT HYXHO Tnepenatb. Wmu, Apyrumu ciaoBamu, TpHU MpUEME HEOO0XOIUMO
OTpEeNIeNIUTh, HA KAaKOW YaCTHBIM aJpec HY>XHO U3MEHHUTH OOIIETOCTYIMHBIN aapec
Ha3HA4YEHUs, COACpKaIIniics B OTBEeTHOM |P-makere.

Takum o0pa3om, aJisi HAAEKHOTO PA3TUUCHUS TPUHUMAEMBIX ITaKETOB
NAT-yctpolictTBom  Heobxomuma, mnomumo |P-agpecoB, momomHuTenbHAS
uHpopmarusi. B kadecTtBe Takod wWHGOpMAIMM MOXHO HCIOJIB30BaTh HOMEpa

noptoB TCP- minn UDP-cermenToB, nepeHocumbix |P-makeramu. OgHako B HaleM



IpUMepe BCE YeThIpe y3Jla MOTYT OOpaTHUThCS ¢ 3ampocoM K Web-cepmepy ¢
anpecom 213.180.193.11, oTBeThl KOTOPOro OYAyT UMETh OJUH M TOT KE HOMEP
nopta 80 unu 8080. IToaToMy B JaHHOM Cilydae MCIOJIb3YIOTCS TaK Ha3bIBA€MbIC
Ha3HAYEHHbIE HOMEpa MOPTOB. B KaduecTBe Ha3HAYEHHBIX MOPTOB UCIOJIL3YIOTCS
MOPTHI UICTOYHUKA, KOTOPHIM B MPOIIECCE Mepeayul MPUCBAUBAIOTCA 3HAUCHUS, HE
cTaHjapTu3npoBaHHbie B mporokojax TCP um UDP. Ha3naueHHBI MOPT MOXKET
OBITh BBIOpAH MPOU3BOJIBHO, HO C YYETOM TOTO, YTO OH JOJIKEH ObITh YHUKAJICH B
npenenax BHyTPEHHEH CeTH.

B cootBercTtBUM ¢ 3TUM Tabnuna NAT-ycTpolicTBa yCIOXKHSETCS, B HEeE
TeNnepb JOHKHBI BXOJIUTh HE ToJibko |P-agpeca, Ho u HOmepa mopToB (Tabnuia
8.1).

[TockoJibKy OrnucaHHasi BBIIIE TEXHOJIOTUS UCTOJIb3YET HE TOIBKO CETEBbIC
ajzpeca, HO U HOMepa MopToB, oHa noiyuniaa HazBanue NAPT (Network Address
Port Translation) [5].

Tab6muma 8.1 — Ilpumepnsbrit Bug NAT-Tabauts!

YacTHbll agpec ITopt OO011e10CTYITHBIN Haznauennslii
azpec opT
192.168.1.2 8080 80.254.97.169 61001
192.168.1.3 8080 80.254.97.169 61002
192.168.1.4 8080 80.254.97.169 61003
192.168.1.5 8080 80.254.97.169 61004

[Ipu nepemaue mnakera, Hampumep, oT y3ma 192.168.1.2 x cepBepy
riobaneHOM cetn ¢ amgpecom 213.180.193.11 B 3arosioBok MakeTra B KadyecTBE
anpeca momyuatens Oyaer ykasan 213.180.193.11, B kadyectBe HOMepa mHopTa
nonyuarens — 8080. B kauecTBe aapeca ornpaButelns Oyaer ykazad 192.168.1.2, a
B KauecTBe HoMepa mnopra otmpaButens — 8080. Ilocne mpuema 3TOro makera
NAT-ycTpoiictBoM OyneT mpowW3BeNeHAa IMOAMEHA ajapeca OTIPABHUTENS Ha
80.254.97.169, a HOoMmepa moprta otnpaButesnss Ha 61001. Dra wunbopmanus

JTUHAMUYECKH 3aHOCHUTCS B Tabmuiry 8.1.




[Ipu mpueme oTBeTa OT cepBepa TINI00aIbHOW ceTH OyneT BBIMOJIHEHO
oOpaTHOe TipeoOpa3oBaHHME — ajpec mojydareis OyaeTr 3ameHeH Ha 192.168.1.2.
[Ipu sTOoM B KadyecTBE HOMepa IMOpTa MoiydaTens OyleT yKa3aH Ha3HAuYE€HHbIN
MOPT, KOTOPBIN CepBEp YKAXKET UCXOMAS M3 HOMEpa MOpTa MCTOYHHMKA MPHUHITOTO
cermerTa. [Ipu stom NAT-ycTpoiicTBO «oMMET», KAaKOMY U3 BHYTPEHHHX Y3JI0B
nepeaaTh MakeT, UCTIOJb3ysl HOMEP Ha3HAYEHHOTO MopTa.

Ecaiu NAT-ycTpolicTBO MMEET HECKOJIBKO OOMIEAOCTYIHBIX aapecoB (Iy
aapecoB), To Tabnuia 8.1 BemeTcs NMHAMHYECKH, TO €CTh IPH Mepeaaye makera
3allOMUHAETCs, Ha KaKOW MMEHHO aJjpec U3 IyJsia Oblia OCyIIEeCTBICHA OIMEHA, U
naHHast HHPOPMAITUS 3aHOCUTCA Ta0IUIly. DTH AEUCTBUA, €CTECTBEHHO, SBISIOTCS

a0COJIFOTHO IIPpO3pavYHbIMHU I KOHCYHBIX Y3JIOB.

8.7 Kondurypuposanne NAT Ha mapiipyTuzaTope

PaccmoTrpum Hactpoliky npotokosa NAT miist mpumepa, npeacTaBIeHHOTO
Ha pucyHke 8.14, momaras, uyto B kadecTtBe NAT-ycTpoiCTBa HCIOIB3YyeTCS
mapipytusarop Cisco.

[Ipennonioxum, 4TO B MapiipyTU3arope, ucnoibyyemom B kauectBe NAT-
ycTpoiicTBa, mopt ¢ aapecom 192.168.1.1 ssasiercs moprom fa 0/0, a mopt ¢
anpecom 80.254.97.169 — noptom fa 0/1. B tepmunonorun NAT mopt fa 0/0
sBIsieTcss BHyTpeHHUM moptom (inside), a mopr fa 0/1 — BHemHMM moOpTOM
(outside).

[TakeThl, NpuOBIBAIOIIME HA BHYTPEHHHUI MOPT M MOJJIEKAIUE Mepenayde
Ha BHENIHWW TMOPT, MOMJICKAT TPAHCIAIMHA B COOTBETCTBUU ¢ Source NAT
(SNAT), to ecth moamene nmomiexxut IP-anpec ucrounuka (Source IP). TTakeTsl,
NPUOBIBAIOIINE HA BHEIIHWH TOPT, MOMJICKAT TPAHCISAIUA B COOTBETCTBHUH C
Destination NAT (DNAT), to ects moameHe momiexutT IP-ampec momydaresis
(Destination IP).

ChHavana He0oOXOOMMO CO37aTh CIHUCOK JOCTyna (moapoOHee CHUCKHU

noctymna OyayT pacCMOTPEHBI B cieaytomeM naparpade). ms atoro B pexume



00aJIbHOTO  KOH(GUTYPUPOBAHHUS HEOOXOAMMO  BBINOJIHUTH  CIEAYIONIYIO
KOMaHJy:
(config)# access-list 100 permit ip <agpec> <MHBepPTHPOBAHHAS MacKa> any

3aberas Bmepem, OTMETHM, YTO TaHHOM KOMaHIOW CO3MaeTCS CIHCOK
noctyna ¢ HomepoMm 100, paspemaroniuii mnepeaaBaTh MakeThl € aJApPEecOM
MCTOYHHUKA, YKAa3aHHOTO B KOMaHe, Ha JtooOble aapeca. Cnucku aocTyna OymyT
paccMOTpPEHBI B CleyIoleM naparpade.

[lyn axgpecoB co3maeTcs Ha MapUIpyTU3aTOpE B PEXUME MNOOATBLHOIO
KOH(HUTYPUPOBAHHS KOMaH 10U

(config)# ip nat pool <umsa> <HavaJbLHBIN aapec> <KOHEYHBIH aapec>
netmask <macka>.

Ecnu, kak B Hamem T@puUMepe, UCIOIb3YETCS E€AUHCTBEHHbIN
0O011IeTOCTYITHBIN apec, HayaJ bHbIA U KOHEUHBIN ajpeca B KOMaHJi€ COBIIAJIAOT.

3arem Ha3HA4yalOTCsl BHYTPEHHUE U BHEIIHUE UHTEP(Elchl KOMaHIaMu:

(config)# interface fa 0/0;

(config-if)# ip nat inside (outside)

Bxurouaercss NAT komanoit

ip nat inside source list 100 pool <ums>

Koudurypuposanue wmapmpytuzaropa CiSCO ¢ HCMOIb30BaHUEM
yKa3aHHBIX KOMaHjA [Jjs Hamero mnpumepa (pucyHok 8.14) mpeacrtaBieH Ha

pucynke 8.15.



105 Command Line Interface

[TOINEFE IO o JFDOmN . DI IO L OIT I TaCe FacCECIer e c oy o, CIageEY s race =
o up

Bouter (config-if) #int fa 071
Bouter (config-if) #ip addr 20_254_37_163 ELSL.0.0.0
Bouter (config-if) #fno shut

#LINE-5-CHANGED: Interface FastEthernetl/1l, changed state to up

(LINEPROTO-E-UPDOWN: Line protocol on Interface FastEthernetOs1l, changed state t
o up

Bouter (config-if) faccess-list 100 permit ip 122.162.1.1 0.zEBL_ 255 255 any
Bouter (config) #ip nat pool primer 20,254 927163 20,254 97,169 netmask 255.0.0.0
Router (config)ffinter face fa 0,0

Bouter (config-if) #ip nat inside

Bouter (config-if) finterface fa 071

Bouter (config-if) #ip nat outside

Bouter (config-if) fexitc

Bouter (config) #ip nat inside source list 100 pool primer

Bouter (config) 2

Router#

$8TE-5-CONFIG_I: Configared from console by console

Pucynoxk 8.15 — Kondurypuposanne nunamuaeckoro NAT

[locne Toro, kKak Kakol-mubOO W3 BHYTPEHHUX Y3JI0B OOMEHsETCS
MaKeTaMH C BHEIIHEH CEThI0, MOXKHO OyJeT MPOCMOTPETh TPAHCIAIUU aPECOB,
npousBeneHubie NAT, ¢ ucnonb3oBanreM komanael Show ip nat translations

(pucyHok 8.16).

Bouterfshow ip nat translations
Pro Inside global Inside local Outside local Out=side global
top 200254 97 1&9:1025 19E.168.1_4:10EFL& 20.E&84_ 97 _162:80 20.254_ 97 _1&2:20

Rnuterﬁl W

Pucynoxk 8.16 — Crnicok TpaHCAIUN Mociie oopaieHnus k Web-cepeepy

N3 pucynka 8.16 cmemyet, uro Oblja MpoW3BENCHA OJHA TPAHCISALHNS,
uH(dOpMaIUs 0 KOTOPOM MPEACTABIICHA B YETHIPEX KOJOHKAX.

[TepBass KOJOHKA YyKa3blBa€T HAa TPAHCIOPTHBIM TPOTOKOJ, B HAIIeM
ciaydae 310 TCP.

Bropas xononka (Inside global) ykaseiBaeT Ha coker (IP-aapec u Homep

1opTa), Ha KOTOPbI MOJAMEHSETCS COKET OTIPABUTEIIA.



Tperbst komonka (Inside local) ykaseiBaer Ha BHyTpeHHumit |P-ampec
OTIPABUTEJSI C HA3HAYEHHBIM HOMEPOM TOpTa.

Yerseprast komonka (Outside local) ykaseiBaeT Ha CoOkeT y3ia
Ha3HAYCHUS BO BHEIIHEH CETH, KOTOPHIH CPOPMHPOBAH BHYTPEHHUM Y3JIOM-
OTIIPABHUTEIIEM.

[Taras xononka (Outside global) ykaseiBaet Ha IP-agpec u Homep mopra,
UCIIOJIb3yEeMbI€ BO BHEIITHEH CETH.

Takum oOpazom, u3 pucyHka 8.16 cremyer, 4TO BHYTPEHHHH y3€l C
aapecom 192.168.1.4 nanpasiser makeT Web-cepsepy ¢ agpecom 80.254.97.168.
CootBercTBeHHO, |IP-anpec u HOMep mopTa moJiyyarelisi, yka3aHHbIE B ITAKETe:

80.254.97.168:80 (mamomHuMm, yto 15t mporokona HT TP ucnons3yrorcs
noptsl 80 u 8080).

IP-ampec u mopT UCTOYHUKA B ATOM K€ MMAKETE:

192.168.1.4:80 .

[Ipu mepemaye makeTa BO BHEIIHIOI CETh MapIIPyTHU3aTOP MOIMEHSET
IP-anpec 1 mopT UCTOYHHUKA:

80.254.97.169:1025.

CoOTBETCTBEHHO, IMpPU NpPUEME OTBETHOTO MakeTa OT CepBepa COKET
80.254.97.169:1025 Oymer wusmenen Ha 192.168.1.4:80, u maker NOIYy4YUT
HYKHBIW y3€JI BHYTPEHHEU CETH.

B 3akmrouenue naparpada OTMETUM, UTO 3/I€Ch MOKA3aHbI TOJBKO 0a30BbIE
HacTpoiiku mnporokosa NAT, Ha mnpakTUKe HCHOJB3YyeTCs Tropa3fgo OoJibliiee
guciao  HacTpoek. OaHako, TOJYYHMB  TEpPBOHAYAJIbHBIE  HABBIKH  C
WCIIOJb30BAaHUEM Marepuana, MPeJCTaBICHHOTO B JaHHOM maparpade, MOXKHO

OCBOWTH U APYTHUE BO3MOXKHOCTH, NpenocTapisiembic NAT.

8.8 CereBbie DHIBTPHI
Texnonorus NAT, DOMHUMO SKOHOMHUHM aJPECHOTO MPOCTPAHCTBA
KOPIIOPATUBHBIX CETEH, MCIONb3yeTCs TakKe MJI MOBBILICHHS 0e30MacHOCTH.

OnHaKo 3TO JaNeKO HE €IMHCTBEHHBIA MHCTPYMEHT, TO3BOJISIONIMN OrPaguTh CETh



OT HEXeNaTeJbHOTO BMEIIATeNbCTBA WU3BHE. [IpakTHuecku Bce COBpEMEHHbBIE
MapIIPyTU3aTOPhI TAI0T BO3MOXKHOCTh CETEBBIM aIMUHUCTPATOPaM HCIOJIB30BATh
TaK Ha3bIBAEMbIE€ CETEBbIC (PWIBTPHI, MO3BOJSIONIME HA3HAUYUTH ONpECICHHBIC
npaBWia Iepenadyd Toro wim uHOro Tpaduka. Hactpoiika ceTeBbIX (UIBTPOB
OCHOBaHa Ha MCITOJIL30BaHMM CIHMCKOB noctyma (Access Lists — ACL). Crnucku
JIOCTyTNa TpEeJHA3HAYEHbl JUIsi TOro, 4TOOBl pa3pelmaTh WKW 3alpeliarb
NPOJIBIKEHHE TEX WM MHBIX MAKETOB Yepe3 mapmipyrusartop [8, 11].

Kak ykasbIBaJIOCh BbINIC, Kajp KaHainbHOTOo ypoBHs (Ethernet) mepenocur
IP-makeT, KOTOpHBIA, B CBOIO OdYepenp, MEepeHOCUT cerMeHT. ClieoBaTenbHO,
MapIIPyTU3aTOp MOXKET TMPOIYCKaTh WIW (QUIBTPOBATh TpaQuK HCXOIsd U3
3HAYCHUH, TOMEIICHHbIX B 3arojloBKaX KaHaJIbHOIO, CETEBOro M (WIN)
TPAHCIIOPTHOTO YpOBHEW. Kpome TOro, CerMeHT TpaHCIOPTHOTO YPOBHA C
IOMOIIbI0 HOMEpa TMOopTa MEpPeHOCUT HHPOpManKui0 00 HUCHOIb3yEMOM
OpPUKIATHOM  NpoTokoje.  COOTBETCTBEHHO,  MOSBISETCS  BO3MOXKHOCTD
bunpTpalMy WM OPOABMKEHUS Tpaduka, cHOPMHUPOBAHHOTO TEM WM HHBIM
IPUKIIAJHBIM [TPOTOKOJIOM.

Crucku AOCTyTa UCTOMB3YIOTCS ISl TOTO, YTOOBI MOKHO OBLIO pa3peluTh
(permit) win 3anpetuth (0eny) mepemaBaTh TE€ WM WHBbIC JaHHBIC. DTO OUYCHb
MOXO0XE Ha CO3JaHHe «OebIX» M «UYepHbIX» crmuckoB Ha Tenedone [9]. [pu
CO3/IaHUU  «0eyoro» CHUCKa TMPUHUMATh pPa3pemieHo0 TOJIbKO BBI3OBHI  OT
UCTOYHUKOB, HOMEpPa KOTOPBIX BHECEHBI B «OEIbIi» CIHUCOK, OCTAJIbHBIE BHI30BBI
orOpackiBatoTcs. [Ipu MCMoNb30BaHNN «YEPHOTO)» CIHCKA OTOPACHIBAIOTCS TOJIBKO
BBI30BBI OT UICTOYHHKOB, BHECEHHBIX B CIIHCOK, OCTAJIbHBIE BHI30BBI IPUHUMAIOTCS.
OCHOBHOE OTJIMYUE OT TeJIe()OHHBIX BBI30BOB COCTOUT B TOM, YTO B CIICKH PErmit
u deny BHocsTCS He Telle()OHHBIC HOMEpa, a 3HAYCHUS 3arojOBKOB Pa3IMYHBIX
YPOBHEN.

3anpeT WM pa3pelieHue Ha nepeaady Toro Wik MHOTO Buja Tpaduka MOTYyT
OBITh 3a/IaHbI JJIS1 KQKJIOTO U3 YCTAHOBJICHHBIX Ha HHTEP(EHce MPOTOKOIOB U IS

KaXJIOr0 W3 HamlpaBleHUN nepeaaun — ucxonsmiero u (unu) sxoasiero. Ilo



YMOJTYaHUIO, KOTJa HAa MapuipyTu3aTope He CHOPMHUPOBAHBI CIHUCKH JOCTYIIA,
HUKAKUX OTPAaHWYCHUN Ha TIepeIady TaHHBIX HE CYIIECTBYET.

Cmucoxk  nmoctyma ACL  mpeacraBmsier coboit  Habop  ycinoBui,
YCTAaHABIMBAIOIMIUX TpaBWjia TPOABMKEHUS WM  (QUILTpAIMM  TIAKETOB.
[TporpamMmmHoe oOecrieueHne MapIIpyTU3aTopa poBEpsIeT yCIIOBUS
nocJieI0BaTeIbHO, HAUMHAs ¢ TIepBOTro. Hampumep, ecinu ycioBue, paspelniaroniee
nepenavyy MakeTa, HaXOAWTCA TEPBbIM, PACIOJOKEHHBIE CIEAOM YCIOBUS HE
CMOTYT OOECTeUnTh (PUIBTPAINIO, TaK KaK OHU MPOBEPATHCS MapIIPyTH3aTOPOM
He OyayT. OgHAKO eclM CIHCOK CO37aH, TO B KOHIIE CIHCKa MOJpa3yMeBaeTcs
HAJIMYME YCJIOBUS, 3alpellaroliero Bce, 4TO He paspemeHo (deny any -
OJIOKUPOBATH BCE OCTAIBHOE).

B mapmpytuzaropax CiSCO cymiecTByeT TpH THITA CIIUCKOB JJOCTYIIA!

- cTa”mapTHele civcku noctyna (Standard ACL);

- pacmpenHbie crimcku goctyna (Extended ACL);

- nMeHoBaHHbIe criucku goctymna (Named ACL).

[Ipn koH(UTypUpOBAaHMU KaXKIOMY CO3JaBa€MOMY CIHCKY JOCTyma
MIPUCBAMBACTCS YHCIOBOW HIACHTH(PHUKATOP, MPH 3TOM pasznuuHbiM Tumam ACL
COOTBETCTBYIOT pAa3JIMUHbIE JUANA30Hbl HMACHTH(PUKATOPOB. OTHU JHMAIA30HbI
MpeJICTaBICHbI B Ta0INIIE 8.2. HNmenoBannbie CIICKH JOCTyTIa
UACHTUDUITUPYIOTCS HE YHCIIaMH, & UMEHAMU.

Tabnuna 8.2 — CootBeTcTBUE AMana3oHOB uaeHTuuKaropo Turnam ACL

Tun ACL JuanasoH uaeHTUUKaTOpoB
Standard ACL 1-99, 1300 — 1999
Extended ACL 100 — 199, 2000 — 2699

Eme yacth 1uana3oHOB OTBOJMTCS IMOJ Takue MpoTokoiibl, kak Appletalk,
IPX, HO, Tak KaKk B HACTOSIIEM MOCOOMM paccMmarpuBaercs Toiabko ctek TCP/IP,
paccMmaTpuBaTh UX HE OyaeMm.

CraHpapTHbIe CIHMCKU JOCTYINa OMMCHIBAIOT MpaBUjia MPUHATHS PEIICHMUS,

ucxons Toynbko u3 IP-ampeca ucTtouHrka nakera. PacuivpeHHble CIUCKH A0CTYyIa




ONKCHIBAIOT TMpaBUJIA MPUHATHS pelleHus, ucxond u3 |P-agpeca uCTOYHMKA,
NoJIy4aresisg, MPOTOKOJa CETEBOrO0 YPOBHS, YKA3aHHOI'O B 3aroJIOBKE MakeTa, U
HOMEpA MOPTa, YKa3aHHOTO B 3ar0JIOBKE CETMEHTA.

Kak yka3piBasioch  BbIIIE, MapUIPyTU3aTOpP MPOU3BOAUT  MPOBEPKY
3aroJIOBKOB MAaKETOB MO MOPSJIKY CIKCKA, MOATOMY B CTPOKAaX CIHUCKOB CJIEAYeT
3a/laBaTh YCNOBUS (PWIbTpAllMM, HAYyWHAs OT YAaCTHBIX YCIOBUW M 3aKaHUYMUBas
oO0mMMH. YCIOBHS CIUCKA JOCTYIA MPOBEPSAIOTCS MOCIEAOBATENHHO OT MEPBOTO
yCIJIOBHUSI, TTOKa He OyAeT HailJIeHO COOTBETCTBYOIIEe coBmaaeHue. Ecau Hukakoe
YCIIOBUE HE COBIIAJIO C 3arojIOBKOM, IMakeT otOpackiBactes (deny any). ITpu sTom
OTIPaBUTENO OyET nociaHo cooduieHue nporokona ICMP.

Jlis KOoH(UTypupOBaHUsl CHHUCKa JOCTyNa HEOOXOJIMMO CHauyaja CO3JaTh
CIIUCOK B PEXKUME TIJIOOAIBHOIO KOH(UIypUpOBaHUs, MOCIE YEro, nepeias B
peXUM KOH(pUTypupoBaHus uHTEp(derica, IPUMEHUTh K HEMY CO3aHHbIN CIHCOK.

PaccMoTpuM CHavasia uCIoJIb30BaHUE CTaHAAPTHBIX CIIUCKOB JIOCTYTIA.

dopMaT KOMaH/Ipl CO3/IaHUsI CTAHAPTHOTO CHHMCKA JOCTyIa UMEET BUJL:

Router(config)#access-list <aomep> permit / deny <aapec ucrounmka>

Cnucku goctyna MOryT (QuIbTpoBaTh Kak Tpaduk, BXOAAIIMNA B
MapmipyTtu3atop (in), Tak ¥ TpapuK, HUCXONAIIMNA W3 MapuipyTtuzatopa (out).
Hanpasnenue Tpaduka ykasplBaeTcsi NpU MNPUBA3KE CIOUCKAa JocTyna K
uHTepdeiicy. Dopmar KoMaHIbl IPUBSI3KU CIUCKA K HHTEp(]eiicy nMeeT BU/L:

Router(config-if)# ip access-group <uomep> in / out

PaccMoTpum mpumep co3iaHus CTaHAAPTHOIO CIHMCKA JOCTyMa JJIsl CETH,

npecTaBICHHON Ha pucyHke 8.17 (mpumep 3auMcTBOBaH u3 [9]).



192.168.0.3/24 192.168.1.2/24 192.168.1.3/24

192.168.0.2/24

156.92.15.16/30

R4

Pucynok 8.17 — IIpumep cetn

[Ipeanonoxum, 4TO K cepBepy, Haxomsamemycs B nojacetu 192.168.1.0/24
o anpecy 192.168.1.2/24, noctyn u3 nmoaceru 192.168.0.0/24 pasperieH TOJIBKO
kommbioTepy 192.168.0.2/24. D10 mnpaBuiIO MOXKHO CKOH(PUTYpUPOBATH C
UCITIOIb30BAHUEM CTaHAApPTHOTO ChHcKa jocTyna Ha wuHTepdeiice Fa 0/0
mapmipyTtuzaropa R1.

Jl71st 3TOr0 B pexuMe ri100anbHOro KOHPUTYPUPOBAHHS HA MapLIPYTU3aTOPE
R1 HE0OX0AMMO BBHITIOJIHUTH CJICAYIOIINE KOMAHIbI:

Routerl(config)#access-list 10 permit 192.168.0.2

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 10 out

[lepBasg koMaHJa CO3/1a€T HA MapIIPYTU3ATOPE CHUCOK JIOCTYNa ¢ HOMEPOM
10, xoTophlii paspemaeT (permit) mepemady MaKeTOB € aapecoM HCTOYHHKA
192.168.0.2.

Btopas xomMaHnma sBisieTcsl KOMaHAOW mepexoja K KOH(PUTYypHpOBaHUIO

untepdeiica fa 0/0.



Tperbsi KOMaHAa TPUBSA3BIBACT CIMCOK JocTyna ¢ HomepoM 10 k
untepdeiicy fa 0/0 u yka3piBaeT Ha HampaBIeHHE TIepeaadn — ucxosmiee (out).

CoznanHbIii TakuM 00pa3oM CHHUCOK JIOCTyNa OyJeT COCTOATh U3 JBYX
ctpok. IlepBas crpoka B siBHOW (popme paspemiaer nepenaBaTh Ha HHTeEpdeiic
mapmpytuszaropa fa 0/0 makersl ¢ aapecom wucrounumka 192.168.0.2. Bropas
CTpOKa B HEsIBHOM BujIe 3ampernact (deny any) nepenaBaTh Ha 3TOT HHTepQEiC Bce
OCTaJIbHBIC TIAKETHI.

[Ipoananusupyem nerictBusi Mapiipytuszaropa R1 npu nocrymiennn Ha ero
BHEITHUI HHTEpeiic MmakeTa mociae Co31aHusl CIUCKa T0CTYyIa.

Ecnu maker moctynun w3 noxacetu 159.92.15.4 w npegnasHaueH ceppepy
192.168.1.1, mapurpyTusaTop, OnpeeanB M0 TaOIHIle MapIIPyTU3AIMU BHIXOIHON
uaTepdetic, mepeaaet 3ToT naket B 0ydep uarepdeiica fa 0/0.

3aTeM aHANM3UPYyETCA CIHUCOK, HAUMHAsl ¢ TIepBoil cTpoku. Eciam mcTtouHuk
uMeeT aapec 192.168.0.2 (coBmajeHue B MEPBON CTPOKE CIHMCKA IMPOHU3OILIO),
nakeT MHKarncyiaupyetcs B kaap Ethernet u mepenaercs cepsepy. Eciu uctounuk
uMeeT Jo0ON JNpyroit anapec (coBmaJeHUss B TIEPBOM CTPOKE CIHUCKa HE
IIPOM30IILIO0), MMPOUCXOIUT oOpalleHrue KO BTOPOH HEesBHOH cTpoke crucka (deny
any), v maxkeT oTOpachIBaCTCs.

B cinydae, ecnmu HeoOxoauMo oOecneuHTh JOCTYII K CEpPBEPY M BTOPOTO
koMmbloTepa mnoxacetu 192.168.0.0/24 ¢ aapecom 192.168.0.3, xomaHAbI
KOH(UTrypupoBaHus OyIyT BRITJSACTh CICTYIOIIIM 00pa3oM:

Routerl(config)#access-list 10 permit 192.168.0.2

Routerl(config)#access-list 10 permit 192.168.0.3

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 10 out

O4eBUIHO, YTO CITUCOK JTOCTYIIA TETIEPb COJACPKUT TPU CTPOKHU — JIBE SIBHBIE
U OJIHY HESIBHYIO.

Od4eBUIHO, YTO PACCMOTPEHHBIM CIMOCOO0 KOH(PUTYPHpPOBAHUS CITHCKOB
nocTymna yao0eH B TOM cllydae, €Clid JIOCTYN K KakoMmy-JTu0o pecypcy (cepBepy)

HE00X0AMMO o00ecrneynuTh HEOOJBIIOMY KOJMYECTBY HMCTOYHUKOB. Ecimm ke,



Hanpumep, B noacetu 192.168.0.0/24 3HaunTEeNnbHOE KOJIMYECTBO KOMIIBIOTEPOB,
Takoe KOH(GUTYPUPOBAHUE CTAHOBUTCS HEYJOOHBIM W TOJBEP)KCHHBIM OITHOKaM,
TaK Kak JUIsl KaXJ0ro U3 HUX He0OXOAMMO OTAENIbHO CO37aBaTh CTPOKY CIUCKA.

[losToMy TIpM CO3J@aHMM CIOUCKOB JOCTyHa MOXHO HCIOJIb30BaTh
CHelMaIbHOW MacKu, 0 KOTOpOH yke 1ia peyb B maparpade 6.2. B aTom ciiydae B
CTPOKE CIHCKAa MOET COJAEpXaThCsA yKa3aHWE Ha Iepefady Wik (QUIbTpanuio
MAaKeTOB HE C aJpecamMu KOHEUHBIX Y3JIOB, a C aJpecaMu cereul (mojcereii), B
KOTOpbIE€ OHU BXOJST.

HamoMHuM, 4TO MpaBWJIO KCMOJB30BAHUS MAacOK B 3TOM CIIy4ae MOYKHO
chopMyIHpOBaTh CIEAYIOIMIMM 00pa3oM — HYJIEBbIC 3HAYCHUS Pa3psA/IOB MACKU
O3Ha4yaroT TpeOoBaHHE OOpPaOOTKM COOTBETCTBYIOIIMX pa3psIoB ajapeca, a
C€AUHUYHBIE  3HAYEHHUS  pa3psAloOB  MacKd  O3HAYAlOT  UTHOPHUPOBAHUE
COOTBETCTBYIOIIMX pa3psaaoB aapeca. Hampumep, ecnu macka umeer Bun 0.0.0.0,
TO TMPOBEPSTH YCJIOBHE HEOOXOAMMO I BCEX pa3psIoB ajpeca HCTOYHHKA
npuOsIBIIero nmakera. Ecnu ske macka umeet By 0.0.0.255, To mpoBepsITh yCIOBUE
HE00XO0MMO TOJIBKO JIJIsl IEPBBIX TPEX OANTOB ajpeca UCTOYHHUKA.

[Ipennonoxkum, 4TO JOCTYyHn K TOMYy e cepBepy (aapec 192.168.1.1)
JIOJDKHBI TIOJTYYUTh BCe KoMMbIoTepsl nojceTu 192.168.0.0/24. B stom cinyyae Ha
MapiipyTtuzatope R1 He0OX0AMMO BBITOTHUTH KOMAaH/IbI:

Routerl(config)#access-list 10 permit 192.168.0.0 0.0.0.255

Routerl(config)#interface fa 0/0

Routerl1(config-if)#ip access-group 10 out

Heo6xo1uMo OTMETHUTh, YTO, €CJIM HY>KHO Pa3pelInuTh KaKOMY-IH00 OJTHOMY
y37y U3 aApyrou nojacetu (Hampumep, 192.168.2.2/24) noctyn k 3TOMY K€ cepBepy,
CO3/IaBa€MbIil CIUCOK HEOOXOAMMO JIOMTOJTHUTH KOMaH0M

Routerl(config)#access-list 10 permit 192.168.2.2 0.0.0.0

WJIH, 4TO TO K€ CaMO€, KOMaHJ0M1

Routerl(config)#access-list 10 permit host 192.168.2.2

Hcrnonp3ysi MPUBENEHHYIO BBINMIC AHAJIOTHIO C «OCIBIMU» U «UYEPHBIMID)

CIIMCKaMH TGJIC(l)OHa, MOXHO OTMCTHUTb, 4YTO PACCMOTPCHHLIC CIIOCOOBI



aHAJIOTUYHBI CO3MAHHIO B Tele(oHE «OenbIX» CIHUCKOB — YKa3aHHBIE B CITHCKE
JOCTYyIIA aJjpeca SIBISIOTCS Pa3pelieHHbIMU, OCTAJIbHBIE — 3aIIPEILICHHBIMU.

B psne ciydaeB Oosnee yqoOHBIM SIBISIETCS HCIIOJIb30BAHUE aHAJIOTUU
«YEPHOTO» CMHCKa — pa3pelieHo MepeaaBaTh JaHHBIE OT BCEX, KPOME TeX, KTO
yKa3aH B YEPHOM CITUCKE.

[IpeAnonoxxum, 4To K TOMY k€ CepBEpy HEOOXOAMMO O0ECIEeUUTh JOCTYM
BCEM KOMIIbIOTEpPaM, KpoMe€ OJHOro, wumeromero azapec 192.168.0.15.
KoupurypupoBanue Takoro crucka OyeT UMEThb BUJI:

Routerl(config)#access-list 11 deny host 192.168.0.15

Routerl(config)#access-list 11 permit any

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 11 out

HamoMHuM, 4TO MO yMOJIYAHUIO y CO37aBAEMbIX CIHCKOB JOCTYIa HESIBHO
NPUCYTCTBYET 3aKJIHOYMTENIbHAS CTpoka deny any — 3ampetuTh Bce. B gaHHOM
cliyyae Mbl 3aMEGHWJIM 3Ty CTPOKYy Ha permit any — paspemmurtb Bce.
Co0TBETCTBEHHO, JOCTYII K cepBepy OyleT pa3pelieH BCeM, KpOME KOMIIbIOTEPA C
anpecoMm 192.168.0.15.

PaccMmoTpum Teneps puMeHeHre PacIMPEHHBIX CIIMCKOB JIOCTYTIA.

OOmumii BUI KOMaH/IbI CO3aHUs CITUCKA:
access-list <nomep> <permit/deny> <npoToko.,> <ajapec HCTOYHHKA> <ajpec

noJiyyarejisi™> <HoMep NOpTa W Ha3BaHHE MPOTOKOJIA>

Bmecto HOMepa mopTa MOXHO MCIOJIB30BaTh HAa3BaHUE MPUKIIATHOTO
IIPOTOKOJA, KOTOPBIM 3TOT HOMEp uaeHTupuuupyerca — FTP, HTTP u T.1. B nosne
«MPOTOKOJ» TaKKE MOXHO HCIOJIh30BaTh HOMEP, HO 3HAYUTENBHO YJI00HEe
ncnoJir3oBath HaszBauue — |IP, TCP, UDP u T.1.

Bce ocranpHbie mpaBmia KOH(GUTYPUPOBAHHS PACIIMPEHHBIX CIHCKOB
OCTAIOTCSl TAKUMH K€, KaK U JIJIsl CTAHJIAPTHBIX CITMCKOB.

PaccMoTpuM mpuMeHeHHe PacIIMPEHHOTO CIHCKA JJI KOH(GUTYPUPOBAHUS
mapmipyTtuzaropa R1 (pucynok 8.17), mpu 5TOM JOJIKHBI OBITH BBITOJTHEHBI

CJIEIYIOLIUE YCIIOBUSA:



- xommbioTepy 192.168.0.2/24 HeoOXOAMMO MPENOCTaBUTH IOCTYI K WeED-
cepBepy ¢ aapecoM 192.168.1.2 no npotokony HTTP;

- BceM KoMmIbtoTepaM mojacetu 192.168.0.0/24 HeoOX0aUMO TPEAOCTaBUTh
noctyn k FTP-cepBepy ¢ anpecom 192.168.1.3 no npotoxony FTP.

KoMannel KoHQUrypupoBaHHsS B 3TOM ciy4dae OyAyT BBITJISICTh

CJIEAYIOIIMM 00pa3oMm:

Routerl(config)#access-list 110 permit tcp host 192.168.0.2 host 192.168.1.2 eq www
Routerl(config)#access-list 110 permit tcp 192.168.0.0 0.0.0.255 host 192.168.1.3 eq ftp
Routerl1(config)#interface fa 0/0

Routerl1(config-if)#ip access-group 110 out

O4eBUIHO, YTO YKA3aHHBIA CHOCOO AaHAJIOTMYEH CO3JaHUI0 «Oesioroy
crucka B TenedoHe, Tak Kak TPEThe HESIBHOE YCIOBHUE, HAXOJSIIeecs B KOHIIE
CIUCKA, KaK W TP HCIOJIb30BAHUH CTAHJIAPTHBIX CHUCKOB JOCTYIA, OJIOKHPYET
BCE, UTO HE Pa3pemieHo.

PaccmoTpum npumep, Korjaa ynoO0Hee HCIOJIb30BaTh AHAIIOTHIO «YEPHOT0»
crircka B Tenedone.

Ha mapmpytuzatope R1 10KHBI OBITh BBITIOTHEHBI CIEAYIOIINE YCIOBHS:

- kommbtoTepy 192.168.0.2/24 HeoOX0oAMMO 3aNpeTUTh JTOCTYI K CEPBEPY C
aapecom 192.168.1.2 no nporoxkonry WWW, HO pa3pemints J0CTYyIbl K APYrUM
CepBHCaM;

- BceM KomIbtoTepaM mnojacetu 192.168.0.0/24 HeoOX0IUMO TPEAOCTaBUTh
JOCTyNl K cepBepy ¢ aapecoM 192.168.1.3 mo mpotokomy FTP, HO paspemmrs
JIOCTYTI K IPYTUM CEPBHUCAM.

Komanael koHGUTYypUpOBaHUS B 3TOM ciiydae Oy yT UMETh BUI:
Routerl(config)#access-list 110 deny tcp host 192.168.0.2 host 192.168.1.2 eq www
Routerl(config)#access-list 110 deny tcp 192.168.0.0 0.0.0.255 host 192.168.1.3 eq ftp
Routerl(config)#access-list 110 permit ip any any
Routerl(config)#interface fa 0/0
Routerl1(config-if)#ip access-group 110 out

3amuck permit ip any any o3HauaeT, 4YTO BECh OCTAILHOU TpaduK OT JIFOO0TO

HCTOYHHKA K J'II06OMy IMOJIYHaTCJIIO JOJIZKCH IICPCAaBaAThCA.



[TpocMOTpeTh CO3MaHHBIE HA MapIIPyTH3aTOPE CIUCKU JOCTYIa MOXHO 10
komane Show access-list, a circku, HacTpOCHHBIC Ha KOHKPETHBIX HHTEpdeiicax,
komaugamu Show ip interfaces wim show running-config. Ha pucynke 8.18

IMOKa3aHbl HACTPOCHHLIC CIIMCKU JOCTYIIA JJIA PACCMOTPCHHOI'O 3/ICCh ITPpUMCEPA.

[0S Command Line Interface

—— Trr—r T —T rr=——r =
Bouterfoonfig
Configuring from terminal, memory, or hetwork [terminall?
Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config) faccess-list 110 deny top host 13Z2.168_0.Z heost 19Z2.168.1.% eq www
Bouter(config) faccess-list 110 deny tcp 132.168.0.0 0.0.0.Z255 host 19Z.168.1.32 e
q frp
Bouter(config) faccess-1list 110 permit ip any any
Bouter (config) finterface fa 070
Bouter (config-if) #ip access-group 110 out
Bouter (config-if) §*E
Bouterf
£5TE-5-CONFIG_I: Configured from console by console
Routerffzhow access-list
Extended IP access list 110
deny tcop host 132168 0.F host 192.168.1.2 eq wmw
deny top 192 168.0.0 0.0.0.E255 heost 19%2.168.1.3 eg ftp
permit ip any any
Routerﬁ| A

Pucynox 8.18 — KondurypupoBanue crivcka 10CTyma v €ro mpocMoTp

Heo6Xx0auMo MOMHHUTB, YTO, €CJM B CO3JaHHBIA CITUCOK JOCTYIa J00aBUTh
HOBOC YCJIOBHE, OHO 3allMIIETCs B KOHEI[ CIHCKAa M OyIeT IPOBEPATHCS
nocieanuM. [loaTomy, eciu HEOOXOAMMO BCTaBUTh B CIHMCOK JOTOJHUTEIBHOS
yCJIOBHE B JPYroe MECTO CIMCKA, CO3JaHHBIA CIHUCOK HEOOXOAWMO YIAIHUTh W
CO37aTh 3aHOBO. Y TAJICHHE CIHCKA JOCTYyIa MPOU3BOAUTCS KOMaHIOH NO acCess-
list <Homep>.

MIMeHOBaHHbBIC CIHCKH JOCTyIa OTJIMYAIOTCS OT PACCMOTPEHHBIX TOJIBKO
TEM, YTO BMECTO HOMEPOB MX MOKHO HAECHTH(HIMPOBAThH MMeHamMu. Kpome Toro,
UMCHOBAHHbIE CITUCKU TaK)Ke MOTYT OBITh CTAHIAPTHBIMU U PACIIUPEHHBIMHU.

Takum 00pa3oM, HCIONB30BaHHE CETEBHIX (DUIBTPOB HA OCHOBE CIIMCKOB

A0CTYyIIa MO3BOJIACT TrHuOKO HaCTpanBaTh IMOJIMTUKH CCTH.



3aKIII0uYeHHuE
B ydyebHOM mocoOwm paccMOTPEHBI OCHOBHBIE TEXHOJIOTHH KOMMYTAITUU
MIAKETOB B CETAX CBSA3HM. PaccMOTpEHBI IPHHIUIIBI (DYHKIIMOHUPOBAHUS YCTPOMCTB
KaK KaHaJbHOTO, TaK UM CETEBOTO YypPOBHEW, TIPHUBEACHBI TPUMEPHI HUX
KoH(purypupoBanus. Kpome Toro, paccMOTpeHbI OCHOBHBIE CETEBBIC MPOTOKOJIBI 1
CITY’>KOBbI, 00ecIeurBarone MPoXoxKJIeHHe makeToB uepe3 IP-ceTs.
3HaHue ATUX 0a30BBIX MPHUHITUIIOB MO3BOJHUT CTYJEHTaM OCBOUThH y4YeOHBIE

AUCHUIIIIMHBI, HAITPABJICHHBIC HA N3YYCHHC CETEH CBSI3HU CICAYIOIICTO ITOKOJICHUA —

NGN.
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