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Monayas 1.

Jlabopamopuasa paooma Nel. METO/IbI IIOUCKA H CbOPA HH®OPMAILIUU.
METOIHKA YCTPAHEHHUA KOMITbFOTEPHOH HH®OPMAIHM.

Ilenv pabomur: 11lproOpeTeHre HABBIKOB MOMCKA MHGOPMAIIMK UCTIONB3YS M0-
HCKOBBIE CUCTEMBI.

HNuTepHeT — 3TO TyI00alibHAsi KOMITBIOTEPHAS! CETh, OOBEAMHSIONIAS MHOTHE
JIOKaJbHbIE, KOPIOPATUBHBIC, PETHOHAIBHBIE CETH M BKJIOYAIOIIAS JIECATKH MUJI-
JIMOHOB KOMITHIOTEPOB.

B kax0#l Takoil JOKaJIbHON WJIM KOPIOPATUBHOM CETH OOBIYHO MMEETCS XOTS
Obl OJIMH KOMIIBIOTEP, KOTOPBI MMEET MOCTOSHHOE MOAKIYeHue K MHTepHeT ¢
MOMOIIIBIO JIMHU CBSI3U C BBICOKOW MPOMYCKHOW CMOCOOHOCThIO. B KauecTBe Takux
MarucCTPaJbHbBIX JUHUI CBS3U OOBIYHO MCIOJIb3YIOT ONTOBOJIOKOHHBIE WM CIYTHHU-
KOBBIE JIMHUH C MPOITYCKHOU cITOCOOHOCTHIO OT 1 10 100 MbuT/c.

Takum oOpa3zom, OCHOBY, «kapkac» WHTepHET cocTaBisitoT Oosiee 40-ka MHII-
JIMOHOB CEPBEPOB, MOCTOSIHHO MOJKIIOYEHHBIX K ceTu. K HUM, B cBOIO ouepesb, MO-
I'yT MOJKJIIOYAThCS C MOMOIIBIO JIOKAJbHBIX CETEH MM KOMMYTHUPOBAHHBIX TeEJe-
(OHHBIX JTMHHUI COTHU MUJUTMOHOB T0JIb30BaTenen MHTepHeT.

JIisi MOAKITIOYEHUsT KOMIbIOTepa K TeNeQOHHOW JIMHUM HCIOJBb3YEeTCs] MO-
nem.Komnbrotep mnepegaer MoaeMy HMH(OpPMAaLMIO B BUAE IOCIEI0BATEIbHOCTU
ANEKTPUUYECKUX UMITYJbCOB, MOJIEM Ha TNepeaarolleid CTOpoHe mpeoodpazyeT uudpo-
BbI€ CUTHAJIbl KOMITbIOTEPA (JIEKTPUUECKHE UMITYJIbChI) B aHAJIOTOBBIA CUTHAII, T.€.
OH MOZYJUPYET aHAJIOTOBBIM CUTHAJ [IU(POBBIM.

[Touck napopmannu B UHTEpHETE OCYHIECTBISETCS C MOMOUIBIO CIIEIIMAIbHBIX
nporpamMM, oOpabaThIBAOIIUX 3aMpOChl — HWHPOPMAIIMOHHO-TIOMCKOBBIX CHCTEM
(UTIC). CymiecTtByeT HECKOJbKO MO, Ha KOTOPbIX OCHOBaHa paboTa MOUCKO-
BBIX CHCTEM, HO UCTOPUUYECKH JIBE MOJICITH TTPHUOOPEH HAUOOBIIIYIO MTOMYJIIPHOCTh
— 3TO MTOMCKOBBIE KAaTaJIOTH U MOUCKOBBIE YKA3aTEIIH.

[TonckoBbIE KAaTaJOTU YCTPOEHBI M0 TOMY K€ MPUHIUITY, YTO U TEMATUYECKUE
KaTaJIOTU KPYMHbBIX OMOIuoTeK. OHU OOBIYHO TIPEACTABISIIOT COOON HepapXUUueCcKue
TUIIEPTEKCTOBBIE MEHIO C IIYHKTAMH U MOANYHKTAMH, ONPEACISIIOIIUMU TEMATUKY
CalTOB, aJpeca KOTOPBIX COJEpXkKaTCi B JAHHOM KaTajore, ¢ IMOCTENEHHBIM, OT
YPOBHS K YPOBHIO, YTOUHEHUEM Te€MbI. [ [oNCKOBBIE KaTal0ru CO3/1al0TCS BPYUHYIO.

OcHOBHOM MP00JIEMOI MOUCKOBBIX KAaTaJOroOB SIBJISETCA UPE3BbIUAMHO HUZKUUI
kodpdunment oxsara pecypcoB WWW. UToObl MHOTOKpaTHO YBEIUUUTH KOADPU-
LMEHT oxBaTa pecypcoB Web, U3 mpoiiecca HanoJHeHUs: 0a3bl JaHHBIX MOMCKOBOMN
CUCTEMBI HEOOXOAMMO UCKIIOUYHUTH YeJI0BeUeCKU (akTop — paboTa 0JKHA OBITh
aBTOMAaTU3UPOBAHA.

ABTOMaTHUECKYIO Karajorusanuio Web-pecypcoB U yIOBIETBOPEHUE 3aIpo-
COB KJIMICHTOB BBITIOJIHAIOT MOWCKOBBIC yKa3arenu. PaboTy mMOMCKOBOTO ykasartens
MOYHO YCJIOBHO Pa3/IeJIuTh HA TPU dTara:

- cOop mepBUYHOM 0a3bl NaHHBIX. J[JI1 CKaHUPOBaHUSI MH(POPMAIIMOHHOTO TPO-
ctpanctBa WWW uCHoOnp3ylOTCS CENUANIbHBIE ar€HTCKUE MPOrPAMMBI — YEpBH,
3aJlaya KOTOPbIX COCTOUT B TIOMCKE HEU3BECTHBIX PECYPCOB M perucTpaius ux B 0a-


http://www/

3€ JaHHBbIX

- MHJEKcaIus 0a3bl JaHHBIX — TMEepBUYHAs 00paboTKa ¢ EIbI0 ONMTHMH3AIAN
noucka. Ha srame wHIEKcaluu CO3MAI0TCS CTEIUATM3UPOBAHHBIE JTOKYMEHTHI —
COOCTBEHHO MTOMCKOBBIE YKa3aTelH;

- pauHUPOBAHKE PE3YILTUPYIOIIECTro crucka. Ha sTom aTame co3maercs criu-
COK CCBUIOK, KOTOPBIM OyJeT IepeaaH Mojhb30BaTeli0 B KQ4eCTBE PE3yIbTUPYIOIIIE-
ro. PaduHHMpoBaHrWE pPE3yIBTHPYIOMIETO CIIMCKAa 3aKIoYaeTcs B (DHIbTpAIUU |
PaHXUPOBAHUK pPe3yIbTaTOB moucka. [loj ¢uiapTpamnueil moHUMaeTcss OTCEB CChI-
JIOK, KOTOPBIE HElleJIeCO00pa3HO BhIIABATh MOJIH30BATEII0 (HAIIPUMED, TIPOBEPSCTCS
HaJM4HMe JTyOJIMKATOB). PaHKMpOBaHHME 3aKIIFOYACTCS B CO3JIaHUU CICIHAIBHOTO
MopsiJiIKa TPEJICTABIICHUS PE3yJIbTUPYIOMIETO CIUCKA (M0 KOJUYECTBY KITFOUYCBBIX
CJIOB, COTTYTCTBYIOIIIUX CJIOB U JP.).

B Poccun Hambomnee KpYIMHBIMU M MOMYJISPHBIMU TTOMCKOBBIMU YKAa3aTEIISIMH
SIBJISIIOTCSL:

- «SIndex» (www.yandex.ru)

- «Pambnep» (www.rambler.ru)

- «Google» (www.google.ru)

- «Anop12000» (Www.aport.ru)

XoJ paboThl

1.OcBOUTH 37IEMEHTapHbIE IPUEMBI TIOMCKA HHPOpPMAIH B ceTu VIHTepHeT.

2. Ocy1iecTBUTh OMCK 00pa30BaTEIbHBIX CalTOB.

3. OcBouTh NpHUEMBI NMOUCKA UHPOPMALIMKM C TTOMOLIBIO MOUCKOBOW MAaIIMHBI,
VCIIOJIB3YS TPYMIBI CJIOB JJIs1 OPTaHU3aLHH MPOCTOTO MOUCKA.

4. OcBouTh MpHUEMBI NTOMCKA UHPOPMALIMU C TTOMOIIbIO TTOUCKOBOIM MaIIMHBI,
U3Yy4YUTh OCOOCHHOCTH MOMCKAa HOPMAaTUBHOTO IOKYMEHTA.

5. CpopmupoBaTh JOKYMEHT MO TeMe «YKa3aTh 3a/laHHYI0 TEMY», UCIIOJIb3Ys
3JIEKTPOHHBIE IOKYMEHTBHI, PEACTaBIEHHbIE ITI00aIbHON ceThio Internet.

6. [IoAroTOBUTH OTYET, M OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI.

1. Jlnst TOro 4TOOBl OCBOUTH AJIEMEHTApHbIE MPUEMBI MTOMCKa MHGOPMAIIMK B
cetu IHTEepHET HEOOXOAMMO BBITIOJIHUTH CIEAYIOIINE IeHCTBHUS:

- 3amycTuTh 0003peBatens MS Internet Explorer;

* B aJIpecHOM cTpoke HaOpath aapec nmouckoBoro WWW.-cepepa;

* OTKPBITh HOBOE OKHO Opay3epa, BBITIOJHUB IMOCIEI0BATEILHOCTh KOMAH] B
rimaBHoM MeHo @aitn - Co3nate - OKHOWIIM HCIOJB30BaB COYETAHUE KIIABHIII
Ctrl+N;

* TIOBTOPUTH T1.TI. 2, 3 HE MEHee YeThIpex pa3. B pasHbie okHa Opay3epa 3arpy-
3UTE TJIABHBIE CTPAHUIIBI TIOMCKOBBIX MAIIWH;

- cpaBHUTH uHTEpDeiich monckoBbix WWW-cepBepos;

* C TIOMOUIBIO CIPABOYHBIX CUCTEM MO3HAKOMBTECH C OCHOBHBIMU CPEJCTBAMH
MIPOCTOTO U PACIIMPEHHOTO MTOUCKA;

* OpraHU3YyWUTE MOUCK, 3aMOJHUTE TAOJIUILy U MPOKOMMEHTUPYITE PE3yJIbTaThl
MOMCKA:



* OpraHu3yiiTe MoucK MHTepecymlie Bac nndopmanuu (kak Ha3bIBaeTcs ca-
Mo€ O0JIbIIIOE MPECHOBOIHOE 03€pO B MUPE) U BHECUTE PE3yJIbTAThI B TAOIUILY;

2. JInst morcka o0pa3oBaTeNbHBIX CATOB, BHIIIOJIHUTE CIEAYIONINE T1eHCTBUS:
* 3amycTuTh 00o03peBarens MS Internet Explorer;
= BBecTH anpec http://www.list.ru B anpecHyro ctpoky o603peBares;

" B CHUCKE KATETOPUM IEPEUTH IMOCIEIOBATEIBHO IO CIECAYIOIIHUM CChLI-
kam. OOpazoBanue - Hayka - [lIxosbl - ®u3uko-MaTeMaTHIECKUE TITKOJTHI.

B pe3ynbrare Mbl OMy4uiiu ciucok 14 ¢pusznko-maTreMaTHdeckux mikos. Kax-
Jlasi CTPOKa CIHCKA — TUIEPTEKCTOBAsI CChUIKA, MEPEUId MO0 KOTOPOW, MOKHO MpPO-
CMOTPETh 3aMHTEPECOBABIIINI BAC IIKOJIbHBINA CAMT.

3. OcBoeHmE MPUEMOB MMOMCKAa HHGOPMAIIHH C TIOMOIIBIO IOMCKOBOW MAaIIWHEI,
dbopMupOBaHUE TPYMIIBI CJIOB JJIsl OpraHU3aIMy IPOCTOTO MOUCKA.

Haiinqute Guorpaduto munuctpa obpazoBanusi Poccuiickoii denepanuu Oyp-
ceHKO A.A. ¢ moMoIIsi0 MOUCKOBO# cuctembl Google.Ru. Beimonnute crnemnyrorniue
JICUCTBUS:

* 3amyctuth 0003peBaTens MS Internet Explorer;

" B agpecHOM CTpoke HabpaTh aapec  IMOMCKOBOW  CHUCTEMBI
http://www.google.ru 1 nHUIMATH3UPOBATH MPOIIECC 3arPy3KH pecypca;

* B uHTep(eiice HaYaIbHOW CTpaHHUIIBI MOMCKOBOM cuctembl Google.Ru
HaiTh (opMmy JUIsl MOMCKA M CTPOKY BBoAa 3ampoca. Lllemukom seBoi
KJIABUIIIEH MBIIIU 10 CTPOKE YCTAaHOBUTH B HEHM Kypcop M Haledararhb:
ouorpadus OuUIUNIOB MUHUCTD;

"  WHHUIAATU3UPOBATH MPOIECC MOMCKa B TIOMCKOBOHM cHCTEME, Ha)KaB Ha
kHonky Ilouck B Google;

" POCMOTPETH Pe3yJIbTAThl MMOMCKA U HAWNTH CPEU HUX Hambosee MoIXo0-
nsmme (peleBaHTHBIC) BallleMy 3arpocy.

4. I1ns toro utoObl HaiiTu [Ipuka3 MunucrepcTBa oOpazoBaHusi U Hayku Poc-
cuiickor ®@eneparuu ot 24 maprta 2010 r. Ne 209 "O nopsiake arrecTanyu neaaro-
IMYECKUX paOOTHUKOB rOCYIapCTBEHHBIX U MYHMITUIIAIBLHBIX 00pa30BaTEIbHBIX Y-
pexnenuit". Jlis mpoBeeHUs MOMCKA JOKYMEHTa BOCIOJIb3yeMCs, HarpuMmep, Mo-
uckoBoi MammHOM fndex.ru. B rpynmy KIIlOYeBBIX CIIOB 3ampoca HEOOXOAUMO
BKJIIOYMTH 3HAYUMBIE TIO CMBICITY CJIOBA U UCKJIIOYUTH CTOM-CJIO0BA (10 3HAYMMBIMU
MOHUMAIOT T€ CJIOBA, KOTOPhIE HECYT OCHOBHYIO CMBICIIOBYIO HAarpy3Ky JOKYMEHTA;
CTOIM-CJIOBA — CJIOBA HE HECYIIUE CMBICIOBOM HArpy3Ku, HapuMmep, Npeasior, Uiu
CJIOBA, BCTPEUAIOIIMECS B KaXJA0M Mojo0HOM mokymeHTe). CioBocoderanus «Mmu-
HUCTEPCTBO OOpa3zoBaHus P®Dy», «MyHUIMMNAIbHBIE M 00pa3oBaTeIbHBIE yUpexKIie-
HUS» MOXHO OTOPOCHUTH, T. K. OHM BCTPEYAIOTCS B OOJILITUHCTBE HOPMATHUBHBIX 00-


http://www.list.ru/
http://www.google.ru/

Pa30BaTCIbHBIX JOKYMCHTOB. Ham 3aI1pocC 6y,HeT BBITJIAACTD TaK: IIOJOXKCHHUE O IIO-
PAAKE aTTCCTAlMU MIEAAIrOTHYCCKUX U PYKOBOIAIINX pa6OTHI/IKOB.

1. 3amycture o6o3peBarens MS Internet Explorer.

2. B amgpecHoii cTpoke HabepuTe ampec  MOWCKOBOM  CHCTEMBI
http://www.yandex.ru.

3. B cTpoky moucka BBeAUTE 3aMpoc: MOJOKECHHUE O TTOPSIKE aTTECTAINH TIe/1a-
TOTHYECKUX U PYKOBOJSIIUX pAOOTHUKOB.

4. OTKpBITh HAWJICHHBIA TOKYMECHT.

5. Copmupyiite TOKYMEHT MO TeMe «YKa3aTh 3aJIaHHYIO TEMY», HUCIOIb3Ys
ANIEKTPOHHBIE JOKYMEHTHI, IPEJICTABICHHBIE TI00AILHOM ceThio Internet

MeToanKa yCTpaHEeHUs KOMIIbIOTEPHOU HH(pOPMALIMH.

Ilenv padomer: 1IpuoOpeTeHre HABBIKOB YCTPAHEHHUS M BOCCTAHOBJICHUSI WH-
dbopmanuu Ha pa3IMuYHbIX HOCUTEISX.

Onpenesienue

YHUYTOXKEHHUE TepCOHANBHBIX MaHHBIX (cori. @3 Ne 152 «O mepcoHalbHBIX
JAHHBIX») — JIEUCTBUSI, BPE3YJITATE KOTOPHIX HEBO3MOXKHO BOCCTAHOBHUTH COJIEP-
YKaHUE TMEPCOHANBHBIX JAHHBIX B MH(QOPMALMOHHOMCUCTEME IMEPCOHAIBHBIX JaH-
HBIX WJIM B PE3yJbTaTe KOTOPBIX YHUUTOXAIOTCS MaTepUAIbHbIE HOCUTEIUIIEPCO-
HaJIbHBIX JIAHHBIX.

Kak nmoka3pIBaroT pe3yapTaThl UCCIECIOBAHUN | UCTOYHUK He yKas3aH 1138 nueld],
YHUUTOXXEHUE TEPCOHAIBHBIX JAHHBIX HEOTAENAIOTCS OT BOINPOCA YHUUYTOKEHHUS
uHbOpMallMU B MIHUPOKOM cMmbicie. [lpu 3ToM uMeroT psa ocoOeHHOCTEN,KOTOpbIe
00yCIIOBJIEHBI B IIEPBYIO O4Yepeb (eiepabHbIM 3aKOHOIATEIbCTBOM PD.

CriocoObl YHUUYTOKEHUS TIEPCOHATIBHBIX TaHHBIX

CriocoObl YHUUTOXKEHUS TIEPCOHAIIBHBIX JTAHHBIX TIPUHSATO JIETUTh HA 2 KaTero-
puu:

1. du3nyeckoe yHUUTOKECHUE HOCUTES

2. YHuuTo)XeHne nH(pOpMAIUU ¢ HOCUTES

YHUUYTOKEHHE MAaTEPUATBHOTO HOCUTENS

* Bymasknblil HocuTenb. Vcnonb3yroTes 2 Buja yHUYTOXKEHUS: YHUUTOXKEHNE
yepe3 LIpeaupoBaHue (M3MENIbYeHUE WUTHApPOoOOpadOTKa) M YHUUTOXKEHHE 4Yepes3
TEPMHUUECKYIO0 00paboTKy (CkuraHue). Y IIpeAepoB €CTh Pa3IUYHBICCTEIICHN CEK-
petHOCcTH (OT 1 10 5). 3aKOHOJATENBHO CTENEHb CEKPETHOCTH, TP YHUUYTOKECHHH,
KaK ¥ CaMUIIPOLEYPbI HE PErJIAMEHTHPYETCS.

* JJIEKTPOHHbIN HOCHUTEJIb. YHUUYTOXKEHHUE 3aKIIOYACTCA B TAKOM BO3ICHCT-
BUM Ha pabouue CJIOW JMCKOB, BpE3yJbTaTe, KOTOPOro paspyliaeTcss puznyeckas,
MarHuTHas WIM XUMUYECKasl CTpyKTypa padouero cios.llpumepamu mMoryT OBITh:
MEXaHUYECKOE pa3pylleHHe AUCKOB (MPEeCCOBaHUE, MEXAHMUYECKOE APO3HPOBAHUE-


http://www.yandex.ru/

MMOBEPXHOCTU — MECKOCTPYMH, YIBTPA3BYKOBOE U IJIEKTPOXUMHYECKOE 3PO3UPOBA-
HI/IC), XUMHUUYCCKOC TPABJICHUEC BAI'PECCUBHBIX CpCaax 1 00 KHT WIIN IeperijiaBka Juc-
koB. CnéMm JaHHBIX C MAIHUTHBIX JIHUCKOB, IMOJABCPITINXCA T&KHMBOSHGﬁCTBHHM,
CTAHOBHUTCsA HEBO3MOKHBIM.

YHHuYTOXEeHUE HH(POPMALUU C HOCUTEJIA

CymiectByeT 0OJIbIIIOE KOJMYECTBO KaK MPOTPaMMHOM, TaKk U MPOrpaMMHO-
anmapaTHOM peanu3allid IPOLecCao0eceyeHsl YHUUTOXEHUsT HHPOPMAIINH,
MPE/ICTaBICHHON HA MAarHUTHBIX HOCUTEISX.

Psan anropuTMoB yHUUTOXXE€HUS WH(MOPMAIIMU, B TOM YHCIIE U TIEPCOHATBHBIX
JTAHHBIX, OCHOBBIBACTCSI HAMHOTOKPATHOM TNEpe3alucd B CEKTOPax MarHUTHOTO
nucka. C pu3nyeckod TOUKHU 3pEHHUs, OHU OCHOBBIBAIOTCS HAMHOTOKpPATHOM Tepe-
MarHAi4MBaHUU MaTepualia 3aluChIBAIOIEH TOBEPXHOCTH IUCKA.

AJITOPUTMBI HAIIMOHAJIBHBIX CTAHJAPTOB MPEyCMATPUBAIOT 3alIUCh B KAXKIbIN
0alT KaXJA0ro CEeKTOpa KECTKOTOANCKA €AUHULI, CIIydalHbIX YUCEN, a TAKXKE YUCeI,
JIOTIOJIHUTENBHBIX K 3allUCAaHHBIM Ha mpeabiayiieM mnpoxoje.llpennonaraercs He-
CKOJIBKO Tepe3anuceil A1 OJHOIO0 MaTepUaIbHOrO HOCHTEJIS.

CranaapTbl yHUYTOKEHUS TAHHBIX

*'OCT P50739-95;

» DoD 5220.22-M; NAVSO P-5239-26 (RLL);
* NAVSO P-5239-26 (MFM);

*VSITR.

MeToabl BOCCTAHOBJIeHUA (pailjioB

[Ipexxne 4yem HadaTh paccMaTpPUBATh PA3IMYHBIE METOJBI BOCCTAHOBIICHUS
(baiIoB OTMETHUM OJIHY BaXKHYIO OCOOEHHOCTH:

Ecnu nanHble Ha JUCKE Tepe3anucaHbl, TO UX HE YJACTCS BOCCTAHOBUTH HU
OJIHOM IPOTPaMMOM U HU OJTHOM M3 U3BECTHBIX METOJIOB.

[TosTOMy KpaifHe BaKHO YTOOBI O BOCCTAHOBJICHUS JTAHHBIX HA JUCK HE 3aIlu-
ChIBaJIACh KaKas-mu00 nHpopmaIus.

EcTth nBa MeToma BoccTaHOBJNIeHUs (hailJIOB KOTOPBIE HE OBUIN MEpe3arucaHbl.
Bo Bcex yTuiauTax BOCCTaHOBJICHHS UCIIOJIB3YETCS TUOO0 OJIMH U3 HUX, 1100 00a.

Meton 1: Boccranomienue ¢aiaoB MmocpeiCTBOM aHanu3a HHGOpPMAIUA O
(haiiiax u mankax

DTO caMblii NEPBBI METOJ HKCIOJIb3YEMbI B MPOrpamMMax BOCCTAaHOBJICHUS
JAHHBIX, TaK KaK MPHU €r0 YCIENTHOM MPUMEHEHUHM BOCCTAaHABIUBAIOTCS (ailyibl C
OpUTHHAIHHBIMA UMEHAMH, Iy TSIMU, OTMETKAMU JaThl/BPEMEHH, U CAaMU JTaHHbIC.

PaGoTa yTuiuThl BOCCTaHOBIICHUS (DailIoB HAYMHAETCS C MOMBITKE YTEHUS U
00paboTKu mepBoi Kormuu nHGpopManuu o (aiiyiax v mankax. B HEKOTOPHIX ClIydasix
(Hampumep Tpu ClaydyalHOM yaajlieHuu (aitia) 3To eIMHCTBEHHOE 4YTO TpedyeTcs
JIJ1s BOCCTAHOBJICHUS (haiiJIoB.

Ecnu nepBas konust ungopmaiuu o Qaitinax v mamnkax CUIbLHO MOBPEKIEHA, TO
YTHJINTA CKaHUPYET JUCK U UIIET BTOPYIO KOMHIO HH(OpMaIuu o ¢aiiax v mamkax.
[Ipu 3TOM TaKkke MPOU3BOJUTCS AETAIBHBIN MOUCK JOMOJHUTENBHONU UH(MOpPALMH O
CTPYKType MHamok U (aiyioB, KOTopasi MOXKET HaXOJUThCA B 00JIacTU JMCKa, Te



xpansarcs aansbele. [locie sToro Bcs HaligeHHas HMHpopMmaius oOpabaThiBaeTCs U
BOCCO3/1a€TCsl OPUTMHAIbHAS CTPYKTYpa MoK U (aiyios.

Ecniu ¢aitnoBas cucrema OUCKa CEpbE3HO HE TMOBPEXKACHA, TO BIIOJIHE

BEPOATHO YAACTCS MOJHOCTBIO BOCCTAHOBHUTH CTPYKTYPY MAaIoK U (ailyios.

[Ipu cuabHOM ke MOBpEXKIEeHUH (PailIoBOI CUCTEMBI JaHHBIA METO]] HE MO3BO-
JIUT BOCCO3/IaTh MOJHYIO CTPYKTYpY Hamnok. B aTom ciayuyae BoccTaHOBIIEHHBIE (aii-
761 OyIyT HAXOAUTHCS B MANKaX C MPUCBOCHHBIMU UM BUPTYaJbHBIMU UMEHAMHU.

Meton 2: Boccranosnenue ¢aiiioB mpu moMouy CKaHUpoBaHHs (aiioB H3-
BECTHBIX TUTIOB (TIOWCKa (haliJIOB IO CUTHATYpaM).

Ecnu npu momoiy nepBoro MeToa Ha yAacTcsl TOOUTHCS KETAEMOT0 Pe3yilb-
TaTa, TO CIEAyEeT MPOU3BECTU MOUCK (PailsIOB MO CUTHATypaM. DTOT METO/I MO3BOJIA-
€T BOCCTAHOBUTH OOJIbIIIE JAHHBIX, OJJHAKO MPH 3TOM HE YAAaeTCs MOJyYUTh OPUTHU-
HaJbHbIE UMEHa (ailyioB, OTMETKHU JaThl/BPEMEHU WUJIHU MOJHYIO CTPYKTYpPY MaroK U
¢aitinoB Ha TUCKe.

JUJis OLIEHKM IIaHCOB BOCCTAHOBJIECHMA (DaiijIoB Kak BCEraa Jydylle Mompooo-
BaTh HalIM IpOrpaMMbl OECIIaTHO B IEMOHCTPALMOHHOM pexkuMe. B gaHHOM pe-
KUME JOCTYIHO MOJHOE CKAHUPOBAHUE JMCKA U JOMOJHUTEIbHBIN aHAIN3 BO3MOX-
HOCTEH BOCCTAHOBJICHHUS JAHHBIX, B PE3YJIbTATE YEro Bbl CMOXKETE MOHSATH, y1ACTCS
JU BaM BOCCTAaHOBUTH (pailsibl miM HeT. Eciau Bbl yJIOBIETBOPEHBI COAEPKAHUEM
HallICHHBIX (PailyoB, TO MOXKETE KYyNUTh JIMLEH3UIO, BBECTH MOJIYyYEHHBIH perucrpa-
LMOHHBIA KIIIOY B PETUCTPALMOHHOE MOJIE TPOrPAMMBI U Cpa3y k€ COXPaHUTh BOC-
CTaHOBJICHHbIE (DaliJIbl HAa APYTrOl JUCK HE3aBUCUMO OT UX Pa3MEpOB.

Recuva sBnsieTcss caMoOil «pacKpy4YeHHOI» MpOrpaMMOM ISl BOCCTaHOBJICHUS
naHubIX. [Ipu 3TOM, CkavyaTh ee MOXXHO OeciuiatHO. JlaHHOE mporpaMMHOE obecre-
YEHUE MO3BOJIAET HAYMHAIOLIEMY IOJIb30BATEII0 JOCTATOYHO JIETKO BOCCTAHOBHTD
yaajeHHble Qaiiabl (¢ ek, KapThl TaMITH WIH KECTKOro aucka). [lo3Bosser
UCKaTh OIpeieJICHHbIE TUTIBI (DaiiioB — Hampumep, eciu Bam HY>KHBI UMEHHO (o-
Torpadun, KOTOpbie OBUIM Ha KapTe MaMsTH QoToanmnapara.

Hazno oTMeTuTh, 4T0 HECMOTPS Ha TO, UTO MporpamMma OYeHb IPOCTa B UCTOJIb-
30BaHMM (711 BOCCTAHOBJICHMS JTAHHBIX MPEIyCMOTPEH yMOOHBIM mactep), (yHK-
IUOHAJIBHOCTh €€ OCTaBJISIET JKeNaTh JIYYLIEro. YBEPEHHO BOCCTAHABIIMBAIOTCSA
JUIIb T€ (Paiiibl, KOTOpbIe OBUTH YAANEHBI U, IPU ATOM, (DIIEIIKa W KeCTKUN JTUCK
MOCJIE 3TOTO BOOOIIE HE MCIONb30BaIUCh. Eciu iiemka Obuta oThopmaTupoBaHa,
TO BOCCTAHOBUTH JJaHHBIE C HEE YK€ He MoyydyuTcs. Takyke nmporpaMMa He CIpaBUT-
Csl U B CITy4dasiX, KOTJIa KOMIBIOTEP COOOIIAET «JIUCK HE OTHOPMATUPOBAH.

UndeletePlus

Emte ogHO 10CcTaTOuHO MPOCTOE MPOrpaMMHOE 00ecriedeHrne, KOTOpoe, KakK 3TO
MOXHO YBHUJCTh U3 Ha3BaHUS, NMPEIHA3HAYCHO JJII BOCCTAHOBJICHHUS MMEHHO yja-
JeHHbIX (paitnos. [Iporpamma paboTaer co Bce TEMH K€ HOCUTEIIMU — (hIICIIIKaMH,
KECTKUMH JUCKaMU M KapTaMmu namsitu. PaboTa 1Mo BOCCTaHOBICHUIO TaK K€, KaK U
B MPEIBIAYIICH MporpaMMe, MPOUCXOIUT C MOMOIBI0 MacTepa. Ha mepBom srare
KoTtoporo Bam HeoO6xomumo OyAeT BhIOpaTh, YTO UMEHHO MPOU30LLI0: (hailsibl ObLIN
yIaJIeHbl, TUCK OB 0TopMaTHPOBaH, OBLTH MOBPEKIACHBI Pa3Iebl IUCKA WIIH YTO-
TO emre (MpyuYeM B TIOCIEAHEM cliydae mporpamma He cipasutcs). [locne atoro cie-
JyeT yKaszaTh Kakue (ailyipl ObUd yTepsiHbl — (poTorpaduu, TOKYMEHTHI U T.J1.

51 6B1 peKOMEeH10BaJI UCI0JIb30BaTh JAHHYIO TPOrpamMMy JIMIIb JJ1sl BOCCTAHOB-



JICHHSI TOJIBKO YTO yJAJIeHHBIX (DaiiIoB (KOTOpBIC OBLIHM YAAJIECHBI HE B KOP3HUHY).

[Toxpo6uee o mporpamme UndeletePlus

R-studio — oxHa U3 Ty4Imux IporpamMm IJisi BOCCTAHOBJICHHS JAHHBIX

Jla, neiCTBUTENBHO, OJJHA U3 JYUIINX, OJHAKO CTOUT OTMETUTh, YTO OHA SIBISETCS

nIaTHOM. MTak, BOT HEMHOI'O O BO3MOKHOCTSIX JaHHOU ITPOTPAMMBI:

* BoccTaHoBiieHue JaHHBIX C KECTKHUX AMCKOB, KapT MaMATH, (hIIEIIeK, TUCKET,
CDuDVD

* Boccranosnenne RAID maccuBoB (B Tom gnciie RAID 6)

* BoccranoBneHre NOBPEKIEHHBIX KECTKUX JIUCKOB

* BoccranoBnenue nepeopMaTupoOBaHHBIX Pa3/IeiOB

* [Tognepsxka pasaenoB Windows (FAT, NTFS), Linux u Mac OS

Takum oOpasomM, nepen Hamu IpodecCHOHaIbHAs MPOrpaMMa, MO3BOJISIOIAs
BOCCTAaHOBUTH JIaHHBIC, KOTOPHIE OBLTN MOTEPSHBI IO CAMBIM Pa3HBIM MPUYMHAM —
dbopmaTtrpoBaHue, TOBpEKIeHUE, yaaneHue (aitnoB. M coobmenns oneparmoHHON
CUCTEMBI O TOM, YTO JUCK HE OT(HOpPMATHUPOBAH €l HE TOMEXA, B OTIMYHE OT PaHee
ONMMCAHHBIX MTporpamm. MiMeeTcs BO3MOXKHOCTD 3aITyCKa MPOTrpaMMBbI € 3arpy304HON
(bJemKy UM KOMIAKT-IMCKa, B CIIy4Yae €CJIM OlepallMOHHasl CUCTEMa HE 3arpyxa-
eTcsl.

Bbonee moapo6GHO U ckayaTh

[Iporpammel Ui BoccTaHOBJICHUs HaHHBIX HAa Android tenedoHax u ruiaHIe-
Tax

Ecnau BaMm TpeOyeTcsi BOCCTAaHOBUTH yAaleHHbIE (aiibl, pororpaduu, BUaeo
WM KOHTakThl ¢ Android ycTpoicTBa, TO UMEIOTCS TPOrpaMMbl, ITPeTHA3HAYCHHbIE
CIIeMaJIbHO I 3TUX Hened. Ha HacTosmumii MOMEHT 1 MOTY PEKOMEHIOBATH JIBE
U3 HUX, O KOTOPBIX Bbl MOXKETE MPOYUTATH B CTATHAX:

* BoccranoBnenne nanubix Ha Android 8 Wondershare Dr. Fone

» Ucnonw3oBanue 7-Data Android Recovery

[lepBoe U3 IBYX NPHIIOKEHU paboTaeT MPaKTUYECKHU CO BCEMH MOIYISIPHBIMU
MapKaMH YCTPOMCTB, MO3BOJISIsI BOCCTAHABIMBATH HE TOJBKO (Daliibl, HO U JPYTYIO
uH(pOpMaIMIO, TaKyl0 KaK 3aMETKH WM KOHTakThl. Bropas mporpamma, /7-Data
Android Recovery paboTaeT mo Tomy e NpPHUHIMIY, 4TO U OecruiatHas Recuva wu,
IO CYTH, JI€JIa€T TO K€ CaMOe€.

Power Data Recovery — eme oauH mnpodeccuoHanl BOCCTAHOBJICHUS

AHaJIoru4HO npeasayeMy npoaykry, Power Data Recovery mo3sossieT Boc-
CTaHOBUTH JIAHHBIE C TOBPEKACHHBIX XKeCTKHX MucKkoB, ¢ DVD u CD, kapT namstu
U MHOTHUX ApYyrux HocuTesel. Takke mporpamma IMOMOXET B cilydae, eciu TpeoOy-
€TCsl BOCCTAHOBJICHHE TMOBPEXKJACHHOIO pasjieia Ha >KecTKoM aucke. [Iporpammoii
noanepxuBatorcs unrepgeiicel IDE, SCSI, SATA u USB.

B mporpamMme miist BocctanoBiieHus: naHHbix Power Data Recovery nmpucyrer-
BYIOT BO3MOXHOCTH ISl TIOMCKA MOTEPSHHBIX PAa3JeNIOB KECTKUX TUCKOB, NOMCKA
HY>KHBIX TUNIOB (haiiyIoB, a TaKXKe MOJJCPKUBACTCS CO3JaHHE 00pa3a KEeCTKOTO AMC-
Ka C TeM, 4TOObI IPOU3BOJUTH BCE ONEPALIMU HE HA (PU3NUECKOM HOCUTENE, TEM Ca-
MBIM JieJiasi IPOLIECC BOCCTaHOBJIEHUS Oe30macHee.

Takxke npumeuarereH yAOOHBIM MpeABapUTENbHBIA MPOCMOTP HAMIEHHBIX
(baiinoB, Ipu 3TOM 0TOOpaXkaroTcs (PU HATUYMU TaAKOW BO3ZMOMXHOCTH) OPUTHHAIIb-
HbIe UMeHa (aiiioB.

[TogpoOHee: mporpamma st BoccTaHoBIeHus ¢aiiinoB Power Data Recovery



Stellar Phoenix — eme oano 3ameuareabuoe IO

[Tporpamma Stellar Phoenix mo3BosisieT MCKaTh M BOCCTaHaBIMBAaThH 185 pas-
JUYHBIX TUIOB (aiijlIoB C Pa3sHOOOPA3HBIX HOCHUTENEH, Oynb TO (HIICIIKU, KECTKHE
JMICKH, KapThl MaMATH WJIM ONTHYECKue AUCKH. (BO3MOXHOCTH BOCCTaHOBIIECHUS

RAID ne mpemxycmoTpeno). Taxxke mporpaMma IMO3BOJISIET CO3AaTh 00pa3 BOcCTa-
HABJIMBAEMOT0 KECTKOTO IUCKa IS Jydrieit 3pdekTuBHOCTH U 0€301MacCHOCTH BOC-
CTaHOBJICHMSI JaHHBIX. B mporpamme npeaycMoTpeHa yao0Has BO3MOKHOCTb Mpe-
BapUTEIHHOTO TPOCMOTpPA HalIEHHBIX (halisIoB, KpPOME ATOTO BCe 3TU (Pailiibl copTH-
PYIOTCSl B IPEBOBUIHOM BHJIE 10 THIIAM, YTO TaKXKeE JIeNIaeT paboTy yno0Hee.

Boccranosnenue gannbix B Stellar Phoenix mo ymon4aHuio mpoucXoauT ¢ Io-
MOIIIBI0 MacTepa, MPEeUIaramllero Tpu MyHKTa — BOCCTAHOBJIEHUE KECTKOTO JHC-
Ka, KOMIIAKT-AUCKOB, MOTEPAHHBIX (poTorpaduil. B mampHeiimeM Mactep mpoBener
Yyepe3 BCE BOCCTAHOBIIEHUS, JI€Iasl MPOLECC NPOCTHIM U MOHITHBIM JaKe JJI HAYM-
HAIOIIUX TMOJb30BATENIEN KOMIIBIOTEPA.

Data Rescu PC — BoccTaHOBIIEHHE TaHHBIX HA HEPAOOTAIOIIEM KOMITHIOTEPE

Emie oquH MOIIHBIN MPOAYKT, MO3BOJISIIONIMNA paboTaTh 0€3 3arpy3ku ornepa-
IIUOHHOM CHCTEMBI IIPU MOBPEKICHHOM KECTKOM naucke. [Iporpamma MoxeT ObITH
samymieHa ¢ LiveCD u mo3BoJisieT c/enaTh ClIeayomee:

* BoccranoBUTH Jt00bIE THUTIBI (HaiIOB

* PaboTaTh ¢ MOBPEXICHHBIMU IUCKaMU, TUCKAMH, KOTOPbIE HE MOHTUPYIOTCS
B CUCTEME

* BoccTaHOBUTH JaHHBIE OCTE YAAICHHS, (POPMATUPOBAHUS

* Boccranosnenne RAID (mocie ycTaHOBKM OTIEIBHBIX KOMIIOHEHTOB IIPO-
IpaMMbl)

HecMoTtpst Ha npodeccronanbHblii HA0Op PYHKIMM, TporpaMma NpocTa B HUC-
MOJIb30BAaHUU U MMEET MHTYUTUBHO NMOHATHBIA HHTEpdeiic. C mOMOIIbI0 Mporpam-
MbI MO>KHO HE€ TOJBKO BOCCTAHOBUTH JAHHBIE, HO U M3BJEYb U3 C MOBPEKIECHHOTO
JIUCKa, KOTOPBIN nepecTana Buaeth Windows.

[TonpoGHEE 0 BO3MOKHOCTSIX MPOTPaMMBbl MOKHO ITPOUYECTh 3/€ECh.

Seagate File Recovery for Windows — BOCCTaHOBJIEHUE JAaHHBIX C )KECTKOTO
JUCKA.

Recuva — OecruiatHas mporpamma Jijisi BOCCTaHOBJICHUS YAAJIEHHBIX (DAIIOB.
bnaronapsi cBoMM yHUKaJbHBIM aJITOPUTMaM, recuva MOMOKET BaM BOCCTAaHOBUTh
NOTEPSHHbIE JaHHBIE C JIOOBIX HOCUTENEH — KECTKOTro AMCKAa KOMIbIOTEpa HIIU
HOYyTOyKa, (emku, cMapToHa, kamepbl, mp3-mieepa U JOOBIX Ipyrux. T.K. y
MHOTUX TOJb30BaTeNie BO3HUKAIOT BOMPOCHl KaK IPaBUIBHO IMOJIb30BATHCS
Recuva, Mbl Haruca u JUisi Bac 3Ty MOLIArOBYIO0 HHCTPYKLHIO.



Illaz 1: Beibupaem mun 60ccmanasiusaemvix atiios

Mactep Recuva

Tun dbannos

DAANDI KAKOr0 THNA Bbl XOTUTE BOCCT AHOSUTE?

(@) Bce dpannbr p—

ES
<Y

Mokas scex Gasios.

) Kaprusxn

MNokas Tonbko rpaduweckux OIFNos, HanpumMep, doTorpaduit wihpoBsos KaMeps!.

) Mysbika

Mokas ayanodainos nonynapHsix GopMaTos, HanpuMep, daiinos aAna

MP3-nneepa.
() AloxymenT bl

MNMokas Gainos NonynspHbIX HopMaTos odMCHEIX AOKYMEHTOE, Hanpumep, Word u

Excel.
() Bupeo

Mokas snacodainos, HanNpUMep, 3anuceit C WHhPoBoi SnaeoKaMepbl.

) Oxarbiit

MoKassiBaTe TONBKO CxaTbhie G3nbl.

() dnexrTponnan noura
MOKA3LIBaTH MCbMa TONBKO ¥
Outiook.

Outlook Express, Windows Mail 1 MS

< Hasaa Aanee > OTtmeHa

[Tocne ycTaHOBKHM U 3aImycKa MpOorpaMMbl BEIOEpETE TUIT BOCCTAaHABIMBAEMbIX
JaHHBIX. EClIH BBI, K IPUMEPY, XOTUTE BOCCTAHOBUTH TOJIBKO MY3bIKY, YIAICHHYIO C
dremku, BeiOUpanTe TpeTuii myHKT. Eciu jke xenaeTe yBUeTh Bce HalIEHHBIC K
BOCCTaHOBJICHUIO JaHHbBIC, OCTABIISINTE ()JIaXKOK Ha MEPBOM IIYHKTE «8ce atlivly, U

HAOKUMANTE «oaieey.

Llae 2: Yrkaszvieaem pacnoioscerHue 60CCmanasiusaemsblx OaHHbIX

Macrep |

Pasmeuwenne banna
rae Geouwe a3t basare?

L) TONMO HERSBECTHO
MoMOK BO BCEX BOSMOXHLIX MeCcTax.

()Ha xapre namaThn
Moncx yaanrssix PIN0S Ha CoEMHLIX

) B nanxe "Mon QOKyMeHTbH:"
AHAMS NAMNKH SOKYMEHTOS NOMDIOSATE

' B Kopsune
MNonox danos, yaangreeix 13 Kopssee

(@) B yxasanumom mecre
C:\

t D/DVD

< Hazaa

O630p nanok

YKaKUTE pasnewerme

= Hosesii tom (F) A

- W381_USB (G:)
w4 BubBnuorexm \

€ Cems
XKenna
Mawa

Aanse > Ormesa

Ecau BBl TOUHO 3HaETE MECTOPACIIONIOKEHHE YIadeHHbIX (ailioB (B HallleM MpUMe-
pe — 9710 (emika), BBIOUpaWTe MATHIN MYHKT « B yKazanHom mecmey, oTMedaiTe
JIBOMHBIM KJIMKOM B MOSIBUBIIIEMCS CITUCKE HY>KHBIM TUCK/TIANKY ¥ HAYKUMaii-

1€ «/aneey.



lllae 3: Hauunaem ckanuposarue ¢ghaiinos

Mactep Recuva

‘BoccrarosiTe'.

Cnacnb6o0, Recuva rorToBa HayarThb
NOMCK ynanéHHbix dainos

o saESpWeHINt NOMCKa Bbl YEMANTE OBICOK HaMASHHBIX
darnos. OTMeTLTE HyHBbIE D3Nl 1M HBKMMTE KHOMKY

YcTanosnTe GNEKOK, €M NoCNe aHamsa Tpebyembie
Darino He Dbt Halaessl. Ha Sonblux AMcKax 3To MOXeT

3anaTe Gonee waca.,
[(BrmounTe yraybnérsinn ananms:

Haokmure 'HauwaTtes', 4Tobsl NPUcCTYNMTE K NOMCKY.

< Hasaa

| Hauats

OTmera

[Tocne Toro, kak Bbl BEIOpaIM HYXKHBIN JUCK/TIATIKY, TTEpe]l BAMHU MOSBUTCS OKHO
3aBepleHus paboThl MacTepa Recuva, r/ie OH IpeIoKUT BaM BKIFOUUTh yTITyo-
JICHHbIN aHanu3. [Ipu mepBUYHOM MPOXOJIE AEIATh ITOIO0 HE PEKOMMEHAYETCS, T.K.
BKJIFOUEHHE TAHHOU (PYHKIIMM CHJIBHO YBEJIMYUT BpeMs CKaHUPOBAHUS, IIPHU ATOM
pe3yabTarhl HEe PakT 4yTo OYIyT OTIWYAThCs. Tak YTO OCTABISANTE MTOKA KaK €CTh U
HaxxuMamnre «Hauamo ».

Illaz 4. Beibupaem 6occmanasnusaemovie ¢hanvl
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[Tocne Toro, Kak 3aKOHYUTCSI CKAHUPOBAHUE, TIEPE]T BAMH MOSBUTCSI OKHO B
HaWJICHHBIMH yAaNeHHbIMU (aitnamu. Kak BuauTe, €CTh TpU TUTIA I[BETOBOM HH/IN-
Kalluy HalJIeHHbIX (hailJioB — KpacHbIe (BOCCTAHOBUTH HE MOJTYUHUT-
cs1), )KeNThie (BO3MOKHO YaCTUYHOE BOCCTAHOBIICHUE) U 3€JICHBIE (MOTYT OBITH BOC-
CTaHOBJICHBI ITOJTHOCTBIO).
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OTmeuaiiTe HCKOMBIE (ailiibl, HAXUMaTe « Boccmanogums...» 1 BeIOUpaiiTe
nanky, Kyza Oya1yT OMelIeHbl BOCCTaHOBIEHHbIE (aiiiibl. [lo3apaBnsem —
BOCCTAHOBJICHHE yIaJICHHBIX (aillloB 3aBepIlIeHO, HO 3TO eé He BcE. Recuva Tak-
KE YMEeT HaJIeXKHO yalsaTh JaHHbIE 0€3 BO3MOKHOCTH BOCCTAHOBJICHM!
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B ToM ke okHe BbIOOpa (pailioB OTMETHTE T€, KOTOPbIE XOTUTE y/IaJUTh HaBCe-
/14, BBI30BUTE MPABOil KHOMKOMN MBI KOHTEKCTHOE MEHIO U BHIOMPANTE MyHKT
«HanexHo ynanuts oTMeueHHbIE). Uepe3 HekoTopoe BpeMs Recuva ynanur stu

daiinbl 6€3 BO3MOKHOCTH BOCCTAHOBIICHUS.
Kontpoabubie Bonpocsi JIP1(ITK-3):
Yro Takoe cOOp MEepBUUHON Oa3bl JAHHBIX?
Yro Taxkoe MHIEKcas 0a3el JaHHBIX ?
Yro Takoe pauHUPOBAHUE PE3YITHTUPYIONIETO CIIUCKA?
Kakwne nouckoBbie ykazarenu sBisitorcss B Poccun Hanbornee KpymHBIMA U TTOTYIISIPHBIMA?
[TpuBeauTe mpumepsl MPUEMOB MOMCKAa HHPOPMALIUHU C TOMOIIBIO TTOMCKOBOW MAIlIUHBbI.
[TpuBeauTe MpUMEPHI yCTPAHEHHUST M BOCCTAHOBIICHUS HH(OpMAIIMK HA Pa3IMIHBIX HOCHTEISIX
[TpuBeaute npumepsl MeTo10B BOCCTaHOBIIEHUS (aiiioB
[TosicanTe mpennasHauenue TepmuHa Stellar Phoenix
[Mosicaute npennasnauenue repmuna UndeletePlus
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Jlabopamopuasa paooma Ne2. YAIBUMOCTH WINDOWS. 3AILIIUTA OT
KOITHPOBAHWA ITEPEHOCHBIX HOCHTEJIEMH.

Ysazsumoctu Windows.

IHenwv padbomui: Ilpnodperenne HaBbIKOB HacTporiku WiNndows st ymeHb-
LIEHUs YA3BUMOCTEM.

Va3BUMOCTH OIICPAIMOHHBIX CHUCTCM IIpU IIPOYMUX PABHBIX HNPCACTABIIANOT

OOJIBIIYI0O ONACHOCTh, YEM YS3BUMOCTH OTAEJIBHBIX MPOrpamM, MOCKOJIbKY HUMEIOT
OOJBIIE PAaCHpPOCTPAHEHUE W Yallle MCIOJb3YIOTCS 3JI0YMBIIIJIEHHUKAMH JJIs aTak
KOMITBIOTEPOB. YS3BUMOCTH B ONEPALUOHHBIX CUCTEMAaX YCTPAHSIOTCSA C MOMOUIBIO
YCTaHOBKH OOHOBJIEHHI 0€30MaCHOCTH, KOTOPBIE HCIPABIIIOT OIIUOKHU B YSI3BUMBIX
KOMITOHEHTaX CUCTEMBI. ¥ CTAaHOBKOW OOHOBJIEHUH 3aHUMAETCS CHEeUalbHAas CITyXK-
0a Llentp oOHOoBneHuss Windows. OHa B aBTOMaTHYECKOM PEKHUME IPOBEPSET Ha-
JUYre HOBBIX OOHOBIIEHUH Ha cepBepax Windows U, B 3aBUCUMOCTH OT HaCTPOEK,
YCTaHaBJIMBAECT UX, WIM 3aIIPAIINBACT Pa3pelEHUE HA YCTAHOBKY Y MOJIb30BATEIIS.
IlenTp obHOBieHUsT Windows BIIOJIHE yIOBJIETBOPUTENIBHO CIPABISETCS C 3a-
Jadel 10CTaBKU OOHOBJIEHUI O€30MacCHOCTH Ha KJIMEHTCKUE KoMmbioTepbl. Ho cie-
Hapui, IpU KOTOPOM JUIsl OOHOBJICHUI HCIIOJIB3YETCSl TOJBKO 3Ta CiIyk0a, UMeeT
JBa HEJOCTAaTKa. Bo-mepBBIX, Y aAMUHHACTPATOPa HET BO3MOXHOCTH IPOKOHTPOJIH-
pOBaTh YCTAaHOBKY KPUTHYECKUX OOHOBJIEHUN — HE M3BECTHO HA BCEX JIM KOMIIbIO-
Tepax OHa 3aBEpILEHA, U HE OTKJIIOYMWII JIM 3arpy3Ky OOHOBIIEHUH MOJIb30BaTENb. Bo-
BTOPBIX, 3arpy3Ka OOHOBJICHUW BBIMOIHAETCS KaXKJbIM KIMEHTCKHUM KOMIIBIOTEPOM
CaMOCTOSITEIIBHO, 4TO CO31aeT M30BITOYHBIN CETEeBOM TpaguK.
KasperskySecurityCenter mo3BoJsieT ycTpaHuTh 00a 3THX HEIOCTATKA.

OO6HapyxeHue ysI3BUMOCTEH

Coopom mHbOpManuu 00 OOHOBJICHHUSAX ONEPAIMOHHON CHCTEMBI, KOTOPHIC
YK€ YCTaHOBJIEHBI M KOTOPbIE HY>)KHO YCTAaHOBUTH, 3aHUMAETCSI ATEHT aJ]MUHUCTPH-
poBanusi. KasperskyEndpointSecurity B 3Tom mpoiiecce He y4acTByeT. AT€HT MOJTy-
yaeT MH(POPMAIIUIO HETIOCPEJACTBEHHO OT Ciyx0bl Llentp oOHOBneHuss Windows, u
nepenaet ee Ha CepBep aAMUHUCTPpUPOBaHUs. {151 TOro 4ToOBI areHT MOT TOJTYYUTh
nH(popMaro 06 0OHOBIECHUSIX 0€30MaCHOCTH JOJKHBI BBITIOJHSITHCS JIBA YCIOBUS:

Cayx0a Llentp ooHoBiaeHuss Windows noipkHa ObITh 3ammyIieHa

B nactpoiikax Llentpa oObHoBieHus Windows J0KeH ObITh YCTAaHOBJIEH JIHO-
0ol pexxuM 0OHOBIIeHHMs, KpoMe He mpoBepsiTh Halmuue 0OHOBICHUHN

Nudopmarus 06 o6HOBIeHHsIX oToOpakaercss B KoHconmn amMuHHCTpUpPOBa-
Hus B konreitnepe O6noBnenus WindowsUpdate, y3na [IporpaMmbl U ysI3BUMOCTH.
OOHOBJICHHSI OTOOPaXKAIOTCSI €AMHBIM CIIMCKOM, HO Yy aJMUHUCTpATOpa €CTh BO3-
MO>KHOCTb HMCIIOJB30BaTh (PUIBTPHI MO YPOBHSAM BAKHOCTH OOHOBJICHHM M COCTOS-
HUIO (YCTAaHOBJICHO WJIM HET HAa KIIMEHTCKUX KOMIThbIOTEpaxX, Ha3HAUYCHA WJIM HET 3a-
Jlaya yCTaHOBKHU U T.I1.).

B nmpaBom BepxHEM YTy 9KpaHa OToOpakaeTcs AuarpaMma ¢ uHpopMauuen o
TOM, KOTJ]a C KJIIMEHTCKUX KOMITbIOTEPOB MOCTYIAIU MOCAEAHNE JaHHble 00 0OHOB-
neHusix. KomnproTepsl Ha uarpaMmme pas3zesieHbl Ha TpU KaTeropuu, B 3aBUCUMOCTH



OT JJaBHOCTHU IMOJY4YEHHBIX JaHHBIX. [I[eqykoM 1o cchUlke ¢ Ha3BaHMEM KaTeropuu
OTKPBIBAETCSI CIIMCOK KOMITBIOTEPOB YJIOBJIETBOPSAIOIIMX YCIOBHUSAM KaTteropuu. Ta-
KUM 00pa3oM aJMHHHCTPATOP MOXKET MOJYYUTh CIHUCOK MPOOIEMHBIX KOMIIBIOTE-
poB, nH(OPMaIIHS C KOTOPHIX HE MEepPeIaeTCsa Ha cepBep. DTy Ke AuarpaMMy MOKHO
N00aBUTh HAa CTPaHMILy CTATUCTUKH COCTOSIHUE 3allUTHI.

Onucanue ysi3BUMOCTH

B cBoiicTBax ys3BUMOCTH Ha 3akiaake OOIMe mpeaocTaBisieTcs Cieayromas
uHpopMarus:

YpoBeHb BaXXHOCTH — YPOBEHb BXKHOCTHU orpejensercs Microsoft mpu BbI-
MycKe OOHOBJICHUS M XapaKTepU3yeT OMACHOCTb, KOTOPYIO YS3BUMOCTbH MPECTaB-
JISIET I CUCTEMBI. YPOBEHb MOKET MPUHUMATh 3HAUCHHUS:

Kputnuecknii

Baxnbrit

OOBIYHBINA UK

Hwuzkuit

Cceikn  Ha ommcanue ys3pumoct B MicrosoftKnowledgeBase wu
MicrosoftSecurityBulletin

Craructryeckast H”HGOPMAIIHS O CTATyCE YSI3BUMOCTH HAa KJIMEHTCKUX KOMIIb-
I0T€paX — K CKOJIbKUM KOMIIBIOTEpaM MPUMEHUMA, Ha CKOJIbKMX YCTaHOBJICHA U
T.I1.

Ha 3aknaake KommbroTepsl oToOpakaeTcsi CIUCOK KOMITBIOTEPOB, C OIepariu-
OHHBIMU CHCTEMaMU KOTOPbIE 00Jada0T JAHHOU YSI3BUMOCTBIO.

YcTrpaHeHue ya3BUMOCTEN

Coznanue 3a1a4yi yCTaHOBKU OOHOBJICHUI

KasperskySecurityCenter 1mo3BoJisieT IIEHTPaJIM30BaHO YCTAHABJIMBATH OOHOB-
neruss Windows Ha KIMEHTCKHAE KOMIBIOTEpHI. [[1s1 3TOro BhIIENeHa CIienraabHast
3amaua — YcraHoBka oonosnenuii WindowsUpdate.

3amyCcTUTh yYCTAHOBKY OOHOBJIICHMM MOXHO W3 KOHTEKCTHOTO MEHIO CITHCKa
ys3BuUMoOcCTel B koHTeiHepe OOHoBieHuss WindowsUpdate ¢ momompo KOMaHIbI
YcranoButh ob6HOBIEHHE. [lepen BHITOJIHEHHMEM KOMAaHAbI U3 CIHCKA MOXKHO BBI-
OpaTh cpa3y HECKOJbKO OOHOBJICHHI, YTOOBI BBIMOJIHUTH WX YCTAHOBKY B pamMKax
onHOM 3amaun. KoMaHa BRI3BIBAET MacTep CO3/IaHUs 3aa4d Y CTAHOBKA OOHOBIIC-
auii WindowsUpdate, koTopblii c031aCT COOTBETCTBYIONIYIO 3aJady B TPYIIIe
YrpaBisieMble KOMITBIOTEPHI.

EnvHCTBEHHBIM HECTaHIAPTHBIM MAapaMEeTPOM 3a7a4y Y CTaHOBKA OOHOBJICHHMA
WindowsUpdate siBsieTcsi ciucok ycTaHaBiIMBaeMbIX 0OHOBJIEHUN. ETo MOXXHO pe-
JAaKTUPOBATH M MOCJIE TOTO, KaK 3ajada CO3/1aHa.

B pamkax Beimonnenust 3agaun KasperskySecurityCenter 3arpy3ut ¢ cepBepoB
oOHoByieHus: Windows He0OX0uMble OOHOBJICHHSI, 1 YCTAHOBH MX Ha KOMIIbIOTEPHI
TPYIIIIBI CPeICTBAMHU ATEHTA aIMUHUCTPUPOBAHUS.

['maBHBIM HETOCTATKOM yKa3aHHO BBIIIE IMOAXO0/a SIBJSIETCS TO, YTO 3ajada yc-



TaHOBKM 00HOBIeHN Windows 3amyckaeTcsi Ha BCEX MCHOJHSAEMBIX KOMITbIOTEpax,
JaKe TaM TJie OOHOBJICHUSI HE MPUMEHUMBI. DTOTO MOXXHO M30€XaTh, €CIU CO3/a-
BaTh 33/1a4y yCTaHOBKAa OOHOBJICHUN BPYYHYIO, B KOHTEHHepe 3amaun A HabopoB
KoMIbI0TepOB. HO B TakoM citydae U ycTaHaBIUBaeMble OOHOBIICHUS, U KOMITbIOTE-
PBI, Ha KOTOPBIX OyZIeT BBHINOJIHATHCA YCTAaHOBKA, aIMUHUCTPATOPY MpPHUIETCS 3a/a-
BaTh BPYYHYIO.

PesynbraThl ycraHoBKH 00HOBiIeHUI Windows MOXXKHO MOCMOTPETh HETOCpes -
CTBEHHO B OT4eTe 3aaauu. Kpome TOro, ycrneurHocTb YCTaHOBKHA MOYKHO KOCBEHHO
OTCJIEIUTh 10 H3MEHEHMIO CTaTyca YsA3BUMOCTU B KOHTeilHepe OOHOBIEHUS
WindowsUpdate.

N3BecTHO, YA3BUMOCTH B OIEPAIMOHHBIX CHUCTEMAaX OYEeHb OMacHbl. PHUCK BbI-
1I€, €CJIM CPAaBHUBATh C OTAEJIBHBIMU MpOrpaMMHbIMU pa3padboTkamu. OC orianya-
IOTCS IIMPOKUM PACIpPOCTPAaHEHHEM - 3TO 3HAeT Kaxblii! COOTBETCTBEHHO, C
OoJbIIel TePUOINIHOCTHI0O OHHM (PUTYPUPYIOT B MJIaHAX 3JI0YMBIIIICHHUKOB, KOTO-
pBle aTakyloT KOMIbIoTephl. OMmHUOKM B cUCTeMe O€30MacHOCTH OMEPaMOHHBIX
CHCTEM MOXKHO YCTPaHUTh, HCIIOB3ys OOHOBJICHHSI, KOTOPBIE BBIMTYCKAET MIPOU3BO-
autenb. MHcTannsnus oOHOBIEHUH MPOUCXOIUT ¢ omouibio «llenTpa oOHOBIEHUI
Windows». [lanHas cinyx6a aBromatnuecku ckanupyeT OC Ha HOBBIE «3aIUIaTKI.
Ecnu onu He onpepenstores, ¢ cepBepoB Windows, B 3aBUCUMOCTH OT BBIOPaHHBIX
OMIIMM, HAYMHAETCS MHCTAUIALNMS. Takke MOXKET 3alpaliuBaThCsl pa3pellieHrue Ha
BBITNIOJITHEHHE 3TOTO JICHCTBUSI.

«entp oOHoBneHuss Windows» OTIMYHO BBINOJHSIOT 33Jady, Kak JOCTaBKa
OOHOBJIEHUI 0€30MaCHOCTH Ha pa3JIMYHble KOMIBIOTEPHI MOJb30oBareneid. OqHako
CIIeHapui, KOT/Ia JJii yCTaHOBKU OOHOBJICHUW HCIOJB3YETCS TOJBKO 3Ta CIIyxk0a,
UMEeT OIpe/eNeHHbIe HeAocTaTKu. s Havanma, aAMUHUCTPATOP HE MOXKET KOH-
TPOJUPOBATH, KaK MPOUCXOAUT MHCTAIIALNS KPUTUIECKUX OOHOBJICHUM - HETIOHST-
HO, Ha KaX/JIOM JIM KOMIIBIOTEPE ATO JIEHCTBUE OBLJIO YCIEITHO 3aBEPIIEHO, M HE OT-
KJIIOUYEHA JIM 3arpy3ka OOHOBJIEHHUM caMuM mojb3oBaTeneM. [lanee, mpouecc 3arpys-
KU OOHOBJICHUH KIIMEHTCKUE KOMIIBIOTEPHI BBIMOJHSAIOT CaMOCTOSTENbHO. Takum
oOpazoMm, mosBiseTcss  W30BITOYHBIA  ceTeBoi  Tpaduk. C  MOMOINIBIO
KasperskySecurityCenter MO»XHO peluTh 3TH ABE IPOOJICMBI.

Cratuctrueckue aaysi3BUMOCTH ONEPAIMOHHBIX CHCTEM IMPH MPOYUX PABHBIX
MPEJICTaBISIIOT OOJBIIYI0 OMACHOCTh, YeM YSI3BUMOCTH OTEIBHBIX MPOTpamm, Io-
CKOJIbKY MMEIOT OOJbIlle paclpOCTpaHEHHE M Yallle MCIOIB3YIOTCS 3JI0YMBIIUICH-
HUKaMU JIJIS aTak KOMIBIOTEPOB. YSI3BUMOCTH B OMEPAIMOHHBIX CHCTEMaX YCTpa-
HSIFOTCS C TIOMOIIBI0 YCTAaHOBKH OOHOBJICHUN 0€30MacCHOCTH, KOTOPHIE UCTIPABISIOT
OITMOKH B ySI3BUMBIX KOMIIOHEHTaX CUCTEMBI. Y CTAHOBKOW OOHOBIICHHI 3aHMMACT-
cs crnenuanbHas ciayxoOa llentp ob6HoBienust Windows. OHa B aBTOMaTH4YeCKOM
peXKUME TIPOBEPSCT HATUINE HOBBIX OOHOBJICHUI Ha cepBepax Windows U, B 3aBH-
CUMOCTH OT HACTPOEK, YCTAHABIIUBACT WX, WU 3allpalllMBaeT pa3peiieHrne Ha ycTa-
HOBKY Y NOJIb30BaTeJIsl.

[lentp oOHOBNeHUsT Windows BIOJIHE YyAOBIETBOPUTEIHHO CIPABISETCS C 3a-
Jayell TO0CTaBKH OOHOBJICHUI 0€30IaCHOCTH Ha KIMEHTCKHE KoMImbioTephl. Ho ciie-
Hapuii, TIpU KOTOPOM JJIsi OOHOBIICHHH HCIIOJB3YETCsl TOJMBKO 3Ta Ciyk0a, mmeer
JIBa HeJocTaTKa. Bo-mepBhIX, Y aAMUHUCTPATOPA HET BO3ZMOXKHOCTH MPOKOHTPOJIU-
pOBaTh YCTAHOBKY KPUTHYECKUX OOHOBIIEHUN — HE M3BECTHO HA BCEX JIM KOMIIbIO-



Tepax OHA 3aBEpIICHA, M HE OTKIIIOYIII JIA 3arpy3Ky OOHOBJICHUH M0JIb30BaTeNb. Bo-
BTOPBIX, 3arpy3ka OOHOBJICHUH BBIMOJHACTCS KAKIBIM KIMEHTCKAM KOMITBIOTEPOM
CaMOCTOSTEIBHO, 4TO co3aaer U30BITOUYHBII CeTeBOM Tpaduk.
KasperskySecurityCenter mo3BoJsieT ycTpaHUTh 00a 3THX HEJIOCTAaTKa.

O0OHapy:xxeHHMe YA3BUMOCTEM

Coopom wmH(DOpMaruu 00 OOHOBICHUAX OMEPAMOHHON CHCTEMBI, KOTOPBIC
YK€ YCTaHOBJICHBI U KOTOPHIC HY)KHO YCTaHOBHTb, 3aHUMACTCA ATCHT aJMHUHHCTPH-
poBanus. KasperskyEndpointSecurity B 3Tom mporiecce He ydacTByeT. ATEHT MOJy-
gaeT WH(OPMAIINIO HENOCPEACTBEHHO OT ciIyKObI LlenTp oOHoBIeHMs Windows, u

nepenaet ee Ha CepBep aIMUHUCTPUPOBAHHUS. J[7151 TOTO 9TOOBI areHT MOT TIOJIYYHTh
uH(popmauo 00 0OHOBIEHUAX 0€30MaCHOCTH JOJIKHBI BBIITOIHITHCS B YCIOBUSL:

Cayx0a Lentp ooHoBaeHus WIiNndows mospkHa OBITh 3amyIleHa

B nactpoiikax llentpa obHoBienus Windows J0KeH ObITh YCTaHOBJICH JIHO-
0ol pexxrm 0OHOBIIeHMS, kpoMe He mpoBepsiTh Halmuue 0OHOBICHUN

Nudopmarus 06 o6HOBieHHMsX oToOpaxkaeTcs B KoHconu amMuHHCTpUpOBa-
Hus B koHteitnepe O6noBnenus WindowsUpdate, y3na [IporpaMmbl u ysI3BUMOCTH.
OOHOBJIEHHSI OTOOpPaXKAIOTCSI €AMHBIM CIIMCKOM, HO Yy aJMHUHUCTpAaTOpa €CTh BO3-
MO>KHOCTb HMCIOJIb30BaTh (PUIIBTPHI MO YPOBHSAM BaKHOCTU OOHOBJICHHM M COCTOSI-
HUIO (YCTAaHOBIIEHO WM HET Ha KJIIMEHTCKUX KOMITbIOTEpaxX, Ha3HaueHa WM HEeT 3a-
Jlaya yCTaHOBKH U T.I1.).

B mpaBom BepxHEM yIIIy 9KpaHa OTOOpaskaeTcs AuarpaMMa ¢ mHQpopManuen o
TOM, KOT/la ¢ KIIMEHTCKUX KOMITBIOTEPOB MOCTYNAIN MOCIEIHUE JaHHbIe 00 OOHOB-
neHusx. KommeroTepsl Ha TrarpaMme pas3aesieHbl Ha TPU KaTeTOPHH, B 3aBUCHMOCTH
OT JIaBHOCTH TOJYYCHHBIX MaHHBIX. ll[emakoM 1Mo CChITKE ¢ Ha3BaHMEM KaTErOpUHU
OTKPBIBAETCSI CIIUCOK KOMITBIOTEPOB YIOBJICTBOPSIONIMX YCIOBUAM KaTeropuu. Ta-
KM 00pa3oM aJMUHHUCTPATOP MOKET MOJYYUTh CIUCOK MPOOJIEMHBIX KOMITBIOTE-
poB, nHGOpMaIIHs C KOTOPHIX HE TIEpelaeTCs Ha cepBep. DTy Ke JuarpaMmy MOXKHO
100aBUTh HAa CTPAHUILy CTATUCTUKU COCTOSTHUE 3alUTHI.

Onucanue ysi3BUMOCTH

B cBoiicTBax ys3BuMOCTH Ha 3akiajake OOlIMe MpegocTaBiseTcs Cleayomas
uHbopMmaIus:

YpoBeHb BaXXHOCTH — YPOBEHb BaXHOCTH ompenensercs Microsoft mpu BbI-
mycke OOHOBJICHHSI U XapaKTepU3YEeT OMACHOCTh, KOTOPYIO YSI3BHUMOCTH MPEACTaB-
JISIET JJIsl CHCTEMBI. Y POBEHb MOKET IPUHUMATh 3HAUCHHUS

Kputnuecknii

BaxHbiit

OOBIYHBINA UK

Hwuzkun

Cchuiku Ha omnucanue ys3Bumoctu B MicrosoftKnowledgeBase wu
MicrosoftSecurityBulletin

Cratuctrueckas uHopmanus O CTaTyce yS3BUMOCTH HA KIMEHTCKUX KOMIIb-



I0T€pax — K CKOJIBKUM KOMIIBIOTEpaM NMPUMEHMMA, Ha CKOJIbKMX YCTaHOBJIEHA W
T.I1.

Ha 3aknanke Komnbrorepsl 0ToOpakaeTcsi CIMCOK KOMITBIOTEPOB, C OIepariu-
OHHBIMU CUCTEMaMH KOTOpPbIE 00JaAat0T JAHHON YSI3BUMOCTBIO.

YcTrpaneHnue ya3BuMocTen

Coznanue 3a/1a4i yCTaHOBKU OOHOBJICHHI

KasperskySecurityCenter 1mo3BoyisIeT IIEHTPaJIM30BaHO YCTAHABIMBATH OOHOB-
aeHuss Windows Ha KJIMEHTCKHE KOMIBIOTEpHI. [[1s 3TOro BhIIENEHA CIIeHaabHas
3a1aua — Y craHoBka ooHoBleHnit WindowsUpdate.

3aHy0TI/ITB YCTAaHOBKY OOHOBJICHHI MOJKHO M3 KOHTEKCTHOI'O MEHIO CITHCKa

ys13BUMocTeil B koHTeliHepe OOHoBieHuss WindowsUpdate ¢ moMoIipi0 KOMaHbl
VYcranoButh oOHOBIeHHE. [lepen BBITTONHEHHEM KOMaH/bl U3 CIHUCKA MOXKHO BBI-
OpaTh cpa3y HECKOJbKO OOHOBJIEHHM, YTOOBI BBIMIOJHUTh UX YCTAHOBKY B paMKax
onHoM 3amaun. Komanma BbI3bIBACT MacTep CO3JaHUs 3a/layd Y CTaHOBKAa OOHOBIIE-
auii WindowsUpdate, xoTopslii c034aCT COOTBETCTBYIOLIYIO 3aJady B TPYIIIE
VYrpasnsieMble KOMIBIOTEPHI.

EAvHCTBEHHBIM HECTaHIAPTHBIM MapaMETPOM 3aJlayu Y CTAHOBKA OOHOBJICHHIM
WindowsUpdate sBisieTcst ciucok ycTaHaBIMBaeMbIX 0OHOBIEHUH. Ero MoxHO pe-
JAKTUPOBATH U MOCIJIE TOTO, KaK 3a7ada CO3/1aHa.

B pamkax BeinonHenus 3amaun KasperskySecurityCenter 3arpy3ut ¢ cepBepoB
oOHoBneHus: Windows HE0OX0IMMble OOHOBIICHHUS, U YCTAHOBU MX Ha KOMIIBIOTEPHI
IPYNIBI CpeACTBAMU ATEHTa aIMUHUCTPUPOBAHHUSI.

['MaBHBIM HETOCTATKOM YKa3aHHO BBIIIE MOX0/a SIBISIETCS TO, YTO 3aja4a yc-
TaHOBKHM 0OHOBIIeHNH Windows 3amycKaeTcsi Ha BCEX MCIIOIHIEMBIX KOMIBIOTEpaX,
JaKe TaM TJie OOHOBJICHUSI HE MPUMEHHUMBI. DTOr0 MOXKHO M30€XKaTh, €CIM CO3/a-
BaTh 3aJlayy YCTAHOBKA OOHOBJIEHUI BpY4HYIO, B KOHTeHHepe 3afaun Ay HaOOpoB
KoMIbI0TEepOB. Ho B Takom citydae M ycTaHaBIUBaeMble OOHOBIICHUS, U KOMITbIOTE-
pBI, Ha KOTOPBIX OYJIET BBHITIOJHATHCS YCTAaHOBKA, aIMUHUCTPATOPY MPHUACTCS 3aja-
BaTh BPYYHYIO.

Pe3ynpTaThl ycTaHOBKHM 0OHOBIEHUH Windows MOXHO MOCMOTPETh HEMOCPE/ -
CTBEHHO B OT4YeTe 3ama4yu. Kpome TOro, yCmemHocTh YCTAHOBKH MOYKHO KOCBEHHO
OTCIEAUTh IO W3MEHEHHUIO CTaryca YSA3BUMOCTH B KoHTelHepe OOHOBIEHUS
WindowsUpdate.

N3BecTHO, YA3BUMOCTH B OINEPAIMOHHBIX CHCTEMax OYEHb OMACHBI. PUCK BHI-
1€, €CJIM CPAaBHUBATh C OTACIBHBIMU MpOorpaMMHBIMU pa3paboTkamu. OC oriauya-
I0TCS IIMPOKUM PACHpOCTpaHEHUEM - 3TO 3HaeT Kaxablii! COOTBETCTBEHHO, C
OOJBITICH MEPUOANYHOCTHI0O OHU (PUTYPUPYIOT B IJIaHAX 3JI0YMBINIJICHHUKOB, KOTO-
pBIe aTakyloT KOMITbIOTephl. OmMOKHM B cHUCTeMe OE30MaCHOCTH OIEparlMOHHBIX
CHCTEM MOXKHO YCTPaHUTh, HCIIOB3ys OOHOBJICHHSI, KOTOPBIE BHIMTYCKAET MPOU3BO-
nutenb. HCTamsims 0OHOBICHUM TPOUCXOIUT ¢ omotnbio «LleHTpa oOHOBIICHUI
Windowsy. [lannas ciyx6a aBromatnuecku ckanupyer OC Ha HOBBIE «3aIlIaTKW.
Ecnu onu He onpenensitores, ¢ ceppepoB Windows, B 3aBUCHUMOCTH OT BBIOPAHHBIX
OMIIMM, HAYMHAETCS MHCTAUIALMS. Takke MOXKET 3ampalliuBaThCsl pa3pellieHrue Ha



BBIIIOJIHEHUE 3TOr0 IEUCTBUS.

«entp obHoBieHHss Windows» OTIMYHO BBIMOJHSIOT 3a/ayy, Kak JOCTaBKa
OOHOBJIEHUH 0€30MaCHOCTH Ha pa3jM4YHble KOMIIBIOTEPHI MoJib30BaTeneil. OgHako
CLIEHapul, KOr/a JJil yCTaHOBKHM OOHOBJIEHUH HMCHOJBb3YETCS TOJBKO 3Ta CiIyXkOa,
UMEET OIpeNeNeHHbIe HeAaocTaTKu. [l Havana, aIMUHUCTPATOp HE MOXET KOH-
TPOJIMPOBATh, KAK MPOUCXOANT UHCTAJUIALNSA KPUTUUECKUX OOHOBIICHUH - HETIOHST-
HO, Ha KaXJ/IOM JIM1 KOMIIBIOTEPE ATO JIEHCTBUE OBLJIO YCIEUIHO 3aBEPILIEHO, U HE OT-
KJIIOYEHA JIM 3arpy3ka OOHOBICHHUM caMuM Mojb3oBaTeneM. [lanee, mporecc 3arpys-
KM OOHOBJICHHH KJIIMEHTCKUE KOMIIBIOTEPHI BBINOJHSAIOT CaMOCTOSTENBHO. Takum
oOpa3oM, mosBIseTcs  M30bITOYHBIA  cereBod  Tpapuk. C  MOMOIIBIO
KasperskySecurityCenter MO»XHO pelnThb 3TH JBE MPOOJICMBI.

CraTucTrueckue JTaHHbIC MOKa3bIBAIOT, uTo ysa3Bumoctu OC Windows aiis co-
BEpILICHUSI B3JIOMa HCHOJB3yI0Tcs B MeHblne 10 mpouenrtax cmydaeB. Koneuno,
IoKa3aTeiib OOHaIe)KUBAET.

Kaxoil ys3BUMOCTBIO MOJB3YIOTCS 3JIOYMBIIUICHHUKU JIJISI 3aPAKEHUSI KOMITb-
FOTEPOB?

HccnenoBanre npoBoawiioch cotpyaHukoMm «Jlaboparopuu Kacmepckoroy,
JuazomBucentom. Ero menbio ObUT aHamu3 MATA CaMbIX PACHpPOCTPAHEHHBIX JKC-
moiToB 2010 roga (Moap30BaIMCh OOJIBIITUM CIPOCOM y KHOeprpecTymHUKOB). KX
XaKepbl TPUMEHSIM JUIsl aTak Ha II0Jb30BaTeNIbCKHEe KomibloTepel - Eleonore,
SEOSploitPack, Phoenix, Neosploit, YESEXxploitKit.

[Ipoananu3upoBaB OMIMOKH, yIajJ0Ch BBISSBUTH HAIPABICHHE OCHOBHOM IIENH
3JIOYMBITIUICHHUKOB. Pedb MIET 0 TMOMyJISPHBIX MPHIOKEHHIX, KOTOPBIE UCIIOJb3Y-
I0TCS TIPAKTUYECKH Ha BCEX KOMITbIOTepax. Ha 3To u menmarot ctaBku xakepsl. [Ipo-
rpamma AdobeReader, nmo pe3ynbraram ucciieoBaHus, Oblla aTakoBaHa B 28 mpo-
nenrax ciaydaeB. C mokasareneM 27 TpOICHTOB uueT Opaysep InternetExplorer.
Tpetrse cTpouky ¢ 19 mponentamu 3anumaet Java. UetBeproe mecTo ¢ 9 mpoueHra-
mu 3a AdobeFlash. Ha msrom Mecrte ¢ 7 mpoleHTaMd oOKazajcs Opaysep
MozillaFireFox. Ocranbabie 10 MpOIEHTOB CiIy4aeB OCTAIOTCS APYTUM YSI3BHMO-
ctsiM. To ecTh, UMEIOTCA B BUAY JBIPBI B ONIEpaIlMOHHON cucteMe Microsoft.

Kak npoucxoaur 3akpsbiTue yazsumocteii B Windows?

OmnepalmoHHasi cCUCTeMa MPOXOIUT KOMILJIEKCHOE CKAaHMPOBAHHE U €€ CaMbIe
3HaYMMbIe KOMIIOHEHTHI TIPOBEPSIFOTCS Ha HAJIMYKE OMMOOK U 3aMeJIeHue paboThlI.
B sTOoM ciiydae yuuTBHIBalOTCSl OMTMOKH B peecTpe, BpeMEeHHbIE U Oecrofie3Hbie (daii-
JIb1, TPOOJIEMBI JUCKA, a TaKKe (hparMeHTUPOBAHHbIE (alJIbI.

[Tposepsats Windows Ha ormoOKu HyKHO:

- PU HECTAOWJIHLHOM WJIM MEJICHHOU paboTe, koraa nospuirck coou OC;

- ecJii OOHAPYXWIKCH JBIPHI C TIOMOIIbIO CTOPOHHHUX MPOTpaMMHBIX pa3palo-
TOK WJI aHTUBUPYCOB;

- U151 PO UITAKTHKHY.

[TosryunB UTOTOBBIE PE3YIBTATH TECTUPOBAHUS, MOKHO O MHOTOM CYJIUTH:

- YIJTUTh OMIMOKH U3 CUCTEMHOTO PeecTpa;

- OUUCTUTH IUCK OT BPEMEHHBIX 1 HEHYKHBIX O0BEKTOB;

- YIAJTUTh JJOTUYECKUE OIIMOKH Ha BUHYECTEPE;

- HCIIOJIb30BATh Ae(PParMeHTAILIUIO KECTKOTO JTUCKA.



Kak onpeaeauts yassumoctu B Windows?

CobupaTh HH(POPMALIMIO O PA3IUYHBIX OOHOBJICHUSX ONEPALIMOHHON CHUCTEMBI,
KOTOpBIE€ OBLIM MHCTAJUIMPOBAHBI U KOTOPHIE CJIEIyeT HCIOJIb30BaTh, MOXXHO C TO-
MOIIBbIO «ATEeHTa aIMHUHHCTpUpoBaHus» oT «JlabopaTtopun Kacnepckoro». MHCT-
pymenT KasperskyEndpointSecurity B tanHOM ciiydae He OyneT mone3nsiM. Cucre-
Me «AreHTa» oOMeHuBaeTca mHpopmanuend Hampsmyio ¢ «lleHTpomM oOHOBIEHUS
Windowsy». [locie 3Toro ormpaBiisieT JaHHbIE Ha CEpBEP aJAMHUHUCTPUPOBAHHUS.
Yro0Osl y «AreHTay Obl1a BO3MOXKHOCTh MOJYYUTh CBEAEHUS 00 OOHOBIEHUSAX 0€30-
MACHOCTH, HEOOXOIMMO BBITIOJHUTH HECKOJIBKO yCioBHid. OO 3TOM MOAPOOHO MOXK-
HO npounTath B crpaske KasperskySecurityCenter.

HHbIE€ TOKa3bIBalOT, 4To ysa3BuMoctd OC Windows aiisi coBepllieHUs B3JIOMa
UCHOJB3YIOTCS B MeHble 10 mpoueHTax ciayyaeB. KoHeuHo, moka3aTesib 0OHaeXKH-
Baer.

Kakoli ysi3BUMOCTBIO TOJIB3YIOTCS 3JI0YMBIIIEHHUKU NIl 3apaKeHHsI KOMIIb-
I0TEpOB?

HccnenoBanre npoBoAWSIOCh cOoTpyaHUKoM «Jlaboparopun Kacnepckoroy,
JuazomBucentom. Ero nenbto Obul aHamu3 MATA CaMbIX PacHpOCTPaHEHHBIX KC-
mioiToB 2010 roaa (MoJb30BaJIMCh OOJIBIIMM CIIPOCOM Y KHOEpHpecTynHUKOB). Mx
XaKepbl MPHUMEHSUTM I aTaKk Ha I0JIb30BaTebCKUE KOMIbIOTEphl - Eleonore,
SEOSploitPack, Phoenix, Neosploit, YESEXxploitKit.

[Tpoananu3upoBaB OIMOKH, YAAJIOCh BBISABUTH HAIlpaBI€HWE OCHOBHOM LM
3JI0YMBILUIEHHUKOB. Peub ueT 0 MOmyJsipHbIX MPHIOKEHUAX, KOTOPbIE HCIIONb3Y-
IOTCSl MPAaKTUYECKU Ha Bcex Komnbiorepax. Ha 310 1 nenator craBku xakepsl. [Ipo-
rpamma AdobeReader, mo pesynbraram ucclieoBaHus, Oblla aTakoBaHa B 28 mpo-
nenrax ciayuaeB. C mokasareneM 27 TpOICHTOB HMaeT Opaysep InternetExplorer.
Tpetpe cTpouky ¢ 19 mponentamu 3anumaet Java. UetBeproe mecTo ¢ 9 npoueHra-
mu 3a AdobeFlash. Ha msarom Mecrte ¢ 7 mpoleHTaMu oOKazajcs Opaysep
MozillaFireFox. Ocrtanbabie 10 MpOIEHTOB CiIy4yaeB OCTAIOTCS JIPYTUM YSI3BUMO-
ctsaM. To ecTh, UMEIOTCA B BUAY ABIPBI B ONEPALIMOHHOM cucteme Microsoft.

Kak mpoucxoaut 3akpbiTue yazpumocrteii B Windows?

OmneparyioHHasi cucTeMa MPOXOJAUT KOMIIEKCHOE CKaHMPOBAHUE M €€ CaMble
3HAYMMBbIE KOMIIOHEHTHI MPOBEPSIOTCS HA HAIMYKE OIMIMOOK M 3aMeJieHne paboThl.
B 3TOM citydae yuuThIBarOTCS OMMOKH B peecTpe, BpeMEHHbIE U Oecrone3nble (aii-
JIbI, TPOOJIEMBI TUCKA, a Tak)Ke (hparMeHTUPOBAHHbIE (haJIbI.

[Tposepsats WIiNdows Ha ormoKu HYKHO:

- PU HECTAOWJIHLHOW WJIM MEIJICHHOU paboTe, Korja nosiBrmimchk coou OC;

- €CITM OOHAPYKUJIUCH JIBIPHI C TIOMOIIBIO CTOPOHHUX MPOTPAMMHBIX pa3pado-
TOK WJIM aHTHBUPYCOB;

- 17151 PO UITAKTUKH.

[Tory4rB UTOTOBBIC PE3YIBTATHI TECTUPOBAHMS, MOYKHO O MHOTOM CYJIUTh:

- YAQIATH OMIMOKHU M3 CUCTEMHOTO PEecTpa;

- OYUCTHUTH IUCK OT BPEMEHHBIX U HEHY>KHBIX O0OBEKTOB;



- YIaJTUTh JJOTUYECKUE OIIMOKH Ha BUHYECTEPE;
- HCIIOJIb30BATh Ae(PParMEeHTALIUIO KECTKOTO JTUCKA.

Kak onpeneauts ysispumoct B \Windows?

CobupaTh HH(POPMALIMIO O PA3IUYHBIX OOHOBJICHUSX ONEPALIMOHHON CHUCTEMBI,
KOTOpBI€ OBLITM MHCTAJUIMPOBAHBI U KOTOPBIE CJIEIyeT UCIOJIb30BaTh, MOXKHO C IO-
MOIIBbIO «ATeHTa aaMHUHHCTpUpoBaHus» oT «Jlabopatopun Kacmepckoro». MHcT-
pymenT KasperskyEndpointSecurity B tanHOM ciiydae He OyneT mone3nsiM. Cucre-
Me «AreHTa» oOMeHuBaeTcs wHpopManuen Hampsamyro ¢ «lleHTpoM 0OHOBIIEHUS
Windowsy». [locie 3Toro ormpaBiisieT JaHHbIE Ha CEpBEp aJAMHUHUCTPUPOBAHHUSL.
Yrto0bl y «ATeHTa» ObljIa BO3MOKHOCTH OJTYYUTh CBEJCHHS 00 OOHOBICHHSIX 0€30-
MAaCHOCTH, HEOOXOIMMO BBITIOJHUTH HECKOJIBKO yCioBuid. OO 3TOM MOAPOOHO MOXK-
HO npounTath B cipaske KasperskySecurityCenter.

3amurTa 0T KONMPOBAHMS MEPEHOCHBIX HOCUTEJICH.

Hean padorel: [IproOpeTeHre HABBIKOB 3aIUThHI OT KOMMMPOBAHUS ITEPEHOC-
HBIX HOCUTEJIEH.

3ammTa OT KOMUPOBAHUSI — CHUCTEMa Mep, HAMPaBIICHHBIX Ha MPOTUBOJECHUCT-
BHE HECAHKIIMOHHUPOBAHHOMY KOIMPOBAHUIO MH(POpMAIUU, KaK MPABUIIO, TIPEA-
CTaBJICHHOU B 3JIGKTPOHHOM BUJIE (JaHHBIX WK KOJIa MPOTPAaMMHOTO 00EeCTICUEHUS ).

[Ipu 3ammTe MOTyT UCIONIB30BATHCSA OPraHU3alMOHHbBIC, OPUINYECKUE U TEX-
HUYECKHUE CPEACTBA.

[IpenMyecTBOM TEXHUYECKUX MEP 3allUTHI SIBISETCS BO3MOXKHOCTH MPEAOT-
BpAIlEHNS] HECAHKIIMOHUPOBAHHOTO KOMTMPOBAHUSI.

B psne cnydaeB KONUpOBaHKUE Pa3pelIeHO 3aKOHOJATENBCTBOM (HapuMep, pe-
3epBHOE). OJTHAKO OMPEACIUTh €r0 3aKOHHOCTh TOJIBKO TEXHUYECKUMU CPEJICTBAMU
HeBo3MokHO (mpumep —  WindowsGenuineAdvantage: Obl1o  3apHKCHPOBAHO
MHOYKECTBO JIOXKHBIX CpaOaThiBaHUN)[MCTOYHUK He ykazaH 2270 nneii]. [Tostomy
TEXHUYECKUE CPEICTBA 3alIUThl aBTOPCKUX MPaB 3a4acTyO0 3alpeniaroT Jrdoe Ko-
NMpOBaHMUE, co3AaBasi HEyA0OCTBa MOJb30BATENSIM, 32 YTO MOJBEPraloTCa KPUTHKE
CO CTOPOHBI IPABO3ALIUTHUKOB.

3amura ayaiuo TpeKoB

Psin mpon3BoauTeneil NOPTaTUBHBIX JIEEPOB 3AIIUILIAIOT OT KOMUPOBAHUS MY-
3bIKy MYTEM MCIIOJIb30BAaHMSI M3BECTHBIX TOJIBKO UM IPOTOKOJIOB OOMEHa MEXKIY
AIIEKTPOHHBIM MY3BIKAJIbHBIM Mara3uHOM M MPOUTPHIBAIOIIMM yCTpoiicTBOM. B pe-
3yJIbTaTe KYyIJIEHHAs MY3bIKa MOXKET MPOCIYIIMBATHCSA TOJIBKO C MX YKa3aHHOTO
yCTpOMCTBA 1, HA00OPOT, 3aKayaTh MY3bIKY Ha IIJIEEp MOKHO TOJIBKO C MCII0JIb30Ba-
HUEM UX MPOTrpaMMHOro obdecrneuenus u ndnxMusicStore. ITo co3gaeT HEKOTOPbIE
HEY100CTBa KOHEYHBIM M10JIb30BATEIISM.

3ammTa ayaAuo KOMIAKT-IMCKOB

KoMnakT-aucKu J1e7al0T He MOJHOCThIO COOTBETCTBYIOLIUMU CHEIH(PUKAIIUH
RedBook, n3-3a gero (TeopeTH4ecKn) IUCK JOJDKEH YATATHCS Ha TUIeepax W HE Y-



TaTbCAd Ha KoMmmbloTepHbIX NMpuBoAax CD-ROM. Ha npakTuke Takue IHCKU 4yuTa-
IOTCS HA HEKOTOPBIX MPUBOAAX U, HAOOOPOT, HE YUTAIOTCS HA HEKOTOPBIX IUIeepax.
dupma Philips, Bnageromas 3Hakom «CompactDiscDigitalAudio», oTka3zanace cra-
BUTh OTy MapKy Ha  3alMIIEHHBIX  JUCKax. M3  Takux  3amur
u3BecTHbICactusDataShield u CopyControl.

B 2005 ¢pupma Sony BMG wucnonb3oBaia (aHIII.)pyCCK. CBOM METOJ 3alllUThI
KOMIIaKT-IMCKOB, m3BecTHbI kak ExtendedCopyProtection (XCP). ducku ¢ XCP
UMEIOT JOTIOJTHUTENbHYIO JOPOXKKY C JIaHHBIMU, U TIPH MEPBOM YCTAaHOBKE B CHUCTE-
Mmax cemeiictBa MicrosoftWindows ycTaHaBIMBarOT CKPBITYIO MpOTrpamMmy, 3ampe-
MIAIONIYI0 KOMMUPOBaHUE TUCKOB. [T0CKOIBbKY 3Ta mporpaMmma CTaBUTCS HE3aBUCUMO
OT JKeJIaHHsI T0JIb30BaTENsl, MACKUPYETCS U MPEMSITCTBYET CBOEMY YJAICHHUIO, MHO-
r've He3aBUCHMBIC UCCIIEIOBATENN OXapaKTepU30Bail €€ Kak PyTKUT, TO €CTh Bpe-

JIOHOCHYIO IporpamMmy. B pesynbTate ckanmaga SONY mpeaiokuia mporpaMmy-
JTEUHCTAIUIATOP U OecIuTaTHyto 3aMeHy AuckoB ¢ XCP, HO He Bce mpobieMbl ObLH
pemenbl. Cuctemsl ¢ OC, omnunoi oT Windows, He TOJABEP>KEHBI 3TOM OMACHOCTH.

VY ayAnoaucKoB, BUEO, KHUT U TOJOOHBIX HOCUTENIEH €CTh «aHAJIoroBas
Opemib»: ecnu My3bIKY MOKHO BOCIIPOM3BECTH, TO €€ MOXXHO W 3ammcarb. Ecim
TEKCT MOKHO IPOYUTATh, TO €T0 MOKHO U cpoTorpadupoBath. B Takom ciyyae He-
KOTOpble KoMnaHuu ucnodb3ytoT TC3AIL, cHmkaromuye Ka4ecTBO BOCTIPOU3BEACHHUS
— TO €CTh Ka4eCTBO CaMOT0 MPOIyKTa.
OcHoBHbIC GYHKIUHU CPEJCTB 3aAlUTHI OT KONMUPOBAHUA

[Ipy 3ammre mporpaMM OT HECAHKIIMOHUPOBAHHOI'O KONMPOBAHUS NPUMEHS-
IOTCSI METOJBI, KOTOpPBIE MO3BOJSIOT INPHUBHOCUTH B 3alAIIAEMYIO IPOrpammy
(GYHKUMY TPUBS3KU MPOIECCA BBHIMOJIHEHHS KOJIa MPOrpaMMbl TOJIBKO Ha Tex DBM,
Ha KOTOpbIE€ OHM ObUIM MHCTAUIMPOBaHbl. MHCTamIMpoBaHHas mporpaMma ajid 3a-
LIUTBI OT KOIIMPOBAHUSA IPUA KAXKIOM 3aIlyCKE JOJDKHA BBIIIOIHATD CIECAYIOIINE JACH-
CTBHSL:

* AHAJIM3 alIapaTHOIIPOTPaMMHOM Cpelibl KOMIIBIOTEPA, HA KOTOPOM OHA 3aIy-
nieHa, (OpMHUPOBaHME HAa OCHOBE ATOrO aHaIM3a TEKYIIUX XapaKTEPUCTHK CBOEH
Cpenbl BBIIIOJIHEHNS,

* IPOBEPKA IOJJIMHHOCTU CPEAbl BBIIIOJHEHUS IIyTEM CPAaBHEHUS €€ TEKYLIUX
XapaKTEPUCTHUK C ITAJJOHHBIMH, XPAHSIIMMUCS HA BUHYECTEPE;

* OJIOKMpOBaHHE NalibHEWIIEH paboThl MPOrpaMMbl MPU HECOBNAJACHUM TEKY-
IIUX XapAKTEPUCTUK C dTATIOHHBIMU.

OTan npoBEPKHU MOJIUHHOCTU CPENBI SBISETCS OJHHMM U3 CAMBIX YSA3BHUMBIX C
TOYKHM 3pEHUS 3alUThl. MOXXHO JETaJIbHO HE Pa30MpaThCsl C JIOTUKOW 3aIlUTHI, a
HEMHOTO "MOANpaBUTh" pe3ybTaT CpaBHEHUS, U 3al1UTa OyAET CHSTA.

IIpy BBIMOJHEHHMM MpoLiEcCa MPOBEPKU MOJIMHHOCTU CpPEIbl BO3MOXKHBI TpHU
BAPUAHTA: C UCIIOJIb30BAHUEM MHOKECTBA ONEPATOPOB CPABHEHHUSI TOTO, YTO €CTh, C
TEM, YTO JIOJKHO OBbITh, C HCIIOJIb30BAHWEM MEXaHU3Ma I€HEPAlUU HCITIOIHIEMbIX
KOMaH/ B 3aBUCHMOCTH OT PE3yJbTaTOB pabOThl 3aIIMTHOTO MEXaHHW3Ma M C HC-
M0JIb30BaHuEM apuMeTHueckux onepauuii. [Ipy ucnonp3oBaHuM MexaHU3Ma T'eHe-
palyy MCIOJHAEMBIX KOMaH]l B MIEPBOM OaiiTe XpaHUTCS MCXOJHAsl KIIOoueBas KOH-
TposbHas cymma BIOS, Bo BTopoii 0alT 3amuchiBaeTcs MOACYUTaHHAS KOHTPOJIbHAS
CyMMa B IIPOLIECCE BBINOJIHEHUS 3aJadyd. 3aTEM OCYILIECTBIISIETCS BBIYMTAHUE W3
3Ha4YeHMs nepBoro OailiTa 3HaUEHUE BTOPOro OaiiTa, a MOJYYEHHBIH pe3ysbTaTr J0-



OaBIsieTCs K KaXAOW SUEWKH ONMEPaTHBHOM MaMsiTH B 00JacTH OMEPAIMOHHOMN CHC-
TeMbl. [IOHSATHO, 4TO €cnu CyMMBI HE COBIAAYT, TO OMEpaIOHHAs CUCTeMa (PYyHK-
uoHupoBath He Oyzaer. [Ipu ucnonap30BaHUU apUPMETHUECKUX OMepaIuil ocyle-
CTBJIIETCA MPEeoOpa30BaHME HAJ NaHHBIMH apu(METHUYECKOrO XapaKTepa B 3aBUCH-
MOCTHU OT Pe3yJIbTaTOB PaObOThI 3aALIUTHOIO MEXaHU3MA.

JIJst CHATUSA 3aIUUATHI OT KOIMMPOBAHUS IPUMEHSIIOT JBa OCHOBHBIX METO/A: CTa-
TUYECKUMN U JUHAMUYECKUN

Cratnueckre METOJbl IPENyCMaTPUBAIOT AHAIN3 TEKCTOB 3aAIIMILECHHBIX IIPO-
rpaMM B €CTECTBEHHOM WJIM MpeoOpa3oBaHHOM Buje. JIMHAMHUYECKHE METOJbI IIpe-
JyCMaTPHUBAIOT CJIEKEHHUE 34 BBIOJIHEHUEM IPOTPAMMBI C TIOMOIIBIO CIIEHNAIbHBIX
CPEACTB CHATHS 3aIUTHI OT KOIUPOBAHUSI.

OcCHOBHBbIE METOAbI 3AIUTHI OT KONMPOBAHUA
Kpunrorpadpuueckue MeToabl

JInst 3a00UThl MHCTAJUIMPYEMOM HPOrpaMMbl OT KONUPOBAHMS MPH TTOMOIIH
KpUNITOTpahUueCKUX METOJIOB MHCTALISATOP MPOrPaMMBbl JIOJKEH BBINIOJHUTH Clie-
Oyronye GyHKIUU:

* aHAJIM3 anmnapaTHONPOTrPaAaMMHON Cpellbl KOMIIBIOTEPA, Ha KOTOPOM JOJDKHA
OyJeT BBINOJHATHCS HMHCTAJUIMpyeMas mporpaMmma, U (OpMHUpPOBAHUME HA OCHOBE

ATOTO aHaJK3a TATIOHHBIX XapaKTEPUCTUK CPEAbl BHIMOIHEHUSI IPOTPAMMBI;

*3aMUCh KPUINTOTpaPuUYECKr NPeoOpa30BaHHBIX STAJIOHHBIX XapAKTEPUCTUK
anmapaTHONPOTrPaMMHOM CpeJibl KOMITBIOTEP Ha BUHYECTED.

[IpeoOpa3zoBaHHbIE 3TATIOHHBIC XaPAKTEPUCTUKH aNMapaTHOIPOrPaMMHOM cpe-
JIbI MOTYT OBITh 3aHECEHBI B CIEAYIOIIHNE 00JIACTU KECTKOTO JTUCKA:

* B JTIOOBIE MecTa 00J1acTH JaHHBIX (B CO3JAHHBIN ISl STOTO OTAEIbHBIN (ail,
B OTJEJbHBIE KJIACTEPHI, KOTOPbIE JOJKHBI moMeuatbes 3ateM B FAT kak 3apesep-
BUPOBAHHBIE 10| OTIEPAIMOHHYIO CUCTEMY WJTU JI€(PEKTHHIC);

* B 3apE3EPBUPOBAHHBIC CEKTOPA CUCTEMHOM 00JIaCTH BUHYECTEPA,

* HETIOCPEICTBEHHO B (haiiiibl pa3MeleHus 3alluiaeMoi MporpaMMHOM CUCTe-
MBI, HarpuMep, B (aill HACTPOIKHU ee mapaMeTpoB HYHKIIMOHUPOBAHUSI.

MOXHO BBIIENIUTH JBAa OCHOBHBIX METO/Ia 3aIIUThI OT KOMMMPOBAHUS C UCHOJIb-
30BaHUEM KpUNTOTpahUUIECKUX MPUEMOB:

* C MCTOJIb30BAHUEM OJTHOCTOPOHHEH (PyHKIINH;

* C UCITOJIb30BAaHUEM IIU(PPOBAHHUS.

[Ipobyiema HECaHKITMOHUPOBAHHOTOKOTTMPOBAHUSSIBISETCS CIUIONIL U PSIIOM.
Omna oOyciioBieHa "caMOl CyThIO YEOBEYECKOM MCUXOJIOTUU U OyIeT CyIIeCcTBO-
BaTh JIO0 T€X MOP, MOKA MPOrPaMMHBIN MPOAYKT siBJisgeTcs ToBapoMm'" HecaHKImoHu-
POBaHHOE KOMUPOBAHKE OCYIIECTBIISIETCS TOTA, KOTJIa y MOJb30BaTelIsl CYIIECTBYET
NOTPEeOHOCTh B IKCIUTyaTallMM KaKOTO-TO MPOTPAMMHOTO TPOJYKTA, a 3aTpaThl Ha
KOIMPOBAHUE CYIIECTBEHHO MEHBIIE 3aTpaT Ha MPUOOPETEHHUE JICTAIBHONW KOIIWU.
Bpsn nu B Hamied ctpane HaAETCs XOTs Obl COTHS pa3pabOTYMKOB WU JIFOJICH, HUC-
nosp3yromux [1K B cBoelt nearensHOCTH, KOTOphIE ¢ a0COJIOTHON YBEPEHHOCTHIO
MOTYT MPHU3HATHCS B TOM, YTO HUKOT/Ia B KU3HU HE HCMOJIb30BaIu 'mupaTckue"
MPOTPAMMHbBIE MPOTYKTHI...

CeronHs cnoxuiach napajoKcallbHasi CUTyallusl, KOTJla B OOJBIIMHCTBE OTEYe-
ctBeHHbIX [IK B OCHOBHOM HMCHOJIB3YyETCS «BOPOBAHHOE» MPOrpaMMHOE obecreue-
Hue. B Pocum 95% wucnonp3zyemoro codra «mmparckoe», ocrapmmecs 9% -



FreeWare.

[Toatomy Bompock! 3auuThl [IO OT HECAaHKIIMOHMPOBAHHOTO KOIUPOBAHUS S
BIISIETCS BAXKHEUIIIMM HAMpPaBJICHUEM B obecrieueHnr nHPOpMamoHHOW O6e30macHo-
CTH.

Bce mMeTobl 3auThl MOKHO Pa3fesiuTh Ha MpOrpaMMHbIEe U ammapaTtHeie . K
MPOTrPAaMMHBIM OTHOCSTCS METO/IbI, PEATU3YIOIIUEecs YUCTO COOTBEPHBIM MyTEM, B
HUX HE 3aTparuBaroTCs (U3MUECKUE XAPAKTEPUCTUKH MaTepUaIbHBIX HOCHUTENEH
uHdopmaluu, crenraibHoe 000pyI0BaHUE, HAPUMEpP, DJICKTPOHHBIC KIIOYH WU
cMapT-kapThl. K amnmapaTHBIM OTHOCSITCS METOJbI, MCIOJIb3YIOIINE CHEIUATbHOE
o0opynoBaHue Wi (puzndeckue OCOOCHHOCTH MaTepHUaNIbHBIX HOCUTENeW HHQOp-
Mauuu. OCHOBHBIMU METOJAMU SIBJITFOTCSI:

1) Kpuntorpaguiyeckue MeTOIbI:

mar 1: BelieIeHUE 3TATOHHBIX XapaKTepUCTUK cpeabl BbinosiHeHusd [10;

miar 2: 3anuch KpunTorpapuyeckux MmpeoOpa3oBaHU ATATIOHHBIX XapaKTepH-
CTHK Ha JIUCK (C MOMOIIBIO PA3IMYHBIX aJITOPUTMOB MHU(PPOBAHUS U XECIIUPOBAHUS -
RC5, RC4, MD5);

2) MeToapl NPUBA3KH K HIeHTH(DHKATOPY.

WNnentudukarop - 310 nHpopmanus, hopmupyemas uHctansatopoM. Mucrans-
TOp (QOPMUPYET YHHUKAIbHBIA HACHTU(PHUKATOP, HAIUYUE KOTOPOrO IOTOM
IPOBEPSICTCSl  MHCTAJIMPOBAHHOM  HpPOrpaMMOMl  IpM  KaXJA0M  3aIlycke.
[TpuoTcyTcTBUE WM HECOBMAJEHUM HACHTU(UKATOpa mpora OJIOKUPYET CBOE
nanbHelniee  BbiMoiaHeHHe. (OCHOBHOE  TpeOOBaHUpPE K  HUIACHTHUPHUKATOPY
3aKJIFOYAETCs] B TOM, UTO OH HE JIOJKEH KOITUPOBAThCS CTaHAAPTHBIM criocoooM. J1iis
3TOrO LIeJIecOo00pa3HO 3aUCHIBATh UACHTU(PHUKATOP B CIEIYIOIIEH 00JIaCTH )KECKOTO
JIUCKa: B OT/AENbHBIE KJIacTepbl OOJACTH JIaHHBIX, B 3ape3€pBUPOBAHHBIE CEKTOpa
CHUCTEM 00JIaCTH BUHTYECTEpA.

3) Metobl, OCHOBaHHBIE Ha pabOTe C MepexojaMu B cTeKoM. Peanm3anms 31o-
ro METOJia MPEANoJaraeT BKIIOYEHHE B MPOTY MEPEXO0JI0B M0 TUHAMUYECKH U3Me-
HSIEMBIM a/IpecaM U MPEpBhIBAaHUSIM, a TaK K€ MCIOJIb30BAaHUE CAMOTEHEPHPYEMBIX
KOMaH/ (ITOJIy4eHHBIX C MOMOUIBIO CJIOKEHUSI U BbluMTaHusi). Kpome Toro BmecTo
nepexoaa jmp MOKET HUCIOIb30BaThCsl BO3BpAT M3 noanporpammel ret. IIpensapu-
TEJIbHO B CTEK 3alMCBHIBAETCS aJpec mepexoaa, KoTopblid B mpouecce padotsl 110
MOU(ULHPYETCS HEMOCPEICTBEHHO B CTEKE.

4) MaHUTYJISIIIHA ¢ KOAOM NMPOrpaMMBbl:

a) BkmoueHnue B [1O mycThIX MOAYJICH, HA KOTOPbIE MMHTHPYETCS Iiepeaava
VIOPABJICHUS, HO PEAIbHO HUKOTJA HE OCYHIECTBISETCS. DTU MOIYJIU COAEPM AT
OOJIBIIIOE KOJMYECTBO KOMAHJI HE MMEIOIIMUX OTHOIIECHUS K JIOTMKE paboOThl Mpo-
IpaMMBI;

b) M3MeHeHue 3amuinaeMoil mporpaMmbl TaKMM 00pa3oM, 4TOOBI CTaHIApT-
HBIA JM3acceMOiep HE CMOT ee MpaBWIIbHO Ju3acceMOnnpoBatrh (mporpamMma Nota
i CopyLock momHOCThIO MOAN(DHUITUPYIOT 3ar0JI0BOK exe-aiina).

[TpuBenennsie MeToAbI HampaBieHbl Ha 3amuTy [1O0T cTratnueckoro crocoda
CHSITHS 3aIIUTHI OT KOMMPOBAHUSA (C HUCTIOIB30BAHUEM JU3acceMoiiepa).

MeToabsl MPOTUBOICHCTBUS TUHAMUYCCKHM Criocobam cHATHS 3amuThl 110 ot
KOMHUPOBAaHUS (C UCMOJIB30BAHUEM OTJIAIUMKA) BKIIFOYAIOT:

1) Ilepuoanueckuii OJACYET KOHTPOIBHON CyMMBI, 3aHUMaeMOil 00pazom 3a-
Jlayu 00J1aCTH ONEPATUBHOM MaMSITH, B MPOIECCE BHITIOJHEHUS;



2) IIpoBepka KoIM4eCTBAa CBOOOIHON MaMSTH U CPAaBHEHHE C TEM 00BEMOM, K
KOTOpOMY 3aj1a4ya MPUBBIKIIA UM IPUYUYCHA,;

3) IlpoBepka coaepxkumoro BekTopoB mpepbiBanus (13h u 21h) Ha Hammuue
TEX 3HAYEHUH, K KOTOPBIM 3aj[aya MPUBBIKIIA;

4) TlepeycraHOBKa BEKTOPOB IpepbiBaHus. [Ipu 3TOM ciekeHne 3a N3BECTHBI-
MU BEKTOpPaMU HE J]aeT )KEeJIaeMOro pe3ybTaTa;

[Tpu 3amute 1IO0T HECAHKIIMOHUPOBAHHOTO KOMUPOBAHHS HEOOXOIUMO YUH-
TBHIBATh CJIEAYIOIIee OTPaHUYCHHE: HE TIOTepsET JM MporpaMMa 3a BpeMsl CHITHSA ee
3alIUThI CBOCH aKTyaJIbHOCTH.

StarForce — toproBast Mapka, 1Mo KOTOPOW BBIXOJAT MPOTPAMMHBIE MTPOTYK-
ThI, pa3paboTaHHble poccuiickoi kommanuen ProtectionTechnology. Hampasnenus
JESITEIbHOCTH KOMIIaHUU: MH(POPMAIMOHHAsE 0€30MaCHOCTb, 3aIIUTa OT HECAHKIIHO-
HUPOBAHHOTO KOMUPOBAHMSI, aHAIHM3a U MOAUDUKAIINY (JEKOMITHIISALINN).

BapuaHTbl 3al1UThl 3aBUCST OT OTBETOB HA BOMPOCHI: UYTO HY)KHO 3alIUTHTh U
OT Kakux yrpo3s. StarForce 3¢ pexTuBeH, eciii OTBETOM Ha MEPBBI BOIPOC SABISAIOT-
csi: MporpaMMHOE o0ecriedeHre (B OCHOBHOM pazpaboTtanHoe noa Windows), 10Ky-
MEHTBI, ayA10-, BUAeo(]aisbl 1 neKTpoHHast nouta. Cpeau yrpos: aHaJIu3 U MOAM-
(ukanus, KOMMPOBAHUE U HEJIETAIbHOE PACIPOCTPaHEHUE, YUThl U O0ThI. st 3a-
IIMTHI OT KOMUPOBAHUS TaKkKe MUMEIOT 3HAU€HUE CIOCOOBI MPUBSI3KHU: K KOMIIbIOTE-
pYy, cepBepy, JUCKY.

DJEeKTPOHHBIA KITIOY (TakXKe almapaTHBIA K04, MHOTAA JOHTI OT AaHIL
dongle) — ammapaTHOE CpencTBO, MpeaHA3HAYCHHOE JUTS 3aIIUThl IPOrPAMMHOTO
obecneuenus (I10) u naHHBIX OT KONUPOBAHUS, HEJETAJLHOTO HCIOIb30BAHUS U
HECaHKIIMOHUPOBAHHOI'O PACIIPOCTPAHEHUSI.

COBpeMeHHbIe IJICKTPOHHBIC KJII0YH

OCHOBOM JaHHOW TEXHOJOTMU SIBJISIETCS CHEUHATM3UPOBAHHAS MHUKPOCXEMA,
100 3alUIIEHHBIA OT CYUTHIBAHUSI MUKPOKOHTPOJUIEP, UMEIOIINE YHUKATBHBIC IS
KKJIOTO KJIF0Ya alrOpUTMbl padOoThl. JIOHTIIBI TaKKe UMEIOT 3aIUIIEHHYIO YHEPTO-
HE3aBUCHMYIO TIaMsTh HEOOJBIIOro o0BhEMa, 0o0Jiee CIIOKHBIC YCTPOHCTBA MOTYT
UMETh BCTPOCHHBIMKPUTITONPOIIECCOp (IS anmapaTHOW peanu3aiuy MuGpyommux
QITOPUTMOB), Yachl PEaJbHOTO BPEMEHU. ATMapaTHBIE KIOYHM MOTYT UMETh pa3-
audHble HOpM-(PaKTOPhI, HO Yallle BCETrO OHM MOAKIIOYAIOTCS K KOMITBIOTEPY Yepes
USB. Taxxe Bctpeuarotcsi ¢ LPT- unu PCMCIA-unTepdeiicamu.

[TpuHIMI IEUCTBUS JIEKTPOHHBIX Kitouen. Kirou npucoenuHseTcst K onpene-
aéHHOMY uHTepdeiicy komnbioTepa. Jlanee 3anuniéHHas nporpaMma yepe3 Crelu-
aNbHBIN JpaliBep OTIpaBIsieT eMy UH(popmaluio, KoTopas oOpadaThiBaeTCsi B COOT-
BETCTBUU C 3aJlaHHBIM aJITOPUTMOM U BO3BpaliaeTcsi oopatHo. Eciau oTBeT Kiroua
MPaBWIbHBINM, TO TIpOrpaMMa MpooJKaeT CBO paboTy. B mMpoTUBHOM ciiydae oHa
MOXET BBITIOHATH OMpPEACIICHHBbIE pa3pabOTUMKaMu JEHUCTBUS, HalpuMep, Iepe-
KJIFOYaThCAd B JEMOHCTPAIMOHHBIA PEXHUM, OJOKUPYS AOCTYI K ONpeAciEHHBIM
GyHKIUAM.

CyniecTByIOT CHelUaibHbIC KITFOYH, CIIOCOOHBIE OCYIIECTBIISATh JTUIEH3UPOBA-
HUs (OTpaHUYEHUS YuCiIa pabOTAIONUMX B CETH KOMHM MPOTPaMMBbl) 3aIUIEHHOTO
MPUJIOKEHUS TIO CETU. B 3TOM cilydae AOCTaTOYHO OJHOTO KJIF0Ya HA BCIO JIOKAJIb-
HyI0 ceTh. KiTtou ycTanaBnmuBaeTcsi Ha 110001 pabodeil CTaHIIUK WIIH CEPBEPE CETH.
3amuineHHbIe MPUIIOKEHUS 00pamalTcs K KUy 10 JOoKanbHOU cetu. [Ipenmy-



IIECTBO B TOM, YTO JIJIsl pabOTHI C MPUJIOKEHUEM B TIPE/Ieax JOKAIbHOM CETH UM He
HY>KHO HOCHUTB C OO0 3JIEKTPOHHBIN KITIOY.

Kontpoabusie Bonpocsi JIP2 (IK-3):

Kakue uzBectus! Yazsumoctu Windows?

Kakum o6pazom npoucxoautr OOHApyKEHHUE YSI3BUMOCTEH?

[TpuBeaute npumepsl Onucanus yai3BUMOCTEH.

Kaxum 00pa3om npoucxoaut YcTpaHeHUE YSI3BUMOCTEN?

Kaxk mpoucxoaut 3akpeiTre ysa3pumocteit B Windows?

Kak onpenenuts yszsumoctu B Windows?

Kakoil ys13BUMOCTBIO MOJIB3YIOTCS 37I0YMBIIIJICHHUKH JIJI51 3apayKeHUS] KOMIIBIOTEPOB?

Kax mpoucxoaut 3amnura oT KOMUPOBaHUS EPEHOCHBIX HOCUTENEH ?

[IpuBenute npumepsl: OcHOBHBIE (YHKIIMH CPEICTB 3aIUTHI OT KOIIUPOBAHUS?

0. [Mosicaure: OCHOBHBIE METOABI 3aIIUTBI OT KomupoBaHuWs u Kpunrorpapudeckue
METO/IbI

11. Tosicuute: MeToabl TPUBS3KU K UAECHTU(DUKATOPY

12. Tlosicaute Tepmun: CoBpeMEHHbBIE AIEKTPOHHBIE KIIFOYU

ROoo~NoGa~LNE



Jlabopamopuasa paooma Ne3. MOJAEJIU PACIIPOCTPAHEHHUA ITPO'PAMMHOI O
OBECIIEYEHHA.

CyImiecTByeT JOBOJIBHO MHOTO Pa3IMYHBIX MOJENICH PaclpOCTPAHECHHS IPO-
Ir'rpaMMHOTI'O oOecrieueHus. PaCCMOTpI/IM XapaKTCPHLIC 0COOEHHOCTH HCKOTOPBIX HX
HUX.

BecmiaTubie mporpammbl (Freeware)

DTta MOJenh PacHpOCTPAHCHHS MTPOTPAMMHOTO 00ECTICUCHUS TI0Ipa3yMeBaeT
OTCYTCTBHE OIUIATHI 32 MCIOJb30BaHUe NporpamMM. OYeHb 4acTo MO TaKOMY MPHH-
ITUITY PACTIPOCTPAHSIOTCSI HEOOJBIINE YTHIIMTHI, KOTOPBIE, IO MHCHUIO aBTOPOB, MO-
T'YT OKa3aThCsl MOJIE3HBIMHU IUPOKOMY KPYTy IOJIB30BaTEICH, HO HE OyIyT UMETh
CIpoca, €ClM Ha3HAYuTh IUIaTy 3a WX HCHOJIb30BaHWE. Pasymeercs, CyIiecTBYIOT
POTrPaAMMHUCTBI, CO3/IAt0NINE OeCIIaTHbIe MPUIIOKEHHS U3 JIIOOBU K UCKYCCTBY WJIU
HETIO0BU K M3JIMIIHEH KOMMEPIIMAIU3AIUU COBPEMEHHBIX MH(GOPMAIIMOHHBIX TEX-
Hoyiorui. YacTo HECKOIbKO JOOPOBOJIBIIEB OPTraHU3YIOT KOMaHy, pa3pabdaThiBaio-
Y0 ¥ TOJIIEPKUBAIONTYIO JOCTATOYHO CJIOKHYIO MPOTPAMMHYIO cucTeMy. MHorue
OecruiaTHbIE POTPaMMbl PaCIIPOCTPAHSIOTCS B UCXOJAHBIX TekcTtax. Ho Hamo otna-
BaTb ce0€ OTYET B TOM, YTO MPOrpamMMbl B HCXOJHBIX TEKCTaX W OeCIIaTHBIC
POrpamMMBbl — 3TO COBCEM HE OJTHO U TO k€. Kommepueckue npoyKThl TOKE MOTYT
MTOCTABJIATHCS B UCXOIHBIX TEKCTaX.

JIOBOJIEHO YacTO BCTPEYAETCS CUTYaIlMs, KOT/a MporpaMMa Win OMOInoTeKa
OecruiaTHa IJIs JIMYHOTO WCIIOIB30BaHUS, HO TpeOyeT JIMICH3WN (MHOT/1a BeChbMa He
JIEHIEBOM) JUIsi KOMMEpUecKoro npuMeHnenus. He penku ciiydau, korga OecriaTHOE
porpaMmMHOe oOecriedeHue pa3padbaTbiBaeTCsl KPYMHBIMA KOMMEPUYECKMMHU KOMIIa-
HUSMHU JIJIs1 YIPOUHEHUS MOJI0KEHUS Ha pbliHKe. Tak, Harpumep, T0KYMEHTHI B Gop-
mate PDF Bpsin nmu umenu Obl cerofiHs Takylo MOMYJISPHOCTh, €CIM Obl HUKOT/A HE
CyllecTBOBaJia OecruiaTHas mporpamma s ux npocmotpa — Adobe Acrobat
Reader, pomonHsromas JIUHEHKY IUIATHBIX MPOAYKTOB It co3manus PDF-
nokymeHToB (Acrobat Exchange, Distiller, Business Tools, Approval u T. 1.). Ana-
JIOTUYHO, JJI JOKYMEHTOB, CO3/JaHHBIX B KOMMepueckoil mporpamme Microsoft
Word, cymectBoBana 6ecriatHas nporpamma npocmorpa Microsoft Word Viewer,
TaKxke paspadoraHHas kopropanuein Microsoft. IHorna aBTop 6ecniaTHOTO MPOeK-
Ta MpoAacT KOMY-HHOY/Ib BCE MpaBa Ha CBOE JICTUIIE, & HOBBIA BJaJeiel] HAUMHACT
pacIpoCTpaHsATh Ty K€ CaMyl0 MPOTpaMMy 3a JICHBIH, MHOTJA HaHWMasl OBIBIIETO
aBTOpa IS TPOJOJDKEHUS pa3padoTku. He ynuBHTENbHO, 9TO Takas cyanOa, B TO-
JIABJISIIONIEM OOJIBIITUHCTBE CITy4aeB, MOCTUTAET UMEHHO y/IayHbIe U TIOJIe3HbIE Oec-
TJIATHBIC TTPOTPAMMBI.

IHouTu OecriiaTHbIE MPOTPaAMMbI

WNuornma aBTOpHI MporpaMM MO KaKUM-TO COOOpaKEHUSIM HE XOTAT Pacipo-
CTPaHATh UX KAK KOMMEPUYECKHUE POAYKTHI, HO U HE BO3PAKAIOT ITPOTUB MTOITYyUYCHUS
KaKOHUOYAb OTJauM, HE CUMTAash MOPAJbHOIO YJIOBJIeTBOpeHus. Yare Bcero BeIOU-
paeTcsi OOUH U3 CIEIYIOMINX METOJIOB PACIPOCTPAHEHHUS .

» Cardware — ka<aplii 10JIb30BaTE/ b MPOTrPaAMMBbI, KEJIAIOUIUN 3aPETUCTPH-
pOBAaThCH, AOJDKEH MOCIATh aBTOPY MPOrpaMMBbl MTOYTOBYHO OTKPBITKY C BHJIOM M€E-
CTHOCTH, TJI€ OH ITPOKUBAET;



» Mailware — 6onee coBpemennsbiii Bapuant Cardware, Topa3yMeBarOIIni
OTCBUIKY aBTOPY AJIEKTPOHHOTO MHchMa. Kak mpaBuiio, B OTBET aBTOP MPHUCHLIAET
PETUCTPAIMOHHBINA KOJI, TAFOIINI BO3MOXKHOCTh PaboTaTh C MPOTPaMMON;

« Donationware — 310 Kor1a aBTOp HE TPpeOyeT HUKAKOW OIJIaThl, HO Mpe/a-
raeT BCeM, KOMY IOHpaBHJIACh MPOTrpPaMMa, MOKEPTBOBATH MPOU3BOJIBHYIO CYMMY,
qTOOBI IO/JIEPKATh Pa3padoTKYy;

» Gifrware — moutu To e camoe, uro u Donationware, HO aBTOp TOTOB IIPH-
HUMATh HE TOJIFKO JICHE)KHBIC TTOKEPTBOBAHHUS, HO M IPYTHE TIOAAPKU;

 Beerware — GaroapHOCTh 3a IPOrpaMMy IIPUHUMAETCS B BUJIE TTHBA;

* Vegeware — aBTOp coOHMpaeT C MOJIb30BATENIEH IUIaTy 3a MPOrpaMMmy B
¢dbopMe perenToB BereTapuaHCKuX OJO;

* Memorialware — genoBek mo umenn ['apu Kpamomurr (Gary Cramblitt)
MOCBSITHJI CBOIO MPOTpamMMy MaMsITH OTIAa U pachpocTpaHseT ee kak Memorialware.
Jlns monb3oBatesnieil mporpamMma OecruiaTHa, HO BCEM JKETAIONIMM MpeaiaraeTcs
IOMOYb MeMopuanbHOMY GoHIy KpamOnuTTa-oTia.

IIporpammel, noka3biBaoue pekaamy (Adware)

B nocnennue roasl XX Beka, KOrjaa OypHbIA pOCT HHTEPHET-TEXHOJIOTHI ellie
HE yCIIeJl IEPEUTH B MIYOOKUH KPU3HC, ObLIa MOIMYJISIPHA MOJENb PACIPOCTPAHEHUS
IPOTPAaMMHOTO O0€CIIeUeHUsI, IEMOHCTpUpYomiero pexinamy. "Ad" sausercs
COKpalleHueM OT aHrmiickoro cioBa Advertisement — pexiama. OcHOBHas ujes

3aKJII0YaJIach B TOM, YTO pa3padOTUMK MOJIy4all IJIATy 3a UCIOJIb30BAHUE MPOrpaM-
MBI HE OT KOHEYHOI'0 IOTPEOUTENSI, KOTOPOMY IIporpamma J1ocTaBajach OecIIaTHO,
a OT peKJIaMozaTesneil. A Mmoyib30BaTesb ObUT BEIHYKIEH CMOTPETh Ha J10CTaBIIsIEMbIE
nporpammon yepe3 MIHTepHET peknaMHble KapTUHKU. PazymeeTcs, 3TOT noaxox ro-
JWIICS TIPEUMYLIECTBEHHO ISl IpOTpamMM, padoTa KOTOPBIX MPsIMO CBs3aHa C AOCTY-
noMm B MurtepHer. OnHako co BpeMeHeM 3>(P(EKTUBHOCTh PEKJIaMbl TaKOrO poja
3HAYNTEIBbHO CHU3WJIACH, U HAWTH JKENAOIIUX IUIATUTh 32 HEE HACTOSAIIMMHU JI€Hb-
raMy CTajo JOBOJIBHO TpynHO. HO mpoaoipKaroT CylecTBOBAaTh CIIOHCHPYEMbIE
IpOrpaMMHBIE MIPOAYKTHI (KaK MpaBUiIo, HHPOPMAIIMOHHON HAIPaBI€HHOCTH), pa3-
paboTKa KOTOPBIX BEJETCS Ha JIEHbIM peKJIaMojaTesieid B 0OMEH Ha pa3MelleHHe UX
uH(pOpMaIKU B IPOrpaMMe.
Kommepueckue mporpammbl (Commercial)

Kommepueckoe nporpammHoe oOecniedeHre, OYeBUAHO, CO3/IAeTCs C LIEJbI0
W3BJICUCHUS MPUOBUIA U PACTIPOCTPAHSETCS 32 MaTepualibHOE BO3HarpaxaeHue. Ha-
BEpPHOE, KOMMEPUECKHE MPOrpaMMBbl OOJIbILIE BCETO MOXOKHU HAa OOBIYHBIE TOBAPHI,
KOTOpBIE JIFOAW MPUBBIKIIA MOKYIATh B MarasuHax. [Ipexzae Bcero, mist mporpamm-
HOro oOecreueHus, pacIpoCTPaHIEMOT0 KaKk YHMCTO KOMMEpUYECKOe, MPUMEHSETCS
MPUHIMUI "JeHbI'M — BHeEpexd”, T. €. MOJb30BATENb MOJIYyYaeT MPOrpaMMy TOJBKO
IIOCJIE MOJHOTO BHECEHUS OIUIaThl. O4eHb MHOTHE IIPOTPAMMBI, PACIIPOCTPAHSIEMbIE
TaKuM CIIOCOOOM, SIBJISIFOTCS "KOPOOOUYHBIMHU" — TIPU MOKYTKE MOJIH30BATEIb MOJTY-
4yaeT KOpoOKy, B KOTOPOH yJokeHbl HocuTenu uHpopmanuu (Hanpumep DVD wnu
KOMITaKT-/IUCKH), JOKYMEHTAIIMsI, PETUCTPALIMOHHAs KapTOYKa U €€ BCE YTO yroj-
HO, HA YCMOTpeHHE mpojiaBia. Pasymeercs, apTop (Miau mpaBoobJiagaTesib) KpOBHO
3alHTEPECOBaH B TOM, YTOOBI cCOOpaTh MIATy C KaXKJI0TO MOJ30BaTENs IPOTPAMMBI.
JlJ1s TOCTHKEHHS 3TOT0 HEOOXOAMMO NMPUMEHSATh TEXHOJIOTMYECKHUE METO/IbI, Orpa-



HUYMBAIOIINE PACIPOCTPAHEHUE HEJETANbHbIX (HEIMIIEH3UPOBAHHBIX) KOMMM IMPO-
I'paMMBI. K MoMyJIIpHBIM TCXHOJOIT'MYCCKHUM MCTOJaM OTHOCATCA PA3JIMYHBIC alllla-
PaTHBIC 3alIUThI, CUCTCMbI PCIrUCTPAlIMN W AKTUBALIMU, IIPOBCPKA JIMICH3UU YCPE3
WMHTepHET Npy KakJIOM 3aIlyCKe MporpamMmsbl U T. A. OJIHAKO YUCTO KOMMEPUYECKOE
IIpOorpaMMHOC obecrieueHue O6J'IaIlaeT 0I[HOI>1 OYEHb BaKHOI 0coOeHHOCThIO. Ko-
HCYHBIN HOTp€6I/ITCJ'II> CMOXKCT IIOJYYUTDH HPCACTABIICHUC O TOM, YTO OH IIOKYIIACT,
TOJIBKO ITOCJIC COBCPHICHUA ITIOKYIIKH, U, CJICAOBATCIbHO, JOCTATOYHO BBICOKA BCPO-
ATHOCTH TOI'O, YTO OH 6y,Z[CT pa3odapoBaH U 3aXO04CT N30aBUTLCS OT IMporpaMmsbl 1
BCPHYTH HaA3aJ 3allJIAYCHHBIC ICHbBI'U. I[J'IH TOTO YTOOBI HE OTIIYTHYTb HOKYHaTeHeﬁ,
IMpoaaBObl 4aCTO BBIHYKICHDLI O6€H18,TI> BO3BpPAT ACHCT B TCUCHUC, HAIIPUMCD, ABYX
HCICJIb C MOMCHTA IIOKYIIKH, €CJIM IIpOorpamMmMa HC ITIOHPABUTCA.
oyt padoTOCOCOOHBIE POrPAMMBI

Pa3paboTynKu KOMMEPYECKHX IMPOrpaMM B PEKJIAMHBIX IEISX BBITYCKAIOT
OrpaHHUYEHHBIC 03HAKOMHUTEIbHBIC BEPCHHM CBOMX MPOAYKTOB. Takue Bepcuu OObIU-
HO HE MO3BOJISIFOT IUIOJOTBOPHO PabOTaTh, HO CO3/AIOT MPABAUBOC BIICUATICHHE O
(GYHKIIMOHATBLHOCTH MPOrpaMMbl. MOKHO BBIAEIHTh HECKOJIBKO OCHOBHBIX THITOB
OrpaHUYEHHBIX MPOrPAMMHBIX ITPOAYKTOB:

« Demoware — 3To korjga B MporpaMMe HPUCYTCTBYIOT (DYHKIIMOHAIBHBIC
orpanuuenusi. Hampumep, Mo)kHO 0OpabatbiBaTh (aiijabl He OoJiee OMpPEaeICHHOTO
pa3Mepa, HeJb3sl BBIIMOJHATh COXPAHEHUE M T. JI. Takue mporpaMMbl HHOTJa Ha3bl-
BatoT Crippleware — "ype3anHoe" nporpaMMHOe 00ECIICUCHHE;

» Trialware — moapasymeBaeTcs HalU4ME OTPAHHUYCHHWHA TI0 BpPEMEHH
HCIIOJIb3oBanua. OrpaHUYeHHs MOTYT BBIPAKATHCA B BUAE AJIUTEIBHOCTH IEpHOJa BpeMe- HH,
Ha MPOTSHKEHUH KOTOPOTO MOXKHO TOJIb30BaThCS Mporpammoit (Hampumep 30 gHel ¢ MOMEHTa
WHCTAUISIMN) WIH B BHJAE (QUKCUPOBAHHOW JaThl MCTEUEHHS TeC- TOBOTO Imepuojaa. Moxer
OIrpaHUYMUBATBHCA YUCIIO 3aITYCKOB IIPOrpaMMbl WJIHA YHUCJIO IIPOLIECCOB O6p860TKI/I;
» Nagware — moJib30BaTellb PEryJsipHO U3BEIIAETCS O TOM, YTO JaHHas Bep-
CUsl IPOTpaMMBI HE SIBIISIETCS MOJTHOLIEHHOM KOMMEPYECKOM Bepcuen. Takoe n3Be-
IICHUE MOXET BBIMVISAETh KaK JUAJIOrOBOE OKHO, MOSIBJISIOMIEEC MPU 3aITyCKE MPO-
rpaMMbl U C HEKOTOPOH MEPUOAMYHOCTBIO BO BpeMs pabOThI, JTOMOIHUTEILHBIC
HAJIMICH, BBIBOJAUMBIC HA IPUHTEP WJIM SKPaH, U T. .
Pa3ymeercs, BO3MOXKHBI pa3InuyHble KOMOWHAIIMKA OMUCAHHBIX OrPaHUYCHUH.
N nanexko He KaXIbli KOMMEPUYECKHUN MPOAYKT UMEET O3HAKOMUTEIIBHYIO BEPCHUIO
— TaKOM MOAX0JI CKOPEE UCKIIIOUECHUE.
Yci0BHO OecniiaTHbIe MPOAYKTHI (Shareware)

Hannure BO3MOXHOCTH OLIEHWUTH mporpammy mo mokymku (“'try before you
buy") sBIsSeTCS OTAMYMUTENHHON YEPTOW YCIOBHO OECIIATHBIX MPOAYKTOB. Share
MIEPEBOIUTCS C AHTJIMHMCKOTO SI3bIKA KaK pa3feisiTh, COBMECTHO MCIOIb30BaTh. [1oa-
pa3ymeBaeTcs, 4TO HE3apErUCTPUPOBAHHYIO BEPCHIO YCJIOBHO OECIUIaTHOW TIpO-
rpaMMbl MOYKHO CBOOOJIHO PaclpoCTpaHsITh B HEM3MEHEHHOH (opme. Y ciioBHO Oec-
IUTATHOE TIPOTpaMMHOE 00€CTIeYeHHEe TaK ke, Kak 1 KOMMepUYecKoe, pa3pabaThiBaeT-
Csl C UENbI0 M3BJICUEHUsI MpUObLIH. HO MoTeHIMansHOMY MOJIB30BATENIO IO TOTO,
KaK OH 3aIUIaTUT JCHBIH, 00s3aTENLHO MPEAOCTaBISIETCS] BO3MOXHOCTH TOMPOOO-
BaTh MIPOTPAMMHBIN MPOAYKT B IEHCTBUU B TEYCHHE HEKOTOPOTO MEPHOA BPEMEHHU.
[To wcTeyeHNM TECTOBOTO MEPUO/Aa MOTSHIMAIBHBIA MOKyNaTeNb JOJDKEH MPHUHATH



pelieHrue o MpuoOpPeTeHur MporpaMmMbl. Ecian pereHo oTkazaTbesi OT MOKYIKH, TO
HAJ0 MPEKPATUTh MCIOJIb30BATh MPOTPAMMYy U yJAIHUTh €€ C KoMmImbioTepa. B mpo-
TUBHOM cCllydae, He0OXOUMO OIUIATUTh JUIEH3UIO Ha MMPOrpaMMy, OCJe Yero mpo-
JaBel] MPEeJOCTaBUT BO3MOMKHOCTH IOJYYECHUS MOJHOPYHKIIMOHATIBLHOW BEPCHH
nporpamMmbl. OOBIYHO YCIIOBHO OECIUIATHBIE MPOrpaMMbl OCTaBistoTca yepe3 UH-
TEPHET U UMEEeT HeOOJbIION pa3Mep (eauHullbl MerabaiiToB). Takxke O4eHb YaCTO
JUTSL IPEBpAIlleHHs] OTPAaHUYEHHON BEPCUM B MOTHO(DYHKIIMOHAIbHYIO HE TPEeOYIOTCS
HUKAKUE JIOMOJIHUTEIbHBIE (Daisibl — JOCTaTOYHO BBECTH NMPABWIBHBIA perucTpa-
IIMOHHBINA KOJI, TOJIyY€HHBIN OT MPO/IABIIA.

Ha nepuon GecriaTHOr0O MCHOJIb30BaHUSI HAKIIABIBAIOTCS OTPAHUYEHHUS, CXO-
KHUE C OrPaHUYCHUSIMH HA OICHOYHBIE BEPCHH KOMMEPYECKUX MPOTPAMMHBIX MPO-
IyKTOB. TOUHBIE OrpaHUYEHHS OLIEHOUYHOTO NEPHUO0a, KaK MPAaBHUIIO, OTOBAPUBAIOTCS
B JIMIICH3MOHHOM COTJIAIICHUH Ha MCTIOb30BAHUE KAXKI0TO KOHKPETHOTO MPOIYKTA.
YcinoBHO OecriaTHBIE MPOTYKTHl OYEHBb MOMYJSIpHBI. MHOTHE KpYIHbBIE pa3padoT-
YuKHd OEpyT Ha BOOpykeHue KoHuenuuio "try before you buy", yro0bl 3auHTEpECO-
BaTh nokynatenei. [lo cyTu, orpaHnueHHbBIE 03HAKOMUTEIHHBIE BEPCUU KOMMEpYe-
CKUX MPOJIYKTOB SIBJIIFOTCS BCETO JIMIIb OJHOM M3 Moaudukanuii uaen Shareware.
HNaxe xoproparst Microsoft GecrmatHo pacnpoctpansier 120-1HEBHBIC BepCUH
Windows 2003 Server u Visual Studio .NET. IlpaBna, He0ObIIIOE OTIIMYHE 3AKITFO-
qyaeTcs B TOM, 4TO Ui npeBpaiieHus: 120-1HeBHON Bepcuu B nojHolleHHyto mpu-
JIETCsl TIOJIyYUTh JIUCK C HOBOM BEpPCHEN U BBIMOJHUTH MpOLEaypy OOHOBJIECHHUS, a
Ui "Knaccuyeckux'" YCJIOBHO O€CIIaTHBIX MPOrpaMM IEPEeXoJ] K MOJHOW BEPCHU
IPOUCXOAUT Cpa3y *Ke MOCie BBOJA MPAaBUIBHOIO PETUCTPALIMOHHOIO KOJA.

Kourpoabubie Bonpocsl JIP3 (ITK-3):

UYro Ttakoe becmnarubie nporpammsl (Freeware)?

Yro 3nauuT Iloutn GecruiaTHbIe MPOrpamMMbl?

UYro 3nauuT Iporpammsl, nokassiBaroIye pexiamy?
Yro 3naunt Kommepueckue nporpammsl (Commercial)?
UTo Takoe CUCTEMHOE MPOrPaMMHOE 0OecTieueHue?
Yro Takoe NpuKIaJHOE IporpaMMHOe obecrieueHue?
Yro takoe [Toutu paboTocnocoOHbIe MpOrpamMmbl?

UYro Takoe YciI0BHO OecriaTHbIE POIYKThI

NG~ WNE



Monayas 2.

Jlabopamopuasa paooma Ned. AIINIAPATHBIE K/IFOYH 3AII[UTHI.
KOJIHYECTBEHHAS OLIEHKA CTOHKOCTH ITAPOJIbHOH 3AIIUTHI..

AHHapaTHI)Ie KJII0YM 3alllUThI.

DNEKTPOHHBIM KJII0Y (TakkKe amnmapaTHbId K04, WHOT/AA JOHIJI OT aHIJIL
dongle) — ammapaTHOe cpencTBO, MPEAHA3HAYCHHOE IS 3aIlUThI MIPOIPAMMHOTO
obecrieuenus (I[10) m gaHHBIX OT KOMHMPOBAHWS, HEJETATBHOTO HCIIOIB30BAHUS H
HECAaHKIIMOHUPOBAHHOTO PACIPOCTPAHEHHUS.

CoBpEeMEHHBIE IEKTPOHHBIE KIIOUN

OCHOBOM JaHHOW TEXHOJIOTMU SIBJISIETCS CHEUHATM3UPOBAHHAS MHUKPOCXEMA,
100 3alUIIEHHBIA OT CYUTHIBAHUSI MUKPOKOHTPOJIJIEP, UMEIOIINE YHUKATIBHBIE TS
KQKJIOTO KJIF0Ya alrOpUTMbl pa0OThl. JIOHIJIBI TaKkKe UMEIOT 3alUIIEHHYIO 3HEPIO-
HE3aBUCUMYIO TaMsATh HEOOJBIIOro o0bEMa, 0ojiee CIOKHBIE YCTPOMCTBA MOTYT
UMETh BCTPOCHHBIMKPUTITONPOIECCOp (IS anmapaTHOW pealu3aiuy Mupyrommux
QITOPUTMOB), Yachl PEaJbHOTO BPEMEHHU. ATIMAapaTHbIE KIIOYH MOTYT UMETh pa3-
auuHble HOpM-(PaKTOpbI, HO Yallle BCErO OHM MOAKIIOYAIOTCA K KOMITBIOTEPY Yepes
USB. Taxxe Bctpeuarotcsi ¢ LPT- unu PCMCIA-unTepdeiicamu.

[IpuHIMO EeWCTBUS ANEKTPOHHBIX Kitouel. Kitou mpucoeauHsiercs K onpene-
néaHoMy uHTepdeicy kommnbiorepa. Jlanee 3anuni¢HHas nporpaMMa yepes3 Crelu-
aJbHBIN JpaiiBep OTIpaBIsET eMy MH(OpMaIIO, KOTopas o0padbaTbIBaeTCs B COOT-
BETCTBHM C 33JIaHHBIM aJITOPUTMOM M BO3Bpaiaercss ooparHo. Ecinu oTBeT Kitoua
NpaBUJIbHBIN, TO MpOrpaMMa MpoJ0JKAET CBOIO paboTy. B mpoTuBHOM ciyyae oHa
MOXET BBITIOHATh OMPEACIICHHBIC pa3paboTuMKaMu JEHUCTBUS, HaAlpuMep, mepe-
KJIFOYaThCAd B JEMOHCTPAIMOHHBIA PEXHUM, OJOKUPYS AOCTYN K ONpeAciEHHBIM
GyHKIUAM.

CymiecTByIOT crieluaibHbIe KIIOYH, CIIOCOOHBIE OCYIIECTBISATh JTUIEH3UPOBA-
HUs (OrpaHUYeHUs] yucia paboTarolUX B CETU KOMHUM MPOrpaMMbl) 3aIUIIEHHOTO
MIPUJIOKEHUS TIO CETU. B 3TOM cilydae HOCTaTOYHO OJIHOTO KJIH0Ya Ha BCIO JIOKAJIb-
HyI0 ceTh. Kitou ycranaBnmuBaeTcsi Ha 11000 pabodeil CTaHIMK WM CEPBEPE CETH.
3amuineHHble MPUIIOKEHUS 00palaloTcs K KUY 10 JoKainbHOU cetu. [Ipenmy-
IIECTBO B TOM, UTO JJII pabOThI C IPUIIOKEHUEM B Mpeenax JOKaIbHON CETH UM He
HY>KHO HOCHUTH C OO0 3JIEKTPOHHBIN KITIOY.

HASP

Opaum 13 Hanbosee pacmpoCTpaHEHHBIX B Poccun 3alUTHBIX YCTPOWCTB Ta-
koro tuna siBnsercs ycrporctBo HASP (HardwareAgainstSoftwarePiracy) ot kom-
nanuu Aladdin, mo cytu craBiiee crangaptom jae-gakro. AladdinSoftwareSecurity
R.D. — 3T0 poccuiickas KOMMaHMSs, MPEACTABUTEIb MUPOBOTO JIMAEpa B 00JIaCTH
pa3pabOTKH W MPOU3BOJCTBA CUCTEM ayTCHTH(PUKAIIUN, 3aIMUTHI HHGOPMAIMH TIPH
pabote ¢ IHTepHETOM | 3alIUTHl MPOTPAMMHOTO 00ECTIEUeHHUsSI OT HECAaHKIIMOHHUPO-
BaHHoOro ucnoyib3oBanus AladdinKnowledgeSystemsLtd (http://www.aladdin.ru/).

HASP — 310 anmapatHo-niporpaMmMHas HHCTpYMEHTaJIbHAsI CUCTeMa, MpeIHa-
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3HAYEHHAas JJIs 3allMUTHI IPOrpamMM U JAHHBIX OT HEJETaJbHOTO UCIIOJIb30BaHUS, M1~
pPaTCKOIr0 TUPAXXMPOBAHUA M HECAHKLIMOHUPOBAHHOIO JOCTYIA K JAHHBIM, & TAaKKe
JUIs ayTeHTU(UKAIMKA TOJB30BaTeNe MpU AOCTYyIE K 3allUIIEeHHBIM pecypcam. B
NEPBBIX BEPCHUAX 3TO HEOONBIIOE YCTPOMCTBO MOAKIIOYAIOCH K MapajlIeIbHOMY

nopty KommbioTepa. 3arem nosiBuianuck USB-HASP-ycrpoiicTBa. UMeTh ManeHbKUA
USB-kirou 3HauuTeNnbHO yao0Hee, yeM O0MbIIoi 25-IThPhKOBBIM CKBO3HON pa3b-
€M, J1a U YaCTO BO3HMKAIOIINE MPOOIEMBI C COBMECTUMOCTBIO KITIOUEH U yCTPOUCTB,
paboTarmmx yepe3 mapauiesbHbIi MOPT, TUIA TPUHTEPOB U ZIP-11ckoBOIOB U3-
psaaHO yToMisiM nosb3oBareneil. A ¢ USB-ycrpolictBaMu paboTaeT aBToMaTHye-
ckoe noakmodenue (plug-and-play), mopter USB BBIHOCSTCS Ha TIEPEAHION0 MTAHEb,
BCTPAUBAIOTCS B KJIABUATYpy M MOHHUTOpP. A €cClid Jlake TaKoro yAoOHOTo pazbeMa
MOJi pyKOM HET, TO B KOMIUIEKTE C 3TUMHU KJIHOYaMHU YacTO MPOJAIOT YITMHUTEIH.
Cy11ecTBYIOT HECKOJIBKO Pa3HOBUIHOCTEN KIIHOYEN — € aMSAThIO, C YacaMH U T.JI.

Hardlock

Hardlock — 310 snextponnsiii kiatou komnanuu Aladdin, npeaHazHayeHHBIM
JUTSL 3aIIUTHl TIPUJIOKEHUN M CBSI3aHHBIX ¢ HUMHU (DaiiJIOB JTaHHBIX, MO3BOJISIOMIUAN
MPOrpaMMHUPOBATh KJIIOYM 3alUTHl W JIMIIEH3UPOBATh aBTOPCKOE MPOrpaMMHOE
obecrieyeHne. Mexanusm pabotel kimoueit Hardlock Gasupyercs Ha 3akazHom
ASIC-uurne co Bctpoennoit EEPROM-nmamsiThio.

Uun umeeT CI0XHYIO BHYTPEHHIOIO OpPraHU3allii0 MU HETPUBUAIBHBIC allro-
puTMBI paboThl. Jloruky paboOThI YMIa MPAKTUYECKH HEBO3MOXKHO PEAM30BaTh C
MTOMOIIBIO CTaHIAPTHBIX HA0OPOB MUKPOCXEM, €T0 OYCHB CJIOKHO BOCIIPOM3BECTH, a
COJICPKAIIMICS B €T0 MaMSATH MHKPOKOJ — CYHUTaTh, paciIudpoBaTh WU dMYIIH-
pOBaTh.

Takue KIIOYM MOTYT YCTOMYHMBO pabOTaeT BO BCEX KOMIIbIOTEpax (BKIIOUas
HOYTOYKH), Ha Pa3IMIHBIX TIOPTaX, B CAMBIX PA3HBIX PEIKUMAX, IMO3BOJISS MOIKITIO-
YaTh Yepe3 HUX MPAKTUICCKHU JIFOOBIE YCTPOUCTBA — MPUHTEPHI, CKAHEPHI, MOJEMBI
U T.I. A Manblii TOK MOTpeOJeHUs MO3BOJISIET KAaCKaIUPOBaTh JII000E KOJIMYECTBO
KJIFOYEH.

Hardlock ocymectsusier 3ammuty 16- u 32-pa3psiaHbIX NPUIIOKEHUM U CBA3aH-
HBIX C HUMH (DaIJIOB JAaHHBIX B TPO3pavyHOM pekume. [Ipu ureHnn naHnHpie aBToMa-
TUYECKHU PacCIIM(PPOBHIBAIOTCS, MPHU 3aMMCH — 3aMU(POBBIBAIOTCS C UCIOJIb30BA-
HUEM 33/IaHHOTO amnmnapaTHO-PEAIM30BaHHOTO ATOPUTMA. ITa BOZMOXXHOCTH MOXKET
WCITIOJIB30BATHCS TAKXKE JIJISL XpaHEHUS U Oe30MacHOM nepenayu nHGOpMaIuu B CeTU
HNnTepHer.

eToken

Kak y»e roBopuiioch, HaWJIyYIlIUM PEIICHHEM CETOJHS B 00JIACTU 3aIUTHI
uHbOpMaIlMU SIBISIOTCS CMapT-KapThl, HO AJSl UX MCIOJb30BAHUS HEOOXOAMMBI
CHeIMaIbHBIC YCTPOMCTBA CUMTHIBAHUSA (KapT-puaephl). DTy MpoOieMy CHUMAIOT
ycTporictBa Thna eToken — 3JIeKTpOHHBIE CMapT-KJIIOYM MPOU3BOACTBA TOW K€
xommanuu Aladdin, moakmogaembie Hanpsmyo k USB-mopry.

eToken — 370 MOTHOMYHKIIMOHALHBIA aHAJIOT CMapPT-KaPThl, BHITIOJTHEHHBIH
B Buje Openoka. OH HampsAMYIO MOJAKIIOUaeTcsl K KoMmbiotepy depe3 USB-nopT u



HE TpeOyeT HAIWYUs JOPOTOCTOSAIINX KapT-PUACPOB M JAPYTHX JIOMOJTHUTEIHHBIX
ycrpoiictB. OcHOBHOE Ha3zHaueHue eToken — ayTeHTH(UKALMS TOIB30BATENS MPH
JIOCTYTIE K 3alUIICHHBIM pecypcaM CeTH U 0e30MacHoe XpaHeHHe HMU(POBBIX cep-
TU(UKATOB, KIOUYEH MUGPOBAHUS, a TaKXKe JIFOOOW Npyrod cexpeTHou mHpopma-
LUH.

Kaxnomy Openoky eToken M0OXHO TPUCBOWUTH YHUKAIbHOE UM, HAIPUMEP UMs

ero Biajesnbiia. YToOsl y3HaTh UMs Biajienbia e Token, 1OCTaTOYHO MOJKITIO- YUTh

openok k USB-nopTy 1 OTKpbITh OKHO «CBoicTBay. OQHAKO NOJYyYUTh JOC- TYI K

3aluIIeHHoN mamatu eToken U BOCIOIB30BaTHCS 3TUM OpEIOKOM Oe3 3HaAHUS

crnenuaiasHoro PIN-koxa Henn3s.

Kpome Toro, eTokenBpinmonHeH B MPOYHOM BOJAOHEHIPOHHUIIAEMOM KOPITyCE H
3allMIIEH OT BO3JEHCTBUA OKpyXaromeh cpeabl. OH UMEeT 3alUILIEHHYI0 3HEpro-
HezaBucumyto mamsath (Mogemun PRO u RIC cuaGxkensr mukpomnporieccopom). He-
00JBIION pa3Mep MO3BOJISIET HOCUTB €r0 Ha CBS3KE C KIIFOUAMH.

Ecnu Hy>)KHO MOAKJIIOYUTH K KOMIIBIOTEPY HECKOJBKO KIIFOUEH OJTHOBPEMEHHO,

a USB-opToB HE XBaTaeT, TO MOYKHO BOCIOJIb30BaThCsl KoHUeHTpaTtopoMm (USB-
HUB). Jlna yno6ctBa npumenenusi eToken mocraBnsercs BMeCTe C YIJIMHUTEIIEM
s USB-mopra.

Takum oOpazom, eToken MOXKET cTaTh YHUBEPCAIBHBIM KIFOUOM, JIETKO UHTET-

PUPYEMBIM B pa3IMYHBbIE CUCTEMBI JIJIsi 00ecleueHns HaIe)KHON ayTeHTU(]UKAIUY.
C ero noMomibl0 MO’KHO OCYLIECTBIIATH O€30MACHBIA TOCTYI K 3aiuiieHHbIM Web-
CTpaHUlaM, K CETSAM, OTACIIbHBIM MPUJIOKEHUSAM U T.[. YHUBEPCAIBHOCTh IIpUME-
HEHUs, JIETKOCTh B MCIOJIb30BAaHUH, yIOOCTBO IS MOJIb30BAaTeNIed U aAMUHUCTpA-
TOPOB, FAPAHTUPOBAHHOE KAYECTBO JENAIOT €ro MPEKPACHBIM CPEACTBOM IIPHU HEOO-
XOJIMMOCTH MCIOJIb30BaTh IU(PPOBBIE CEPTUPHUKATHI U 3AIIHUILEHHBIN JOCTYTI.

SecretDisk

B ciydae ecnu 06beM koH(UIECHIIMATBEHON WH(DOPMAIMK TOBOJIBHO 3HAYUTE-
JIEH, MOXXHO BOCIIOJIb30BaThCA yCTporcTBOM SecretDisk, BBIMOTHEHHBIM ¢ TIpUMe-
HeHueM TexHosiorun eToken. SecretDisk — »10 paspaboTka KOMIAHUH
AladdinSoftwareSecurity R.D., npegnasHadueHHas a1 3aiiuTbl KOH(UICHIINATBHOM
uHpOopMaIuu Ha repcoHaabHoM koMmmbrorepe ¢ OC Windows 2000/XP.

[TpuHIMN 3alIMTHl JaHHBIX MpU nomolnu cucteMbl SecretDisk 3akmtouaercs B
CO3JJaHHH Ha KOMIIBIOTEPE MOJIb30BATENs 3ALIUIIEHHOIO pecypca — CEKPETHBIX
JIMCKOB, MpEIHA3HAUYCHHBIX U1 O0€30MacHOr0 XpaHEeHHs KOH(OUIACHIIMATLHONW HWH-
dbopmaruu. Jloctyn K 3ToM MHPOPMALIUKA OCYHIECTBISIETCS TOCPEACTBOM 3JIEKTPOH-
Horo kioua eToken, moacoeaunsiemoro k USB-nopty xomnbioTepa. JlocTyn k uH-
dopmanuu, 3amuiieHHon cuctemoit SecretDisk, mosy4aroT TOJBKO HEMmoCpencT-
BECHHBIN Biajenen nHGOpMaIMi U aBTOPU30BAHHBIE UM JOBEPEHHBIE JIUIA, UMEIO-
e aekTpoHHbl kitou eToken u 3Haromme ero PIN-kon. Jlns npyrux mosns3oBa-
TeJIel 3alUIIeHHBINA pecypc Oy/eT HEBUIUM M HEOCTYIEH. boiee Toro, oHu aaxe
HE JIOTaJIal0TCs O €ro HAJMYuHU.

YcranaBnuBas Ha KomImbioTepe cuctemy SecretDisk, mosib3oBareinb MOXKET
OBITh YBEPEH B COXPAHHOCTU 3alllMINAeMbIX HaHHBIX. KoHpuaeHmansHas uadop-
Malus He MOXET ObITh MPOCMOTPEHA, CKOIMUPOBAHA, YHUUTOXKEHA WIIM MOBPEkKIEHA
JPYTUMU Mob30BaTensiMu. OHa HE MOKET ObITh UCIIOIb30BaHa MOCTOPOHHUMU MPU



PEMOHTE HJIM Kpa)Ke KOMITBIOTEpA, a TaKXKe MPH yTepe ChbeMHOTO 3ali(ppoBaHHOTO
JIACKA.

JIJ1s 3aIUATHI KOPTIOPATHBHBIX CEPBEPOB HCIIOJIB3YETCs CIICIUAIbHAS BEPCUST —
SecretDiskServer. Ocobennocteio cucteMnl SecretDiskServer Takke sIBaseTcst OT-
CYTCTBHE CIIEJIOB 3aKPBITOTO «KOHTEHHepa ¢ uHbopMalueii» B (aiiaoBoii cucreMe.
Takum 0Opa3oMm, eciiH 3II0YMBIIIJICHHUKHA CHUMYT JHCK C Balllero cepBepa, TO OHH
HE TOJBKO HE CMOTYT pacmudpoBaTh JaHHBIE — OHHU Ja)e HE YBHJAT, I'/Ie HIMEHHO

HaxoauTcs nHopMaIus.
3aKJII0YeHne

ATnmapaTHO-IPOTpaMMHBIE CPEJICTBA 3alIUTHl BBIMYCKAIOTCS B JOCTATOYHOM
KoJMm4yecTBe (MoMuMo ujepa — kommnanuu Aladdin u ApyruMu npou3BOIUTENSIMH,
B TOM 4ucCJe U poccuiickumu). OQHAKO €ClIu TOBOPUTH O MPOrpaMMHOM obecreye-
HUH, TO, TIOXKAIYH, €IMHCTBEHHBIM CTIOCOOOM HAJIeKHOU 3aIlUTHI SIBIISAETCS MEPEBOT
ee pa3pabotku u3 pazpsaa [10 B paspsan miatdhopm. MHbIMU c10BaMH, JOCTaTOYHO
CIIO’KHBIN TPOTPaMMHBIA KOMIUIEKC TpeOyeT MpH JKCIUTyaTallid TECHOTO COTPY/I-
HUYECTBA ¢ npousBoauTeneM. KynuTe IpoayKT JIErko, ropasio TpyAHee MpaBUIbHO
HACTPOMUTb €T0 U MOJJEPKUBATh. ECTECTBEHHO, TaKOM MOJAXO0A JIETKO pealinu3yeM AJis
CUCTEM KOPIOPAaTHUBHOI'O HA3HAYEHUS, HO IUIOXO MPUMEHUM K KOPOOOUYHBIM IPO-
rpaMMaM JJjisl IIUPOKOro Mojb3oBaTensd. OAHAKO W B 3TOM HampaBiIeHUH pabOThI
y’Ke AaBHO BenyTcs (nmoamucka Ha 10, MynbTuMenuitHble TPOrpaMMBbl ¢ OHJIAHHO-
BbIM OOpallleHueM U 1p.), ¥ MPOU3BOJUTEIND MOIY4YaeT JONOJHUTEIbHbIE BO3MOX-
HOCTU JJIs1 yJTyYIICHUS 3aIIUTHI.

Yro kacaetcs mpoOieM ayTeHTU(PUKALIMH, TO BCE Yalle TPUMEHSIETCS TEXHOJIO-
rusi PKI (PublicKeylInfrastructure), ucnomns3yroias cuctemMbl cepTUPUKATOB U CIIe-
[IUANBHBIX CEPBEPOB Il HMX TMPOBEPKH — IMEeHTpoB ceptudukammu CA
(CertificationAuthorities). OnHu U3 camMbIX HOMYJSIPHBIX CUCTEM CEpTU(DUKAUU —
RSA Keon, Baltimore, Verisign u Entrust, padoratomue no npotokosam HTTP u
LDAP (ceprudukarer X.509). IleHTp cepTudukanmuu yke BXOAUT B IMOCTaBKY
Windows 2000 Server; B mnatdopme .Net Oyner BCTpoeHa MoAAepk Ka MUPPOBHIX
ceptu¢ukaroB. Ocraercs HEPEUICHHON TOJIBKO MpoljemMa 3alluIIEHHOIO XpaHEeHUs
IU(POBBIX CEPTUPUKATOB.

OnHako Aa)ke MHJIMBUIYaJbHBIM MOJB30BATENSIM K TAKUM XPAaHWINLIAM CTOUT
OTHOCHUTBCSI C ONACKOM: €clii CIeUalIbHOE YCTPOUCTBO XPAaHUT BCE MAPOJIH MOJIb30-
Bartens (B TOM YHCIIE U ero privatekey) u BIyCKaeT ero B CUCTEMY 1O anmapaTHOMY
KJII04Y, TO JOCTATOYHO MOA0OPATh K ’TOMY YCTPOWCTBY OJIMH MapoJib — U BCE CEK-
PETHI KaK Ha JIaJIOHH. . .

O0x0/1 321N THI

3agayva 3JI0yMBIIUICHHUKA — 3aCTaBUTh 3alllUIIEHHYIO MTPOrpaMmy padboTaTh B
YCJIOBUSIX OTCYTCTBHSI JIETAJIBHOTO KJIOYa, MOACOCAMHEHHOTO K KommbloTepy. He
BJIaBasiCh OYEHb ITyOOKO B TEXHUYECKHE MOJPOOHOCTH, OyJeM UCXOIUTh U3 TPe-
MOJIOXKEHMS, UTO Y 3JIOYMBIIIIICHHUKA €CTh CIEAYIOIINE BO3MOXKHOCTH:

nepexBaThIBaTh BCE OOPAIICHUS K KITIOUY;

MIPOTOKOJIMPOBATH U aHAJTU3UPOBATH ATH OOPAIICHNUS,

MOCBUIATH 3aMPOCHI K KIIIOUY U MOJy4aTh HA HUX OTBETHI,



MIPOTOKOJIUPOBATH U AaHAITU3UPOBATH 3TU OTBETHI;

MOCHUIATh OTBETHI OT UMEHM KJIF0Ya U JIp.

Takue mUpoKue BO3MONKHOCTH MPOTHBHUKA MOXKHO OOBSCHUTH TEM, YTO OH
UMEEeT JIOCTYN KO BCEM OTKPBITHIM HHTepdeiicam, MTOKyMEHTAIlMd, ApaniBepaM Hu
MOXET UX aHAIM3UPOBATh HA MPAKTUKE C MPUBJICUCHUEM JTFOOBIX CPEJICTB.

JInst Toro 4ToOBI 3aCTaBUTH MPOrpaMMy paboTaTh Tak, KaK OHa paboTana ObI ¢
KJIFOYOM, MOKHO WJIM BHECTH HUCHPABJICHUS B MPOrpaMmy (B3joMaTh €€ Mporpamm-
HBI MOJTyJIb), WM 3MYJHUPOBATh HAJIUYHME KIIO4Ya MyTEM IepexBaTa BHI30BOB OMO-
nnoTeku API oOMeHa ¢ KiIrouom.

CTOUT OTMETUTH, YTO COBPEMEHHBIC AIEKTPOHHBIE KIIIOUH (K MPUMEPY, KIIOUU
Guardant mokosiernst Sign u coBpemernbie kiroun HASP HL) oGecrieunBaroT cToii-
Koe mudpoBaHUe MPOTOKOIa OOMEHA SIEKTPOHHBIN KiTtou -- 6ubmmnoreka API pabo-
Thl C KJIIOYOM. B pesynbraTe Haubosee ya3BUMBIMA MECTaMHU OCTAlOTCA TOYKH BbI-
30BOB (hyHKIMI1 3TOr0 API B puiioxeHuu u jioruka o0padOTKH UX pe3yJibTara.

DMy KIro4a

[Ipu sMyJsIqUM HUKAKOTO BO3JIEUCTBHUS Ha KOJ IIPOrpamMMBbl HE IIPOUCXOINUT, U
AIMYJIATOP, €CIU €r0 YAAETCs MOCTPOUTH, IIPOCTO MOBTOPSIET BCE IOBEICHUE Peallb-
HOTO KJIFO4a. DOMYJISITOPBI CTPOSTCS Ha OCHOBE aHAJIM3a NMEPEXBAYEHHBIX 3alIPOCOB
IPUJIOKEHHUSI U OTBETOB KJtoua Ha HUX. OHU MOTYT OBITh Kak TaOJUYHBIMU (coaep-
*KaTb B ce0e Bce HEOOXOAMMble AJii pabOThl MpPOrpaMMbl OTBETHI Ha 3aIllpoChl K
AJIIEKTPOHHOMY KIIIOUY), TaK U MOJIHBIMHU (IIOJHOCTBIO SMYJIHMPYIOT paboTy Kitoua,
TaK KakK B3JIOMILMKAM CTaJl U3BECTEH BHYTPEHHUIN alTrOPUTM PadOTHhI).

[TocTpouTh MOJHBIN AMYJIATOP COBPEMEHHOI'O 3JIEKTPOHHOIO KIH0Ya — 3TO
JIOCTATOYHO TPYAOEMKUM Mpoliecc, TpeOyIomUi O0IbIIOT0 KOJIUYECTBA BPEMEHU U
CYILLIECTBEHHBIX MHBECTULIMN. PaHee 310yMBIIUIEHHUKAM 3TO yIaBaJIOCh: HAPUMED,
komnanusa Aladdin npusnHaét, yto B 1999 roay 3710yMbIIUIEHHUKAM YJaj0Ch pa3pa-
00TaTh JOBOJILHO KOPPEKTHO paboTaroutuii smynarop kiaoua HASP3 u HASPA4.
OTO0 cTajao BO3MOXKHBIM OJjlarogapsi TOMY, UYTO KJIIOY MCIOJIb30Bajl MPONPUETAPHBIi
QITOPUTM KOJMPOBAHMSI, KOTOPBIN ObuT B37oMaH. Ceituac OONBIIMHCTBO KITIOUYEH
UCHOJIB3YIOT MyOJUYHbIE KPUITOAITOPUTMBI, TIOATOMY 3J0YMBILUIEHHUKH TPEo-
YUTAKOT aTaKOBaTh KAKOM-TO KOHKPETHBIN 3aIMUIIEHHBINA MPOMYKT, a HE 3aIlUTHBIN
MexaHu3M B oOmiem Buze. s coBpemeHHbix cucteM 3amuthl HASP u Guardant
IMYJISTOPOB B CBOOOJAHOM JIOCTYIIE€ HET, TaK KaK MCIOJIb3YeTCs KPUNTOCUCTEMA C
OTKPBITHIM KJITFOYOM.

Nudopmanuu o noaHoM sMyIsMA COBpeMEeHHBIX Kitodueil Guardant He BcTpe-
yasioch. CyllecTBYIOIIME TAOIUYHbIE 3MYJISTOPHI pPeain30BaHbl TOJIBKO JJISi KOH-
KPETHBIX MPUIOKEeHUH. BO3MOXKHOCTh X co3ianus Oblia 00ycliOBJIE€HA HEUCTIOJIb-
30BaHUEM (WJIM HETPAaMOTHBIM MCIIOIb30BAHHMEM) OCHOBHOIO (PYHKIIMOHAda 3JIEK-
TPOHHBIX KJIHOYeH pa3paboTynKaMu 3alluT.

Tak ke OTCyTCTBYyeT Kakas-muO0o MH(pOpMAaIMs O MOJHOW WM XOTs Obl yac-
tuuHOM smynsinuu kimouedt LOCK, nubo o kakux-nubo apyrux crnocobax ooxonaa
9TOM 3aILUTBHI.

B3moM nmporpaMMHOTO MOyt

37I0yMBILIIEHHUK UCCIIEAYET JIOTUKY CaMOM MPOrpaMMbl, C TOM 1eJbI0, YTOOBI,
MPOAHAIM3UPOBAB BECh KOJ MPHIIOKEHUS, BbIICIUTh OJOK 3alUThl U J1€aKTUBUPO-
BaTh €ro. B3joM nporpaMm oCyliecTBISIETCS ¢ MOMOIIBIO OTIaAKH (MM MOIIAaroBo-



rO0 HCIIOJTHEHUS), NEKOMIWIAIMA W JlaMIla ONEPATHBHOW MaMSITH. ITH CIOCOOBI
aHaNIM3a HCIIOHSIEMOTO KOJa MPOTpaMMBbI Yallle BCEro MCIOIb3YIOTCS 3JI0YMBIIII-
JICHHUKAMH B KOMIUIECKCE.

OTnazka OCyIIECTBISIETCSA C TIOMOIIBIO CIEIHATBHON MPOrpaMMbl — OTJIAquu-
Ka, KOTOPBIM MO3BOJISCT 1O IIaraM HCTIOJHSATH JII000e MPUIOKECHHE, IMYITUPYS IS
HETO ONEPAlMOHHYIO Cpeny. BaxkHOW (QyHKIHMEH OoTiaauuKa sBISETCS CIIOCOOHOCTh
yCTaHaBJIMBATh TOYKHM (MU YCJIOBHUSI) OCTAaHOBKHM HCHOJHEHUs Koja. C MOMOUIbIO
HUX 3JIOYMBIIIJICHHUKY MPOIIE OTCICKUBATh MECTa B KOJIe, B KOTOPHIX pean30Ba-
HBI OOpaIleHus K Koy (HampuMep, OCTaHOBKA BBIMOJTHEHUS Ha COOOIICHUH THUIIA
«Kirou otcyrcrByet!IIpoBeprTe Hanuuue kiaroua B USB-unTepdetice»).

JuzaccemOnupoBaHre — crnoco0 mpeoOdpa3zoBaHus KOJa UCHOJIHIEMbIX MOIY-
Jell B A3BIK MPOTrpaMMUPOBAHUS, OHITHBIA yenoBeKy — Assembler. B atom ciy-
yae 3JI0yMBIIUICHHUK MOJIy4aeT pacnedyarky (JIMCTHHT) TOro, YTO JeJiaeT MpUIIoxKe-
HUE.

JexoMnunsuus - npeoOpa3oBaHUE UCIOIHAEMOT0 MOAYJISl TPUIIOKEHUS B MPO-
TPAaMMHBIA KOJ Ha SI3bIKE BBICOKOTO YPOBHSI M MOJYYEHUE MPECTABICHUS MPHUIIO-
KEeHUs, OJM3KOro K HCXOJAHOMY KOJy. MoskeT ObITh IPOBEIEHA TOJIBKO ISl HEKOTO-
PBIX S3BIKOB MporpamMmupoBanus (B yactHOCTH, 11 NET nmpunoxenuii, co3naBae-
MBIX Ha si3bike C# U pacnpocTpaHseMbIX B OAWT-KOJE - HHTEPIPETUPYEMOM SI3bIKE
OTHOCHUTEJILHO BBICOKOTO YPOBHS).

CyTp aTaky ¢ MOMOWIBIO JAamIa MAMSATH 3aKJI0YaeTCs B CUUTBIBAHUHU COZIEP-
YKMMOTO OIEPaTUBHOM IAMATH B MOMEHT, KOTJa NPUJIOKEHWE HA4aji0 HOPMAaJIbHO
UCHIOJHATHCS. B pe3ynpTaTe 3710yMBIIUIEHHUK OTyYaeT pado4uil ko (MM UHTEpe-
CYIOIIIYIO €r0 4acTh) B "unctoM Bujae" (eciu, K IpuMepy, KOoJ MPUIoKeHus ObLT 3a-
mupoBaH U PacIMPpPOBBIBAECTCS TOJBKO YACTUYHO, B MPOLIECCE MCIIOIHEHHS TOTO
WJIM MHOTO y4acTka). [ 1aBHOE JIJ1s1 3T0YMBIIUIEHHUKA — BEPHO BBIOPATH MOMEHT.

OTMeTuM, 4TO CYHIECTBYET HEMaJIO CIIOCOOOB MPOTHBOAEUCTBUS OTIAIKE, U
pa3pabOTUMKH 3aIIUThl UCTIONB3YIOT UX: HEJIMHEHHOCTh KOAA, (MHOTOIIOTOYHOCTH),
HEJETEPMUHUPOBAHHYIO NOCIIEIOBATEIBHOCTh HUCIIOIHEHUS, «3aMYCOPHBAHUEY» KO-
na, (6ecrnione3HbIMU (DYHKLUMSAMHU, BBIIOJHSIOIIMMH CJIOKHBIE ONEpPAali, C LEIbI0
3aIyTaTh 3JOYMBIIUICHHHUKA), HCIIOJIb30BAHNE HECOBEPIICHCTBA CAMUX OTJIAUMKOB

U Jp.
KosnuecTBeHHAsl OLIEHKA CTOMKOCTH MAPOJIbHOM 3a1UTHI.

Iens pabomer: peanuszanys MpOCTEUIIETo TeHEpaTopa mapoieii, 00Iaaronero
TpeOyeMOoi CTOMKOCTHIO K B3JIOMY.

Teopernyeckue cBeeHUS

[Toncucrempl uACHTU(GUKAIMA M ayTeHTU(DUKALMKM TIOJH30BATENSI UTPAIOT
BOXXHYIO POJIb B CUCTEMAaxX 3alllMThl HHPOpMaIIIH.

CTOUKOCTh MOJCUCTEMBI UICHTU(MUKAIIMYA U ayTeHTU(DUKALIUK MTOJIb30BaTENs B
cucrteme 3amutbl uHPopmarnuu (C3M) Bo MHOTOM ormpeaensieT yCTOMYMBOCTh K
B3710My camoii C3U. [laHHas CTOMKOCTH ONPENENISIETCS TapaHTHUEd TOro, YTO 3J10-
YMBIIUJIEHHUK HE CMOXKET MPOUTH ayTeHTU(HUKALINIO, TPUCBOUB UYXKOW HACHTU(U-
KaTOp WJIH YKPaB €ro.



[TaposbHBIE CUCTEMBI HICHTU(DUKAIINN/ayTEHTU(DUKAITNHN SBIISTFOTCS OJTHUMH 3
OCHOBHBIX W Haumbojee pacrpoctpaHeHHbIX B C3UM MeTomamu MoJIb30BaTEIbCKOM
ayreHTuukauud. B npanHomM chnyyae wuH@OpMaImei, ayTeHTU(UUIUPYIOLEH
IIOJIb30BATEIS], SIBISETCS HEKOTOPBIM CEKPETHBIM Mapojib, W3BECTHBIA TOJBKO
JIETaJIbHOMY TOJIb30BATEIIIO.

[laponbHas ayTeHTUUKALUS TOJIH30BATENsI, KaK MpaBUJIO, MEPEeIHUN Kpaii
o6oponbl C3U. B cBs3u ¢ 3TUM MOJIyJlb ayTeHTHU(UKAIMU 1O Mapoiito Hanbosee
4acTO TMOJBEPraeTcsi arakaM CcO CTOPOHBI 370yMblieHHUKA. Llens mociennero B
JAHHOM Cjydae — IMoJ00paTh ayTeHTH(PHUIUPYIONIYyI0 HWH(popmMaIuoo (maposib)
JIETaJIbHOTO TIOJIb30BATEIS.

MeTop1 maposIbHON ayTeHTU(UKAIIMK TTOIB30BaTENsI Hanbosee IPOCThl U PU
HECOOIOICHUN ~ OTpEeNeJICHHBIX TpeOOBaHWM K BBIOOPY Tapoisl  SBISIOTCA
JIOCTaTOYHO YSI3BUMBIMHU.

OCHOBHBIMM MHHUMAQJIbHBIMA TPEOOBAaHMSIMH K BBIOOPY Tapoias ©W K
MOJICUCTEME MAapOJIBHON ayTeHTU(UKAIIMH TTOJIE30BATENS SIBISIOTCS CIEAYIOIIHE.

K mapouo:

1) MUHMMaJTbHAS JUTHHA ITapOJIs JODKHA OBITh HE MEHEe 6 CHMBOJIOB;

2) Tapoiib JAOJDKEH COCTOSATh W3 Pa3IMYHBIX TPYII CHMBOJIOB (MaJible U
OoJbIIMe TATUHCKKUE OYKBBI, ITUGPHI, CrielMaabHbie CUMBOJIBI “(°, ¢)’, ‘#’ U T.11.);

3) B KavecTBe MapoJisi He IOJDKHBI UCIOJIB30BAThCS PeaibHbIC CIIOBA, UMCHA,
baMuIMH | T. 1.

K noacucreme napoibHOM ayTeHTUPUKALINY:

1) ammuuuctpatop C3U 10mKEeH yCTaHABIMBATH MAaKCHUMAIBHBIA CPOK
JEHCTBUS MapoJIs, MOCIE YETo, apojb CIECAYET CMEHUTD;

2) B MOJICUCTEME TAPOJILHOW ayTeHTU(HUKAIIMH HEOOXOAMMO YCTAaHOBUTH OTpa-
HUYEHHUE YKCIia TOMBITOK BBOJA Naposis (Kak MpaBuiio, He Oosee TpéXx);

3) B mojicucTeME TAapOJbHOW ayTeHTHU(HUKAIIMK TPeOyeTCs YCTAaHOBUTH Bpe-
MEHHYIO 3a/IEpKKY B CIydae BBOJIa HEMPABUIBLHOTO MapOJIs.

Kak mnpaBuno, nns renepupoBanHus mnaposied B C3U, ynoBIeTBOPSIOMIMX
MEPEUUCICHHBIM TPEOOBaHUSM K TApOJsIM, MCHOJB3YIOTCS TMPOTPAMMBI  —
ABTOMATHUYECKHUE T€HEPATOPHI MAPOJIEH MOJIb30BATEIICH.

[Ipu BBIMOTHEHUU TEPEUMCICHHBIX TPEOOBAHUU K MAPOJIAM U K TMOJCUCTEME
MapoJIbHON ayTeHTU(UKAIIMN €TUHCTBEHHO BO3MOXKHBIM METOJIOM B3JI0Ma JaHHOU
MOJICUCTEMBI  3JI0YMBIIIUICHHUKOM SIBJIIETCS TpsMoi repebop maposeir (brute
forcing). B maHHOM ciy4ae, OIIGHKAa CTOWKOCTH IapOJIbHOW  3allUTHI
OCYUIECTBIISIETCS CIEYIOUIUM 00pa3oM.

KosimyecTBeHHAs1 OLIEHKA CTOMKOCTH NMAPOJIbHOM 3l ThI

[Tycts A — momHOCTh andaBuTa maposied (KOJUYECTBO CUMBOJIOB, KOTOPHIC
MOTYT OBITh UCIIOJIH30BAHbI MIPU COCTABIICHUU TAPOJIS: €CIIH MapOib COCTOUT TOJIBKO
13 MaJIbIX aHIJIHCKUX OykB, To A = 26), L — mmna napons, S = A- - — YUCJIO
BCEBO3MOJKHBIX Tapojiell JUMHBI L, KOTOphle MOXXHO COCTaBUTh M3 CHMBOJIOB
andasuta A, V — ckopocth Tmepebopa mapoyied 3JO0YMBINUICHHUKOM, | —
MAaKCUMAJIBHBIA CPOK JE€HCTBUS NAPOJISL.

Torna, BeposaTHOCTh P mogdopa maposst 3710yMBIIIJIEHHUKOM B TE€YEHUE CPOKa



ero aeiicTBus V onpezaensieTcs mo ciaeayromei Gopmyie:

P=(-T)/S=(V-T)/A.

Oty QopMyiy MOXXHO HCIIOJIB30BaTh B OOpPAaTHYH CTOPOHY MJIS PEIICHUS
clenyroneH 3aaaqu.

3aoaua. OnipenenuTb MUHUMAaIbHBIE MOIIIHOCTH aidaBuTta nmapoyue A u JiauHy
napoJieii L, oOecrieynBarmmx BEPOSITHOCTh MOAOOpa Maposisi 3JI0YMBIIIIIEHHUKOM
He Oosiee 3amanHOM P, mpu ckopoctu monbopa maposieit V, MakCUMalbHOM CpPOKe
nercTBUs maposis T.

JlanHas 3a1aua UMeeT HeoJHO3HayHoe petieHue. [Ipu ucxoausix nanueix V, T,
P oIHO3HAYHO MOXHO ONPEICIUTh JIMIIb HIDKHIOI TpaHuly S* uwncia
BCEBO3MOKHBIX  naposied.  llenmoumcieHHOe  3HAYeHWE  HWKHEM  T'PaHULBI
BBIYHCIIACTCS 110 (hOpMyIIe

S*=[V-P/T],

1)
rae [] — uenas yacTh 4ncia, B3ATas C OKPYIJICHHEM BBEPX.

[Tocne ompeneneHust HUWKHEW TpaHUIBI S* HEOOX0AMMO BRIOpaTh Takue A u L
n1s popmupoBanus S = AL, 4TOGEI BBIMOIHAIOCH CIEMYIONIEE HEPABEHCTBO:

S*<S=A-

2)

[Ipu BBIOOpE S, yIOBIETBOPSIONIETO HEPABEHCTBY (2), BEPOSTHOCTH MOJ00pa
napoJis 3J0yMBIIIJICHHUKA (TIpH 3a1aHHbIX V 1 T) OyeT MeHblIIe, ueM 3a1anHas P.

Crnenyer OTMETUTh, YTO MPHU OCYIIECTBICHUU BhIYUCICHUM 10 popmynam (1) u
(2), BeIMYMHBI JODKHBI OBITH IPUBEICHBI K OJTHUM Pa3MEPHOCTSIM.

Ilpumep. Vicxonueie nanueie: P = 10°% T = 7 gmeit = 1 memens, V = 10
(mapomneit / munyty) = 10 - 60-24-7 = 100800 maponeii B nenento. Torma, S* =
[(10800 - 1) / 10°] = =108 - 108

Venosuro S* < Al ynosnersopsror, Hanpumep, Takue komOuHanuu A u L, kak
A = 26, L = 8 (maponb COCTOMT M3 BOCBMU MAaJIbIX CHMBOJIOB aHTJIUHCKOTO
andasura), A = 36, L = 6 (maposib COCTOMT U3 IIECTH CUMBOJIOB, CPEIU KOTOPHIX
MOTYT OBITh MaJjible JATUHCKHUE OYKBHI M IPOU3BOJIbHBIE ITUGPHI).

3ananue Ha J1a0opaTOpHYIO padoTy

1. B Tabn. 3 HaliTH 71 yKa3aHHOTO BapuaHTa 3HAYEHUs XapakTtepucTtuk P, V,

2. Beraucnuth mo hopmyiie (1) HwKHIOO rpaHuily S* mis 3aganabix P, V, T.

3. BbiOpath HEKOTOPHIH andaBUT ¢ MOIIHOCTHIO A U TIOJyYUTh MUHUMAIIbHYIO
JUTMHY TIapoJisi L, mpu KOTOpOM BBITIONTHSIETCS yeaoBue (2).

4. PeanuzoBarh mporpamMmy JUisi TEHEpaluu MapoJied MOoJIb30BaTeNeH.
[Iporpamma pomxHa (GOpMHUpPOBATH CIY4YaWHYHO MOCIENI0BATEILHOCT CHUMBOJIOB
JUTMHBI L, Tp1 3TOM 10JIKEeH UCTI0NIb30BaThes ajigpaBuT U3 A CHMBOJIOB.

5. OpopmuTts oTUET TIO TAOOPATOPHOH padOTE.

Konabsl ciMBOIOB:

1. Koabl aHIIIMHACKHX CUMBOJIOB & «A» =65, ..., «Z» =90, «a» = 97,..., «z» =
122.



2. Koger iudp : «O» = 48, «9» = 57.
3. «!» =33, «“» =34, «tt» =35, «$» = 36, «%» = 37, «&» = 38, «‘» = 39.
4. Koabl pycckux cUMBOIIOB : «A» — 128, ... «S» — 159, «a» — 160,..., «m» —

175, «p» — 224,..., «s» — 239.

Taboauna 3. BapuanTsl 3aaHuid

BapuanTt P \Y T

1 10 15 naponeit/mun 2 Henenu
2 107 3 mapoJiel/MuH 10 nueit
3 10° 10 nmaponeii/MmuH 5 nuen

4 10”7 11 maposneit/muH 6 nHel

5 10 100 nmaponeit/neHpb 12 nueii
6 107 10 maposeit/ neHp 1 mecs
7 10°® 20 nmapoJieit/MuH 3 Henenu
8 10” 15 naposneit/mMun 20 nuei
9 10 3 maponeii/MuH 15 nueit
10 107 10 nmaponei/MuH 1 Henensa
11 10° 11 nmaponei/MuH 2 Henean
12 10”7 100 mapomneii/neHp 10 queit
13 10 10 nmapoeii/neHn 5 naen

14 10” 20 naposeit/Mun 6 nueit

15 107 15 naposneit/mMun 12 nuei
16 10 3 mapoJei/MuH 1 Mmecsry
17 10* 10 maponeit/MuH 3 Hemenu
18 107 11 naposneit/mMun 20 nuei
19 10°® 100 mapomneii/neHn 15 nuent
20 10”7 10 nmaponeii/neHn 1 Henmensa
21 10* 20 nmapoJieit/MuH 2 Henean
22 107 15 naposeit/mMun 10 nueit
23 10° 3 mapoJei/MuH 5 nuaen

24 10 10 nmaponeii/MuH 6 mHen

25 10 11 naposneit/mMun 12 nuei
26 10° 100 maponeii/nensb 1 Mecst
27 10°® 10 mapoeit/ neHpb 3 Henenu
28 10 20 mapomneit/MmuH 20 nueit
29 10" 15 maponeit/mun 15 nueii
30 10” 3 maponei/MuH 1 Henens

Kounrpoabubie Bonpocsl JIP4 (ITK2):

Yro Takoe AnmapaTHble KIFOYH 3aIIUThHI?
DNEeKTPOHHBIN KITt0u?

[Mosicaute TepmuH COBpeMEHHbBIE 3JIEKTPOHHBIE KITFOUU
Yro 3naunt HASP?

Yro 3naunt eToken?

agrwbpPE




6. Uro 3nauut SecretDisk?

7. Yrto 3HaunT AnnapaTHO-IPOrpaMMHBIE CPECTBA 3AILUTHI?

8. Tlosgcuure nnero O0xoma 3aIUThI

9. Yro 3Hauut JluzaccembOnupoBanue?

10. Yro 3naunt JexoMrrursius?

11. Tosicuute unero KomuuecTBEHHON OLICHKH CTOMKOCTHU MAapOJIbHON 3aIIUThI



Jlabopamopnasa paooma Ne5. BPE/IOHOCHOE IIPOT'PAMMHOE
OBECIIEYEHHUE. BE3OIIACHAA PABOTA B HHTEPHET

BpenoHnocHo# mporpaMMoi HasbIBaeTCsl JH000€ NMpOrpaMMHOE OOECIeueHuE,
IpeJHa3HaYeHHOE Ul MOJIY4YeHHUs] HECAaHKIMOHHPOBAHHOIO JOCTymna K HMH(popma-
IIUM, XPAaHUMOW Ha KOMIIBIOTEpPE, C LIEJIbI0 NPUYMHEHUs Bpena BIiaJenblly UHGOp-
Malli¥, XpaHUMOM Ha KOMIIBIOTEPE, C LEIbI0 IIPUUYMHEHHs Bpela BIIAJEIIbIYy HH-
(dopmanyy UM BIaAeIblly KOMIIBIOTEPA.

KoMmbroTepHslii BUpYC — MporpaMma CIIOCOOHasi CaMONPOM3BOJBHO BHE-
JPATHCS M BHEAPATH CBOM KOMHH B IPYTHE MPOrpaMMBbl, (ailiibl, cHCTeMHbIe o0Jac-
T KOMITBIOTEPA U B BBIYMCIIUTEIBHBIE CETH, C LIEJIbI0 CO3JAaHUs BCEBO3MOKHBIX I10-
Mex paboTe Ha KommbloTepe. MIMKOMIBIOTEPHBIA BUPYC — 3TO LIEJIEHAIIPABICHHO
CO3/laHHasl IporpamMma, aBTOMAaTHYECKHM IpHUIHCHIBaOLas ce0s K JApYyruM IHpo-
I'PaMMHBIM [TPOYKTaM, U3MEHSIOMIAS NN YHUUYTOXKAIOIIAS UX.

[Tpu3Haku 3apakeHus:

o Ilpekpamienue paboThl WK HeNpaBUiIbHas paboTa paHee yCHEIHO QyHK-
[IHOHUPOBABIINX TPOTPAMM;
Mennennas paboTa KOMIIbIOTEPA;
HeB03MOXHOCTB 3arpy3Ku ONeparioHHON CHCTEMBIL;
Hcye3noBenne (paiaoB U KaTaaoroB WM UCKAKEHUE UX COJEPKUMOTO;
N3meHenue natel 1 BpeMeHU Moaupukanuu (Haisos;
N3menenue pa3mepos (paitsios;
HeoxunanHoe 3HaUNTENIbHOE YBETMUYEHUE KOJIMYECTBA (DAIOB HA AUCKE;
CymiecTBeHHOE YMEHBIIICHNE pa3Mepa CBOOOIHOM ONepaTUBHOMN MaMsITH;
BbIBO/1 Ha 3KpaH HEMPETYCMOTPEHHBIX 3BYKOBBIX CUTHAJIOB;
YacTsle 3aBucanus U cOou B paboTe KOMIBIOTEpPA.

O OO O O O O O O

Cxema paboThl KOMITBIOTEPHBIX BUPYCOB :

— 3apakeHue.

[Ipoucxonut npu 3amycke HHOUIIMPOBAHHON MTPOTrpaMMBbl UJTW TIPU 0OpAIICHUN
K HOCHUTEJIO, UMEIOIIEMY BPEAOHOCHBIM KOJ B CUCTEMHOM 00JacTH; OOBIYHO KO
BHUpyCa CHayaJia MOCTYMAaeT B OMEPATHUBHYIO MaMsTh pabOTalOlIEro KOMIBIOTEPa,
OTKYJla OH KONIMPYETCS HA 3alIOMUHAIOIINE YCTPOMCTBA.

— Pa3mHOXeHue.

BupycHbIli KOJIT MOXKET BOCIIPOU3BOAUTEL ceOsl B Teje Apyrux mnporpamm. IIpo-
MCXOJUT KaK CEepHs MOCIEI0BATEIbHbBIX 3apaKCHUM; B TIEPBYIO OUEpElb MOPAKAIOT-
csi paiiIpl caMoi ONepaIiMOHHON CHUCTEMBI, YeM Yallle cpadaThiBaeT MEXaHU3M, TEM
OombIne GaitioB Mopaxkaercs.

— ArTaxka.

[Tocnennsis aza pa3BuTus BUpyca; BO BpeMsl aTaKd BUPYC MPOU3BOJIUT OoJjiee
WM MEHEE pa3pyluTeNbHbie AeicTBuA. [locne co3manusa nocTaTOYHOTO 4Yucia Ko-
MUNA MPOrpPaMMHBIN BUPYC HAUMHACT OCYIIECTBIISITh pa3pyllieHue: HapylieHue pado-



Tl iporpamm U OC, ynanenue uHGOPMAIMK Ha JKECTKOM JHMCKE, CaMble pa3pyllu-
TEJIbHBIC BUPYCHI BBI3BIBAIOT (DOpMATHUPOBAHKE KECTKOTO Jucka. HekoTopeie BUpY-
Cbl MOTYT YHHMYTOXAaTh JIaHHBIC, B OTOM Cllydae TpeOyeTcsl 3aMeHa MHKPOCXEMbI
(XOTSI cUMTAETCS, YTO HUKAKOW BHPYC HE B COCTOSIHMM BBIBECTH M3 CTPOS aIlapar-
Hoe oOecnieuenue [1K).

CymiecTByeT Ki1acc mporpamMmm, KOTOpbI€ ObLIIM M3HAYAIBbHO HAIIMCAHBI C IEJIbI0
YHUYTOXXEHHUS TaHHBIX Ha Yy>KOM KOMITBIOTEpE, MOXUIIEHUS UyKOU HH(POpPMAIINH,
HECAaHKIIMOHUPOBAHHOT'O MCIIOJIb30BAHUS UYKUX PECYpCOB H T. II., UM kK€ MPUOO-
penu Takue CBOWCTBA BCIEJCTBUE KAKUX-NMOO MpUYMH. Takue mporpamMmbl HECYT
BPEJOHOCHYIO HArpy3Ky U COOTBETCTBEHHO Ha3bIBAIOTCS BPEJOHOCHBIMHU.

K BpenoHOCHBIM MporpaMMaM OTHOCSTCS BUPYCHI U MPOTpaMMHBIE 3aKJIaJIKH.

B I'OCT P 51272-99 «3amuta undopmanuu. O0bekt nHpopmaruzanuu. Dak-
TOpBI BO3JIEHCTBYIOIKE HA HHPOpMaIuio. OOIIHe MOJI0KEHUE» BBOJIUTCS CIIEAYIO-
niee noHsaTue Bupyca: [IporpaMmMHBIN BUPYC — 3TO HCHOJHIEMBIN WM UHTEPIPETU-
PYEMBIIl MPOTpaMMHBIN KOJ, 0O0Jafaromuii CBOWCTBOM HECAHKIIMOHHUPOBAHHOTO
pacnpocTpaHEeHUs] U1 CaMOBOCIIPOM3BEICHUSI B aBTOMAaTU3UPOBAHHBIX CHCTEMAaX WM
TEJIEKOMMYHUKAITMOHHBIX CETSIX C IEIbI0 U3MEHUTD UM YHUUYTOXKUTH MIPOTPAMMHOE
oOecrieueHue W/ uiK JaHHbIE, XPaHIIIHECs B ABTOMATU3UPOBAHHBIX CUCTEMAX.

[IporpammHOi#i 3aKIaAKON HA3BIBAIOT MPOrpaMMy, 00JIaIal0NIyI0 OJHON U3
pa3pyMIUTENbHBIX (PYHKIMI MO OTHOIIEHUIO K MH(OPMAIIMOHHOM CUCTEME:

1. yHUYTOXKEHHE WM BHECEHHE U3MEHEHUN B (PYHKIIMOHUPOBAHHE MIPOTpaMM-
HOT'O 00CCIICUCHHS;

2. TIPEBBIIICHNE TTOJIHOMOYHUH MOJBE30BATENSI C IS0 HECAHKITMOHUPOBAHHOTO
KOIMMPOBaHUS KOH(UICHINATBbHON HHPOPMALIMK — "TPOSTHCKHE MPOrpaMMbl';

3. MOAMEHA OTAENbHBIX (DYHKUIMN MOJCUCTEMBI 3aIIUTHI WA CO3JaHUE B HEH
JIFOKOB-YSI3BUMOCTEMN;

4. mepexBart naposieil nonb3oBaresei (mepexsaT BCEro KJIaBUaTypHOTO BBOJA);

5. mepexBaT MoToka nHpopMaIuy, nepeaaBaeMoro B CETH;

6. pacnpocTpaHeHHE B paclpeeICHHbIX MHPOPMAIIMOHHBIX CHUCTEMax, C Iie-
JBI0 peau3aluu ONpPENEICHHON Yrpo3bl — TaK HAa3bIBa€Mble "UE€pBH" — CaMOCTOS-
TEJIHHO JIEUCTBYIOIME MTPOTPAMMBbI, HE BHEJPSIONIUECS B TeJa IPYrux (aniios.

KomMrmibroTepHbie BUPYCHI KIACCUMDUIIMPYIOTCS TIO CIICAYIOIINM MPU3HAKAM:

1. Tlo cnocoOy pacmpocTpaHeHuss B UHPOPMAIMOHHOM cucTeMe: (ailioBbie
(3apakaromiye (aisbl OMpPENIeTICHHOTO THUIIA), 3arpy304YHble (3apakarollue 3arpy-
309HBIE CEKTOPa) 1 KOMOMHUPOBAHHOTO THIIA;

2. Tlo cnocoOy 3apakeHHs: PE3UJICHTHbIE (YacTh KOAA KOTOPBIX MOCTOSHHO
HAXOJIUTCS B ONEPATUBHOM MaMITH) U HEPE3UACHTHBIEC (KOTOPBIE 3apa)katoT TOJIBKO
B MOMEHT HEMOCPEICTBEHHOT'O 00paIlleHUs K Y)Ke 3apakKeHHBIM (aiiam);

3. ITo 0cOOEHHOCTSIM peain3yeMoro ajJropuTma:

a. BUPYCBI-CIIYTHUKH, CO3JAIONIME IJisi 3apa)kaeMbIX (aillioB OJHOMMEHHbIE
(baibl ¢ KOJOM BUpYyCa U TIEPEUMEHOBBIBAIOIINE UCXOAHBIC (DAMITHI;

0. mapa3uTUYECKUE BUPYCHI, KOTOPbIE 00S3aTEIbHO H3MEHSIOT COAEPKUMOE
3apakaeMbIX 0OBEKTOB;

B. "cTenc"-BUpPYCHI, B KOTOPHIX IMyTeM IepexBaTa OOpalleHui oreparmoHHON
CUCTEMBI K 3apaXEHHBIM OOBEKTaM M BO3BpaTa BMECTO HUX OPUIMHAIBHBIX HE3apa-
YKEHHBIX JJAHHBIX CKPhIBAETCS (DaKT MPUCYTCTBUS BUPYCA;



I. BUpYChI-Tipu3paku (moauMopdsbl), Kaxaas cleayrolias Komnus KOTOphIX B 3a-
paxEHHBIX 00BEKTAX OTIMYAETCS OT MPEABITYIINX.

be3onacHast pabora B UnTepHer.

[ToTeHmanpHO OMacHbIE BeO-CalThI: CHUKEHUE pUCKa mpu padote B UHTEp-
HETE MOKHO COBEPIIECHHO CIy4YaiiHO MOMAacTh HAa HEOE30MaCHbIEC CANUTHI.

Co3nanueM Takux CalTOB 3aHMMAIOTCS MOIICHHUKHU. OmacHble CalThl IpUMe-
HAIOTCA JUIsl pacnpocTpaHenus: BpeaoHocHoro I1O, nms cOopa aapecoB JIEKTPOH-
HOM TIOYTHI, HOMEPOB COTOBBIX TeIe(hOHOB, HHPOPMAIIMK 00 yIEeTHBIX 3amucsx. Or-
peaeauTh CalT MOIIEHHUKOB MOHO MO HMXKECIICIYIOIIUM XapaKTEPUCTUKaM: 3aii-
NIl Ha TaKOW CailT, MOKHO 3aMETUTh CTPAaHHOE MoBeaeHue Opaysepa.e K npumepy,
MOJIB30BATENh HAXKaJT Ha KaKyl0-HUOYIb CCBUIKY, ITOCJIE 3TOTO OTKPBUIACH CTPAHHUIIA
calTa, U BIOCJIEACTBUM 3TOTO, OTKPBUINCh HOBBIE CTPAHMIIBI CAlTa B HOBOM OKHE
Opay3epa. B Takoii cuTyanuu, Hy>KHO HE3aMEIJIMTENIbHO 3aKPBITh MOJI03PUTEIIbHbBIC
ctpaHunpl. [Ipu mepexone Ha callT MOIIEHHUKOB BO3MOXHO MPEJJIOKEHUE 00 yc-
TAHOBKE WJIM 3arpy3Ke Kakoro-auOo mnpuioxkeHus. K mpumepy, moib3oBaresib MO-
KET YBUAETh COOOIIEHNE, B KOTOPOM TOBOPHUTCS, YTO JAHHBINA KOMIIBIOTEP 3apakeH
OMacHbIM BUPYCOM. B 3TOM ke cooOiieHne OyAeT cka3aHo, YTO ISl U3JICUCHUS BU-
pyca HaJ0 YCTaHOBUTH HOBBIA aHTUBUPYC. Takke TEKCT COOOIIEHUS MOXET rOBO-
pUTH O TOM, UTO Opay3ep MoJb30BaTelNs ycTapesl U HeoOX0IUMO CKadyaTh OOHOBIIE-
HUe. B Takux ciydasix, IOJb30BaTellb HE JOJDKEH 3arpyXkaTh WIM yCTaHABJIUBATH
IIPUJIOKEHHUS, €CIIM OH HE YBEPEH B HAJEKHOCTU CalTa, HA KOTOPOM 3THU IPUIIOKE-
HUS pa3MELIECHBI.

VYcraHoBKa TakuX MPUIIOKEHUNW MOXKET MPUBECTH K CYIIECTBEHHBIM IMpoOJie-
mam. Web-nu3aiiH caiita, KOTOPBIH 3HAKOM IT0JI30BATEII0, MOKET ObITh HECKOJIBKO
u3MeHEH. JlomycTuMo yXyJIIeHHe KadecTBa M300paKeHUW, U3MEHEHUE BHIa KHO-
MOK U moJiel BBoja. TekCT caiiTa MOXKET cojiepKaTh OMMOKU. Takke He3HAUUTEb-
HO U3MEHEH AJIpEC CalTa, 3TO CAEIAHO TaK, YTO HEBOOPYKEHHBIM TJIA30M U3MEHE-
HUSI MOXKHO HE 3aMETUTh. ITU (AKTOPHI YKA3bIBAIOT HA TO, YTO MOJIH30BATENIh HAXO-
JIATCSI COBCEM HE HA TOM CaiTe, KyJa Xoreln 3aitu. K mpumepy, eciau nojib30BaTesb
BBE B QJIPECHYIO CTPOKY aJpec caiiTa ¢ OUIMOKOW B OJHOM CHUMBOJIE, TO BMECTO
JKEJTAEMOro caiiTa OTKPOETCA CAUT MOIIEHHUKOB. JTOT CAaWT MOYKET OYEHb UYETKO
KonupoBaTh Web-nu3aitH u AeiicTBus apyroro caita. [Ipu cBomx COMHEHHSIX B
JIOCTOBEPHOCTH CaiiTa, MOJIb30BaTEII0 HY)KHO 3aKPBITh JIAHHBIN CalT 1 MONpoOoBaTh
OTKPBITh HY>KHBII callT 3aHOBO. K TOMy ke HaJ0 MCHOJIb30BaTh TOT CHOCO0, KOTO-
PBIM MOJIB30BATEIb PETYJSPHO TMONb3yeTcs. K mpumepy, npu OTKPBITUM CalTa UC-
M0JIb30BaTh COXPAHEHHYIO 3aKJIAJKy CalTa, WX, TOYHO BBECTH aJpec cauTa, Ipu
3TOM BHHUMATEJIbHO MPOBEPUB TOYHOE HAMMCAHUE ajpeca. Bo3MOXHO Takoe, 4To
MIpY MOBTOPHOM OTKPBITUH CaiiTa, €ro MOJJIMHHOCTh HE MOATBEPKIACTCA. DTO 3HA-
YUT, YTO KOMIIBIOTEP MOJIb30BATEN 3apaKEH BUPYCOM, KOTOPBIM MOJMEHSET CTpa-
Hulbl. [Ipu OTKphITHM caliTa BRICBEYMBAETCS OKHO C MPOCHLOOW BBECTH CBOMW JIaH-
Heie (OUO, aapec sneKTpOHHOU MOUTHI). Yalle BCEro 3TO JeiaeTcs MoJ BechbMa
0J1aroBUIHBIM MpeasioroM. [Ipu BBosie CBOEH 2JIEKTPOHHOM MOYTHI HA MO03PUTEIb-
HOM caiiTe, MOJb30BATENb MTOABEPraeT CBOM MOUYTOBBIN SIIKUK ONACHOCTH, HAIIPUMED,
pacCchUIKa HEXKENATeNIbHOU pekiaMbl. [Ipu nepexone Ha calT MOIIEHHHUKOB I10JIb30-



BaTEJII0 MOXKET OBITh MPEABABICHO TpeOoBaHue 00 oTmpaBke SMS-coobiieHus Ha
KaKo-Tm0b0 HOMeEp /JIsi MOATBEPKACHUS YUETHON 3aMCH WM U1 BXOJa B YUYETHYIO
3anuch. Takol METOJI WCIOJb3YIOT 3JOYMBIIUICHHUKA [JS1 KPaXXd JE€HEKHBIX
CPEACTB NOJIb30BaTeNied. B Takumx ciydasx, CalTbl MOIIEHHUKOB MOTYT HMETH
BHEILIHUI BUJ MOMYJIAPHBIX BEO-CAaUTOB, — K IPUMEPY, CTPAHMIIBI BXOJa B YUETHBIC
3alMCH COUMaIbHBIX ceTeil. IIpu CBOMX MOAO3PEHHUSX, MOJIb30BATENb JOJDKEH MO-
CTapaThbCsl 3aKPbITh BKIAAKA Opay3epa, Ha KOTOPBIX OTKphITa ero crpanuna. [loms-
30BaTElb JIOJDKEH YUYECTh, YTO MPHU MOJO3PEHUSAX O MOJJIMHHOCTH CaiTa, KOTOPBIU
TpeOyeT BBOJI JIOTHHA M MapOJis, HE CTOUT BBOJAUTH HUKakue naHHbe. 19 Taxxke npu
pabote B MHTepHETE MOXHO YBUAETh PEKIAMHbBIC M300paKeHUsI, KOTOPbIE HACTOM -
YUBO MPU3BIBAIOT KIUKHYTHh MO HUM. Takue oOBSABICHUS MOTYT MPUBECTH Ha MO-
HICHHUYECKUE CalThl. be30macHOCTh npu paboTe C AIEKTPOHHOM MOYTON U CHUCTe-
MaMu OOMeHa COOOIEHUAMH DJIEKTPOHHAs MTOYTa U CUCTEMbI 0OMEHa COOOIIECHNUS-
mu (Skype, ICQ) yacTo ABISIOTCS KaHajJaMU PacpPOCTPAHEHUS BPEIOHOCHBIX MPO-
rpamM. Kpome TOro, uMu moJib3yr0Tcs MOILIEHHUKHU AJI TOTO, 4YTOOBI OOMaHOM IIO-
Jdy4yaTh Kakue-11M00 CEKpeTHbIE CBeIeHUs. B omacHbIX cOOOIIEHUAX B OCHOBHOM Ha-
XOJIATCS CCBUIKU, W IpeajiaraeTcsl nepetu no HuM. [Ipemsiorn Moryt ObITh cambie
pasnble. Hanmpumep, B COOOIIEHUH MOKET TOBOPUTHCA O TOM, UYTO IO CChUIKE PacIio-
JIO’KEHA KaKas-TO MHTepecHas cTpaHuia. Hepeako B mogoOHBIX COOOLIEHUSAX TOBO-
PUTCS O TOM, YTO YYETHAsl 3alKMCh NOJIb30BATENd HA KAKOM-IHOO0 caiiTe B3JIOMaHa, U
JUISL TOTO, YTOOBI BOCCTAHOBUTH JOCTYIl K HEW, €eMy HY>KHO MEpPEUTH MO CChUIKE U
BBINIOJIHUTh Kakue-mu0o neictBus. IloTeHIManbHO OMAacHOE COOOIIEHHWE MOXKET
OBITh 3aMaCKUPOBAHO TOJI COOOIIEHNE OT aJMUHUCTPALIUU HEKOETO CaiTa, C KOTO-
pBIM TOJIb30BaTENb padoraet. [lepexoa mo cchlike NpuBEAET AMO0 Ha MOLIEHHUYE-
CKUM cailT, 100 Ha CTpaHUIly, KOTOpas UCHOJb3YETCs JJIsl PACIPOCTPAHEHUS Bpe-
JIOHOCHBIX Tporpamm. IIpu 3ToM cooOlieHne MOXKeT ObITh OTHPABIEHO U C HE3HA-
KOMOTO aJipeca, ¥ C aJpeca 4YeJ0BEKA, C KOTOPBIM I0JIb30BATEIb YXKE NEPENUCHIBAII-
csi. TekCT Takux COOOIIEHUI 4acToO M300MIyeT OMMOKAMHM W BBITJIAIAT HEECTECT-
BEHHO. DTO Pe3yJIbTaT aBTOMATHYECKOTO COCTABIIEHUS TEKCTa MMChMa BPEIOHOCHOM
nporpaMmoit. Jlaxke eciu TeKCT MUChbMa HE COACPKUT OIIMOOK, €r0 CTUJIb MOXKET
OTIIMYATBHCS OT CTHJISI TOTO YEJIOBEKA, OT UMEHH KOTOPOr0 HAamMCaHO MUCHBMO. DTO
NPU3HAKU MOTEHIMAIBHO OMAacHOro nuchbma. HagexHee Bcero — CBA3aThCSA C 3TUM
YEJIOBEKOM aJIbTEPHATUBHBIM CIIOCOOOM (Hampumep, MO3BOHUB MO TenaedoHy) u 20
CIPOCUTH Yy HEro, OTHPABIIUT JU OH MHCbMO, KOTOPOE IMOKA3aJ0Ch MOAO3PUTEIb-
HbIM. MIHOT/la B MOTEHUMAJIBHO OMACHBIX COOOILIEHUSAX MOKHO YBHUAEThH MOJS IS
BBOJIa JIOTWHA U MapoJjs Ha KakoM-I10o0 caifte. B TekcTe MoxeT ObITh yKa3zaHo, YToO,
BBEJISl 311€Ch JIOTUH U NapoJib, MOJb30BATEIb MOXKET BOCCTAHOBUTH JAOCTYH K B3J10-
MaHHOW yuyeTHoM 3anucu. OCHOBHOE MPaBWJIO MPU MOJYYEHUH MOAOOHBIX COOOIIe-
HUM 3aKJII0YAETCS B TOM, YTO HEJIB3S IEPEXOJUTH MO CChUIKAM, KOTOPBIE B HUX IPH-
CYTCTBYIOT. Eciii mosp30BaTelb 3aperucTpupoBaics Ha KaKOM-THO0 caiiTe U MoJTy-
YT TUCHbMO C IPOCKOOM IIEIKHYTh MO CCBhUIKE JIJISl MOATBEPKICHUS aJipeca MouTo-
BOT'O SIIIHMKA, [0 3TOW CChUIKE MOKHO IIETKHYTh, HE Oracasch MolleHHu4ecTBa. Ec-
JU K€ MUCHBMO CO CCBUIKOW MPHIIJIO HEOXKHUJAAHHO — HE HYXKHO MEPEXOJUTH IO
CCBhUIKaM, KOTOpble B HEM €CTh. MHOTJla MOTEHIMAIBHO OMACHBbIE COOOIIEHUS CO-
JIEp’KaT, B BHUJI€ BIIOXKEHWH, paszinyHble (ailnbl. B HUX MOXET NmpUCYTCTBOBATH
NpeaIoKeHHe ckayaTh 3T ¢aiibl. He Hy)XHO ckaunBaTh Takue (ailyibl U IBITAThCS
C HUMH paboTaTh. B HUX MOTrYT HAXOJUTHCSA 3aMACKUPOBAHHbIE BPEAOHOCHBIE MTPO-



rpamMmbl. Eciin, paboTtasi ¢ 3JEKTpOHHOM IMOYTOM, HCIOIb3yeTcs BeO-uHTepdeiic
MOYTOBOM CHCTEMBI, CIIEyeT O3HAKOMHUTHCS C HACTPOMKaMHU OE€30MacCHOCTH 3TOU
cucteMbl. OOBIYHO K HacTpoiikaMm umerorcs nosicienusi. Hyxuo M3yuuts 3t mare-
puanbl U BBITIOJIHUTH T€ HACTPOMKH, KOTOpPHIE MO3BOJAT MOBBICHTH 0€30MMaCHOCTH
paboTsl. [leproguyecku HY>KHO MEHSITh NApOJib K JIEKTPOHHOMY IMOYTOBOMY SIIIIH-
Ky. Ecam HekTo mblTaeTcs noao0path Napoiib, 3TO CEPhE3HO YCIOXKHUT EMY 3a]aydy.
Ota pexoMeHAaIMs KacaeTcd U napoJied K ApyruM YYETHBIM 3anucsaM. bezonacHas
paboTa ¢ OAHKOBCKMMHM KapTaMU U IUIATEKHBIMU cUCTEMaMu J[Jis pacueToB B CETH
NHTepHET MCNONB3YIOTCS MIACTUKOBBIE OAHKOBCKHE KAPThl U CUCTEMBI AJIEKTPOH-
HBIX JICHET.

3110yMBIIIICHHUKOB UHTEPECYIOT CIEAYIONINE TaHHbIE OAHKOBCKUX KapT:
Howmep kapTsr.
CVV2-xox (y xapt cuctemsr Visa).
CVC2-xox (y xapT cucrembr Master Card).
Cpok eicTBUS KapThl.

o Ums u hpamunms Brageabia KapThl

Kpaxa stux nansbix (wim xotst 061 HOMepa kapTel u CVV2/CVC2-kom0B),
CpaBHUMA C Kpa)ked KapThl U KOJa JJISI CHATHUS JICHEKHBIX CPEJICTB C HEE B OaHKO-
mate. Ecnu mosiBiseTcst mojo3peHue, 4To KTO-TO y3Hall KOH(UIEHIMaIbHbIC JdaH-
HBbIE KapThl, €€ HYXHO HEMEJJIEHHO 3a0J0OKMpoBaTh. baHKW MpU OTKPHITUU KapThI
COOOMIAIOT KIMEHTaM HoMepa Telie(hOHOB, MO3BOHUB MO KOTOPHIM MOKHO 3a0JIOKH-
poBaTh KapTy. biiokupoBKka KapThl B MOJOOHON CUTYyallUd — CaMblii OBICTPBIN U Ha-
JIEKHBINA cr1oc00 00€30MacuTh ce0sl OT KPaKU JEHEKHBIX CPEACTB C KapThl. [10BbI-
CUTh 0€30IaCHOCTh PACUYEeTOB IO KAapTe MOMOTaeT CUCTEMa OJHOPA30BBIX IMapoOJieh
JUTSL TIOATBEpKIeHus (pakTa crrcaHusi cpeactB. OOBIYHO TaKOW Ta- POJIb MPUXOIUT
B BUjie SMS-co00111eHus1 Ha COTOBBIN TeneoH Biaaenbia KapThl. s TOro 4TOOBI
CHU3UTh BEPOSITHOCTh CEPHE3HBIX MOTEPH MPU KPAXKE NAHHBIX KapPThI, HA KapTe, KO-
TOpasg NPUMEHSETCS sl MOKYyNnok B WHTEpHETe, HE CIEAyeT XPaHWUTh KPYITHbBIC
CyMMBbI JieHer. Ele 3HaunTenbHee MOBBICUTh 0€30MaCHOCTh PAaCYeTOB MOXKHO, HC-
MOJIb3Ysl TaK Ha3bIBa€MblC BUPTYyaJIbHBIE MpeaoIIaueHHbIe KapThl. OOBIYHO BBHIMTYCK
TaKuX KapT Mpou3BoauTcs B UHTepHET-Cily»)0ax 0aHKOB, B KOTOPBIX OTKPBITHI Kap-
Thl. OmiaunBasi IOKynku B IHTEpHETE ¢ MOMOIIbIO BUPTYAIbHOUN MPEIOTIaueHHOM
KapThl, [MOJIb30BATEb PUCKYET JIMIIb CYMMOM OCTaTKa Ha HeW. [locTym k cucremam
AJIEKTPOHHBIX JCHET HAalOMHHAET JOCTYI K OOBIYHOMY DJIEKTPOHHOMY MOYTOBOMY
amuKy. OOBIYHO B TaKUX CHUCTEMaX MOKHO HCIIOJIb30BATh JOTOJHUTEIBHBIC CpPE-
cTBa 3amuThl. Cpean HUX cienyromue: Vcrnoap30BaHue MIATEKHOTO MAPOJIs I
MOATBEPKACHUS ONEPAlU MO CIHUCAHUIO CpelncTB. Vcmonb30BaHHME OIHOPA30BBIX
napoJiei, BeicbuIaeMbIX 10 SMS Ha TenedoH Bianenblia cyera B cucteMe. [10BbI-
HIeHHbIe TpeOOBaHUS K OCHOBHOMY HapoJIto AJi BXoja B cuctemy. Mcnonap3oBaHue
JIOTIOJTHUTEINIBHBIX KIIFOUEBBIX JAHHBIX JJIS1 IOCTYIA K 3JIEKTPOHHOMY KOIIENbKY. Pa-
0oTasi ¢ HEKOe IJIATe)KHOW CUCTEMOM, HY>KHO BBIICHUTH, KaKue CpejicTBa obecrie-
yeHUs 0€30MacHOCTH B HEH MpeayCMOTPEHbBI, U MOJIb30BaThcs uMU. Eciu ecth 1o-
JIO3PEHUE, UTO KTO-TO y3HAJ MApPOJb K AIEKTPOHHOMY KOILIEIbKY, — CIEAYET HEMEI-
JIEHHO TOMEHsATh ero. Eciam caenats 3Toro He ynactes (TO €CTh 3JI0YMBIIIJIEHHUK
MOMEHSIJT TIapOJib) — HY)KHO CBSI3aThCS C aIMUHHUCTpAIIMEN CHUCTEMBl U COOOIIUTH O
npobyieme. JlanHble Ui CBSI3M OOBIYHO YKa3aHbl Ha BeO- calTax IUIaTEXHBIX CHUC-
TEM.



Kpaxa nenexnsix cpenacts B IHTepHETE — 3TO HE TOJBKO KpaXka JaHHBIX OaH-
KOBCKHUX KapT Wiu MHGOPMAIMH VISl TOCTYIA K IUIATEKHBIM CHCTEMaM, 3TO M HETO-
CpPEACTBEHHAs Kpaka JICHEXKHBIX CPEJICTB, KOTOPBIE MOCTYMAIOT HEI0OPOCOBECTHHIM
poAaBlaM OT Nokymnarener. Peub uaer o momeHHndecknx MHTEpHET- mara3mHax.
OuennBas Hale)KHOCTh MHTepHET-MarasuHa, Hy>KHO OOpaTUTh BHUMaHUE Ha Halld-
yue cpeau KOHTaKTHOW uHbopmaiuu ajapeca u Teiaedona. CieayeT MO3BOHUTH IO
yKa3aHHOMY TenedoHy, YTOUHUTh MHGOPMAIIMIO O TeX TOBapax, KOTOpblie coOupae-
TECh 3aKa3aThb.

MorlieHHUKH OOBIYHO HE JIIOOST MPUBOJIUTH TaKWE JIAaHHBIC WM pa3MEIaloT Ha
CTpaHHUIIaX KOHTAaKTHOW WHGOpMAaIlUMU TOJJIeNbHbIEe ajapeca u TenedoHsl. s Toro
9TO0OBI YOEIUTHCS B HAJCKHOCTH HEKOEro HOBOro MHTepHeT- marasuHa, HYy>KHO TI0-
UCKaTh OT3bIBBI O HEM Ha HE3aBUCUMBIX pecypcax. CileayeT y4ecTb, UYTO IMOJIOKHU-
TEJIbHBIC OT3bIBBI MOTYT OBITH OCTaBJICHBI CO3/IaTENIIMU Mara3uHa, a OTpUIATEIbHbIE
— €ro KOHKypeHTaMH. Eciu aHanu3 OT3BIBOB IOKAa3bIBAET, UTO Mara3WH CO3/1aH HE
MOIIICHHUKAaMH, U OYE€Hb HY>KHO TO, YTO B HEM MPOAACTCS, MOKHO HCIOJIb30BaTh
JUIsL TIEPBOTO 3aKas3a METOJI OIUIAThl, KOTOPBIA HE MPEAYCMATPUBAECT JIEKTPOHHOE
COBEpIIICHUE MUIaTeXa. ITO OIiaTa IMpHU JIOCTaBKE TOBapa KypbepoM, OIljlaTa MOoYTo-
BBIM WJIM OAHKOBCKHM II€PEBOJIOM, OIUIaTa HAJIOKCHHBIM TUIATEKOM MPU MOJTyICHUU
Ha noute. Eciu, moayduB mepBeId 3aka3, MOJb30BaTEIb YOSAWICS B TOM, YTO Mara-
3UH JEUCTBUTEIIBHO CYIIECTBYET, U HOBOJbHBI KAau€CTBOM TOBapa — IIPOJOJIKATH
paboTy ¢ HUM MOXKHO, MCIIOJIb3YSl M JICKTPOHHBIC CpeAcTBa ruiarexei. Crimcku Ha-
NeXHbIX MHTepHeT-Mara3suHoB OOBIYHO MOYKHO HAMTH Ha BeO- calTax 3JICKTPOHHBIX
IJIATEKHBIX CHCTEM.

Konrpoabubie Bonpocsl JIPS (ITK-2):

Yro HaszpiBaeTcs BpenonocHoi nporpammoii?

Uro Takoe Komnbrorepusiit Bupyc ? [IpuzHaku 3apaxeHus

Cxema paboThl KOMITbIOTEPHBIX BUPYCOB.

Uro 3nauut bezonacHas pabora B MuTepHet?

Kakue nanHble 0aHKOBCKUX KapT HHTEPECYIOT 3JI0yMbIIITIEHHUKOB?

agrwdE



Jlabopamopnas paboma Ne6. OFECIIEYEHHUE FE30ITACHOCTH JIOKAJTbHOH CETH.
HACTPOHKA ITAPAMETPOB BE30ITACHOCTH BPAY3EPA.

Henab: n3y4nTh BO3MOKHOCTH HACTPOUKHM 0€30MaCHOCTHU JIOKAIBHOU CETU U Opay3epa

[TonuTuky 0€30MacHOCTH MOXXHO CPAaBHHUTH C MOTPAHUYHHUKOM, OXPAHSIOIINM
rpaHully cTtpanbel. PaccmoTpum naBa cmocoba ymydineHus O€30MacHOCTH PadOTHI
BUPTYaJILHOM CETH 3a JBa IIPUEMA.

IMar 1. Mensem yuerHyro 3anuch agmuHucrparopa  (Ilome3oBarens
AJIMUHHCTPATOP € MYCTHIM MApOJIEM — 3TO YSA3BUMOCTH)

Yacto mpu ycranoBke WINdOwWS mapoibp aJIMUHHCTpATOpa IyCTOH M ITUM
MOJKET BOCIIOJIB30BAThCS 3JI0yMBINIICHHUK. MlHaue roBops, npu ycranoBke Windows
B aBTOMATUYECKOM PEKUME C HACTPOMKAMHU 10 YMOJIYAHUIO MBI UMEEM I10JIb30BATEIIA
AJIMHHHCTPATOP C MyCTHIM MapoJieM u jroboit User moxer Boiitu B Takoi I1IK ¢
npaBaMy aJMHUHHUCTpartopa. YToObl pemunTh OpoOieMy BBIOJHUM KOMaHay Mo

KOMHLIOTep-HaHeJIb yIIpaBJICHI/Iﬂ-A}IMI/IHI/ICTpI/IpOBaHI/ICYHpaBJleHI/Ie
KOMHLIOTepOM-JIOKaJILHLIe HOJIL3OBaTeJII/I'HOJII)3OBaTeJIl/I (pI/IC.
1).
g_‘ ¥NpaBneHne KoMNeHoTEpoM {nokant| pma MonHoe uMa
= ﬁ‘f& CnywebHble NporpamMel
&£ OBwme nanku rocre 3aAaTe Naponk...
=¥ NokaneHble NoNb30BaTENH

= Bce 3aaaum 4
‘N NonezoBatenk

[ Mpynnes ¥ AanMTE

B, Ancnetuep yetpoiicTe
= 54 3anomiHarowme yoTpoiicTea
& vnpaenerie avckamn CeoficTBa
*-[58 CnywBl v npunoxeHHa

MepenMeHoBaTE

Cnpaeka

Puc. 1. inanorosoe OKHO YnpassieHUe KoMnboTepom

31ech MO IIENYKY MPaBOd KHOMKOW MBIIIM HAa AJMHMHHCTPATOPBI 33/13aIUM
aIMUHUCTPATOPY MapoJib, Hanpumep, 12345. IT1o mioxou mapoJib, HO JIy4dlle, 4eMm
Hudero. Temepp B OKHE AIMHMHHMCTPHMPOBaHHMe 3aiiieM B JIOKaJAbHYI0 NOJUTHKY
0esonmacHocTH. Jlanee unem no Betkam jaepea: JlokaabHble nonutukullapamerpsl
O0esomacHocTH-YuerHble  3amucu:  IlepeumeHoBaHWMe  y4eTHOH  3amucCH
Anmunucrparop (puc..2).
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@ ElaDaMeTDbl BesonacHocTH MonnTHKa MNapameTp Gesona
[ ~

4 rg MOANTHKK Y{ETHBIX 3aMkC Cereson AOCTYN: HE PaspelaTte ... BrnkodeH

= &

3 L§ TOKNbHbIE NOANTHEH @Cereson AOCTYN: He paspewaTtb ... OTKNHYeH

#-(8 NonmTrka ayanTa 3
H @ YA @Cereaon AOCTYN: HE paspewatb ... OTKNHYeH
#-((8 HasHaueHe npas nor

. L:.Q HapAHE e Bashrc @Ceresoﬁ AOCTYN: NYTH B peecTp...  SystemiCurrentCol

FlomTIcH OTRDBITORO KA Eeresoﬁ AOCTYN: PaspewaTthb aH. .. Egmr(\:l:z,;gsl‘;NOD
ETEBOH AOCTYN: Pa3PeWaTh aH... ]
)8 QEE:I:E: 2;:::::::::; @:ICeTeBoﬁ AOCTYN: paspewats np... OTKNHYeH
CMCTeMHaﬂ KpunTorpadma: ucno...  OTKNKYeH
CMCTeMHbIE ofbekTel: Bnaaeney ... Cozaatens obvek
CHCTEMHbIE 06beK T YCMANTE P...  BKAKOYeH
CHCTeMHbIB 00BEKTEI! YUMTBIBAT... BKAKYEH
@anoﬁcma: 3aNPeTHTb NONL30B... OTKNHYeH
YCTpoﬁ(:TBa: NOBEAEHHE NPH YCT... YCNEWHaA yCTaHoE
VCTpoﬁCTBa: paspewaTe OTCThIK, .,  BrarodeH
@{])’cmoﬁcma: paspeweHo GoOpMaT... AAMMHACTPATOPbI
)’CTpoﬁCTBa: PaspewnTe A0CTYN ... OTKNHYeH
)’CTpOHCTBa: PaspewnTe A0CTYN ... OTKNHYeH
@qumble 3aMMCH: OFPAHWYMTE MC...  BKNHoYeH
quTHble 3anuck: MNeperMeHoBaH. .. AAMUHWMCTPaTOop

[+
+

-
Q

R

Puc. 2. Haxoaum B cuctTeMmHOM peecTpe 3anucb NepeMmeHOBaHUE YYETHOM 3anNucu
ApMuHUCTpaTOp

3n1ech noJib3oBatTesi ATMUHHCTpaTop 3amMeHuM Ha Admin (puc. 3).

CBOWCTBA: YYeTHbIEe 3anucu: MNepeureHoBaHve Y‘IETHOE 3anucu... i

MNapamMeTp nokaneHoM Ge30NacHoCTH

YuyetHele sanucu: MeperMeHoBaH1e Y4eTHOM 3anucu
SAMUHUCTPATOPa

IAdmin

oK l OtmeHa | I'Ipumenu'rbl

Puc. 3. Nonb3oBarentio AGMUHUCTPATOP NpUCBanBaem HOBOe UMHA

[Mepesarpysxaem OC. Iloce HammMx ASHCTBHI y HAC MOJyYMIach yueTHas 3amuch Admin ¢

naposieM 12345 u npaBamu aaMuHucTpaTopa (puc. 4).
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L8l
Dwin Mpeers B BM  Mpynra O Crpeses
Eare |Dgi|(DEae fEn

Mo g v e e

Wenknume lms nons3osamens
ons exoda 6 cucmemy

Microsoft

J
I Windows*®

® BoikiounTs KOMNbIOTED

(STl Uk
Puc. 4. OkHo Bxoga B OC Windows XP

Terepp MBI MMEEM IOJB30BATENS
YSA3BUMOCTEM CUCTEMBI yCTPaHEHA.

IIpumeuyanue

AIMMHHCTPATOP C MapoJieM, OJHa

Ornepanuio No U3MEHEHUIO UMEHHU TIOJIb30BATEIIS U 33JIaHHUI0 TTApPOJI Mbl TaKKe
MOTIJIM OBl BBIMOJHUTH O€3 UCIOIb30BaHUSI CUCTEMHOTO peecTpa, UCIO0JIb30BaB OKHO

YdyeTHble 3aNIMCH OJIB30BaTeJI€l, YTO Topas3 o mpoiie (puc.
5).

2% YueTHble 3aNUc1 Nonb30BaTenNen .

=1
& Hezen g Q8 10100

06yuenve :s Y4eTHbIE 3anvck o

|2] YueTHble 3anmck

2] THNB! YYETHEIX 3aNMCen
“ nonesosatensi

2] MNepexno4eHe BblﬁepMTe BaAaHMe...

nonbsosaTenei
®  M3MeHeHWE yHeTHOM 3anMcK

®  Co3A3HME YYETHOM 33NMCH

®  MsMeHeHWe BX0Aa NONb30BATENEH B CUCTEMY

UAW BblibepuUTe U3MEHAEMYIO YUETHYIO
3anuch

~ Admin Pt locTb

AAMAHUCTPATOP KOMNBHOTEPA YUYEeTHad 3anMck rocTA
= 8  SawuTa naponem | OTKNHOYEHE
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Puc. 5. OKHO YueTHble 3anucu nosb3oBaTteneun

IIpumeuyanue

VYyernas 3anuck ['octe mosBosysier Bxoauth B I[IK u paGorate Ha Hem
(marmpumep, B HMHTepHeT) 0e€3 MCHOJIB30BAHUS CIHEHHAIBHO CO3JaHHOM Y4YETHOU
3anucu. 3amuch ['ocTh He TpebyeT BBOAA Mapoyii U MO YMOTYAHHUIO OJIOKMPOBAHA.
['ocTh HE MOXKET yCTaHABIMBATH WIH YHAIATh MPOTPAMMBL. DTy YYETHYIO 3allUCh
MOYHO OTKJIIOUUTb, HO HEJIb3S YIANIUTh.

lar 2. /Ie1aeM 0KHO PUBETCTBHUS MyCTHIM (YOMpaeM ysi3BUMOCTD 2)

VY Hac OKHO BXOJIa B CUCTEMY COJICPXKHUT Nojckazky Admin, gaBaiite ee yoepem,
caenaB OKHO MycThIM. J[Ji1 Hadalla B OKHE Y4YeTHbIe 3aNUCH MO0JIb30BaTeIeil KMeM
Ha KHoOnKy WM3MeHeHMe BXoAa moJb30BaTeseil B cucTeMy U yOepeM (iaxkok
Hcnoab30BaTh CTPAHUILY NPUBETCTBHS (pHC.

6 u puc. 7).

12 Yuernbie 3ankcu nonb3osarenes

2] VueTrsie 3a0med
5 THNo! YHeTHDIX 3anKcen

2 NONL30BATENEH
Bbibepute 3apaHue...

?] MNepekntodesne
NONML30BaTENEH

®  M3MeHEHWE YHETHOM 3anKc

®  CozAaMMEe YHETHON 3amMck

| ® Msmerenne exona nons3osatensii s cictemy |

UAK BblBEpUTE U3MEHAEMYIO YUETHYHO
3anuck

Admin = focrs
AAMMACTDATOD KOMNBIOTEPA YUETHAR 38NNCL FOCTA
3awmTa naponem OTEMOMEHS

Puc. 6. OKHO YueTHble 3anMucu nosib3oBaTteneun
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YIcnoAb308aTL CTPANALY NPUBETCTBAR |
3] MapameTpbl Ex0A3 8 OKHO NPHBSTCTENA NOIBONAST BLINOAHMTE BXOA B CHCTEMY NPOCTBIM WEMKoM Ha Bawe
cHcTeny YHETHON 3aMcH. ANS NOBLILIEHA BE30NACHOCTH MOKHO OTKAKOMATE TAKYHO BOIMONMOCTE M

HCNONb30B3TH KNACCHYEKHA BXOA B CHCTEMY, KOTOPBLI TpeﬁyeT 0T NONS30B3TENEN BBOAS
MNEHA YHETHOM 330MCH W N3PONA.

T Menonsaosats bGuicTpoe nepexmotense nonbL3oBaTenen
Beict { oni

[ pomenersie napaveoos | omvens |

Puc. 7. Yéupaem ¢pnaxkok Ucnonb3oBaTb CTPAHULY NPUBETCTBUA

TenepL ITOBBICUM O€30IaCHOCTH CETH CHIC Ha OAHY YCJIOBHYIO CTYIICHB, CACJIAB o0a

T0JIs1 OKHA TIPUBETCTBHS MyCThIMHU (puc. 8).

Bxopn 8 Windows

&1985-2001
Kepmopauyn

Monb308aTeNs: I User| ‘

Mapons: I |

Puc. 8. O6e cTpoKM JaHHOro OKHa caenaem nNycTbimm

Bemonaum  komanny IlaHeas  ynpaBieHUsI-AAMHUHUCTPUPOBAHHE  —
JlokanbHble NOMUTHKH Oe3omacHocTH- JlokanbHble mnoauTuku-Ilapamerpsl
O0esonmacHocTH—MHTEPAKTUBHBIH BXOA: He O0TO0pPaxkaTb IOCJeIHEr0 HMEHH
MoJIb30BaTeIsl. DTy 3aIKCh HEOOXOAUMO BKIIFOUUTH (pHC. 9).
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Puc. 9. AKTUBMpYyeM nepekntovatesib BKAounTb

Tenepp mociie 3aBeplICHHs CeaHCa IOJb30BAaTENb JOJDKEH YrajlaTb HE TOJIBKO
napoJib, HO ¥ UM nonb3oBarens (puc. 10).

Bxopn B Windows

~
~

¥y

Monb30BaTens: } | ’

Maponb: ' |

Puc. 10. O6e cTpOKM OKHA NPUBETCTBUA NYCTbl

BrisiBiieHHE ceTeBbIX YA3BUMOCTEe ckaHupoBanueM nopros IIK

3JI0YMBIIIUICHHUKH HUCIIOJIB3YIOT ckaHupoBaHue moptoB IIK mist Toro, uToOsn!
BOCIOJB30BaThes pecypcamu uyxoro I[IK B Ceru. [Ipu sTom HeoOxoaumo ykazats |P
anpec IIK u otkpeITeiit port, k npumepy, 195.34.34.30:23. Tlocne 3TOoro npoucxoaut
coenunenune ¢ yaaneHuslM 11K ¢ HekoTopo BeposATHOCTBIO BXxoaa B 3TOT 11K.

0 TCP/IP port — 3to aapec ompeneaeHHOro cepBrca (IIPOrpaMMBbl), 3alyIIEHHOTO Ha
naHHOM Kommbiorepe B Internet. Kaknplil OTKpBITBIM MOPT — MNOTEHUHUATIbHAS
naseiika s B3nomimukoB cererd u [IK. Hanmpumep, SMTP (oTnpaBka moutsr) — 25
nopt, WWW — 80 nopt, FTP —21 nopr.

0 Xakepsl CKAaHHPYIOT MOPTHI IS TOrO, YTOOBI HAWTH ABIPKY (0ar) B onepannoOHHON
cucteme. IIpumep ommbku, eciau aAMUHHCTpATOp Wid noib3oBarens [IK oTkpbui
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ITOJIHBIN AOCTYII K CCTCBBIM pECypCaM A BCEX HIIM OCTaBHII HYCTOﬁ I[mapoJjib Ha

BXOI K KOMIIBIOTCP.

Onnra w3 QyHKIMH agMUHHCTpaTOpa CETH (CHCaaMUHA) — BBIIBUTH HEJOCTATKH B
(GYHKITMOHUPOBAHUH CETH U YCTPAHUTh HX. J{JIs1 3TOTO HY)KHO IPOCKaHUPOBATh CETh U
3aKphITH (OJIOKMpOBaTh) Bce HeoOs3aTeNbHBIC (OTKPBITBIE 0€3 HEOOXOIUMOCTH)
ceTeBble MmopThl. Hmoke, mias mpumepa, mpenacrasieHbl ciayxObsl TCP/IP, koropsie
MO>KHO OTKJTIOUHTH:

0 finger — momyyenne uHGpOpMAIIMK O TIOIB30BATEIISAX

talk— Bo3MOKHOCTH OOMEHA JAHHBIMHU IO CETH MEKAY MOJIb30BATEIISIMU
bootp — mpenocTaBneHne KIMEHTaM HHPOPMALIUH O CETH

0

0

0 systat — noayuenue nHGOpMAIHK O CHCTEME

0 netstat — monyuenue nHHOPMAIMK O CETH, TAKOW KaK TEKYIIUE COCTMHCHUS
0

rusersd — IMOJIY4YCHHUC I/IH(I)OpMaI_[I/II/I O IIOJIB30BATCIIAX, 3apCrUCTPUPOBAHHLBIX B

JTaHHBI MOMEHT

IIpocMoOTp aKTUBHBIX MOAKIOYeHU yTuauToi Netstat

Komanga netstat oGmamaer Habopom KItoue s OTOOPaKEHHUS TOPTOB,
HaxXOJIAIIUXCS B aKTUBHOM W/WJIM MACCHBHOM cocTOosHUU. C €€ MOMOIIBI0 MOYKHO
MOJIYYUTh CIIMCOK CEPBEPHBIX MPUIOKEHHH, pabOTaIOIMUX Ha JAaHHOM KOMIIBIOTEpE.
BonsmmHCcTBO cepBepoB HaxoautTcs B pexkume LISTEN— oxumanune 3ampoca Ha
coequnenne. Coctosane CLOSE_WAIT o3Hadaer, 4To COEIWHEHUE Pa30pPBaHO.
TIME_WAIT — coeaunenue oxuaaeT paspbiBa. Eciu coeanHeHHE HaXOIUTCA B
cocrosaun SYN_SENT, To 5T0 03HawaeT HajmuumMe mpoliecca, KOTOPHIA IBITAETCS,
ycTaHOBUTH coenuHenue ¢ cepepoM. ESTABLISHED — coennHeHMS yCTaHOBIICHBI,
T.€. CETEBBIC CIYKObI padOTaIOT (MCIIOIB3YIOTCS ).

HNrak, komanma netstat mnokaspiBaeT COOEPKUMOE PA3JIMUHBIX CTPYKTYP
JAHHBIX, CBSA3AHHBIX C CETHIO, B PA3JIMYHBIX (popMaTax B 3aBUCHMOCTH OT YKa3aHHBIX
ommuii. lnst coxeroB (mporpammubix untepdericoB) TCP pomycTumsl ciemyromiye
3HAYCHUS COCTOSHUS:

0 CLOSED — 3akpbiT. COKET HE UCTIOIB3YETCH.

LISTEN — OxunmaeT BXOIAIMKUX COCIUHCHHIA.

SYN_SENT — AKTHUBHO NBITaCTCSl yCTAHOBUTH COCIUHECHHUE.
SYN_RECEIVED — Wnaet HavyayibHasi CHHXPOHU3AIUS COSAMHEHUS.
ESTABLISHED — Coenunenue ycTaHOBIIEHO.

O O 8O 8o &8 &8

FIN_WAIT_1 — Coxer 3aKkpbIT; OTKJIFOUEHUE COCTUHEHUSI.

CLOSE_WAIT — VY nanenHas cTopoHa OTKIIOUMIIACH; OKUIAHUE 3aKPBITHS COKETA.
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0 CLOSING — Coker 3akpbIT, 3aTeM yAaJieHHAas CTOPOHA OTKIIIOYHIIACH, OXKHIaHUE
MOJITBEPKACHUSI.
0 LAST_ACK — VYnpaneHHas CTOPOHA OTKJIFOYMIIACH, 3aTEM COKET 3aKPBIT; OXKHIaHUE
MOJITBEPKACHUSI.
FIN_WAIT_2 — CokeT 3aKkphIT; O)KUJaHUE OTKIIOYCHUS yIaJICHHOW CTOPOHBI.
TIME_WAIT — CokeT 3aKkpbIT, HO 0KUAAET NaKEThI, €II€ HAXOASIINUECS B CETH JJIA
00paboTku
IIpumeuanue
Urto takoe «coker» nosicuser puc. 11. [Ipumep cokera — 194.86.6..54:21

===
=

I

YooRHU MNMDENCTARMNAHUE COACCUNHHLIE DM INON 1414
JPOBHU MNMpegcraBiieHUA, CeCCUOHHLIK, NPUNOKEeHMA

< v,

TpaHcNopTHLIN ypoBeHb/ Ne nopra

= Socket

CeTeBOW ypoBeHb IP-agpec xocTa

KaHanbHbIA YpOBEHb

duIn4ecKkun ypoBeHb

( Hazap J ( nayza J (snepeg)

Puc. 11. Cokert 3710 N2 nopTta + IP agpec xocra

BeinosiHMTE NPpaAKTHYECKOE 3aaHKe:

3ananme 1. O6napy:xenue oTkpbIThIX Ha IIK moproB yruiuroii Netstat

JIns  BBINOJHEHHS TMPAKTHYECKOTO 3aJaHMs Ha KOMIBIOTEPE HEOO0XOIUMO
BHIMOHUTE KoMaHay Ilyck-BuimoaHuTh. OTKpoeTCs OKHO 3amycK HpOrpaMMbl, B
HeM BBeauTe koManay cmd (puc. 12).

3anyck nporpaMmMbi i 2| x|

= BeeanTe MMA NPOrparibl, NankK, A0KYMEHTS MK
E pecypca MHTepHeTa, 1 Windows oTKpoeT 1x.

OTKpBITE! I cmd| L]

| OK I QOTMEHa ‘ Qb30p... I
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Puc. 12. OKHoO 3anyck nporpammbl

UYtoOsl BBIBECTHM Bce akTUBHBIC moakimoueHus [CP u mpociymmBaeMble
kommbtorepoM moptel TCP/ UDP BBenute komanay netstat (puc. 13). Msl Buaum
JlokanbHOTO aapeca (9ro Bam IIK) mpocinymmuBatorcst 6 moptoB. OHM HYKHBI IS
noaaepkku cetd. Ha nByx mnoprax mbl BuauMm pexkum ESTABLISHED —
COEMHEHHS YCTAaHOBJICHBI, T.€. CETEBBIE CITYXObI paboTaroT (MCHoab3yroTcs ). YeTsipe

nopta ucnoiib3dyrores B pexxkume TIME_WAIT — coenunenue oxxuaaeT pa3phiBa.

AKTUBHBIE NOAKANYEHUSA

Hra
TCP
TCP
TCP
TCP
TCP
TCP

flokaabHMW anpec
D:3086
D:3087
D:3414
D:3416
D:3415
D:3417

Buewnud anpec

localhost:3087
localhost:3086
localhost:1110
localhost:1110
OCSP.AMS1 .UERIS
OCSP.AMS1 .UERIS

D:\Documents and Settings\110>

IG
IG

CocroaHue
ESTABLISHED
ESTABLISHED
TIME_VWAIT
TIME_VWAIT
N.COM:http TIME_UWAIT
N.COM:http TIME_UAIT

Puc. 13. CnncoK aKTUBHbIX NOAKAIOYEHUI Ha TecTupyemom MK

3amyctute Ha BamieM [1K MuTtepHer u 3aiiauTe, HampuMep Ha WWw.yandex.ru.
CHoBa BeIoOIHUTE KoMaHay Nhetstat (puc. 14). Kak Buaum, 100aBUIOCH HECKOJIBKO

HOBBIX aKTUBHBIX IIOPTOB C UX PA3JIMIHBIMH COCTOSAHHUSIMU.

D:\Documents and Settings\110>netstat

AKTUBHNE

Hra
ICP
ICP
TCP
ICP
ICP
ICP
TCP
TCP
ICP
ICP
ICP
TCP
ICP
ICP
ICP
TCP
ICP
ICP
ICP
TCP
ICP
ICP

ICP
TCP
ICP
ICP
ICP
ICP

noaAKARYEHMRA

flokaabHMKW anpec

TODDOY OooooooUooooooooooooooo

1110
1110
1110
1110
1110
11110
11110
1110
1110
:3430
:3431
3432
3438
: 3440
: 3448
: 3450
13454
:3458
13460
: 3461
3462
3434

13445
13449
= 3455
3463
13464
: 3465

BHewnus anpec
localhost:

localhost:
localhost::
localhost:
localhost::
localhost:
localhos
localhost:
localhost::
localhost:
localhost:
localhost:
localhost:
localhost:
localhost:

CocrtoaHue
TIME_WAIT
TIME_UAIT
TIME_WUAIT
TIME_WAIT
TIME_WAIT
ESTABLISHED
TIME_WAIT
ESTABLISHED
TIME_WAIT
ESTABLISHED
STABLISHED
TIME_WAIT
TIME_WAIT
TIME_UWAIT
‘STABLISHED
TIME_WAIT
ESTABLISHED
TIME_UWAIT
TIME_VUAIT
TIME_WAIT
TIME_WAIT

s.zlb.phx.mozilla.net:https TIME_WAIT

static.yandex.net:http

mc .yandex.ru:http

suggest.vandex.net:http
suggest.yandex.net:http

www.vandex.ruzhttp
yabs .vandex.ruzhttp

TIME_WAIT
ESTABLISHED
ESTABLISHED
TIME_WAIT
TIME_WAIT
TIME_WAIT

Puc. 14. AKTuBHbIE NnogkaoueHusa npu pabore MK B UHTEepHeT

Komanpa netstat umeer cnenayroniye onuuu — tad. 1.
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Onnus (KJar04)

Ha3zunauyenue

[Toka3bIBaTh COCTOSIHUE BCEX COKETOB; OOBIUHO COKETHI, UCIOJIb3yEeMbIe
CEPBEPHBIMHU MPOIIECCAMU, HE TTIOKA3BIBAIOTCS.

IToka3wiBaTh aapeca JIFOOBIX YIpaBJIAOIIHAX 0JI0KOB IIpOTOKOJIA,
CBA3aHHBIX C COKETAMU; UCITIOJIB3YCTCA IJIA OTIIaAKHU.

[Toka3piBaTh COCTOSIHHE ABTOMAaTUYECKU CKOH(HUTYpHPOBAHHBIX
(autoconfigured) uHTEpEICOoB. Wutepodeiicel, CTaTUYCCKH
CKOH(HUTYPUPOBAHHBIE B CHCTEME, HO HE HalJICHHBIE BO BPEMS

3arpys3Ku, HC IOKa3bIBAOTCA.

IToxa3pIBaTh CETEBLIC aZipeCa KakK 4ducliia. netstat 0OBIYHO ITOKA3LIBAET aJpeca Kak

CHMBOJIBI. 9Ty OIIIIWIO MOKHO HCIIOJIB30BAaTh C JIFOOBIM

dhopmaToM rmokasa.

[Toka3zats Tabauubl MapupyTu3anuu. [Ipu ucrnoab30BaHUU € OMIMEH -S,

IMMOKAa3bIBACT CTATUCTUKY MAapIIPYyTHU3AllUH.

[lokazate craructuyeckyro uHpopManuio 10 npoTokonam. Ilpu

HCIIOJIb30BAaHUHM C OIIHUEH -I', IOKAa3bIBACT CTATUCTUKY MApPUIPYyTHU3AIIHH.

Ol"paHI/ILII/ITB INOKa3 CTATUCTHUKU WJIK aIPpECOB YIPABJIAIONINUX OJIOKOB TOJBKO

yKa3aHHBIM CEMEHCTBOM aJpecoB, B KauecTBe KOTOporo MoxHo -f ykaseiBath:inet /s cemeiictBa
anpecoB AF_INET umu unix [dns cemericTBo aapecoB cemericTa aapecoB AF_UNIX.

Boinenuts nnpopmanuio 06 ykazaHHOM uHTepdeiice B OT/IeNbHBIN cTonI0e1;

M0 YMOJTYAHUIO (7151 TpeThel (POPMBbI KOMaH/IbI) UCTIONB3yeTCsa HHTEpdeiic ¢ HanOoIbIIMM 00BEMOM
nepeaaHHol nH(opMaIu ¢ MOMEHTA MOCTEAHEH mepe3arpy3ku cucteMbl. B kadectBe uHTEpdeiica
MOYKHO YKa3bIBaTh JII00OOW M3 MHTEp(QEicoB, NepeunciIeHHbIX B daiine -1 uarepdeiic konpurypauu
cucteMbl, Harpumep, emd1 wm 100.

OTo0pa3uTh uaeHTUUKATOP/HA3BAHKE MTPOLIECCa CO3/IaBIIETO COKET (-
p, —programs display PID/Program name for sockets)
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Taomauua 1. Kirrouu s komanasl netstat

IIporpamma NetStat Agent

[IpeacraBpTe cutryanuio: Bame WHTepHET-COEAMHEHHE CTalo paboTaTh
MEJIJICHHO, KOMITBIOTEP TTOCTOSIHHO 4TO-TO KadaeT n3 Cetu. Bam momoskeT mporpamma
NetStat Agent. C ee mOMOIIBI0O Bbl CMOXKETE€ HAWTH NPUYUHY NPOOJIEMBI U
3absokupoBath ee. Mnade roBops, NetStat Agent — mose3Hslif HAOOp HHCTPYMEHTOB
11 MOHMTOpUHTa WHTEpHET COECIMHEHWA W JIHarHocTuku cetu. [Iporpamma
no3BosisieT oTcnexuBaTth | CP u UDP coenunenus Ha 1K, 3akpbiBaTh HexenaTenbHbIC
COCIMHEHHs, 3aBepIIaTh IPOIECChl, OOHOBIATh U 0cBOOOXaarh DHCP wnactpoiiku
ajanTepa, MPOCMATPUBATh CETEBYK CTATUCTHKY Juis agantepoB u  TCP/IP
IPOTOKOJIOB, a TAKKE CTPOUTH Ipaduku it komana Ping uTraceRoute (puc. 15).

il

Oain Yrummel Bua  Domows

\;]:'\:4 Oryer %? OfHosHTS S Db(To QJ AobasnTo @ CnpsTars Q) Cnewenne ,\I\‘ Onumm Momows

m NetStat ?oemmemu Monntop | [mcneTwsp ¥ypHanos
n[ Mok, Aapec l e, ... l yaan, Aapec I Yaan.,. ] Craryc I Mpouecc ] CrpaHa l ~
b Statistics TCP 0.0.0.0 135 N/A NJA LISTEN  _svchost.exe
' TCP 0.0,0.0 445 NiA NfA LISTEN i System
h;} 1P Config TCP 0.0.0.0 912 N/A NfA LISTEN  —_ vmware-auth...
TCP 0.0.0.0 1110 NfA NfA LISTEN —_avp.exe
B e TCP 127.0.0.1 1037 NjA A LISTEN lalg.exe
-3 TCP 127.0.0.1 3559 locakhost 3560 ESTABLISHED (@firefox.exe
,\;@ DNS Query TCP 127.0.0.1 3560 locakhost 3559 ESTABLISHED (@)firefox.exe
TCP 192.168.1,3 139 N/A N/A LISTEN TISystem
m IP Routes LOP 0.0,0.0 445 N/A /A LISTEN  —System
i LOP 0.0.0.0 500 NjA NjA LISTEN  —lsass.exe o
@/ Ping UDP 0.0.0.0 4500 NfA NJA LISTEN  _lsass.exe
UDP 127.0.0.1 123 NfA NJA LISTEN “lsvchost.exe
@ Tracer UDP 127.0.0.1 1900 NjA NJA LISTEN — Jsvchost.exe
LDR 192 16813123 hlia Nia LISTEM. L cuchnst axe
A — P
g Whois U) Ping @ Trace @ Whois
:]8 HTTP Checksr  TPOTOKON Craryc ﬂ
@ Mok, aapec Yaan. aapec
Nok. noot Yaan. noot _'.J

Coepurenve |Mpousce Moaym
rce: 8 UDP: @ | Ppasnna: 0 {ABTO OfiHoBNEHE: Brn, | 3amvce: Boikn, OfHosneH: 11:42

Puc. 15. TnaBHoe okKHO nporpammbl NetStat Agent

B coctaB mporpammsl NetStat Agent Bonuiu cieayroniyie yTUInuThI:
0 NetStat — orcnexxuBaer TCP u UDP coenunenus IIK (mpu 3TOM oTOOpakaercs
reorpauyeckoe MECTOTIONIOKEHUE YAAIIEHHOTO CepBEPa U UMS XOCTA).

0 IPConfig — otobpaxaeT CBOWCTBA CETEBBIX aalTEPOB U KOH(PHUTYPAIIHIO CETH.
0 Ping — mo3BossieT MPOBEPUTH TOCTYITHOCTh XOCTa B CETH.

0 TraceRoute — ompenensier MapuipyT MEXAYy BalllUM KOMIIBIOTEPOM U KOHEUYHBIM
X0CTOM, coob1ias Bce |P-anpeca MapuipyTu3aTopos.
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0 DNS Query — nonxmrouaercs k DNS cepBepy m HaxoauT BCro MHQPOpPMAIUIO O
nomene (IP agpec cepepa, MX-3anmcu (Mail Exchange) u np.).

0 Route — orobpaxkaer n no3BoiseT u3MeHATh |P mapmpytel Ha [1K.

0 ARP — orcnexuBaer ARP m3smenenus B 1okaipHOU TaOIUIE.

0 Whois — mo3BoJisleT ToJIyduTh BCIO JOCTynHYI0 mHpopmanmio o6 IPaapece wimm

JIOMEHE.

0 HTTP Checker — nmomMoraer npoBepuTh, JOCTYIHBI JI Baiu BeO-caiThbl.

0 Statistics — moka3biBaeT cTaTUCTHUKY ceTeBbIX HHTepdeiicoB u TCP/IP mpoTokoIos.

Cxanep nmoptoB Nmap (Zenmap)

Nmap — nonyJaspHBIA CKaHep MOPTOB, KOTOPBIA 0OCIEAYET CETh U MPOBOJAUT
aynut 3amuTthl. Mcnonb3oBancsa B ¢unbMme «Matpuna: Ilepesarpys3ka» mnpu B3lioMe
KomImbioTepa. Hama 3agaua He B31omartk, a 3amututh [IK, mOCKoNbKy OHO U TO ke
OPY>KH€ MOXHO MCIIOJIb30BaTh KakK JJIs 3alIUThI, TaK W U1 HamajaeHus. MHade rosops,
CKaHEpOM IIOPTOB NMAP MOXKHO OIPEACIUTh OTKPBITHIE MOPTHI KOMIBIOTEpPA, a IS
0€30IaCHOCTH CETH T0JIb30BATEIISIM PEKOMEHIYETCS 3aKPhITh JOCTYM K 3TUM MOPTaM C

MOMOIIEI0 OpaHaMayspa (puc.

16).

[@zenmap =lolx|
Cxatposale  MacTpynestel  Mpodwne  Momows !
Len Iya.vu :_l Moodwns Ilntmse scan :] [Cmmwel EHg |
Komanaa Inmao-74»A-vyaJu
I XocTe! Cepencst I Beeoa Nmap I MopTes | XocTel I Tononorms I AeTtanm xocTa | Crammposatme |
oc ¢ Ix(x' Inmao -T4 -4 -v ya.ru :] Aevann

A ya.ru(213.180.193.

Starting Nmap 6.01 ( http://nmap.org ) at 2012-11-11 11:54 Mocmoscroe
epeda  (=mmda)

NSE: Loaded 93 scripts for scanning.

NSE: Script Pre-scanning.

Initiating Ping Scan at 11:54

Scarming ya.ru (213.180.153.3) [4 ports]

Completed Ping Scan at 11:54, 0,133 elapsed (1l total hosts)
Initiating Parallel DNS resolution of 1 host. at 1l:54

Completed Parallel DNS resolution of 1 host. at 11:54, 0.00s elapsed
Initiating SYN Stealth Scan at 11:54

Scanning ya.ru (213.180.183.3) [1000 ports]

Discovered open port 80/vcp on 213.180.193.3

Conpleted SYN Stealth Scan at 11:54, 4.81ls elapsed (1000 total ports)
Initiaving Service scan at ll:54

Scarming 1 service on ya.ru (213.180.193.3)

Completed Service scan at 1l1:55, 6.475 elapsed (1 service on 1 host)
Initiating 05 detection (try 21) against ya.ru (213.180.193.3)
Retrying 0S detection (try $2) against ya.ru (213.180.153.3)
Initiating Traceroute at 11:55

Coupleved Traceroute at 11:55, 3.05s elapsed

Initiating Parallel DNS reszolution of 10 hosts. at 11:55

Completed Parallel DNS resolution of 10 hosts. at 1ll:55, 0.0ls elapsed
NSE: Scripr scanning 213.180.193.3.

Initiating NSE at 11:55

<| | _D_] Completed NSE at 11:55, 1.20s elapsed

DUNLTP XOCTOB

™

| Neap scan report for ya.ru (213.180.153.3)

Puc. 16. Untepdeiic nporpammbl Nmap
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OObIYHO 1711 TOro, 4YTOOBI MPOCKAHUPOBATh BCE TOPTHl KAKOTro-jau0o
KOMITBIOTEPA B CETH BBOAMUTCS KoMaHaa Nmap —p1-65535 IP-aapec_kommbioTepa wim
nmap —sV IP-aapec komnbloTepa, a 1Jis CKAaHUPOBAHUS caiiTa — KoMaHja Nmap —
sS —sV -0 -P0 aapec caiira.

MonuTop noproB TCPView

TCPView — moka3biBaeT BCE MPOIECCH, UCTOIB3yIomue MHTEepHEeTCOeTMHEHUS.
3amyctuBs TCPView, MOXHO y3HaTh, KakoWd MOPT OTKPBIT W KaKOe NPUIOKECHUE €ro
HCIIOJNIB3YET, a IPU HEOOXOIMMOCTH U HEMEIJICHHO Pa3opBaTh COeqUHEeHHE — puc. 17.

é_— TCPYiew - Sysinternals: www.sysinternals.com - |D|5]
File Options Process Yiew Help
A =
Proce.. ¢ I FID | Protocol l Local Address | Local Port ] Rer «
L avp.exe 892 TCP d 1272 Ib-in-
ML avp.exe 892 TCP d 1257 Ib-in-
ML avpexe 892 TCP d 1306 Ib-in-
ML avp.exe 892 TCP D 1110 D
9 firefox.exe 3740 TCP D 1255 local
firefox.exe 3740 TCP D 1271 local
9 firefox.exe 3740 TCP D 1305 local
firefox. exe 3740 TCP D 1241
) firefox.exe 3740 TCP D 1275 local
firefox.exe 3740 TCP D 1210
¥ firefox.exe 3740 TCP D 1277 local
&) firefox.exe 3740 TCP D 1209 local
& firefox.exe 3740 TCP D 1266 local
] lsass.exe 1048 UDP D isakmp *
] lsass.exe 1048 UDP D 4500 x
[ svchost.exe 1328 TCP D epmap D
1 svchostexe 1460 UDP d ntp *
] svchostexe 1912 UDP d 1900 x
] svchostexe 1460 UDP D ntp X
] svchost.exe 1912 UDP D 1900 *
1 System 4 TCP D microsoft-ds D
) System 4 TCP d netbios-ssn D
] System 4 UDP d netbios-ns S
1 System 4 UDP d netbios-dgm *
] System 4 UDP D microsoft-ds *
] vmware-authd... 1432 TCP D 912 D[z
<| | >
Endpoints: 139 [Established: 23 |Listening: & Time Wait: 101 |Close Wait: 0 7

Puc. 17. T'haBHoe OoKHO nporpammbl TCPView

[IpocMoTpHTE AKTUBHBIE CETEBBIE MOJAKIIOUCHUA JoKalbHOrO IIK ¢ momoisto
MoOHHTOpa MmopToB tpiview. Ompenennure MOTEHIIMAIBHO BO3MOXKHBIE YIPO3bl (Kakue
MOPTHI OTKPBITHI, M KaKUE€ TMPWIOKEHUS WX HUCHONB3YyI0T). [lpu HeoOxomumocTu
MOKHO 3aKpbITh YCTAHOBIIEHHOE mpuioxkeHueM [CP-coennHeHre WIM MOpoLEcc
MPaBOW KHOMKOMW MBIIIIH.

O¢opMurth KOHCHIEKT padoThl B TETPaaH

KonTpoabubie Bonpocsi JIP6 (ITK-2):
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. Kakue yszumoctrt OC Windows ObutH yCTpaHEHbI B JaHHOW MPAKTHUECKOW padboTe
U KaKUMU Ty TSIMU?

. Jms1 vero ucnomnesyercs yrunura Netstat?
. Ilepeuncnure, kKakue yTHIMTHI BOIILIM B cocTaB nmporpammbel  NetStat Agent?

JIJ1 9eTo MCTIONIb3yeTCsl KaXKaasi U3 YTHIIAT?
. Jlns gero ucnons3yercst mporpamma Nmap? TCPView?
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