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Monayas 1.

Ilpakmuueckoe 3auamue Nel. AJITOPUTMBI IHIH®POBAHHUA /IAHHBIX

AjaroputMbl UG PoBaAHUA TAHHBIX

IJenv pabomwl: OCBOUTH METOIUKY PaOOThI aCCUMETPUYHBIX alrOPUTMOB
m(poBaHus, T CYIIECTBYET JIBa KJII04a — OJAMH JUJIsl IIM(PPOBAHUS, APYTOM ISt
nemudpoBaHus.

Teoperuueckue cBegeHUs

AnroputMm RSA paszpaboran B 1977 r. Ponom Pusectom, Anu [llamupom u Jle-
HOM AjjieMaHoMm U omnyoOsmkoBad B 1978 r. C tex mop anroput™m Rivest-Shamir-
Adleman (RSA) mmpoko nmpumeHsieTCs MPaKTUYECKH BO BCEX MPUIIOKEHUSIX, UC-
MOJIE3YIOIINX KPUIITOTPAPHIO C OTKPBITHIM KITFOUOM.

Anroputm RSA!:

1. Bwiuucnenue xnrouyetl

Ba)xHBIM MOMEHTOM B 3TOM KPHUITOAJITOPUTME SBJISIETCS] CO3/IJaHUE Mapbl KITIO-
4eil: OTKPBITOro M 3akpbIToro. Jis anropurma RSA stan co3nanus Kiroden cocro-
UT U3 CIEAYIOLIUX ONEPALIUN:

1.1. BeiOuparoTcst ABa MPOCTBIX Pa3IM4HbIX 4Hcia P U (. Berumcnsgercs ux
npousBeneHue N = p - ¢, Ha3piBaeMoe MoxayneM. [loa mpocTeiM yuciom Oyaem mo-
HUMAaTh TaKOE YMCII0, KOTOPOE JIEIUTCA TOJNbKO Ha 1 1 Ha camo cebs. BzaumHo mpo-
CTBIMHU UHCJIaMH OyJieM Ha3bIBaTh TaKUE YMCIIA, KOTOPbIE HE UMEIOT HH OJTHOTO 00-
IIETO JEJIUTENS, KPOME €IMHUIIBL.

1.2. Beruucnsercs pynkius Ditepa @(n) = (p—1) - (- 1).

1.3. BeiOupaercst mpou3BoJibHOE YKciio € (€ < Nn), takoe, uto 1 < e < @(N) u He
UMEET 00X aenuTenci, kpome 1 (B3aumuo mpocroe) ¢ unciaoMm (p —1) - (q—1).

1.4. Beruaucnsiercs d meromom EBknmpa takum oOpasom, uto (e - d — 1) ge-
marcs Ha (p—1) - (- 1).

1.5. JIa uncna (e, N) myOIMKYIOTCS KaK OTKPBITHIN KITIOY.

1.6. Hucno d xpaHUTCS B CEKPETE — 3aKPBITBIN KIIFOY eCTh mapa (d, N), KOTopbIit
MIO3BOJIMT YHTATh BCE TIOCIAHMUs, 3aM(POBAHHBIC C TOMOIIBIO TTapkl yrcen (e, N).

2. lllughposanue

[IudpoBanre ¢ TOMOIIBIO MAPBI YHCET MPOU3BOAUTCS CICAYIOIIUM 00Pa30M:

2.1. OrnpaButens pazouBaet cBo€ coobuienrne M Ha 610ku M;. 3HaueHue M; <
N, mo3ToMy JJiMHa Oioka M; B Outax He Oonbiie K = [logz(n)] Out, rae kBaapaTHbIC
CKOOKM 0003HAYAIOT, B3SATHE 11€JI0M YaCTH OT APOOHOTO YUCTIA.

Hampumep, ecnmu n = 21, to makcumanbHas aauHa Ojoka K = [logz(21)] =
[4.39...]= = 4 Owura.

2.2. [TogoOHBI 00K MOKET OBITh MHTEPIIPETHUPOBAH KaK YKCIIO U3 AUANa30Ha
(0; 2X—1). Jlna kaxa0ro TAKOro Yncia M; BEIYKCISETCS BhIpaxkeHue (Ci — 3amudpo-
BaHHOE coobrienue): C; = ((m;)¢) mod n.

Heobxoaumo 100aBisiTh HyJIEBble OUTHI ClieBa B JBOMYHOE MPECTABICHUE
omoka c; 1o pasmepa k = [logz(n)] ourt.



3. Jlewugposanue
UTOoOBI MOTYYUTh OTKPHITHIN TEKCT, HEOOXOAUMO KaXKIIbIi OJIOK Jemu@poBaTh
oraensHo:  M; = ((¢;)?) mod n.

Ilpumep:

BriOpath 1Ba npocthix uncna: p = 7, q = 17.

Beraucnmute N=p - q=7 - 17 = 110.

Beraucmutes @(n) = (p—1) - (Q—1) = 96.

BeiOpath e Tak, 9To0bl ¢ ObUTO B3auMHOTIPOCThIM ¢ @(N) = 96 1 MeHbIIe, YeM
@(n): e = 5.

Omnpenenuts d Tak, 4T00bI d - ¢ =1 mod 96 u d < 96, d = 77, Tak Kak
77-5=385=4-96+ 1.

Pesynbrupyromue kioun oTKpeIThiil {5, 119} u 3akperterii kiarou {77, 119}

Hampumep, Tpebyercs 3ammupposats coodmenue M = 19: 19° = 66 (mod 119),
C = = 66. J]yna nemmndposanus Beraucisgerca 66’7 (mod 119) = 19.

BapuanTsl 3a1aHui

1. Pa3paboTaTh KOHCOJbHOE NPHIIOKEHHE I MHUPpoBaHUs/AemInppoBaHUs

MIPOU3BOJIBHBIX (pailyIoB ¢ MOMOIIBIO airopuT™Ma RSA.

2. Pa3zpabotaTh BU3yajabHOE NPUIIOKEHHE JIJIS (P POBaHUS/ AU PpPOBAHUS

U300pAKEHUH.

3. Pa3zpabotaTh Bu3yaabHOE NPUIIOKEHHE JIJIS (P POBaHUS/AenPpOBaHUS

MPOU3BOJIHHBIX (haiiiIoB.

4. Pa3paboTaTh KJIMEHT-CEPBEPHOE MPUIIOKEHHE AJIA 3alMUIIEHHONW Teperayu

¢aiinoB 1o cetu.

5. Pa3paboTarh KIMEHT-CEpBEPHOE MPUIIOKEHUE ISl 3alIMILEHHOTO OOMeHa

COOOIICHUSIMU 110 CETH.

6. PaspabotaTh BU3yalbHOE MPUIIOKEHHUE TSI UG POBAHUS/ TP POBAHUS
quCell.

7. Pa3paboTaTh KOHCOJIBHOE MPUJIOKEHUE JJISI TEHEPALIMH KITFOYEH.

8. PeanuzoBate mporpammy i mmdpoBaHus / pemmdpoBaHus TEKCTOB, pa-

6oratomyto mo anroputmy RSA. TlporpamMmma nomkna ymeTh paboTaTh C TEK-

CTOM IPOU3BOJIBHOMN JJTUHBIL.

KonrposbHbie Bompochl k npaktudeckuM 3ansarusm [131(I1K-2):

[ToHATHE aCCUMETPUYHBIX ATOPUTMOB MIU(POBAHUS

[MosicauTte cyTh padoTsl Anropurma RSA

B yem ocobennoctu muppoBanus/aemnppoBaHuIn300paskeHui?

B yem ocobennocT mudpoBanus/aemndppoBaHus MPOU3BOJIBHBIX (ailioB?

B yem ocobenHoCTH 3amMIEHHON nepeaaurdaiinos mo cetu?

B 1ueM 0c00€HHOCTH 3anUIIEHHON 3aAIEHHOI0 00MEHACOOOIIEHUSIMH IO CETHU?
B yem ocobennoctu muppoBanus/aemudpoBanus yucen’?

B ueM ocobeHHOCTH reHepaluu Kitouen?

B yem ocobeHHOCTH pabOTHI C TEKCTOM MTPOU3BOJILHON JTTHHBI?

CoNoa~wNE



Ilpakmuueckoe 3anamue No2. 3AIITUTA OT KOIIHPOBAHUA

lleJlb paﬁombl: O3HAKOMHUTBCA € BO3MOKHOCTSAMHN «IIPUBA3KHN» K XAPAKTCPH-
CTHKaM KOMIIBIOTCPA.

Teopernueckue cBegeHUs

B kauecTBe aHAIM3UPYEMBIX XapaKTEPUCTHK KOMIBIOTEPA MOTYT
UCTIOJIb30BATHCA:

1. Uadopmarust 06 UCIONIb3yeMOM OnepallmOHHON CHCTEME

2. Ims nonb30BaTens;

3. Ims komnbIOTEDA;

4. Hannuue 3ByKOBOW KapThl;

5. Hannume noaximro9eHHbIX IPUHTEPA, CKaHepa U T.1;
6. [laTa cozmanus BIOS;
7
8

. CepuitHbII HOMED IUCKa;
. XapaKTEepUCTUKH MPOLIECCOPA.
Jlnst monyueHuss MOJOOHBIX XapaKTEPUCTHK B omnepanuonHou cucreme Win-
dows ucnonsiyrorcs API-gpynkiuu u nndopmaius u3 peectpa.

APIl-pynkuun

API cokpamenno Application Programming Interface (unrepdeiic npukiaaHo-
ro nporpammupoBanusi). APl — vabop ¢yHKIMH, KOTOphIE OMEpallMOHHAs CUCTEMa
npenocrasisier nporpammucTty. APl oGecrieunBaeT OTHOCHUTEIBHO MPOCTOW MYTh
JUISL TIPOTPAMMUCTOB JIJISI MCIIOJIB30BaHUS TOJIHBIX (DYHKITMOHAIBHBIX BO3MOXKHO-
CTEU anmapaTHbIX CPEJICTB UJIU ONEPALIMOHHON CHCTEMBI.

32-pazpsanbie Bepcu Windows OOBIYHO KCHONB3YIOT OJUH M TOT K€ Habop
bynkuuii APl, XOTS UMEIOTCSI HEKOTOPBIE Pa3Iuyusl MEXIy MmiaTGopmMaMu.

[TouTtu Bce ¢yHkuMM, koTophie coctaBisitor Windows API, HaxoasTcs BHYTpu
DLL (Dynamic Link Library). Otu dll-daitnel HaxoasTcss B CHCTEMHOW ITarke
Windows. CymectByet cBboiiie 1000 ¢pynkumii API, koTopbie yCI0BHO AENSATCS Ha
YEeThIPE OCHOBHBIE KaTErOPHUU:

e paboTa c IPUIOKEHUSIMHU — 3aIMTyCK W 3aKPhITHE TIPHIIOKEHUH, 00pa-
00TKa KOMaH/I MEHIO, IEPEMEIIEHUSI U U3MEHEHHS pa3Mepa OKOH;

e TpaduKa — co3naHrue N300PAKECHUI;

e cucTeMHas HH(popMaIus — ONpeIeTICHUE TEKYIIETO JUCKa, 00beMa

namMATH, UM TCKYIICTO I10JIb30BATCIIA U T. .

e paboTa ¢ peecTpoM — MaHUMYJIAIUH ¢ peectpom Windows.
Peectp Windows

Peectp — 0a3a qaHHBIX ONEpallMOHHON CUCTEMBI, CoAepxkKaiias KOHPUryparm-
oHHble cBefieHus. [1o 3ambicity Microsoft peecTp noimkeH ObLT OJHOCTBIO 3aMe-



HUTH (Pailsibl ini, KOTOPbIE OBUIM OCTABIIEHBI TOJIBKO JJII COBMECTUMOCTH CO CTaphl-
MU IporpaMMaMH, OPUEHTUPOBAHHBIMH Ha 00Jiee paHHUE BEPCUU OTNEPaIlIOHHOM
CHUCTEMBI.

[Tepexon ot ini (aiiIoB K peecTpy MPOU3OIIEI IO TOW MPUIMHE, YTO HA ITH
(baiibl HaKJIaIBIBAETCS PSiJl CEPhE3HBIX OTPAHUYECHHM, U TJIABHOE U3 HUX COCTOUT B
TOM, UTO MpEAEbHBINA pa3Mep Takoro (aiina coctasiser 64K6.

[Ipenymnpexnenue: HUKOTa HE YAIsHUTE WIK He MEeHTe HHPOPMAIIUIO B
peectpe, eciiu Bbl He yBepeHbI UTO 3TO UMEHHO TO, YTO HY>KHO. B mpoTuBHOM ciy-
yae HEKOPPEKTHOE U3MEHEHHE JIaHHBIX MOXET MPUBECTH K COOSIM B paboTe
Windows u, B yuriem ciiydae, “HQOpMaIMIO MPUIETCS BOCCTAHABIUBATD U3 Pe-
3€pBHOM KOIWH.

Peectp umeeT cneayronryto CTpykTypy:

1) HKEY CLASSES ROOQOT. B aToM pa3zeine coaepKuTcss HHPOpMaIus O 3a-
peructpupoBaHHbIX B Windows Tumnax ¢aiioB, 4To MO3BOJISET OTKPHIBATH UX 10
JBOWHOMY IIETYKY MBIIIH, a Takke nHpopmanus 1t OLE u onepanwmii drag-and-

drop;

2) HKEY CURRENT USER. 3nech cojaepikarcs HACTPOWKH OOOJOYKH
noJjib- 30Barens (Hanpumep, Pabouero crona, mento "llyck", ...), Bomeaero B
Windows. Onu ayomupytot coaepxkumoe monapazaena HKEY USER\name, rae
name — ums moJib3oBareis, Bomeamero B Windows. Eciaum Ha KoMrmproTepe
paboTaeT OJIMH TOJIb30BaTENIb U MUCIOJIb3yeTCsl 0O0bIUHbIN BX0oA B Windows, TO
3HaueHHs pasaena oepyres u3 noapasaeaa HKEY USERS\.DEFAULT;

3) HKEY LOCAL MACHINE. DTtoT pa3men coaepXUT HWHPOPMAIHIO,
OTHO- CSUIYIOCS K KOMIBIOTEPY: JpallBephbl, YCTAHOBJIECHHOE MPOTrPaMMHOE
oOecrieuyeHne Nero HaCTPOUKH;

4) HKEY USERS. Coxepsxut HacTpoiiku o6omouku Windows 1j1st BCeX MOJIb-
3oBarened. Kak Obu10 cka3aHO BBIIIE, MMEHHO U3 ATOTO pasjiena HHPOpMaIHs KO-
nupyercs B paznen HKEY CURRENT USER. Bee usmenenus 8 HKCU (cokpa-
mieHHoe Ha3Banue pazgena HKEY CURRENT USER) aBromatudecku nepeHOCST-
ca B HKU;

5) HKEY CURRENT CONFIG. B atom pazaene coaepKuTcst HHGpOpMaIus o
KoH(purypauuu ycrpoiictB Plug&Play u cBeneHus o KoHQUrypalum KOMIIbIOTEPA C
NEPEMEHHBIM COCTABOM alapaTHbIX CPEICTB;

6) HKEY DYN DATA. 31ech XpaHsATCs JMHAMHYSCKHEC JAHHBIC O COCTOSTHUM
Pa3IMYHBIX YCTPOMCTB, YCTAHOBIIEHHBIX HAa KOMITbIOTEpPE MOIb30BatTens. MiMenHo
CBEJICHMS 3TOM BETBU 0TOOpakaroTcs B okHe "CBoiicTBa: Crucrtema" Ha BKIIAJIKE
"Verporicta, Bei3piBaeMoro u3 [lanenu yrpasiienus. J[anHble 3TOro paszaena u3-
MEHSIOTCSI CAMOU OTIEPAITMOHHON CUCTEMOM, TaK YTO PEeaKTHPOBATH YTO-THOO
BPYUYHYIO HE PEKOMEHYETCS.

IIpumepsl nmpoueayp u PyHKIUiA, onpenesilONIuX NapaMeTpbl KOMIbIO-

Tep
a OmnpenesieHne BepcUu ONMEPANUOHHON CHCTEMBI

BOOL DisplaySystemVersion()
{



OSVERSIONINFOEX osvi;
BOOL bOsVersionInfoEx;
ZeroMemory(&osvi, sizeof(OSVERSIONINFOEX));
osvi.dwOSVersionInfoSize = sizeof(OSVERSIONINFOEX);
If( '(bOsVersionInfoEx = GetVersionEx ((OSVERSIONINFO *) &osvi)) )
{

osvi.dwOSVersioninfoSize = sizeof (OSVERSIONINFO);

if (! GetVersionEx ( (OSVERSIONINFO *) &osvi) )

return FALSE;

¥

switch (osvi.dwPlatformld)
{
case VER_PLATFORM_WIN32_NT:
if (osvi.dwMajorVersion <=4)
printf("Microsoft Windows NT ");
if (osvi.dwMajorVersion == 5 && osvi.dwMinorVersion ==0)
printf ("Microsoft Windows 2000 ");
if( bOsVersionInfoEx )

{
if (osvi.wProductType == VER_NT_WORKSTATION )

{

if (osvi.dwMajorVersion == 5 && osvi.dwMinorVersion == 1)

printf ("Microsoft Windows XP ");

if( osvi.wSuiteMask & VER_SUITE_PERSONAL )
printf ( "Home Edition ");
else
printf ( "Professional " );
¥

else if ( osvi.wProductType == VER_NT_SERVER)
{
if (osvi.dwMajorVersion == 5 && osvi.dwMinorVersion == 2)
printf ("Microsoft Windows .NET ");

if( osvi.wSuiteMask & VER_SUITE_DATACENTER)
printf ( "DataCenter Server " );
else if( osvi.wSuiteMask & VER_SUITE_ENTERPRISE )
if( osvi.dwMajorVersion ==4)
printf ("Advanced Server " );
else
printf ( "Enterprise Server " );
else if ( osvi.wSuiteMask == VER_SUITE_BLADE)
printf ("Web Server " );
else
printf ( "Server "),



b
b
else
{
HKEY hKey;
char szProductType[BUFSIZE];
DWORD dwBufLen=BUFSIZE;
LONG IRet;
IRet = RegOpenKeyEx( HKEY_LOCAL_MACHINE,
"SYSTEM\\CurrentControlSet\\Control\\ProductOptions",
0, KEY_QUERY_VALUE, &hKey);
if( IRet 1= ERROR_SUCCESS)
return FALSE;
IRet = RegQueryValueEx( hKey, "ProductType", NULL, NULL,
(LPBYTE) szProductType, &dwBufLen);
if( (IRet I= ERROR_SUCCESS) || (dwBufLen > BUFSIZE) )
return FALSE;
RegCloseKey( hKey );
if (Istrcmpi( "WINNT", szProductType) ==0)
printf( "Professional " );
if (Istrcmpi( "LANMANNT", szProductType) ==0)
printf( "Server " );
if (Istrcmpi( "SERVERNT", szProductType) ==0)
printf( "Advanced Server ");

}

if (osvi.dwMajorVersion <=4)
{
printf ("version %d.%d %s (Build %d)\n",

osvi.dwMajorVersion,
osvi.dwMinorVersion,
osvi.szCSDVersion,
osvi.dwBuildNumber & OxFFFF);

}

else
{
printf ("%s (Build %d)\n",
osvi.szCSDVersion,
osvi.dwBuildNumber & OXFFFF);
¥
break;
case VER_PLATFORM_WIN32_WINDOWS:
if (osvi.dwMajorVersion == 4 && osvi.dwMinorVersion == 0)
{
printf ("Microsoft Windows 95 ");
If (osvi.szCSDVersion[1] =="'C' || osvi.szCSDVersion[1] =='B")
printf("OSR2 " );



}

if (osvi.dwMajorVersion == 4 && osvi.dwMinorVersion == 10)
{
printf ("Microsoft Windows 98 ");
if (osvi.szCSDVersion[1] =="A")
printf("SE " );
¥

if (osvi.dwMajorVersion == 4 && osvi.dwMinorVersion == 90)

{

printf ("Microsoft Windows Millennium Edition ");

}
break;

}
return TRUE;

}

OnpenesieHue CEPUNHOTO HOMEpPA pa3aesa IUCKa

TCHAR szVolName[256];

DWORD dwNum;

DWORD dwMaxComSize;

DWORD dwkFlags;

TCHAR szFS[256];

BOOL bRes;

bRes = GetVVolumelnformation ( "c:\\", szZVolName, sizeof(sz\VVolName),
&dwNum, &dwMaxComSize, &dwFlags, szFS, sizeof(szFS));

OnpeaeneHue UMEHH KOMIIBIOTEPA

const int WSVer = 0x101;

WSADATA wsaData;

char Buf[128];

if (WSAStartup(WSVer, &wsaData) == 0)

{
gethostname(&Buf[0], 128);

MessageBox(0, Buf,0,0);
WSACleanup;
by

Onpezle.ﬂelme HMCHM IMOJIB30BaTEJIdA

char bufferflUNLEN+1];
DWORD size;
size=sizeof(buffer);
GetUserName(buffer,&size);
Onpenenenue Bepcuu BIOS
LPSTR GetSystemBiosVersion()

{
HKEY hKey;



LONG Resl, Res2;

DWORD cData=255;
TCHAR SystemBiosVersion[255]={"\0'};

Res1=RegOpenKeyEx(HKEY_LOCAL_MACHINE,"HARDWARE\DESCRIPTI

ON\System",NULL, KEY_QUERY_VALUE, &hKey);
if(Res1==ERROR_SUCCESYS)

{

Res2=RegQueryValueEx(hKey,"SystemBiosVersion",NULL,NULL,...

(LPBYTE)SystemBiosVersion,&cData);
if(Res2==ERROR_SUCCESYS)

{

for (const char* p = SystemBiosVersion; *p; p += strlen(p)+1)
{
printf("%s\n", p);
}

return SystemBiosVersion;

}

else

{
MessageBox(NULL,"RegQueryValueEx:
SystemBiosVesion","ERROR",MB_OK);
return NULL;

k
}

else

{

MessageBox(NULL,"RegOpenKeyEXx:
SystemBiosVersion","ERROR",MB_OK);
return NULL;

b
RegCloseKey(hKey);
¥

OnpenesieHue 4acToThl nmpoueccopa (cmocod Nel)

double CPUSpeed(void)

{
DWORD dwTimerHi, dwTimerLo;

asm

{
DW 0x310F

mov dwTimerLo, EAX
mov dwTimerHi, EDX

}



Sleep (500);

asm

{
DW 0x310F
sub EAX, dwTimerLo
sub EDX, dwTimerHi
mov dwTimerLo, EAX
mov dwTimerHi, EDX

}
return dwTimerLo/(1000.0*500);

}

3ananue Ha J1a00paTOPHYIO padoTy
Pa3paboTaTh nporpamMmy, pean3yronlyro IpUBsA3KY K KOMIBIOTEPY, UCIIONb3Ys
COBOKYITHOCTb XapaKTEPUCTUK COTJIACHO BapUaHTy 3aJaHusl. JJoOUThCsa TOro, 4To0bI

IIporpaMma HEC 3allyCKaJIaCb Ha APYI'OM KOMIIBIOTCPC.

Taoauna 1. Bapuantsl 3a1aHui

Ne Bapu- XapaKTEepUCTUKHU
aHTa

1 Cepwuitablii HOMep paszzena skectkoro nucka, MAC-aapec cereBoii
KapThl

Wupopmanus u3 peectpa, TAKTOBasi 4aCTOTa IpoLeccopa

Bepcus onepanmonnoit cucremsr, MAC-anpec ceTeBoii KapThbl

Nwms monp3oBarenisi, CEpuMHbBIA HOMEP pa3jielia )KEeCTKOro JUCKa

HasBanue kommbroTepa, nHGOpMalus U3 peectpa

Bepcus BMOC, ums nosib3oBaTes

CepuliHblid HOMED pa3jieiia KEeCTKOrO IUCKA, UMS MOJIb30BATENS

Wms mosib30BaTelis, TAKTOBAs 4acToTa Mpoleccopa

OO N OIPWN

MAC-aapec ceTeBoit KapThl, TAKTOBasl YacTOTa Ipolieccopa

Kontpoabubie Bonpocsi [132(ITK-2):

UTo MOXKET UCIONB30BaThCA B KAYECTBE aHATM3UPYEMBIX XapaKTePUCTUK KOMITbIoTepa?
Urto takoe API-¢pynkiun?

Uro takoe Peectp Windows?

[TpuBeauTe mpuMepsI porieyp U GYHKINN, ONPEACTISIONIAX TapaMeTPbl KOMITBIOTEPa
Kak onpenenuts Bepcuio OnepaioHHON CHCTEMBbI?

Kaxk onpenenuts nms koMmberotepa?

Kak ompenenutb uMs monap3oBarens?

Kak onpenenuts gacToTy npomeccopa?

ONoGaRwWdE




Ilpakmuueckoe 3anamue No3. 3AIIIUTA OT IIOBOYHOI O JIEKTPOMATHUTHOI O
H3JIYYEHHUA H HABO/]IOK BH/IbI LITU®POB.

[ToOouHbIe U3MYyYEHUS] — 3TO PAAMOU3ITYUYEHUS, BOSHUKAIOIINE B Pe3yJbTaTe
JIOOBIX HETMHEWHBIX MPOIIECCOB B PAJAUOAIEKTPOHHOM YCTPOICTBE, KpOME MpoIiec-
coB mMonyssanuu. [ToGouHble U3 TyYyeHUs BOZHUKAIOT KaK Ha OCHOBHOM 4acTOTE, Tak
Y Ha rapMOHHUKAaX, a TaKKe B BUJIE UX B3aUMOJeUCTBUS. Paguonsnyyenue Ha rapmo-
HUKE — 3TO M3JIyYEHHUE Ha YacTOTe (4acToTax), B II€JI0€ YUCIIO pa3 OoJibllIel YacTo-
Thl OCHOBHOTO U3NyudeHus. Pajuounsnydenne Ha cyOrapMOHHKAX — 3TO W3JIy4YCHHE
Ha YacTOTax, B LI€JI0€ YKHCIIO Pa3 MEHbBIIKUX YaCTOThl OCHOBHOTO u3inyuyeHus. Komou-
HAIlMOHHOE U3ITyYE€HHE — 3TO U3TYyYEHUE, BOSHUKAIOIIEE B pe3yibTaTe B3auMOJCii-
CTBUS Ha JMHEHHBIX 3JIEMEHTAX PAJIUOAIEKTPOHHBIX YCTPOMCTB KOJEOaHUI Hecy-
1€l (OCHOBHOM) YaCTOTHI M MX TAPMOHUYECKHUX COCTABJISIOLIUX.

Kak u3BecTHO, 100asi mepenaya 3JEKTPUUYECKOIO CUTHAJIA COMPOBOXKIAAECTCS
AJIIEKTPOMArHUTHBIM M3Jy4Ye€HHUEM. EcCIu 31eKTPOMArHWTHBIA CUTHAJI caM HE HC-
MOJIB3YeTCAd KaK HOCUTENb MH(GOpMalUU (paJuOBOJHBI), TO MOJ00HOE H3JIy4YEHUE
OKa3bIBAETCA KpallHEe HEKeJIaTeIbHbIM C TOYKH 3peHHs Oe30nmacHOCTH. «B pycckos-
3bIYHOM CIELHUATM3UPOBAHHON JIUTEpaType HUcnosb3yercs omnpeaenenue «llodou-
HBIE 3JIEKTPOMAarHuTHele u3inydeHust u HaBogkum» (II9MUH). 3a pybexxom momib3y-
totcs abopesuatypoit TEMPEST (cokpamienue ot Transient Electromagnetic Pulse
Emanation Standard) wiuM TOHATHEM  «KOMIIPOMETHUPYIOIIME  H3ITYYCHHSD
(compromising emanations)» . Bo Bcex ciaydasx pedb AT UCKIIOYUTEIHHO O Ta-
KOM SIBJICHUH, KaK MEPEXOHBIC AIEKTPOMAarHUTHBIE UMITYJIbCHBIE U3ITydYeHHs pado-
TaIOUIEH paJlol’IEKTPOHHOMN anmnapaTyphl.

[To npaBne roBopsi, A MBITIUBOTO UCCIIEAOBATENS U3YYEHHE MPOOJIEMBbI I0-
OOYHBIX M3TYYEHUN MOXKET MPEBPATUTHCS B MOTpsAcCAOMMA AeTekTuB. OnHA UCTO-
pus yero crout! Ha camy npoonemy [I9MIUH BrnepBble 00patuiin BHUMaHUE €UIE B
20-x romax mpoILIOro BeKa, B XOA€ pa3padOTKH apMEHCKUX CPENICTB TeIe(POHHON U
paauocBs3u. [lonHoMacmTabHble (HO 3aKpBITHIE) MCCIEIOBAHUS MOOOYHBIX «KOM-
IPOMETHUPYIOIINX)» IEKTPOMArHUTHBIX M3TYYCHH HA4YaJuCh TOJBKO B KoHIE 40-x
- Hayasne 50-x rogoB. Ilpuyem 3TO TOT camblil ciaydaid, KOrga NPaKTUYECKHE U3bI-
CKaHUs JJaXke Oleperkaln TEOPETHUECKYIO YacTh IPpoOsieMbl. BOT TOIbKO HECKOJIBKO
HauboJiee N3BECTHBIX HCTOPUUYECKUX TPUMEPOB.

C konna 80-x roJIoB OXOTHHKHU 3a UyKUMH CEKPETAMH YaCTO MEPEXBATHIBAIOT
U300pakeHHe MPSIMUKOM C KOMIIBIOTEPHBIX MOHUTOPOB IPHU MOMOILM BEChMa He3a-
MBICJIOBATOTO YCTPOMUCTBA - OOBIYHOIO OBITOBOTO TEJIEBU30Pa, B KOTOPOM CHHXPO-
HU3aTOPhI 3aMEHEHBI TEHEPATOPaMHU, MEPEeCTpauBaeMbIMU BPYUYHYIO.

Oco3HaHuEe OMAaCHOCTH MOOOYHBIX JIEKTPOMArHUTHBIX M3JIYYEHHU MPHUBEIO K
TOMY, YTO B HalllM JHU MPABUTEIIbCTBEHHBIEC CIY>KObI UCIOIB3YIOT JOPOTOE METal-
JMYECKOE IKPAHUPOBAHUE OTACIIBHBIX YCTPONCTB, MOMEUIEHUH, a HHOTAA U OTIENb-
HBIX 31aHui. OJTHAKO Ja)xe JJI1 BHYTPEHHUX 3KPAHUPOBAHHBIX MOMEUIEHUH CyIlle-
CTBYET NMPUHIUN pa3iesieHus: 000pyJOBaHMs HA TaK Ha3bIBAEMOE «KPaCHOE» U



«aepHoe». «KpacHoe» o0opymaoBaHue, UCTIOIb3yeMoe Il 00padoTKu KOH(pHUICHIH-
anbHON MH(pOpMalK (HanpuMep, MOHUTOPHI), TOKHO OBITH U30JIMPOBAHO (PHIIBT-
paMu M 3KpaHaMH OT «YE€pHOro» (Hampumep, paauoMOIEMOB), KOTOPOE MEpPEAAeT
JaHHbIE 0e3 rpuda «CeKPETHOY.

«Ouenouno, no kanaiy [IDMUH (mo6oYHBIX 31EKTPOMATHUTHBIX U3ITYYCHHM
Y HaBOJIOK) MOKET OBITh IepexBadeHo He Oosiee 1-2 MpoIeHTOB JaHHBIX, XPAHUMBIX
U 00pabaTbIBaeMbIX Ha MEPCOHATBHBIX KOMIBIOTEPAX U IPYTHX TEXHUYECKHX Cpea-
crBax nepefaun uHGopmarmu (TCIIN)» . Ha nmepBbiid B3I MOXET MOKa3aThCs,
YTO 3TOT KaHaj JEHCTBUTEIBHO MEHEE ONACEH, YEM, HAIPUMEpP, AKyCTHUYECKUH, 110
KOTOPOMY MOKET Mpou3ouTH yreuka a0 100% peueBoil mHpOpMaAIUM, MUPKYIU-
pyromieit B noMemeHuu. OaHaKo, HENb3s 3a0bIBaTh, YTO B HACTOSLIEE BPEMS MpaK-
TUYECKH BCsl MHGpOpMaIus, cojepKalias rocyJapCTBEHHYIO TailHy WJIH KOMMepYe-
CKHE€, TEXHOJOTMYECKHE CEKPEThl, MPOXOAUT 3Tanm 0O0pabOTKM Ha MEPCOHAIBHBIX
koMmrbtoTepax. Crnenuduka kanaisa [I9MMH Takoa, yTo Te camble JBa MPOLIEHTA
uH(pOpMallnK, YS3BUMbIE JJI1 TEXHUYECKUX CPENICTB NEpexBaTa - 3TO JaHHbIE, BBO-
JUMbIE C KJIaBHATypbl KOMIIBIOTEPA WIIM OTOOpaskaeMble Ha AUCILIEE, TO €CTh, apa-
JIOKCAJIbHO, HO BECbMA 3HAYMTEIbHAS YacThb CBEACHUH, MOMJIEKAIIMX 3aLIUTE, MO-
YKET OKa3aThCsl TOCTYITHA JUIS Uy KUX IJ1a3.

TpanuuuonHo cuntaercs, yto nepexsat [[IDMUH u BelaeneHne nojie3Hon UH-
dbopmanuu - BecbMa TPyAOEMKas U JOPOTroCTosIIas 3aaaya, TpeOyrolas npuMeHe-
HUS CJIOXHOM CIeMAIbHON TEXHUKU. MeTOANKN KOHTPOJS 3PPEKTUBHOCTH 3alllH-
Tbl 00BEKTOB MH(POPMATH3ALMU CO3/IaHbl B pacyeTe Ha MCIOJIb30BAaHUE MPOTHUBHU-
KOM TaK Ha3bIBa€MbIX ONTUMAJbHBIX MPUEMHHUKOB. Bo BpeMeHa, Korja 3Tu AOKY-
MEHThI pa3padaTbIBaIUCh, IPUEMHBIE YCTPOICTBA, MPUOIMKAIOIIUECS 10 CBOUM Xa-
PaKTepUCTUKAM K ONTHUMAJIbHBIM, ObUIM T'POMO3JIKHUMH, BECHJIM HECKOJIBKO TOHH,
OXJIQKIAJUCh KUAKAM a30TOM... SICHO, YTO MO3BOJIUTH ceOe MOJOOHBIE CpEeACTBa
MOTJIY JIMIIb TEXHUYECKUE PA3BEAKN BBICOKOPA3BUTHIX rocynapcTs. OHU ke U pac-
CMaTPHUBAJINCh B KAYECTBE IJIABHOTO (M €/1Ba JIM HE €IMHCTBEHHOI'0) IPOTUBHUKA.

2. 3amuTa OT NOOOYHBIX U3JIyYeHUd U HABOJIOK

2.13BecTHO ABAa OCHOBHBIX METO0/1a 3allIUTHI: AKTUBHBIN U MAaCCUBHBII.

AKTHUBHBII METOJ| MPEANOJIaracT NMPUMEHEHHE CHELUUaJIbHBIX IIHPOKONOJIOC-
HBIX NIEPEaTYNKOB IOMEX. METO XOpOoUI TEM, YTO YCTPAHSETCS HE TOJIBKO yrpo3a
yTeuKd MH(OpMalMU 10 KaHajiaM MOOOYHOr0 M3JIy4E€HHsI KOMIIbIOTEpa, HO U MHO-
rue Apyrue yrpossl. Kak npaBuiio, CTaHOBUTCS HEBO3MOXHBIM TAKXE U IPUMEHE-
HUE 3aKJIaJIHBIX NOJCIYIINBAONIMX YCTPOUCTB. CTAaHOBUTCS HEBO3MOXHOM pa3Bes-
Ka C HCIIOJb30BAHUEM H3YyUYEHHUs BCEX APYIMX YCTPOICTB, PacHoJIO)KEHHBIX B 3a-
HIMIaeMoM nomenieHud. Ho 3ToT MeTon umeer u HegocTaTku. Bo-nepBsIx, 1ocTa-
TOYHO MOILHBII UCTOYHUK U3TyYEHHs] HUKOTJA HE CUMTAJICS TMOJIE3HBIM IS 3710PO-
Bbsl. BO-BTOpBIX, Hajguuve MACKUPYIOLIErO0 H3JIyYEHHS CBHUAETENbCTBYET, UTO B
JJAaHHOM TIOMEIIEHHUU €CTh CEPhE3HBbIE CEKPEThl. ITO caMmo Mo cebe OyaeT MmpuBIie-
KaTh K 3TOMY IOMEUIEHUIO TOBBIIIEHHBIN MHTEpEC BallMX HeaoOpoxenareneil. B-
TPEThUX, MPU ONPEACICHHBIX YCIOBUSIX METO] He 00eCreuynBaeT rapaHTUPOBAHHYIO
3alUTy KOMIIBIOTEPHON HHPOpPMALIUU.

O0oux THX HEJOCTATKOB JIMIIEH MAaCCUBHBIA METOJ. 3aKJII0YaeTCsi OH B dKpa-
HUPOBAaHUU UCTOYHHMKA U3ITy4YeHHS (0padOTKa KOMIIbIOTEpA), pa3MEUIeHUH UCTOY-
HUKa M3NMy4deHus (KOMIbIOTEpa) B IKPAaHUPOBAHHOM IIKady WM B SKPAaHUPOBAHUU
NOMEIIEHHUS 1eIMKOM. B 1enoM, KoOHeuHO, JUisl 3aIlluThl UH()OpPMAIMKU MPUTOIHbI



oba metona. Ho mpu onHOM ycloBHM: €Cli y Bac €CTh MOATBEPKIACHHE TOTO, YTO
MPUHSTHIE MEPHI JEHCTBUTEIHLHO 00ECIIeUnBaIOT TpeOyemyro 3 (EKTUBHOCTH 3allu-
THI.

[IpumeHsis akTUBHBIA METOJl, TO UMEWTE B BHUIY, UTO YPOBEHb CO3/1aBAEMOIO
MCTOYHHUKOM IIIyMa M3JIYy4YEHUs HUKAaK HE MOXKET ObITh paccuuTaH. B ogHO# Touke
MPOCTPAHCTBA YPOBEHb U3ITYYEHUSI UCTOYHUKA TIOMEX MPEBBIIIACT YPOBEHb U3ITyUe-
HUSI KOMITBIOTEPA, a B IPYTOi TOUKE MPOCTPAHCTBA WM HA JIPYrOl 4acTOTE 3TO MO-
XKeT U He obecrieunBaThes. [103TOMy moce yCTaHOBKM MCTOYHUKOB IIIyMa HE00Xo-
JIUMO TIPOBEACHUE CIIOKHBIX U3MEPEHUI TI0 BCEMY MEPUMETPY OXpaHsIEeMOW 30HbBI U
1t Bcex yacTtoT. [Ipouenypy mpoBepku HEOOXOIMMO MOBTOPATH BCSIKUH pa3, Kornaa
BbI IIPOCTO M3MEHWIN PACIHOJIOKEHHE KOMITBIOTEPOB, HE TOBOPSA YK 00 yCTaHOBKE
HOBBIX. DTO MOXXET OBITh HACTOJBKO JAOPOTO, YTO, HABEPHOE, CTOUT MOAYMAaTh U O
JIPYruX crnoco0ax.

Ecnu Takue n3mepeHust He MpOBOAMIMCH, TO 3TO Ha3bIBACTCS IPUMEHUTH MEPbI
3alUThl «HA BCSAKUM ciydai». Kak mpaBuio, Takoe peleHue Jaxe XyKe, 4eM pe-
HIEHUE HE MpeANpUHUMAaTh HUKaKuX Mep. Benp OyayT 3aTpadensl cpeacTBa, Bce Oy-
IOyT CUUTATh, YTO MH(POpMAIUs 3alUILEHA, a pealbHas 3allliTa MOKET BOBCE U HE
o0ecreurnBaThCs.

Kakum Obl IyTeM Bbl HU LUIH, 00513aTEIbHBIM YCIOBUEM 3aLUTHI ABIISETCS I10-
Jy4eHHe JOKYMEHTaJIbHOTO MOATBEPKIeHUS d3PHEKTUBHOCTH MPUHATHIX MEp.

Ecnu sT0 ciennansHOE 000py0BaHNE TOMEIIEHHS (3KpaHUPOBAaHUE, YCTAHOB-
Ka T'eHEepaTOpOB IIIyMa), TO JAETAIBHOMY OOCJIEAOBAaHUIO MOJJICKUT OUYCHb OOJIbIIas
TEpPPUTOPHS, UTO, KOHEUYHO, HEJEIIEeBO. B HacTosiee BpemMsi Ha PhIHKE CPEICTB 3a-
IIMTHI MIPEANIAral0T 3aKOHYEHHBIC M3/ENHUS - SKPAHUPOBAHHBIE KOMHATHI U OOKCHI.
Onu, 0€3yCIIOBHO, OYEHb XOPOIIO BBHINOJHAIOT CBOM (DYHKLUHUU, HO U CTOAT TOXKE
OYE€Hb XOPOIIIO.

[ToaToMy B HalIMX yCIOBHUSIX PEAJbHBIM OCTAeTCs TOJIBKO 3KpaHUPOBAHUE ca-
MOT0 MCTOYHMKA M3JIy4eHUs - KoMmIibrorepa. [Ipuuem skpaHupoBaTh HEOOXOIMMO
BCe. Y HEKOTOPBIX CHayajia Jla)ke BBI3bIBAET YJBIOKY TO, UTO Mbl SKpaHUpPYEM, Ha-
IpUMEp, MBIIIb BMECTE C €€ XBOCTUKOM. HUKTO HE BEpUT, YTO U3 JBUKEHHS MBILLIU
MO’KHO BBIYJIUTh MOJIE3HYI0 MH(POpPMAIUIO. A s TOXKE B 3TO HE Bepro. MpIlb 3kpa-
HUPYETCS 110 TOM MPUYMHE, YTO XOTS OHA CaMa, MOKET, U HE SABJISETCS UCTOUHUKOM
uHGOpMaIlMK, HO OHa CBOMM XBOCTHUKOM TOJKIIOYEHA K CHCTEMHOMY OJIOKY. DTOT
XBOCTHUK SIBJISIETCS] BEJIMKOJICTTHOM aHTEHHOM, KOTOpasi M3NydaeT BCe, YTO TeHEPUpy-
eTcst B cucTeMHOM Osoke. Eciii Xopomio 3a’skpaHupoBaTh MOHUTOP, TO TAPMOHHUKHU
BUJICOCHUTHAIA MOHUTOpPA OYAYT M3Iy4daThCsl CHCTEMHBIM OJIOKOM, B TOM YHCJE U
Yyepe3 XBOCTHK MBIIIH, TOCKOJIbKY BHICOCHUTHAJIBI BHIPAOATHIBAIOTCS BUICOKAPTON B
CUCTEMHOM OJIOKE.

JlecsTh J€T Ha3aj] SKPaHUPOBAHHBIM KOMIIBIOTEP BBITJISAET HACTOJIBKO YPOJI-
JMBO, YTO HU OJWH COBPEMEHHBIN PyKOBOJIUTEIb HE CTad Obl €ro MOKYIaTh, Jaxe
€CJIM ATOT KOMITbIOTEP BOOOIIE HUYETO HE U3ITy4aeT.

CoBpeMEeHHBIE K€ TEXHOJIOTUM OCHOBAaHBI HA HAHECEHUHU (HAmpuMep, Harblje-
HUM) Pa3IMYHBIX CHEIHAIBHBIX MAaTEPHAIOB HA BHYTPEHHIOI MOBEPXHOCTH CYIIIE-
CTBYIOIIETO KOPITycCa, MOPTOMY BHEIIHWHA BHJ KOMITbIOTEpA MPAKTHUECKUA HE U3ME-
HSIETCS.

DKpaHUPOBAHUE KOMIIbIOTEPA JakKe ¢ MPUMEHEHHUEM COBPEMEHHBIX TEXHOJIO-
TH - CIOXHBIN Mpouecc. B u3nydeHun ogHOro 3yeMeHTa mpeodiagaeT AIeKTprude-



CKas COCTaBJAIOLIasl, @ B M3JyYEHUU JPYroro — MarHuTHas, CIEA0BATEIbHO HEOO-
XOJUMO IPUMEHATh pPa3Hble MaTepHalbl. Y OJHOTO MOHUTOpPA 3KpaH IUIOCKHM, Y
JIPYroro - UWJIMHAPUYECKHM, a Y TPEThEro ¢ AByMs paguycamu KpuBH3HBL. Ilo3Tomy
pealbHO A0pabOTKa KOMIIBIOTEpA OCYLIECTBIIIETCS B HECKOJIBKO 3TanoB. Brauane
OCYILECTBIIIETCSl  CIELUCCIEOBAHNE COOpaHHOro KoMmmbioTepa. Omnpenenstorcs
4acTOThl U YPOBHU u3iydeHus. [locie 3Toro uayr 3ramnbl aHaau3a KOHCTPYKTHBHOIO
UCITOJIHEHHSI KOMITBIOTEPA, Pa3padOTKU TEXHUYECKUX TpeOOBaHUM, BHIOOpAa METOAOB
3alIUTHl, Pa3pabOTKH TEXHOJOTHYECKUX PEIIeHUH U pa3padOTKU KOHCTPYKTOPCKOMU
JOKYMEHTAllMu JUIsl JaHHOI'O KOHKPETHOTO M3Aenus (WiIM NapTUU OJHOTUIIHBIX W3-
nenuit). Ilocne sToro uspenue mocrynaeT COOCTBEHHO B IPOU3BOJCTBO, TIE U BbI-
HOJIHAIOTCA pabOThl MO 3aIIUTE BCEX 3JIEMEHTOB KommbioTepa. Ilocie 3toro B 004-
3aTE€JIbHOM MOPSAJKE MPOBOAATCA CHELUCHBITAHUS, MO3BOJISIONINE MOATBEPAUTH (-
(EeKTUBHOCTh MPUHATHIX pewmeHuil. Ecnm crneuucnbpiTaHus OpOUUIM YCIEIIHO, 3a-
Ka34MKy BBIIAETCA JTOKYMEHT, JAIOIIMM YBEPEHHOCTb, YTO KOMIIBIOTEDP 3allMILEH OT
yTeUKd MH(OPMAIIMH 110 KaHAJIaM MOOOYHOT0 paIuON3TyYEHHU.

Kommnekryromue mns c6opku [IK mocraBistores uz-3a pydexka. C nepuogud-
HOCTBIO 3-6 MecCslEeB NMPOUCXOAUT U3MEHEHHE MX KOHCTPYKTOPCKUX PEIIECHUM, TeX-
HUYECKHX XapaKTepUCTHK, (opmMm, radaputoB u KoHpurypanuii. CrenoBaTelbHO,
TEXHOJIOTHsI, OpPUEHTHUPOBAaHHAs Ha 3aluTy Kaxiaod Hood monenu [IK, TpeOyer
BBICOYAWIIE MAaHEBPEHHOCTH IPOU3BOACTBA. IIpM 3TOM BO3MOXKEH BapuUaHT HM3rO-
TOBJICHUS U3 MeTajla Habopa yHUBEPCaJbHBIX KOPIYCHBIX M3JEIUM U pa3MelIeHUs B
Hux kommiuektyromux [IK, a Ttaxke mnepudepuilHblx YCTpOWCTB 3apyOeKHOro
npou3BoAcTBa. HegocTatkom 3TOro moaxoaa sIBJASETCA TO, UTO OH NMPUEMIIEM TOJb- KO
JUTSl TIOJIATOHHOTO WJIM KaTacTpopOoyCTOMYMBOrO UCHOJIHEHUS. J[pyroil BapuaHT - 3TO
BbI00p KoMIUIekTyromux a1 [1K u3 6onpioro konnyecTsa OAHOTUIIHBIX U3€- JIUH 10
NPU3HAKY MUHUMAJIbHON H3JIy4aTeIbHOM CIIOCOOHOCTH. DTOT BapHaHT HE- 00XOJIMMO
paccMaTpuBaTh Kak Henpo(ecCHOHaNbHBIM NOAXOA K MpodlieMe, TaKk Kak OH
IPOTUBOPEYUT HOPMATUBHOM JTOKYMEHTALIUH.

2.2 AKTUBHBIH MeETOJ 3alIMThl KOMIbIOTEPHOU HHPOPMANHUU OT
yreuku mo [I9MHUH.

BapuaHT 3amuThl KOMIBIOTEPHOUW WHGOpPMAIIMU METOJOM 3alryMjeHus (pa-
JMOMAaCKUPOBKH) MPEAIOIaraeT HUCMOJb30BaHHE T€HEPAaTOPOB IIyMa B IMOMEIICHHH,
I7Ie YCTaHOBJICHBI Cpe/IcTBA 00Pa0OTKU KOHPUISHIIMAIBLHON HH(OPMAIIUH.

Ob6ecnieunBaeTCs 3alTyMJICHUE CIISAYIOIMMU TUTIAMU T€HEPATOPOB.

I'enepaTop myma SEL SP-21 "bappukana"




Cucrema mpOCTPAaHCTBEHHOT'O 3JIEKTPOMArHUTHOIO 3alllyMIICHHsI (CHCTEMa ak-
tuBHOM 3anmThl) SEL SP-21B1 'Bappukana’ npenHasHaueHa i MpeaylpeKIeHUs
nepexBaTa MHPOPMATUBHBIX MOOOYHBIX 3JIEKTPOMArHUTHBIX H3IIYYEHHH U HaBOJOK
npu o0paboTke WH(GOPMALMK OrPAaHUYCHHOTO PACHpPOCTPAHEHHUS B CPEICTBaX BBI-
YUCIIUTEIBHON TEXHHUKHU. Y CTPOMCTBO I€HEPUPYET LMIMPOKOMNOJIOCHBIM IIYMOBOU

9JICKTPOMArHUTHBIA CHTHAI W OO0CCIICYMBACT MACKHUPOBKY IOOOYHBIX 3JICKTpOMAr-
HUTHBIX M3JIYYCHHH CPEICTB O(PUCHOW TEXHUKH, 3alIUTy OT IOACITYITHBAIONINX
YCTPOMCTB, IEepenalomux HH(QOPMAIHMIO 1O paauoKaHaTy (HEKBapIIOBAHHBIX, MOII-
HOCTBIO J10 5 MBT).

OTnMunTeIbHBIE OCOOCHHOCTH: MAajora0apMTHOCTh M HAJMYUE JIBYX TEJICCKO-
MUYCCKUX AHTCHH ITO3BOJISIOT OINEPATUBHO YCTAaHABIMBATh CHCTEMY M OOOMTHCH Oe3
IIPOKJIAJIKKM PAaMOYHBIX aHTCHH IO IEPUMETPY IOMEIICHHH; BO3MOKHOCTb ITUTAHUS OT
aKKyMYJISITOPOB ITO3BOJISICT HCIIOJIB30BaTh CHCTEMY BHE IOMEIICHUH (Hampumep, B
aBTOMOOMIIC).

I'enepatop myma SEL SP-21B2 "Cnektp"

OOecnieunBaeT 3alIMTy OT YT€YKH MH(MOpPMAIUU 32 cUET NOOOYHBIX U3IYYEHUH U
HAaBOJOK CpEACTB O(DHCHOW TEXHMKM M TPH HCIOIb30BAHUM MUHHUATIOPHBIX pa-
JTUOTICPEIAIOIINX YCTPOMCTB MOITHOCTRIO 710 20 MBT.

OTnuyuTenbHble 0COOCHHOCTHU: UCMOJIb30BAaHUE JIBYX TEIECKOIWYECKUX aH- TEHH
1t GOPMUPOBAHUS PAaBHOMEPHOI'O IIYMOBOI'O CIIEKTpPa; BO3MOXKHOCTh IMHUTA- HUS OT
aKKyMYJISITOpa aBTOMOOMJIS.

I'enepatop myma "Paguuna-SHU"

[[InpokonosoCHbI MCKpOBOW reHeparop 'PaBHuHa-5M1" mnpenHazHaueH s
MAaCKHUPOBKU TOOOYHBIX 3JIEKTPOMATHUTHBIX M3JIyYEHHUH MEPCOHANBHBIX KOMIIBIOTE-



pPOB, pabOUYMX CTAHIMA KOMIIBIOTEPHBIX CETe M KOMIUIEKCOB Ha OOBEKTaX BBHIUMC-
JUTENbHOW TEXHUKHU IMyTeM (DOPMUPOBAHMS M U3IMYyUYEHHUS B MPOCTPAHCTBO JJIEKTPO-
MarHUTHOTO TMOJIS IIyMa.

OTnuuuTensHbIE OCOOCHHOCTH: MCKPOBOW MPHUHIMN (HOPMHUPOBAHHS IITYMOBOTO
CUTHAJIa, HaJW4YME 2-X TEJIECKONMWYECKUX AHTEHH, TMO3BOJIIONINX KOPPEKTHPOBATH
PaBHOMEPHOCTH CIIEKTpPa; HATUYHE ITYMOBOTO M MOAYJSIIMOHHOTO (C TUIyOMHOW MO-
nynsiiua 100%) pexxumMoB paboTHI.

I'enepaTop myma "T'nom-3"

[IpennasHayeH Jyisl 3alUThl OT YTEUYKU MUHGOPMAIMU 32 CYET MOOOUYHBIX AJICK-
TPOMArHUTHBIX U3TyUYCHUI U HAaBOJOK CPeACTB O(DUCHOM TEXHUKHU.

OTanuyuTeabHbIE OCOOCHHOCTH: HCIOJIb30BAHUE PAaMOYHBIX AaHTEHH, pacroJia-
raeMbpiX B 3-X B3aUMHO MNEPNEHIMKYJSPHBIX IUIOCKOCTAX [JIsI CO3JAHHS IMPOCTpaH-
CTBEHHOT'O PaCMpeCiICHUs IIyMOBOIO CHUTHajla; BO3MOKHOCTb MCIIOJIb30BAHUS IS
3aIIUTHI KakK mepcoHaabHbIXx DBM, Tak 6ombiux OBM.

I'enepatop myma I'lI1-1000M

[TpennaznayeH as 3alIMTHI OT yT€YKH MH(GOpPMALMU 3a CYET MOOOYHBIX DJIEK-
TPOMAarHUTHBIX M3JIy4Y€HUH U HABOJOK CPEICTB O(PHUCHON TEXHUKU Ha OOBEKTax 2 u 3
KaTEropui.

OTnnuuTenbHas OCOOEHHOCTh: HMCIOJIb30BAHUE PAMOYHOM AHTEHHBI IS CO3-
JIaHWs! IPOCTPAHCTBEHHOT'O 3alIyMJICHUSI.
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I'enepatop myma I'llI-K-1000M

[IpennasHadyeH Ui 3alIUTHl OT YTEYKH HHEGOPMAIUM 3a CUET MOOOYHBIX DJICK-
TPOMArHUTHBIX M3JyYeHUH W HABOJOK CPEJCTB OUCHOM TEXHHKU Ha O0OBEKTax 2 U 3
KaTEeTOpHH.

OTnuuuTensHble OCOOCHHOCTH: HCIOJIB30BAHME PAMOYHON aHTEHHBI NJIsi CO3-
JaHUsI TPOCTPAHCTBEHHOTO 3alllyMJICHHUS; YCTaHOBKAa B CBOOOJHBIA CJOT TMEPCO-
HAJIBHOTO KOMIIBIOTEPA; BhITycKatoTcs st ciiotoB PCI u ISA.

KomOuHupoBaHHbii reHeparop myma '"3acion"

[Ipenna3nayeH aJig WCMONB30BAaHUA B KAYECTBE CHUCTEMbl AKTUBHOW 3alllUTHI
uH(pOpMAIUU OT YTEUKH 3a CUET MOOOYHBIX U3TYyUYEeHUN W HABOJOK CPENICTB OuC- HOM
TEXHUKHU.

OTnuuuTenbHble OCOOEHHOCTH: MCIOJIb30BaHUE 6-M HE3aBUCHUMBIX HCTOYHUKOB
uist (GOPMHUPOBAHUSI CUTHAJIOB 3alIyMJICHUS: B CETH DJICKTPOIMTAHMS, IIIMHE 3a3eM-
JeHus, 4-X mpoBOAHON TernedOHHON TUHUHU U B IPOCTPAHCTBE.

2.3 IlaccuBHBIA METOA 3AaLUUTHI KOMIBITEPHOH UHPOPMAUUM OT
yreuku mo [I9MUH.

HoBelil moaxoa K pemeHuto 3a1ad 3ammThl uHpopManuu 0a3upyercs Ha Tac-
CUBHOM MeTojie (dKpaHUpOBaHHWE W (UIBTpAINHs), HO B OTIWYUE OT MPEKHUX YHH-
BEPCAJIBHBIX BAPUAHTOB €0 NPUMEHEHHUS], MBI IIPEJIATAEM UHAUBUAYAJIBHBIN MO~ XOJ1
K 3aKpBITHIO KaHAJIOB YTEYKH WH(pOpMainu. B OCHOBY MHIMBHAYyaJIbHOTO TOA- XOJa
MOJIOKEH aHan3 YCTpoucTB M KomIutekTyromux [IK ¢ menbro onpenenenust oOmmx
KOHCTPYKTOPCKMX M CXEMOTEXHUYECKHMX PEIICHUM UCIOJHECHUS, OIpeaeiie- HUs
napamMeTpoB TMOOOYHBIX W3JIYYCHHWH ¥ HAa OCHOBAaHWW aHAJIM3a OTUX JIAHHBIX
OCYIIIECTBIISIOTCS MeponpusaTus 1o 3amure. B odmem ciydae [1K cocrout us:

CUCTEMHOT0 OJIOKa;
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MOHHUTOpA; KJIIaBUATYpBHI,

MaHHUIYJATOpa (MBIIIIb);

IIPUHTEPA; AKyCTHYECKOU

CUCTEMBI.

AHanu3 KOHCTPYKTHUBHOIO McnojiHeHus yctpoiicTB 1K mo3Bonmit onpenenurs y
HUX 0000mennpie npuszHaku nojaodust (OIIl) u paznuuuss B 3aBHCUMOCTH OT
(YHKIIMOHAJIBHOTO HAa3HAYEHUS.

1. Cuctemnblii 6110k. Bosnpiioe MHOrooOpasue KOpIyCOB BEPTHKAJIBHOIO U TO-
PU30HTAIBHOTO UCIIOJTHEHUS.

OIIII: kapkac, KOXyX, NEpEeAHss IaHENlb, OPraHbl YIIPaBICHUS W WHIMKALWUU,
OJIOK MUTaHUs U BBOJ-BBIBOJI KOMMYHHKAIIH.

2. Monutop. Paznnunsie reomMmeTprueckue GopMbl KOPIYCOB U3 TIACTMACCHI, TPU
tuna 3kpaHoB (DJIT): iockuil, TMIIMHAPUYECKUI U C ABYMSI paJlnycaMu Kpy- BU3HBI B
Pa3IMYHBIX TUIOCKOCTSIX.

OIIIl: mmacTMaccoBble KOPIYCHBIE JETalnM, BBOJ KOMMYHUKAUWW, OPTraHbI
YIPABJICHHS U CUTHAIU3aLUH.

3. KimaBuarypa. He3nauuTenbHbIe pa3iudus B TE€OMETPHH KOPITYCOB W3 IIIACT-
Macchl (Y HEKOTOPBIX THUIIOB MOAJIOH U3 METaja).

OIIIl: mpmacTMaccoBbl€ KOPIIYCHBIE [I€Talld, BBOJ KOMMYHHUKAIlMd W OpraHbl
CUTHAJIU3AlUH.

4. Manumnynstop (Mbliiib). He3HaunTenpHbIe pa3inurs B TEOMETPUU KOPITYC- HBIX
JeTanen U3 MIacTMaccChl.

OIIII: miacTMaccoBbl€ KOPITYCHBIE I€TANIA, BBOJI KOMMYHUKALIUIA.

5. [IpunTep (mazepHbiii, cTpyinsbiii). Kopryca pasnudHod reomeTpun u3 Ijia-
CTMACChI, OpraHbl yIPaBJIEHUS U PA3JIMUHbIC PA3bEMHBIE COCITMHEHUSI.

OIIIl: nmacTMaccoBble KOPIYCHBIE JE€Talld, BBOJ KOMMYHHUKAILIMM, OpraHbl
yIpaBJIEHUsI U CUTHAIU3ALIUH.

6. AKycTHUYeCKHEe CHCTeMBl. boybloe MHOrooOpasue TeOMETPHUYECKUX (opM
KOPITyCOB U3 IUIACTMACCHI U JIEpEBa.

OIIII: BBOA-BBIBOJ KOMMYHUKALM, OPraHbl YIIPABICHNS U CUTHAJIW3ALUH, a IS
OT/EJIbHBIX FPYIIN - IJIACTMACCOBBIE KOPITYCHBIE IETAJIH.

Takum oOpazom, 0000IIEHHBIE NPHU3HAKKW TOJ00HsS 00pa3yrT TPH OCHOBHBIC
rpynmsl, npucyiue 6azoBomy coctaBy IIK, ¢ koTopbiM mpuxomuTcs padoTath mpu
pEIIeHNH 33424 3aUThl THHOPMAIINH, TAKHE KaK:

® KOpPITYCHBIC JIeTau U3
MJIACTMACCHI; BBO/I-BBIBO/T
KOMMYHHUKALIUH;

® Oprasbl yIpaBJieHUs] U CUTHAJIU3AIUY.

[Tpu 3TOM yUUTHIBAIOTCS M OOIIECHCTEMHBIC TPOOJIEMHBIE BOTPOCHI, KAK-TO:
® DpAa3BOJIKA U OPraHU3aLMS JIEKTPONMUTAHHS U IIVH 3a3EMJICHUS;

COTJIACOBAHUE COMPOTUBIIEHUN HCTOYHUKOB U HArPy30K;
e OnokupoBaHue BzauMHOro DMMU ycTpoiicTB
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I1K; uckmroueHne BIUSHUS
AIEKTPOCTATHYECKOTO TOJISI;’PTOHOMHUKA
pabouero mMecrta u T.I.

Cnegyrommii  3tam - 3T0  pa3pabOTKa  TUIOBBIX  KOHCTPYKTOPCKO-
TEXHOJIOTUYECKUX PEUICHUN, peaIn3alrs KOTOPBIX HaIlpaBJICHA HA NIPEAOTBpAILle- HUE
yTeUKU HHPOPMAIMH 32 CUET PACIIUPEHUs PYHKIINI KOHCTPYKTUBOB ycT- poiicTB [1K.
Habop THIOBBIX KOHCTPYKTOPCKO-TEXHOJOTMYECKHX PEIICHUHA Bapbu- pyeTcs B
3aBUCUMOCTH OT coctaBa yctpoictB IIK, HO mus 6azomoit momenu IIK ¢ yuerom
00001IEHHBIX PU3HAKOB [TO100USI OH COAECPKUT PEIICHUS T10:

eMETAJUIM3ALMU BHYTPEHHUX ITOBEPXHOCTEN JI€TaJIEH U3 IIaCTMACCHI;

®OKPAHUPOBAHUIO IPOBOJHBIX KOMMYHUKALIAN;

¢ COIIACOBAHUIO CONPOTUBIICHU HCTOYHUKOB U Harpy30K;

®OKPAHUPOBAHUIO CTEKOJ JJIsI MOHUTOPA W M3TOTOBJIEHUIO 3aTOTOBOK
pa3IMYHBIX (OPM U3 CTEKIIA;

e (OUITBTpAIIMM CETEBOIO JJIEKTPONUTAHUS M €r0 3allUTe OT MepeHarpsi-
YKCHMI;

eHEUTpAIM3alUH BIUSHUS DJIEKTPOCTATHYECKOTO TTOJIS;

®PACIIOJIOKEHHIO OOILIECUCTEMHBIX IPOBOIHBIX CBA3EH;

eTOYCUHOM JoKanmu3anuu OMU;

eyckitoueHnio OMU opranamu ynpaBieHUs U CHTHAIIA3ALUN;

*PAANOTEPMETU3UPYIOIINUM YILIOTHUTEISAM U3 PA3IMYHbIX MATEPUAIIOB;

® MICKJIFOYEHHNIO B3auMHOTr0 BimsiHus DOMU ycrporicts 11K.

KounrpoJbabie Bonpocsi 1133 (TTK-2):

Yro takoe [ToGounble n3mydeHus?

UYro Ttakoe nepexsar [IDMUH?

Kaxk BpImosHsieTcst 3amuTa oT moOOYHBIX U3TyYSHUI U HABOIOK?

Kakwue ecTb 1Ba OCHOBHBIX METO/A 3AIUTHI?

[TosicHuTe aKTUBHBIN METO 3alIUTHI KOMIIbIOTEPHOU HH(popManuu oT yreuku no [IID9MNH
[Tosicuure [TaccuBHBIN METOA 3aIIUTHI KOMIIbIOTEpHON MH(OpManuu ot yreuku no [IDMUH

oakrwdE

20



IpakTuyeckoe 3anstue 4. BH/IBI IIIH®POB. AJITOPHTMbI PACIIPEJEJIEHHA
KJTIOYEH

3aganue 1: Buasl mmdpos.

Leab padoThl: MOTyYEeHUE HABBIKOB CO3/IaHUS MTPOCTEHIIIEH KPUIITOCUCTEMBI CHM-
METPUYHOTO MUGPOBAHUS.

KpaTtkue TeopeTtnueckue cBeaennss OCHOBHbIE NOHSTHS
Kpunrorpaguu

Kpunmoepagua mnpencrtaBnsier co00il COBOKYNMHOCTh METOAOB IpeoOpa3oBaHUs
JAaHHBIX, HAIMPaBJICHHBIX Ha TO, YTOOBI CAENAaTh STH JAaHHbIC OECIIOJNIC3HBIMU IS
NpoTUBHUKA. Takue MmpeoOpa3oBaHMS MO3BOJSIOT PEIIMThH ABE TJABHBIC MPOOIEMBI
3allUTHl TAHHBIX: NpobOiemy KoHguoenyuanvbHocmy (MyTEM JUIICHHUS MPOTUBHUKA
BO3MOKHOCTH H3BJIeUb MHGOPMAIMIO U3 KaHaJla CBSI3U) U npobiemy yeioCmHOCmu
(myTem JMILEHUsI MPOTUBHHUKA BO3MOXKHOCTH M3MEHHUTH COOOIIEHUE TaK, YTOObI H3-
MEHUJICSI €r0 CMBICII, WJIM BBECTH JIOKHYIO HH(OPMAITUIO B KaHAJT CBSI3H).

Cucrema 3amuThl ”HGOPMAIIMK, OCHOBAHHAS HA METO/IaX KpUnTorpaduu 0ObIYHO
HA3BIBACTCS Kpunmozpaghuueckou cucmemoti, uiid 6oiiee KOPOTKO — Kpunmocucme-
moti. O6001IeHHas cXxeMa KpUNTOrpapuieckoil cuctemMsl oka3ana Ha puc. 1.1.

K

M C

A A A 4

[[Iudposanue Pacumudpoanue
Ex( 4 'I Dk(C)

OtnpaBuren
b

y4darenb

[TepexBaTumn

h vl

Puc. 1.1. O606meHHas cxeMa KPUMITOCUCTEMBI

CoryacHO 3TOM CXEMBI, OTIPAaBUTEIh TI'€HEPUPYET OTKPBITBIA TEKCT HMCXOIHOTO
coobrienrss M, KOTopoe JOJDKHO OBITh MEPENaH0 3aKOHHOMY IIOJIydaTelro 10 Hes3a-
IIUIIEHHOMY KaHaldy. 3a KaHallOM CIIEAUT IEPEXBATYMK C LENBI0 IEPEXBATHTH W
PacKpBITh IepenaBaeMoe cooOIeHue. Jlas Toro 4roObl MEPEXBATYMK HE CMOI Y3-
HATh COJIEPIKaHUE COOOIIeHUsT M, oTmpaBuUTeNh MUQPPYET €ro ¢ MOMOIILI0 00paTH-
Moro npeobpasoBanust Ex u monyuaer wugppmexcm (nnu kpunmoepammy) C=Ex(M),
KOTOPBIN OTIIPABIIAET MOIYIATEITIO.
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[IpeobpazoBanue Ex BriOMpaeTcs U3 ceMelcTBa Kpunrorpapuyeckux npeoopa3oBaHui,
Ha3bIBAEMBIX Kpunmoanecopummamu. IlapameTp, ¢ MOMOIIBIO KOTOPOTO BBIOH-PAETCS
OTJIeTbHOE UCTIONBh3yeMOe IIPeoOpa3oBaHne, Ha3bIBaeTCs Kpunmozpaguye- ckum karouom K,
Takum 00pazom, mporiecc Mpeodpa3oBaHUsI OTKPHITOTO TEKCTa C IENbIO CenaTh He-
MOHSTHBIM €r0 CMBICH JUISI TIOCTOPOHHUX Has3bIBaeTCs wiugposanuem. B pesynpraTe
mudpoBaHus morydaeTcs mudppTercT. [Ipomecc odparHOro mpeodpazoBaHus mHd-
PTEKCTa B OTKPBITHIN TEKCT HA3BIBACTCS pACULUPPOBAHUEM.

[Ton wugpom MOHUMAIOT COBOKYITHOCTh OOpAaTUMBIX MpeoOpa30BaHU MHOXKECTBA
OTKPBITHIX TAHHBIX HA MHOYKECTBO 3allIM(PPOBAHHBIX JaHHBIX, 337aBAEMBIX KITFOUOMHU
JITOPUTMOM KpUTITOTpaprueckoro mpeodpazoBaHusl.

Kpunrocucrema nmeeT pa3Hbie BAPHAHTHI pealn3alii: Ha0op MHCTPYKITUH, ara-
paTHBIE CPeJCTBA, KOMITJIEKC IIPOTpaMM KOMIIBIOTEPA, KOTOPBIC TTO3BOJISIOT 3arud-
POBaTh OTKPBITHIN TEKCT U pacndpoBaTh MUPOPTEKCT Pa3TUIHBIMU CIIOCOOAMH,
OJIMH M3 KOTOPBIX BEIOMPAETCS C TTOMOIIBIO KOHKPETHOTO Kifoda K.

Kpunrocuctemsl, B KOTOPBIX IPUMEHSTCS OJIMH U TOT € CEKPETHBIN KIII0Y, KaK Mpu
mU(pPOBAHUM, TAK U MPU PacIIUPPOBAHUU COOOIIEHU, HA3BIBAIOTCS CUMMEM-
PUYHBIMU.

[Tpo6iema kpunrorpaduueckoro npeodpazoBaHus HHPOPMAIIMK UHTEPECYET YEII0-
BEYECTBO Ha MPOTSHKEHUU HECKOJIBKUX Thicsiuenetui. [ludpsel, nomeamue 10 Hac ¢
JIPEBHENIINX BPEMEH, OCHOBAHBI HA JABYX OCHOBHBIX IPUHIMIIAX: nepecmanoske u
s3amene (noocmanosku).

IIu¢psl nepecTaHOBKH

Hlugpposanue nepecmano8Kol 3aKIHOYAETCS B TOM, YTO CHMBOJIBI OTKPBITOTO
TEKCTa MEPECTABIISAIOTCA 110 ONPECICHHOMY MIPaBUIIy B MpeJesiax HEeKOTOporo 0J10- Ka
ATOr0 TeKcTa. PaccMOTpUM mMepecTaHOBKY, MpeAHAa3HAYEHHYIO i udpoBaHus
COOOIIEHUS JNIMHOM N CUMBOJIOB. Er0 MOYKHO MpeCTaBUTh C TTOMOIIBIO TaOIHITbI
rae iy — HoMep MecTa MHU(PTEKCTa, HA KOTOPOE MOMaaeT nepBas OyKBa OTKPHITOTO
TEKCTa MPH BEIOPAHHOM MPEOOpa30BaHUH, I, — HOMEpP MeCTa il BTOPO OYKBBI U T.

1. B BepxHeil cTpoke TabJIUIIbI BBIMTMCAHBI 110 TOPSAIKY YKCia OT 1 710 N, a B HIDK-HEH

T€ € YHCIa, HO B MPOU3BOJIBLHOM mopsiake. Takas Tabnuiia Ha3pIBaeTCs Nepe-
CTaHOBKOM CTEIEeHHU N.

3Has epecTaHoOBKY, 3a/Ial0IIYI0 TpeoOpa3oBaHre, MOKHO OCYIIECTBUTh Kak MuQ-
poBaHue, Tak U pacidpoBanue Tekcta. B aTom ciydae, cama Tabnuia nepecra-

HOBKH CJTY>KUT KJIIOUOM ITU(POBAHMUS.

Uucno pa3nuuHbIX peodpa3zoBaHuii mrdpa nepecTaHOBKH, TPEAHA3HAYECHHOTO JIJIs

@ poBaHus COOOMICHUH UTMHBI N, MeHbIIe 100 paBHO N! (N dakropuain). 3amMe- TUM, YTO
B TO YMCJIO BXOJWT U BapUaHT MPeoOpa30BaHus, OCTABISIONINNA BCE CUM-BOJIBI HA CBOUX
MeCTax.

C yBenuueHuneM uucia N 3HaueHue N! pacter oueHb ObICTPO. [J1s ucnosib30BaHus Ha
IpakTUKe Takou mudp He yI00€H, Tak Kak Mpu OOJIBIINX 3HAYCHUSIX N IPUXO0- TUTCA
paboTtath ¢ JUIMHHBIMU TabmuaMu. [TosToMy mmMpokoe pacpocTpaHeHUE MOTYUHIIN
¢ pbl, UCMOJIB3YIONINE HE caMy TabJIUIly IEPECTAHOBKH, @ HEKOTOPOEIPaBUIIO,
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noposkaatrouiee 3Ty Tadiuiy. PaccMOTpruM HECKOJIBKO TPUMEPOB TaKUX HIU(POB.
IIu¢p nepecranoBkm 'ckuraa'. 3BecTtHo, yTO B V BEKe 0 HAILIEH 3pbl IPaBU-
tenu CrapThl, Hanbosiee BOMHCTBEHHOTO U3 TPEUECKUX TOCYAApCTB, UMEIH XOPOIIO
OTpabOTAHHYIO CHCTEMY CEKPETHON BOEHHOM CBSI3U U IIM(POBAIA CBOU MOCIIAHHUS C
HOMOILBIO CKUMAd, TIEPBOTO NPOCTENIIET0 KPUITOTpaprUecKoro ycTponucTna,
pEAN3YIOLIETO METO IPOCTOM EPECTAHOBKH.

[IudpoBanue BHIIOIHAIOCH CIEAYIOINUM 00pa3oM. Ha crepikeHp UIMHIpUYECKOM
(opMbI, KOTOPBIN HA3bIBAJICS CKUTAA, HAMATHIBAIM CIUPAJIBIO (BUTOK K BUTKY) IO-
JOCKY IIepraMeHTa U UcaJli Ha HEW BJIOJIb CTEPKHS HECKOJIBKO CTPOK TEKCTa CO-
oOuienus (puc. 1.2). 3aTeM CHUMaIM CO CTEP>KHSI [TOJIOCKY IEpraMeHTa ¢ HaluCcaH-
HBIM TEKCTOM. ByKBBI Ha 3TOM 1MOJIOCKE OKa3bIBAJIUCH PACIIOJIOKEHHBIMU XaOTUYHO.

Puc. 1.2. udp "Cxurana"

Takoli ke pe3yabTaT MOKHO IOJIy4YHUTb, €CJIU OYKBBI COOOILIEHUS MTUCATh MO KOJIbI[YHE
HOJIPsi/L, @ YepEe3 OINpeAEIEHHOE YU CIIO MO3ULIUHI 10 TeX MOop, TOKa He OyAET uc-
yepran Bech TekcT. Coobmenre "HACTYIMAMTE" npu pa3MeIneHuH ero mo ok-
PYKHOCTH CTepyKH 110 TpH 6ykBHI maeT mudpreket: "HYTATIECA TH".
st pacmdpoBanus Takoro mudpTeKcTa HY>KHO HE TOJBKO 3HATh IMPaBUIIO

mu@poBaHusi, HO U 00JIaaTh KIOYOM B BUJE CTEP)KHS OINPEAEIEHHOrO IuaMeTpa.
3Has ToNbKO BUJ mMdpa, HO HE MUMes KIIo4Ya, paciumdpoBaTs coobiieHne ObUIo He-
IpoCTO.
HIndpyrommue Tadaunbl. C Hauana snoxu Bospoxaenus (koner XIV cronetus)
Hayayia BO3pOXkKaaThbes U kpuntorpadus. B pazpadoranHbIx mudpax nepecTaHoBKU
TOTO BPEMEHU MPUMEHSIOTCS MU ppyroume TabinLbl, KOTOPbIE, B CYIIIHOCTH, 33]1a-10T
npaBuiia NepecTaHOBKU OYKB B COOOIICHHH.
B kauecTBe kitoya B mu@pyromumx Tabauax uCroab3yoTCs:

e pasmMep TaOJIUIIbI;

e« CIJIOBO WJU (ppa3a, 3aJJa0LI1E IEPECTAHOBKY;

¢ OCOOCHHOCTH CTPYKTYpPBI TAOIHIIBI.
OfHUM U3 CaMbIX MPUMUTHUBHBIX TAOJUYHBIX MIU(PPOB MEPECTAHOBKU SIBIISICTCS
IpOCTasi MepecTaHOBKa, ISl KOTOPOI KITFOUOM CIIY>KUT pazMep TaOIuIbl. DTOT Me- TOJI
murdpoBaHus cxozeH ¢ mudpom ckurana. Hanpumep, coobmenne "TEPMMU-
HATOP ITIPUBBIBAET CEABMOI'O B ITIOJHOYb" 3anuceiBaeTcs B TaOIUILY
MOOYEPETHO MO CTOJOIaM. Pe3ynbrat 3anoaHeHus Tabauibl U3 5 CTPOK U 7 CTOJIOIOB
nokasas Ha puc. 1.3.
[Tocne 3anonHeHus TabIUIIbl TEKCTOM COOOIIEHHS MO CTOIOUAM JUisi (pOpMUPOBa- HUS
MUPPTEKCTA CYUTHIBAIOT COAEPKUMOE TaOIUIIbl TI0 cTpokaM. Eciu mudprexer

3aMMChIBaTh TPYIAMU 1O MATh OYKB, MOJIy4aeTcs Takoe muppoBaHHOE cOOOIIe- HUE:
"THIIBE I'VIEAP A/IOHP TUEBB OMOBT MITYMP BICOOb".
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Puc. 1.3. 3anonnenue mudpyromieit TabauIbl U3 S CTPOK U 7 CTOJIOIOB

EcTtecTBeHHO, OTmpaBUTENh W MOJNyYaTeslb COOOIIEHUS JIOJDKHBI 3apaHee yc-
JIOBUTKCS 00 00ImeM Kiro4ue B BUE pasmepa Tabmuiel. Cieayer 3aMeTUuTh, 9TO 00b-
eAnHeHre OyKB IIH(PPTEKCTa B 5-OyKBEHHBbIE IPYMIbl HE BXOAMUT B KJIOY IIH(pa H
OCYLIECTBIISIETCSA ISl yI0OCTBA 3allMCH HECMBICIIOBOTO TekcTa. [Ipu pacmmdpoBa- HUu
JEUCTBUS BBITIOJTHSIOT B OOPATHOM MOPSIIKE.

Heckonpko 00Jb1IEN CTOMKOCTBIO K PACKPBITHIO 00JaaeT METO IIH(PPOBaHHUS, HA-
3bIBAEMbIN OJJMHOYHOM MEePEeCTAHOBKOM 10 KJIYY. DTOT METOJ OTIMYAETCS OT
IPEAbIAYIIEro TEM, YTO CTOJIOLBI TAOIHUIII IEPECTABISIOTCS 110 KIIFOUEBOMY CIIOBY,
dpaze win HabOpy YKCEI JJIUHON B CTPOKY TAOIHIIBI.

[IpumenuM B kauecTBe Kiro4a, Hanpumep, ciioo "IIEJIMKAH", a Tekct cooOie-
HUS BO3bMEM U3 TIpeablayiero npumepa. Ha puc. 1.4 nokazansl aBe TabIuIb, 3a-
MOJIHEHHBIE TEKCTOM COOOIICHHS U KITIOYEBBIM CIIOBOM, IPU 3TOM JIeBas Ta0auna
COOTBETCTBYET 3aIOJHEHUIO JI0 IEPECTAHOBKH, a MpaBas Ta0JIHIa — 3al0JTHEHUIO
MOCJIE IEPECTAHOBKH.

Knov

—» |MNE|N|{UN[K|A|H AlEIUWIKINIH|N
71215]13|4(11]6 112(3|14]|5(6]|7
TIH|N|[B|IE]|T ][] FrYHIBIE|IN|IN|T
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PITIUWIE|B|B|O BIT|IE|{b{WUW|O|P
M{O|B|T|IM|N|M MO TIM|B|Y|M
MIP[bI[C|O|O|b O|P|C|O|bl|b|WU

o nepecTaHoBKM Mocne nepecTaHoBKM

Puc. 1.4. Hludpyromnue TabIuIlbl, 3aN0JIHEHHBIE KIIOYEBBIM CIIOBOM U TEKCTOM CO-
o01IeHus

B BepxHel cTpoke J1eBOi TabJIUIIbI 3aMMcaH K04, a HoMepa o1 OyKBaMH KJTro4a
oTIpe/ieJICHbI B COOTBETCTBUH C €CTECTBEHHBIM MOPSAIKOM COOTBETCTBYIOIINX OYKB

kitova B andaBure. Eciu Obl B KJTI0U€ BCTPETUIIUCH OJJUHAKOBBIE OYKBBI, OHH OBl
OBLITM TIOHYMEPOBaHbI CJIeBa HAMpaBo. B mpaBoii Tabimile cToOIbI IEPECTABICHHI B
COOTBETCTBUH C YIOPSAOYCHHBIMU HOMEpaMH OyKB KITIOYa.
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[Ipu cumTHIBAaHUM COAEPKUMOTO MPABON TAOIHIIBI IO CTPOKAM M 3amHCH MU(PTEK-
cTa rpynnamMu T0 TATh OYykB monyuuM ImmdpoBaHHoe coobmienue: "I'HBEIL
JITOOA JPHEB TEBHUO PIIOTM BUMOP CObIbH".

Jlst oGecniedeHus JOMOTHATEIIBHON CKPBHITHOCTH MOYKHO TTIOBTOPHO 3amupoBaTh
COO0IIIeHNE, KOTOPOE yKe mpotuio mmdpoBanue. Takoi MeToa mudpoBaHUS HA3HI-
BaeTCs IBOIHOI mepecTaHOBKOI. B ciiyyae 1BOMHON nepecTaHOBKHU CTOJIOIOB U
CTPOK TaOJIUIIBI IEPECTAHOBKU OMPENEISIOTCS OTAEIBHO ISl CTOJIOIOB U OT/ACIIBHO
Uit ctpok. CHauasna B TabJIMIly 3alMChIBAETCS TEKCT COOOIIEHHs, a TOTOM MooYe-
PEIHO MEepecTaBIsAIOTCS CTOJOIIBI, a 3aTeM CTPokH. [Ipu pactmmdpoBanuu nopsaok
NEPECTAHOBOK JIOJKEH OBITh OOPATHBIM.

[Tpumep BbINOTHEHUS MHUPPOBAHUS METOJIOM JIBOMHOMN NEPECTAHOBKYU MOKA3aH Ha
puc. 1.5. Ecnu cauteiBath mupTEKCT U3 MPABOM TaOJIUIIBI TOCTPOYHO OJIOKAMH T10
yeTbIpe OyKkBbI, TO noyuutes cienyroiee: "THOAE OOI'M PJINITI ObCB".

411132 1121314 112|134
J(n{Pp{nn (PN 1{T|IKO|A|E
1{E|T|A|KO 1| TIO|A|E 2{0/0|I"' M
4 B{O(C|b 4 0/{b{C|B ({pininn
2/ MO|Il"|oO 2/0/0|I"| M 41 0/b|{C|B
UcxogHas Tabnuuya MepecTaHoBka cTonbuoB MepecTaHoBKa CTPOK

Puc. 1.5. Tlpumep BbinosHeHUs MUGPOBAHUS METOJIOM IBOMHON NIEPECTAHOBKHU

Kimroguom k mumdpy ABOHHONH NEpPECTAaHOBKH CIYKUT IOCIIEIOBATEIIBHOCTh
HOMEPOB CTOJIOIIOB XU HOMEPOB CTPOK HMCXOJHOW TaONIUIbI (B HAIIEeM IMpUMEpe Io-
caengoBaTenbHOCTH 4132 1 3142 COOTBETCTBEHHO).

Yuciio BapHaHTOB JBOMHOW MEpPECTaHOBKU OBICTPO BO3PACTAET MPHU YBEIMUYECHUH
pazmepa TaOJIHIIbI:

o s Tabmunpl 3X3 36 BapHaHTOB;

o s Tabmunel 4X4 576 BapuaHTOB;

o Jutst Tabnmuupl 5X5 14400 BapuaHTOB.
IudpoBanne ¢ NOMOIbID MAarn4yecKuX KBaapatoB. B cpennue Beka mist mudg-
pPOBaHUS NEPECTAHOBKON MPUMEHSIIMCh U MarM4ecKue KBajapaTsl. Macuueckumu
K6adpamamy Ha3bIBAIOT KBaIpaTHbIE TAOIUIbI C BIMCAHHBIMU B UX KJIETKHU IOCIIe-
JIOBATEJIbHBIMUA HATYPAJIbHBIMU YUCIIAMH, HAYMHAS OT 1, KOTOPBIE JAIOT B CyMME 10
KaXXJOMY CTOJIOIY, KaXXI0H CTPOKE U KaKJ0M TUaroHaJId OJTHO U TO e YUCIIO.

IudpyeMblil TEKCT BOHUCHIBAJM B Marudeckue KBaJIpaTbl B COOTBETCTBUHU C
HyMepalmer ux KIeToK. Ecnu 3aTeM BBIMHUCATH COMEPKUMOE TAaKOW TaOIUIBI TIO
CTpOKaM, TO TOJydHTCs MUDPPTEKCT, cHopMUpOBaHHBINA Onaromaps IMEPECTAHOBKE
OYKB UCXOJHOTO COOOIIECHMUS.

[Tpumep marnyeckoro kBajapara u ero 3amnonnenus coodmenuem "TIPUJIIETAIO
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BOCBMOI'O" noka3an Ha puc. 1.6.
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Puc. 1.6. Ilpumep marudeckoro kBajapaTa 4x4 1 €ro 3aroJHEHHUE COOOIIEHUEM

[udpTrekcT, moayyaeMblil IpU CYUTHIBAHUHU COJEPKHUMOTO MPABOM TAOJIULIBI IO
cTpokam, uMmeeT BroiHe 3aragounsiii Bua: "OUPM EOCIO BTA'B JIT'OIT".

Yuciio Marm4eckux KBaJpaToB OBICTPO BO3pPACTAET C YBEIMYEHHEM pa3Mepa
kBajapara. CyliecTByeT TOJIbKO OJMH MAaruyeckuili KBajapatr pasmepoM 3x3 (eciu He
YUUTBIBATH €r0 MOBOPOTHI). KONMMUECTBO Marnyeckux KBagpaTtoB 4x4 COCTABISIET yXKe
880, a xonM4ecTBO Marudeckux KBajapaToB 5X5 — okosio 250000.

Maruueckue KBaJipaTbl CpeJHUX U OOJBIINX Pa3MEPOB MOTIJIU CIIYKUTh XOPOLIEH
0a3oii 11 o0ecnedeHnst HyX]1 U(PPOBaHUS TOIO BPEMEHH, TOCKOJIbKY MPaKTUYe- CKU
HEpPEeaJbHO BHIIIOJIHUTH BPYUHYIO IEpeOOp BCEX BAPUAHTOB JIJIsl TAKOTO MIM(PA.

HTudps1 3amenbl

Hugpamu 3amenvl Ha3bIBAIOTCS TakKe MU(PHI, TPeoOpPa30BaAHUS U3 KOTOPBIX MPU-
BOJAT K 3aMEHE KaXK10r0 CUMBOJIa OTKPBITOTO TEKCTA HA APYTHe CUMBOJIbI — MU (-
po0003HaYEHUS, IPUUEM MOPSIAOK CIIEAOBaHUS MUPPOOOO3HAUECHHI COBIAIAET C
MOPSKOM CII€IOBAHUSI COOTBETCTBYIOIIUX UM CUMBOJIOB OTKPBITOI'O COOOILIEHUSI.
HUE @ (COOTBETCTBYIOIIAS @ OykBa andaButa mmppTEeKCTa).

B kauecTBe npumepa npeoOpa3zoBaHus, KOTOPOE MOXKET COAepKaThCA B MUp-pe
3aMEeHbl, IpUBEAEM Takoe npaBuiio. Kaxmas OykBa HCXOAHOTO COOOIEHUS 3aMe-
HSIETCS Ha €€ MOPAJIKOBBIA HOMED B anipaBuTe. B 3TOM ciyyae ucXoHbIil OyKBEH- HbIN
TEKCT MpeoOpaszyercs B YUCIOBOM.

Andasutsl Ay u By He 00s13aTenbHO AOMKHBI OBITh pa3nu4YHBIMU. B mpakTuyeckoi
Kpunrorpaduu 04eHb 4acTO MPUMEHSIOTCS MUGPHI, B KOTOPhIX andaButhl A, u By
COBIIAJAIOT.

B wugpe npocmoti 3amenvl Kaxxaplii CUMBOJ UCXOJHOTO TEKCTa 3aMEHSIETCS CHM-
BOJIaMHU TOTO e ayipaBUTa OIMHAKOBO HAa BCEM MPOTSKEHUH TEKCTa.

B wughpax cnoosrcnoii 3amenvt nns mmdpoBaHUs KaxkI0T0 CUMBOJIA OTKPHITOTO TEK-CTa
MPUMEHSIOT CBOU MG p MpOoCTOM 3aMeHkbl. [[7s peanuzaru mmdpoB CI0KHON
3aMEHBI MOCIEeI0BATEIbHO U LIMKIMYECKH MEHSIOT UCTIOIb3yeMble TaOIUIIbI O -
CTaHOBKH.

IMosubuanckuii kBaapar. OgHUM U3 TIEPBBIX MHUPPOB MPOCTON 3aMEHBI CUUTACTCS
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TaK Ha3bIBaEMbIN noiubuanckuli keadpam. 3a ABa BeKa J0 HAIICH 3pbl IPEUEeCKUN
nucatenb 1 uctopuk [lomnbuii uzobpen s nener mmdbpoBaHus KBaJpaTHYIO Tad-
JUITY pa3MepoM 5xX5, 3alI0JIHEHHYI0 OyKBaMH rpedeckoro ajidaBuTa B CydailHOM
nopsijke (puc. 1.7).

Ale]lvov]|ol|y
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Puc. 1.7. TlonuOuaHckuii KBagpaT

[Ipu mmdpoBaHuu B ATOM MOIMOMAHCKOM KBaJpaTe HAXOJIUIU OUYEPEIHYIO
OYKBY OTKPBITOIO TEKCTa U 3aMKMCHIBAJI B IIU(PPTEKCT OYKBY, PACIOIOKEHHYIO HU- K€
ee B ToM ke ctosione. Ecnu OykBa TeKCTa OKa3bpIBalach B HUKHEH CTPOKE Tad- JIMLBI,
TO A1 mUdpTEKCcTa Opaau caMylo BEpXHIOW OYKBY U3 TOro ke ctoiona. Hampumep,
JUTst clioBa "tavpoc’ monydaercs mudpreket " XeoutE".

KoHuenuus moanbuanckoro KBajapaTta oka3aiach IUIOJJOTBOPHOM U HaIlLIa IpUMe-
HEHUE B KPUIITOCUCTEMAX MOCIEAYIOIIETO BPEMEHHU.
Cucrema mmdposanus Llezaps. Hludp Llezaps sapusercs yacTHbIM citydaeM mudpa
npocToi 3aMeHbl. CBOE Ha3BaHMUE ATOT HIM(P MOTYyUUI 10 UMEHH PUMCKOTO
umnepatopa ['ast FOnus Lle3aps, KOTOpbIil KCHOAB30BA ATOT WU(P NpU MEPENUCKEC
[MutieporoM (oxosio 50 T. 10 H.3.).
[Tpu mm@poBaHUM UCXOIHOTO TEKCTA KaXK/1asg OyKBa 3aMEHSJIACh Ha APYTYIO0 OYKBY
TOTO XK€ ajipaBUTa MO CIEAYIOLIEMY IPABUILY. 3aMeHsoIas OyKBa Onpenensiiach
yTEM CMEILEHHS MO anaBUTy OT UCXOIHOM OykBbI Ha K OykB. [Ipu noctmxkenuu
KOHIIa ayipaBUTA BBITIOJHSIICS [IUKJIMYECKUH TIepexo1 K ero Hauany. [le3aps uc-
noJib3oBa mudp 3amensl pu cMmemennn K = 3. Takoii mmdp 3aMeHbI MOKHO 3a-
JaTh TaONULIEeN MOJICTAHOBKH, COAEpKalllell COOTBETCTBYIOIIME Hapbl OyKB OTKPbI-
TOro TekcTa u mudprexcra. CoBOKYIMHOCTh BO3MOXHBIX MOACTAHOBOK A1t K=3 mo-
kazaHa B Tabi. 1.1.

Tabmanma 1.1.

Taoauua nogcranoBk mmdgpa Lesaps

A—-D J—>M S>>V
B—oE K—N T->W
C—oF L—->O U-X
DG M—P VoY
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E—>H N—Q W—Z
F—lI O—R X—>A
G—J P—S Y—-B
H—K QT Z—>C
|—-L R—-U

Hampumep, nocnanue Lleszaps "VENI VIDI VICI" ("Tlpumen, YBunen, [Todennn")
BBITUISIICIO OBI B 3amu@poBanHom Buje Tak: "YHQL YLGL YLFL".

Cucrema mmppoBanus Lle3aps ¢ kiouyeBbIM c10BOM. OCOOEHHOCTBIO 3TON CHC-
TEMBI SIBJISIETCS MCTOJIb30BAHKE KIIFOUEBOTO CJIOBA JIJISI CMEIICHHS] U M3MCHEHHS I10-
pSAKa CUMBOJIOB B alihaBUTE TIOJICTAHOBKH.

Bri6epeM HexoTopoe umciio K, 0 < kK <25 , 1 c110B0O MM KOPOTKYIO (pa3y B KauecT-Be
KJIFOYEeBOTO ciioBa. JKenarenbHo, 4TOOBI Bce OYKBBI KITFOUEBOTO CJIOBA ObLIU pa3-
anuHbIMU. [TycTs BeiOpansl ciioBo DIPLOMAT B kauecTBe KIIFOUE€BOTO CJIOBA U

guciio K = 5.

KiroueBoe c10Bo 3anucbiBaeTcs Mo OykBaMu ajipaBUTa, HAUMHAS C OYKBBI, YU CJIO-
BOW KOJI KOTOPOH COBIAAeT C BHIOPAaHHBIM YUCIIOM K:

012 3 456 7 89 10 11 12 13 14 15 16 17 18 19 20 21 2
ABCDEFGHI J KL MNUOWPIQRS T UV YV
DI PLOMAT

OcraBiuecs OykBbl ajipaBUTa MOJACTAHOBKHU 3aMMCHIBAIOTCS TOCIIE KIOYEBO-TO
cJoBa B aj()aBUTHOM TMOPSAKE:

01 23 456 7 89 10 11 12 13 14 15 16 17 18 19 20 21 .
ABCDEFGHI JKL MNUOPQRS T UV
VWXY2zZzDl PLOMATIBI CEUIFGMHJ K N

Tenepr MBI MMEEM MOJCTAHOBKY JUIsl KaXJ0W OYKBBI MPOU3BOJBHOTO COO0-
menns. Mcxognoe coobmenune "SEND MORE MONEY" mudpyerca kak "HZBY
TCGZTCBZS".

Crnenyer OTMETUTH, UTO TPeOOBAaHUE O PA3IUYNU BCeX OYKB KIIFOYEBOTO CJIOBA HE
00s13aTeIbHO. MOKHO TIPOCTO 3amucaTh KIIF0YEBOe CI0BO (Min (ppa3y) 6e3 moBTope-
HUS OJJMHAKOBBIX OYKB.

HMu¢pyromme Tadauubl Tpucemyca. B 1508 r. adb0at u3 ['epmanuu Morann Tpu-
CEeMYC Halucal MevyaTHyro padboTy no Kkpunrtosoruu noj HazBanueMm "[lomurpadus”.B
ATOW KHUTE OH BIIEPBBIC CHCTEMATHYCCKHU OIMKUCAJI IPUMEHEHHUE IU(PPYIOMUX TaOJIHII,
3aMOJTHEHHBIX aj(aBUTOM B CIydaliHOM mopsiake. st moaydeHus takoro mudpa
3aMEeHbI 00BIYHO MCIOJIH30BAIUCH TaOJIUIIA JIJIs 3aNTUCcH OyKB ajipaBUTa U KITIOUEBOE
cioBo (uwu (pasza). B Tabnuiry cHayana BIIUCHIBAJIOCH 110 CTPOKAM KITFO- YEBOE CIIOBO,
MIPUYEM MMOBTOPSIONTUECS OYKBBI OTOPACHIBAIMCH. 3aTeM 3Ta TaOJIHIIA TOTOJIHSIIACH HE
BOINICIIMMHU B Hee OykBaMu ajiaBuTa Mo MOpsKy. [I0CKOIBKY KITHOYEBOE CIIOBO WIIH
¢dpa3sy JIeTKO XpaHUTh B MMAMSITH, TO TAKOH MOJIX0]T YIPOIIAJ MPOIECCHI MU(POBAHUS U
pactmmdppoBaHuUs.

[Tosicaum »ToT Meron mumppoBanus Ha mnpumepe. Jmsa pycckoro andasuta
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mdpyroias Tabauna MoxXeT UMeTh pazMep 4x8. BribepeM B KauecTBe KII04a ClI0- BO

BAHJIEPOJIb. llIudpyromnas Tabauia ¢ TakuM KJIFOYOM MOKa3aHa Ha puc. 1.8.

b A H i E P it
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Puc. 1.8. Hludpyromas tabauma Tpucemyca ¢ kaoueBbim ciioBoM "BAHJIEPOJIB"

Kak u B cmydae monnOuaHCKOTo KBajpaTa, MpU MU(PPOBAHUU HAXOIAT B STOM
TabnuIEe oYepeaHyl0 OyKBY OTKPBITOTO TEKCTa U 3allMCHIBAIOT B HIU(PPTEKCT OYKBY,
pacnoyIoKEHHYI0 HIKE €€ B TOM ke ctoyione. Ecnu OykBa TeKkcTa OKa3bIBacTCs B
HIDKHEW CTpoKe TaOJMIbl, TOr/Aa JUIsl MmHdpTeKcTa OepyT caMmylo BEpXHIOIO OyKBY U3
TOTO e CTOoNOLA.

Hanpumep, npu mmdpoBanuu ¢ nomoipio 3toi Tadnuisl coodmenus "BbBIJIE-
TAEMIISITOT'O" nonydaem mudpreket "THIK3BIB3UIIIBIMCH".

Cucrema mudppoBanuss Bu:kunepa Brnepsbie Oblia onyOaukoBana B 1586 r. u siB-
JSI€TCSL OTHOM U3 CTapeiInX U HauboJee N3BECTHBIX MU(POB CIOKHON 3aMEHBI.
CBoe Ha3BaHKE OHA MOJy4YMIIia Mo UMeHu Ppaniry3ckoro aumiaomarta X VI Beka bie-3a
Buxunepa, KOTOpbIi pa3BUBajl U COBEPILIEHCTBOBAJI KpUNITOIpahUUECKUE CUCTE-MBI.
Cucrema Buxunepa nogo0Ha Takoii cucteme mugposanus Lezaps, y koTopoil kirou
[I0JICTAHOBKHU MEHsIeTCs OT OyKBbI K OyKBe. DTOT IU(P MOXKHO ONUCATH Ta0-TUIEH
mdpoBaHus, Ha3bIBaeMoil Tabmuieit (kBaapatom) Bikunepa. [Ipumep kBagpata
Bwxunepa ju1st pycckoro si3bika npuBeieH B Ta0. 1.2.

Tabnuna Bwkunepa ucnonb3yercs aist mudpoBaHus u pacimdpoBanus. Tabnuia
MMEET JBa BX0J1a: BEPXHIOIO CTPOKY MOJYEPKHYTHIX CUMBOJIOB, UCIIOJIb3YEMYIO TS
CUUTBIBAHUS OYEPETHON OYKBBI HICXOAHOTO OTKPBITOTO TEKCTA; KPAaHHUMN JIEBBIMA
crosber kiaroua. [TocaenoBaTeIbHOCTD KIIFOUEH 0OOBIYHO MOJYYalOT U3 YUCIOBBIX
3HaYEHUN OYKB KIJIFOUEBOTO CJIOBA.

[Tpu mmdpoBaHUM UCXOIHOTO COOOUIEHUS €r0 BBIUCKHIBAIOT B CTPOKY, a MO/ HUM
3aMUCHIBAIOT KI0OUEBOE CJI0BO (uiu (pasy). Eciu kimtou okazancs kopoye cooOiie-
HUS, TO €ro LUKJINYECKU OBTOPSIIOT. B mporiecce mmdpoBanus HaXoAsT B BEpXHEH
CTpOKE TabJUIIbl OuepeIHyI0 OYKBY UCXOAHOIO TEKCTA U B JIEBOM CTOJIOLE OUYepe/I-
HOe 3HaueHue kimoda. Ouepeanas OykBa mMU(pPTEKCTa HAXOAUTCS HA TIEPECEUCHUH
cToJIOIa, onpeaensieMoro mudpyemMoit OyKBOW, U CTPOKH, OTIPEICTAEMOIN YUCIIO- BBIM
3HAYEHHEM KIIFOYa.

PaccMoTpum npumMep nmosiydeHus IU@PpTEeKCcTa ¢ MOMOIIbI0 Tabyuibl Buxkunepa.
[Tycts BeIOpano kitoveBoe ciioBo "AMBPO3USA". Heo6xoaumo 3ammudpoBaTh co-
obuenue "IMMPUJIETAIO CEABMOTI'O".

BoinuieM ucxogHoe cooOIlleHHEe B CTPOKY M 3alMILEeM IO HUM KIIOYEBOE
CJIOBO C MOBTOpPeHHEM. B TpeThio CTpoky OyJeM BBINMHMCHIBATH OYKBBI HIM(PTEKCTA,
onpenensieMble U3 TabauIbl Buxunepa.

Coobmienue ITIPHIIETAIO CE/IBMOI'O
Kitrou AMBPO3HUA AMBPO3UA
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TaOmuma 1.2.

KBaapat Bu:kuHeHpa 1151 pycCKOro si3bIKa
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(] Clole|glo |Xx|ew|sps|x|cls]z|lo|le|alo|r|[>|6|x|T|7|3[(TF|o|d|e|[o|2|x|m
| slolol-|glolx|olss|l=<lc|s|zlolelalo|r|>|8|x|T|z|3|TF|a|d|a|0 ||
E
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Conep:xanune padboTbl

1. B cOOTBETCTBMU CO CBOMM BapHaHTOM pa3paboTaTh MpOrpamMMbl i U pOoBa- HUA
U pacmupoBBIBAHUS PYCCKOSI3BIUHOTO TEKCTa MPH MOMOINM Iudpa mnepe-

CTaHOBKH U 1 (ppa 3aMmeHbl. [IporpaMMbl T10KHBI 00€CTIEYUBATh:

e mmuppoBaHue UHPOPMALIUU, HAXOSAIICIHCS B TEKCTOBOM (haiisie, ¢ 3aluchio pe-

3yJbTaTa B Ipyrou aiin;

e mudpoBaHue MHPOpMAIUHU, BBOJMMOM C KJIIaBHATYpPhI, C 3aMUCHIO B (Paiiyl TOIBKO

SaIHH(i)pOBaHHOI‘O TCKCTa,

e BBOJ KJIto4a ImudpoBaHus/paciiu@poBaHus ¢ KIaBUATYPhl 0€3 0TOOpaKEHUS €To

Ha 5KPaHC,

e pacmudpoBKy TEKCTa, cojepxalierocst B (aiiie, ¢ BBIBOJOM pPE3yJIbTaTOB HA
9KpaH WM B Apyrou ¢ain (kiod pacimppoBbIBaHUS BBOJIUTCSA C KJIABHATYPHI
0e3 7xa).

2. Ilpu momomM CO3JaHHOW MPOTpamMMbl TOJATOTOBHUTH 3alIU(POBAHHBIN PYCCKHIA

tekcT 00beMoM He MeHee 2000 cuMBOIIOB.

BapuanTsl 3agaHui

Ne Bapuanrta

[udpsr

1 Mudp ckurana, mmdp Tpucemyca

2 [Mudp ckurana, mudp Lezaps

3 Mudp ckurana, mmdp Llesaps ¢ KIrOYEBbIM CIOBOM

4 [Mudp ckurana, mmdp BkuHeHpa

5 [Ipocras mmdpyromas Tabnuua, mudp Tpucemyca

6 [Tpoctas mudpyromas Tabauia nepecranoBku, mudp Llezaps

7 [Ipoctas mudpyromas Tabnuia nepectaHoBky, mudp Llesaps c
KITFOYEBBIM CIIOBOM

8 [Ipocras mudpyrorias Tabauia nepectanoBky, mudp Bkunenpa

9 OnuHouHas nepecTaHoBKa 1o Kitovy, mmdp Tpucemyca

10 OpnuHouHas nepecTaHoBKa 1o kitouy, mudp Llesaps

11 OnuHouHas repecTaHoBKa 1o Kitouy, mudp Llesaps ¢ kiroyeBsM
CJIOBOM

12 OnuHoYHAas TIepecTaHoBKa 10 Kitouy, mudp Buxunenpa

13 JIBoliHasI mepecTaHOBKa 1o Kirovy, mudp Tpucemyca

14 JIBoitHas mepecTaHoBKa 1o kitouy, mudp Llezaps

15 JIBoitHas mepecTaHoBKa 1o Kirouy, mudp Llezaps ¢ kitoueBbIM
CJIIOBOM

16 JIBoitHas IEpecTaHOBKa 10 Kitouy, mudp Buwkruaenpa

3aganme 2: AJITOPUTMBI PACIIPEJIEJIEHUS KJIFOYEHN
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AJITOPUTM 00MeHA KJIKYaMMU.

[Mporokon Ju ¢du-Xe mmmana (amrm.  Diffie-Hellman, DH) —
KpunTorpapuueckuii MpOTOKOJ, MO3BOJSIOUINI IBYM U 0Oojiee CTOpOHAM MOJYYHUTb
oOLIMii CEeKpeTHBIA KIII0Y, HCIOJB3YS HE3AIIMIIEHHBIH OT MPOCIYIIMBAHHUS KaHAJ
cBsi3u. [lomyueHHBINH K0 MCHONB3YyETCs Uil IMH(PPOBaHUS NalbHEHIIero ooMeHa ¢
MOMOIIBIO AJITOPUTMOB CUMMETPUYHOTO MIU(POBAHHUS.

Cxema OTKpBITOTO pacmpeieNieHuss Kioded, mnpemnoxkenHas Hupdu wu
XenIMaHoM, MPOU3BENAa HACTOSIYI0 PEBOJIOLUIO B MUpE IIM(pPOBaHMS, TaK Kak

CHMMaja OCHOBHYIO TIpoOJeMy KJIacCHUecKoW Kpumnrorpahum — mpoliemMy
pacnpeneneHus KIroue.

[lepeqaua kir04a 1O OTKPHITBIM KaHalaM Obula  OOJBIIONW — MpoOIeMOoit
kpuntorpapun XX Beka. Ho 3Ty mpoOiemy yaanock peumIdTb IMOCHE MOSBICHUS
anroputma J{uddu-Xennmana. JJaHHbIN adropuT™M MO3BOJIMII JIaTh OTBET HA IJIABHBIM
BOIIPOC:

«Kak mpu oOmeHe 3amM(ppoBaHHBIMU MOCIAHUSAMH YUTH OT HEOOXOAUMOCTH
Nepelayl CEKPETHOro KOJAa paclM(pOBKH, KOTOPBIM, KaK NpPaBWUJIO, HE MEHBIIE
camoro mnocianusa?» OTKpeiTOe pacnpocTpaHeHue kimoued Juddu-Xemnmana
MO3BOJISIET Mape MOJIb30BaTEIEH CUCTEMBI BbIpAOOTaTh OOLIMI CEKPETHBIN KIIHOY, HE
00OMEHMBAsICh CEKPETHBIMU JTAHHBIMHU.

[lepBas myOnukanusi JaHHOTO aaropuTMa mnosiBujiack B 70-x romax XX Beka B
cratee Judpdu n Xemnmana, B KOTOpPOl BBOAWINCH OCHOBHBIE MOHSTHUS KpUITOrpa-
bun C OTKPBITBIM KJIIOYOM. Aneopumm upgu-Xennimana HE TPUMEHSETCS IS
mrdpoBaHus COOOIIEHU Wi (GOPMHUPOBAHUS DJCKTPOHHOU moamucu. Ero HaszHa-
YeHHe — B pacnpeeneHun kinodeid. OH MOo3BOJsSeT JBYM WIM OOJee IMOJIb30BaTEeNsIM
OOMeHSAThCS 6€3 MOCPETHUKOB KIFOUOM, KOTOPBIM MOXET ObITh MCIOJB30BaH 3aTeM
JUI. CHMMETpUYHOro mugpoBaHusa. JT0 Oblla MepBas KPUIITOCUCTEMA, KOTOpas IO-
3BOJISUIA 3allMIIATh MHPOpMAIMIO 0e3 UCHOJIb30BAaHUS CEKPETHBIX KIIOUeH, mepena-
BAa€MbIX IO 3aIIMLIEHHBIM KaHajlaM. CXxema OTKPBITOIO pacHpeAcsieHHs KIIOUeH,
npemyioxxkenHas Judpdpu m XemnmanoMm, mpou3Besa HACTOSIIYIO PEBOIIOLUIO B MUPE
mrppoBaHUs, TaK KaK CHUMaJla OCHOBHYIO IPOOJIeMy KJIaCCUYECKOM Kpunrorpaduu
— npo0JeMy pacrpeieaeHus KIIoUeH.

AJropUT™M OCHOBAaH Ha TPYAHOCTH BBIYUCICHUN OUCKPEMHbIX J102apughmos.
[TonpoGyem pazoOpaThCsi, 4YTO ITO Takoe. B 3Tom anroputme, Kak ¥ BO MHOTUX JIpY-
TUX QITOPUTMAX C OTKPBITHIM KIJIFOUOM, BBIYMCIIEHHUS MPOU3BOMASITCSA MO MOIYIIO He-
KOTOpPOTo 0oJbIIoro mpoctoro uucia P. BrHawane crnenmanbHbIM 00pa3oM moa0upa-
eTcsl HEKOTOpoe HaTypajibHOe 4uciio A, MeHbiuee P. Ecnu Mbl xoTuM 3amudpoBaTh
3Ha4YeHHE X, TO BBIYUCIISIEM

Y = AXmod P.

[Tpuuem, umes X, BbUMCITUTH Y Jierko. OOpaTHas 3ajada  BbIYMCIE- HUS
X u3 Y sBISIETCS JOCTAaTOYHO CJIOKHOM. OKCIOHeHTa X Kak pa3 U Has3bIBaeT- Cs
ouckpemuvim nocapugpmom Y. Takum 00pa3oM, 3HasE O CJIOKHOCTH BBIYMCIIC- HUS
ouckpemuozo nocapughma, ducio Y MOKHO OTKPBITO MEpeaaBaTh Mo J000MYy KaHATy
CBS3M, TaK Kak mpu Ooibmiom moayne P ucxomnoe 3naduenue X momoOpaTh OyaeT
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NPaKTHYECKH HEBO3MOXHO. Ha  »ToM  marematmdeckoM  ¢akTe  OCHO- BaH
aneopumm Huggu-Xennmana nnas GopMupoBaHHs KITroUa.
dopmMupoBaHe 001IEr0 KJII0Ya

[IycTs N1Ba monb30BaTeNs, KOTOPBIX YCIOBHO HA30BEM I0Jb30BaTENb | M MOJb-
30BaTeNb 2, KeNalT cHOopMUpPOBATH OOIIMI KIIOY JJIsl aJITOPUTMA CUMMETPUYHOTO
mm@poBanus. BHavyane oHM MOMKHBI BBIOpaTh O0jbIIOE MpocToe uucio P u Heko-
Topoe crienuanbHoe gncio A, 1 < A < P-1, takoe, 94To Bce uncia U3 WHTEpBaia [1, 2,
..., P-1] MoryT OBITh TIpenCTaBIICHbl KaK pa3nuuHble creneHn A mod P. Dt uuncna
JOJDKHBI OBITh M3BECTHBI BCEM a0OHEHTaM CHUCTEMbI U MOTYT BBIOMPATHCA OTKPBITO.
D710 OYIyT TaKk Ha3bIBa€MbIE 0OwWue napamempul.

3areM HepBhIi 1M0JIb30BaTelb BhIOUpaeT yncio X; (X1<P), koTopoe kenareib- HO
dbopMHpOBaTh C MOMOIIBIO JATYUKA CIYYaHBIX YHCeN. JTO OyAeT 3aKpBIThIN

KJIIOY TIEPBOIO IMOJIb30BATEINSA, U OH JOJLKEH JepKAaThCs B cekpere. Ha oCHOBE 3a-KpbITOTO
KJIFOYa T0JIb30BATENb | BEIYMCIISAET YUCIIO
Y: = AN mod P

KOTOPOE OH ITOCBIJIA€T BTOPOMY aOOHEHTY.

AHaJOTUYHO MOCTYNAET U BTOPOU MOJIb30BATENb, TCHEPUPYS X2 U BHIUUCIISAA

Yo = A2 mod P

DTO0 3HaYECHHE T0JI30BATEIb 2 OTIPABIISICT IIEPBOMY IOJIH30BATENIO.

[Tocne 3Toro y moab3oBaTenei nomkHA ObITh MHGOPMAIIUS, YKa3aHHAs B Clie-Ayromien
TalbnuIe:

oOLIMi CeKpeTHBIN KTty Z 71 ceaHca CUMMETPUYHOro mudpoBanusa. BoTkak
3TO JOJIKEH CJIENIaTh NEPBBIN MOJIb30BATENb:

Z = (Y2) mod P

HukTo npyroi kpome mosp30BaTess 1 3TOro cienatb He MOXKET, TaK KaK YUC- JIO
X1 cexkpeTHO. BTopoil monp30BaTeNb MOXKET MOJYYUTh TO K€ caMoe€ 4ucio Z, uc-
MOJIb3ysl CBOM 3aKpBITBHIA KIIFOY M OTKPBITHIA KJIHOY CBOEr0 aOOHEHTa CIEAYIOIIUM
obpazom:

Z = (Y1)*? mod P

Ecau Bech mporokon ¢GopMuUpoBaHUsSI OOIIETO0 CEKPETHOTO KIIOYa BBHITIOJHEH
BEPHO, 3HA4YeHUsA Z y OJHOTO W BTOPOro aOOHEHTa JOJKHBI MOJYYUTHCS OJUMHAKO-
BbIMU. [Ipruem, 4To caMoe BaxKHOE, MPOTUBHUK, HE 3HAs CEKPETHBIX yncen X1 U Xz, HE
CMOKET BBIYUCIUTh Yuciio Z. He 3Has X1 u Xz, 3JI0YMBIIUJIEHHUK MOXET MOIbI- TATHCS
BBIYUCIUTh Z, WCHOJB3Yd TOJIBKO mepenaBaeMmble OTKpeiTo P, A, Y1 u Yo
be3onacHocTh (hopmupoBaHus obOmiero kiaroda B anroputMme Juddu-Xemnmana BbI-
TEeKaeT M3 TOro (akra, 4TO, XOTS OTHOCHUTEIBHO JIETKO BBIYMCIUTH DKCIIOHCHTHI I10
MOJYJIIO TIPOCTOTO YHCJIA, OY€Hb TPYAHO BBIYHCIUTH TUCKpPETHBbIE sorapudmbl. s
OOJIBIIMX TPOCTBIX YHMCEN pa3MEpPOM COTHHM M THICSYM OWT 3ajJada CUMTACTCS HEepas-
PEIIMMOIA, TaK KaK TPeOyeT KOJIOCCaTbHBIX 3aTPAT BEIYUCIUTEIBHBIX PECYPCOB.

[Tonp3oBarenu 1 U 2 MOTyT MCIHOJB30BAaTh 3HAYEHHUE 7 B KA4€CTBE CEKPETHOrO
KJItoua Jiis mudpoBaHus U pacimpoBaHus JaHHBIX. TakuM ke o0pazoM Jirodas mapa
a0OHEHTOB MOYKET BBIYMCIIUThH CEKPETHBIN KIIFOY, U3BECTHBIN TOJBKO HM.
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IIpumep BbIYHMCICHU 10 AJTOPUTMY

[Tycth nBa aboHEeHTa, Kenarolue oOMeHUBaThCs uepe3 MHTepHeT 3ammudpoBaHHbI-
MU COOOUIEHUSMU, PEIIUIN CPOPMHUPOBATH CEKPETHBIN KIHOY JIJIsl OYE€PEAHOTO Ce-
aHca cBsi3u. [IycTh OHU UMEIOT clieAyrolue o0IIHe napamMmeTpsl:

P=11, A=1.

Kaxxaplii aOOHEHT BBIOMpPAET CEKPETHOE YMCIIO X U BBIYMCIIIET COOTBETCTBYIOIIEE
eMy oTKpbIToe uncio Y. [lycts BeIOpaHbl

X1 = 3, X2: 0.
Breraucasem

Y:=7mod 11 = 2,

Y,=7°mod 11 = 8.

3aTteM noJjap30BaTeau 0OMEHUBAIOTCA OTKPBITHIMU KiltouaMu Y1 U Y». [locne atoro
KaXJIbIH 13 MOJIb30BaTeNe MOXKET BHIYUCIUTD OOIINI CEKPETHBIN KITHOY:

noJyib3oBaTenb 1: Z = 83 mod 11 = 6.
noJyib3oBaTenb 2: Z =22 mod 11 = 6.

Teneps OHM UMEIOT OOIINI KITFOU 6, KOTOPBIN HE TIEpEIaBaJICS TT0 KaHATy CBS3H.

KonTpoubHubie Bonpocs 134 (ITK-3):
1. ITosicHuTe MOHATHE KpUNTOrpaduH.
. moctpoiite OO00IIEHHYIO CXEMY KPUIITOCUCTEMBI.
. Uro Taxoe HIudpsl nepectaHOBKU?
. Uro takoe [lIudpoBanne ¢ TOMOIIbIO MATHISCKUX KBAIPATOB?
. Uro Taxoe udpsl 3ameHb1?
. Uro o3nauaet Cucrema mudposanus Lle3aps? Tabnuna nmoacranosku mudpa Llezaps?
. Uto o3nauaet KBagpat BukuneHpa 17151 pyccKoro s3bika?
. IlosicHUTE aNTrOPUTMBI pactipeieeHus KITFouei

0O JO Whn WD
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Ilpakmuueckoe 3anamue Ne5. CUMMETPHYHBIE AJII'OPUHTMABI.

CUMMETpUYHBIE  KPUNTOCUCTEMBI  (TaKkKe CHUMMETPUYHOE IH(pPOBaHUE,

CUMMeETpUYHbIe MUPPB) — crnoco0 MmuppoBaHUsa, B KOTOPOM IS IIHU(PPOBAHUS U
pacuimpoBbIBaHUS MPUMEHSETCS OJUH U TOT K€ Kpunrtorpaduueckuin kmod. o
U300peTeHMs CXEMBI aCUMMETPUYHOTO mudpoBaHUs €IMHCTBEHHBIM

CYIIECTBOBABIIMM CIIOCOOOM  SIBJSUIOCH CUMMETpHUYHOEe mmmudpoBanue. Kirou
aIrTOpUTMa JOJDKEH COXPAaHATBCS B CEKpPeTe OOCHMMH CTOPOHAMHU. AJTOPUTM
mu@poBaHKs BEIOMPACTCS CTOPOHAMU J0 Hadajia 0OMeHa COOOIEHHUSIMU.

PaccMmoTpum 00ITyr0 CXeMy CHMMETPUYHOM, WU TPATUIIMOHHOMN, KpUITOrpauu.

OO0t kmoy
K
Jawmdposarioe
Hexoanoe Y, COOOLLICHIC \ Hexoanoe
CcooDLeH e C : COODIICHHE
P Aaropat™m | AJropaTm P
mndponanus acmundponanus

Puc. O61mast cxema CMMMETPUYHOTO U(POBAHUS

B nporecce mudpoBaHus UCTIOIB3YETCS ONPEACIICHHBIN aIrOpUTM UG POBaHUS,
Ha BXOJ KOTOPOMY IMOJAI0TCS UCXOJHOE He3amu(ppoBaHHOE COOOLIECHHE, HAa3bIBAEMOE
Takke plaintext, u kiro4. BeixogoM anroputma siBisieTcs 3amu@ppoBaHHOE COOOIIEeHuE,
HaspIBaeMoe Takke Cciphertext. Kiou sBisercs 3HaYeHHWEM, HE 3aBHCSIIAM OT
mdpyemoro cooOiieHusa. M3meHeHue Kioua JOJDKHO MPUBOJIUTH K HM3MEHEHHUIO
3amu@poOBaHHOTO COOOIIEHUSI.

3ammudpoBaHHOE COOOIICHUE TIepeaaeTcs noayydarento. [lonyyarens npeodbpasyet
3ar(poBaHHOE COOOIIEHHE B UCXOAHOE He3allu(PpOBaHHOE COOOIIEHNE ¢ TOMOILBIO
anropuTMa JemudpoBaHUs U TOTO YK€ CaMOTro KITH04a, KOTOPBIHA HCIIONB30BAJICS MPU
mpOBaAHUH, UITH KJTFOYA, JIETKO TOJIYy4aeMOro 13 KJIo4da MuQpoBaHusl.

HezammudpoBanHoe coobmenne Oyaem o6o3Hadarsk P umu M, ot ciioB plaintext u
message. 3amudpoBaHHOe coobIeHue oyaem obo3nadats C, ot cioBa Ciphertext.

XapakTepHas 0COOEHHOCTh CHMMETPUYHBIX OJIOUHBIX aJTOPUTMOB 3aKII0YACTCS B
TOM, YTO B XOJI¢ CBOEH pabOThI OHM TPOW3BOJAAT TMpeoOpa3oBaHUE OJIOKA BXOTHOM
uHdopmaruu (GUKCUPOBAHHON JIMHBI M TMOJTYYAIOT PE3yJbTUPYIONIUN OJIOK TOTO Ke
o0bemMa, HO HE JOCTYIHBIM JJIsi MPOYTEHUS CTOPOHHUM JIMIIAM, HE BJIAJCIOIINM
KItouoM. Takum 00pa3oM, cxemy padOThl CUMMETPUYHOTO OJ0YHOTO mudpa MOKHO
onucaTh GyHKIUSIMHU:

OyHKIYA.

C=EK M),

M = DK (C),

rae M — ucxoaubli (OTKPBITHIN) 010K JaHHBIX;C
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— 3amm¢ppPOBaHHBIN OJIOK TaHHBIX.

Kitou K siBnsiercs mapameTpoM CUMMETPUYHOrO OJIOYHOTO KPUITOAITOPUTMA U
npeacTaBisgeTr coOoil OOk ABOMYHOM HH(MOpManuu (HUKCUPOBAHHOTO pa3Mepa.
Ucxonubiit M u 3ammdpoBanHsidi C OJOKM JaHHBIX TakKe HMMEIOT PaBHYIO
(UKCUPOBAHHYIO Pa3psIHOCTH (HO HE 00s3aTelIbHO paBHYIO AjuHe Kitoua K).

I'OCT 28147-89 - oTedecTBeHHBIN cTaHIAPT Ha mudpoBanue qaHHBIX. CTaHIapT
BKJIFOYAET TPHU aIropuTMa 3amri(poBbIBaHUA (pacliu(pOBBIBAHUS) JAHHBIX: PEXKHUM
MPOCTOM 3aMEHbI, PEXKUM TaMMHUPOBAHUS, PEKUM FaMMHUPOBAHUS ¢ OOPATHOMN CBS3bIO -
U PEKUM BBIPAOOTKH UMHTOBCTABKHU.

C mnomompbl0 UMHUTOBCTABKM MOKHO 3a(UKCUpPOBATh CIy4yallHYyI0 WM
YMBIIUICHHYI0  Mojaudukanuio 3amudpoBaHHod uHdopmanuu. BeipabaTeiBaTh
MMUTOBCTABKY MOKHO WJIM Tiepen 3amudpoBbIBaHHEM (TOCe paciiu(ppoOBbIBAHMS)
BCEr0 COOOIIEHUS, WM OJHOBPEMEHHO C 3amudpoBbIBaHUEM (pacuiudpOBLIBAHUEM )
no OnokaMm. Ilpu stom Osok WHOpMauu MHPpPyeTCs MEPBBHIMU IIECTHAILUATHIO
[IUKJIAMH B PEKHME MPOCTOM 3aMEHBI, 3aTeM CKJIAIBIBACTCS IO MOJIYIIO 2 CO BTOPBIM
O7OKOM, pe3ynbTaT CYMMHpPOBaHHS BHOBH IMH(pPYyeTCs MEPBBIMHU MIECTHAIIATHIO
UKJIaMH | T. [I.

Anroputmbl mmdpoBanus ['OCT 28147-89 o6manaioT TOCTOMHCTBAMU JIPYTUX
QITOPUTMOB JIJII CAMMETPUYHBIX CUCTEM M MPEBOCXOIAT UX CBOUMH BO3MOXKHOCTSIMHU.
Tak, TOCT 28147-89 (256-06utoBbiii Kito4, 32 MUKIA HIHUPPOBAHKS) 110 CPABHEHHUIO C
TakuMu ajaroputMamu, kak DES (56-OutoBbiii Kittou, 16 muKiIoB mudpoBaHUs) H
FEAL-1 (64-OutoBbiii kirod, 4 1ukiaa mudpoBaHusi) oOmagaer Ooyiee BBICOKOM
KPUIITOCTOMKOCTBHIO 3a CYEeT OoJiee JJIMHHOTO KJtoua U OOJBIIEro 4ucia IUKJIOB
mrppoBaHus.

Cnenyer otmetuTh, 4TOo B oramuue oT DES, y T'OCT 28147-89 610k
MIOJICTAHOBKU MOYKHO TPOU3BOJIBHO MU3MEHSTH, TO €CTh OH SIBIISIETCS JOTIOTHUTEIHHBIM
512-0OUTOBBIM KITHOYOM.

DES (amrnm. data encryption standard) — ajaroputM s CHMMETPHYHOTO
mudpoBanus, pazpadoranHblii ¢upmoil IBM u  yTBepKIEHHBIA NPABUTEIHCTBOM
CIIA B 1977 rony kak odpunmanbhbeiii ctangapt (FIPS 46-3). Pasmep Gsioka s DES
paBen 64 6urta. B ocHoBe anroputMma nexut ceth deiictens ¢ 16 nukinamu (payHaaMu)
U KJIIOYOM, HUMEKOIIMM JJIMHY 56 OuT. AJNTOPUTM UCHOJIb3yeT KOMOWHAIIMIO
HenuHeHHbIX (S-0110Kkn) 1 uHEHHBIX (epectanoBku E, IP, IP-1) mpeoOpa3zoBanmuii. J{is
DES pekomMeH0BaHO HECKOJIBKO PEKUMOB.

Konrpoabubie Bonpocsi 135 (IK-2):
1. YUto Takoe CUMMETPUYHBIE KPUIITOCUCTEMBI?
2. [Toctpoiite OO1IYIO0 CXEMY CUMMETPUYHOTO MIH(PPOBAHUS
3. XapakTepHasi 0COOEHHOCTh CHMMETPHUYHBIX OJIOYHBIX aJITOPUTMOB?
4. OnumuTe aNropuT™ it CMMMeTpu4Horo mudposanus DES.
5. OnumuTe 0TeYeCTBEHHbIN CTaHapT Ha MH(pOoBaHKUE JTaHHBIX.
6. AGCOIOTHBIN U OTHOCUTENBHBIN aapec stueriku (ccpiiku) [OCT 28147-89.
7. Kako#i anroput™ UCHoib3yercs B mpouecce mudpoBaHus?
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Ilpakmuueckoe 3anuamue Ne6. ACUMETPUYHBIE AJ/IFOPUTMBI.

AcUMMETpHUYHBIE aITOPUTMbI MU(GPOBAHUS HA3BIBAIOTCA TAKXKE AJTOPUTMAMH C
OTKPBITHIM KIIIOYOM. B oTnuumMe OT ajJiropuTMOB CHUMMETPHUYHOTO HIM(PPOBAHUS
(anmropuT™MoB MU(GPOBAHUA C 3aKPBITHIM KIIOUOM), B KOTOPBIX Ui IIHU(pOBaHUS U
pacm@poBaHUs UCIIOIB3YETCS OJUH M TOT XK€ K04, B aCCUMETPUYHBIX aJTOPUTMAax
OJIUH KJIIOY UCIOJIb3yeTcs JUIs mu(poBaHus, a IPyrou, OTIMYHBINA OT MEPBOTO, — IS
pacudpoBaHus. AJTOPUTMBI HA3bIBAIOTCS ACMMMETPUYHBIMU, TaK KaK KIIOYU
mudpoBaHUs U paciiuPpOBaHUs pa3HbIE, CIEJOBATEIBHO, OTCYTCTBYET CHUMMETPHUS
OCHOBHBIX KpunTorpaguueckux rmpoieccoB. OAauH H3 JBYX KIIIOYEH SBISETCS
oTkpeITeIM (Public key) u MoxeT ObITh 00BABIICH BCEM, a BTOPOU — 3aKphIThIM (private
key) u nomkeH nepxartbes B cekpere. Kakoi n3 Kirodei, OTKPBITBIA W 3aKPBITHIH,
UCIIONIb3yeTcsl Juisl WU(poBaHUs, a Kakol Mg paciiupoBaHUs, ONPEIEISIETCS
Ha3HAYEHUEM KPUNTOIPAPUIECKON CHCTEMBI.

B HacTosimiee BpeMsi aCUMMETPHUYHBIE aJTOPUTMbI IIMPOKO MNPUMEHSIIOTCA Ha
NpaKkTUKe, HampuMmep, s oOecriedyeHuss UHGOPMAIMOHHOW  0O€301acHOCTH
TEJIEKOMMYHUKALIMOHHBIX CETEH, B TOM YHUCIIE CETEH, UMEIOIIMX CIOKHYIO TOMOJIOTHIO;
U1 obecrieueHus MHPOPMAITMOHHON Oe3omacHOCTH B TioOanbHOU cetu Internet; B
pa3IMyHBIX OAHKOBCKMX M IUIATEXKHBIX CHUCTEMaxX (B TOM YHCIE MCHOJb3YIOMIHX
WHTEJUICKTYaJIbHbIE KapThl).

Adroput™Mbl MHUQPOBAHUS C OTKPHITBIM KIIOYOM MOXKHO HCIOJIb30BaTh IS
pelIeHns, Kak MUHUMYM, TPEeX 3a/1ay:

o Jlnsa mmdpoBaHus mepeaaBaeMbIX U XPaHUMBIX JaHHBIX B LENSIX UX
3alIUTHI OT HECAHKIIMOHUPOBAHHOTO JAOCTYyIA.
e Jlns QopmupoBanuss UUGPOBOKM MOANMHUCH TOA  BJIEKTPOHHBIMU

JOKYMEHTaMHU.

e Jlns pacnpenesieHusi CEKPETHBIX KII0Uel, UCIOIb3YEMBbIX TOTOM IpHU
mU(PPOBaHUHN JOKYMEHTOB CUMMETPUYHBIMU METOJAMH.

AJroputm mudpoBaHus ¢ OTKPBITHIM KJII040M RSA ObuT pesioxKeH 0/1- HUM
u3 nepBbix B KoHie 70-x rogoB XX Beka. Ero Ha3BaHWe cOCTaBIE€HO U3 MEPBBIX OYKB
damunuii aBTopoB: P.PaiiBecta (R.Rivest), A.lllamupa (A.Shamir) u JI.Aanemana
(L.Adleman). Anroputm RSA siBnisiercs, HaBepHO, HanOOJee NOMy- JSPHBIM U IIUPOKO
NPUMEHSEMBIM ACUMMEMPUYUHBIM AN20PUMMOM B KpUNITOrpadu-4eCKUX CUCTEMAX.

AJNTOPUTM OCHOBaH Ha HMCHOJIb30BaHUMU TOro (akTa, YyTO 3a7adya pasyIoKEeHHUs
OOJBIIOrO0 YMClIa Ha MPOCThIE COMHOXHTENU sBisieTcss TpyAaHoul. Kpunrorpaduye-
ckas cucrema RSA 6azupyeTcst Ha claeayronux AByX (pakTax u3 TEOpUU YUCEI:

1. 3amada mpoBEpKM YKcCia HA MPOCTOTY SIBJSIETCS CPABHUTEIBHO JIETKOM;

2. 3aja4a pas3joKeHus 4Mcell BuAa n = pq ( p U q — MOPOCThIE YMCIIA); HA
MHOKUTEJIH SIBJISICTCSI OYEHb TPYAHOM, €CIIM MBI 3HaeM TOJBKO N, @ P U  —
OonpIie yncia (3TO TaK Ha3bIBaeMas 3ajada (paxropusaium,

Anroputm RSA mnpencraBiser coOoit OJMOYHBIN anropuT™M MU(POBAHUS, T
3amn¢poBaHHbIe U He3alu(ppoBaHHBIE JAHHBIE JOJKHBI OBITh IPECTABICHBI B BU- JI€
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LCJIBIX YHUCCT MCKIOY Oun-1 JJIs1 HEKOTOpOro N.

HIudpoBanue

Urak, paccmoTpum cam anroputm. I[lycts aboHeHT A Xo4eT mepenaTh 3amud-
poBaHHOE coodiieHue aboHeHTy b. B aToM ciyyae aboneHT b 1o/mkeH noAroToBUTh

napy (OTKPBITBIM KIIIOY; 3aKPBITHIA KIIOY) W OTHPABUTh CBOW OTKPBITHIM KIHOY
N0JIB30BATEINIO A.

[lepBbIM 3TamioM SBISIETCS TEHEpALUsl OTKPBITOTO M 3aKPBITOrO Kirodew. s
ATOr0 BHaudajie BbIOMparoTCs JBa OONbIIUX MpocThiX yuciaa P u Q. 3arem Bbrymciis-
eTcst mpousBeeHue N:

N = PQ.
Ilocne aToro OIIPCACIACTCA BCIIOMOTI'aTCIIBHOC YU CJIO ff =
(P-N(Q-1).

3arem ciy4yaiHbIM 00pa3oM BeiOupaetcs uuciio d < f u B3aumHuo npoctoe ¢ f.

Jlamee HE0OXOMMO HAWTH YUCIIO €, Takoe, yToed

mod f=1.

Yucna d u N OyAyT OTKPBITHIM KIIFOYOM IOJIH30BATElIsl, a 3HAYECHUE € — 3aKPhI-
THIM KIJIFOYOM.

Takum o0pazoM, Ha 3TOM 3Tale y MOJb30BaTENs JTOJDKHA ObITh MHpOpMaLus,
yKa3aHHas B CIeAyrolel TadauIe:

b xoder momyuuTh 3ammdpoBaHHOE COOOIIEHHWE OT MOJIb30BATENsI A, 3HAYUT
M0JIb30BaTeNb b T0MKEeH OTHpaBUTh CBOM OTKPBITHINA Kitou (d, N) monb3oBarento A.
Uucna P u Q GombIiie HE HYKHBI, OJJHAKO UX HEJIb3s HHKOMY COOOIIaTh; JIydIlle BCE- TO
UX BOOOIIIE 3a0bITh.

Ha 3Tom 3Tan noAroToBKM KIIFOYEN 3aKOHYEH U MOKHO HCMOJIb30BaTh OCHOB- HOU
npotokos RSA miis mudpoBaHus JaHHBIX.

Bropoii 3Tan — mu¢ppoBanue aaHubIX. Eciu aboHeHT A XodyeT nepeaaTh He-
KOTOpBI€ JIaHHbIe a0OHEHTY b, OH MOKeH MpeACTaBUTh CBOE COOOIIEHUE B LUPPO-
BOM BHJE M Pa30uTh €ro Ha OJIOKM mi, My, M3, ... , rae m; < N. 3amudpoBaHHoe co-
o0111eHre OyJIeT COCTOSITh U3 OJIOKOB Ci.

AOGoHeHT A mudpyeT Kaxaplii 0JI0K CBOEro cooOueHus no Gopmyie Ci

=m¥mod N

UCTIONIB3YSI OMKpblmble napamempul Tojib3oBaTens b, u mepecbutaer 3ammdpo-
BaHHOE coobOrieHne C=(c1, C2, C3, ...) O OTKPHITON JTUHHUH.

AGonenT b, monmyuuBmmii 3ammdpoBaHHOE COOOIICHUE, pacmu(pOBHIBaET BCE
OJIOKH MOJYYEHHOTO COOOIIeHUs 1o popmyIie

m; = ¢® mod N

Bce pacmmdpoBanubie 0J0KM OyIyT TOYHO TAaKUMH K€, KaK M HCXOISIINE OT
nosb3oBatens A.

3JI0YMBIIIUICHHUK, TEPEXBATHIBAIOIIUM BCE COOOIIECHHMS W 3HAIOUIUNA BCIO OT-
KpBITYI0O HH(OpMaIMiO, HE CMOXKET HaWTH HCXOAHOE COOOIICHHE MpU OOJIBIINX
3HaueHusix P u Q.

Acummempuunulit anzopumm, npenaoxeHHslii B 1985 roagy Dnb-I'amanem (T.
ElGamal), yauBepcaneH. OH MOXeT OBITh HCIIOJB30BaH JJIsi PEIICHUS BCEX TPeX

40



OCHOBHBIX 3ajad: Jis Mu(GpOBaHUS NAaHHBIX, AT (QopMHpOBaHUS HHU(POBOH mMox-
IUCH U JUIS COriacoBaHMs oOmiero kmoua. Kpome Toro, BO3MOXKHBI MOAM(HUKAIINN
aJITOpUTMA IS CXEM MPOBEPKH MapoJIs, 10Ka3aTeNbCTBA WACHTUYHOCTH COOOIICHUS U
Jpyrue BapuaHThl. be3omacHoCTh 3TOro alropuT™Ma, Tak ke Kak u aneopumma Jughgu-
Xenimana, OCHOBaHAa Ha TPYIHOCTU BBIYUCIECHUS OUCKPEMHBIX N102apugh- Mog. ITOT
anroput™ (akTHuecku ucnonb3yer cxemy JAudou-Xemnmana, utodbl chopMUpoBaTh
OOImIMI CeKPEeTHBIM KIII0Y /i1 aOOHEHTOB, MEpeNaloluX APYr APYry cooOlIeHue, U
3aTeM cooOIIeHre MUGPYETCs MyTeM YMHOXKEHHSI €T0 Ha 3TOT KIIIOU.

N B cimydyae mmdpoBanus, u B ciydae GopmupoBaHus MUGPOBON MOAMKUCH Ka-
XKJOMY MOJIb30BaTENI0 HEOOXOAMMO CT€HEPUPOBATh Napy Kitouel. J{is 3Toro, Tak xe
kak u B cxeMe Jluddu-Xemmmana, BEIOHPAIOTCS HEKOTOPOE OOJBIIOE MPOCTOE Ynciio P
U 4YUCIO A, Takue, 4TO pa3IMyYHbIe CTENEeHU ATPEACTABIAIOT COOOW pa3- JIMYHbBIC
yucia no moxyio P. Hucna P m A Moryt nepenaBaTbCs B OTKPBITOM BUJE U OBITh
001IMMU TSl BCEX a0OHEHTOB CETH.

3aTeM KaxK/bplii aDOHEHT TPyNIIbI BRIOUPAET CBOE cekpeTHoe ynciio X, 1 < Xj < P-
1 u BBIYUCIISICT COOTBETCTBYIOIIIEE eEMy OTKPBITOE YHUC- JI0

:
Y; .Y = A% mod P . Takum 00pa3oM, KaKOblii II0J30BaTEb MOXET Cre-
HEPUPOBATH 3aKPBITHIA KII0Y X U OTKPBITHIN KIIFOY Y.

Wudopmarss 0 HEOOXOAUMBIX IapaMeTpax CHCTEMBI CBEJEHA B CIIEAYIOLIYIO
Ta0IuIy.

HludpoBanue

Tenepp paccMOTpuM, KakuM 00pa3oM MPOU3BOJAUTCS MM(PPOBAHUE JTAHHBIX.
CooOmienue, npegHazHayeHHOE IS MIH(PPOBAHMS, JOKHO OBITH MPEICTABICHO B
BUJIE OJHOTO YHMCIa WM Habopa 4YHcen, Kaxaoe U3 KoTopbix MeHbwie P. Ilyctsb
NOJIb30BaTeNb | XOYeT mepenaTh MOJb30BaTellio 2 coobmieHue m. B 3Ttom ciydae
MIOCJIEN0BATENBHOCTD AEMCTBUN CIIEYIOIIAs.

1. TlepBblii MoaB30BaTENL BEIOMPAET CydyaliHOE YMCIO K, B3aMMHO MpO- CTOE
¢ P-1, u BeIumcIsieT unciia

r = A" mod P, e =m x Yy mod P

rae Y2 — OTKPBITBIN KITI0Y ToJib3oBaTens 2. Yucio k mepkutcs B cekpeTe.
2. Tlapa gmcen (r, e), sBustonascs MU(GPOTEKCTOM, TIEPEAACTCS BTOPOMY
MOJIb30BATEIIO.
3. Bropoii nosib3oBaTens, moayuus (I,e), A pacimdpoBaHus coooOime-
HUS BBIUUCIISACT
m=ce xrr %2 mod P
rae Xz — 3aKphITHIM KJIHOY NOJIb30BaTels 2. B pe3ynbTare oH mosydaeT uc-
XOJIHOE COOOIIeHue M.
Ecnuy 310yMBIIUIEHHUK y3HAET Wiu nepexBatut P, A, Yo, 1, €, TO OH HE CMOXET MO
HUM PACKPBITh M. DTO CBS3aHO C TEM, YTO MPOTHUBHUK HE 3HAaeT mapamerp k, BbI-
OpaHHBIN TEpPBBIM IMOJIb30BATENEM Uil IUQPPOBAHUS COOOHIEHUS M. BbIYuCIUTH
KaKUM-Iu00 oOpa3oM uucio k mpakTHUecKH HEBO3MOXKHO, TaK Kak 3TO 3ajada JIucC-
KpeTHoro JorapudmupoBanus. CreqoBaTeNbHO, 3JO0YMBIIIICHHUK HE MOXET BHI-
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YUCIUTh W 3HAUEHHWE M, TaK KaK m OBLJI0O YMHOXXEHO Ha HEHM3BECTHOE €My YHCIIO.
[TpOoTUBHUK TaKke HE MOXKET BOCIPOU3BECTH JNCUCTBUS 3aKOHHOTO IOJIydaTess Co-
oOmenust (BToporo aboHEHTa), Tak KaKk €My HE M3BECTCH 3aKPBITHIA KITHOY
Xy (BblUMCIICHHME X, HAa OCHOBAaHMM Y, — TaKXke 3ajadya JUCKPETHOro Jiora-
pUPMUPOBAHUS).

[To aHamOTMYHOMY aNTOPUTMY MOXKET MPOU3BOJIUTHCS W COTJIACOBAaHWE KITIOYa,
UCTIONB3YEMOT0 JIJIi CHMMETPUYHOTO mHU(pOoBaHus O0IBIINX 00BEMOB TaHHBIX. bonee
TOTO, aIrOpUTM DJib-I"amains Ha MpakTHKe 1e1ecO00pa3HO KCIOIb30BATh UMEHHO IS
COTJIacoBaHUsl OOINETro Kiarua ceccuu, a HE TPSIMOro MUPPOBAHUS OOJBITUX
cooOmIeHnil. JTO CBA3aHO C TEM, YTO B QJITOPUTME HCHOJB3YIOTCS OIepa- LU
BO3BEJICHUSI B CTCNICHh W YMHOXXEHHUS TO OOJNBIIOMY MOAym0. Tak ke Kak U B
anroput™Max RSA u Jluddu-Xemnmana, onepanuy Npou3BOIATCS HaJ OOJIBITUMH,

COCTOAIIMMH N3 HCCKOJIBKHX COTCH MJIM TBICAY 6HT, qucjIaMHU. HOBTOMy HII/I(prBa-
HHE OOJIBIINX COO6HI€HHﬁ IMPOU3BOAUTCA KpaﬁHe MCAJICHHO.

Kounrpoabubie Bonpocsi 136 (ITK-2):
1. Yro Takoe ACUMMETPUYHBIE AITOPUTMBI ITU(PPOBAHUS.
2. Yto Takoe ANropuT™Mbl LIM(PPOBAHUS C OTKPHITHIM KIIFOUOM?
3. Yto Takoe Anroput™ muppoBaHus ¢ OTKPHITEIM KirouoM RSA?
4. Yto Takoe coriiacoBaHue Kiroya?
5. Onummure anroput™ anroputM RSA
6. Onumure anroput™ JAuddu-Xemimana
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