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Jlabopamopnaa paooma Ne 1. Moaenu B3aMMOAeHCTBHUS TNPHKJIATHON
NporpaMMbl U NMPOrpaMMHON 3akjaaaku. MeToabl mepexBaTa M HABA3LIBAHUSA

uHpopmanuu. MeToabl BHeIPeHHs POTPAMMHBIX 3aKJIAT0K

Ilenv pabdomer: O3HAaKOMHTBCA C IpoOJeMaMM pealnu3alud IOJIUTHK

0e3011acCHOCTH B KOMIIBIOTCPHBIX CUCTCMAaX Ha IIPUMCPC I[HCKpGHPIOHHOﬁ MOACIIN.

Mojenn B3auMoICHCTBUS IPUKIIAJHOW IPOrPaMMBbl U ITPOrPaMMHOM 3aKJIaIKH

Oobmas mozxenp PIIC MoXHO mpeacTaBUTh B BHUJE COBOKYITHOCTH MOJEJEH,
Ka)KJ1asl U3 KOTOPBIX COOTBETCTBYET ONUCaHHbIM Bbile TunaM PIIC u xapakrtepusyer
NEHCTBUSL  3JIOYMBIIUIEHHUKA, MCXOIi1 M3  ero  obpa3a  Mblciedl H
Bo3MoxkHocTel [[TAC].

1. Mooenw «nepexeamy. IIporpaMMHasi 3aKiajika BCTpauBaeTcs (BHEAPSAETCS) B
[13Y, OC unu npukiagHOE MNPOrpaMMHOE OOECIEeUEHUE M COXpaHsSeT BCE WIU
n30paHHble (parMeHTbl BBOJAMMOW WJIM BBIBOJMMOM HH(OpMAUMU B CKPBITOU
o0acTy JIOKaNbHOM WM YJAJIEHHON BHEUIHEW naMsTH npaMoro gocryna. OobekTom
COXpaHEHHUS MOXKET OBITh KIABUATYpPHBIM BBOJ, JOKYMEHTHI, BBIBOJUMBIC Ha
OpPUHTEP, WM YHUYTOXKAaeMmble (Dailsibl-IOKYMeHThl. Jlns  gaHHOM — Mojenu
CYLIECTBEHHO HaJM4YME€ BO BHEUIHEH MaMsATH MecTa XpaHeHUs HHPOpMAIH, KOTOPOe
JOJKHO OBITH OPraHU30BaHO TAKUM 00pa30M, 4TOOBI 00ECIEUNTh €€ COXPAHHOCTh Ha
NPOTSKEHUH 33JaHHOTO IPOMEXKYTKA BPEMEHM U BO3MOXKHOCTBH IIOCJEMYIOLIErO
chema. BaxkHo Takske, 4ToOBI coxpaHsieMas nHpopMaius Oblja KaKuM-I1u00 00pa3zom
3aMacKMpOBaHa OT MPOCMOTpa JIEraIbHBIMHU MOJIH30BATEISIMHU.

2. Mooenv «mposaHcKull KOHbY. 3aKJajJKa BCTPAWBACTCSI B  MOCTOSHHO
UCIIOJIb3yEMOE MPOrpaMMHOE OOECIEUYeHHEe U MO0 HEKOTOPOMY aKTHUBHU3UPYIOIIEMY
COOBITHIO MOJENUpPYET COOMHYIO CUTYyallMI0 Ha CPEACTBaxX XpaHeHUs MH(POpMaluu
Wi B 000pyAOBaHUN KOMITbIOTEpa (ceTH). TeM caMbIM MOTYT ObITh JOCTUTHYTHI JIBE
pa3iiMyHbIe LETU: BO-TIEPBBIX, Mapajn30BaHa HOpMalibHas paboTa KOMIIbIOTEPHOU
CUCTEMbI U, BO-BTOPBIX, 3JIOYMBIIIJICHHUK (HAaIpUMep, MOJ BHAOM OOCITY>KWBaHUS

500041 pCMOHTa) MOXET O3HAKOMUTHCA C I/IMCIOH_ICI‘/’ICSI B CHCTEME MJIM HAKOIJICHHOM
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MOCPEJICTBOM HCIOJBb30BaHUS MOJIeNu «rmepexBar» uHpopmanueir. CoObiTHEM,
AKTUBU3UPYIOMIUM 3aKJIaJIKy, MOXET OBITh HEKOTOPHIH MOMEHT BpPEMEHH, OO
CUTHAJI W3 KaHaja MOJEMHOW CBsI3U (SBHBIA WJIM 3aMacKUPOBAHHBIN), MO0
COCTOSIHUE HEKOTOPBIX CUETYMKOB (HAIIPUMED, YUCIIO 3aAIYCKOB IPOrpamMM).

3. Mooenv  «nabarooamenvy. 3aKnanKa BCTPpAWBACTCS B  CETEBOE  WJIU
TEJIEKOMMYHHUKAIIMOHHOE TporpaMMHoe oOecriedeHue. [lonp3ysck Tem, 4TO JaHHOE
10, kak nmpaBuiI0, BCErja akTUBHO, MPOrpaMMHasl 3aKJIaJKa OCYIIECTBISET KOHTPOJIb
3a mporeccaMd 00pabOTKM HMH(OpMAlMKM Ha JAHHOM KOMIIBIOTEPE, YCTAaHOBKY U
yIaJieHuEe 3aKJIaJIoK, a TaKXke ChEeM HaKOIUICHHOW HHpoOpMaiuu. 3akiajka MOXKET
WHULIMUPOBATh COOBITHS JUIsl paHEe BHEAPEHHBIX 3aKJIaJ0K, JEUCTBYIOIIUX IIO
MOJEIHN «TPOSIHCKUW KOHbBY.

4. Mooenb  «komnpomemayusy. 3akiaaka Jau00  TEepedacT  3aJaHHYIO
3JI0YMBIIIUICHHUKOM MH(pOpMaIUio (Harpumep, KJIaBUaTypHBIA BBOJ) B KaHAJ CBSI3H,
aMb0 COXpaHsSeT e€e, He ToJlarasich Ha TapaHTUPOBAHHYIO BO3MOXHOCTb
MOCIIEAYIOMIETO TNpUeMa WM CHATHSA. bonee 3K30TMYECKMU Ciydal — 3akjiajka
WHUIMAPYET TOCTOSTHHOE oOpalieHne K uHGOpMAaIui, NPUBOJAIIEE K POCTY
OTHOILICHUS] CUTHAJI/IITYM MPU MEepexXBaTe NOOOUHBIX U3TYUYECHUM.

5. Moodenv «uckasxcenue unu unuyuamop owiuboxy. [Iporpammuas 3akiaaka
HCKaKAeT TMOTOKM JAHHBIX, BO3HHUKAIOIIME TMpPU padoTe MPUKIATHBIX MPOTpaMM
(BBIXOJHbIE TIOTOKH), JHMOO MCKaXKaeT BXOJHbIE MOTOKUM WHPOpMaLUH, JTUOO
WHUIIMKPYET (WU TIOJABIISIET) BO3HUKAIONIME MpPU padOTe MPUKIATHBIX MPOTPaMM
OIIIUOKH.

6. Mooenv «cobopxa mycopa». B manHOM ciydae mpsimoro BosaewctBusi PIIC
MOXET W He OBITh; M3Y4aloTCS «OCTaTKW» WHpopmaruu. B ciayuae mpumeHeHus
NpOTPaMMHOM  3aKJIaJKM  HaBS3BIBACTCS TaKOW TMOPSAJOK  pabOThl, YTOOBI
MaKCUMHU3HUPOBATh KOJUYECTBO OCTAIOIMIUXCA (PparMEeHTOB IIEHHOW WHGMOpPMAIIIH.
30yMBINIUICHHUK TIOJIy4aeT Ju0O0 JaHHbIE (parMeHThl, WCIHOJIBb3YyS 3aKIIaIKd
Mozened 2 u 3, nubO HEMOCPEACTBEHHBIM JOCTYN K KOMIIBIOTEPY MO BHUAOM

PEMOHTA WK TPODUITAKTHKH.
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VY paccMOTPEHHBIX PA3NIUYHBIX IO LEJNSIM BO3INEHCTBUS MOJEIEH 3aKJIaJI0K
UMeeTcs BakHas oOllas 4Yepra - HaJW4yue ONEpalHdH 3aluCH, MPOU3BOAUMON
3aKIaKol (B OMEPAaTUBHYIO WM BHEUIHIOW MmamsaTh). [Ipu oTcyTcTBUM AaHHOU
omepalii HUKaKO€ HETaTUBHOE BJIMSHUE HEBO3MOXKHO. BIOJHE MOHSTHO, YTO IJIS
HaIIPaBJICHHOTO BO3ICHCTBUA 3aKjaJKa JOJDKHA TAKKE BBINOIHATH W ONEpaluu
yreHus. Tak, HampuMmep, MOKHO pealu30BaTh (PYHKIUIO IleJIeHAIPaBICHHON
Moau(UKAIMKA JAaHHBIX B KAKOM-JTMOO CEKTOpE KECTKOTO TUCKA, KOTOpas BOZMOXKHA
TOJBKO MTOCJIE UX MPOYTEHUS.

Takum 0Opa3oM, UCHOJHEHHE KOJa 3aKIAJKA MOXKET OBIThb COIMPOBOXKICHO
omneparusiMu HecaHkimonupoBanHou 3amucu (HC3), nampumep, s coxpaHeHUs
HEKOTOpbIX (parMeHToB HWHGOPMAIMK, ¥ HECAHKIIMOHHUPOBAHHOTO CUUTHIBAHUS
(HCY), kotopoe MOXET NPOUCXOAUTH OTJAEIBLHO OT ONEpalMil YTEHUS MPUKIATHOU
MpOrpaMMbl WJIM COBMECTHO ¢ HUMU. [Ipu 3TOM omepanuy CUUTHIBAHUS U 3aIUCH
MOTYT OBITh HE CBSI3aHBI C TOJyYeHHUEM HWH(OpMaIuu, HampUMEp CUHUTHIBAHUE
apamMeTpOB YCTPOWCTBA WJIM €r0 MHULMAIU3ALMS - 3aKjIaJKa MOKET MCIOJIb30BaTh
JUTsl CBOEH pabOThl U TaKHWe OINepaluu, B YACTHOCTH, JIJIi MHUIMUPOBAHUS COOMHBIX
CUTYyallui WK TIepeHa3HaueHus BBOa BhIBOIA.

Bo3moskHble KOMOMHALMK HecaHKIMoHUpoBaHHbIX AeiictBuil (HCY u HC3), a
TAK)K€ CAHKIMOHUPOBAHHBIX JACHCTBUU NPUKIAAHON MPOrpaMMbl UJIM ONEPAMOHHOU
cpensl 1o 3anucu (C3) win cuntsiBanuto (CY) npuseaens! B Tadu. 1.2 [IIAC].

Curyamuu 1 - 4 COOTBETCTBYIOT HOPMaJIbHOM paboTe MPUKIAIHON
MpOrpaMMBbl, KOTJa 3aKJIaJKa HE OKa3bIBAET HA HEE€ HUKAKOIO BO3AECHCTBHUS.

Cutyanust 5 MoXeT OBbITh CBsI3aHA JIMOO C pa3pylIeHHEeM KoJa MPUKIaTHOU
nporpaMmbl B onepaTuBHOW namsatu OBM, MoCKOIbKY NpUKIIAIHAs Mporpamma He
BBITIOJTHSICT CAHKIIMOHUPOBAHHBIC JIEUCTBUS IO 3alUCU U CUUTHIBAHUIO, JTUOO C
coxpaHeHueM yxke HakorieHHo# B OIl uadopmarym.

Curyanus 6 cBsi3aHa C pa3pylieHUEM WA C COXPaHCHHEM HH(POPMAINH
(MCKaXX€HUE WM COXPAHEHHE BBIXOJHOTO TOTOKA), 3aMMChIBAEMON MPUKIAAHON

MIPOrPAMMOM.
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Cutryauust 7 cBsizaHa C COXpaHEHHEM HH(OpMaLUU (COXpaHEHUE BXOAHOIO
MOTOKA) CYUTHIBAEMOW MPUKIATHON MPOrpPaMMOii.

Curyauust 8 cCBsi3aHa C COXpaHEHHEM HH(MOpMaLMU 3aKJIaJKON 1pu
CUMUTHIBAHUH WJIU 3aITUCH UH(DOPMAIIMK TPUKIATHOM MPOTPaMMO.

Curyanus 9 He cBsi3aHa C NPSAMBIM HETaTUBHBIM BO3JECHCTBUEM, MOCKOJIBKY
NpUKJIaJHAs IporpaMMa He akTHBHA, a 3aKjajaka npou3BoauT Toiabko HCY (mpouece
«HACTPOUKN»).

Cutyauust 10 MokeT OBbITh CBsI3aHA C COXPAHEHUEM BBIBOJUMOW MH(pOpMaLuu
B OIIEPATUBHYIO MAMSTH.

Curyanus 11 moxer ObITh CBs3aHa C COXpaHEHUEM BBOAMMOW MH(OpPMAIUH B
ONEpaTHBHYI0  HaMmsATh  JUOO €  M3MEHEHUEM  [apamMeTpoB  Ipoliecca
CAaHKI[MOHUPOBAHHOT'O YTEHUS 3aKJIaIKOM.

Curyauust 12 MokeT OBbITh CBsi3aHAa C COXpPAHEHHEM KaK BBOJMMOM, Tak U
BBIBOJIMMOM NMPUKJIaJHON NporpaMmMoi HHGOpPMaIUU B OTIEPATUBHYIO MaMSATh.

Curyanus 13 mMoxer ObITh CBsI3aHA C Pa3MHOKEHHEM 3aKJIaJKU, COXPAaHEHUEM
HakoruieHHO B Oydepax OII mnpopManum wim ¢ pa3pylieHueM Koja U JaHHBIX B

¢aiinax, TOCKOJIbKY MPUKIIAHAS TpOrpaMMa HE aKTHBHA.

Tabmanma 1.2
Homep | ey | mes eiicmeus PIC cu | c3
cumyayuu

1 0 0 Her 0 0

2 0 0 Her 0 1

3 0 0 Her 1 0

4 0 0 Her 1 1
N3menenune (pazpymienue) KoJa

5 0 1 . 0 0
MpUKIaaHOM mporpaMmsl B OIT

6 0 1 Pa3pymienne nnm coxpaHeHHE BBIBOJUMBIX 0 1
MIPUKJIATHON MPOTPaMMOM JaHHBIX

7 0 1 Paspymienne wnm coxpaHeHHE BBOAMMBIX 1 0
MIPUKJIATHON MPOTPaMMOM JaHHBIX




Pa3pymeHHe WK COXPaHCHHUC BBOAUMBIX U

8 0 1 1 1
BBIBOJUMBIX JJAHHBIX

9 1 0 Her 0 0

10 1 0 ITepenoc } BBIBOJJTUMBIX MPUKJIATHON 0 1
nporpammoi ganubix B OI1

11 1 0 ITepenoc } BBOJUMBIX MPUKJIATHON 1 0
nporpammoi ganubix B OI1

12 1 0 [lepeHOC BBOAMMBIX U BBIBOJMMBIX JAHHBIX 1 1

B OI1

[pouenypsl THIA «Pa3MHOXKEHHS BHPYCa»
13 1 1 | (meiictBus  3akmagkm  He3aBucumo oT | O 0
omepanuii IPUKIATHON IPOrpaMmbl)

14 1 1 Te >xe gAeiicTBHS, YTO U B IIporieaypax 6 — 8 0 1
15 1 1 1 0
16 1 1 1 1

Curyanuu 14 - 16 moryt OBITh CBf3aHBI KaK C COXPaHEHHUEM, TaK M C
pa3pyIlIeHHeM TaHHBIX WU KOAA M aHAJIOTUYHBI CUTYaIusM 6 - 8.

HecankunoHnpoBaHHasi 3aUCh 3aKJIaJKOM MOKET MPOUCXOIUTh:

. B MacCHB [JaHHBIX, HE COBIAJAOIIMA C TOJIB30BATEIbCKON
uH(popmanuen, - CoxpaHeHne HHPOpMaLnu;

. B MAacCCHB JIaHHBIX, COBMAJAIONINN C IMOJB30BATEILCKON HHMOpMAIIHCH
WIM €€ TMOJMHOXECTBOM, - HCKaXEHWE, YHHYTOKEHHE WM HaBsI3bIBAaHUE
nH(OpMAIUHU 3aKJIaJIKOM.

CrnenoBarenbHO, MOYKHO paccMaTpUBaThb TPU OCHOBHBIE TPYNIbl AECTPYK-
TUBHBIX (DyHKIUI, KOTOpBIe MOTYT BhIONHATECs PIIC [TTAC]:

. coxpaHeHue (parMeHToB HMH(POpPMAIMM, BO3HHKAIOMIEH Mpu padboTe
MOJIH30BaTEIsl, TPUKJIAHBIX TTPOTpaMM, BBOJIE/BBIBOJIC TAHHBIX, BO BHEIIHEH MaMATH
(JIoKaJIbHOM WJIM yJaJ€HHON) B CETH WJIM BBIACICHHOM KOMIIBIOTEpPE, B TOM YHCIIC
COXpaHEHHE pa3JIMYHBIX Tapojed, KIIYe U KOJOB JOCTyma, COOCTBEHHO

KOH(PUIEHIIUAIBHBIX JOKYMEHTOB B DJJEKTPOHHOM BHe, JMO0 Oe3aapecHas



KOMIIpOMeTalusi  (parMeHTOB IIeHHOW uHpopManuu (MOJEIH  «IEepeXBaT»,
«KOMITPOMETALIHS );

. U3MEHEHHUE aJrOPUTMOB (PYHKIIMOHUPOBAHUS TPHUKIAAHBIX MPOTPaMM
(T.e. 1eJeHANpaBICHHOE BO3CHCTBUE BO BHEIIHEW WM ONEPATHUBHON MaMsTH) -
MIPOUCXOUT W3MEHEHHE COOCTBEHHO HCXOJHBIX aJTOPUTMOB PabOTHI MPOTPaMM,
HaIpuMep, nporpamMma pasrpaHUueHUs TOCTYIa CTaHET MPOIMYCKaTh MOJIb30BaTeleh
10 JIIOOOMY MapOoJ0 (MOJETU «UCKAKEHUE, KTPOSTHCKUI KOHBY);

. HAaBSI3bIBAHUE  HEKOTOPOTO  pexuma paboThl  (Hampumep, NpH
YHUYTOXKEHUU HHPOpMalMU - OJIOKUPOBAHUE 3alUMCH Ha JHUCK, IpPU OTOM
uH(popMalus, E€CTECTBEHHO, HE YHHUYTOXaeTcs) Ju00 3aMeHa 3alKuChIBAEMOU
uH(pOpMAaIUU JaHHBIMU, HABSI3AaHHBIMU 3aKJIaJIKOM.

Mertoabl BHEAPEHUS PIIC

MO>KHO BBIACIUTH clieytoniue ocHoBHbIe MeTo1bl BHeApenus PIIC [TTAC].

Mackuposka 3aK1A0KU noo «6e300u0HOe) npPoOCPaAMMHOE
obecneuenue. JIaHHBII METON 3aKIOYAaETCd B TOM, 4YTO MpOrpaMMHas 3aKJaJKa
BHEJIPSIETCSI B CUCTEMY TI0J1 BUJIOM HOBOM MTPOTPaMMbl, Ha MIEPBBIM B3I a0COIIOTHO
0e300uaHoi. [IporpammHas 3akjiajka MOXET OBITh BHEAPEHA B TEKCTOBBINM WM
rpaudecKuii penakTophl, CHCTEMHYIO YTHIINTY, KOMIBIOTEPHYIO HUTPY, XPAHHUTEIb
skpaHa u T.1. [locie BHeApeHUs 3aKJIagKu €€ MPUCYTCTBHUE B CHUCTEME HE HYKHO
MacCKHpOBaTh - JaKE €CIU aJIMHHHCTPATOP 3aMETUT (aKT IOSBICHUS B CHCTEME
HOBOU MpOrpaMMBbl, OH HE MPHUAACT STOMY 3HA4YEHHUSA, MOCKOJIbKY 3Ta MpOTrpaMma
BHEIITHE COBEPIICHHO O6e3001aHa.

Mackuposka 3axknadku noo «06e300UdHbIUY MOOYIb PACUUPEHUS NPOSPAMMHOU
cpedvl. MHOTHE  TIpOTpaMMHBIE  CpEIbl  JOMYyCKAalOT  CBO€  PaCIIMpPEHUE
JOTIOJTHUTEIPHBIMA TIPOTPAMMHBIME  MOAYJISIMUA. Hampumep, s omneparimoHHBIX
cucreMm cemeiictBa Microsoft Windows MoaynsiMu paciivpeHusi MOTYT BBICTYIATh
TUHAMUYECKH ToATpykaemblie ombmmoteku (DLL) u mpaiiBepsl ycTpoiicTB. B Takux
MOAYJISAX pacIIMpeHuss MokeT conaepxkarhcsi PIIC, koTopoe MOXKET MOTEHIMATBHO
BHEJIpeHO B cuctemy. JlaHHBI MeTOoa (HaKTUYECKH SIBJISETCS YAaCTHBIM CIydaeM

npeaplAymero MCETojJa W OTIMYACTCA OT HETO TOJBKO TEM, 4YTO 3aKiaJgka
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OpeJICTaBIsIeT CcOO0OW HE MPUKIAAHYI0 [porpaMMmy, a MOAYJIb PpPaCLIUPEHUs
IIPOTPAMMHOM CPEJIBI.

Iloomena 3aknadkoti 00HO20 UAU HECKOILKUX NPOSPAMMHBIX  MOOYJel
amaxyemou cpeovl. JJaHHBI METOJl BHEAPEHHS] B CUCTEMY IPOTPAMMHOM 3aKJIaJIKH
3aKJII0YAeTCsl B TOM, YTO B aTaKyeMOW NMPOTPaMMHOMN Cpejie BBIOMPAETCA OAUH WU
HECKOJIBKO MPOTrpaMMHBIX MOJyJIEH, TOIMEHA KOTOPIX ()parMeHTaMH HPOTrpaMMHON
3aKJIaJIKA TIO3BOJISIET OKAa3bIBaTh Ha Cpeay TpeOyemble HEraTHBHBIC BO3CHCTBUSL.
[TporpaMMHas 3akjaakKa JOJDKHA IIOJIHOCTBIO pEalM30BbIBaTh BCE (PyHKUIUHU
IIOJIMEHSIEMBIX IIPOrPAMMHBIX MOJYJIEH.

OcHoBHas npo0semMa, BO3HUKAIOMIAs PU MPAKTUYECKON peaan3aluyd JaHHOTO
METO/1a, 3aKJIF0YAETCsl B TOM, YTO MPOTPAMMMUCT, pa3padaThIBAOIIMIA MPOTrpaMMHYIO
3aKJIa/IKy, HUKOI/Ia HE MOXXET OBITh YBEpPEH, UTO CO3/IaHHas WM 3aKjiajJka TOYHO
peanusyer Bce (QYHKIMM TOAMEHSIEMOro IporpaMMHoOro moxayis. Ecau
MOJIMEHSIEMBI MOJIYJIb JOCTATOYHO BEJHUK MO 00BEMY WM HEAOCTATOYHO MOAPOOHO
JOKYMEHTUPOBAH, TOYHO 3alpOrpaMMHpPOBATh BCE €ro (PyHKIMU MPAKTHUYECKH
HEBO3MOXKHO. [loaTOMYy oOmuchIBaeMblii METOJ 11€J1eCO00pa3HO IPUMEHATH TOJBKO
JUTSL TEX MPOrPaMMHBIX MOJYJIEH aTaKyeMOM cpelibl, AJIsi KOTOPBIX TOCTYITHA MOJIHAS
WIM TIOYTH TMOJHas JoKyMmeHTanus. ONTUMabHOM SABISIETCS CUTyalus, KOrjaa
JOCTYIIEH UCXOJIHBII TEKCT OJMEHSIEMOTO MOYJIS.

llpsimoe  accoyuuposanue. JlTaHHBII ~ METOJ  BHEAPEHUS B  CUCTEMY
IPOrpaMMHOM  3aKJAKA  3aKJIIOYaeTcs B aCCOUMUPOBAHMM  3aKIAJKH  C
UCIIOJHSAEMBIMU (paillaMy OJHOW WJIM HECKOJBKUX JIETAIBbHBIX MPOrPaMM CHCTEMBI.
CnoXHOCTh 33Jaud MPSMOTO AaCCOUMHUPOBAHUSA MPOTPAMMHOM  3aKJaJKud ¢
IPOrpaMMON aTaKyeMOM Cpefbl CYyIIECTBEHHO 3aBHCHUT OT TOTO, SIBJIIETCS aTaKyemas
cpella  OJHO33JaYyHOW WJIM  MHOTO33Ja4HOM,  OJHOIIOJIb30BATEIbLCKOW  WJIU
MHOTOITOJIB30BATENBCKOM. JIJIsI OJHO3a1auyHbIX OJHONOJIB30BATEIbCKUX CUCTEM 3Ta
3a/laya pemaeTcsl J0CTaTOYHO MPOCTO. B TO e BpeMs npHu BHEAPEHHUM 3aKJIAJIKH B
MHOT'033/Ia4yHyl0 WJIM MHOTOMOJIb30BaTebCKYI0 MPOrPAMMHYIO Cpely MpsSIMoe
aCCOLMUPOBAHNE 3aKJIAJKU C JIETAJbHBIM MPOrPAaMMHBIM OOECIIE€UYEHHEM SIBIISAETCS

BECbMAa HETPUBUAIILHOW 3a/1a4YEN.
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Kocsennoe accoyuuposanue. KOCBEHHOE  acCOUMUPOBAHUE 3AKIANKU €
MPOTPAMMHBIM  MOJYJIEM aTaKyeMOM CpeIbl 3aKII04YacTCd B aCCOLMHUPOBAHUU
3aKJAJKH C KOJOM IPOTrPaMMHOTO0 MOAYJISA, 3arpy’KEHHBIM B ONEPATUBHYIO NaMSTh.
[Ipy KOCBEHHOM acCOIMHUPOBAHUHM HWCIOTHSIEMBIN (aili TPOrpaMMHOTO MOTYJIS
OCTaeTCsl HEM3MEHHBIM, YTO 3aTPYIHSET BBISIBIICHUE TPOTPAMMHON 3aKJIaKH.

JUiss  Toro 4YroObl KOCBEHHOE AaCCOLMHUPOBAHUE CTal0  BO3MOKHBIM,
HEO0OXOMMO, YTOOBI WHCTAJUTMPYIONIAs YacTh 3aKJIaJKA YK€ TMPUCYTCTBOBAIA B
cucrteme. Jlpyrumu ciioBamu, MpPOTpaMMHas 3aKjiajKka, BHEApsieMas B CUCTEMY C

IMIOMOIIBIO KOCBCHHOI'O aCCOONUMUPOBAHUA, TOJIZKHA OBITH COCTAaBHOM.
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Jlabopamopnaa  paboma Ne 2. ammrTa OT  3aKJAaJ0K H
auzaccemOaupoBanns. Cnoco0bl BCTPAMBAHMS 3aIIUTHBIX MEXAHM3MOB B
nporpamMmHoe oOecniedenne. IloHsiTme paspymaionero mnporpaMMHOIo

BO3/1eliCTBUSA.

lleﬂb paﬁombl: OCBOUTL TCXHOJIOI'HMIO pa6OTBI C ,HHSaCC€M6J'Iep0MI/I

ACKOMITUJIATOPOM.

OcHoBHbIe npUHLIUIIBI 00ecrieuenus: 6ezonacHoctu [10.

B kayectBe 00BEKTa OOecredeHUs TEXHOJOTMYECKOM W HKCILTYyaTallMOHHON
oe3omnacHoctu 1O paccmaTpuBaeTcs BCsS COBOKYNHOCTb €I0 KOMIIOHEHTOB B paMKax
koHkpeTHOM KC. B kadecTBe NJOMUHUPYIOLIEH JOJDKHA HCIOJIb30BATHCS CTPATETHS
CKBO3HOI'0 TOTAJILHOT'O KOHTPOJISI TEXHOJOTUYECKOIO M IKCILTYaTallHOHHOTO 3TaIloB
KU3HEHHOro mukina KoMnoHeHToB [IO. CoOBOKYyHmHOCTb MEpPONPHUATHH IO
00€CIEeYEHUI0 TEXHOJIOTHYECKON M 3KCIUTyaTallHOHHON 0€30MacHOCTH KOMIIOHEHTOB
[1O nomxHa HOCUTH, IO BO3MOXHOCTH, KOH(QUACHINAIbHBIN XapakTep. Heobxoaumo
0o0ecreyuTh MOCTOSIHHBIM, KOMIUIEKCHBII ¥  JEHCTBEHHBIM KOHTpOJIb  3a
JeATEIIbHOCTHIO Pa3pabOTYMKOB U Mojb3oBaTeneil komnonentoB [10. Kpome o6mmx
MPUHITUTIOB, OOBIYHO HEOOXOAMMO KOHKPETH3UPOBATh MPHUHIIUIBI 00eCIeUeHus
oesonacHoctu 1O Ha kaxka0M dTame ero >KU3HEHHOro Iukia. Jlanee mMpuBOAATCS
OJIMH U3 BapUaHTOB pa3pabOTKU TaKUX MPUHIUIIOB.

[TpunHIUTIEI 0OECTICYEHHS] TEXHOJIOTMYECKOW 0€30MacHOCTH Mpyu 000CHOBAHUH,
IUIAaHUPOBAHUU PadOT U poeKTHOM aHanu3ze [10.

[Tpunuuner obecnieyenust O6e3omacHocty 10 Ha naHHOM ATame BKIIOYAIOT
MIPUHIINIIBI:

Komnnexcnhocmu  obecneuenus  6ezonachocmu 110, mnpeanosnararouiei
paccMOTpeHHe MpoOseMbl 0€30MacHOCTH HMH()OPMAILIMOHHO - BBIYUCIUTEIBHBIX
npoliieccoB ¢ yueToM Bcex cTpykTyp KC, BOZBMOXKHBIX KaHAJIOB yTEUKU UHPOPMALIUU
Y HECAHKIMOHMPOBAHHOI'O JIOCTyNa K HEH, BpEMEHU U YCIOBUI MX BO3HUKHOBEHHS,

KOMIIJICKCHOI'O ITPUMCHCHUS OPraHn3allMOHHbIX U TCXHUYCCKHUX MCpOHpHHTHﬁ.
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lInanupyemocmu  npumenenus  cpeocme  OE30NACHOCMU — NPOSPAMM,
Ipe/noararoiel mepeHoc akieHTa Ha COBMECTHOE CUCTeMHOe IpoekTupoBanue [10
U CPEJCTB ero 0e30MacHOCTH, IJIAHUPOBAHKUE UX MCIIOJIB30BAHUS B MPE/IIOJIaraeMbIX
YCIOBUSIX SKCILTyaTalllu.

Obocrosannocmu cpedcms obecnevenus: bezonachocmu 110, 3aKITIOYAIOIICHCS
B INIyOOKOM Hay4yHO-OOOCHOBAaHHOM IOJXOJI€ K MPUHSATHIO MPOEKTHBIX PEUICHUH 1O
OLICHKE CTenmeHH Oe30MacHOCTH, MPOTHO3MPOBAHUIO yrpo3  0e30MacHOCTH,
BCECTOPOHHEW allpUOPHOM OLIEHKE MoKa3aTesel CPe/ICTB 3allUThI.

Jlocmamounocmu 3awuwyenHocmu npocpamm, OTpaxkaroled HeoOXOAUMOCTb
noucka Haubosiee S(PPEKTUBHBIX MW HAASKHBIX Mep OE€30MacCHOCTH TNpHU
OJIHOBPEMEHHON MUHUMU3AIMKI UX CTOMMOCTH.

l'ubxocmu ynpaenenus 3awumot npocpamm, TPeOYIOIMEH OT CHUCTEMBI
KOHTpOJISL MW ympaBieHus ooOecreueHueMm Oe3onmacHoctd IIO  cmocoOHOCTH K
JTUArHOCTUPOBAHUIO,  OMNEpeXaroliell  HeWTpaiu3aluu,  ONepaTUBHOMY  H
3¢ (HEeKTUBHOMY YCTPaHEHUIO BOZHUKAIOIIUX YIPO3,

3abnazospemennocmu paspabomxu cpedocms obecneueHus 6e30naACHOCMU U
KoHmpoas npoussoocmea 110, 3aknrovaronieiicss B NpeaylnpeaUTeIbHOM XapaKTepe
Mep oOecredyeHusi TEXHOJOTMYecKoM Oe3omacHOCTH paboOT B HMHTEpecax
HEJIOMYIICHUsI CHIKEHUS 2(P(PEKTUBHOCTH CHUCTEMbl O€30MacHOCTH IMpoliecca
co3manus 110.

Jlokymenmupyemocmu mexHono2uu co30aHusi npocpamm, ToApa3zyMeBarolei
pa3pabOTKy TmMakeTa HOPMATUBHO-TEXHUYECKHX JIOKYMEHTOB IO KOHTPOIIIO
MPOTPAMMHBIX CPEICTB Ha HATMYHUE TIPEeTHAMEPEHHBIX 1e(EKTOB.

[TpuHIUTIBI TOCTHUKEHUSI TEXHOJOTUYECKONW 0€30MacCHOCTH MO B MPOIIECCE €ro
pa3paboTKH.

[Tpuntuner obecneuenus OezonacHoctr [1O Ha MaHHOM 9Tane BKIIOYAOT
TPUHITUTIBL:

Peznamenmayuu mexnonoecuueckux smanoe pazpabomxu I[10, BKIOYaOIIeH
YHOPSAI0YCHHBIE (a3bl MPOMEKYTOYHOTO KOHTPOJISA, CHEIUPUKAINIO TPOTPAMMHBIX

MOAYJIe U cTaHaapTU3alnio GyHKUKNA U (hopmaTa npecTaBIeHus JaHHBIX.
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Aemomamuzayuu cpeocme KOHMPONSL YNPAGIAIOWUX U BbIYUCIUMETbHBIX
npozpammHa HaIW4Yue MpeaHaMEePEHHBIX 1e(hEeKTOB.

Co3z0anuss munosoti odowel UHGOPMAYUOHHOU OA3bl ANCOPUMMOB, UCXOOHBIX
MeKCmMo8 U NPOSPAMMHLIX CPeOCcms, TO3BOJAIOMINX BBIBIATh MpeTHAMEPEHHBIC
IpOrpaMMHBIE JE(PEKTHI.

llocnedosamenvhoii MHO20YPOBHEBOU (hunbmpayuu NPoSPAMMHBIX MOOYelB
Ipolecce HX CO3MAaHUA C MpPUMEHEHHEeM (DYHKIHMOHAIBHOTO AyOJIMpOBaHUS
pa3paboTOK U MOATAITHOTO KOHTPOJIS.

Tunuszayuu  aneopummos, npocpamMM U  CPeOCm8  UHDOPMAYUOHHOU
beszonacnocmu, O0OecCleYUBaOIIEd HHPOPMALMOHHYIO, TEXHOJOTMYECKYID U
IPOrpaMMHYI0 COBMECTUMOCTb, HA OCHOBE MAaKCUMAaJIbHOM UX YHH(PHUKAIIUHU 10 BCEM
KOMIIOHEHTaM U uHTepdeiicam.

Llenmpanuzoseannozo  ynpasnenus 6aszamu  OanHvlx  npoekmos 110 u
AOMUHUCTPUPOBAHUE MEXHON0SUU UX pa3pabomkuc MKECTKUM pa3rpaHUuYCHHUEM
GyHKIMI, OrpaHMYEHUEM JOCTyla B COOTBETCTBHH CO CPEICTBAMHU JUArHOCTHUKH,
KOHTPOJISL U 3aLUTHI.

bnokuposanusi  HecamkyuoHupoeamHo2o - 0OCMYNACOUCHOJIHUTENEH U
aOOHEHTOB rOCYJapCTBEHHBIX U HETOCYAAPCTBEHHBIX CETEH CBS3H, MOAKIIOYCHHBIX K
CTeHJIaM JJIsl pa3pabOTKH MpOrpamm.

Cmamucmuueckozo yyema u 86e0eHUs CUCMEMHBIX HCYPHAI060 BCEX MPOLEccax
paspabotku [10 c 1enpro KOHTPOIIS TEXHOJIOTHYECKOM 0€30MacHOCTH.

Hcnonb30BaHusl TOJBKO CEpTU(ULUMPOBAHHBIX W BBIOpAaHHBIX B KadyecTBE
€IMHBIX UHCTPYMEHTAIBHBIX CPEICTB pa3pabOTKU MPOTpaMM JIJIsl HOBBIX TEXHOJIOTUI
00pabOTKH UHPOPMAIIH U IEPCTIEKTUBHBIX APXUTEKTYP BHIYUCIUTEIBHBIX CUCTEM.

HuzaccéMOnep —  TPaHCJAATOpP, MNpeodpasyomid MAIIMHHBIA KO/,
00beKTHBIH (a1 WM OMdIHOTeYHbIe MOAYJIH B TEKCT MPOrPaMMbl Ha SI3bIKe
accemoOJiepa.

. [To pexxuMy pabOTHI € TIOJIB30BATENEM JIETATCA HA ABTOMAaTHYECKUE

. NHTepakTUBHBIE
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[Ipumepom aBTOMATHYECKUX AM3acCEMOIEPOB MOKET CIyk UTh Sourcer. Takue
u3acceMOiepbl TeHEpUPYIOT TOTOBBIM JIMCTUHT, KOTOPBIA MOXHO 3aT€M MpPaBUThH B
TekcTOBOM penakrope. IIpumep nntepaktuBHOro — IDA. OH 103BOJIIET U3MEHSTH
IpaBUiia JAU3acCeMOIMPOBAHUS M SBISETCS BEChbMa YJOOHBIM HWHCTPYMEHTOM Iis
UCCJIEIOBAHMS IPOTPAMM.

Ju3zaccemOiepbl ObIBAIOT OAHONPOXOAHbIE W MHOIONPOXOoAHbIe. OCHOBHAs
TPYAHOCTh MpHU paboTe au3accemOnepa — OTIMYUTH JaHHBIE OT MAIIMHHOTO KOJa,
[O3TOMY Ha IEPBBIX IPOXOJAaX ABTOMAaTHYECKH WM HMHTEPAKTUBHO COOHMpaercs
uHpopMalusl O TpaHULAX Mpoueayp U (QYHKIMH, a Ha MOCIEIHEM IPOXOJEe
dbopMupyeTcsi UTOTOBBIM JUCTUHT. MHTEpaKTUBHOCTH MO3BOJIAET YIYUIIUTh ITOT
IpoLEecC, Tak KakK IpocMarpuBas JaMIl Ju3acceMONIMpyeMoM o0JacTd MNamsTH,
IPOrPaMMHUCT MOXKET Cpa3y BBIJICIUTHh CTPOKOBBIE KOHCTAHTHI, AaTh COAEPKATEIbHBIC
MMEHa M3BECTHBIM TOYKAM BXO0/a, IPOKOMMEHTHPOBaTh pa300paHHbIE UM
(dparMeHThl IPOrpPaMMBI.

Yame Bcero nm3zacceMOyiep MCHOJB3YIOT ISl aHalIW3a NpOrpaMMbl (WK ee
YacTH), HUCXOAHBI TEKCT KOTOPOM HEHU3BECTEH — C LEJIbl0 MOAU(UKAIIHY,
KOIMPOBaHUSI WM B3joMa. Pexe — i nmoucka ommoOoK (06aroB) B mporpamMmax H
KOMITUJISITOPAX, a TAKXKe JUIsl aHallM3a ONTHUMU3ALMK CO3/1aBAEMOr0 KOMITHIISITOPOM
MamMHHOTO0 Kojia. OOBIYHO OJHOMPOXOMHBIM au3accemMOep (Kak M IMOCTPOYHBIM

acceMOJiep) sIBISIETCS] COCTaBHOM YacThIO OTJIauuKA.

3ammTa ot AM3acceMOJMPOBAHUS

[TepBoe HampaBICHHE 3AIUTHI, KaK IPABUIIO, PEATM3YETCS 3HAYUTEIIBHO JIeTUe,
YeM BTOPOE, TI0ITOMY OYJET MPUBEJICH JIUIb KPATKUK 0030p JaHHOTO HAIpaBJICHUS.
[Ipu peanmzanuu 3amuUTHl TPOrPaMM OT JAW3ACCEMOTMPOBAHUS MOXKHO INPUMEHSTH
pa3TUYHBIC TPUEMBI.

Cpenu HuX Hanboyiee YaCTO WCMHOJIb3YyeMbIM U 3((OEKTUBHBIM TPHEMOM
SIBIIACTCS 3amM(POBKa M \ MJIK 3aITaKOBKa OTICIIBHBIX YU4aCTKOB MCXOHOTO KOJIa WM
BCEr0 KOJa IICJMKOM, TPH 3TOM HEOOXOAMMO IM03a00THUThCS O pPaclakoBKe \

pacimiipoBke mTporpaMMmbl Ha TOUYKe BXoja. Takum oOpa3oM, TMpU MNPOCMOTPE
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UCIIOJIHSIEMOTO MAIIMHHOTO KOJa HCHOJHsAeMOoro (aitia BMecTo pabouero koja
nmporpaMmbl  OyZeT OTOOpaKeH JUIThL OECCMBICICHHBIN Habop omeparuit. [lpu
peanu3alyy 3alluThl OT JIU3aCCEMOJIMPOBAHUSL HCIOIB3YETCS TaKKe MHOMXKECTBO
IIPUEMOB, KOTOPBIE PEANTM3YIOTCS C LENbI0 3aIyTaTh NOTEHIMAIBHOIO B3JOMILHUKA.
MO0>kHO HaBECTH HECKOJIBKO MTPUMEPOB TAKOTO BUIA MPUEMOB:

- YBEJIMYEHHE HCXOJHOTO KOJAa MporpamMmbl J00aBJICHUEM MHOXKECTBA
«OECCMBICTICHHBIX» OIepaluii, a pabdoyuii yd4acTOK NpPOrpaMMbl 3alucath B
ONPENIEICHHOE MECTO ATOI0 MHOYKECTBA;

- 3aMeHa MecTaMH aJpecoB 00pabOTUYMKOB (BEKTOPOB) MPEpPHIBAHMIM,
HaIlpuMep, MOMEHATh MecTaMu BeKTop mnpepbiBaHust Buaeo cepBuca (INT 10h) c
BekTopoM mpepbiBanusa cepuca DOS (INT 21h), mocne Takoit 3amMeHbl JjIsl BHI30Ba
U3 Imporpammbl Kakoi-nmuOo ¢yHkuuum npepeiBaHus INT 21h  HeoOxoammo
I0JIb30BaThCsl BbI30BOM IpephiBanust INT 10h.

Jlia nocTukeHus: Hanbosee Hae)KHON U 3((HEKTUBHOM 3aIUThI UCIIOJIb3YETCS
KOMOMHAIMs HECKOJIbKUX MTPUEMOB.

3awiuma om omaaoxKu

JUist 3alMThl MPOrpaMMbl OT TPACCHUPOBKH OTJIAJUYUKOM TaKkKe€ CYLIECTBYET
HECKOJIbKO crioco0oB. Hanbosnee pacripocTpaHEHHBIMU SIBJISIIOTCS IBA U3 HUX.

Ilepeviit cnocoo.

Hoesn:

IIpu TpaccupoBKe IpOrpaMMbl KOMaH/Ibl BBITOJIHSIOTCS 10 KOMaH/IE Y€JI0BEKa,
MO3TOMY JUIMTEIBbHOCTh BBIIIOJIHEHUSI onepauuid(BpeMs OT Hayana OJHOW Oonepaunuu
0 Hayayna cienyrouiei) m3mensiercs. [lostomy B mporpaMMy MOXHO BKJIHOYATh
TOYKA IS TIPOBEPKA BPEMEHH BBIMIOJHEHUS OJIMHAKOBBIX YYacTKOB KOJa
nporpamMmbl. Eciyi  BpeMsi BBINOJHEHHS BBIMOJHEHUS OJMHAKOBBIX Y4YaCTKOB
paznuyHa, TO 3TO O3HA4YaeT, 4YTO MNpPOrpaMMa TPacCUPyeTCs B AaHHBIA MOMEHT,
HEOOXOJMMO BBINTH U3 MPOTPAMMBI, HHAY€E - MPOJOJIKUTH BBHITOJHEHHE.

Aneopumm peanuzayuu:

1. 3anomMHUTH TEKyIllIee BpeMs;

2. BBINOJHUTH KOHTPOJIBHBIN YYaCTOK KOJA;
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3. 3anoOMHUTH TEKYIIEE BpPEMS M PA3HOCTb TEKYIIEr0 W MPEIbIAYIIErO
3alIOMHEHHOT'O BPEMEHU;

4. BBIOJHUTH KOHTPOJIBHBIN YY4aCTOK KOJIa IOBTOPHO;

5. CpaBHUTHh Pa3HOCTh TEKYIIETO BPEMEHU U MPEABIAYIIETO 3allOMHEHHOTO
TEKYILIETO BPEMEHHU C MPEbIAYIIeH 3alI0MHEHHON pa3HOCTHIO;

6. Eciin pazHOCTH COBNAJAIOT, IPOJIOKUTh BBINIOJHEHUE, NHAYE — BBINTH U3
POTrPaMMBL.

- Metamopduueckoe mpeoOpa3oBaHUE KOJla MPOrpamMMbl, IO3BOJISIOIIEE
3alUTUTh IPOTPaMMy OT AU3ACCEMOIUPOBAHUS U MOAUDUKAIIHH;

- 3alUTa KJI0YOM OTJEIbHBIX YYaCTKOB KOJa MpOTrpaMmbl (MOAAEp>KUBACTCS
TOJBKO B 3aPETUCTPUPOBAHHON BEPCUN);

- TMOJIHOE pa3pylleHUWe JIOTUKW 3allUIIeHHBIX (QparMeHTOB KoJia, He
MO3BOJISIONIEE AaHATU3UPOBATh IMPOTrpaMMy C TIOMOIIBIO Ju3acceMOjepa WiIu
OTJIaTYUKa;

- oOHapyxeHue u npotuBojaeiicTeue otnagurkam Softlce, Ntlce, TD u nap.;

- 3a[UTa TOYKU BXOJa;

- 3a11UTa OT MOAU(UKAIIMU KOJIA;

- 3anMiieHHas paboTa ¢ peecTpoM, HE MO3BOJISIONIAs MporpammaM BpOAe
RegMon onpenenuTs, K KAKOMY KIIIOUY peecTpa 00pamiaeTcsi TBOS IporpaMma;

- TEXHOJIOTUA "AWHAMUYECKOTO MMMOpTa", KOTOpas pa3pyliaeT MMEHA BCEX
UMIIOPTUPYEMBIX (DYHKIIMM, a TakKe He ucnonb3yet Qynkiuio GetProcAddress;

- C)KaTHE PECYPCOB U UCIIOJTHUMOIO KOJa NPHUIIOKEHNUS;

- MOJIJIEP>KKA KOPOTKUX CEPUMHBIX HOMEPOB (12 cuMBOJIOB);

- TOJJEpXKa BHEIIHET0 TreHepaTopa cepuitHbix HomepoB ¢ OLE/DLL-
uHTEepdencom;

- rexnosiorust OneTouch Trial (o Helt unTail HIXKE).

Camoe TIaBHOE, 4YTO HAC HWHTEpeCyeT — 3TO MeTaMophuIecKoe
npeoOpa3oBaHWe KoOJa TMPOrpaMMbl M TMOJJEPKKA  CEPUMHBIX  HOMEPOB.

MeTtamopduieckoe KOTUPOBAHUE IIO3BOJSET WM3MEHUTH KOJ MPOTPaMMBI 0
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HEY3HABAEMOCTU M 3alyTaThb OTIAJYMK W 4YEJIOBEKa, KOTOPBIM 3amyCTHUI ATOT
OTJaIYHK.

Jexomnuasirop.

OH mepeBOAUT IBOMYHBIA KOJ B CHMBOJIBHBIH Ha SI3bIKE KOMAaHJ KakKOTO-
HUOyAb s3bika. Hampumep, amaccemOnepsl, ASKIUMONEp W MHOTHE Jpyrue. OTU
CpelICTBa TMOSIBUJIUCH PaHbIlIe OTJIAJYUKOB, T.K. BHaUaje HE ObLUIO apXUTEKTYpPhI CO
BCTPOCHHBIMH CPEICTBAMHU OTJaXuBaHHs mporpamm. C MOMOIIBIO TEKOMIUISITOPOB
MOXHO HM3MEHATh HUCXOJHBIM KOJ Mporpammsbl. JlOMycTUM HEOOXOAMMO BHECTU
KpyIHbIE M3MEHEHMsS B KOJ mporpammsbl. [Ipsimasi BcTaBka JBOMYHBIX KOJOB HE
IIOMOTraeT, T.K. HapylIaeTcsd pacloJiO)KEHHE METOK IMepexojJa M MpoLeayp.
[Iporpamma — 3TO NUHEHKa KO/Aa, MO KOTOPOM HYKHO IMEepeMeniaThCs HETUHEHHO,
NEepPEXOAUTh C OINpEAEeTeHHbIM cMelleHrneM. Ecnu nauHeillka yJIiauHsSeTcs u3-3a
N00aBJIEHMS YEro-TO B CEpelMHE, BCE CMEIIEeHUs OyAyT MOKa3blBaTh HE TynAa Kynaa
HYXHO. [ToBTOpHAs MEpEeKOMIUIISAIMS BIIMCHIBAET HOBBIE CMEIIICHHUS.

Cpenu JIeKOMIWIATOPOB MOKHO BbIneauTh: Hacker-VIEW (HVIEW), IDA
(MHTEepaKTUBHBIN U3accemMoiep).

C nomompto Hacker-VIEW MOHO MOCMOTpPETh 000U MCIONHSIEMBbINA (haiis
o J000MYy CMEmeHUI0. MOXHO BBINOJHUTH KaKylO-TO 4YacThb HPOrpamMMbl. ITO
MO3BOJISIET  pacmupoBbIBaTH  MporpaMMbl M OOXOAWUTH  3aIIUTy  OT
nu3acceMOMupoBaHusl. DTOT ACKOMIWISATOD «IOHUMAEeT» Kak cTapble (opmaTsl
ucrnonasgembix (aitnoB DOS-COM u DOS-EXE, Tak u dopmaThl HCHOTHSEMBIX
daiinoB Windows.

IDA o4eHb MOIITHOE CPEACTBO PabOTHI C acCeMOJIEPHBIMU TEKCTaMU MPOTPAMM.
OO6namaer MMPOKUM CIIEKTPOM BO3MOXHOCTEH, MMeeT Oosiee yaoOHbBINH HHTEpdEC,
yem Hacker-VIEW. Ouens X0opolio npeaycMOTpeHa apXUTEKTypa padoThl MporpaMm
B Windows (takme Bemnu, kak DLL, pacmmpeHHbI pexkuM pabOThl ¢ MaMsIThIO U
T.J.).

JIeKOMIUIIATOPHI TPOTPaMM  3aHUMAIOT CBOE MECTO B HMHCTPYMEHTapHu
B3JIOMILIMKA. B OCHOBHOM 3TO COBMECTHOE MCIIOIb30BAHHE C OTIAAUYNKAMHU.

Bropoe cpeactBo — oTnaguuku.
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OTnaguuKy MO3BOJISIIOT 3aIyCKATh OTJEIbHBIE YaCTH MPOTPaMMBbI U CIIEIUTH 3a
W3MEHEHUSIMHU, KOTOPBIE OHA ITPOU3BONT, 32 pe3yIbTaTaMu €€ paOOoTHl.

3amure OT OTJIAJIKM HE CTOUT YAENATh MHOTO BPEMEHHU, T.K. BCE BO3MOKHBIE
XUTPOCTH M TPUEMBI YK€ M3BECTHBI M B3JIOMINHMKAM M MPOTpaMMHUCTaM. Tak XKe |
mmmdpoBanue. J[1000i1 xakep, ecau MOMy4yaeT 3aka3 Ha B3JIOM, MMEET JOCTyN K
HOPMAJIbHOM KOMUHU mporpaMmbl. To ecTh OH ee JHMOO0 MOXET KYyHuTh, JTUOO
MIOTIOIH30BATHCS €10 Ha KOMITBIOTEPE MOKYIaTels.

Cpenu otnagunkoB Beigenum: SOFTICE u WINICE.

C mnossnenuem Windows oTiiajka mporpaMMm craja Ha TMOPSAJIOK MPOIIE U
HaMHOTO yao0Hee nu3accemOnupoBanus. [IpUHIIMNUATBEHO W3MEHWICS CTHIIb
HEKOTOPBIX aTakK Ha 3allUTy MporpamM. Teneps HE HAJO IIar 3a MaroM CMOTPETh Ha
acCeMOJICpHBIN KOJI, «IPOAMPATHCS» CKBO3b JeOpH HE3HAYAIIMX KOJOB W 3alllWT.
Tenepr HaIO OTIOBUTH HYXKHOE COOBITHE M TMOHATH KAaK Ha HEro pearupyer
nporpamma. 9To, KOHEUHO, HE BCeT/la ObIBAET TaK MPOCTO, KaK BBHITJISAUT HA CIIOBaX.
Kak u panee, oTiiagka TpeOyeT 3HaAHUE apXUTEKTYPHI OTIEPAITMOHHON CHCTEMBI.

HeBaxkHO HACKOJIBKO CJIOKHBIM ObLI ObI MEXaHU3M 3alllUThI, BCE CBOJMUTCS K
npocreiel nposepke win aemudposke. M B3ioM, B ciyyae ¢ IpOBEPKOM, MOKHO
pa3OuTh Ha JIBa JTana: YCTaHOBKA «OpeWKOB» Ha «IOJ03pUTENbHBIC» (iaru,
oOHapy>KEHHbIE B TPOIIEYpE 3aIlUTHI; aHaau3 oOpameHuit k diaram. [lo peaknuun
MIPOTPAMMBI MOXKHO CYAMTH (hiar 3TO WK IPOCTO TICPEMEHHASL.

IIpakTHYyeckast 4acThb.

1. N3yuuth TeopeTnyeckyto 4acTh. Caenarh 3alucu B TETPAJIU.

2. [IpoBecTn cpaBHEHHE ACKOMOWIATOpPAa W OTIaquuMKka. [lo maHHBIM
COCTaBUTH TaOJIUILy CPAaBHCHHI.

3. OTBETUTH HA KOHTPOJIbHBIE BOIIPOCHI

Cnoco0bl BCTpauBaHUS 3AIIUTHBIX MEXaHU3MOB B IPOrPaMMHOE
odecreuenue
BcTpanBanue 3allUTHBIX MEXaHU3MOB MOJKHO BBINOJHUTH CIIEIYIOMIUMU

OCHOBHBIMH CIIOCOOAMMU:
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. BCTaBKOI (hparMeHTa MpoBEpOYHOr0 KOJia B UCTIOTHAEMBIH (aiin;

. npeoOpa3oBaHWEM HCIONHAEMOTo (aia K HEHUCIONHAEMOMY BUIY
(mudpoBaHue, apXuBalKsl ¢ HEU3BECTHBIM MapaMETPOM U T.JI.) U IPUMEHEHUEM ISt
3arpy3Kd HE€ CpEJCTB ONEPALMOHHOM Cpelbl, a HEKOTOPOM MpOrpaMMbl, B Tele
KOTOPOM U OCYIIECTBIISIIOTCA HEOOXOAMMBIE IPOBEPKU;

. BCTABKOW TIPOBEPOYHOIO MEXaHW3Ma B MCXOJIHBIA KOJ Ha JTame
pa3pabOTKU M OTJIAJKK MPOrPAMMHOTO MPOIYKTA;

. KOMOMHUPOBaHUEM yKa3aHHbBIX METOJIOB.

[IpruMeHUTENBPHO K KOHKPETHOW pPEaNM3alMH 3alIUTHBIX MEXaHU3MOB IS
KOHKPETHON BBIUMCIUTEIIBHOM apXUTEKTYphl MOXHO TOBOPUTH O 3alUTHOM
dbparMeHTe B HCIOJHIEMOM WM HCXOAHOM Koje. K mporeccy u pesynbrary
BCTPAaUBAHUS 3aLTUTHBIX MEXaHU3MOB MOXKHO MPEIBIBUTH CIACAYIONIUE TPEOOBAHUS:

. BBICOKAasl TPYJOEMKOCTh OOHapyKEHUs 3allUTHOrO (parMeHTa mpu
CTaTUYECKOM HCCIIeIOBAaHUU (OCOOCHHO aKTyallbHA MPU BCTPAUBAHUM B HCXOIHBIN
KO/l TPOTPaMMHOTO TIPOJIYKTA);

. BBICOKAasl TPYJOEMKOCTh OOHapyKEHUs 3allUTHOrO (parMeHTa mpu
JTUHAMUYECKOM HUcciedoBaHMU (TIPU  OTJIaJKE UM TPACCUPOBKE MO BHEIIHUM
COOBITHSM);

. BBICOKAsI TPYJOEMKOCTh 00X0/1a UM PeIyIIMPOBAaHUS 3aIIUTHOTO (paiina.

Bo3MOXHOCTh BCTpamBaHMs 3alIUTHBIX (PAarMEHTOB B HCIOJIHSAEMBIA KOJI
oOyCJIOBJIEHA THUIIOBOM apXWUTEKTYpPOM HCIOJHSEMBIX MOJYJICH  pa3IMYHBIX
OMEPAIIMOHHBIX CpEJ, COJEpKallMX, KaKk NpaBWiIO, aApec TOYKH BXOJa B
UCIIOJHSAEMBIM MOJyJib. B 3TOM ciydae no0aBieHUE 3allUTHOTO (parMeHTa
MIPOUCXOJIUT CJEAYIOMUM 00pa3oM. 3aIUTHBIN (parMeHT 00aBisSeTCS K Hadaly
WIM KOHIly UCIoOJIHsieMoro (aiijia, Touka BXOJa KOPPEKTHPYETCS TaKUM 00pa3oM,
yTOOBI TPW 3arpy3Ke YNpaBlIeHHWE TEPenanoch TOTOJHUTEIHPHOMY 3alllUTHOMY
dbparMeHTy, a B COCTaBEe 3alIUTHOTO (PparMeHTa MpeayCMaTpUBaeTCs MPOIEIypa
BO3BpaTa K OpPUIMHAJIBHOM TOYKE BXxOZa. JlOCTaTOYHO YacTO OpPUTHMHAIBHBIN
UCTIOJIHSIEMBIN  (aitn  mojBepraercst mnpeoOpasoBanuto. B »sTom ciywae mepen

BO3BPATOM YIIPABJIEHUS! OPUTUHAIBHON TOYKE BXOZa MPOU3BOAMUTCS MpeoOpa3oBaHue
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oOpa3a ornepaTuBHONW MaMITH 3arpyKEHHOTO HCIOIHSAEMOro Qaiiila K HCXOJAHOMY
BUTTY.
B ciyuae nomonHeHMs JUHAMUYECKHX OWOIMOTEK BO3MOXHA KOPPEKIHS
yKa3aHHBIM 00pa30M OTJENbHBIX (QYHKIUH.
CyIecTBEHHBIM HEAOCTAaTKOM PAacCMOTPEHHOTO METO/a SIBJISICTCSI €ro JierKas
O00Hapy>KMBAaEMOCTh U B CIlydyae OTCYTCTBHUS NMPEOOpPa3OBaHUS OPUTHHAIBHOTO KOAA
ucnonHsieMoro (aiiaa — Jerkas BO3MOXHOCTh 00X0/1a 3alIUTHOTO (parMeHTa MyTeM

BOCCTAHOBJICHUA OpHrHHaHLHOﬁ TOYKH BXOJa.

O0¢yckauus nporpamMm

B nanHoM noppasjene KpaTko 3aTparuBarOTCs BOIPOCHI, CBA3aHHBIE C AaKTUBHO
pPa3BUBAIOIIMMHUCS TEOpUEH W MpakTUKol oO¢dyckauuu nporpamm. Hedpopmanbho
rOBOpS, IOl 0O ycKayuell npoepamm3nech MOHUMAETCsl MPeoOpa3oBaHUE MPOrPaMM
C IeNbI0 MaKCUMAaJbHOTO 3aTPyJHEHHUS WX aHaiuM3a W MOoJudUKAIUU, TPU
COXPaHEHHUH, B TO K€ BpeMmsl, X (yHKIMOHAIBHBIX BO3MOXHOCTeH. V3BecTHBIC Ha
CErOJHSI METOJIbI 00(QycKaluu, Kak MPaBUIO, HOCAT SMIUPHUUYECKUN XapakTep U
cnabo obOocHoBaHbl TeopeTudecku. B pabore [CTL] mpuBenena kiaccuduxanus
MeTon0B 00dyckauu, a B pabdore [BGI] mpenmpunsTta, ckopee Bcero, mnepnas
MombITKa (opManu3aliud W TEOPETUYECKOTO O0OOCHOBaHUA 3a/ayu  oO0dycKamuu
IPOTPaMM.

Hedopmansho, 06¢pyckamop— 310  (39DPexTUBHBIA,  BEPOSATHOCTHBIN)
«KOMIWISITOPY», KOTOPBI B KadecTBe BXOJa WMeeT NporpammyPu mpousBoaut
HOByl0 mporpammyQ(P), KoTopas wHMeeT Te XKe camble (YHKIMOHAJIbHBIC
BO3MOYKHOCTH, Kak UP, HO, B TO jxe BpeMs, nmporpamMmMaO(P) SIBISETCS «HEACHOU»,
(«HenonsamHoU») 1151 IPOTUBHUKA (HAOIIOAATENs, TOCTOPOHHETO JIMIA) B HEKOTOPOM
3apaHee omnpeneneHHOM cmbicie. O0dyckaTopsl, eciau OyAeT JO0Ka3aHO, YTO OHH
CYIIIECTBYIOT, MOTYT MPUMEHSATHCS [JIsl 3aIUThl IPOTrPAMMHOTO OOECTICUCHHS W,
KpOME TOTr0, MOTYT MMETh IIUPOKYIO 00JacTh KPHUNTOTPAPUUECKUX M TEOPETHKO-

CJIOHOCTHBIX NpuiioxeHui. CyiiecTBoBanre 00(pycKaTOpOB JJIsl TUX MPUIIOKEHUN
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JOJI2KHO OBITH OCHOBAHO Ha (i)OpMaHI/ISaIII/II/I OIIpCACIICHUA ITOHATHUA

«HesicHocTn» [BGI].

MeTOIlbI KOMIICHCAIIMH YIpo3 I/IHq)OpMaIII/IOHHOﬁ 0€e30macHOCTH

Tabnuna 15.2. Metoapl KOMIIEHCalUU yrpo3 HH(HOPMALIMOHHON O€30MMacCHOCTH

ATaky, OCYyIIECTBIIIEMbIe aTakywlleld cropoHol kiacca BH  (BHemHwmit
HaOJII0/1aTeIb)

Al | IlepexBar, HakOIUICHHWe, aHAIM3 | 3amIuTa Tpaduka
uHpopmaruu

A2 | Pa3zBeka TOMOJIOTUU CETU TYHHEJIMpOBaHUE Tpauka

A3 | Ataku Ha cucTeMy yhOpaBieHHs | ayTeHTU(duKanus Tpaduka, 3anura
CETBIO Tpaduka, aBTOPU30BaHHBIN TOCTYT

A4 | I[IpoHUKHOBEHUE B C€Th C IIeNblO | ayTeHTU(UKaMsa Tpaduka, 3anmra
KOMIIpOMETAIMK  MHPOpMalMu Ha | Tpaduka, aBTOPU30BaHHBIN JOCTYII
cepBepax CeTH

AS | Ataku myteM ¢anbcudukanuu wnm | ayreHTudukanus Tpaduka, 3anmra
MOBTOPHOM Mepeiayn TpaduKa U MPOBEPKa IIETOCTHOCTH

ATaku, OCyIIECTBIISIEMbIC aTaKYIOIIEH CTOpOHO Kiacca BA (BHenrHui aOOHEHT)

Bl | KomnpomeTrarusi pecypcoB cetu ajisi | AyTeHTU(PUKALINS Tpaduka,
NOBBIMICHUS A()(PEKTUBHOCTH  aTak | aBTOPU30BAHHBIN JTOCTYII
HUKEJIeKAIIUX KIaCCOB

B2 | MackupoBka T1ojJ  moJib3oBareniel | AyTeHTHU(UKALINS Tpaduka,
CBOEH CeTH ABTOPU30BAHHBIN JIOCTYII

ATaku, OCylIeCTBIISIEMbIC aTaKkyrolie ctoporoi kiacca 3I1 (3aperucTpupoBaHHBIN
MOJIb30BATEIIb)
u 31111 (3aperucTpupoBaHHbBINA TPUBUIETUPOBAHHBIN MOJIH30BATEND)

C1 | KomnpoMmeranus pecypcoB ceTH s | AyTeHTU(UKAIUS Tpaduka,
NOBBIIEHUS 3()(PEKTUBHOCTU  aTak | aBTOPU30BAHHBINA JOCTYI
HVDKEJIEIKAINX KIIaCCOB

ATaku, OCYIIECTBIsieMble aTakyrwlieil cropoHoit kmacca CA  (cUCTEMHBIN
aJIMUHUCTPATOP)

D1 | Ataku Ha cuCTeMY 3alllUTHI CETH AyTteHTU(uKaIus Tpaduka,
COOBITUITHOE MPOTOKOJIMPOBAHHE
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D2 | Ycunenune aTak Hxkenexamux | [IporokonmpoBanue e CTBUN
KJIaCCOB yTEM s dexTuBHOM | omeparopa, OTepaTUBHAs
MAaCKHUPOBKH IO APYrOTO YYaCTHHKA, | CATHAIU3ALIMS
KOOIepalus ¢ APYruMHU aTaKyIOIIUMHU
CTOpPOHAMH

D3 | Komnpomerarus cucremsl | [IpoTokonupoBanue NENCTBUI
yYIpaBJICHUS omeparopa, paszzaeneHue

OTBETCTBEHHOCTH, B3aUMHBIN
KOHTPOJIb

ATakuy, OCYIIECTBIIIEMbIE aTakylomeld cTtopoHod kiacca Ab (agmuHucTparop

0€30MacHOCTH)

El | Ataku Ha cucremy | [IpoTokonmnpoBanue JNEUCTBUI
IIPOTOKOJIMPOBAHUS CETU omeparopa, paszaeneHue

OTBETCTBEHHOCTH, B3aMMHBIN
KOHTPOJIb
E2 | Ataku Ha cuctemy 3ammuthl Tpaduka | [[poTokonupoBanue JNEUCTBUI
U ayTeHTUPUKAIIIU omeparopa, paszaeneHue
OTBETCTBEHHOCTH, B3aMMHBIN
KOHTPOJIb
E3 | KommpomeTtanus cepruduxaTon OpraHu3aimoHHO-IIITaTHBIC
MEpONPUATHS,
OpraHu3alus y4yeTa U KOHTPOJIS

E4 | Ycunenne  arak  Hmkenexammx | [IporokonupoBanue JNEeNCTBUI
KJIACCOB IyTEM MACKHUPOBKHM IIOJ | OIIEpaTopa, paszaeseHue
JIPYroro y4acTHUKa, KOOMEpalusi C | OTBETCTBEHHOCTH, B3aUMHBIN
JPYTUMH aTaKyIOIIUMU CTOPOHAMU KOHTPOJIb
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Puc. 1 - Memoowt komnencayuu y2po3 uHGoOpmayuoHHoll 6e30nacHocmu

IonsiTHE pa3pylIaIIero NPpOrpaMMHOIro BO31eHCTBUSA

CymiecTByroIiasi Ha CETOHSIIHUN €Hb KOHIICTIUS MOCTPOSHUS 3alTUIIIEHHBIX
kommnbioTepHbIx cucteM (KC) moapazymMeBaeT uCONIb30BaHUE B €IMHOM KOMIIJIEKCE
MPOrPaMMHBIX CpEnCTB Pa3IUYHOIO Ha3HAYECHUSI. Tak, cucrema
aBTOMATU3UPOBAHHOIO JIOKYMEHTOO0OpOTa 0aHKa MOXET MCIOIb30BaTh HAa OJHUX U
TEX e anmapaTHBIX CpeAcTBax (HampuMmep, KOMIIBIOTEpE, ammaparype mepeaadyu
JTAHHBIX (MOJEeMax) W T.A.) B3aUMOCBSI3aHHBIM KOMIUIEKC MPOTPAMMHBIX CpPEJICTB:
OTIEPAIIMOHHYIO Cpely, TpOorpaMMHbBIE€ CpeicTBa yrpasieHus 6a3oi nanubix (CYB]),
TEJICKOMMYHUKAIIMOHHBIE CPEACTBA, CpPEACTBA OOpabOTKU TEKCTOB (PEAaKTOpHI,
TEKCTOBBIE MPOIECCOPhI), BO3MOXKHO, TAKXKE CPEICTBA AaHTHUBUPYCHOTO KOHTPOJIS,
pa3rpaHMyYCHHs OCTyINa K MporpaMMmaM M JaHHBIM, CpeJCTBa KpunrTorpapuieckon
3alllMTHI TIepeIaBacMoO M XpaHUMOW HH(OpMaIU, CPeACTBa KpuUnTorpaduueckon

uAeHTUGUKAIMY U ayTeHTU(dUKauu (3JIeKTpoHHAss udpoBas MOANKCH) U MHOTOE

Ipyroe.
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BaxHpiM MOMEHTOM mpu padoTe MNPHUKIATHBIX MPOTrpaMM, B OCOOEHHOCTH
CPEICTB 3alUThl HWHGOpPMALNU, SBISIETCI HEOOXOJUMOCTh MOTEHIUATHHOTO
HEBMEUIATEIbCTBA HMHBIX NPUCYTCTBYIOIUX B KC mNpHUKIagHBIX WM CUCTEMHBIX
porpaMM B mporiecc 00paboTku nHpOpMaIHH.

Hanomuaum, yto mon HecankuunonupoBaHHbIM goctynoM (HCJ) x pecypcam
sanuiieHHo KC moHumaroTcss JOeHCTBUSL 10 HCIHOJIB30BAHHUIO, H3MEHEHUIO U
YHUUTOKEHUIO HCIOJHSEMBIX MOJyJed M MAacCUBOB JaHHBIX, MPHHAJIEKALIX
yKa3aHHOM CHCTEeMe, NPOHM3BOJIUMBIC CYyOBEKTOM, HE HMMEIOUIMM IpaBa Ha TaKHe
neiictBus. JlanHoro cyObekTa OyaeM Ha3bIBaTh 3JI0YMBIIUIEHHUKOM (HAPYIIUTEIEM).
OcTanpHble CyObEKTHl MMEHYIOTCSI JIETAIbHBIMH TIOJB30BaTeAMU. [laHHOE anmprHOpHO

ACJICHUC ITPCAITIOIaracT HCCKOJIbKO CYIICCTBCHHO Ba’)KHbBIX MOMCHTOB!

o CUCTEMa MMCCT MCXAaHN3M PA3JIMYCHHA 3JIOYMBIIIJICHHUKOB U JICTAJIbHBIX
HOHBSOB&TCHGﬁ;
° B CUCTCMC MMCCTCA IIaCCUBHAasA N aKTHUBHas1 KOMIIOHCHTEI (I/ICHOJIHSIGMLIG

MOJYJIH U JIaHHBIE), T0JIb30BaHNE KOTOPHIMU 3JI0YMBIIUIEHHUKOM HEXEJIaTeIbHO;

. B CHUCTEME MMEETCS] MEXaHU3M YCTAHOBJICHUSI COOTBETCTBUS CyOBEKTa U
uH(popMaIuu, K KOTOPOH OH UMEET JTOCTYII.

Kak yxe oTmedasnioch, B HacTOSIIIEE BpPEMs ISl MHTETPAIIbHOTO 0003HAYEHUS
npouenyp obecrnedenus 0e30MacHOCTH UWHOOpPMAIMU  YNOTPEOIIIOT TEPMHUH
"monuTHKa OE€30MmacHOCTH", a BCEBO3MOXXHBIE CUTyallud HApYLIEHUS AanpHOPHO
IpeINUCaHHbIX MPABUJ Ha3bIBAIOT HAPYUICHUSIMU 0€3011aCHOCTH.

CunTast, YTO 3I0YMBIIIJIEHHUK B COBEPIIEHCTBE BJaI€ET BCEM MPOTPaMMHBIM U
anmnapaTHbIM obecrieueHueM CUCTEMBI, MOKHO peanoiararh, 4TO
HECAaHKIIMOHUPOBAHHBIN TOCTYIT MOXKET OBITh BBI3BAH CIEAYIOIIMMH MPUIHHAMU:

. OTKJIIOYEHHUEM  WJM  BUJOU3MEHEHHWEM  3alIUTHBIX  MEXaHH3MOB
3JI0YMBIIIEHHUKOM (CIO/Ia K€ MOKHO OTHECTH MPOLEYyphl JOCTyNna "MUMO" CpeJICTB
KOHTpPOJISI, HampuMep, NpH HAPYIICHUW YPOBHS HEpapXvuud HHPOPMAIMOHHBIX

00BEKTOB — JOCTYI K 00BbekTaMm Turma "daitn" kak K mocjaeqoBaTeIbHOCTH CEKTOPOB U

ap.);
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. BXOJIOM 3JIOYMBIIUICHHUKA B CUCTEMY IIOJI UIMEHEM U C ITOJTHOMOYUSIMU
JIETaJIbHOTO MOJIb30BATEIIS.

B mnepBoMm ciydae 3JI0OYMBINUICHHUK [JOJDKEH BHUAOW3MEHUTH 3alllUTHBIC
MEXaHU3Mbl B CHCTeME (Hampumep, OTKIIOUUTH MPOrpaMMy 3alpoCOB MapoJiei
noJsib3oBateneil). Bo BropoM — KakuM-1u00 00pa3oM BBISICHUTH WJIM TOJJENATh
UACHTU(UKATOP pEAJbHOTO I0JIb30BaTeNs (Hampumep, ''TOACMOTPETH' Mapoib,
BBOJMMBII ¢ kinaBuarypsl). B oboux cinydasx HCJ/] MOXkHO mpeAacTaBUTh MOJEIBIO
OIIOCPENOBAHHOIO HECAHKIIMOHUPOBAHHOIO JOCTYyNlAa — KOIZIa IPOHUKHOBEHHUE B
CUCTEMY OCYLIECTBJISIETCS HAa OCHOBE HEKOTOPOrO BO3JEHCTBHUSA, MPOU3BEIECHHOIO
IpeIBapUTEIBLHO BHEAPEHHOM B CUCTEMY MPOrpaMMOi (IpOrpaMMamHu).

Hanpumep, 310yMBIIIIEHHUK T0JIb3YeTCsl UH(OpMaluen, KoTopas U3BJIeueHa
U3 HEKOTOpPOro MacCuBa JIaHHBIX, CO3JaHHOTO TIPU COBMECTHOM pabore
IPOrPaMMHOT0 CPEACTBA 3JI0YMBIIIJIEHHUKA U CUCTEMBI IIPOBEPKH MpaB JocTymna (T.e.
IIPEIBApUTEIIBHO BHEJIPEHHAs B CHCTEMY IIpOrpaMMa IPH JAOCTYIE JETAJIbHOIO
MOJI30BATENsl TMEPEXBATUT €ro Napoib K COXPAaHUT B 3apaHee M3BECTHOM U
JOCTYITHOM 3JIOYMBINIUICHHUKY MECTE€, a 3aT€M 3JI0YMBINUICHHUK BOCIIOJIb3YETCS
JAHHBIM TIapoJieM JUIsl BX0Ja B cuUcTeMy). JIMOO 370YMBIIUIEHHUK W3MEHUT YacTb
CUCTEMBI 3alUTHI TaK, YTOOBI OHA MEpecTalia BBIMTONHATH CBOM (pyHKIMU. Hanpumep,
MoaU(ULIKPYET CUCTEMY MPOBEPKH MPaB JOCTYIA

TaK, YTOObI OHA MPOMyCKalla JI0OO0T0 MOJIb30BaATENS, MM U3MEHUT IPOrPAMMY
MU(PPOBaHUS BPYUHYIO (MM MPH MMOMOLIM HEKOTOPOH APYroil mporpaMmbl) TaKUM
o0Opa3oM, 4ToObl OHA mepecTana Mmu(poBaTh WM U3MEHWIA AITOPUTM IMU(POBAHUS
Ha 0oJiee MpOCTOH.

[IporpamMmoii ¢ moOTeHIUANIbHO oOnacHbIMU mnocienctsusmu (badware —
"BpeHble MporpamMMmbl'") Ha30BEM HEKOTOPYIO Mporpammy (OCMBICIEHHBIM HaOop
UHCTPYKIUHN JUIsl KaKoro-iu0o mporeccopa), KoTopas crocoOHa BBIMOJIHUTE JH000€
HEMYCTOEe MOJAMHOXKECTBO MEPEUUCIICHHBIX (QYHKIUH:

1) CKpbITh MPU3HAKKU CBOETO MPUCYTCTBUS B IporpammHoil cpene KC;
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2) peanu3oBaTh CaMOAyOJMpPOBAaHUE, ACCOIMUPOBAHHE Ce€Osl C JPYrUMU
nporpaMMamMu  W/WJIM TIEPEHOC CBOMX (parMeHTOB B WHBIC (HE 3aHUMAacMbIC
M3HAYaJbHO YKa3aHHOM MporpaMMoii) o0JacTH ONepaTUBHOM WM BHEIIHEH MMaMsITH;

3) pa3pymuTh (UCKA3UTh MPOU3BOJIBHBIM 00pa3oM) KOJ mporpamMMm (OTIMYHBIX
oT Hee) B onepatuBHOU namatu KC;

4) nepeHecTH (COXpaHUTh) pparMeHThl HHPOPMAITUN U3 OTICPATUBHON MaMSTH
B HEKOTOpBIE O0JAaCTH ONEPATUBHOW WM BHEIIHCW MNaMATA MPSIMOTO JOCTYyIIa
(JIOKaBbHBIX WJIN YAAICHHBIX);

5) uMeeT MOTEHIMAIbHYI0O BO3MOXKHOCTh MCKa3WUTh MPOU3BOJILHBIM 00pa3oM,
3a0JJOKUPOBATh W/WIW TIOJMEHUTH BHIBOJAWMBIA BO BHEIIHIOI NMaMATh WM B KaHAI
CBSI3M MaccuB MHGOpMaINK, 00pa30BaBIIMNCA B Pe3ysibTaTe pabOThl MPUKIIATHBIX
porpaMM WIW YK€ HaXOASAIIMKCS BO BHENIHEH MaMATH, JUOO HW3MEHHTH €ro
napameTphl.

[IporpaMmMbl ¢ MOTEHIMATIBLHO OIMACHBIMU TOCJIEICTBUSIMU MOHO (BechMa
YCIIOBHO) pa3/eNIUTh Ha TPH Kjacca.

1. Knaccuueckue nporpammel — "BUpychl" (TepMuH mpuMeHeH B 1984 r. O.
Kosnom). OcoOeHHOCTh JaHHOTO KJlacca BPEIHBIX MPOrpaMM 3aKIHOYAETCS B
HEHAIPaBJICHHOCTH MX BO3JICHCTBYS HAa KOHKPETHBIC THIIBI MPUKIIATHBIX MPOTPAMMEI,
a TakXke B TOM, 4YTO BO TJIaBy YyIJla CTaBUTCS CamMoJyOJIMpOBaHUE BHUpYcCA.
Pazpymenue naopmaruu BUpycOM HE HAMpaBlIEeHO HA KOHKPETHBIC MPOTPAMMBI U
BcTpeuaercs y 10...20% Bupycos.

2. Ilporpammbl THHA 'TpOorpaMMHBIM 4YepBb' WM "TPOSTHCKUN KOHB"' U
dbparMeHThl mporpamMM TUNa "morudeckuid Jrok". B JaHHOM cllydae MMEET MECTO
oOpaTHasi CUTyalusi — CamMOayOJIMpOBaHWE HE BCEr/Aa MPHUCYIIE TaKOro poja
nporpaMmamM Wi (¢parMeHTaM MporpamMM, HO OHHM O0O0JIalal0T BO3MOXKHOCTBIO
nepexBaTa KOH(PUACHIMAIbHOW WH(OOpMAIMK, WIA HW3BJICUCHUS HHPOpMAIUU U3
CETMEHTOB CHCTEM 0€3011aCHOCTH, WJIA Pa3rpaHUUCHHUS JOCTYIIA.

3. TlporpamMHble 3aKJIaJIKH WK pa3pylIalolIre MPOorpaMMHbBIC BO3JICUCTBUS
(PTIB) — o00600mieHHpid K1acc TporpamMMm (B CMBICIE OTCYTCTBUS KOHKPETHBIX

HpI/IBHaKOB) C INOTCHIIUAJIBHO OITaCHBIMU IIOCJIECACTBUAMU, 00s3aTeJIbHO
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peanusytone Xotrd Obl OAMH M3 ILIL. 3 - 5 ompelneiaeHuss MNporpamMbl C
NOTEHIIMAIBHO OMACHBIMHU MTOCJIEICTBUSIMU.

Jlanee Hapsay ¢ TEpMHUHOM 'mporpamMma C TOTEHUHUAIbHO OIMACHBIMU
nocyieacTBUSAMHU"  OyAyT HCHOJB30BaHbl TEPMHUHBI '3aknazaka', '"mporpammHas
3aknanka" auoo cokpaimienue PIIB.

Kpome Toro, nporpaMMHbI€ 3aKIaJKH MOKHO KJIACCU(DUIIMPOBATH 11O METOLY U
MECTy WX BHEIPEHUS W MPUMEHEHUS (T.€. 10 "crmoco0y JOCTaBKU'" B KOMITBIOTEPHYIO
CUCTEMY):

. 3aKJIa/IKM, aCCOIMUPOBAHHBIE C MPOTPAMMHO-AIIAPaTHOW Cpeaoi
KOMIIbIOTEpHOM crcTeMbl (ocHOBHAs BIOS mmu pactmpennsie BlIOS);

. 3aKJIaJIKU, ACCOLIMUPOBAHHBIE C MPOrpaMMaMU IEPBUYHOW 3arpy3Ku
(maxopsmmecss B Master Boot Record nnn BOOT-cekTopax akTHBHBIX pa3/iesioB) —
3arpy304HbIE 3aKIa/IKU;

. 3aKJIaJIKU, aCCOLMMPOBAaHHbIE C 3arpy3koi napaiiBepoB DOS, npaiiBepoB
BHEIIHUX yCcTpoulcTB JApyrux OC, KOMaHIHOTO HHTEPIPETATOPA, CETEBBIX
JpaiBEPOB, T.€. C 3arpy3KON ONEPALIMOHHOM CPEIbI;

. 3aKJIaJKH,  AaCCOLUMHUPOBAaHHbIE C  MPUKIAJHBIM  IPOrPAMMHBIM
oOecrieyeHueM OOLIEro Ha3HAueHUs (BCTPOCHHBIE B KJIABUATYpHBIE M 3KPAHHbBIC
JpaiiBephl, MPOTPaMMbl TECTUPOBAHUS KOMITBIOTEPOB, YTUIUTHI U OOOJOYKH THUTIA
NORTON);

. UCIIOJIHSIEMbIE MOJYJIHM, COJEpXaIlhe TOJIbKO KOJ 3aKJIaikd (Kak
paBuiIo, BHEpsieMble B (haiiiibl makeTHON 00paboTku Tuna .BAT);

. MOAYJIU-UMUTATOPBI, COBIAJAIONIME IO BHEIIHEMY BUIY C HEKOTOPBIMU
mporpaMmamu, TpeOYIOIMKUMH BBOJIa KOH(GUAEHITMATBLHOU nHpOpMaIun — Hanbosee
xapakTepHbl Ay Unix-cucTeMm;

. 3aKJIAJKH, MacCKUpYyeMbIe noj pOrpaMMHbIE CpelcTBa

ONTUMH3AIMOHHOTO HA3HAYCHUS (apXUBATOPHI, YCKOPHUTEIN OOMEHa C JHCKOM U

T.1.);
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. 3aKJa/IKi, MacKHpyeMmble I0J IMPOTPaMMHBIE CpPEJICTBA WIPOBOrO U
pa3BIEKaTEIbHOTO Ha3HA4YeHHs (KaKk MpPaBWIIO, HCIONB3YIOTCS M TEPBHYHOTO
BHEJIPEHUS 3aKJIAJI0K).

Kak BuHO, IpOorpaMMHBIE 3aKJIAJKH UMEIOT MHOTO OOIIETo ¢ KJIaCCHYECKUMU
BUpyCaMH, OCOOCHHO B YaCTH aCCOIMUPOBAHMS Ce€OS C HCIOTHIEMBIM KOJOM
(3arpy304Hble BUPYCHI, BHUpPYCHI-ApaiBepbl, ¢ainoBsie Bupychl). Kpome Toro,
IpOrpaMMHBIEC 3aKJIaJKH, KaK ¥ MHOTHE M3BECTHBIE BUPYCHI KJIACCUYECKOTO THIIA,
MMEIOT Pa3BUTHIE CPEACTBA OOPHOBI C OTIATUMKAMU U AU3acCeMOIEpaMH.

JUist Toro 4yToOBbI 3aKjaJka CMOIJIa BBIIOJIHUTH KaKUE-TMOO JEHUCTBUS IO
OTHOIIICHUIO K TPHUKIATHOW MpOrpaMMe WM JaHHBIM, OHAa JOJDKHA TMOJYYHUTb
yIpaBJICeHHE, T.€. MPOIECCOP JOJKEH HadyaTh BBIMOJHATh MHCTPYKIHMH (KOMAaHJbI),
OTHOCALIMECH K KOAY 3aKJIaJKH. OTO BO3MOXKHO TOJIBKO MIPH OJHOBPEMEHHOM
BBITIOJIHEHUU JIBYX YCJIOBHI:

1) 3akyiagka AOHKHA HAXOJUTHCA B ONMEPATHBHOM MaMATH 0 Hayajga paboThI
IpPOrpamMMbl, KOTOpas SIBJISIETCA LIEJIbIO BO3JEHCTBUA 3aKJIAJKU, CIEAOBATEIbHO, OHA
JOJKHA OBIThH 3arpy’KeHa paHbllle WIK OJHOBPEMEHHO C 3TOM MPOrpaMMON;

2) 3aKjliaJKka JI0JDKHA aKTUBU3MPOBATHCS MO HEKOTOPOMY OOIIEMY Kak st
3aKJIaJIK{, TaK W JUIS IPOTPaMMbl COOBITHIO, T.€. TIPU BBITIOJIHEHUH psi/la YCIOBUN B
IpOrpaMMHO-aINapaTHON Cpejie YIpaBlIEHUE JOJDKHO OBITh MEpelaHo MporpaMme-
3aknajgke. [lanHoe coObiTHE naniee OyAeM Ha3bIBaTh aKTUBU3UPYIOIIUM.

OOBIYHO BBHIMIOJHEHNE YKa3aHHBIX YCJIOBHM JOCTUTAeTCs IMyTEM aHaiu3a |
00pabOTKM 3aKIaAKON OOIIMX OTHOCUTENIHHO 3aKIAJIKM M MPUKIATHON MPOTrPaMMBI
BO3JICHCTBUIM (Kak MPaBWIO, NMPephIBaHUM) IMOO COOBITUH (B 3aBUCUMOCTU OT THUIIA U
aApXUTEKTYPHI OTEpallMOHHON cpeapl). [Ipryem mpepriBaHUS TOKHBI COMMPOBOXKIATH
paboTy NpUKIaAHON TPOrpaMMBbl UM pabOTY BCETO

KoMmmbioTepa.  JlaHHbIE  yCIIOBUSL  SIBIISIFOTCSL ~ HEOOXOAMMBIMH  (HO
HEJIOCTAaTOYHBIMHU), T.€. €CJIM OHHM HE BBITIOJHEHBI, TO aKTUBU3AIUS KOJa 3aKJIaJKU HE
MPOU30MJIET M KOJ HE CMOXKET OKa3zaTh Kakoro-iu0o BO3ACUCTBUS Ha paldoTy

MIPUKJIAJHON MPOrPaMMBIL.
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Kpome ToOro, BO3MOXKEH cCiy4yad, Korga IIpd 3alyCKe IPOrpaMMBbI
(aKTUBU3HUPYIOIMINM COOBITHEM SIBIISIETCSl 3allyCK MPOTPaMMbl) 3aKiaJika pa3pyliacT
HEKOTOPYIO 4acTb KOJa IIPOrpaMMBbl, YK€ 3arpy’K€HHON B ONEPATHBHYIO IaMsTh
(OII), 1, BO3MOXKHO, CUCTEMY KOHTPOJISI LETOCTHOCTH KOAA WJIM KOHTPOJS HHBIX
COOBITHI ¥ Ha 3TOM 3aKaHYMBAET CBOIO padoTy. J(aHHBIN cioydail HE TPOTUBOPEUUT
HEOOXOMMBIM YCIIOBUSIM.

C yderoM 3ame4aHus O TOM, YTO 3aKjiajJka AOJDKHA ObITh 3arpyxkeHa B OII
paHbIIE, YEM LIEIIb €€ BO3ACHCTBHNA, MOKHO BBIJEIINTH 3aKJIAKN JBYX THIIOB.

1. 3akmanku pe3UIEHTHOTO THUIIA — HAXOMATCS B IAMATH IIOCTOSIHHO C
HEKOTOPOIO MOMEHTa BpPEMEHHM JO0 OKOHYAaHMsS ceaHca padoThl KOMIIBIOTEPA
(BBIKJIFOUEHUS] MHUTAHUS WIM Tepe3arpy3ku). 3akiajka MOXKET ObITh 3arpykeHa B
NaMATh MPU HAYaJbHOM 3arpy3Ke KOMIIbIOTEpA, 3arpy3Ke ONEpalMOHHON Cpelbl WIn
3allycKe  HEKOTOpOM  mporpammbl  (KOTOpas IO  TpaJWLUU  Ha3bIBaeTCA
BUPYCOHOCUTEJIEM UJIM MIPOCTO HOCUTENIEM), a TAKXKE 3aITyIl€Ha OTAEIIBHO.

2. 3akinagKyd HEPEe3UACHTHOrO TUIlAa — HAYMHAIOT paldoTy, KaK M 3aKjIaJKu
PE3UIEHTHOIO THUIIA, HO 3aKaHYMBAIOT €€ CaMOCTOSITENIBHO 4Yepe3 HEKOTOPHIM
IPOMEKYTOK BPEMEHU WM 110 HEKOTOPOMY COOBITHIO, IIPU ITOM BbITpYXkas ceOs u3

IHaMsAaTH OCIIMKOM.

KonTpoabHbIE BONPOCHI:

Uro Takoe auzaccemonep?

Kak mpouncxonut 3amura mporpamMmm oT Ju3acceMOIupOBaHMs?
Kak nporcxoaut 3amura nporpamMmm ot OTJIagKu?

Kakue Bubl OTIaJYUKOB Bbl 3HaeTE?

Uto Takoe 1eKOMOUIATOP?

Kakue on QpyHKITUU BBITOTHSAET?

Urto Takoe TpaccupoBKa?

Kaxkue Bubpl 1u3acceMOiepoB BaM U3BECTHBI?

© 0O N o a B~ w DN RE

Kakue npuembl quzacceMOIupoBaHus BaM U3BECTHBI?
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Jlabopamopnaa pabéoma Ne 3. BoccraHoBiieHHe 3apaskeHHBbIX (aiiiioB.
IIpopunakTuka NPOHUKHOBEHHS «TPOAHCKHMX nporpamm». Hacrtpoiika

0€30aCHOCTH MOYTOBOI0 KJIMEHTA.

Ilenv pabompl: 03HAKOMUTHCS C BO3MOXKHOCTAMU MPOGUIAKTHKH BHPYCOB H

BOCCTaHOBJICHUS 3apakKEHHBIX (aiIoB.

Kpamkue meopemuuecxkue ceedenusi.

MakpoBupychl 3apaxaroT (alabl — JOKYMEHTBI M DJIEKTPOHHBIC TaOJIMIIBI
NOMYJSPHBIX OPUCHBIX TpHIIokeHuit [10].

Jljig aHanM3a MakpoBUPYCOB HEOOXOAMMO MOJIYYUTh TEKCT UX Makpocos. s
HEeM(PPOBaHHBIX («HE - CTEJIC») BUPYCOB 3TO JOCTUTAETCS NPH MOMOIIM MEHIO
Cepsuc/Makpoc. Eciu e Bupyc mmgpyeT CBOM MaKpOChl HJIM UCIIOJIB3YET «CTEIICH-
IPUEMBI, TO HEOOXOIMMO BOCIOJIb30BAThCS CHENUAIBHBIMU YTHIUTAMHU MPOCMOTpA
MaKpOCOB.

3aoanue: 6occmanosums aiin, 3apa’sceHHbvlii MAKPOSUPYCOM

AJNTOPUTM BBINOJHEHUS PAOOTHI.

Jist BoccranoBnenuss gokymeHTtoB Word m Excel moctatouHo coxpaHUTh
nopakeHHble (aitnel B TekcToBbI opmar RTF, comepxammii mpakTUYeCKHd BCIO
MH(OpMAIUIO U3 MEPBOHAYAIBHBIX JOKYMEHTOB U HE COJIEp KAINi MaKpOCHI.

JI71 3TOTO BBITIOJIHUTE CJIEAYIOIIUE ICHCTBUS.

1. B nporpamme WinWord BeiOepute myHKTBI MeHIO —«®@aitay —
«COXpaHUTB KaK».

2. B otkpeiBmemcs oxkne B mone «Tum ¢aiina» Boioeputre «Teker B

dopmarte RTF» (puc. 7).
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Coxpaue HHE NOKYME HTa @

Manka: irr@ilﬁ’;aédqﬁi{c'ron 7:'{ @~ 4| Q X [y - cepsmc~

Y ‘ ‘\D MOH ACKYMEHTBI
th | 4 Mo# komneraTep
Mow nocneanme | “'3 CeTeB0e OKpYXEeHHE
! A0 HCHTEIN @nam(a BbIrpy3KkK Share-to-Web

€

PaBoumid cTon

Mon
AOKYMEHTbI

58
Mo#
KOMNBHTER

Moe ceTesoe = : =
okpyxenme | Tvn daiina: ‘ AokymenT Word (*.doc) [v
{Befi-ctpaHmua c drneTpom (*.htm; * html) ~ -

LWabnoH AOKiM&HTa i*.doti

TekcT B hopmate RTE (. rtf
OBbI4HEIM TekeT (*.kxt)

wWord 97-2003 & 6.0/95 - RTF (*.doc)

Works 6.0 87.0 (*.wps) v
Puc. 7
3.  Beibepute xomanmy Coxpanutb, Tpu 3TOM uMs ¢aitla ocraBbTe
TPEKHUM.
4. B pesynbTaTe mosiIBUTCSA HOBBIN (haiisli ¢ UMEHEM CYIIECTBYIOIIETO, HO C
JPYTHM PACHIMPECHUCM.
5. Jlamee 3akpoiite WinWordu ynanure Bce 3apakenHbie Word-

nokyMeHTsl 1 (aiii-madmodr NORMAL.DOT B manke WinWord.

6.  3amycture WinWord u BoccraHoBute nokymeHThl W3 RTF-¢aitior B
cooTBeTCTBYIOMMM opmat (aitna (puc. 8) ¢ pacmmupenueM (.doc).

7. B pesynbTare 3TOW MPOIECAYpHl BHPYC OyIeT yIaJieH W3 CHCTEMBI, a
MPaKTUYECKU BCsI HH(POPMAIIHSI OCTaHETCsl 0€3 N3MEHEHUH.

IIpumeuyanue:

a) TOT METOJ| PEKOMEHIYETCS HCIIOJIb30BaTh, €CIM HET COOTBETCTBYIOIIMX
AHTHUBUPYCHBIX IPOTPaMM;

0) TpH KOHBEPTUPOBAHWU (AWUJIOB MPOWCXOMUT TIOTEPS HEBUPYCHBIX
MaKpOCOB, HCIIOJIb3yeMbIX Tpu pabote. IlodTomMy mepen 3amyckoM OINMCAHHOW
IPOLEAYPHl CICAYST COXPAHHMTh WX HMCXOJIHBIM TEKCT, a IOCie O00C3BpEKHBAHMS

BHpPYyCa — BOCCTAHOBUTD HeO6XOI[I/IMBIC MAaKpOCHI B IICPBOHAYAaJIbHOM BHC.



32

COXdee HHE O0KYyMeHTa

MNanka: l@ Paboumii cTon v] @~ | Q X - cepsmc~

]DMOM AOKYMEHTbI
'-} Mok KOMNBOTEP
Mon nocneanve | | Cetesoe okpyskeHne
ACKYMERTB! || 8 Nanka Bbirpyskn Share-to-Web

E @Bnpyc.rtf

Pabiounii cTon

6,1

Momn
AOKYMEHTBI

-

Mok
KOMMBHOTEp

&

‘ WA harina: |5npyc.rtf
Moe ceTesoe .
okpysenne | TUndaina: | Texcr & doprate RTF (*.rtf)

AokymeHT Word (*.doc)
KML-aokymeHT (*,xml)
Beb-cTpanmua B oaHomM davine (*.mht; *.mhtml)
Bef-ctpanmua (*.htm; * . html)

BeG-cTpatmua ¢ duneTpom (*.htm; *.html)
WabnoH aokymeHTa (*.dot)

| | COXpaH1Tb

OTMEHA

\II

( | |6

<

Puc. 8
8.  Jnsa mocnemyromieid 3amuThl (aiIoB OT MaKpPOBHUPYCOB BKJIIOUUTE
3aIIUTY OT 3aIyCKa MaKpOCOB.
9. Jns o»roro B WinWord BeiOepute  MOCIEAOBATEILHO  MYHKTHI

MeHio: CepBuc - Makpoc - be3onacHoctsb (puc. 9).

o§ supyc.doc - Microsoft Word

3 gan"n MOpaska Bua Bcraska ®opuat | Cepeuc | Tabnmua ©OkHo  Cnpaeka
-.g = R | %| ~ % 7 MpaBonMcaHKe. .. 7 [ .@mu?% - @ »u'ﬂTeEVE_!
4_4 OBLIHLI + Times New Roman ﬂ CnpasoyYHble MaTEpPHan.. .. Alt+wenqok 35 = §§ §§ | I 2
IE S0 SO SO PO P a ’-8-|~9-|-10-|-11 (RS 30N IR kR
McnpaenTE NOBPEXAEHHEIM TEKCT. .. _
‘_"~ CTaTHCTHKAE. ..
7 AeTopedepart...
“ Oflwaa paboyaa obnacTe...
‘ WcnpaeneHua Ctrl+Shift+E
CpaBHUTL M 061EAMHMTE MCNPABREHKA. .,
3 SAWMTHTE AOKYMEHT...
% CoemMecTHaA pafioTa >
2 MHCbMa M pacceINKK >
il Makpoc bl »  Makpocbl... Alt+F3
il LWaBnoHs! M HIACTPOFKK. .. @  HauaTb sanmce. ..
= MapaMeTpbl SBTO3aMEHSI. .. BesonacHoCTE. ..
- HacTporika... ™ PeaakTop Visual Basic Alt+F11
% MapameTpol... @ PeaakTop cueHapnes  Alt+Shift+F11
wn

Puc. 9
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10. B oTkpsIBHIEMCS OKHE Ha 3aKJajKke YpPoBeHb 0€30IMaCHOCTH OTMETHTE

nyHKT Beicokas (puc. 10).

| ¥poBEHE DESONACHOCTH ;| HadewHEIE H3AaTENM

() O4EHE BBICOKAA, PASPELIAETCA 38MYCK TOMLBKD MAKPOCOE, YoTAHOBNEHHL: B
HaAEMHEL: pacnonoyeHnAx, Boe oCcTankHEIE NOAMMCaHHEE K
HENOAMHCAHHEIE MaKPOCk! OTKIKIYEHITCA,

@ Bricokan, PaspewasToa 3anyck ToneKo NOAMMCaHHELX MAKPOCOE K3
HAAEHHBIR HCTOHHHKOE, HENOAMHCEHHRIE MAKPOCk! OTKAMYakTCA
SETOMATHHECEH,

() CpeaHan. PELWEHHE 0 38MYCKE NOTEHUMANEHD ONACHBIX HAKPOCOE
MNPHHHMAETCA NONBI0EATENEM,

) HuzkaA (He peKoMEHAYETCA), 3alUMTa OT NOTEHLHANLEHD ONACHL!: MAKPOCOE
OTCYTCTEYET. MONONbZYATE 3TOT PEMMM TOMBKO MPH HAMMYMK GHTHEMPYCHBIX
NpOrpat K NOCNE NPOEEPKM Ha BE30NacHOCTE BCEX OTKPBIESSMED
ADKYMEHTOE.

[ 80, l [ OTHEHS

Puc. 10

3aoanus ona camocmoamebHou pabomvt

1. Cosnaiite aiin virus.doc(cogepkaHue — YHUCTBIA JIUCT) W BBIMOJHUTE
QITOPUTM  BOCCTAHOBJEHUS  (aina (B  MPEANOJOKEHHUH €ro  3apa)KeHus
MaKpOBHUPYCOM).

2. 3adukcupyiite ATaIbI paboTHI, UCIIOJIb3YA
koMmanay PrintScreenknaBuatypsl  (CKOMMpOBaHHBIE TaKUM  00pa3oM  (haidsisl
BCTaBbTE B HOBBI Word-TOKyMEHT JUIsl OTYETa MPENo aBaTENIo).

3. CpaBuute pasMmepbl (¢aitoB virus.docuvirus.rtf, ucmonp3ys MyHKT
KOHTEKCTHOro MeHoCBoMcTBa(i1s1 3Toro Boiaenute BIIpoBoanukedaiin, HaxxMuTe
NPaBYIO KHOIKY MBIIIH U BbIOepUTE MyHKTCBOHCTBA).

KonTpoabHbIe BONPOCHI

1. Kaxkue ¢aiinsl 3apakatoT MaKpOBUPYCHI?
2. Kak npocMoTpeTh K01 MakpoBupyca?
3. Kaxk BoccTanoBUTH (haiin, 3apakeHHbI MaKpOBUPYCOM?

IpakTnueckass padora 2 IlpopuaakTuka NMPOHMKHOBEHUS «TPOSHCKHX
NMPorpamMmm»

Kpamkue meopemuuecKue ceedeHus



34

['maBHOE OTIMYME «TPOSIHCKUX TMPOTPaMM» OT KOMIIBIOTEPHBIX BHPYCOB
COCTOUT B TOM, UTO OHU HE PA3MHOKAIOTCS HA 3aPaKEHHOM KOMIBIOTEPE U HE UMEIOT
BCTPOCHHBIX BO3MOXKHOCTEH K camopacnpoctpaHeHuto. ‘“TposiHckue KoHU™
3aChUIAIOTCA MOJIH30BATENSIM (OOBIUHO Yepe3 IEKTPOHHYIO MOYTY) HETIOCPEICTBEHHO
WX aBTOpPaMH II0J] BHJIOM KaKHX-HUOyIb TOJIC3HBIX yTWIHT. Ha camom paene oHwm
NPOU3BOAST  HECAHKIMOHHMPOBAHHOE  BHEAPEHHE HA  KOMIIBIOTEpHI U B
KOPIIOPaTUBHBIE CETU PA3IMYHOIO pOJa HEXKENAaTeNbHBIX MporpaMm. MIMeHHO 3Toit
ocoOeHHocTH “TposiHCKHE KOHM® 00s13aHbl CBOMM Ha3BaHUEM.

TposiHCKME TporpaMMbl pa3IUYarOTCsd MEXAYy CO0OM MO TeM JAEeUCTBUSM,
KOTOPBIE OHU MPOU3BOISIT Ha 3apa’KEHHOM KOMITBIOTEPE.

Backdoor — MPOAHCKUE YIUTUMbL YOATEHHO20 AOMUHUCHMPUDOBAHUS

TpostHCKHE mporpamMMbl 3TOTO KJlacca SBJSIIOTCS YTWIATAMHU YJIAJIEHHOTO
aJIMUHUCTPUPOBAHUS KOMITBIOTEPOB B ceTH. [1o cBoell (pyHKIMOHAIBHOCTH OHH BO
MHOTOM HallOMUHAIOT Pa3JIMYHbIE CUCTEMBI aIMUHUCTPUPOBAHHUS, pa3padbaTbIBacMble
U pacnpocTpaHsemMble (PUPMaMHU-TIPON3BOIUTEISIMU MPOTPAMMHBIX MPOAYKTOB.

EnuHcTBEHHass 0COOEHHOCTh ATUX MPOrpaMM 3acTaBiseT Kiaccu(UUUpPOBATH
UX KaK BpEIHbIE TPOSHCKUE MPOrpaMMbl: OTCYTCTBHE MNPEAyNpPEKIEHUs 00
MHCTAUIALMK U 3anycke. [Ipu 3amycke «TposHEl» YCTaHaBIIMBAET ce0d B CUCTEME U
3aTeM CIEAUT 3a HEeH, MpU 3TOM IO0JIb30BATENIO HE BbIIAECTCS HUKAKUX COOOIICHUN O
JNEWCTBUSAX TpPOSHIA B CHUCTEME. boiee TOoro, cchlUlka Ha «TPOSHIA» MOXKET
OTCYTCTBOBAaTh B CIIMCKE AKTUBHBIX IIPUIIOKEHUU. B pe3yibrare «I0Jab30BaTEIby
JTOM TPOSAHCKOMW NMPOTPaMMbl MOKET M HE 3HATh O €€ IIPUCYTCTBUU B CUCTEME, B TO
BpEMsI KaK €ro KOMIBIOTEP OTKPBIT ISl YIAJIECHHOTO YIIPABIICHHUS.

YTUIIATBI CKPBITOTO YIIPABIJICHHMS IO3BOJISIOT JEaTh C KOMIIBIOTEPOM BCE, YTO
B HUX 3aJI0KUJI aBTOP: MPUHUMATh WJIM OTChUIATH (Daisibl, 3aMyCcKaTh U YHUUYTOXKATh
UX, BBIBOJUTH COOOIICHUS, CTUPATh WH(OPMALIUIO, Iepe3arpykaTtbh KOMIIbIOTEP U T.
1. B pesynbrare 3TH TPOSHLBI MOTYT OBITh MCIIOJIB30BAaHbI AJIsi OOHAPYKEHUS U
nepeaadn KoH(UIeHIHaNTbHON MHGOPMALIMK, IS 3allyCKa BUPYCOB, YHUUTOXEHUS
JAQHHBIX M T.I. — IIOPaXXCHHBIE KOMIIBIOTEPHI OKa3bIBAIOTCS OTKPBITBIMU IS

3JIOYMBIIJICHHBIX JEUCTBUN XaKEPOB.
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Takum 00pa3oM, TPOSIHCKHE MPOTpaMMbl JAHHOTO THUMA SBIJIAIOTCS OJHUM M3
CaMbIX ONACHBIX BHUJOB BPEIOHOCHOTO MPOrPaMMHOIO OOECHEYEHUs, MOCKOJIBbKY B
HUX 3aJ0K€Ha BO3MOXXHOCTh CaMbIX Pa3HOOOPA3HBIX 3JIOYMBIIIJICHHBIX JCHCTBUMA,
OPUCYIIUX IPYTUM BHJIaM TPOSIHCKUX MPOrPaMM.

OtaenbHO clenyeT  OTMETHTh  Ipymmy  O3KIOpOB, CIOCOOHBIX
PacipOCTPaHATHCS M0 CETH U BHEAPSTHCS B IPYrHMe KOMIIBIOTEPHI, KaK 3TO JEJaI0T
KOMIbIOTEpHBIE YepBU. OTIUYAET TaKHE «TPOSHIBD OT 4YepBeW TOT (DaKT, 4TO OHU
pacipoCTpaHsAOTCA IO CETH HE CaMOIIPOM3BOJBHO (KaK 4YepBH), a TOJBKO IIO
CHELIMAIBHOM KOMAaH/E «XO35MHA», YIPABIAIOIIEIO JaHHON KONMUEH TPOSHCKON
POTrPaMMBI.

Trojan-PSW — gopoecmeo naponei

JlaHHOE CEeMEHCTBO OOBEAMHSIET TPOSHCKUE MPOTPAMMBI, «BOPYIOLIUE
pasnMuHyl0 HMHQOpPMALMIO C 3apaKEHHOTO KOMIIbIOTEpA, OOBIYHO —CHUCTEMHBIE
napomu (PSW — Password-Stealing-Ware). Ilpu 3anycke PSW-tposiHIBI uIIyT
CUCTEMHBIE (ailbl, XpaHAUIME Ppa3IMYHYI0 KOH(PHICHIHATBHYIO WH(OpMaLUIO
(0ObIYHO HOMEpa TeIe(POHOB M MApOJU JOCTyla K MHTEPHETY) U OTCHUIAIOT €€ IO
YKa3aHHOMY B KOJI€ «TPOSIHLIa» 3JIEKTPOHHOMY aJpecy WU aJpecaMm.

CymectBytoT PSW-TposiHIIbI, KOTOpPBIE COOOIIAIOT U APYTYyI0 UH(POPMAIUIO O
3apa)k€HHOM KOMIIbIOTEpE, Hampumep, HHGOpMaIUIo O cucTeMe (pa3Mep namsTé U
JIMCKOBOT'O TMPOCTPAHCTBA, BEPCUSl OMNEPALMOHHON CHUCTEMBI), THUI HCIOJIb3YyEMOIO
IOYTOBOrO KiieHTa, [P-anpec u 1.1. HekoTopble TPOSHIBI JAHHOTIO TUIA «BOPYIOT»
pPETUCTPALIMOHHYI0 HH(OPMALMIO K pa3IU4HOMY MPOrpaMMHOMY OO€CIEYEeHHIO,
KOJIbI TOCTYIIAa K CETEBBIM UTPaM U MpoUee.

Trojan-AOL — ceMeHCTBO TPOSHCKUX MPOTPAMM, «BOPYIOIIMX» KOJbI JOCTyIa
k cetu AOL (America Online). Boigenensl B 0coOyI0 TpyIINy IO MPUYUHE CBOCH
MHOTOYHMCIIEHHOCTH.

Trojan-Clicker — unmepnem-xiukepot

CeMeiCTBO TpPOSIHCKUX TPOrpaMM, OCHOBHAs (YHKIHMS KOTOPBIX —
OpraHu3alys HECAHKIIMOHUPOBAHHBIX OOpallleHUI K MHTEpHET-pecypcaM (0OBIYHO K

BeO-cTpaHuiiam). [locturaercs 3T0 JMOO MOCHUIKOW COOTBETCTBYIOIIMX KOMAaH]]
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Opay3epy, TM00 3aMEHON CHCTEMHBIX (haiIOoB, B KOTOPHIX YKa3aHbl «CTaHIAPTHBIC»
ajpeca HHTEpPHET-pecypcoB (Hampumep, (aitt hosts B MS Windows).

VY 370yMBINIUIGHHUKA MOTYT OBITh CIIEAYIOIINE IIeTTH ISl TIOJJOOHBIX ACHCTBUMA:

. YBEJIIMYCHUE MOCEIIAEMOCTH KaKHUX-TMOO CAalTOB C IENbIO YBEIUYCHUS
MTOKa30B PEKJIAMBI;

. opranuzanus DoS-ataku (Denial of Service) Ha kakoii-nu6o cepsep;

. MPUBJICUCHUE TMOTEHIIUATBHBIX JKEPTB IS 3apaKCHHS BUPYCAMH WA
TPOSIHCKMMH TTPOTPaMMaMHU.

Trojan-Downloader — oocmaeka npouux épedoHoOCHBIX NPOZPAMM

TposiHCKME TpoTrpaMMBI 3TOTO Kjlacca MPETHA3HAYCHBI IS 3arpy3Kd |
YCTAaHOBKA Ha KOMIIBIOTEP-)KEPTBY HOBBIX BEPCHM BPEIOHOCHBIX IPOrPaAMM,
YCTAaHOBKU «TPOSHIIEB)» WM PEKJIAMHBIX CHCTEM. 3arpy’KCHHbIE W3 HWHTEPHETA
porpamMMbl 3aTeM JIMOO 3aIyCKAarOTCsS Ha BBINOJHEHHE, JIMOO PETUCTPUPYIOTCS
«TPOSTHIIEM» Ha aBTO3arpy3Ky B COOTBETCTBUM C BO3MOXHOCTSIMHU OIEpaIllMOHHOU
CUCTEMBI. JlaHHBIC IEHCTBHS MPU ATOM MPOUCXOAAT O€3 Be0Ma MOIh30BaTEIIs.

Nudopmarnus 00 wuMeHaX U PaACHOJOXKEHHH 3arpyXaeMbIX Mporpamm
CONCPKUTCS B KOJAE W JAaHHBIX TPOSHIIA WIA CKAaYMBACTCS TPOSHIIEM C
«YTIPaBJISIIOIIET0» UHTEPHET-pecypca (0OBIYHO C BEO-CTPaHUIIbI).

TrOian'DrODDer — UHCMALIAMOPbL RPOYUX 8PEOOHOCHBIX NPOZPAMM

TpossHCKME TporpaMMbl 3TOTO KJacca HamMCaHbl B LEMSIX CKPBITHON
WHCTAUIAIIMK  JAPYTHUX TPOrpaMM U TPAKTHUYECKH BCETJa HWCIOIB3YIOTCS IS
«TIOJICOBBIBAHUS» Ha KOMITBIOTEP-)KEPTBY BHUPYCOB WU JPYTUX TPOSHCKHUX
IPOTPaMM.

JlaHHBIE TPOSHIIBI OOBIYHO 0€3 KaKuX-IMO0O0 cooOIIeHui (100 C JOKHBIMU
COOOIICHUSIMU 00 OIIMOKE B apXUBE MJIM HEBEPHOU BEPCUM ONEPALMOHHON CHUCTEMBI)
cOpachIBalOT Ha AUCK B KakoW-1uOo KaTanor (B KopeHb Aucka C:, BO BpEMEHHBIN
Karasnor, B katasiorn Windows) apyrue ¢aiibl 1 3aIMyCKaroT UX Ha BBITIOJIHCHHUE.

OOBIYHO CTPYKTYpa TAKUX MPOTPaMM CJEAYIOLIAs:
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OCHOBHOM KO

Pdaiin 1

daiin 2

«OCHOBHOM KOJI» BBIIEISET U3 CBOETO (haiiia OCcTaabHble KOMIOHEHTHI ((haiii
1, daiin 2, ...), 3aMKUCHIBACT X HA JUCK M OTKPHIBACT WX (3aIyCKAET Ha BBHIMOJHEHUE).

OO6b1yHO oMH (MM 0oJiee) KOMIIOHEHT SIBJISIETCS TPOSHCKON MpOrpamMMoi, u
KaK MUHUMYM OJIMH KOMIIOHEHT SIBJISIETCSI «OOMaHKOW»: MPOrpaMMOM-IIyTKOH,
UTPOH, KAPTUHKON WM 4eM-TO To00HBIM. «OOMaHKa» JOHKHA OTBJICYh BHUMAHHE
MOJIb30BATENsl  W/MIM  TNPOJAEMOHCTPUPOBATH TO, UTO 3amyckaeMblil  (aiin
JEHCTBUTEILHO JIETIACT UTO-TO «IIOJIE3HOE», B TO BpeMsl KaK TPOSTHCKas KOMITOHEHTA
WHCTAJNIUPYETCS B CUCTEMY.

B PE3YJIbTATC UCIIOJIb30BaAHUA ITPOrpaMM AAHHOI'O KJIaCCa XAaKCPblI JOCTHUIAIOT

JBYX LIENEN:
. CKPBITHAS! MHCTAJUISILIUS TPOSHCKUX IPOrpaMM H/WIIA BUPYCOB;
. 3allliTa OT AHTUBUPYCHBIX IPOrpamM, IOCKOJIbKY HE BCE U3 HUX B

COCTOSIHUU MTPOBEPUTH BCE KOMIIOHEHTBI BHYTPH (PailioB 3TOro THMA.

Trojan-Proxy — mposnckue npokcu-cepeepa

CeMeNCTBO TPOSIHCKUX MPOrpaMM, CKPBITHO OCYIIECTBISIOIINX AHOHUMHBIN
JOCTYTl K pa3InYHBIM HHTEpHET-pecypcaM. OOBIYHO HCHONB3YIOTCS IS PACCHUIKH
criama.

Trojan-Spy — wnuonckue npozpamml

JlaHHBIE TPOSHLIBI OCYLIECTBIISAIOT 3JEKTPOHHBIM IIMMUOHAXK 32 I0Jb30BATEIIEM
3apaXKEHHOTO KOMITbIOTEpA: BBOJAMMAS C KJIaBHATypbl HH(OpMALIMsI, CHUMKH dKpaHa,
CIIUCOK aKTUBHBIX NPUJIOKEHUW M JAEUCTBUS IOJB30BATENISI C HUMHU COXPAHSIOTCS B
KaKo-mubo (aityt Ha JUCKE U IEPUOINUECKU OTIPABIISIFOTCS 3I0YMBITTUICHHHKY .

TpositHCKME TporpaMMbl 3TOrO THUIA YAaCTO MCHOIB3YIOTCS JJISI  KPaku
uH(OpMAIMU TOJh30BaTENEH pa3IMYHBIX CHUCTEM OHJIAWHOBBIX IUIATEXKEH U

OAHKOBCKHUX CHCTEM.
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TFOian — npouue mpoiancKue npozpammbl

K maHHBIM TpOSHIIAM OTHOCSTCSI T€ U3 HHUX, KOTOPHIE OCYIIECCTBIISIOT IPOUYUE
JICHCTBUS, TIOMAAIONINE TI0]] OTPECIICHHEe TPOSHCKHUX MPOrpaMM, T.€. Pa3pylIecHHUE
WM 3JIOHAaMepeHHass Moau(duKanus MAaHHBIX, HapymieHHe paboToCmoCOOHOCTH
KOMITBIOTEpA U TIpoUee.

B maHHOUW KaTeropum Takke MPUCYTCTBYIOT «MHOTOIICTICBBIC» TPOSHCKHE
pOrpaMMbl, HaNpuUMep, TE€ €3 HUX, KOTOPHIE OJHOBPEMEHHO IIMUOHAT 32
MI0JIb30BATENIEM U TIPEOCTABIISIOT ProXy-CepBUC yIaJICHHOMY 3JI0YMBIIIICHHUKY.

Trojan-Notifier — onoeewenue 06 ycnewnoii amake

TpostHIIBI JaHHOTO TUTIA TIPEeTHA3HAYCHBI AJIsI COOOIICHUS CBOEMY «XO3SIHHY» O
3apaXeHHOM KommbioTepe. Ilpu 3TOM Ha ajgpec «XO3siMHA»  OTIPaBIAETCA
uHbOpMaIns 0 KOMIIbIOTEepe, Hanmpumep, [P-anapec kommpioTepa, HOMEpP OTKPBITOTO
1opTa, aJpec 3JIEKTPOHHON MOouThl U T.I. OTChUIKA OCYIIECTBISETCS Pa3IMYHBIMU
Coco0aMu: AJIEKTPOHHBIM IHUCHbMOM, CHELHAIBbHO O(OPMIICHHBIM OOpalllEeHUEM K
BeO-cTpaHuIile «xo3suHa», [CQ-coobiieHnem.

JlaHHBIE TPOSHCKHUE MPOTPAMMBI HCIHOJB3YIOTCS B MHOTOKOMIIOHEHTHBIX
TPOSIHCKMX HaOOpax JJIsl U3BEIICHUS CBOETO «XO35IMHA» 00 YCMENIHONW MHCTAJUISAINN
TPOSIHCKHX KOMIIOHEHT B aTaKyeMyI0 CUCTEMY.

Peectp onepanuonnoii cucreMbl WIiNndows— 3to 6oblinas 0a3a JaHHBIX, II€
XpaHUTCS UHPOPMALIMS O KOH(PUTypallMKi CUCTEMbL. DTON MH(pOpMAaLKEl MOJIb3YIOTCS
Kak onepanuoHHas cucrema Windows, Tak u apyrue nporpammsl. Peectp conepxxur
nanHbeie, K kotopbiM Windows XP mocrossHHO oOparmiaercsi BO BpeMsi 3arpys3kH,

paboThI U €€ 3aBEPIICHHS],  UMEHHO:

. pouIi BCeX MOJIb30BATENEH, TO €CTh MX HACTPOUKH;

. KOoH(urypauusi 0o0OpyJI0BaHMS, YCTAHOBJICHHOTO B ONEpaIlMOHHOMN
CUCTEME.

. JaHHbIE OO0 YCTAHOBJIGHHBIX TPOrpaMMax W THUIAX JOKYMEHTOB,

CO3/1aBa€MbIX Ka)KJI0W IPOrpaMMO;
. CBOMCTBA MANlOK U 3HAYKOB IIPOTPAMM;

. JaHHBIE 00 UCIOJIb3yEeMbIX MOPTaX.
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Peectp nMeeT HepapXMYECKylO IPEBOBUAHYIO CTPYKTYPY, COCTOSIIYIO W3
pa3nesnioB, MOAPa3eaoB U KIIOUEH (MapaMeTpoB).

B HekoTopbIX ciyyasix BOCCTaHOBUTH PabOTOCIOCOOHOCTH CHCTEMBI MOCIE
cO0osi MOXKHO, 3arpy3uB pabOTOCIIOCOOHYIO BEPCHUIO peecTpa, HO HJs 3TOro,
€CTECTBEHHO, HEOOXOIUMO HUMETh KOmHuio peectpa. OCHOBHBIM CpPEACTBOM st
MIPOCMOTPA M PENAaKTUPOBAHUA 3aIlMCEd peecTpa CIYXHUT CHEUUATA3UPOBAHHAS
yrunura «Perakrop peecrpay.

@aitn pemakTopa peectpa Haxonutcs B manke Windows. HasbiBaercs
oH regedit.exe. [lisg Toro, d4roObl 3alyCTUTh 3Ty MPOrpaMMmy, HEOOXOIUMO
BeIOpaThIlyck—Boimoannte—regedit.exe. [Tocie 3amycka MOSBUTCS OKHO PeIaKTopa
peectpa. Bol yBuauTe crimcok u3 5 pasznenos (puc. 11):

HKEY_CLASSES_ROOT.

HKEY_CURRENT_USER.

HKEY_LOCAL_MACHINE.

HKEY_USERS.

HKEY_CURRENT_CONFIG.

% PepakTop peectpa

Maiin Mpaeska Bwa MsBpaHHoe Cnpaeka

= Mo KOMNEHITER
[ HKEY_CLASSES_ROOT
[C31 HEEY _CURREMT_LISER:
(23 HEEY_LOCAL_MACHINE
([ HKEY_USERS
[ HKEY_CURREMT_COMFIG

(LEE] Tvin IHAYEHHE

MO KOMMEHOTER

Puc. 11
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Pe naxtop peecrpa

®ain [paeka Bua MsbpaHHoe Cnpaexa
= 5 Moii komnsroTep A Mma Tvn 3HaueHHe
& {(_J HKEY_CLASSES_ROOT Eﬂ(ﬂo YMONYSHHIO) REG_SZ (3Ha4YeHne He NPUCBOEHOD)
i }r—l :ﬁi:‘fggﬁfﬂ;ﬂﬁﬁe 8] ~MHz REG_DWORD 0x000006b4 (1716)
=4 & ticDvianE %) Component Infor... REG_BINARY 00 00 00 00 00 00 00 00 00 00 O
o 3 (] ACPI @Configuration Data REG_FULL_RESOUR... FF Ff ff FF FF FF FF FF 00 00 0O 00 OC
L @8 DESCRIPTION [R¥)Featureset REG_DWORD OxB0073fFF (2147956783)
=@ & [ab]1dentifier REG_SZ x86 Family 15 Model 1 Stepping =
= (3] CentralProc @ProcessorNameSt... REG_SZ Intel(R) Celeron{R) CPL
=10 @8]update Signature  REG_BINARY 00 00 00 00 05 00 00 00
@ (] FloatingPoin || &8]Update Status REG_DWORD 0x00000000 (0)
# (] Multifunctior || [3®]vendoridentifier ~ REG_SZ Genuinelntel
# () DEVICEMAP
+ (] RESOURCEMAP
® (] 5aM
() SECURITY G
< > < >
Mo# komnetoTep\HKEY _LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\CentralProcessor\0

Puc. 12

Pabota ¢ pa3nenamu peectpa aHajoruyHa padote ¢ mankamu B IIpoBonHuke.
KoHeuHbIM 37IEMEHTOM JepeBa peecTpa SBIAIOTCS KIIOYHW WM TapaMeTphl,
Jensiumecs Ha Tpu Tuna (puc. 12):

. ctpokoBbie (Hamp. «C:\Windowsy);

. nsouynbie (Hamp. 10 82 AO 8F);

DWORD - »ror THMm Kimro4ya 3aHuMaer 4 Oaiita W oToOpakaeTcsl B
IIECTHA/IIIATEPUYHOM U B JiecsITHIHOM Buje (Harmpumep, 0x00000020 (32)).

B Windows cuctemnuas nndopmaiius pazouta Ha Tak HazbiBaemblie yibu (hive).
D10 00YyCIIOBIEHO NPUHIUMHAAIBGHBIM OTIUYHEM KOHIICTIIIMH O€30MacHOCTH JTHX
omepanuoHHbIX cucteM. MiMeHa (ailioB yibeB U MyTH K KaTajoram, B KOTOPBIX OHU
XpaHsTCs, PaCIOJIOKEHBI B
pasnenne HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\hiv
elist(puc. 13).
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% Pepnantop peectpa

dakn

¢

Mpagka BWa MsfpadHos  Cnpaeka

(] ComputerMz & || wa Trn IHaqEHHE
(1 ContentInde I:I'h:u wMOMYaHMHD)  REG_SZ (3HAYEHHE HE NPMCEDEHD)
%Er”:::gf:tdr: [B|\REGISTRY|MAC... REG_SZ | |
(7 CriticalDevic 'I,REGISTRV'I,MF'.C . REG_3Z | Device\Harddiskholumez | W IO
(] DeviceClass 'I,REGISTRV'I,M.CI.C .. REG_ 37 1 Device Harddiski'olumez | WINDC
(] FileSystem 'I,FLEGISTRV'I,MAC .. REG_ 57 1 DeviceHarddiski'olumez ) WINDC
(] GraphicsDris 'I,REGISTRV'I,MF'.C . REG_3Z | Device\Harddiskholumez | W IO
(] GroupOrder 'I,REGISTRV'I,USER... REG_a7 1 Device Harddiski'olumez | WINDC
(7 HAL 'I,REGISTR\“'I,LISER... REG_SZ 1 Device\Harddiski'olumez Docum
i 'I,REGISTRV'I,USER... REG_57 1 DerviceHarddiskY olumez i Docurm
[ IpConfigb 'I,REGISTRV'I,USER... REG_a7 1 DerviceHarddiskY olumez\ Docurm
[ keyboard Le 'I.REGISTRV'I.LISER... REG_SZ \Device\Harddiskialumez |\ Docur
[ Keyboard Le 'I,REGISTRV'I,USER... REG_57 1 DeviceHarddiski'olumez | Docum
[ Lsa 'gREGISTF{V'I,USER... REG_a7 1 DeviceHarddiskholumez\ Docurm

(] MediaCateq v

¥ ¥

.

MoH komMneTepiHKEY _LOCAL MACHINEYSYSTEM| CurrentContralSety Contrali hivelst

Puc. 13

B Tabmuue 1 gaHbl KpaTKue ONMHCAHUS YIIbEB peecTpa U (pailiioB, B KOTOPBIX

XPpaHATCS NapaMeTpsl OE30IMACHOCTH.

Tabmuia 5

XapakTepruCcTUKa OCHOBHBIX Pa3esoB CHCTEMHOT'O PEecTpa

HKEY_LOCAL_

MACHINE\SAM

Conepxutr undpopmanuro SAM (Security Access Manager),
xpansiytocsa B ¢daitmax SAM, SAM.LOG, SAM.SAV B narke
%System-root%\System32\Config

HKEY_LOCAL_

MACHINE\SEC
URITY

Conepxut undopmanuro 6e3onacuoctu B (aitmax SECURITY,
SECURITY.LOG, SECURITY.SAV B
\%Systemroot%\System32\Config

ITaIIKe

HKEY_LOCAL_

MACHINE\SYS
TEM

Conepxut wmHpopmaIuio 00 anmapaTHbIX MOPOPUISIX ITOTO
noapaznena. Mudopmanus xpanutcs B ¢ainax SYSTEM,
SYSTEM.LOG, SYSTEM.SAV B
\%Systemroot%\System32\Config

ITarike

HKEY_CURRE
NT_CONFIG

Conepxut uHbopMaIyio 0 Moapasaene System 3TOro yibs,

kotopas xpanutcs B ¢aititax SYSTEM.SAV u SYSTEM.ALT B
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nanke \%Systemroot%\System32\Config

HKEY_ USERS\. | Comepxxut mHboOpMaImio, KoTopasi OyaeT HUCIOIb30BATHCS IS
DEFAULT co3fgaHusi  MpoQuiIsi  HOBOTO  TMOJIb30BATENs,  BIIEPBbIC
peructpupyromerocsi B cucteme. HHbopmanus XpaHUTCS B
darimax DEFAULT, DEFAULT.LOG, DEFAULT.SAV B
nanke \%Systemroot%\System32\Config

HKEY_CURRE | Conepxur uH(pOpMaIUIO 0 MoJIb30BaTee,
NT_USER 3apETUCTPUPOBAHHOM B CHUCTEME Ha TEKYIIUA MOMEHT. JTa
undopmarust  xpanutcas B ¢ainmax NTUSER.DAT wu
NTUSER.DAT.LOG, PAacIOJIOKEHHBIX B KaTajore
\%Systemroot%)\Profiles\User name, rae User name — wums

IIOJIB30BAaTCJIA

3aganue: MPOBEPUTH MOTCHIIMAIBHBIE MECTA 3AMUCEH «TPOSTHCKUX MPOTPaMM»»
B CUCTEMHOM peecTpe onepanronnoi cuctembl Windows 2000 (XP).

Anzopumm evinonnenun padomot

[ToTeHuanbHBIMM MECTAMHU 3aIMCEN «TPOSIHCKUX IMPOTPaMM» B CHCTEMHOM
peecTpe  SABISAIOTCA  pa3liefibl, OMHCHIBAIOIIME  MPOTPAMMBI,  3allyCKaeMbIe
aBTOMATHUYECKHU TIPHU 3arpy3Ke OMEparlMOHHOW CHCTEMBI OT MMEHH TMOJIb30BATEIICH H
CUCTEMBI.

1.  3amycrure nporpammy regedit.exe.

2. B otkpeiBmemcst okue Beioepute BetBb HKEY _LOCAL_MACHINE#H
naneeSoftware\Microsoft\WindowsNT\CurrentVersion\Winlogon(menkayts 1m0
3HAUKY «IamKa).

3. B mpaBoii nojoBHHE OTKPBHITOTO OKHa Mporpammbl regedit.exenosiBuTcst
CIIUCOK KJIFOUEH.

4.  Haiigure xmou Userinit(REG_SZ) u npoBepbTe ero comepkumoe.

d. [To ymomuaHuio (MCXOAHOE cocTOsiHME) 151 3TOT KIOY COAEPKUT

cienyromyto 3anuck C:\WINDOWS\system32\userinit.exe(puc. 14).
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% PepganTop peectpa

davin [Opaeka Bua MsOpanHoe Cnpaeka
[ Setup A e Thn SHaueHHe ~
([ SvcHost (I'ID WMONYAHHH] REG_SZ {3HaYEHHME HE NPHCEOEHD)
@ Syste.mRestare aIIDcatecerms REG_SZ 0
@ Tfarrnlnal server allucatedasd REG_5Z ]
% :r::ij;nes allucatefluppies REG_5Z ]
&3 Type 1 Installer nllanuItipleTSS... REG_DWORD 000000001 (1)
|:| Lserinstallable. dri F'.ItDEfaultDDmain... REG_3Z HOME-F49E01 2954 B
[ widF .ﬁ.ItDeFauItLlserNa... REG_SZ Fy
(1 Windows B¥]autoRestartshel  REG_DWORD 000000001 (1)
-5 — [ab]Backgraund REG_S7 oo
[ Credentials cachedlogonscnunt REG_SZ 10
D GPExtensions DehugServerCDm... REG_5Z no
[ matify — | [aB]pefaultbomainta, .. REG_SZ HOME-F49B01 2954
[ 5CLogan DeFauItLlserName REG_5Z Fy
(13 specialtccoun o Fu:nrceunlocklu:ngu:nn REG_DWORD 000000000 (0% w
< | = || | >
Mo KomneroTeptHEEY _LOCAL_MACHINE\SOFTWARE \Micrasoft\Windows MTVW urrentversioniwinlogon

Puc. 14

6. Ecnu B yka3aHHOM KJTI0UY€ COAEPKATCS TOMOJHUTEIbHBIE 3aIMHCH, TO 3TO
MOTYT OBITh «TPOSTHCKUE TPOTPaMMBbD».

1. B »TOM ciywae mpoaHanM3UpyWTE MECTO PACIOIOKEHUS MPOrpPAMMBI,
oOpatuTe BHUMaHME Ha BpeMs co3daHus ¢ailla W comocraBbTe ¢ Bammmu
JIEVUCTBUSIMH B 3TO BPEMS.

8. Ecnu Bpems co3nanus (aitsia coBnanaer co BpemeHeM Barieit paboTel B
WNuTepHere, TO BO3MOXHO, YTO B 3TO Bpemsi Bam kommnbioTep ObLT 3apaxkeH
«TPOSTHCKUM KOHEM).

9. Jisg  ynajgeHust STOW 3alyMcu HEOOXOAMMO JBaXKIbl IIETKHYTh Ha
HA3BaHUU KJtoya (MJIM TPU BBIICJIEHHOM Kitoue BbIOpaTh koMmaHay U3mMeHMTBU3
menrollpaBkanporpammeiregedit.exe).

10. B otkpsiBuiemMcs okHe B mosie 3HavyeHme(puc. 15) ymanure CChUIKY Ha

MOJI03PUTEIBHBIN (aii.

HMame He HHe CTPOKDBONO NapamMeTpa

MNaparerp:

|L|serinit |

JHauEHME:

| E Sl M DAY ztem32huzennit. exe, |

[ ok, l[ OTreHa ]

Puc. 15
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11. 3Bakpoiite nporpammy regedit.exe.

12. TIlepeiiauTte B Manky C MOJA03PUTENbHBIM (PAiiyIoM U yIaJIUTE €ro.

13. Ilepe3arpy3ute OonepalnMOHHYIO CUCTEMY U BBIIIOJIHUTE MYHKTHI 3aJJaHUs
1-4.

14, Ecnu comepX uMoOe€ paccMaTpUBAaEMOI0 KIOYa HE HM3MEHUJIOCh, TO
MPEANOIaracMbli «TPOSHCKHN KOHBbY» yAaJleH U3 Barei cucteMsl.

Eme oaHMM mNOTEHUHAIBHBIM MECTOM 3aluCeld Ha 3allyCK «TPOSHCKUX
porpamMmy sIBJISIETCS pa3jiell aBro3amycka Run.

JI71s1 ero NpoBEPKU BBINIOJIHUTE CJIEIYIOIIEE.

1.  3amycrure mporpammy regedit.exe.

2. B otkpeimiemcs okne Boioepute BetBb HKEY _LOCAL_MACHINEun
naneeSoftware\Microsoft\Windows\CurrentVersion\Run\ ... (REG_SZ) (puc. 16).

£ Peganiop peectpa
Daiin  Opaeka Buva MsGpaHHos Cnpaska
+-(Z1 Internet Settings 11rA Thn SHaqeHHE
[ PconfTsp ) (I'ID YMOM4SHHHD) REG_SZ {ZHIYEHHE HE NPHUCBOEHO)
* % MS'DO?_'E"““'E'“D" [3B] avast! REG_SZ E:PROGR A~ 1 ALWILS~ 1 Avastd
=] E;atCac = C—Media Mixer REG_SZ Mixer.exe fstartup
5 :
o OstimaILa - FineReader?New... REG_SZ E:\Program Files\ABEYY FineReads
= D;icies ¥ [aB]eraFilterCheck REG_SZ E W INDOW S5y stem 32\ MeroChe
. Ez] Share-to-web Ma,.. REG_SZ E:\Program Files\Hewlett-Packard,
+-{_7] Reinstall .
is kil Winamp.\!\gent REG_5Z E:\Program Files\\Winampiywinamps
+-[_71 Reliability g
EF=Tron | [aB]zzzHPsETLR REG_SZ Hi\Setup . exe
+-[_] ©ptionalComp
3 runonce
23 run©nceEx
+-{C1] Setup
21 sharedDlls
+-[1 shell Extensions o
< > < >
Mof komneroTepHKEY _LOCAL _MACHINEYSOFTW ARE Y Microsof by \Windows\ CurrentYersion\Run
Puc. 16
3. B  paccmarpuBaemMOoM — mpuMeEpe  aBTOMAaTHYECKHM  3aIlyCKaeTcs

PE3UIICHTHBIN AHTUBUPYC M €ro IUIAHUPOBIIUK 3aJaHUW, a TaKXkKe YTHINTA,
oTHocsmasicsa K nporpamme Nero (3anucek Ha CD).

4, Ecnm B ykazaHHOM pa3zielie eCTh 3alKCH BBI3BIBAIONIUE TIOI0O3PEHUS, TO
BBITIOJTHUTE MYHKTHI 6-14 nipeapiayniero 3aqaHus.

3aoanus ona camocmoamebHou pabonvt

1.  IIposepste comepxumoe kiaroua HKEY LOCAL_MACHINE\ Software\
Microsoft\ WindowsNT\ CurrentVersion\ Winlogon\ System (REG_SZ).
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2. 3adukcupyiTe dTanbl pabOThl, HCHOJB3ysS KomaHAy PrintScreen
KJIABHATYPBHI.

3. CocTaBbTe OTYET O pe3yJbTaTax MPOBEPKH.
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Jlabopamopnasa paboma Ne 4. CTpyKTypa KOMILUIEKCHOH CHCTEMBI 3aIIUThI
HHPOpMANMH OT HecaHKUMOHUpPOBaHHOro aocryna (HCJ/I); MoOHUTOpPHHTr H
KOHTPOJIb OKPY:KAKOLIEel cpelbl; BelleHne CrennajbHoi HHGOPMALIMOHHOM 0a3bl

nanabix KCUB.

Ilenv pabomwr: 03HAKOMUTHCS CO CTPYKTYPON KOMILIEKCHOW CHCTEMBI 3aIUTHI

I/IHCI)OpMaHI/II/I OT HCCAHKIIMOHHUPOBAHHOI'O JOCTYIIA.

Ha poiHke 3ammrel  uHGOpPMALMKM  MPEAJIaraeTcsi MHOTO  OTHEJbHBIX
WHKXEHEPHO-TEXHUYECKUX, MTPOrpaMMHO-aNNapaTHbIX, KPUIITOTPa(hUUECKUX CPEICTB
3amuThl MH(popMmanuu. B nuTeparype mo 3ammre WHDOpMAIMM MOXHO HaWTH
OMHMCAHWE METOJOB U CPEICTB HAa MX OCHOBE, TEOPETUUYECKUX MOJENEH 3allUTHI.
OpHako AJig TOro, 4YToObl CO3/1aTh Ha MPEANPUATUN YCIOBUSA 3G (HEKTUBHON 3aIUThHI
uHpopMaIui, HEOOXOAUMO OOBEIMHUTH OTAENIbHBIE CPEICTBA 3ALUTHI B CUCTEMY.
[Ipy STOM HagO0 MOMHUTH, YTO TIJIABHBIM JJIIEMEHTOM JTOW CHUCTEMBI SIBIIAETCA
yesioBeK. IIprueM yenoBek sBIIETCS KIHOYEBBIM JIEMEHTOM CHCTEMBI U BMECTE C
TE€M CaMbIM TPYAHO (POPMaIU3yEMBIM U MOTEHIHUAIBHO CJIA0BIM €€ 3BEHOM.

Cozpanue cuctembl 3amutbl uHbopmainuu (C3U1) He sBiseTcs TJIaBHOM
3a/laueil MpeanpusiThs, Kak, HampuMmep, MPOU3BOJACTBO MPOAYKIMU U IOTy4YEHUE
npuOsud. IloaTomy co3gaBaemass C3U He AoMKHA NPUBOAWTH K OIIYTUMBIM
TPYAHOCTSIM B pabote npeanpusarus, a cozganue C3U 10mkHO ObITh SKOHOMHYECKU
ornpaBAaHHbIM. TeM He MeHee OHa JOoJDKHa OOecreunBaTh 3alUTY Ba)KHBIX
MH(OPMAIMOHHBIX PECYPCOB MPEANPUITHS OT BCEX PEAbHBIX YIPO3.

B kHure mnpemiokeH KOMIUIEKCHBIM TOAXOJ K OpraHu3alldd 3allyThl
unpopmaruu (31) va npeanpusitun. [Ipu 3ToM 00BEKTOM HCCIIEIOBaHUS SIBISETCS
HE TOJBKO MH(OPMALIMOHHAS CUCTEMA, HO U PEINPUATHE B LIEIOM.

PaccmarpuBaroTcsi  KOHIIENITyaJdbHBIE  OCHOBBI  3alUThl  WH(OpMaIuwy,
PACKpBIBAIOIIKE CYIIHOCTD, LEJH, CTPYKTYPY M CTPATErHIO 3aIUTHI.

AHaNMM3UPYIOTCS WCTOYHUKH, CIIOCOOBI U PE3YNIbTAThl J1€CTAOMIN3UPYIOIIETO

BOBHCﬁCTBHH Ha I/IH(l)OpMaI_[I/IIO, a TAaKKC KaHaJIbl © MCTOJAbl HCCAHKIIMOHUPOBAHHOTI'O
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nocryna K uHbopmaruu. OnpenensitoTcss METONOJOTHYECKHe TOJIXOIbl K
OpraHM3alMid U TEXHOJOTHYECKOMY OOECIEeUEHHUI0 3aluThl WH(OpPMAlUKd Ha
npeanpusatuu. [lpencraBieHa apXUTEKTypa, dTambl MOCTPOSHUS, PUHIIUIIBI
yIpaBiIeHUs] KOMIUIEKCHOW cuctemoir 3ammuthl uHpopMmammu (KC3U). Ocoboe
BHHUMAaHHE YCICHO MPOOJIEME «UeJIOBEUYECKOTO (haKTopay.

[IpennoxkeHHbld MOAXOA K 3amuTe HHPOPMAIMM OOECHEUUT IEJIOCTHOE
BUJICHHE MPOOJIEMBI, MOBBIILICHUE KaueCTBa, CIEA0BATEIbHO, U HAJCKHOCTH 3aIUTHI
nHpopMaruu.

Cnenyer TOMYEPKHYTh, YTO AaBTOP YMBIIUIEHHO YXOJUT OT TOHSTHS
«MH(pOpMaLIMOHHAsA 0€30aCHOCTBY, UCIIOJIb3YsI TEPMHUH «3alUTa UH(OPMALUNY.

HUnghopmayuonnyro bezonacrocms MPUHATO pACCMAaTPUBATh KaK OOECIICUCHHE
COCTOSIHHSI 3aIIUIIEHHOCTH:

1) auyHOCTH, O0IIECTBA, TOCYJAPCTBA OT BO3ACHCTBUS HEIOOPOKAUSCTBEHHOM
uHdopmaIuy;

2) unpopMarmi ¥ MHGOPMAIMOHHBIX PECYPCOB OT HEMPAaBOMEPHOTO H
HECaHKIIMOHUPOBAHHOI'O BO3IEHCTBHSI IOCTOPOHHUX JIUL;

3) nH(GOPMAIIMOHHBIX MPaB ¥ CBOOO/I IPaKIaHIHA U YEIOBEKA.

[TockonbKy B KHUTE HE PacCMaTPHUBAIOTCS BOMPOCHI 3AIIUTHI OT BO3JCUCTBUSA
HEZ00pOCOBECTHON MH(OpMalMK, aBTOp MOCYUTAT HEOOXOJUMBIM HCIOJIb30BATh
0oJee «y3Kuil» TEpMUH.

1. CymHOCTb ¥ 3a/1a4il KOMIUIEKCHOM CHUCTEMBI 3aIlMThl HH(OpMaLUU

1.1. [100x00bl Kk npoeKMupo8anuio cucmem 3auumsl UHGopmayuu

beityer MHeHWe, 4dYro TpoOIEeMBI  3amUTHl  MH(POPMAIMH  OTHOCATCSA
UCKIIIOUUTENFHO K uWH(MOpMmaiuu, oOpabaThiBaéMOl KOMITBIOTEPOM. ITO, TIO-
BUJMMOMY, CBSI3aHO C TE€M, 4YTO KOMIBIOTEP, W B YACTHOCTH IEPCOHAIBHBIN
KOMIBIOTEp, SBJSETCS <«SIIPOM», ULEHTpPOM XxpaHeHus wuHopmaruu. OObeKT
uH(pOpMaTU3allii, MO OTHOIICHHIO K KOTOPOMY HalpaBlIEHbl JACHCTBUS IO 3aIIUTE
uHpOpMaIlMK, TPEACTABIACTCA Oojiee IIMPOKUM TIOHATHEM II0 CpPaBHEHUIO C
MEePCOHABHBIM  KOMIBIOTEpOoM. YTo ke  mpencraBiser coOoW  0OBEKT

nH(pOpMaTU3aLIUY U KAKOBO €r0 MECTO Ha MPEANpUATUN?
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I'OCT PO 51275-99 onpenensier o00beKT HHPOpMATH3AMK  KaK
«COBOKYIMMHOCTh HMH(OPMAIIMOHHBIX PECYpPCOB, CPEACTB M CHCTEM 0OpabOTKU
uH(pOpMaIuU, HCIOJIB3YEMbIX B COOTBETCTBHM C 3aJaHHOW HH(OpMAIMOHHON
TEXHOJOTHEH, cpeACcTB obecriedeHuss o0beKTa MH(POpMATH3AIMK, TOMEUICHHH WIN
OOBEKTOB (3laHUM, COOPYKEHUH, TEXHHUYECKHX CpPEICTB), B KOTOPBIX OHHU
YCTAaHOBJICHBI, WJIM TIOMEIIEHUS U OOBEKThI, MNpEJHA3HAYEHHBIC JI1 BEICHUS
KOH(HICHIINAIBHBIX TIeperoBopo»!l,

CnoBO «COBOKYITHOCTBY» B JAHHOM ONpPEICJICHUU YKa3bIBAET HA TO, YTO OOBEKT
uH(popMaTH3alUU 3TO eArHas WH(OPMAIIMOHHASI CUCTEMa, OXBAThIBAIOIIASI B L[EJIOM
NpEeANpUsATUE, YUPEKICHUE, OPTaHU3ALIHIO.

B peanbHON JKH3HM BCE O3TH OTHENbHBIE «OOBEKTHl HHPOpPMATH3ALUN
PacCIIOJIOKEHbl B MpeJeaax OAHOTO MPEANPUATUS U MPEICTABISIOT COOOW €IMHBIM
KOMIUIEKC KOMIIOHEHTOB, CBSI3aHHBIX OOLIMMU LIEISIMH, 33aJla4aMH, CTPYKTYpPHBIMU
OTHOILIEHUSIMHU, TEXHOJIOTUEN NHPOPMAIIMIOHHOTO OOMEHA U T. 1.

CoBpeMeHHOE Mpennpusitueé — OOJIbIIOE  KOJUYECTBO  PAa3HOPOAHBIX
KOMIIOHEHTOB, O0BbEIMHEHHBIX B CIOKHYIO CUCTEMY ISl BBINOJIHEHUS ITOCTaBJIEHHBIX
nueneil, Koropble B Tmpoluecce (YHKIMOHUPOBAHUS  MPEANPUSATHS  MOTYT
MoaupuIUpoBaThcsi. MHOrooOpas3ue M CI0KHOCTh BIUSHUS BHYTPEHHUX U BHEIIHUX
(GakTOpoB, KOTOpblE YacTO HE NOJJAIOTCS CTPOrod KOJWYECTBEHHOW OILICHKE,
IPUBOAAT K TOMY, YTO 3Ta CIIOXkHAsi CUCTEMa MOXET 0OpeTaTh HOBbIE KAueCTBa, HE
CBOMCTBEHHBIE COCTABIISIIOIIMM €€ KOMIIOHEHTAM.

XapakTepHOl OCOOCHHOCTHIO TOJOOHBIX CHCTEM SBISIETCS HPEXKIE BCErO
HaJIMYME 4YEeJOBEKa B KAXKIOM M3 COCTABISIIOUIUMX €€ IMOACUCTEM M OTIAJIE€HHOCTb
(pa3aeneHHOCTh) YeNIoBeKa OT 00BEKTa €ro AeATeIbHOCTU. DTO MPOUCXOIUT B CBSI3U
C T€M, YTO MHO>KECTBO KOMIIOHEHTOB, COCTABJISIIOIIMX OOBEKT WH(OpMaTH3aLUH,
UHTETPAJIbHO MOKET OBITh NPEJCTaBICHO COBOKYITHOCTBIO TpeX Tpymm cuctem: 1)
monu  (OMOCOIMaIbHBIE CHUCTEMBI); 2) TEXHUKA (TEXHUYECKHE CHUCTEMBI H
MOMEIICHHS, B KOTOPbIX OHM PACHOJIOXKEHbI); 3) MporpaMMHOE OOecreueHue,
KOTOPOE SIBJIAETCS MHTEILIEKTYAIbHBIM OCPEAHUKOM MEKIY YETOBEKOM U TEXHUKOU

(uHTEUIeKTyalbHBIE cUCTEMBI). (COBOKYMHOCTh O3THX TpeX Tpynm olpasyer
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COLIMOTEXHUYECKYIO cucTeMy. Takoe MmpeAcTaBieHne O COMOTEXHUUECKUX CHCTeMax
ABJIAETCSI JOCTAaTOYHO IIMPOKUM M MOXKET OBITh pPacnpoCTPaHEHO Ha MHOTHE
00BeKThl. Kpyr Hammx MHTEpECOB OTPAaHUYMBAETCS MCCIEAOBAHHEM O€30MacHOCTU
CUCTEM, MPEJHA3HAYEHHBIX JI1 00padOTKU MOCTYNAroWENd Ha UX BXOJ HHPOPMALIMH
Y BBIIAYU PE3YJIbTATA, T. €. COUMOTEXHUYECKHX CUCTEM MH(POPMALMOHHOIO THUIIA.

Ecnu oOpaTuThes K UCTOpUM ITOU MPOOJIEMBI, TO MOKHO YCJIOBHO BBIJICTUThH
TPH MEPHOJIa PA3BUTHS CPEACTB 3auThl nHpopmauu (3N):

— MEpPBbIA OTHOCUTCS K TOMY BpEMEHH, Korja oOpaboTka HHpOpMALMU
OCYUIECTBJISUIACH O TPAAUIIMOHHBIM (PYYHBIM, OYMa>KHBIM) TEXHOJIOTHSIM;

— BTOpOM — Korja s o0paboTku HHQOpMAIUU Ha PEryJIsIPpHOM OCHOBE
MPUMEHSUTUCh ~ CPEJICTBA  AJIEKTPOHHOM  BBIYMCIUTEIBHOM TEXHUKH  IEPBBIX
MMOKOJICHMI;

— TPETHIl — KOTrJa HUCIOJb30BaHUE CPEICTB SJIECKTPOHHO-BBIUUCIUTEIBHON
TEXHUKU MPUHSIIO MACCOBBIN U MOBCEMECTHBIN XapakTep (MOsBJICHUE MEPCOHATBHBIX
KOMITBIOTEPOB).

B 60-70rr. mpoGnema 3amuThl HHGOPMAIMKM peliaiach JOCTaTOYHO
3 PeKTUBHO NPUMEHEHUEM B OCHOBHOM OpraHu3alMoOHHBIX Mep. K Hum
OTHOCWJIMCh: PEXKUMHBIE MEPOIPUATHSA, OXpaHa, CHUTHAIM3ALMS W MpoCTeulne
porpaMMHBIE CpeACcTBa 3amuThl uHPopManuu. DPGHEeKTUBHOCTh HCIOIH30BAHUS
TUX CPEACTB AOCTUTANACh 33 CYET KOHIEHTPALMK MHPOPMALUHU B OINpPEACIICHHBIX
MecTax (Cmer. XpaHWIWIA, BBIYUCIUTEIBHBIE IIEHTPBI), YTO CIOCOOCTBOBAJIO
00eCIeUeHHIO 3aIUThl OTHOCUTEIBHO MaJILIMU CPEICTBAMH.

«Paccocpenorouenue» wuHboOpMalMid MO MECTaM XpaHEHUsT U 00pabOTKU
0o0OCTpWJIO CHUTyalli0 C ee 3amuroi. [losBUIMCH JemieBbie MEepCOHATBHBIC
KOMIIBIOTEPHl. DTO JaJ0 BO3MOXKHOCTH mMOCTpoeHusi cereii OBM  (JoKalbHBIX,
TJI00QJIBHBIX, HAITMOHATLHBIX U TPAHCHAIMOHAIBHBIX ), KOTOPHIE MOTYT UCIIOJIh30BaTh
pasnuYHBIC  KaHAIbl  CBSI3M. OJTH  (DAKTOPBI  CIOCOOCTBYIOT — CO3/IaHUIO
BBICOKOA(D(EKTUBHBIX CUCTEM pa3BEAKH U MojaydeHuss uHopMauuu. OHU HAIUIH

OTPAKCHUC U B COBPCMCHHBIX IIPCAIIPUATHAX.
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CoBpeMeHHOE MpeanpusITHE TMPEACTaBISET CO00M CIOXKHYIO CHUCTEMY, B
paMKax KOTOPOMl OCYIIECTBISIETCS 3aIluTa HHPOPMAIUH.

PaccMoTpuM OCHOBHBIE OCOOEHHOCTH COBPEMEHHOTO MTPEATIPUSTHUSA:

— CJIO’KHAsi OpraHu3allOHHAas CTPYKTYpa;

— MHOTOaCHEeKTHOCTh (DYHKIIMOHUPOBAHHS,;

— BBICOKAsl TEXHUYECKAasi OCHAIIICHHOCTb;

— MIUPOKHUE CBA3U MO KOOIEpaLny;

— HE00XOIMMOCTh pacIIMpeHus A0CTyNa K HH(OpMaIuy;

— BCEBO3pACTAIOIIMI YJIeTbHBIA BeC 0e30yMakHOM TEXHOJOTHH OO0pabOTKH
uH(popManuu;

* BO3pACTAIOUINM yAENbHbI BEC aBTOMAaTU3WPOBAHHBIX IPOLELYp B 0O0IIEM
o0BeMe IpoLeccoB 00padOTKU JAHHBIX;

* BA)XHOCTh 17§ OTBETCTBEHHOCTb peuieHui, IPUHUMAEMBIX B
aBTOMATU3HPOBAaHHOM pEKMME, Ha OCHOBE aBTOMAaTU3UPOBAHHOW 00pabOTKH
uH(popManuu;

* BBICOKas KOHLIEHTpaLus B aBTOMAaTU3UPOBAHHBIX cucTeMax
MH(OPMAIMOHHBIX PECYPCOB;

* OoJbIIast TEeppUTOpHUATIbHAS pacnpeneneHHOCTh KOMITOHEHTOB
aBTOMATU3UPOBAHHBIX CUCTEM;

* HAKOTUICHHE HAa TEXHUYECKUX HOCUTEISIX OIPOMHBIX 00bEMOB HH(OpMALINK;

* HHTErpalus B €AUHBIX 0a3ax JaHHBIX MH(OpMALMK PAa3IUYHOTO HAa3HAYCHHUS
Y PA3JIMYHON NPHUHAJIEKHOCTH;

* IOJITOBPEMEHHOE XpaHEHUe OOJBIINX 00bEMOB MH(POPMALIMM HA MAIIUHHBIX
HOCHTEJSIX;

* HEMOCPEACTBEHHBIM U OJHOBPEMEHHBIA JOCTYyH K pecypcam (B T.4Y. M K
uHbOpMaIlMK) aBTOMAaTU3UPOBAHHBIX CHUCTEM OOJBIIOrO YHCIA MOJb30BaTeNeH
Pa3IMYHBIX KAaTETOPUN U PA3JINYHBIX YUPEKICHUN;

* MHTGHCHBHAsl  LMPKYJISUUA  UHPOpPMALMM  MEXAY  KOMIIOHEHTAMH

ABTOMATU3UPOBAHHBIX CUCTCM, B TOM YHCJIC U YAJICHHBIX JPYT OT JpyTa.
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Takum o0pa3om, co3naHue MHIAYCTPUM MepepadOTKU MHGOPMALMH, C OJHOU
CTOPOHBI, CO3JaeT OOBEKTUBHBIC TMPEATNOCHUIKA JJIS TIOBBIIMICHUS  YPOBHS
MIPOU3BOAUTENILHOCTH TPyJa U KU3HENIEATETbHOCTH 4YeJIOBEKa, C JIPYroil CTOPOHHBI,
MOPOXKTACT LEIBIA P CIOKHBIX M KpymHOMAcCIITaOHBIX TpobiemM. OMHON W3 HUX
SBJIICTCSI O0ECIIEUCHNE COXPAaHHOCTH M YCTAaHOBJICHHOTO cCTaTyca HWHGOpMAIIWH,
HUPKYJIUpYIOUIEH 1 00pabaTbiBaeMoOi Ha IPEANPHUSATHH.

1.2. [lonamue xomMniexcHOU cucmemvl 3auumsl UHGopmayuu

PabGoTel mo 3amure MHGOpMAIMM Yy HAC B CTpaHE BEAYTCA JOCTATOYHO
MHTEHCHUBHO M YX€ MNPOJOJKUTENIbHOE BpeMs. HakorsieH CyIliecTBEHHBIN OIbIT.
Ceilfuac yxe€ HUKTO HE IyMaeT, YTO JOCTATOYHO MPOBECTH Ha TPEINPHUSATHU P
OpraHU3alMOHHBIX MEPONPUATHH, BKIIIOUUTHh B COCTAB AaBTOMATHU3WPOBAHHBIX CUCTEM
HEKOTOpbIE TEXHUYECKHUE M MPOTPaAMMHBIE CPEACTBA — M ITOTO OYIET ITOCTATOYHO
JUTst o0ecriedeHus: 6e30MacHOCTH.

['maBHOEe HampaBieHHUE TIOMCKAa HOBBIX NyTeW 3amuThl HHOpMaAIUU
3aKJTI0YAeTCS HE TPOCTO B CO3JaHUM COOTBETCTBYIOIIMX MEXaHW3MOB, a
MpeacTaBisgeT coOOM peanu3aliio PEeryjsipHOro IMpolecca, OCYHIECTBISIEMOTro Ha
BCEX ATanax KU3HEHHOTO IIMKJIA CUCTEM 00pa0OTKHU MHPOPMALMU MPU KOMILJIEKCHOM
WCITOJIb30BAaHUU BCEX HWMEIOIIUXCS CPEJCTB 3amuThl. [Ipum 3TOM Bce cpencTma,
METO/Ibl U MEPONPHSITHS, UCTIONIb3yeMble 11 31U, Hanbosee parmoHanbHBIM 00pa3oM
OOBEAUHSIOTCS B CIWHBIA IICJIOCTHBIA MEXaHW3M — TIPHYEeM HE TOJBKO OT
3JI0YMBIIIUICHHUKOB, HO U OT HEKOMIIETEHTHBIX MJIM HEJIOCTATOYHO MOATOTOBJICHHBIX
MOJIb30BATEJIE M TIEPCOHANa, a TakKKe HEIITaTHBIX CHUTYalluid TEXHUYECKOTO
XapakTepa.

OcHOBHOI POOJIEMON pean3aIii CUCTEM 3aIUTHI SBIISICTCS:

— C OJHOW CTOpPOHBI, OOECIEUEHUE HAJIC)KHOW 3alUTHI, HAXOJIAIICUCS B
cucteMe MH(pOpMAIUU: UCKIIOYEHUE CIyYalHOTO W TPEIHAMEPEHHOTO IOJTy4YeHUs
uH(OpMAIUU TTOCTOPOHHUMH JIMIIAMH, Pa3TpaHUUYEHUE JOCTyNa K YCTPOWCTBaM U
pecypcaM CHCTEMBI BCEX ITOJIB30BATEICH, aIMUHUCTpAIlMM B O OOCITY)KHBAIOIIETO

MepcoHana;
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— C JpYroil CTOPOHBI, CUCTEMBI 3alIUTHl HE JOJKHBI CO3/1aBaTh 3aMETHBIX
HEY00CTB MOJIb30BATENSIM B X0/1€ UX PabOTHI C pecypcaMu CUCTEMBI.

[IpoGnema obecrieueHus >KETAeMOTO YpPOBHS 3allUThl MH(QOpMAIMKM BechbMa
CIIOXHAas1, TpeOyrolas i1l CBOEr0 PEUICHUs] HE MPOCTO OCYLIECTBIEHUS HEKOTOPOM
COBOKYIHOCTH HAay4HbIX, HAYYHO-TEXHUYECKHX U OPraHU3al[MOHHBIX MEPOIPUATUN U
NPUMEHEHUSI CHEIHAIBbHBIX CPEJACTB U METOJIOB, a CO3JaHMS LIETOCTHOW CUCTEMbI
OpraHU3allMOHHO-TEXHOJIOTMYECKUX MEpPONPUATHI H NPUMEHEHUS KOMIUIEKCa
CHEIUaIbHBIX CPEJICTB U METOA0B 10 3.

Ha ocHOBe TeopeTHdecKkux MCCIEAOBAHUM U MPAKTHUYECKUX padOT B 00JacTU
3U chopMynupoBaH CUCTEMHO-KOHIIENTYaIbHBIN MOAXO0 K 3allUTe HHQOPMALIUHU.

Ilog CHCTEMHOCTBEO KAaK OCHOBHOM YacCThIO CHUCTEMHO-KOHIIENTYaJIbHOTO
0X0Ja MOHUMAETCSL:

— CHUCTEMHOCTb LIeJIeBasi, T. €. 3aAlUIICHHOCTh HHPOPMALIUU PACCMATPUBACTCS
KaK OCHOBHasl YaCTh OOIIEro MOHATHS KauecTBa MH(GOpMaIuy;

— CHCTEMHOCTb  NPOCTPAHCTBEHHAs, [MpeJiararomias B3auMOYBSI3aHHOE
pelIeHre BCEX BOIPOCOB 3aIUTHI HA BCEX KOMIIOHEHTAaX MPEANPUATHS;

— CHCTEMHOCTh BpEMEHHAas, O3Havaroulas HemnpepbBHOCTH paboT mo 3U,
OCYUIECTBIISIEMBIX B COOTBETCTBUU IUIAHAM;

— CHCTEMHOCTb OPTaHM3aLMOHHAs, 03HAYaroas IMHCTBO OPraHU3aluu BCEX
pabot no 31 u ynpaBieHuUs UMHU.

KoHuenTyanbHOCTh MOAXO0/a MPEANoiaraeT pa3padoTKy €IWHOM KOHILENLHU
KaK TIOJHOM COBOKYINHOCTH HAay4yHO OOOCHOBaHHBIX B3IJISJIOB, IOJOXKEHUH U
pelIeHU!, HEOOXOOUMBIX M JOCTaTOYHBIX JUIsl ONTHUMAJILHOM OpraHu3allh H
o0ecrieyeHrsT HAJESKHOCTH 3alllUThl HMH(OpPMALMK, a TaKkXKe LeJeHanpaBIeHHON
opraHu3zauuu Bcex padot no 3U.

KomriekcHpli  (CUCTEMHBIN) TOAXOA K TOCTPOCHHIO JIOOOW CHCTEMBI
BKJIIOYAET B ce0si: MpeXkae BCEro, U3yuYeHHE O0OBEKTa BHEAPSEMOUN CUCTEMBI; OLICHKY
yrpo3 6e30MacHOCTH 00BEKTA; aHAIM3 CPEJICTB, KOTOPHIMU OyJIeM ONEepUpOBaTH MPH
MOCTPOCHUHU CUCTEMBI; OLIEHKY YKOHOMUYECKON 11€71eCO00pa3HOCTH; U3yUEeHUE caMon

CHUCTCMbI, €€ CBOI>’ICTB, ITPUHIUIIOB pa6OTBI N BO3MOXHOCTL YBCIWYCHHUA C€C
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3G ()EKTUBHOCTH; COOTHOUIEHHWE BCEX BHYTPEHHHUX U BHEIIHUX (DAKTOPOB;
BO3MOYKHOCTh JIOINOJIHUTENIbHBIX M3MEHEHHW B NPOLECCE MOCTPOEHUS CHCTEMBI U
MOJIHYIO OpTaHU3aIMIo0 BCETO MpoIecca OT Havyaia 10 KOHIIA.

KomruiekcHbli (CHCTEMHBIN) TOAXO0A — 3TO MPUHIMI PACCMOTPEHUS MPOEKTA,
Py KOTOPOM aHAJIU3UPYETCsl CHCTEMa B LEJIOM, a HE €€ OTIeibHble 4yacTH. Ero
3a/layeil SIBJISIETCS ONTHUMM3AIUS BCEH CUCTEMbl B COBOKYMHOCTH, a HE YJy4IlIEHUE
(b (HEKTUBHOCTH OTAEIBHBIX YacTei. ITO OOBIACHICTCS TEM, YTO, KaK IMOKa3bIBACT
MpaKTUKa, YIy4dlIeHue OAHUX MapaMeTpOB YAacCTO MPHUBOJUT K YXYAIICHHUIO JPYTHUX,
MO3TOMY HEOOXOJMMO CTapaThcsi oOecneunTh OajaHC MPOTUBOPEUH TpeOOBaHUMN U
XapaKTEPUCTHK.

KomriekcHblii  (CUCTEMHBIN) TMOAXOJ HE PEKOMEHAYeT MPHUCTYINaTh K
CO3JaHHI0 CUCTEMBI JI0 T€X IMOp, MTOKA HE ONPEEICHBI CIEAYIOIINE €€ KOMIIOHEHTHI:

1. Bxoouvie snemenmul. ITO T€ DIEMEHTHI, 1J11 00paOOTKU KOTOPBIX CO3/1aeTCs
cucremMa. B kauecTBe BXOJHBIX 3JIEMEHTOB BBICTYMAIOT BUJIBI YIpO3 OE30MAaCHOCTH,
BO3MOKHEIC HA JTAaHHOM OOBEKTE;

2. Pecypcebi. 910 cpenctBa,  KOTOpble  O0ECIIEUMBAIOT  CO3JaHUE U
(GyHKIIMOHUPOBAHUE CUCTEMBbI (manpumep, MaTepHalIbHbIE 3aTpaThl,
AHEPronoTpedIeHue, TOMyCTUMbIEC pa3Mephl U T. 11.). OOBIYHO PEKOMEHIYETCSI YETKO
ONpEAeNsATh BUIBI M JONYCTUMOE NOTpeOJeHHE KaXAOro BHJa pecypca Kak B
MPOLIECCE CO3/IaHUS CUCTEMBI, TAK U B XOJI€ €€ IKCIUTyaTalluu;

3. Oxpyorcarowas cpeoa. CrieryeT MOMHHTH, YTO Jr00as peajdbHas CHCTEMa
BCET/a B3aUMOJICUCTBYET C IPYTUMH CUCTEMaMU, KaXIbIi 0OBEKT CBSA3aH C IPyTUMU
oObekTamMu. OueHb Ba)XHO YCTAHOBUTH TPaHUIIBI OOJACTH JPYTUX CHCTEM, HE
MOTUUHSIOMINXCS PYKOBOJIUTEIIO JAHHOTO MPEANPUSATHS U HE BXOAIIUX B chepy ero
OTBETCTBEHHOCTH.

XapakTepHbIM MOPUMEPOM BAXKHOCTU PEIICHUST ATOM 3aJayd  SBISIETCS
pacnpenenenue (QyHKOUN 10 3amuTe WHGOPMAIMHU, TIEpelaBaéMOl CHUTHajJaMu B
Ka0eIbHOM JTUHUU, POXOAIICH M0 TEPPUTOPUAM Pa3TUUHbIX 00beKTOB. Kak Obl HU
YCTaHABJIMBAJIUCh TPAHUIIBI CUCTEMbI, HEJb3s1 UTHOPUPOBATH €€ B3aUMOJECHCTBUE C

OKpYyXaroleni cpenoil, nbo B 3TOM Ciyyae MPUHATHIE PELIEHUS MOTYT OKa3aThCs
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OecCMBICIEHHBIMHU. DTO CIIPaBeIMBO KaK JUIsl TPAaHUIl 3alIUIIIAeMOro 0ObEKTa, TaK U
JUTSL TPAHULL CUCTEMBI 3alUTHI;

4. Hasnavenue u  @yuxyuu. JInsg  KaxaoW  CHUCTEMbl  JOJDKHA  OBITh
chopMyIMpOBaHa I11eJlb, K KOTOPOH OHA (CHCTEMa) CTPEMHTCS. ITa 1eJTh MOXKET OBITh
OMKCaHa KaK Ha3HAYeHHE CHUCTEMbI, Kak ee (yHKIusA. YeM TOYHEe U KOHKPETHEe
yKa3aHO Ha3HAYEHUE WJIM T[EePEUYUCIICHbl (PYHKIUU CHCTEMbI, TeM ObIcTpee H
IpaBUJIbHEE MOXKHO BBIOpaTh Jy4IIMi BapuaHT ee mocTpoeHus. Tak, Hampumep,
1enb, chopMyIMpOBaHHAs B caMOM OOIIEM BHUJE Kak oOecreueHre 0e30macHOCTU
00BEKTa, 3aCTaBUT pPACCMATPUBATH BAPUAHTHI CO3JAHHS TJI00ATBHON CHCTEMBI
3amuThl. Eclii yTOUHUTH €e, OnpeAennuB, HalpuMep, Kak o0ecrieueHre 0e301acHOCTU
uHdopmaluu, TMepelaBaeMold M0 KaHajlaM CBSI3W BHYTPU 3/IlaHUA, TO KpyT
BO3MOXXHBIX PEIICHWH CYIIECTBEHHO cy3uTcs. Creayer WMeTh B BHAY, YTO, Kak
IpaBWIO, IJ00aNbHAas LEIb JOCTUTAETCA Yepe3 JOCTH)KEHHE MHOXECTBa MEHeEe
o0mMX JIOKaJnbHBIX wHened (moaueneit). IloctpoeHue Takoro «aepeBa LEIeD»
3HAYUTENFHO 00JIerdaeT, YCKOPSIET U YJACIICBIISET MPOIECC CO3JaHUS CHCTEMBI;

5. Kpumepuii  s3¢ppexmusnocmu. HeoOxonmumMo  Bcerma — paccMaTpUBaTh
HECKOJIbKO TyTeH, BEeAyIIMX K IeJd, B YaCTHOCTH HECKOJbKHX BapHUaHTOB
MIOCTPOCHHUS CHCTEMBI, 00ECTIeUNBAIONICH 3aJaHHbIe e (YHKIMOHUpoBaHus. s
TOr0 4YTOOBI OLEHUTh, KaKOM M3 MyTed Jydile, HEOOXOAUMO HUMETh HUHCTPYMEHT
cpaBHEeHUs — Kkputepuil d3¢dekTuBHOCTH. OH TOJDKEH: XapaKTepru30BaTh Ka4eCTBO
peanu3aiuu 3aJaHHbIX (DYHKIIMI; YYUTHIBATh 3aTpaThl PECYPCOB, HEOOXOIUMBIX IS
BBITIOJIHEHUS ~ (DYHKIIMOHAJIBHOTO HA3HAYEHUSI CHUCTEMbI, HWMETh SICHBIH U
OTHO3HAYHBI  (U3MYECKUH  CMBICH, OBITh  CBS3aHHBIM C  OCHOBHBIMHU
XapaKTePUCTHUKAMHU CUCTEMBI U JOIMYCKaTh KOJMUYECTBEHHYIO OILICHKY Ha BCEX dTamax
CO3/IaHUsI CUCTEMBI.

Takum  oOpa3oM, yuuTBIBaE MHOrooOpa3ue MOTEHLUHAJIbHBIX  YIpo3
uHOpMAIIUU Ha TPEANPUITHH, CIOKHOCTH €r0 CTPYKTYpPhI, a TakKe ydacTue
YyeJloBeKa B TEXHOJOTMYECKOM Ipolecce oO0pabOTKM HHGPOPMALMM, LETH 3allUThl
uHbOpMallMd MOTYT OBITh JOCTUTHYTHI TOJBKO myTem co3fanus C3M Ha ocHoBe

KOMIUIEKCHOI'O OAXO0/a.
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OcymecTRacHue

KOHTPOAR UEAOCTHOCTH
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Puc. 1. HenipepsiBHbIi 1iuki cozaanust C3U

[Ipouecc co3nanusi KOMIUIEKCHON CUCTEMBI 3alUThl UHPOPMALIUU MOXKET ObITh

MIpEeCTaBIICH B BUJIE HEMIPEPHIBHOTO ITUKIIA, TAK KaK ATO MOKa3aHo Ha puc. 1.
1.3. Haznauenue KoMnieKCHOU cucmembl 3auumsl UHGopmayuu

['maBHas 1enb Co3aHusi CUCTEMbI 3alIUThl MHOOPMAIMM — €€ HaJEeKHOCTb.
Cucrema 311 — 5TO opraHu3oBaHHas COBOKYMHOCTh OOBEKTOB M CyOBbekTOB 3U,
UCIIOJIB3YEMbIX METOJIOB U CPEJICTB 3aIUThI, @ TAKKE OCYIIECTBISIEMBIX 3aIIUTHBIX

MEPOIPUATHM.

Ho xommnonentsl 3UM, ¢ OOHOW CTOPOHBI, SIBISIOTCA COCTABHOM YacCTbIO

CUCTEMBI, C JpPYroM — cCaMW OpraHU3yIOT CHUCTEMY, OCYLIECTBIIAS 3allUTHBIC
MEpOIIPUATHSI.
ITockonmbky cucrema

MOJKET  OBIThH omnpcaciicHa KaK  COBOKYIIHOCTb

B3aMMOCBS3aHHBIX DJJIEMEHTOB, TO HasHaueHue C3M cocTtouT B TOM, 4YTOOBI

06’beI[I/IHI/ITB BCC COCTAB/MIOINMUC 3alllUTBI B CAMHOC ILCIOC, B KOTOPOM Ka}KI[BIf/'I

KOMIIOHCHT, BBIIIOJIHAA CBOIO q)YHKI_[I/IIO, OAHOBPEMCHHO 00ecIieunBacT BBIIIOJHEHHUE
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(GYHKIUI IpyrMMH KOMIIOHEHTaMU M CBSI3aH C HUMU JIOTUYECKU U TEXHOJIOTMUYECKH.
A B 4eM e COCTOUT 3HAYMMOCTh KOMIUIEKCHBIX perienuii B C31?

HagexxHocTh 3amuThl MHPOpMALMKU MPSMO MPONOPIHMOHATIBHA CUCTEMHOCTH,
T.€. NPU HECOIVIACOBAHHOCTH MEXAYy COOOM OTHENBHBIX COCTABISAIONIUX PHUCK
«IPOKOJIOB)» B TEXHOJOTUH 3aIUTHl YBEIIMYNBAETCS.

Bo-niepBbIX, HEOOXOIMMOCTh KOMIIEKCHBIX PEIIEHUN COCTOUT B 0OBEANHEHUN
B OJIHO 11esoe JokanbHbiX C3U, mpu 3TOM OHM TOJKHBI (PYHKIIMOHUPOBATH B €UHON
«cBsi3ke». B xauectBe nokanbHeIX C3M MOryT OBITH PACCMOTPEHBI, HAIPUMED, BUBI
3alUThl UHOpMaLuK (TIpaBoBasi, OpraHU3allMOHHAsI, UHKEHEPHO-TEXHUYECKas!).

Bo-BTOphIX, = HEOOXOJUMOCTH  KOMIUIEKCHBIX  pEIIeHUH  0O0ycCioBJICHA
Ha3HayeHueM camoi cucrteMmbl. Cucrema Jo/DKHa OOBEAMHUTH JIOTUYECKU U
TEXHOJIOTHYECKH BCE COCTaBIstoIMe 3amuThl. Ho u3 ee cdepsl BbIaAatoT BOIPOCHI
HOJIHOTBI 3TUX COCTAaBISIOLIMX, OHAa HE YYHUTBHIBAET BcCeX (PAKTOPOB, KOTOpHIE
OKa3bIBAIOT WJIM MOTYT OKa3blBaTh BIIMSHME Ha KadecTBO 3aliuThl. Hampumep,
CUCTEMA BKIIFOYAET B C€0S1 KAKUE-TO OOBEKTHI 3aLIUThI, @ BCE OHU BKJIIOUYEHBI WJIA HET
— 3TO YK€ BHE IIPEJCIIOB CUCTEMBI.

[ToaTOMy KayecTBO, HAJEKHOCTh 3alUThl 3aBUCAT HE TOJBKO OT BHJIOB
COCTABJISIFOUIMX CUCTEMBI, HO ¥ OT UX MOJHOTHI, KOTOpas 00eCIeYnBAETCA NIPU YUETEe
BceX (haKTOpPOB U OOCTOSATENBCTB, BIMUAIOIIMX Ha 3amuTy. VIMEHHO mojHOTa BCex
COCTABJISIIOUIMX CHCTEMbI 3allMThl, 0a3UPYIOIIAsCs Ha aHAM3€ Takux (HaKTOpOB U
OOCTOSATEBbCTB, SBJISAETCS BTOPHIM Ha3HAYEHUEM KOMIUIEKCHOCTH.

[Ipu 3TOM AOKHBI YYUTHIBATHCS BCE MapaMeTphbl YSA3BUMOCTH MH(pOpMaIUH,
NOTEHIMAJIbHO BO3MOXHBIE yrpo3bl €€ 0e30MacHOCTH, OXBaTbIBaThCA BCE
HE0O0XO0MMbIe OOBEKTHI 3aIUTHI, HCIIOIb30BATHCSI BCE BOZMOXKHbBIE BUJIbI, METOIbI U
CpelCcTBa 3allMThl W  HEOOXOAWMBbIE [JIsl  3allUThl  KaJpOBBIE  PECYPCHI,
OCYLIECTBJISTHCS BCE BHITEKAIOINE U3 LIEJIEH U 3a/1a4 3aIUThl MEPOIIPUATHS.

B-TpeTbux, TOJIBKO MpU KOMIUIEKCHOM IOAX0JI€ CUCTEMA MOXKET 00eCreunBaTh
0e30MacHOCTh BCEW COBOKYNMHOCTH HH(pOPMALMM, MOJJISKAIIECH 3alluTe, W MpU
JTI00BIX 0OCTOSATENHCTBAX. DTO O3HAYAET, UYTO JOJDKHBI 3alUINATHCS BCE HOCUTEIH

uHopManuu, BO BCEX KOMIIOHEHTaxX ee cO0opa, XpaHEHus, Neperayud Hu
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UCIIOJIb30BaHUS, BO BCE BpPEMSI U MPHU BCEX pexuMax (PYHKIMOHHUPOBAHUS CHUCTEM
00paboTKH HHPpOPMAIIHH.

B 10 %e Bpemsi KOMIUIEKCHOCTh HE UCKIIOYAET, a, HA00OpOT, Mpernoiaract
nuddepeHIIMPOBaHHBIN MOAX0 K 3aluTe HHGOPMAIUHU, B 3aBUCUMOCTH OT COCTaBa
ee HOCUTENeW, BHUIOB TailHbI, K KOTOPHIM OTHECEHa HHQOpMAIUs, CTEICHU €€
KOH(PUIEHIIUAIBHOCTH, CPEJACTB XpaHEHUs] U o0O0paboTKH, (GOpM U  YCIOBUH
IPOSIBIICHUS] YA3BUMOCTH, KaHAJIOB M METOJOB HECAHKIIMOHHUPOBAHHOTO JIOCTyMa K
nHpopMaruu.

Takum 00pazoM, 3HAYUMOCTh KOMIUIEKCHOTO MOAXO0/a K 3aliuTe uHopMauu
COCTOMT:

— B MHTErpaly JIOKAIbHBIX CUCTEM 3aIUTHI;

— B 00€CIIEYCHHUH MTOTHOTHI BCEX COCTABIISAIONINX CHUCTEMBI 3aIlIUTHL;

— B 00€CIIEYeHNH BCEOXBATHOCTH 3aIIUThI HH()OPMALIUH.

Hcxoas u3 3Toro, MOXHO ¢hopMyIHpOBaTh CIAEAYIOLIEE ONPEAEICHHE:

«KommnekcHass cucreMa 3ammThl HHQOpMAaMU — CHCTEMa, IMOJHO U
BCECTOPOHHE OXBAaTbIBAIOLIAsi BCE IMPEAMETHI, MNPOIECCHl M (PaKTOpPbl, KOTOPHIE
00ecreunBaroT 6€30MacHOCTh Beeil 3amuiaeMoil nadopmanum» 2,

1.4. Ilpunyunsl nocmpoenusi KOMNAEKCHOU CUCmeMbl 3auumsbl UHDOPMAyUu

[Ipu nmocTpoeHun aHOO0KH CUCTEMBI HEOOXOAMMO OMNpPEAETUTh NMPUHIUIBI, B
COOTBETCTBHM C KOTOpPhIMU OHa OyaeT moctpoeHa. KC3U — cnoxHas cucrtema,
(GYHKIMOHUpYIOLIAsi, KaKk MPaBUJIO, B YCJIOBUSAX HEONPEICICHHOCTH, Tpedyrolas
3HAYUTENIbHBIX MaTepuaIbHbIX 3aTpaT. [loaTOMy ompeneneHre OCHOBHBIX MPUHIUIIOB
KC3MU no3Bonut onpenennTs OCHOBHBIE MTOAXObI K €€ TIOCTPOECHUIO.

[IpyHIMIT 3aKOHHOCTH 3aKJIIOYaeTcs B COOTBETCTBUU IPUHHUMAEMBIX MEp
3aKkoHOJaTenbCcTBY P® o 3ammre wuHbopmanmu, a B clydae OTCYTCTBUSA
COOTBETCTBYIOIIMX 3aKOHOB — JIDyTUM TOCYAApCTBEHHBIM HOPMAaTHBHBIM
JIOKYMEHTaM TI0 3aIluTe.

B CcOOTBETCTBUM C MPUHIMIIOM TMOJHOTHI 3aIUIaeMOi MH(DOPMAIMK 3aIUTe
NOJUIEKUT  HE  TOJIbKO  MHpOpMausi, COCTaBISIIONIAsl — TOCYAapCTBEHHYIO,

KOMMEPYECKYIO UJIM CIY>KEOHYIO TallHy, HO M Ta 4acThb HECEKPETHOW MH(POpPMALIUH,
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yTpata KOTOPOHM MOXET HaHECTH YIiepOd ee COOCTBEHHHKY MO0 Biajeliblly.
Peanuzanmsi 3TOro mMpuHIKIIA TO3BOJISIET 00CCTICUUTh U OXPAaHY HHTEILICKTYaTbHOM
COOCTBEHHOCTH.

[Ipuaium = 0OOCHOBAHHOCTH  3alUTHI  WMHGOPMAIMKM  3aKJIIOYaeTCsl B
YCTAaHOBJICHHH TIYTEM S3KCIEPTHOU OIEHKH IIEJIeCO00pa3HOCTH 3aCEKPEUYMBAHUS H
3alllUThl TOW WX JpYyrod HMHPOpPMALUU, BEPOSTHBIX SKOHOMUYECKUX MU APYTHX
MOCJICICTBUMA TAaKOM 3allUThl UCXOJsd W3 OajaHca >KH3HEHHO BAXKHBIX HHTEPECOB
rocyapcTBa, o0IIecTBa U TpaxaaH. ITo, B CBOIO OYepe/b, ITO3BOJISIET PAcX0/10BaATh
CpeJlICTBa Ha 3alllUTy TOJHKO TOW MHQOpPMAIMU, YTpaTa WM yT€YKa KOTOPOH MOXKET
HAHECTH JACHUCTBUTEIBHBIN yIIEPO €€ BIaICTbITY.

[lpuHiun co3maHusl CHENUATM3UPOBAHHBIX TMMOJAPA3ICNECHUNA 1O  3alluTe
uHQOpMAITMU  3aKJIFOYAaeTCsl B TOM, YTO TaKWE TIOJPA3JCiCHUS  SBISIOTCS
HEMIPEMEHHBIM YCIIOBUEM OPTraHMU3aIllMU KOMILUIEKCHOW 3aIlMThl, MOCKOJIbKY TOJIBKO
CHEIMAIN3UPOBAHHBIE CITY>KObI CIOCOOHBI JIOJDKHBIM 00pa3oM pa3padarhiBaTh U
BHEJIPSTH 3aIIUTHBIC MEPOTIPHUATHS M OCYIICCTBIIATH KOHTPOJIb 33 UX BBITOJTHECHUEM.

[Ipuniun ydactus B 3amuTe HHGOOPMAIIUU BCEX COMPUKACAIOUTUXCS C HEIO JIUIT
UCXOJUT M3 TOTO, YTO 3aliuTa MH(DOpMALUU SIBISETCSA CIYy>KEOHOM OO0S3aHHOCTBHIO
KOKIOTO JIMIAa, WMEIOIIETO TI0 POAY BBITIOJHIEMOW pabOThl OTHOIICHUE K
3amun@aeMo  mHopMalui, W TaKoe ydYacTHe JaeT BO3MOXKHOCTh TOBBICHUTH
KaueCTBO 3aIUTHI.

[TpuHIIUTT TIEpCOHAILHON OTBETCTBEHHOCTH 3a 3aIUTy MH(OpMaIuu Tpedyer,
YTOOBI KaXXJ0€ JIMIIO TMEPCOHAIBHO OTBEYAJIO 3a COXPAHHOCTh M HEpasIJIallleHUe
BBEPCHHOW €My 3amuiaeMoi mHdopmaiuu, a 3a yTpaTy WIH PaclpOCTPaHCHUE
Takol WH(POPMAIIMM OHO HECET YTrOJOBHYIO, AIMUHUCTPATUBHYIO WA WHYIO
OTBETCTBEHHOCTb.

[TpuHIIUTT HATMYUS W UCIIOJIB30BAHUSI BCEX HEOOXOJMMBIX MPABWI U CPEACTB
JUTST 3aIIUTHI 3aKimrodaeTcst B ToM, uto KC3U Tpebyet, ¢ 0aHOM CTOPOHBI, y4acTusl B
Hell PYKOBOJCTBA NPEANPHUATHS M CHCIUATBHOW CITy>KOBI 3aIlUThl MH(DOpMAIUU U
BCEX UCIIOJIHUTENEH, paboTaromux C 3anuiiaeMoi uH@popMalnuend, ¢ JApyrou

CTOPOHBbI, UCIIOJIL30BAHHA PA3JIMYHBIX OPraHU3allMOHHBIX (bOpM H MCTOAOB 3alllUTHhI,
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C TPEThEH CTOPOHBI, HAJTMYME HEOOXOAUMBIX MaTepUaTbHO-TEXHUUYECKUX PECYPCOB,
BKJIIOYAsl TEXHUUYECKUE CPEACTBA 3aIUTHI.

[IpuHUMNT TPEBEHTUBHOCTH NPUHMUMAEMBIX MEp IO 3aluTe HWHOOpMAIUU
IpeJrnoiaraeT anpuopHOE OIepekaroiee 3abJaroBpeMeHHOE MPUHATHE Mep II0
3alUTe J0 Hayana pa3paboTKHU WM moixydeHus uHpopmanuu. M3 atoro mpuHimma
BBITEKA€T, B  YAaCTHOCTH,  HEOOXOAMMOCTh  pa3pabOTKHM  3alIMIIEHHBIX
WH()OPMAITMOHHBIX TEXHOJIOTHH.

Cpenu pacCMOTPEHHBIX MPUHIUIIOB €/1Ba JTU MOKHO BBIJICIUTH OoJiee, WIH
MeHee BakHbIe. A npu noctpoeHuu KC3U BaxkHO MCIIONIB30BATh UX B COBOKYITHOCTH.

I'nmaBnas uens cozpanusa C3U — gocTukeHrne MakCUMallbHON () (PEeKTUBHOCTH
3aIllMTHI 32 CYET OJHOBPEMEHHOTO HCIIOJIb30BAaHUS BCEX HEOOXOIMMBIX PECYpPCOB,
METOJIOB M CPEJCTB, UCKIIOYAIOIINX HECAHKIIMOHUPOBAHHBIN JOCTYN K 3allUIIaeMOn
uHbopMaIuu 1 00ecreYnBaOMUX GU3MUECKYI0 COXPAHHOCTD €€ HOCUTEIIEH.

Opranmzanusi — 9TO COBOKYIHOCTb JJIEMEHTOB (JIIOJIEH, OpraHoB,
nojApas3aeiaeHuil) OObEIMHEHHBIX [JIi JOCTHKEHUS KaKOW-IuOO 1enu, pelieHus
KaKo-mmbo 3a7jauv Ha OCHOBE pa3jielieHus TPpyHa, pacrpesesieHusi 00sa3aHHOCTEH U
MEPAPXUUECKON CTPYKTYPBL.

C31U  orHOCHTCA K  CHCTEMAaM  OPraHU3alMOHHO-TEXHOJOTHYECKOTO
(COIMOTEXHUYECKOT0) THIA, T.K. OOIIYI0 OpraHU3aIMIO0 3alllUThl W PEIICHUE
3HAUMUTEIBPHOM  YacTW  3aJad  OCYWIECTBIAIOT  Jitoau  (OpraHu3alMOHHAas
COCTaBJISIONIAs), a 3amura WH(QOpPMAIMKM OCYIIECTBISETCA MapaliebHO C
TEXHOJIOTUYECKHUM TIpoIeccaMu €€ 00paboTKH (TEXHOJIOTHYECKasi COCTABJISIONIA ).

Cepbe3HbIM MOOYAUTEIBHBIM MOTUBOM K MPOBEACHUIO MEPCHEKTUBHBIX
WCCJIENOBaHUM B 00JaCTH 3amUThl WH(OpPMAIMU TOCTYKUIW T€ TOCTOSTHHO
HapacTalpIMe KOJUYECTBEHHbIE M  KaueCTBEHHbIE HW3MEHEHHs B  cdepe
nH(OpMaATH3alUKA, KOTOpPhIE HWMEIM MECTO B TIOCJIEIHEEe BpEeMs U KOTOpHIE,
0€3yCIIOBHO, JIOJKHBI OBITH YUTEHBI B KOHIICIIIIUAX 3aIUThI, HHPOPMAIIUH.

[TocranoBka 3amauu 3anUTHl UH(POPMAIIUU B HACTOSIIEE BpeMsl MPUOOpeTaeT
P OCOOGHHOCTEH: BO-TEPBBIX, CTABUTCS BOMPOC O KOMIUIEKCHOW 3aluTe

uH(pOpMaIuu; BO-BTOPHIX, 3alllUTa HH()OPMALIMK CTAHOBUTCS BCe 0oJiee aKTyalbHOU
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JUIsL Macchl OOBEKTOB (OOJIBIIUX M MalblX, TOCY/IapCTBEHHON M HEroCyJapCTBEHHOM
MPUHAJJICKHOCTH); B-TPETHbHUX, PE3KO PACIHIMPSIETCS pa3HOOOpa3ue Mojjiexanien
3amure uH(oOpManuu  (rocyAapCTBEHHas, MPOMBIIUICHHAs, KOMMeEpUecKas,
nepcoHanbHasg M T.1.). OCYIIECTBICHHE MEpPONPUATHUN MO 3amuTe HWHOOPMALUU
HOCUT MAacCCOBBII XapakTep, 3aHMMAeTCsl 3TOM MpoOaeMoil 0OJIbIIOE KOJIUYECTBO
CHEIUAINCTOB pazaudyHoro mnpoduis. Ho ycnemniHoe ocyiecTBieHHe YKa3aHHBIX
MEpONPUSATANA TPU TAaKOW KX MACIITA0OHOCTH BO3MOXKHO TOJIBKO MPU HAIMYUU
XOPOILIET0 UHCTPYMEHTAPHS B BUJIE METOJOB U CPEACTB PEIICHHS] COOTBETCTBYIOIIMX
3aay. Pa3paboTka Takoro MHCTpyMEHTapusi TpeOyeT HaJU4yusi pa3BUTHIX HAYYHO-
METOI0JIOTHYECKUX OCHOB 3alIUTHI HH(OPMAIIUH.

[Tog  HAyYHO-METOJOJIOTMYECKUMHU  OCHOBAMHU  KOMILJICKCHOW  3alllUThI
uH(popmanuu (Kak pemeHus J00i Ipyroid npodiemMbl) TOHUMAETCS COBOKYIHOCTb
OPUHIIMIIOB, TOJAXOJOB M  METOJOB  (HAYYHO-TEXHUYECKHUX  HaIpaBICHUM),
HEOOXOJMMBIX M JOCTATOYHBIX JJIsi aHaiIM3a (M3y4eHHs], UCCIEAOBAHUS) MPOOIEMBI
KOMIUIEKCHOM  3alUThl, TMOCTPOEHHUSI ONTHUMAJIbHBIX MEXaHU3MOB 3alllUThl U
YIOPaBJICHUS] MEXaHU3MaMH 3alllUThl B Ipollecce UX (PYHKIIMOHUPOBAHUA. YIKE U3
MPUBEICHHOTO OMNPEACJICHUSI CIEAyeT, YTO OCHOBHBIMM KOMIIOHEHTaMH HAay4YHO-
METOJI0JIOTUYECKUX OCHOB SIBJISFOTCSI IPUHITUIIBI, TOAXObI U METObI. [Ipu aTOM 1107
MPUHIIMIIAMH TIOHUMAETCSI OCHOBHOE HCXOJIHOE TOJIOKEHHE Kakou-i1nbo Teopuw,
Y4E€HUsl, HAyKH, MHPOBO33PEHHUSI; TMOJ TOAXOJOM — COBOKYIMHOCTh IPUEMOB,
CIIOCOOOB M3yUYEHHUS U Pa3pabOTKU KaKOW-TMO0 MpOoOJIeMbl; TIOJT METOJIOM — CIIOCO0
JOCTIDKEHUSI KaKOW-TMOO 1Ie7M, peIlIeHus KOHKpeTHoW 3amaun. Hampumep, mpu
peanu3aly MNpUHIUIIA pa3rpaHUyYEHUs JOCTylMma B KayeCTBE IMOJX0JIa MOXHO
BBIOpAaTh MOJICTTUPOBAHKME, a B KA4eCTBE METO/JA peau3aluil — TOCTPOCHHE
MaTpHIIbl JOCTYTIA.

OO111ee Ha3HAUEHHUE METOI0JIOTUYECKOT0 0a3nca 3aKII04aeTcs B

— (opMupoBaHUM 00OOIIIEHHOTO B3TJIAa HA OPTaHU3AIMIO U YIPaBICHUE
KC3U, otpaxkaroiiero HanboJsiee CyneCTBEHHbIC aCIIEKThI TPOOJIEMBI;

— (opMUpOBaHUM TIOJIHOW CHUCTEMBl TPHUHIIUIIOB, CJEIOBAHHE KOTOPHIM

obecnieunBaeT HanboJIee MOJTHOE PellIeHUe OCHOBHBIX 3a/1a4;
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— (popMHpPOBAaHMM COBOKYITHOCTH METOAOB, HEOOXOJIMMBIX M JIOCTATOYHBIX
JUISL PEIIeHUsI BCeH COBOKYITHOCTH 3aj1a4 yIPaBICHHUS.

[IpenMer Hamero HcciaeAOBaHUS — PACCMOTPEHHUE pPa3IMUYHBIX ACIEKTOB
o0ecrnieueHns: 6€30MaCHOCTH COIMOTEXHUUECKON CHCTEMBI, XapaKTePHBIM MPUMEPOM
KOTOPOI BIISIETCSI COBPEMEHHBIN 00BEKT WH(OPMATHU3ALINN.

[ToaTomMy cocTaB Hay4HO-METOJIOJIOTUYECKUX OCHOB MOXHO OIPEIEIUTD
CJIETYIOITUM 00pa3oM:

—TaKk Kak peub wujuer 00 opraHmzauuu u noctpoenun KC3U, To
O0IIEMETO0I0rMUYECKON OCHOBOM OYyAYT BBICTYIIATh OCHOBHBIE IOJIOKEHUSI TEOPUU
CHCTEM,;

— TaK Kak pedyb WAET 00 YIpaBJICHUH, TO B KAUECTBE HAyYHO-METOAMUECKON
OCHOBBI OYyZyT BBICTYNaTh OOIINE 3aKOHbI KNOEPHETUKH (KaK HayKu 00 YINpaBJIEHUU
B CHCTEMax JIIDOOU IPUPOIbI);

—TaKk KaK I[pOLECChl YIpPaBJICHUS CBS3aHbl C pEHICHHEM OOJbIIOrO
KOJIMYECTBA PAa3HOIUIAHOBBIX 3371a4, TO B OCHOBE [{0MKHBI OBITh MPUHITUTIBI K METOIBI
MOJIETTUPOBAHUS OOJBIINX CUCTEM U MPOLECCOB UX (QYHKIMOHUPOBAHMUS.

CocTaB HAyYHO-METOJIOJIOTMUYECKUX OCHOB KOMILJIEKCHOW CHCTEMBI 3allUThI

uH(OpMaIMU TPECTaBJICH Ha puUC. 2.

/ Hay4Ho-MeT02010rHYeCKHE OCHOBIL ]\

I Teopus [ OGume I Konuetmms J Meroam \m-l

CHCTCM JAKONW VipagacHHus ACTHPOBRANKS
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Puc. 2. CocraB HayuHo-MeTogomornyeckux ocHoB KC3U

2.2. OcHoBHbIE NONI0JHCEHU MEOPUU CUCTNEM
Sl cuuTaro, 4TO IMO3HATH YACTH O€3 3HAHMS IEJIOr0 TaK K€ HEBO3MOXKHO, KakK

TIO3HATH 1iesioe O0e3 3HaHus ero yactei (bies [Mackanp 1623-1662).
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OTU CJIOBa OYE€Hb TOYHO OTPAXalT CyTh Teopuu cucteM. Ho napaiite mo-
MOPSAKY.

Haunewm c onpeneneHusi CUCTEMBI.

CucremMa — COBOKYIHOCTh WM MHOXKECTBO CBSI3aHHBIX MEXIy CO00it
AIIEMEHTOB.

[Tog cucremMolt MOXXET MOHUMATBHCS ECTECTBEHHOE COCIUHEHUE COCTABHBIX
4acTeld, CaMOCTOSATENbHO CYIIECTBYIOIIMX B MPUPOJIE, a TAKXKE HEUYTO aOCTPaKTHOE,
MOPOXKJICHHOE BOOOpaKEHHEM ueNloBeKa. Takoil MoIXoll K ONpEeNeJCHUIO TMOHATUS
CUCTEMBI 3apaHee MpeIaraeT CyleCTBOBAHUE CBS3EH MEKY €€ 2JIEMEHTaAMHU.

Bcesikast cucteMa COCTOMT M3 B3aMMOCBSA3aHHBIX M B3aWMOJICHCTBYIOIIUX
MEXIy CcO00OW U C BHEIIHEW cpefoll yacTed €M B OIpPEACICHHOM CMBICIE
MPEACTABIISIET COOOM 3aMKHYTOE IIEJIO€.

Cucrema B3aMMOJICHCTBYET C BHEIITHEH CPeION U MOKET OBITh KOJMYECTBEHHO
OLICHEHA YEPE3 CBOM BXO/IbI M BBIXO/IBI.

BxogamMu Moryt ObITh, B OOIIEM CMBICIE, MepepadaThiBA€MOE ChIPhE, €ro
KOJIMYECTBO, COCTaB, TeMmIeparypa M T.[.; BBIXOJaMHU MOTYT OBITb KOJWYECTBO

TOTOBOTO MPOJIYKTa, €r0 KauecTBO H T. M. (CM. puc. 3).

BoymyuicHus

— N
BN Brixojm
—_ —

Ynpasasioume so3acAcTons
Puc. 3. O60011eHHOE TTPECTABIICHHE CUCTEMBI
OOBIYHO cHCcTEMA IMOABEPKEHA BO3MYILECHUSAM, JUISl UX KOMIICHCALIUH, T. €. JUIS

TOTO, YTOOBl cucTtemMa paboTanma B 3aJaHHOM HaIpaBJICHUHU, WCIOIL3YIOT

YIIPABJISIOIINE BO3ACHUCTBHUSI.
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Cucrema — 3TO AOCTATOYHO CJIOXKHBIA OOBEKT, KOTOPBIA MOKHO PaCcHUJICHUTh
(IpOBECTH JEKOMIO3UIIUIO) HA COCTABJISIIOIIAE DJIEMEHThl WM TOJCUCTEMBI.
DOneMeHThl CBfA3aHbl JPYr C JAPYrOM M C OKpyXaroleid cpeaol oObekra.
CoOBOKYIHOCTh CBsi3eil 0Opa3zyeT CTPYKTypy cuctembl. CucTeMa MMEET aJrOpUTM
GYyHKIIMOHUPOBAHUS, HATIPABJICHHBIN HA JOCTHKEHUE OMPEICTICHHON IEITH.

Bce cructemMbl MOKHO YCIIOBHO pa3/IeNTh HAa MaJIbIe M OOJIBIIIHE.

Mauibie CUCTeMBI OJTHO3HAYHO OMPEACIISIOTCS CBOMCTBAMU IpoIecca U OOBIYHO
OTpaHUYEHBl OJHUM THIIOBBIM TIPOIIECCOM, €r0 BHYTPCHHHUMH CBSI3SIMH, a TaKKe
0COOCHHOCTSIMHU (PYHKIIHOHUPOBAHUSI.

Bonpimme cucTemMpl TPEACTABISIOT COOOM CIIOKHYIO COBOKYITHOCTH MaJIbIX
(moacucTeM) CHUCTEM M OTIMYAIOTCA OT HUX B KOJUYECTBEHHOM M KAaue€CTBEHHOM
OTHOIIICHUSX.

PaccMoTpuM cocTaBisONIMe CUCTEMBI U €€ OCHOBHBIE CBOMCTBA.

DneMeHThl — 3TO 00BEKTHI, YaCTH, KOMIIOHEHTHI CUCTEMBI. [IpryeM uX 4ucio
OTPaHUYCHO.

CBoiicTBa — KauecTBa 3JIEMEHTOB, JIAIOIIUE BO3MOXKHOCTh KOJIMYECTBEHHOTO
OTMCAHMS CUCTEMBI, BEIPAKAsl €€ B ONPEICICHHBIX BEIMYMHAX.

CBsI3M — 3TO TO, YTO COCTUHSIET DJICMEHTBI U CBOMCTBA CHUCTEMEI B IIEJI0C.

[Ipu ananmuze cucTeM 3HAYUTENBHBIA MHTEPEC MPEACTABISACT H3YYCHHE HX
CTpyKTypbl. CTpyKTypa OTpakaeT HamOoJiee CYIICCTBEHHBIC, YCTOWYMBBIC CBS3U
MEXIYy AJ€MEHTAaMU CUCTEMBI M UX TPYyMNIaMH, KOTOPhIE 00ECIEeYMBAIOT OCHOBHBIC
CBOMCTBa cucTeMbl. TOo €cTb CTpPyKTypa — 3TO (opMa OpraHu3allid CUCTEMBI.
CTpykTypa CHCTEMBI MOXET TpETepIreBaTh OINPEACICHHBIE HW3MEHEHHUS B
3aBUCUMOCTH OT (haKTOpOB (MPUYNH) BHYTPEHHEW U BHEITHEH IPUPOIbI, OT BPEMEHH.

[TonsiTHEe «COCTOSIHME» OOBIYHO BBISBJISIOT Ha OCHOBAaHWUW HCCIICIOBAHUS,
CUTYaIIMOHHOTO aHaJN3a, UCCIICTysl, HAPUMEpP, BXOJIHbIE BO3JACHCTBUS U BBIXOJHBIC
PE3yNbTAaThl CUCTEMBI.

[ToBemeHne  CHCTEMBl  XapakTEPH3yeT  BO3MOXHOCTh  yYCTOWYHBOTO,

KOHTPOJIMPYEMOTI'O IICPCX0Zid CUCTCMbI U3 OJJHOT'O COCTOAHUA B APYTOC.
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[lonsiTue «paBHOBECHE» OINpEAENAETCS KaK CIOCOOHOCTh CHCTEMBI B
OTCYTCTBHE BHEITHUX BO3JACUCTBHUM COXPAHATH 3aPaAHEE 3aIAHHOE COCTOSHUE.

VY CTOWYMBOCTh XapaKTEpU3yeTcsl KaK CIIOCOOHOCTh CHUCTEMbI BO3BpAlIaThCs B
COCTOSIHHE PaBHOBECHSI IOCJIE TOTO, KaK OHa Obljia BHIBEJCHA U3 HETO MO BIUSHUEM
BHEIIHEro Bo3zaeiicTBuss. Ha pucynke 4 cxemMaTM4YHO I[IOKa3aHa CUCTEMa B
YCTOWYMBOM ¥ HEYCTOMYMBOM COCTOSIHUSX. PEallbHO yCTOMYMBOCTBH CHCTEM MOXKET
JIOCTUTaThCS TOJIBKO B ONPEIEIECHHBIX MPEIeIIax.

IlonsiTHE «pa3BUTHE» XAPAKTEPU3YET COBEPLICHCTBOBAHHUE CTPYKTYpPhl H
(GYHKIUI CUCTEMBI 1101 BIUSHUEM BHYTPEHHHUX (DAKTOPOB, B CBSA3M C YEM IIOBEJICHUE

CUCTEMBI pUOOpeTaeT O0Jee YNOpsA0UEHHBIN U MPEACKa3yeMbli XapaKTep.

Puc. 4. Cuctema B yCTOMYMBOM COCTOSTHUU (CIIpaBa) U HEYCTOMUYUBOM (CIIeBa)

['maBHOE CBOMCTBO CHCTEMBI B TOM, YTO OHa MPUOOPETaeT OCOOEHHOCTH, HE
CBOMCTBEHHBIE €€ DJEMEHTaM. 3JeCh MOYXKHO TMPUBECTH MHOXXECTBO MPHUMEPOB:
KOMIIBIOTEp, KaK CHUCTEMa, COCTOsIas M3 OIpeiesieHHOro Habopa neraned u
nporpamMmHoro obecneueHusi. M ecim Bce coOpaHO M OTIAXEHO MPaBUIBHO
(opranuzoBaHa CUCTEMa), TO MOJy4yaeM HOBBIC Kaue€CTBA BXOJSIIMX B ATy CUCTEMY
3JIEMEHTOB. DTO CBOMCTBO HA3bIBACTCS MPUHIIUIIOM SMEPKEHTHOCTH.

OO6mast Teopusi CUCTEM — MEXAMCHMIUIMHAPHAS 00JIACTh  HAaYYHBIX
WCCJICIOBAaHNM, B 3aJa4d KOTOPOW BXOJMUT pa3padoTka OOOOIIEHHBIX MOJENEH
CUCTEM, MMOCTPOCHHE METOA0JOrMUECKOro ammapara, onucanue (pyHKIHOHUPOBAHUS
U TIOBEICHUSA CHCTEMHBIX OOBEKTOB, pPACCMOTPEHHE JUHAMHUKHA CHUCTEM, HX

MOBCJACHUWA, PAa3BUTHUA, HCPAPXUUCCKOIO CTPOCHHA MW IPOHCCCOB YIIPABIICHUA B
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cucremax. Teopus cucTeM onepupyeT TaKUMHU MOHATUAMU, KaK CUCTEMHBIA aHAIU3 U
CHUCTEMHBIN ITOJAXOI.

CurcTeMHBIN aHaIN3 — ATO CTPATETUs U3yUEHUS CIOXKHBIX CUCTeM. B kauecTBe
METO/Ia MCCIIEOBAaHUS B HEM HCIIOIB3YETCS MATEMATHYECKOE MOJEIMpPOBAHUE, a
OCHOBHBIM MPUHLMUIIOM SBJISIETCS JAEKOMIO3WLMSA CJIOKHOM CHUCTEMBI Ha Ooliee
OPOCThIE TOJCUCTEMBl (NPUHIMIBI HEpapXuu CcHCTeMbl). B 3TOM ciiyuae
MaTeMaTHYecKas MOJIeJb CTPOUTCS MO OJOYHOMY MPUHLUIY: O0OIas MOJelb
nojpasiensercss Ha OJIOKM, KOTOPbIM MOXXHO JaThb CpPaBHUTENBHO IPOCThIE
MaTEeMaTHYECKHUE ONMCAHUS.

B ocHOBe cTpareruu CHCTEMHOrO aHajau3a JieKaT CcleAymue oOmue
noJyiokeHust: 1) yetkast (popMyIHpOBKa LIEIN UCCIIENOBAHUS; 2) MOCTAaHOBKA 3aJauu
[0 peaJn3aluy 3TOM LeW M ompenereHue Kputepus 3PQPEeKTHBHOCTH pPEIICHUS
3agaun; 3) pa3paboTKa pa3BEpHYTOro IIaHA UCCIEI0BAaHUS C YKa3aHUEM OCHOBHBIX
ATAOB M HANpPABJICHUN pELIEHUs 3ajaud; 4) MocienoBaTelIbHOE MPOJBHKEHUE IO
BCEMY KOMIUIEKCY B3aMMOCBSI3aHHBIX JTallOB M BO3MOKHBIX HallpaBiIeHUM; 35)
OpraHu3alMsl  IOCJIENOBAaTeNbHBIX  NPUOIMKEHUH U TIOBTOPHBIX  ILIUKJIOB
MCCJIEI0BAHUM HA OTAENbHBIX 3Tanax; 6) MPUHLKI HUCXOMSIIENH nepapXuu aHaanu3a u
BOCXO/JISLIEN UEPAPXUU CUHTE3a B PEIICHUH COCTABHBIX 3a/a4 U T. .

CucreMHBIN aHaJIN3 MO3BOJIET OPraHU30BaTh HAIlIM 3HAHUS 00 00BEKTE TaKUM
oOpa3oM, 4TOObI TOMOYb BBIOpaTh HYXHYI CTpaTeruto JubO mpeackasarhb
pe3yiabTaThl ~ OJHOM MM HECKOJbKUX  CTpaTerui,  MpeAcTaBISIOLUXCS
1enecoo0pa3HbIMU IS TEX, KTO IOJKEH MPUHUMATh pelIeHHE.

C nmo3umui CUCTEMHOIO AaHaIM3a PEIMIAKOTCS 3aJa4d  MOJEIUPOBAHMS,
ONTUMU3ALINH, YIIPABICHUS U ONITUMAJILHOTO MTPOEKTUPOBAHUSI CUCTEM.

OcoOblii BkJIaA (BaXXHOCTb) CHCTEMHOIO aHalM3a B PEHICHUM pPa3INYHbIX
npo0JieM 3aKIIF0YaeTCsl B TOM, YTO OH MO3BOJISIET BBISABUTH (DaKTOPbI U B3aUMOCBSI3H,
KOTOpPBIE  BIOCJIEACTBUM MOTYT OKa3aTbCid BECbMa CYIIECTBEHHBIMH, JacT
BO3MOKHOCTh CIUIAHUPOBATh METOAMKY HAOIIOIEHUN U MMOCTPOUTH IKCTIEPUMEHT TaK,
9TOOBI ATU (DAKTOPHI OBLTM BKJIIOYEHBI B PACCMOTPEHHUE, OCBEIIAET cladble MecTa

runore3 u jgonyuieHu. Kak HayyHbIdA TOAXOJ CHUCTEMHBIA aHal3 CO3Ja€eT
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WHCTPYMEHTApUN MO3HAHUS (PU3NYECKOr0 MHUpa U OOBEAMHSIET €ro B CHCTEMY
TUOKOTO UCCIIETIOBAHUS CIIOKHBIX SBJICHUI.

CucteMHBI TOAXOJ — HAMNpPABJICHUE METOAOJOTUM HAYYHOI'O IMO3HAHUS U
COLIMAJIBHOM MPaKTUKH, B OCHOBE KOTOPOrO JIEKHUT PACCMOTPEHHE OOBEKTOB Kak
cucteM. CHUCTEMHBIM TMOAXOJ OpPHEHTUPYET HCCIEAOBAHUE HA PACKPBITHE
IEJIOCTHOCTH OOBEKTa, Ha BBIABICHHE pPa3HbIX JUYHBIX THUIIOB CBA3EH B HEM U
CBEJICHUS B €JUHYIO TEOPETUUECKYIO KAPTUHY.

CucteMHBI TIOJIXOJI OCHOBaH Ha MPEACTABICHUH O CUCTEME KaK O 4YeM-TO
[[EJIOCTHOM, OOJaJaronieM HOBBIMU CBONCTBaMU (KauecTBamMH) MO CPAaBHEHUIO CO
CBOMCTBaMHU COCTaBIIIOIIMX €€ 3JIeMeHTOB. HOBbIE CBOMCTBA IPU ATOM MOHUMAIOTCS
oueHb MHPOKO. OHU MOTYT BBIPAXKATHCS, B YACTHOCTH, B CIIOCOOHOCTH peIlaTh
HOBBIE MPOOJIEMBl WM JIOCTUTaTh HOBbIE LEdHU. s 3TOro Tpedyercs OnpeaesnThb
I'PaHULIBI CUCTEMBI, BBIIEIIUB €€ U3 OKPYKAIOLIET0 MUPA, U 3aTEM COOTBETCTBYIOIIUM
o0pa3oM H3MEHHUTh (IIpeoOpa3oBaTh), WM, TOBOPS MAaTEMaTHUYECKUM  SI3BIKOM,
MIEPEBECTH CUCTEMY B kKellaemMoe cocTtosiHue. Akagemuk B. M. ['mymkoB Beigenun B
CHCTEMHOM MOJIXO0/IE CIIeAyIoIHe Tanbil;

1. [locranoBka 3anauu (mpooOsiemsbl): ompeaeneHue OOBEKTa HUCCIEIOBAHUS,
MOCTaHOBKA 1EJeH, 3aJaHle KPUTEPUEB ISl U3yUYECHHSI O0BEKTA U YIIPABICHUS UM;

2. OuepurBaHWe TpPaHMUI] U3y4aeMOWl cucteMbl u ee  (TepBUYHAs)
cTpykrypu3auus. Ha 3ToM 3Tame BCS COBOKYIMHOCTh OOBEKTOB U IPOLIECCOB,
UMEIOLINX OTHOUIEHHE K IOCTaBJIEHHOW Lienu, pa3OuBaeTcs Ha JBa Kjlacca —
COOCTBEHHO M3y4aeMasl CUCTEMa M BHEILHSS CpeJia;

3. CoctaBneHne  MaTeMaTUYeCKOM  MOJAENTH  HM3y4aeMOW  CHCTEMBI:
napaMeTpu3alus  CUCTEMBl, 3aJaHMe o0JacTh  OMpeleieHHs MapaMeTpoB,
YCTaHOBJICHHE 3aBUCUMOCTEN MEX1y BBEICHHBIMU MTapaMeTpamu;

4. VccnegoBaHue TMOCTPOEHHOM MOJEIU: MPOTHO3 PAa3BUTUSA H3yd4aeMOU
CUCTEMBI Ha OCHOBE €€ MOJIEH, AHAJIN3 PE3YIbTaTOB MOJIECIUPOBAHMUS;

5. BriOop onTuManbHOTO yrpaBiaeHUs!.

Br160op ontuManbHOTO yrnpaBieHUs Kak pa3 U MO3BOJISIET MIEPEBECTH CUCTEMY B

)KenmaeMoe (11eJIeBOe) COCTOSTHUE U TEM CaMbIM PEIIUTh MPOOIeMy.



67

HecMoTpsi Ha 4eTKyl0 MaTeMaTHYEeCKYI0 TPAKTOBKY CHCTEMHOTO MOJAX0J]a, OH
HE TOJIy4YuJ, OJJHAKO, OJTHO3HAYHOM MPAKTUYECKOW MHTeprpeTaunu. B cBs3u ¢ 3TUM
Pa3BUBAIOTCS HECKOJIBKO HAIpaBJICHUH €ro mpakTuyeckoi peanuzanuu. Hanbonbiee
pactipoctpanenue nonyuniau ACVYIIoBckoe M CHUCTEMOTEXHUYECKOE HaIpPaBIICHMUS,
CyTh KOTOPBIX 3aKJIOYaeTCsi B COBEPIICHCTBOBAHUM CYIIECTBYIOIIUX CHCTEM
yhpaBieHus. /s 3Toro npoBoAuTCs X 00cieqoBaHuE (IMarHOCTUYECKUM aHAIN3),
BBEISIBIIIIOTCS.  HEJOCTATKM W IYTH YCTPAHCHHS TOCICTHUX, (HOPMHUPYIOTCS
MEPOTPUATHS TIO COBEPIIICHCTBOBAHUIO CUCTEM, Pa3padaThIBAIOTCS MPOEKThI CUCTEM,
BHEJIPEHUE KOTOPBIX pacCMaTPUBAETCA KaK COCO0 MpeoOpa3zoBaHusl CYIIECTBYIOIINX
CUCTEM YIIPaBJICHUS.

3HAYUTENBHYIO POJIb B 3TUX METOJIaX UTPAIOT MOHITUE CUCTEMBI, IOJICUCTEMBI,
OKpY’Karolen cpeibl, Kiaccu(puKkaius OCHOBHBIX CBOMCTB U MPOIECCOB B CUCTEMAX,
KJ1accu(uKaIms CUCTeM U T. II.

OcTtanoBuMCS Ha 0000IIEHHOM ONPEICICHUN CUCTEMBI.

Cucrema, ¢ OJHOM CTOPOHBI, MOKET OBITH ONTMCAaHA TMHAMUYECKH KaK Mpoliecc,
a C JIpyrol — CTaTUYECKH, C TOYKH 3PEHHsS JMOO BHEUIHUX, JTUOO BHYTPEHHUX
XapaKTePUCTHK.

Kpome Toro, BHyTpeHHEE CTPOEHHE CUCTEMbl MOXKET OBITh MPEICTABICHO B
BUJIe (DYHKITMOHAJIBHBIX 3aBUCHUMOCTEH M B BHUJE CTPYKTYpHI, PEaTU3YIOIMIEH 3TU
3aBUCUMOCTH.

Takum  00pa3oM, MOXHO BBIJEIUTH ISITh  OCHOBHBIX  CHCTEMHBIX
MPEACTaBICHUN: npoleccyanbHoe,  (YHKIIMOHAIbHOE,  MAaKpPOCKOIMYECKOE,
HUepapXrUEeCKOe U MUKPOCKOTTMYECKOE.

B mporeccyanbHOM IJlaHE CUCTEMa paccMaTPUBAETCS JUHAMHYECKHA Kak
MPOLIECC, OCTAIbHBIE CUCTEMHBIE MPEACTABICHUS OTPAKAIOT €€ CTATUYECKUIN aCeKT.

B MaKpPOCKOMTUYECKOM MpeACTaBICHUN OTIMCHIBAIOTCS BHEIIIHHE
XapaKTEPUCTHUKA  CUCTEMBI, B  (DYHKIIMOHAJIBHOM,  HMEPAPXUYECKOM  H
MUKPOCKOTTUYECKOM — BHYTPEHHHE.

MUKPOCKONTMYECKOE MPE/ICTABICHUE CUCTEMbI OCHOBAHO Ha MOHUMAHUHU €€ KaK

COBOKYITHOCTH B3aMMOCBA3aHHLIX 3JICMCHTOB, HEPA3JIOXKUMBIX JAJICC KKUPIITUIUKOB)).
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IleHTpanbHBIMU  TOHSATHEM MHMKPOCKOIMYECKOIO CHCTEMHOIO MPEACTABICHUS
ABJIAETCS OHATHE 3JIeMeHTa. KoHeuHOo, B 0011IEM BHUJIE€ 3JIEMEHT JIUIIb OTHOCUTEIBHO
HEJENUM, OJHAKO ISl JAHHOM CHCTEMbI OH SIBISIETCS aOCOJIIOTHO HEACTUMBIM.
DNEeMEHThI TaKkK€ MOTYT OBITh PACCMOTPEHBI KaK CHCTEMBI, HO 3TO OYIyT CHUCTEMBI
JIPYroro TUIla, IO OTHOILIEHHIO K HccienyeMor. Kpome Toro, cucremMa nmoHMMaeTcst
KaK COBOKYIIHOCTb Pa3HOPOJHBIX JJIEMEHTOB, KOTOPBIE MOTYT OTIMYAThCS IO
NPUHIUIY JEHCTBHS, TEXHUYECKOMY HCIIOJIHEHUIO U Py IPYTUX XapaKTEPUCTUK.
Cucrema cBOIUTCS K aHCAMOJIIO IPOCTHIX YacCTEH.

DJeMEeHThl CHUCTEMBl O00JalaloT CBA3SIMHM, KOTOpbIE OOBEIMHSAIOT HUX B
LEJIOCTHYIO CUCTEMY. DJIEMEHThI MOTYT CYIIECTBOBATh TOJBKO B «CBSI3aHHOM» BUJE
— MEXJY dJIEMEHTaMH 00513aTeIbHO YCTaHABIMBAIOTCS CBA3H.

Hanpumep, B anexkTpuyeckoW OnenH, €Cld IO HEW HE Te4YeT TOK, HET
IEKTPUYECKUX CBSI3€H, CIIEIOBATEIBHO, HET U 3JIEMEHTOB; KOT1a LENb MOIKIIOYECHA
K UCTOYHHKY 3JIEKTPUUYECKON DHEPIUU, B HEH 00pa3yIoTCsl pealbHble dJIEKTPUUECKUE
CBSI3U, 1 MOYXHO TOBOPUTH O CYHIECTBOBAHUHU 3JIEMEHTOB, KOTOPbIE OHU CBS3BIBAIOT.

DJeMeHTbl B CHUCTEME OOs3aTENIbHO B3aMMOJEUCTBYIOT, B pE3yJibTAaTe€ OJHU
CBOMCTBa  (IIEpEMEHHBbIE) M3MEHSIIOTCS, JpYrue  OCTAlOTCd  HEU3MEHHBIMU
(KOHCTaHTBHI).

BaxHyro  ponb B CHCTEMHBIX  MCCIEIOBAaHUAX  WIPAET  TOUCK
CHUCTEMOOOpAa3yIolUX CBsA3el, Oylarogapsi KOTOPBIM BCE DJIEMEHThI CHUCTEMBI
OKa3bIBAIOTCS CBA3aHHBIMH BOEJIMHO.

Q@YHKIMOHAIBHOE MPEACTABICHUE CUCTEMBI CBSI3aHO C NOHMMAaHUEM CUCTEMBI
KaK COBOKYNHOCTH (yHKUMN (nedcTBuid) s HOCTHXKEHUs ONpeNesieHHON Ueiu.
Kaxxaplit 31eMEHT B cCTEME BBIMOIHIET ONPEICICHHYIO (QYHKIIHIO.

CHHOHHMMOM TOHATUS «CTPYKTypa» Wi (YHKUHOHAIBHOTO MPEACTaBICHUS
CIIY’)KUT NOHSTHE (QYHKIMOHAIBHON CTPYKTYPBI, UJIM OPTaHU3AIIHH.

Opranu3zaius MOKeT ObITh peaJTu30BaHa Pa3IMYHBIMU CTPYKTYpaMu (TIIpU 3TOM
(GyHKUHMOHATIBHAS CYIIHOCTh CHCTEMY OCTAeTCsl TOM ke, MEHSETCS TOJBKO CIOCO0

peanuzaiun).
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JIns MaKpOCKOMMYECKOTO MPEJICTABICHUS XapaKTepHO MOHUMAHHE CHUCTEMBbI
KaK HepacuJIECHUMOTO I1eJIOT0. 371€Ch BaXKHO MOHATHE CUCTEMHOT'O OKPYKEHHSI.

ITon oxpyxaromel cpeaoll CHUCTeMbl ITOHMMAETCSd COBOKYIHOCTh BCEX
00BEKTOB, M3MEHEHNE CBOMCTB KOTOPHIX BIMSIET HA CHUCTEMY W Ha KOTOPHIC BIUSET
W3MCHEHHE CBOWCTB cucTeMbl. Hu ojgHa cucreMa OOBEKTOB HE MOXKET OBITh
paccMOTpeHa BHE CHCTEMHOro OKpykeHus. CHCTEeMHOE OKpY)KEHHE T03BOJISET
OXapaKTEepU30BaTh CHUCTEMY MHOKECTBOM BHEIIHUX CBsI3ed (WM BHEIIHEH
CTPYKTYpOM), TaK M COBOKYITHOCTBIO BHEITHUX OTHOIIICHHI.

Hepapxudeckoe MIpEeJICTAaBIICHHE CHUCTEMBI (kak uepapxXuuecKomn
YIOPSIIOUEHHOCTH) OCHOBAHO HA TMOHSITHU MOACUCTEMBI, WU EIUHUIIbI, KOTOPHIC
cleayeT OTIMYaTh OT TOHATHS <«dJeMeHT». Exunuia obnamgaeT ¢GyHKIMOHAIBHOM
cnenudukoir 1enoro (cucreMbl). CucreMa MOXKET OBITh MPEJCTABICHA B BUJC
COBOKYIHOCTH E€IWHHI], COCTaBIIIONIMX CUCTEMHYIO Hepapxuto. (Enunuiia moxxer
OBITH pa3JI0’KeHA Ha DJIEMEHTHI. )

MoOXHO BBIIEIUTH JIBa TUMA (PYHKIMOHAIBHBIX CBSI3€H MEXIY €IWHUIIAMHU
CUCTEMHOW MEpapXUu — TOPU30HTAIBHBIE — MEXYy €IUHUIIAMH OJHOTO YPOBHS U
BEPTUKAJbHbIE — MEXIY EIWHUIIAMU Pa3IMYHbIX YpOBHEW. EIUHMIIBI KaX7a0ro
YPOBHSI OITUCHIBAIOTCS HAOOPOM BEPTUKAIBHBIX U TOPU3OHTAIBHBIX CBS3EH.

[IponeccyanbHO€ MPENCTABICHUE CHUCTEMBI IPEAIOiaraeT IOHUMaHUE
CUCTEMHOT0 O0BEKTa KaK COBOKYMHOCTH  MPOLIECCOB,  XapaKTepU3yeMbIX
MOCJIEA0BATEIbHOCTBIO COCTOSHHIT BO BpeMeHHU. (OCHOBHBIM TIOHSITUEM 37ECH
SBJISICTCS] TIOHATHE TIEPUOJIa KU3HU — BPEMEHHOTO MHTEpPBaja, B TCUCHUE KOTOPOIO
(GYyHKUHOHUPYET JaHHBIN MpoILiecc.

KommiekcHass  cucrema  3ammThl WHGOpPMAIlMM —  3TO  CHCTEMa
OpraHU3alMOHHO-TEXHOJIOTHYeCKOoro Tuna. OHa XapakTepu3yeTcs psijioM MPU3HAKOB.

KC3U — 310 cucrema:

— UCKYCCTBEHHas, T. €. CO3/IaHa YEJIOBEKOM;

— MaTepuajgbHas, 4YTO IMOJpa3yMeBaeT HE TOJbKO OOBEKTUBHOCTh €€
CYIIIECTBOBAHMSI, HO U TOT WJIM UHOW YPOBEHb MaTepUATBHBIX U (DMHAHCOBBIX 3aTpaT

Ha pCain3anuio,
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— OTKpBITas, T. €. BOBMOXHO €€ PacIIMpPEHUE;

— NIMHAMHMYECKass — TOJBEP)KEHAa CTapeHHUIO, pa3BUTHIO, JBUKEHUIO,
MIpOrpeccy U perpeccy, ASICHUIO0, CIUSHUIO U T. [I.;

— BEPOATHOCTHAs — CHCTEMA XapaKTEPU3YETCS BEPOATHOCTBIO CTPYKTYPBHI,

byHKIIHMH, TIETIeH, 3a1a4, PECYpPCOB.
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Jlabopamopnaa paboma Ne 5. HacTpoiika U MCIO/Ib30BAHUE MEKCETEBOI0
ykpana. Co3nanue VPN- mnoakiawuenuss cpeacrBamu  \Windows. CereBble

NMPOTOKOJIBI /IJISI CEKPETHOM MepeIavyu JaHHbIX.

lle./lb paﬁombt: O3HAKOMUTBCA C BO3MOXKHOCTAMH IIO HaCTpOﬁKe u
HCIIOJIB30BAHHUIO MCKCCTCBOT'O 3KpaHa U CO3JaHUA VPN- IMOAKIFOYCHHUA CPpCACTBAMU

Windows.

1. Hactpouts Opanamay’p Ha paboty c Bed-cepsepom (HTTP), FTP-
CepBEpPOM U 3a(UKCUPOBATh COOTBETCTBYIOIIEE OKHO i oTyeTa (PrinScren).

2. BxirouuTsh KypHaJI 0€3011aCHOCTH.

3. [locne BpImosHEHMs 3amaHusa 1 W 2 nmogkmouuTbesa K HHTEpHETY M

MIOCETUTH JI000H BeO-cepBep.

4. [IpocMOTpeTh KypHAJI 0€301aCHOCTH.
S. 3apukcupoBaTh 3alKCH KypHAJa Oe3omacHocTH 1t otyeta. Chenarb
BBIBOJIBI.

PeKOMeHIlaHI/Il/I I10 BBINIOJTHCHUIO 3ana1m1“4 NMPAKTUYICCKOIo 3aHATUA

JIJ1st MOATOTOBKY JTOKJIAJ0B HA CEMUHAP PEKOMEHAYIOTCS CJIEIYIOLIUE TEMBI:

1. TexHOMOTMM W METOABI 3alIUThl MHPOPMAIMK U HMHPOPMAIUMOHHBIX
CUCTEM B TAMO>KEHHBIX opranax P®: uaentudukaims u ayreHTuuKanus.

2. TexHOMOTHH W METOABI 3alluThl WHPOpPMAIMM W HHPOPMAITHMOHHBIX
CHUCTEM B TaMOKEHHBIX opranax P®: kpunrorpadus u mudposanue.

3. TexHOnorun M METOAbl 3alluThl MHPOpMALUU W HHGOPMALMOHHBIX
CHUCTEM B TAMOXKEHHBIX opranax P®: perucrpauus u ayaur.

4, TexHomorMn W METOABI 3alIUThl WHPOPMAIUK U HHPOPMAIUOHHBIX
CICTEeM B TaMOXXEHHBIX opraHax P®d: mexceTeBoe JKpaHHWPOBAaHUE; BUPTYaTbHBIC

yactHbie ceTd (VPN).
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S. OcHOBHBIE HamNpaBlieHUWs W 3ajJadyu oOecreyeHuss WHOOPMAIMOHHOU
0€30MacHOCTH TaMOKEHHBIX opraHoB P® na nepuoa 10 2020 roxa.

JUIsi TOATOTOBKU JOKJIaJ0B (OPMUPYIOTCS YEThIpE TBOPYECKHE TPYIIIIHI,
KaKJass W3 KOTOPBIX TOTOBHT JOKJIAJ IO OJHOW M3 TEpPEeYUCICHHBIX TeM. [lo
KOKIOMY JOKJIaay HEOOXOJUMO PAaCKpBITh COAEpP)KaHWE TEXHOJIOTUU (METOHa)
3alUThl MHGOPMAILIMKM, €r0 MECTO pPOJib B OOECNEYEHUH 3alUThl HH(POPMAIINH,
XapakTep yrpo3, B OTHOIIEHWW KOTOPBIX MPUMEHSETCS TEXHOJIOTHsS (METOa) H
npuMepbl UHOOPMAITMOHHBIX CUCTEM (HKeNaTeIbHO TaAMOXKEHHBIX MH(POPMAIMOHHBIX
CUCTEM), B KOTOPBIX pEaM30BAHbl COOTBETCTBYIOUIME TEXHOJOTMH U METObI
3alUTHl HHPOPMAITUH.

Jloknan mo mocjeAHed TeMe TOTOBUT OJMH U3 Haubosee MOATrOTOBICHHBIX
CTYJEHTOB. DTOT JIOKJIaJ 3aBEpIIACT U3yUYECHHUE JUCHUIIINHBI.

Bce noksnaasl JOKHBI COMTPOBOXKIATHCS MTPE3EHTALIUSIMH.

bazosaa meopus no meme npaxmuueckoco 3aHAMUA U QI2OPUMM €20
évinoHenuA. MexceTeBoe HKPaHUPOBAHHME TIOBBIIAET OE30MaCHOCTh OOBEKTOB
BHYTPEHHEH CETH 3a CYET UTHOPUPOBAHUSI HEABTOPHU30BAHHBIX 3alIPOCOB U3 BHEIIIHEN
Cpelbl, TE€M caMbIM, oOecrneuMBasi BCE COCTaBISIOMIKME WH(OPMAIMOHHON
oe3zonacHoctu. Kpome ¢GyHKkumMii pasrpaHudeHuss JA0CTyNHa, SKpPAHUPOBAHUE
o0ecreuynBaeT perucTpalyio HHPOPMaIMOHHBIX 0OMEHOB.

OYHKIMU 2KPAHUPOBAHUS BBITIOJIHIET MEMKCETEBOM IKPAaH WK OpaHIMaydp
(firewall), moa KOTOpPHIM MOHMMAIOT MPOTPAMMHYIO WM MPOTPaMMHO-ANNapaTHYIO
CUCTEMY, KOTOpasi BBIIOIHSIET KOHTPOJIb MHPOPMAIIMOHHBIX MIOTOKOB, MOCTYTAOIINX
B MH(OPMAIIMOHHYIO CUCTEMY W/WIIM BBIXOASAIIMX M3 HEE, U 00eCrneyrBaeT 3aufuTy
WH(OPMAITMOHHONW CUCTEMBI TIOCPEACTBOM (prutbTpariuu uHpopManuu. OuibTparus
nH(OpPMAIIMU COCTOMT B aHAIM3E HMHPOPMAIMA IO COBOKYITHOCTH KPHTCPHUCB H
MPUHATUY PEIICHUS O €€ MpUeMe W/UiTK Tiepeiaye.

BpanamayspsWindows — 3to cucrema 3amuThl HOAKIIOUEHUS K WHTepHETY
(Internet Connection Firewall, ICF), npencrasnsier coboii mporpaMmy HacTpPONKH

OTpPaHUYCHHM, PEryTUPYIOIMMX 00MEH AaHHBIMH MEXy MHTepHETOM M HEOOIBIION
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CEThI0 WJIU JIOKAJIbHBIM KoMmmbioTepoM. bpanamaysp ICF HeoOXoIuMMoO yCTaHOBUTH
JUIs1 JIFOOOT0 KOMITBEOTEPA, UMEIOIIET0 NPSIMOE MOAKII0YEHUE K IHTEepHETY.

[Ipu BrIIOUEHUH OpaHaMaydpa s JTOKAIBHOTO KOMIIbIOTEPA, MOAKIIOUYEHHOTO
kK MuTepHeTy ¢ mToOMOIIBI0 MojaeMa yaajdeHHoro pgoctymna, Opanmmaysp ICF
o0ecreunBaeT 3aluTy ITOr0 MOAKIIOUEHUSI.

3ananne: AKTUBU3UPOBAaTh  BCTPOCHHBIM  OpaHamaysp  ONepalMOHHON
cucteMbl WindowsH HaCTPOUTh €r0 MapaMeTphl.

Bce oeiicmeusa evinonunaiomcea 6 pexcume yOaieHHO20 padoyezo cmoJa ¢
yuemnoiu 3anucwvio userXX, 2oe XX nomep.

AJITOPUTM BBITIOJTHEHUST PAOOTHI.

A) AKTHBHM3allUsl BCTPOEHHOT0 OpaHaMayspa.

Jlisi aKTMBH3alMM BCTPOCHHOTO OpaHaMayspa OINEepalMOHHOM CHCTEMBbI

Windows BBITIOJIHUTE CIEAYIOIMINE ICHCTBHUS.

1. [TocnenoBaTenbHO BBIIIOJTHUTE Hyck/Ilanean ynpasJIeHUS
/Bpanamay’p Windows.
2. B ortkpeiBmieMcs okHe BblOepuTe BrilloueHnme MW OTKIJIOYeHHE

opanamaysp Windows (pucyHok 1).

EBvHEQ=) -
P
=8 Hem =5
T
@U"ﬂ <« Bce 3nemenTel nanenn ynpaenenuA v Bpangmayzp Windows - | +y ‘ | [Mouck & nanenu ynpaanerHus P |
| =
Qaiin  [paska Bug Cepenc Cnpaska
n @ -
3alWmMTHTE CBOM KOMMBLIOTEP C NoMoLUbo BpaHaMay3pa Windows
Bpangmaysp Windows nomoraeT npeaoTEpaTuT HECAHKLIMOHMPOBAHHIA 40CTYN 3N0YMbILLAEHHWKDS
WKW BPEAOHOCHBIX NPOrPaMM K 3TOMY KOMNBHOTEDY YEpEes MHTEFHE’F WAK NOKANbBHYH CETh.
Kak Gpanamaysp NOMOraeT 3amTiTe KomnetoTep?
}JDI’ICHHHTEHbe\E CEEQEHNA O CETEBLIX PASMELLIEHMAX
l f@ JomallHue nan paboume (UacTHble) ceTk Moaknouero (4

Ceru goma nnw Ha pafioTe, KOT43 BaM M3BECTHEI MCMONESYHILLNE CETh JIHGAN W YCTROICTEA

n

Cocroanne Bpangmayapa Windows: B,

Brogaume nogknroderns: BNOKMPOBATE NOAKNHIYEHUA K NPOrpamman,
KOTOPEIE HE EKTHOYEHEI B CNNCOK PE3PELLEHHEIX
nporpamm

AKTWEHBIE AOMAELLHWE MAK paboqKe (YaCTHBIE]) B 3058
cetn:

CocToRHKE YBEAOMNEHWR! Yeeaomnats, korga Bpangmaysp Windows
BNOKMPYET HOBYH NpOrpamMmMy

l [@ OBuwecTeeHHbIE CETH He noakatoueno (v) [

Pucynok 1 — OxkHO HacTpoiiku OGpaHamay’pa
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3. [[lenkaute Briaoyenne  Opanamayspa  Windows 1o KaxIbIM

CETEBBIM pa3MEICHHEM (PUCYHOK 2), KOTOpPO€ CJEAyeT 3alllUTUTh, U HAXKMUTE

kHonky OK.

@l\.;}ﬂﬁ <« bpangmayzp Windows » HacTpouTe napaMerpel - | 3 | | Mouck & naHenu ynpasneHus o

- oo
HI
hu

®aiin  Mpaska Bwa Cepewc Cnpaska

HaCTpOﬁ Ka NapaMeTpOB ANA KaA40ro TMna CeETH

IMoxHo M3mMeHUTE napamMeTpel apEH,ﬂ'ME}GpE ANA KaXA0ro MCNoNs3YEMOro TUNa CETEBOTD pasMELLIEHNA.
JononHWTENEHEIE CBENEHWA O CETEBBIX PazMELLLEH WA

MapameTpbl pasMeLLEHNA B A0MaLLHER wn paBoyei (HacTHO) ceTn

a_l @ Brnrouenuwe Bpangmayzpa Windows

BnoknpoBaHine BCEX BXOAALLIMK NOAKTKIYEHWIA, BINHOYAA NOAKNOHEHWA, YKA3aHHLIE B CIMCKE
paspeLLEHHBX NPorpamm

V| ¥eegomnate, koraa Gpangmaysp Windows BaokipyeT HoByto nporpammy
@_I Otknrounte Bpanamaysp Windows (He pekomengyeTca)
MapameTpel pasMeLeHnA B oBLLECTBEHHON CETH
a_l @ Brnrouenne Bpangmayspa Windows

EJ'IDKMFIDEEHME BCEX BXOAALLMX I'ID,\’JJ‘.'.I'IH:N-lEHI.ﬂﬁr BIAHIHEA NOLKNHYERNA, YKA3aHHBIE B CNNMCKE
paspeLLEHHBX Nperpamm

V| ¥eegomnate, koraa Gpangmayap Windows GaokupyeT HoByo nporpammy

@_l OTtknrounTe Bpanamaysp Windows (He pekomeHgyeTca)

OK l | Otmena

PucyHok 2 — OKHO BKJIFOUEHUS/OTKIIOUEHUs OpaHaMayspa

4, Ecnu OpannMaysp AoikeH OJOKMpOBATH BCE, BKIIIOUas MPOrpPaMMBbI,
KOTOPbIM paHee ObUIO pa3pelieH0 YCTaHaBIMBATh CBSA3b 4Yepe3 OpaHamaysp,
ycTaHoBUTEe (uaxkok bjiokupoBanue BcexX BXOASAIIUX NOAKIIOYEHUH, BKIHOYAS
MOJKJIIOYEHUS], YKa3aHHbIE B CIUCKE Pa3pEUICHHBIX TPOrpaMM.

B) Hacrtpoiika napameTpoB Opanamayapa.

Eciu Ttpebyercss HacTpouTh paspeuieHust JUisi KOHKPETHOW MpOorpamMMbl WU
koMrioHeHTa OC, menkuute Pa3pemmmTs 3amyck mporpaMmbl WJIM KOMIIOHEHTA
yepe3 Opanamay’p Windows B JieBoil maHeu.

1. B oTkpbiBIIEMCS OKHE MPOCMOTPUTE pa3pelieHHbIE ISl COECIUHEHMUS

POrpamMMBbl;
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2. Jlns nmoOaBneHWST HOBOM TPOTpaMMbl B OTKPBIBIIEMCS  OKHE
HakmuTe PazpemmTs Ipyryio nporpaMmmy u BeIOepuTE JII0OOYIO IPOTpamMmy.

3. Haxxmute Ok u yOenurech, 4To mporpamMma nosiBUIach B CIIMCKE;

Jna HacTpoilku OpaHaMay’pa B peXUME paclIUPEeHHONW Oe30MacHOCTH
BBITIOJIHUTE CJICIYIOIINE CHCTBUS.

4, ITocnenoBaTeabHO BbinosiHuTe Ilyck/Ilanesnnb
ynpagsiienusi/bpanamaysp Windows.

5. B otkpeiBmiemMcs oxHe BblOepuTe JlonmosHUTE/IBHBIE TNapaMeTpPhl

(pucyHok 3).

(=8 o =5

mvlﬂ ¢ Bce snemenTel nanenwn ynpasneqdna b Bpanamaysp Windows - | +y | | Mouck & naxHeau ynpasneHus pel |

@aiin  Mpaska Bug Cepsuc Cnpaeka

@-|

3almTHUTE CBOM KOMMBIOTED € NOMOLLbLIO BpaHaMay3pa Windows

Bpanamaysp Windows noMOraeT NpeAoTEPaTUTE HECAHKLMOHWPOBAHHEIR J0CTYN 310YMBILLNEHHWUKOE
MNN BREROHOCHBIX NPOTPaMIM K 3TOMY KOMMBHITERY Yepes MIHTEPHET WK NOKENEHYH CETh.

Kak BpaHamay3p NOMOraeT 3aluTuTs KoMneroTep?

’ﬂDI'IDJ'IHMTEJ'IbeIE CBEAEHWA O CETEBBIX PAa3MELLIEHWAN
l '@ JomawHue nin pabouve (YacTHele) ceTh MoakntoueHo ()

Cetn ACME WNK Ha pa GOTE, KOraa eam WIBECTHEI MCNONB3YHOLWKWE CETE NHOAN 1 )"CI'pOﬁCI'BE

m

Coctoanne Bpanamayzpa Windows: Brn.

BxoasLLmME NoAKNFOHEHNA: BnokvwpoBaTh NOAKNHIHEHWUA K NPOTPamMmMan,
KOTOPEIE HE BK/IHOUEHBI B CIMCOK Pa3peLLlEHHbIX
nperpamm

AKTHEHBIE AoMALLHKE WK paBoune (HacTHEIE) ﬁ 3058
CETH

CocToaHne yeegomaeHna: Yeeaomnate, korga Bpanamayzp Windows
GACKMPYET HOBYHD NpoTEamMmMy

l '@ OfbulecTBeHHbIE CETH He noaxatoueno (v)| L

Pucynok 3 — OkHO BbIOOpa JOMOJHUTENIBHBIX TTApaMETPOB OpaHaMaydpa

6. B pesymprare otkpoercs okHO Bpanmamaysp Windows B pekume
NMOBBINIEHHOH 0€30NMaCHOCTH (PUCYHOK 4) C TpeMs MOJISIMH.
7. N3yunrte BCe 3aKiaKkh OTKPBITOrO OKHA, Haiaute 3aknanky IlpaBuia

0€30IaCcHOCTH U U3YYUTE MOPSA0K CO3/IaHUs PABUIL.
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il bpangmaysp Windows & pexxume noebiwennoi Gesonaciocty (/lokanbhbii komnsiorep) _J

|
l -
1 £ Bpanomayzp Windows B pexime noebllweHHoi BiesonacHocTv ofecneunBaeT fiesonacHocTs cem ana
) KomMnstoTepos, pabotaow: noa ynpaeneHiuen OC Windows, 0

Of3op 4
MpodgmnbL noMena

'g,‘i' Bparamaysp Windows omkmiouen.

Yac THHEA Npodmns aKTMEEH
@ Bparmvaysp Windows sKriousH. [
® BKDD.HLLME MNOAKMHOMEHWA, HE COOTEETCTEYHOLLKWE HIW OOHOMY NPEBMMY, SanpelleHbl. |

'-Q" Mexoaaume NogknioueHita, He CODTESTCTEYHOLME HA OOHOMY NPaSNNY, PASPEWEHEI,

O6umid npodmne

m

@ Bparovaysp Windows skriousH.
® B0 AALME NOAKTIOYEHVA, HE CODTBETCTEYIOLIME HIA OFHOMY MPABHNY, SAMPELEHS.

'-Q" Voo Awme No/iKIioYeHUA, He COOTEETCTEYIOLME HA DOHOMY NPEBHNY, PaspelleHs!.

[B] Caoiictea GpaHamayapa Windows

Mpuctynan k patote 4
[NpoBepKa NOANWMHHOCTH NPW NepefaJve AaHHLX MeXOY KOMMNbIOTepaMu

Co3gaitTe npaeuna Ge30NacHOCTA NOAKNIYEHKA, 4Tobk YKaSaTe, KaK W KO 43 BEINONHASTCA NPOBEKa
NOANMHHOCTY NOAKNIYEHAR MEX Y KOMMEHOTEPEMA W WX 38LUWTA C NoMolLko NpoTokena IPSec.

B Mpaswina BesonacHocT nogxmioueHwil

[NpocMoTp M cozaaHve Npaeun 6paHaoMayspa

Co3gaitTe npaeuna GpaHaMay=pa, YTokl paspewnTs WK SaNPETUTE NOOKIINYEHUA K ONPEAeNEHHLIM NpOrpEMMEM
WnK NopTamM. TaioKe MOXHD PE3DELMTE MO AKMIOYEHKE, TONEKO SCIM OHO NDOLING NPOSEPKY NOANMHHOCTA MMM ECIM
MCTOYHWKOM AENSETCH BBTOPMS0BAHHEIA NONb30BETENS, FPYNNG Wik KoMMbtaTep. o yMONYaHM EXoLALME
MOOKIONEHMA BNOKMDYIOTCA, ECIM OHN HE COOTBETCTEYOT NPABWITY, PASDELLEILLEMY WX, 8 MCXOAALLME NOQKMIOYEHUA
PEZPEWAITCA, ECIW OHNM HE COOTBETCTEYIT NPEBMIY, KOTOPOE Vot GRoKkupyeT.

B Mpasuna ana ExonAw: nomkmoseHI

4 | [ '

Pucynox 4 — OkHo OpanaMayspa B peKMMe MOBBIIIIEHHONW 0€30MaCHOCTH

Co3nanme vpn-noakiawdeHus cpeacrsamu Windows 2000 (xp)

TexHosnorust BupTyanbHbiX dacTHbIX cetedr (VPN — Virtual Private Network)
ABJIAETCS OJAHMM U3 3(P(EKTUBHBIX MEXAaHU3MOB oOOecredeHus: MHPOPMalUOHHOM
0€30IacHOCTH MPH Nepeiaye JaHHBIX B paclpeieeHHbIX BHIYMCIUTENbHBIX CETAX.

BuptyanbHble 4YacTHbIE CETH  ABISIOTCS KOMOMHALMEW  HECKOJIBbKUX
CaMOCTOATENbHBIX ~ CEpBUCOB  (MEXaHM3MOB)  Oe30MacHOCTH:  MU(poBaHuUA,
HKPAHUPOBAHUS U TYHHEIUPOBAHMSL.

3aganme: co3natb VPN-TIOAKIIOUEHUE U BBIMOJHUTH €r0 HACTPOMKY.

AJITOPUTM BBINOJHEHHUS PAdOTHI

A. Co3nanue VPN-noakarouenus.

1. Orkpoiite komnoHeHT CeTeBble MoAKIAYeHuss. [l 3TOoro BbIOEpUTE

nocienoBatenbHo Ilyck — Ilanens ynpaBienus — CeTeBbleNOAKIOYECHUS.
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2. Bri6epute nyHKT Co31aHMe HOBOI'O MOAKJIIOYEHHUS U HaXMUTE
KHOIKY JlaJsiee.

3. B 3aBucumocTH OT OMNEPALMOHHON CHCTEMBI BBIIIOJIHUTE CIEAYIOIINE
JICUCTBUS:

. mis Windows XP  — B OTKpBIBIIEMCS  OKHE  BbIOepHTE
nyHKT [logkaounTh K ceTH Ha padouem Mecte (puc. 5, Toapko mis XP) u
Haxmute Jasee. [Tocne atoro Beioepute Ioagkiayenne K BUPTYaJabHOM YaCTHOM
cetH (puc. 6) u HaxxmuTte Jlanee.

. st Windows 2000 — B OTKpbIBIIEMCS  OKHE  BBIOEpHUTE
nyHKT [logkiaoueHue K BHPTYyaJdbHOM 4YacTHOW cerH 4epe3 HWMHTepHer n

Haxmute Jdasnee.

MacTe p HOEBIX NOJKTHYE HHH
Tun ceresoro noagxnMoYeHHA
BrifiepiTe ooHY U3 CASAYHOWIME BOSHOKHOCTEN.

() Noakmoyute Kk MHTEpHETY

MogknouuTe K HHTEpHETY LNA NPOCMOTPa BE8-YSN0E W YTEHMA 3 NEKTPOHHOEN
MOYTE.

{(*)T] pAKMOYMTE K CETH Ha patoyem MecTe

MogknoyuTe k patosel ceTH [MCcnonesya yaanenHed aoctyn HiK ¥FH), yrote
MOAHD GEN0 patoTaTE M3 40Ma, YLANEHHOD OPMCE MK GPYrora MecTa.

() YCTaHOBHTL AOMALIHION CETE HAH CETh A Manoro oPHca

[Moak moumTe K CYWECTEYMIWER CETH MAanoro MaW GOMALWHErD OPHCa MW
YCTAHOEMTE HOEYHD CETE.

() YCTaHOBMTL NPAMDE NOAKMOYEHHE K PYromMy KOMOLIOTEDPY

[MoakAYMTE HANPARYID K APYrokY KORIEKTEDY © NOMOLLEH NOCASL0ESTENBHOrD,
NapanignEHOrD UM HHEPaKPACHOMD NMORTE, WAM HACTPOMTE 0aHHEIN EOMNEKDTERD,
NOSE0IHE GPYri KOMMIEIOTEDAN NOGKMKYETECH K HEMY.

[ < Hasan ” Hanee > I [ OTrdeHa
Puc. 5
4, Beegure uMsA NOAKIIOYEHUS W MEPEUAUTE K CICOYIOLIEMYy IIary

koMaH 101 lasee.
5. Ecnu mepen ycTaHOBKOM «TYHHEJIBHOTO JIOCTYIa» TpeOyeTcsl MOAKIIOUECHUE

K nipoBaitnepy ycinyr UaTepHeTa, TO BeiOepuTe (pHc. 7).
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HaOpars  HOMep AJ1 CIeAYIOLIET0 NMPEABAPUTEIHLHOI0 NOJAKJIIOYEHHS U,
BBHIOpaB HY)XHOE MOJIKJI0YeHue, Haxxmute Jlanee. B mpoTuBHOM ciydae, BhIOEpUTE

He naGupaTs HOMep /J1s1 IPeIBAPUTEILHOI0 NOAKIIOUeHus 1 HaxmuTe Jasee.

MacTe p HOBBIX NOJAKAHYE HHH

CeTesoe NogKmoueHHe
F.akMM DARAZ0N Bbl $OTHTE NOLKAOYKTECA K CETH Ha CBOEM padoyetd MecTe?

CoznaTe NoaKNH0YEHUE:

() MopkmoseHwe ynaneHHoro gocTyna

[ogkAYaTECA, MCNOAESYA MOLEM M OSLMHYND TEASPOHHYKD NHHHH,
A0 TenedoHHyYD nuHu [SDM.

(%) TlonkmovEHWE K. EMPTYaALHONA YACTHOR CETH

[NogrnoyEHME K CETM C MCNONLS0EIHUEN NOQENKYEHMA K BHOTYaNEHOMH
yacTHoM ceTk [Wirtual Private Network, - WPM] yepes MHTepHet.

[ < Hazan “ danee > ] [ OrmeHa

Puc. 6

[ O

MacTe p HOEBIX NOJKAHYE HHH

MyGnau4Han ceTe
Windows rMOKET CHAYANE YOTAHOEWTE NOLKIKYEHME K MYSAMYHON CETI.

Brifiepure, HAQ0 MK AETOMATHYECKM NOAKAETECA K MHTEPHETY 1AM MHOE ofw el
CETH MEPEQ YCTAHOENEHUER EMPTYANEHOMD NOLE MHIYEHMS,

() He HatWpaTk HomEp 4NA NPEaEapHTENEHOD NOLKAHEHKA,

(#)iHafpaTe HomMep ANA CABAYWET O NPEAEAPMT EAEHOMD NOLEMIHEHMA

|nternet W

[ < Hazan, “ Hanee » I [ OTreHa

Puc.7
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6. Beenute nms y3ma (cetr) wim ero IP-anpec (Hanpumep 122.122.122.122), k

KOTOPOMY UJIET OJKIoueHue (puc.8).

Bwtop YPN-cepeepa
YkauuTe MMA MW agpec VPN-cepeepa

BesarTe WA y=na WKW |P-agpec KoMnelTepa, K KOTOPOMY OCYWECTERETCA
MOk OYEHHE.

WA korneoTepa uav |P-agpec [Hanpurep, microgoflt. com waun 157.54.0.1]):

12212212222

[ < Hazag ”_ Nanee » J [ Otvera ]

Puc. 8

7. 3aBepiute paboTy MacTtepa ceTeBbIX MOIKIIOYEHUMN.

8.B PE3YJIbTATC B IIAIIKC HOJ_IKJ'IIOIIGHI/ISI IIOABHUTCA HOBOC ITOJKJIFOUCHHUC (pI/IC.

9).

Dafn MNpaeka EBra LzGpaHHoE CEpEHC AonNanHHTENEHD Cnpaeka a.'

@Haaa,ﬂ. - '.\_;l LE pl‘lnncK H__ Mankn v

v| MNepexoa

[5] cozaanme nosoro
MOAKNHHEHHA

g ¥CTAHOBHTE AOMSLIHHIH
CETE MM CETE Manoro odmca

a SMEHHTE NapateT Pkl Fly Mx330 SGH-E250 SGEH-ESOO FIHTEpPHET B KpeAHT
BpaHAmay3Ipa Windows

ﬂ.-‘s 3anycTMTE AdHHOE
COBAMHEHNE

Iim MEpEHMEHOESHHE
NOAKARHEHHA

;EJ ¥ AANSHHE NOAKNFHEHMA 3

VISHEHEHHE HACTRORK
NOAKAHHEHHS

®

LB 8

—

MoaknroqeHe no
NOKANEHOA CeTh

Apyrve mecra

& MaHene ynpasneHna

W ceTesoe okpymEHHe
) Maom ackymeHTE

Q Mo KoMneTeR

NoapobHo

f8 2 Mposoarmk - | O MPAKTHHECHKWE ... 0§ NP10 - Microsoft ... rRU & @] 16:52

Puc.9
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9. Jlnst HacTpOMKHU TTapaMeTpOB MOKIIOYEHUS BhIIeIUTe nmoakiodeHne VPN u
BBI30BUTE €r0 CBOMCTBA U3 KOHTEKCTHOTO MEHIO (Ha)KaTHe MPaBOU KJIABUILIM MBIIIN).
10. Paccmotpute Bce umeroniuecss napametrpbl VPN-monkiodeHuss U mpu

HE00XO0IMMOCTH BOCHOJIB3YHTECh COOTBETCTBYIOLIMMHU pa3ieiaMU CIPaBKH.

3aganus 11 CAMOCTOATEILHOM PadoThI
Cozpaiite  VPN-nonkimoueHne K y3ay ¢ agpecoMm 122.122.122.122 n
3adukcupyiite okHo ero cBoicTB (Print Screen) Ha 3aknanke OOmme (Kak MoKa3zaHo

Ha pUC. 5) B KAYECTBE OTYETA.

KoHTpoJibHBIE BONIPOCHI

1. Kakne mexaHu3Mbl 0€30MaCHOCTH UCIOIB3YIOTCS Mpu peanu3anuu VPN-
MOJKJIIOUEeHUS?

2. UTo Takoe «TYHHEIb» U B UEM COCTOUT MPUHILINI «TYHHEIUPOBAHUS)?

3. B uyeMm 3akmrouaroTcsi 3amuTHbIE (YHKIIMU BUPTYaAJIbHBIX YaCTHBIX

ceTten?



