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Ilpakmuueckoe 3anamue Nel. HopmaTuBHO-mpaBoBas 0aza  3allUTHI
KOMIBIOTEPHBIX CETEl OT HECAaHKIMOHUPOBAHHOIO JocTyna. KommnbroTepHbie

IMPECTYIUICHUA U OCOOCHHOCTH UX pacciICaI0OBaHUA].

Ilenv padomwl: 03HAKOMUTHCS C HOPMATHUBHO-TIPABOBOM 0a30i 3alUTHI

KOMITBIOTCPHBIX CeTeM OT HCCAHKIIMOHHUPOBAHHOI'O JOCTYIIA.

HecaHKIIMOHMPOBAaHHBIN AOCTYyN — YTEHHE, OOHOBJICHHE WM pa3pylIeHUE
uH(OpMAaIUU IPU OTCYTCTBUH HA 3TO COOTBETCTBYIOIIUX MOJHOMOYHUH.

HecankunMOHMpPOBaHHBIM  JOCTYIl  OCYIIECTBISETCA, Kak IPaBWIO, C
UCIIOJIb30BAHUEM YYXKOTO HMEHH, U3MEHEHHEM (PU3NYECKHX aJpecoB YCTPOUCTB,
MCITIOJIb30BaHUEM MH(POPMALIMH, OCTABIIEICS MOCIEe pelieHus 3a1a4, MoauuKanuen
OpPOrpaMMHOT0 ¥ HUHQOPMAIMOHHOTO  OOECMEYEHUs, XHUIIEHUEM HOCHUTEs
uH(pOpMaIK, YCTAHOBKOM armapaTyphl 3aIUCH.

JIns ycnenrHo# 3amuThl CBOeM HMH(pOpMAIMU MOJIh30BaTElb JOJKEH HUMETh
aOCOJIIOTHO $ICHOE MPEACTABICHUE O BO3MOKHBIX MYTAX HECAHKUHOHHUPOBAHHOIO
nocryna. OCHOBHBIE THUIOBBIE TYTH  HECAHKIIMOHMPOBAHHOIO  TOJYyYEHHS
uH(popmaIuu:

* XUIIIEHUEe HOCcHUTeNeH nH(OpPMAIUU U POU3BOJICTBEHHBIX OTXOJIOB;

* KOMUPOBAHUE HOCUTENEH HHPOPMALIUU C TPEOIOJICHUEM MEpP 3aILUTHI;

* MACKMPOBKA O] 3aPETUCTPUPOBAHHOIO MOJI30BATENS;

- MUCTU(UKAIHS (MACKUPOBKA TOJT 3aIPOCHI CUCTEMBI);

HCIIOJIb30BAHUE  HENOCTATKOB  OINEPALMOHHBIX CUCTEM M S3BIKOB
MpOrpaMMHUPOBAHUS,
UCIOJIb30BAaHUE MPOTPAMMHBIX 3aKIaJ0K M MPOrpaMMHBIX OJIOKOB THIIA
"TPOSIHCKUI KOHB'";

* IEPEXBAT ANEKTPOHHBIX U3TyUYCHHUII;

* MIepeXBaT aKyCTUYECKUX U3TYyUYEHUN;

- MUCTaHIIMOHHOE (hoTorpadupoBaHue;

* IPUMEHEHHUE MOJCTYIINBAOIINX YCTPOUCTB;
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* 3JI0YMBIIIJIEHHBIN BBIBOJI U3 CTPOSI MEXAHU3MOB 3aILUTHI U T.]I..

Jnsa  3ammtel  WHGOpPMAlMKU  OT  HECAHKUMOHMPOBAHHOTO  JIOCTYyIa
MPUMEHSIOTCSL:

1) opranu3aniOHHbIE MEPOIIPUSATHS;

2) TEXHUYECKUE CPEJICTBA;

3) mporpamMMHBbI€ CPECTBA;

4) mmdpoBanue.

OpranuzalmoHHbIE MEPOTIPUATHS BKIIOUYAIOT B CE0S:

* IPOITYCKHOM PEKUM;

* XpaHEHHE HOCHUTEJIEH U YCTPOMCTB B celipe (AMCKEThl, MOHUTOP, KJIaBUATypa
U T.J.);

* OFPAHUYEHUE JOCTYIIA JIUI] B KOMIBIOTEPHBIE IOMEIIEHUS U T.JI..

TexHuueckue cpeacTBa BKIIOYAIOT B ceOsl:

- QUIBTPHI, SKpAHbI HA almaparypy;

* KJIFOY J17151 OJIOKMPOBKH KJIaBUATYPHI;

* YCTpOMCTBa ayTeHTU(UKALUU — JJI YTEHUS OTIEYAaTKOB MaiblieB, (POPMBI
PYKH, pay>KHOU 000JI0UYKH IJ1a3a, CKOPOCTH U IPUEMOB 1€YaTH U T.J.;

* 3JIEKTPOHHBIE KJIFOYM Ha MUKPOCXEMax U T.J.

[IporpaMMHBIe cpecTBa BKIIIOYAIOT B ce0sI:

* MAPOJIbHBINA JOCTYI — 3aJjaH1e MOJTHOMOYUH MOJIb30BaTENI;

- OJIOKMpOBKa JKpaHa M KJIABHATypbl C MOMOIIBI0O KOMOMHAIIMM KJIaBUII B
yruiute Diskreet u3 makera Norton Utilites;

* MCIIOJIb30BAHUE CPENICTB MapoabHoi 3amuThl BIOS — Ha cam BIOS u Ha IIK B
LEJIOM U T.J.

[udpoBanre—>TO Mpeodpa3zoBanue (KOAUPOBAHUE) OTKPHITOM MH(GOPMAIIH B
3amu(poOBaHHY0, HE JOCTYNHYIO [UJIsi TOHMMAaHHUA TMOCTOPOHHHUX. MeTombl
mudpoBaHuss W pacmMpOBBIBAHKUS COOOIMICHUS W3Yy4aeT HayKa KPUIITOJIOTHS,

HCTOpUA KOTOpOfI HAaCYHUTBIBACT OKOJIO YCTBIPEX ThICAY JICT.
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3amura uHpopMannu B 0eCIIPOBOIHBIX CEeTAX

HeBeposaTHO ObICTpble TeMmbl BHEAPEHHUS B  COBPEMEHHBIX  CETIX
OecpOBOAHBIX PpEUICHUN 3aCTaBISIOT 3aJyMaTbCcsl O HAJACKHOCTH  3alIUThI
naHHbIx[17].

Cam mnpuHUMI OecnpoOBOAHOW TNE€pelayd JaHHBIX 3aKIo4YaeT B cede
BO3MO>KHOCTbh HECAHKIIMOHUPOBAHHBIX MOJKIOYEHUN K TOUKaM JOCTYTIA.

He MeHee omacHasi yrpo3a - BEpOSITHOCTh XHIlleHHs oOopynoBanus. Ecim
MOJIMTUKA Oe30macHOCTH OecnpoBOoAHONW cetn mnocTtpoeHa Ha MAC-aapecax, To
ceTeBas KapTa WM TOYKAa JOCTyNa, YKpaJA€HHAas 3J0YMBIIUIEHHUKOM, MOKET
OTKPBITh JOCTYI K CETH.

YacTto HECAaHKUMOHUMPOBAHHOE MOJKIOUEeHHE Touyek noctyna k JIBC
BBINIOJIHAETCSI CAMUMU pPaOOTHUKAMU MNPEINPUATUS, KOTOPbIE HE 3alyMBIBAIOTCA O
3alIuTe.

Pemennem nogoOHBIX 1poOJieM  HY)KHO  3aHUMATbCi  KOMILJIEKCHO.
OpraHu3aiMoHHbIE MEPOTIPUATHS BBIOUPAIOTCS UCXO/IS U3 YCIOBHA paOdOThI Kaxa0u
KOHKPETHOM ceTH. YTO KacaeTcss MEPOIPUATUI TEXHUYECKOIO XapaKTepa, TO BECbMa
XOpOIlIe pe3yapTaT JOCTUraeTCs IMPU HKCIONb30BAHUU O0053aTE€IbHON B3aUMHOM
ayTeHTU(PUKALUHA YCTPOUCTB U BHEJIPEHUHU aKTUBHBIX CPEJICTB KOHTPOJIS.

B 2001 romy mnosBWINCH TEpPBbIE peaIU3alUU APAilBEpOB H MPOrpaMM,
TIO3BOJISIOIIUX crpaBuThes ¢ mmdpoBannem WEP. Cawmbiii ynaunsii - PreShared
Key. Ho u oH xopoil TONBKO TIpH HaAeKHOW MUpaluu U PETyJIspHONA 3aMeHe

Ka4eCTBEHHBIX napoJiei (puc.l).

Knou WasecTHuiit

1234

WN3secTHbIA Wnchposanmbin Texcr

Pucynox 1 - Anroputm aHanu3a 3amm@poBaHHBIX JaHHBIX



CoBpemeHHbIE TPeOOBaHUS K 3aINUTE

AyTteHTudukaus

B mactosiimee Bpems B pa3iMYHOM CETEBOM OOOPYIOBAaHHWH, B TOM YHCIIEC B
OECIIPOBOJIHBIX YCTPOMCTBAaX, HIMPOKO MPUMEHSIETCS 00Jiee€ COBPEMEHHBIN Crocod
ayTeHTU(UKAIIMK, KOTOPBIM omnpeneneH B crangapre 802.1x - moka He Oyaer
MpPOBEJICHA B3aWMHAas MPOBEpPKA, IMOJIb30BATEb HE MOXKET HHM NPUHUMATh, HU
nepenaBaTh HUKAKUX JAHHBIX.

Psin pa3paboOTYMKOB UCTIOIB3YIOT JUIsl AyTEHTU(PUKALIUA B CBOMX YCTPOMCTBAX
nporokonsl EAP-TLS u PEAP, Cisco Systems, mnpennaraer mig CBOUX
OecrpoBOAHBIX CETEH, MOMUMO YIOMSIHYTHIX, cienytome npoTokosnbl: EAP-TLS,
PEAP, LEAP, EAP-FAST.

Bce coBpemenHbIe CrOCOOBI ayTeHTU(PHUKALUUA TOIPA3yMEBAIOT MOMJIEPKKY
JTUHAMUYECKHUX KIIFOYEH.

I'maBubiii HemocTatok LEAP 1 EAP-FAST - 5T IpOTOKOJIBI MOICPKUBAIOTCS

B OCHOBHOM B 00opynoBanuu Cisco Systems (puc. 2).

Pucynox 2 - Ctpykrypa nakera 802.11x npu ucnonb3oBanuu TKIP-PPK, MIC
u mdpanuu no WEP.

[ITudpoBanue u 11ETO0CTHOCTH

Ha ocnoBanun pexomenmaruit 802.111 Cisco Systems peann3oBaH MPOTOKOJ
TKIP (Temporal Integrity Protocol), obecnieunBatomuii cMeHy Kitoda mudpoBaHUs
PPK (Per Packet Keying) B kaxaoMm makeTe ¥ KOHTPOJIb I[EJIOCTHOCTH COOOIIEHUN

MIC (Message Integrity Check).
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Jpyroii nepcrneKTUBHBIN MPOTOKOJ MKU(POBaHUSA U 0OeCTIEYeHHs IET0CTHOCTH
- AES (Advanced Encryption Standart). On obGnagaeT Jaydiieil KpUITOCTONKOCTBIO
no cpaBHeHutro DES u T'OCT 28147-89. On o6ecneunBaer u mudpaiuio, u
[EJIOCTHOCTb.

3aMeTuM, 4TO HCTONb3yeMblil B HeM anroput™m (Rijndael) e TpebGyer 6ombimx
PECypCoB HU MpHU peau3aliii, HU Npu padboTe, YTO OUYE€Hb BAXKHO ISl YMEHBIIICHHUS
BPEMEHU 3aJICPKKU JaHHBIX U HATPY3KH Ha MPOIECCOP.

Cranpmapt obecriedeHus 6€30MaCHOCTH B OECTIPOBOJHBIX JIOKATBHBIX CETAX -
802,11i.

Crangaptr Wi-Fi  Protected Access (WPA) - »sto HabGop mpaBui,
oOecrieurBaOIINX peaM3aliio 3aluThl JaHHBIX B ceTsax 802.11x. Haumnas ¢
asrycta 2003 roma coorBeTcTBUE cTaHmapTaMm WPA saBasiercs 00s13aTelbHBIM
TpeOOBaHUEM K 000pyaoBaHus, ceptuduimpyemomy Ha 3Banue Wi-Fi Certified.

B cnemudukamuio WPA Bxomut wusMmeneHHslii mpotokon TKOP-PPK.
[IndpoBanne TPOU3BOAWTCS HAa COYCTAHWW HECKONBKHUX KIIOYEH - TEKYIIETO H
nocuenytomiero. [Ipu stom anuna IV yBenudena no 48 6ut. 3To 1aeT BO3MOXKHOCTh
peanu3oBaTh JOMOJTHUTEIBHBICE MEpPhl 10 3amuTe HWHPOPMAIHMH, K TPUMEPY
Y)KECTOUUTH TPEOOBAHUS K peacCOIUaIisIM, peayTeHTU(PUKAITASIM.

Cnemmndukanuu  npexycMarpuBaioT u  noaaepxkky  802.1x/EAP, wu
ayTeHTU(PHUKAIIUIO C pa3IeIeMbIM KITFOUOM, H, HECOMHEHHO, YIIPABJICHUE KITFOYaMHU.

Pexomennyercs  pacnpenensaTh  IOJIb30BATEIEM € Pa3sHOM  CTEIEHBIO
3aIMIIEHHOCTH MO0 pa3HbiM BHUpTyaibHbIM JIC, M, B COOTBETCTBUU C DOTUM,

peaTu30BBIBATh MOJIUTUKY O€30MacHOCTH (Tab.3).

Ta6nuna 3 - CiocoObl peanu3aiuy NOJUTUKN O€30MaCHOCTH

Crioco6
[Toka3zarenb EAP-
LEAP EAST PEAP |EAP-TLS
[Tonnepxka coBpemeHHbIx OC a a He Bce | He Bce
Croxcocts IO 1 pecypeodumiocts Hwuskas | Huskas |Cpenssisti| Beicokas
ayTeHTU(PUKAINH




Cno>XHOCTh yIpaBJICHUS HHiKaﬂ Huskas |Cpennsisi| Cpennss

Single Sign on (exunsiit morua B Windows) | Jla Ha Her Ha
JInHAMUYECKHUE KITFOUH Ha Ja Ha Ja

OnHopa3oBbIe MApOIH Her Jla Ha Her

[Topnepsxka 6a3 mojap30BaTEICH HE B

. g)opMaTe MS Windows Her Jla Jla Jla

Fast Secure Poymunr Ja a Her Hert

Bo3MoxHOCTB H0KanbHOM ayTeHTUDUKauu | [la a Her Her
* CIo>XHOCTB yIPaBJICHHS HU3Kasi, HO HE00X0IUMa MPOJyMaHHas MOJTMTHKA

TEHEPALMU MTAPOJIEH, YTO YCIOKHAET YIPABJICHHUE.

[Ipy ycrnoBuM HCHOJB30BaHUS COBpEMEHHOro obopyaoBanus u 110 B
HACTOSIIIEe BPEMS BIIOJIHE BO3MOYKHO MOCTPOUTH Ha 0asze ctanaapToB cepuu 802.11x
3aIMIIEHHYIO U YCTOMYHMBYIO K aTakaMm OeCIPOBOIHYIO CETb.

[loutn Bcerma OecnpoBOAHAs CETh CBsI3aHA C NPOBOJHOM, a 3TO, MOMHUMO
HEOOXOJMMOCTH 3alllMlaTh OECIpOBOJHBIE KaHalbl, HEOOXOAUMO OOecCreunBaTh
3alUTBl B MPOBOAHBIX CETSAX. B MNpoTUBHOM ciiydae ceTb Oyner UMETh
¢parMeHTapHyl0 3alllUTy, 4YTO, IO CYyTH, SABIAETCA YIrpo30il Oe30MacHOCTH.
XKenarenbHo wCmoNb30BaTh 000pyA0BaHue, uMmeromee ceptudurar Wi-Fi Certified,
TO €CTh OATBEPKIAOIINN cooTBETCTBHE WPA.

Hyxno Baeapsars 802.11x/EAP/TKIP/MIC u nuHamudeckoe yIpaBieHUE
KIIIo4amMu. B ciydae CMEIIaHHOW CETH CIIEAYET HCNOJb30BaTh BUPTYAJIbHBIC
JIOKaJIbHbIE CETH; MPU HAIWYAM BHEIIHUX AHTEHH MPUMEHSETCS TEXHOJIOTHS
BUPTYAJIbHBIX YaCTHBIX ceTe VPN.

Heobxoanmo coueTaTh Kak MPOTOKOJIbHBIE U TPOTrPAMMHBIE CLIOCOOBI 3aIUTHI,

TaK U aIMHUHHUCTPATUBHBIC.
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Ilpakmuueckoe 3anamue No2. OcHOBHbIe BUIBI (HOPMaANBbHBIX MOJEIEH
oe3onacHocTh. [I[puMeHeHne nepapXuueckoro MeToa Al MOCTPOCHHUSI 3aUILICHHON
OMEpPallMOHHOM  CHUCTEMBI; HCCIEAOBAHHE KOPPEKTHOCTH CHCTEM  3alllUThl;
METOMOJIOTHSI OOCIEAOBaHUS W TPOCKTUPOBAHMS 3AIMUTHI; MOJIETh TOJUTHKA

KOHTPOJIA LEJIOCTHOCTH.

Ilenv pabomoer. 03HAKOMUTHCS C OCHOBHBIMH BUAaMH M (OpMaibHBIMU

MOACIIIMHA 0e30I1aCHOCTH.

®opMaJibHbIe MOJeTH 0€30ITACHOCTH

Haubonbiiee pa3zButue moJydusu ABa NOAX0Aa, KaXIbI U3 KOTOPBIX OCHOBaH
Ha CBOEM BHJEHHUM IPOOJIEMbI OE€30IIaCHOCTH U HAIlEJIEH HA PEIICHHUE OIPEIEICHHBIX
3aja4, — 93TO0 (opmanbHOE MOAEIUPOBAHUE TOJUTHUKM OE30MACHOCTH U
kpuntorpadus. [lpuyem 3TH paziauuHble IO MPOUCXOXKIECHUIO U PEIIaEMbIM 3a7auaM
MOAXO0/bl JOMOJHSIOT APYTr Jpyra: KpUNTOrpagus MOXKET NPEIJIOKUTh KOHKPETHBIE
METOJbl  3alMThl  MH(pOpPMalMW B  BUAE  AITOPUTMOB  HACHTU(DUKALIMH,
ayTeHTU(PUKaLWUU, HPPOBAHUS U KOHTPOJS LIEJIOCTHOCTH, a OopMajbHblE MOAEIU
0€30MacCHOCTH TNPENOCTABIAIOT Pa3padOTYMKAM OCHOBOIOJIAralOIIME IPUHLUIIBL,
JeXallue B OCHOBE apXUTEKTYpbl 3allMIIEHHONM CHCTEMBl W OINPEAEISIFOLINE
KOHLEMIHIO €€ IIOCTPOECHMUS.

Mooenv nonumuxu 6e3onacnocmu — (OpMaNbHOE BBIPAXKEHUE TMOJUTHKU
oe3omnacHocTu. DopmanbHble MOJIETIN HCHOJB3YIOTCS JOCTATOYHO IIMPOKO, MOTOMY
YTO TOJIBKO C UX MOMOIIBI0 MOXHO J0Ka3aTh 0€30MacHOCTb CUCTEMBI, ONMUPAsCh PH
3TOM Ha OOBEKTUBHBIE U HEOIIPOBEPKUMBIE TIOCTYJIAThl MAaTEMAaTHUYECKON TEOPHH.

OcHoBHas 11e51b co3aanus noauThuku 0e3onacHoctu MC u onucanus ee B BUae
dbopManbHON MOAETH — 3TO OMpPEEICHHUE YCIOBUM, KOTOPHIM JOJIKHO MOAYUHATHCS
NOBE/ICHUE CHUCTEMBI, BbIpaOOTKAa KpuUTepHsi OE30MacCHOCTU U TMPOBEACHHE
(GbopMalIbHOTO J10Ka3aTENbCTBA COOTBETCTBUS CHCTEMBI 3TOMY KpPUTEPHUIO MpHU
COOJIIOICHUN YCTAaHOBJICHHBIX MpPaBWJI U orpaHnyeHuil. Ha mpaktuke 310 03Hayaer,

4TO TOJBKO COOTBCTCTBYIOIIMM O6p8.30M YIOOJIHOMOYCHHBIC ITOJb30BATCIIA II1OJy4darT



10

JOCTYI K MHGOPMALIMK U CMOTYT OCYIIECTBIISITh C HEW TOJBKO CAaHKIIMOHUPOBAHHbBIE
JICVCTBHS.

Cpenu Mopeneil MOMUTUK OE30MaCHOCTH MOXKHO BBIJIETUTH JBa OCHOBHBIX
KJIacca: JUCKpPEUHUOHHbIE (TPOU3BOJIbHBIC) U MaHJIaTHbIE (HOpMaTUBHbBIC). B nanHOM
nmojpasziesiec B KadecTBE MpUMeEpa H3JIOKEHBI OCHOBHBIC IIOJIOKEHUS HanboJiee
pacpoCTpaHEHHBIX MOJIMTUK O€30MaCHOCTH, OCHOBAaHHBIX HA KOHTPOJE JIOCTYIa
CyOBEKTOB K OOBEKTaM.

JAuckpeunonnas Mmoaeab Xappucona—Py330 — YiabMmaHa.

Mogens 0Oe3omacHocTH  XappucoHa—Py330 —VYiapMaHa, sBIISIFOIIASCS
KJIACCUYECKON JTUCKPEIIMOHHON MOJIENIbI0, Pean3yeT MPOU3BOJBHOE YIIPABICHUE
JIOCTYTIOM CyOBEKTOB K 00BEKTaM U KOHTPOJIb 32 PaCIpOCTpaHEHUEM TIPaB JA0CTYTA.

B pamkax »3Toil Monenu cucteMa o0paboTKH MH(POPMALMK MPECTABISETCA B
BUJIC COBOKYITHOCTH aKTHBHBIX CYIIHOCTEH — CYOBEKTOB (MHOXECTBO S),KOTOpBIC
OCYHIIECTBJISIIOT JIOCTYNl K WHGOpPMAIMKA, MACCUBHBIX CYIIHOCTEM — OOBEKTOB
(MHOXecTBO O), coiepKalllUX  3alluiiaeMyto  UHGOpPMAIMIO, U  KOHEYHOIO
MHOXecTBa mpaB  goctyna R ={ri, .., I}, O3HaYalIUX TOJHOMOYMS  Ha
BBITIOJTHEHWE  COOTBETCTBYIOIIMX  JEHUCTBUU  (Hampumep, YTEHUE,  3aIlNCh,
BBITIOJIHCHUE).

[Ipuyem st TOro 4ToOBI BKJIFOYUTH B 00JACTh ICUCTBUS MOJICTTH U OTHOIICHUS
MEXy CyOBheKTaMu, MPUHSATO CUUTATh, UTO BCE CYOBEKTHI OJTHOBPEMEHHO SIBIISIFOTCS
u oObektamu. I[loBeneHue cuUCTEMBI MOJCIUPYETCS C TOMOIIBIO TOHSTHUS
«cocrosiHuey». [IpocTpaHCTBO COCTOSIHMIA CHUCTEMBI OOpasyeTcsi JIeKapTOBBIM
MIPOU3BEJICHUEM MHOXKECTB COCTABISIIOIIUX €€ OOBEKTOB, CYOBEKTOB M MpaB —
OSR. Tekymiee cocrossHue CUCTEMBI QB 3TOM TPOCTPAHCTBE  OMPEACIISICTCS
TPOMKOM, COCTOSIIIEH M3 MHOXECTBa CyOBEKTOB, MHOXKECTBa OOBEKTOB W MAaTPHIIbI
mpaB goctyna M, onmuChIBAIOIICH TEKYIIKE MpaBa J0CTyIa CyObeKTOB K 00bEeKTaM, —
Q= (S, O, M). Ctpoku MaTpuilbl COOTBETCTBYIOT CYOBEKTaM, a CTOJIOIBI —
00BbEKTaM, TOCKOJIbKY MHOXXECTBO OOBEKTOB BKJIHOYAET B Ce€0S MHOXECTBO
CyOBEKTOB, MaTpHulla UMEET BHJ MpPsIMOyrojpHUKa. JIroOas sueiika marpuib M[S,

o] comepxxutr HaOOp mpaB CcyOBEKTa S K OOBEKTY 0, MPHHAICIKAIIMX MHOKECTBY
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npaB naoctyna R. [loBeneHue cuctemMbl BO BPEMEHM MOJECIUPYETCS IEepexo/laMu
MEXJy Pa3IMUYHBIMU COCTOSTHUAMH. [lepexoa oCyIlecTBIsiETCS MyTEM BHECEHHS

W3MEHEHUI B MaTpuity M ¢ IOMOIILI0 KOMaH/I CJASAYIOIIEro BUaa:

[ command a (x,, ..., X;)
‘i If ryin M Ixﬁ-], x{;l] and (ycaoeus éblnoAHeHUA KOMAHOb!)
|y in M[x,gz, x(;.zl and

|
.
{
| .
r, in M [J:j-m, xUm]

then
op,, 0p;, ..., 0p, (Onepayuu, cocmagaarouiue Komanady)

3mecba  — HMMA  KOMAaHIBL, Xj — IMapaMeTpbl  KOMAHIbI,  SBJISIOIIAECS
uaeHTuPuKaTopaMu CyObEKTOB U OOBEKTOB; Sj U 0j — UHACKCHl CYOBEKTOB U
00BEKTOB B uamna3one ot 1 10 K; Op; — sneMeHTapHbIC ONepaIiu.

DreMeHTapHbIEe ONEpaIiH, COCTABIISIOMINE KOMAaHIY, BHIOIHSIIOTCS TOJIBKO B
TOM CJIy4ae, €CIId BCE YCIIOBHS, O3HAYAIOIIME MPUCYTCTBUE YKa3aHHBIX MTPaB JIOCTYIa
B sSTYCHKaxX MATPHIIBI M, SBISIOTCS HCTUHHBIMU. B KJIacCHUECKOW MOIEH TOMYCTHMBI
TOJIBKO CJICIYIOIINE dJICMEHTAPHbIE OTEPAIIHH:

enter r into M/s, o] (Oobasnenue cyovexmy S npasa ¥ o o6vekma o)

delete r from M[s, o] (yoanenue y cyowekma S npaea r 011 obvexkma o)

create subject s (cozoanue nosoco cybvexma S)

create object o (cozoanue nosoco obvexkma o)

destroy subject s (yoanenue cyuiecmsyrouieco cyovekma S)

destroy object o (yoanenue cywecmsyiowezo ob6vekma o)

Kputepuit Oe3zonacHoctu moxaenu Xappucona — Py33o0 — VYibmana
bopmyUpyeTcs CIeIyIOMNUM 00pa3oM.

Jlns 3agaHHON cHcTeMbl HadanbHOe coctosiHue Qo = (So, Op, M) sBisteTCs
0e30macHBIM ~ OTHOCHTEIBHO TIpaBal, €CIM  HE  CYHMIECTBYeT  IPHMEHHUMOM
K Qo moce10BaTeIbHOCTH KOMaH/I, B pe3yJIbTaTe KOTOPOM MpaBo I OyeT 3aHECEHO B
SYEHKy MaTpUIbl M, B KOTOPO OHO OTCYTCTBOBAJIO B COCTOSTHUH Q).

Hy>XHO OTMETHTB, YTO BCE AMCKPEIHOHHBIC MOJIEIH YSI3BHMBI [T0 OTHOIIECHHIO

K aTaKeC C IOMOIIbIO «TPOAHCKOI'O KOHS», IIOCKOJIBKY B HUX KOHTPOJIMPYIOTCA TOJIBKO
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orepaluu I0CTyna CyObeKTOB K 00BbEKTaM, a HE MOTOKU MH(POPMAIIUU MEXKy HUMHU.
[ToaToMy, KOrJa «TpPOSIHCKas» NporpaMma, KOTOPYIO HApPYUIUTENb MOJACYHYII
HEKOTOPOMY TOJIb30BATENI0, MEPEHOCUT HHPOPMAIMIO U3 JOCTYIHOTO STOMY
00BbEKTa B OOBEKT, AOCTYNMHBIA HAPYUIUTENO, TO (HOpPMATbHO HUKAKOE MPaBUIIO
JTUCKPEIIMOHHON TOJMUTUKH 0€30MacHOCTH HE HapyllaeTcs, HO yTedka WHpopMmanuu
MIPOUCXOIUT.

Takum oOpazom, JUCKpELMOHHAsT Mojellb XappucoHa—Py330 — YiibmaHa B
CBOEH 00Ilell TOCTaHOBKE HE JAaeT TapaHTUH Oe30MaCHOCTH CHCTEMbI, OJHAKO
MMEHHO OHa TIOCIyXHWJa OCHOBOW [UIsi IIEJOro Kjacca MOJENIEH MOJIUTHK
0€30MacHOCTH, KOTOPbIE MCIONBb3YIOTCA AJIA YIPABICHUS JOCTYIIOM M KOHTPOJS 3a
pacrpeieIeHUeM MpaB BO BCEX COBPEMEHHBIX CUCTEMaX.

TunuzoBanHass MaTpuua jaocryna. /[pyras JOHCKpELIMOHHAas MOJETb,
nojy4uBInas Ha3BaHue «TummsoBaHHass marpuia goctymay (Type Access Matrix—
nanee TAM), npencrasisieT coOoi pazBuTue Mojenu Xappucona—Py330—YabmaHna,
JOTIOJTHEHHOM KOHILIETILIMEN TUIIOB, YTO MO3BOJIIET HECKOJIBKO CMSTUYUTh TE€ YCIOBHS,
JUISL KOTOPBIX BO3MOXKHO J10Ka3aTEIbCTBO O€30MaCHOCTH CUCTEMBI.

CoctosiHue cucTeMbl ommchbiBaeTcs ueTBepkoit Q = (S, O,t, M), tne S,
O u M 0003Ha4yal0T COOTBETCTBEHHO MHOXECTBO CYOBEKTOB, OOBEKTOB M MAaTpPHILY
nocrymna, at: O — T — dyHKus, cTaBsimias B COOTBETCTBUE KaXIOMY OOBEKTY
HEKOTOPBIN THIL.

CocrosiHuE CHCTEMBI H3MEHSETCS C NOMOIIBIO KomaHa M3 MHoxkectBa C.
Komanaer TAM nmeror TOT ke Qopmar, 4To W B MoJeIU XappucoHa—Py330—

VYapMaHa, HO BCeM mapaMeTpaM MPUIUCHIBAETCS ONPEACICHHbINA THUIL:

command a(x,:t;, x;: 1)
If r, in ﬂ4{x5r_x0J and )
ri in M[xs,, xp ] and
o7 (ycaoeus blnOAHEHUS KOMAHObL)

Fon in *'14["':.'{ 5 Xo 1
m m
then
0P, 0P, ..., OD, (onepayuu, cocmagagioujue Komardy)



13

Ilepen BBINTOJIHEHMEM KOMaH[bl MPOMCXOAUT MPOBEPKA THUIOB (PAKTUUECKUX
IIapaMeTpoB, U, €CIM OHU HE COBIAJAIOT C YKa3aHHBIMU B ONPEICIICHUU, KOMaH/Ia He
BbINOJHAETCS. dDaKkTHuecku BBEAECHHWE KOHTPOJS THUIOB JJsl NAapamMeTpoOB KOMaH]
IPUBOJUT K HESBHOMY BBEJCHHUIO JIOMOJIHUTENIBHBIX YCJIOBHH, TaK KaK KOMaH/bI
MOTYT OBITh BBIMOJIHEHBI TOJBKO IMPH COBMAJECHUU THUIOB MapameTpoB. B monenu
UCIOJIB3YIOTCSl CJENYIOUINE IIECTh 3JIEMEHTAPHBIX ONepanuil, OTIMYAIOLIUXCS OT
AHAJIOTMYHBIX  omepamuu Moaenu  XappucoHa—Py330 —VYiapMaHa  TOJIBKO

HCIIOJIB30BAHNCM THUIIN30BAHHLIX IIAPAMCTPOB:

enter r into M[s, o]
create subject s of type 7 | (MoHomoHHblE Onepayuu)
create object o of type ¢
delete r from M]|s, o]

destroy subject s (HeMOHOMOHHBIE ONEPALUL)
destroy object o

CMBICT 3JIEMEHTAPHBIX OINEpPAlMid COBIAJAET CO CMBICIOM aHAJIOTUYHBIX
OIepaIMid UX KJIACCUYECKOU Mojienu XapprucoHa — Py330 — YiibMaHa ¢ TOUHOCTBEO
JI0 MCIIOJIb30BaHUS TUIIOB.

Taxkum o0pazom, TAM siBnsiercst 00600IIeHHEeM MOACIH XappucoHa—Py330—
VYapMaHa, KOTOPYHO MOHO paccMaTpuBaThb KaK YacTHBIM ciydail TAM coaHum-
€MHCTBEHHBIM THUIIOM, K KOTOPOMY OTHOCATCS BCE O0BEKTHI U CYOBEKTHI. [1osiBIIeHME
B KaXKJIOM KOMaHJIe JOTIOJTHUTEIBHBIX HESBHBIX YCIOBUN, OTPAaHUYUBAIOIIUX 00JIaCTh
MIPUMEHEHUSI KOMAHJbl TOJIbKO CYIIHOCTSMH COOTBETCTBYIOIIMX THUIIOB, MO3BOJISET
HECKOJIBKO CMSITYUATHh JKECTKHUE YCIIOBUA KJIACCUYECKOW MOJICNIN, MPH KOTOPBIX
KpUTEpUid 0€30TIaCHOCTH SBIISICTCS Pa3pEITUMBIM.

Hecmotpst Ha pasnuyaromuecs: MOAXOJbI, CYyTh BCEX MojieNiel 0e30mMacHOCTH
OJIMHAKOBA, MTOCKOJIbKY OHM IPEAHA3HAUYCHBI JUISl PELICHUS] OJHHUX M TEX K€ 3a/ady.
[lenbt0 MOCTpOEHUS MOJACIM SIBJISIETCS MOJydeHUE (GOpMabHOTO JI0KAa3aTesIbCTBA
0€30MacHOCTH CHUCTEMBbI, a TaKXe ONpPEACIICHUS JOCTAaTOYHOTO KPUTEPHUs
0e301acHOCTH.

be3onacHOCTh cUCTEMBI ONpeNesIeTCs B paBHOW CTENEeHU Tpemsi (haKTopamu:

CBOMCTBAMH CaMOM MOJEIH, €€ aJCKBAaTHOCTBIO yrpo3aM, BO3IECUCTBYIOLIMM Ha
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CUCTEMY, M TE€M, HACKOJbKO KOPpPEKTHO OHa peanu3oBaHa. Ilockoiibky mpu
CYIIECTBYIONIEM pPa3HOOOpa3uy TEOPETHUECKMX HapaOOTOK B 00JIACTH TEOpHUU
nH(OPMAIMOHHONW 0€30MaCHOCTH BBIOOP MOJIENH, aJIeKBATHOM 3aJaHHBIM YIrpo3am,
HE SBISICTCS TTPOOJIEMOH, TIOCIIeTHEE, PEIIAIOIIEe CIIOBO OCTASTCS 3a €€ peaau3ainei
B 3aIUILICHHON CHCTEME.

Nepapxuueckuii METOJ] MOCTPOCHHUSI 3aIUTHI.

Co3nanue rapaHTUPOBAHHO 3aITUINICHHBIX 0a3 TAHHBIX CBSA3aHO C HEKOTOPBIMHU
o0lMMHU MpodJieMaMHi CHUHTE3a CHCTEM 3aluThl. Ecin monuTuka 06e30macHOCTH B
0a3ze JaHHBIX HE BKIIOYAET BOMPOCOB, CBA3AaHHBIX C B3aUMHBIM BBIBOJIOM
nHpopMallMu ¥ KaHAJIOB YTEYKH, OCHOBAHHBIX Ha JTOM BBIBOJIC, BOIPOCOB
BOCCTAHOBJICHUS 3aIIyMJICHHOW MH(OpPMAlUU ITyTEM IMOBTOPHBIX 3alpOCOB B 0azy
JAHHBIX, TO Takas T[IOJUTUKA HE SBJISETCS AaJeKBaTHOM Il 0€30MacHOCTH
uHdopmaruu. OnHAaKo, BCE OTU BOMNPOCHI HENIB3S BKIOYATh B  IOJHUTHUKY
0e30MacHOCTH, MOJCPKUBAECMYIO CAMON BBIUMCIUTEIBHONW CUCTEMOM, YTO MPUBEIET
K CUMOMO3y OIEpallMOHHOM CHUCTEMbl M CHCTEMBI YIpaBJieHHs 0a30il [aHHBIX.
Bwmecre ¢ TeM, CloKWilach Takash MNPAKTHUKA, YTO MPOU3BOAUTEISIMU ONEPALIMOHHBIX
CUCTEM M CHCTEM ympaBjeHus Oa3aMU JaHHBIX SIBISIOTCA pa3Hble (PUPMBI HIH
OpraHu3alliy, 4TO JejaeT TakoM CUMOMO03 HEBO3MOXHBIM. [loaTOMy monuTHKA
0e30MacHOCTH YacTUYHO JIOJDKHA TIOJJIEPKUBAThCS caMoil  0a30if  JaHHBIX.
AHaJIoTH4YHBbIE TIPOOJIEMbI BO3HUKAIOT MPU MOJEPHU3AIMU 3alUIICHHBIX CUCTEM U
MOTYT OBITh CGHOPMYIUPOBAHBI KaK MPOTUBOPEYHE MEXKAY €IUHOW OIEHKOU
3aIUIIEHHOCTH BCEM CUCTEMbl M MHOTOMPO(GUIBLHOCTHIO TOJICUCTEM, CO3aBA€MbIX
pazuuHbIMUA Tipou3BouTeasiMU. C aHAJIOTMYHON MPOOJIEMOM MBI CTaJKUBAJIUCh B
temMa 8. OgHAKO Temeph CYIIECTBEHHBIM 00pa30oM BO3HHKAET 3aBUCUMOCThH YacTEH
3amuThl Apyr oT apyra (TCB BblUMCIUTENHHONW CHUCTEMBI YIIPABISIET CyOBEKTaMHU
cuctembl 3anmuTel (TCB), momgmepxuBaromiel MNOTUTUKY Oe30macHOCTH 0a3bl
naHHbIX ). Takas cTpyKTypa HE BKJIAJIBIBACTCS B CHCTEMY HE3aBUCHUMBIX 3alTUIIICHHBIX
KOMIIOHEHT pacrpesieneHHon cetu. B maparpadge 7.1 npuBoaUTCS onrcaHue MOJACIH
TCB-1IOAMHOXKECTB, HEPAPXUUYECKU CBSI3AHHBIX JAPYr C JPYTOM, KOTOpPbIE NIpH

BBIIIOJIHCHUM  HCKOTOPBIX  AOINOJHHUTCIIBHBIX y'CJ'IOBI/Iﬁ MOI'YT YAOBJICTBOPSATH
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ycioBusim TCB cucrembl. B n. 9.2 mnpuBenennl Haunbosee pacnpocTpaHEHHBIE
apXUTEKTYphl 3alIUIIEHHBIX 0a3 JTaHHBIX, B KOTOPHIX Teopus 1M.9.1 MOXKeT ObITh

pcalIn30BaHa.

Hepapxuyeckuii METOJ NOCTPOCHUS 3ALUTHI.

B nmaHmHOM 1. paccMarpuBaeTcs €Hle OOUH NOPUMEP HEPaAPXHUUECKOHN
JEKOMIIO3ULIMM CIIOKHBIX CUCTEeM. Ecnu B 1. 2.2 MBI paccMaTpuBaid IPUMEPHI, HE
CBSI3aHHBIC HEMOCPEACTBEHHO C 3a/lauy€id 3alllUThl, TO CEMYac OCHOBHOE BHUMAaHHE
OyZeT MOCBSIIEHO HuepapxuueckoMy noctpoeHutro TCB B 3JEKTpOHHBIX CHCTEMax
o0paboTku nanHbix. Kak u panbiie, ocHoBHas 3anaya TCB - mogaep:kka MOHUTOpa
oOpamenuii. OgHako, B OTIMYME OT TEOPUM MpeAblayliero mnaparpada, rae
MOHHUTOPBI 0OpallleHns] ObUTM HE3aBUCUMBIMU, ceiiyac Mbl IOKaxkeMm, uyTo ogHu TCB-
IIOJIMHOXKECTBA MOTYT HMCIIOJIb30BaTh pecypchl B Apyrux TCB-noamHoxecTtBax. A
MMEHHO, PACCMOTPUM CIIEAYIOLIYI0 MOJEIb.

Onpeodenenue. TCB-nogMHokecTBO M €CTh COBOKYNHOCTb IPOTrPaMMHO-

anmnapaTHbIX PECYpPCOB CHCTEMBI, KOTOPBIE YIPABIISIOT JIOCTYIIAMH MHOXECTBA S
CyOBeKTOB K MHOXeCTBY O 00BEKTOB Ha OCHOBE YETKO OMNpe/IeICHHON NOJUTUKU P 1
YIOBJIETBOPSIET CBOMCTBAM:

1) M omnpenensieT U KOHTPOIHPYET KaxAbId JOCTYN K oObekTaM u3 O co
CTOPOHBI CYOBEKTOB U3 S;

2) M rapaHnTHpOBaHO 3alIUIICHO;

3)M [0cTaTOYHO MPOCTO YCTPOEHO, YTOOBI CYIIECTBOBANIa BO3MOXHOCTH
MIPOAHAIIM3UPOBATH €r0 CUCTEMOM TECTOB, MOJIHOTA KOTOPHIX JI0Ka3aHa.

3aBucuMocTh TCB-1TOIMHOXKECTB COCTOUT B TOM, YTO M HCIONB3YET PECYPCHI
TOYHO OIPEACIICHHOI0 MHOXecTBa Oosiee mpuMuTHBHBIX TCB-moaMHoxecTB (TO
€CTh MpeAroJiaraeTcs 3aJaHHbIM HEKOTOPbIM 4YacTU4YHbIM mopsinok Ha TCB-
MOJIMHOKECTBAX ), Ul TOTO, YTOOBI cO3/1aTh 00BEKTHI U3 O, CO31aTh U MOAJIEPKUBATD
CTPYKTYpPbI JaHHBIX U TOAJEPKUBATH OJUTHUKY P.

Ecmu Gonee mnpumutuBHbiXx TCB-mogMuoxecTB Her, To Takoe TCB-

IMMOAMHOIKECTBO OIIMPACTCA B PCIICHHWH TCX KC 3aa4 Ha allllapaTHYIO 4acCThb.
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OTMeTuM, 4TO KpOME€ MOHHUTOpa OOpallleHuid HEOoOXOIMMO CYIIECTBOBaHUE
MEXaHHU3Ma MOJJIEPKKH ITOTO MOHUTOpA. PaccMoTpuM ycClIOBUS, NMPU KOTOPBIX U3
TCB-nmogMuoxkecTB ymaercss cobparb TCB cucrembl (TO ecTh Jo0KaszaTh, YTO
BBITIOJIHSIOTCS Bce TpeboBanusa k TCB).

[Tycte manber TCB-moamuaOXecTtBa M(i), KOTOpBIE YMPABISIOT JOCTYIIOM
cyobekToB S(1) Kk oObekTam 0(i) B COOTBETCTBUU C MOJUTUKOW OezomacHocTH P(i).
[Ipeamnomnoxxum, 4TO HET OOBEKTOB B CUCTEME, KOTOPhIE KOHTPOIUPYIOTCS Ooee, ueM
onanM TCB-oaMHOXECTBOM. 3/1€Ch TPUHUMAETCS TA )K€ TOUKA 3PEHUS, KaK B IJIaBE
VI, cocrosmas B ToM, yto TCB-mogMHOXeCTBa MOTYT 3KCHOPTUPOBATh OOBEKTHI,
nojiexaiue ynpasiaeHuro Apyrum TCB-nmoamHoxkecTBOM. OQHAKO NPUHATHIA U
nepeIaHHbli OOBEKTHI - ATO pa3Hble OOBEKTHI, KOHTposMpyembie pazHbiMu TCB-
noamMHoxkecTtBamu. I[lpu stom mnosnmtuka Oe3zomacHoctu P(i) TCB-moamHOXecTBa
M(1) MmoxeT oTiimuathes ot noautuku 6ezonacHocT P(j) TCB-nmoagmuoxxectBa M(j).
OpnHako Bce BMECTE JOJIKHBI COCTaBIIATh €JUHYIO MOJHUTHKY P cucremsl, nmpuuem
KaXJ0€ MpaBWwIO W3 P MOMKHO MOANEpPKUBATHCA OlpenesieHHon cuctemon TCB-
MOJAMHOECTB.

HeoOxonumo Takxke mpeimnosiaratb, 4TO KaXXAbld JIOBEPEHHBIH CYOBEKT, TO
€CTh CyOBEKT, KOTOpbId MOXET Hapymarh npaswia P(i) sBiserca yacteio TCB-
noaMHOXKecTBa M(1).

Paccmotpum orpannyenus Ha 3aBucuMocTH TCB-noaMHOXKECTB.

Onpeodenenue. TCB-nogmuoxkectBo A mpsMo  3aBUCHUT (B CBOeM

npaBuwibHOCTH) 0T TCB-noaMHoxkecTBa B Torga u ToJIbKO TOTrAa, KOTAa JIOBOJBI O
MOATBEPKICHUU NPaBUIbHOCTU A (BepuduKalus ycTaHOBKM A o0Oo3HayaeTcsi VA)
YaCTUYHO WJIM MOJIHOCTBIO OCHOBAHbI Ha MPEIIOIOKEHUH, YTO B ycTaHOBIEHA BEPHO
B COOTBETCTBUU cocrnienudukainueir B (o6o3nauaercs sB).

Onpeodenenue. TCB-nogmuoxkectBo A meHee mpumuTuBHO, 4Yem TCB-

MMOJAMHOKeCTBO B, eciu:
a) A psiMO 3aBUCHUT OT B;
0) cymectByeT 1enodka TCB-moamHOXkecTB oT A Kk B Takas, 4To Kakmbii

AJEMEHT UEMH NPSIMO 3aBUCUT OT MPEIBIAYIIETO 3JIEMEHTA LIETH.
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PaccmoTpum mnpuMepbl, MOACHSIOIIME TOHSATHE 3aBUCHUMOCTH, B3SIThIE W3
"Po3oBoii kuuru'".

[Ipumep 1. [Iycte TCB-noamHokecTBO B mnpemocTaBisieT yciyry B BHUIE
"(aitna", xotopeiM B ympaBnser B coorBercTBumM ¢ mommtukor P(B), a TCB-
MOJIMHOXKECTBOA HCmons3yeT B-dain mius xpadeHnus wuHpopManuu. Ecmu vA
UCIIONIb3YeT (DaKT, YTO pasznuuHbie B-(ailsibl 1ecTBUTENHbHO pa3InyaloTCs U TOCTYI
K HUM ompenensercs noautukoid P(B), To VA momaraercs Ha dakrt, uro sB u B
COOTBETCTBYIOT JIpyT npyry. Torma A npsmo 3aBUCHT OT B.

IIpumep 2. Ilycte A u B B3auMHO HE AOBEPSIOIIME APYT APYTY CUCTEMBI
OpOHUpPOBaHMS ABHAOWIETOB, PACMIOJOXKEHHBIE OTACIBHO U MNPUHAJICKAIINE
paznuuHbIM opranuzauusM. [Ipennonoxum sA u sB maroT BO3MOKHOCTh MOJIYYUTh
3aKa3 Ha OpOHHMpPOBAHWE MO CETU OT JAPYTUX CHUCTEM, HCHOJb3Yysl B3aUMHO
COIVIACOBAaHHBIM MPOTOKOJA. IIyCcTh 3TOT NIPOTOKOJI TNOJMHOCTBIO OIPEIECICH U
cootBeTcTBYET SA U sB. IlycTth Takxke VA u vB ¢ 3a1aHHON CTENEHBIO YBEPEHHOCTH
NOoATBEPkKAAIOT, uTO A U B cooTBEeTCTBYIOT cBoMM crenudukanusam sA u sB. A He
3aBUCHUT B IIPABUJIBHOCTU CBOEH YCTAHOBKM OT IIPAaBUJIBHOCTH YCTAaHOBKM B, Tak kak
SA - moJiHas, TO €CTh Kakasi Obl MOCJIEIOBATEIbHOCTh OWUT HEe mpuiuia or B, sA
ompeAensier, 4YTo A J0JKHA AenaTh, a VA JEMOHCTPUPYET, UTO HUMEHHO 3TO U
nenaerca. AHanmornuHo, B He 3aBucuT oT mnpaBuibHOCTH A. IlosTomy A u B He
3aBUCST OJHA OTJAPYTOM.

ITpumep 3. ITycth A siBIIIETCS CEPBEPOM DIIEKTPOHHOU MOUThI, a B ynpasnser
3anmpocamMu B 0a3zy gaHHbIX. Crnemudukanus SA MOXKET COBCEM HE YINOMHHATH
CUCTEMY yIpaBiieHHs 0a30i JaHHBIX, OHA MPOCTO OMpenesseT uHTepdeiic moYToBoN
cucteMbl. OTHaKO B VA MBI HAXOAMM, YTO Tporpamma obOecreueHrus A MCIOIb3yeT
TaOIuIbI, TpeaocTaBisieMble B, 1y XpaHneHus cooOmeHnii A u B Ha pa3nuyHbIX,
CBA3aHHbIX MammHax. Hu sB, Hu vB He ynomuHaroT o nouroBou cucreme. Kak u B
MpeapIAyIIeEM Mpumepe, SB MNONHOCTBIO ompexaenser mnoBeacHue B mis Beex
MoJIy4yaeMbIX TOcjeAoBaTeaIpHOCTe OUT. 31ech A mpsiMo 3aBUCHUT OoT B, HO B He

3aBUCUT OT A. OTMeTHM, 4TO MH(POPMAIMOHHBIE TOTOKH B OOOWX HAMPABICHUSIX
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SBJIIIOTCS. 3aKOHHBIMM M HHUKOMM OOpa30M HE KOMIIPOMETHUPYIOT II€JIOCTHOCTH B.
3aBUCUMOCTh HAXOJUTCS B APYTOM MJIOCKOCTH OT MOTOKA TAHHBIX.

OTOT NpUMeEp 3aMeyaTesieH TEM, 4YTO aHalu3 CTPYKTYpbl DSJIEMEHTOB HE
IIO3BOJIAET BBISIBUTH CYIIECTBOBAHUE 3aBUCUMOCTH, IPU 3TOM apXUTEKTypa CHCTEMBI
BHEIIHE COBIIQJAET C IMPUBEACHHOW B NPUMEpPE 2 apPXUTEKTYpOHM B3aUMHO
HE3aBUCUMBIX cucTeM. Kpome Toro, »TOT mnpuMep NOKa3bIBA€T, YTO OIMUCAHUS
uHTep(delica He TOCTATOYHO /IS BBISIBICHUS 3aBUCMOCTEH.

ITpumep 4. ITycte A 1 B B3auMHO 3aBUCHMBIE CUCTeMBI. A 3aBuUcHUT OoT B u B
3aBUCAT OT A. DTO 3HAYWUT, YTO NPABUIBHOCTh YCTAHOBKM VA JOKa3bIBa€TCSA W3
IIPEANOJIOKEHNs], YTO B yCTaHOBIIEHa NpaBWIBHO B COOTBETCTBHM ¢ sB. Takxke
IIPaBUIBHOCTh YCTAHOBKH VB J0Ka3bIBaeTCs U3 MPEIIIOIOKEHUS, YTO A yCTAaHOBJICHA
IIPAaBWJIBHO B COOTBETCTBUU C SA. IlycTh VA M VB NOATBEPKIAOT MPAaBUIBHOCTH
ycraHoBkM A u B. Opnako orcioga He cienyer, uto A u B ¢yHKnuoHupyror
IIPAaBUJIBHO.

B camomMm gene, ecnii A u B (yHKIMOHHPYIOT NPaBUIIBHO OTHOCHUTENIBHO SA U
sB, To VA u vB noanepxuBaroT NMpaBUIBHOCTh YCTaHOBKH. Eciii A yCTaHOBJIEHO
HEIMPAaBWIBHO MO OTHOIIEHUIO K SA ¥ B yCTaHOBIIEHO HENPABUIIBHO MO OTHOLIEHHUIO K
sB, To HMKTO HE MemaeT BO3HMKHOBEHHIO CHUTYAllMU, KOTAa VA TOITBEPKIAET
MPaBWIBHOCTh HCXOAS M3 TOro, uro B He coorBerctByeT sB. Ananmornuno, vB
MOATBEPKAAET MPABUIBHOCTh YCTAaHOBKHM sB, xoTs A He cooTtBerctByeT SA. Torma
MOXHO J0Ka3aTh, 4TO VA W VB MOATBEpKIalOT MpaBwibHOCTE A U B, xots A u B
YCTaHOBJICHBI HEBEPHO.

Jlist Toro, 4ToObl MOHSTH BO3HUKAIONIIYIO 3/1€Ch KOJUIM3HIO, PACCMOTPUM JBE
CUCTeMbl OpOHMpOBaHHs OuJIeTOB Ha camonetel A u B, kxak B mnpumepe 2.
[Ipeanonoxum, 4to A coaepkUT MHPOpMaLUI0O 00 UCXOAHBIX MYHKTaX U BPEMEHU
BbUIeTa Beex nosetoB B CIIA, a B - B EBpomne. IlycTh SA BkiIIOYaeT yTBEpkKACHUE,
yTo A o0ecrneyuBaeT maccakupaMm yciIyry B moja0ope BbUIeTa IO TpPaH3WTY,
MUHHUMU3UPYIOLIEM BpeMs OXHUAaHUA ciexyromero nosera. [lycte sB mpemmaraer
aHaJIOrM4Hble ycayru. 13 yrBepxkaeHuss A cooTBeTcTByeT SA U B cooTBercTByeT sB

MOKHO BBIBECTH UCTUHHOCTDb YTBEPKIACHUA, UTO A COOTBCTCTBYECT CHCHI/I(I)I/IKaL[I/II/I SA
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B MPEIOCTaBICHUM YCIyrH Moadopa TpaH3uTHOro peiica B EBpome u Amepuke.
AHQJIOTUYHOE YTBEPKJACHUE MOXHO BbIBecTH st B. OnnHako, ecam A XpaHUT
nH(pOpMaIMIO B MECTHOM BpeMeHH, a B - Bo Bpemenu no ['puHBHYY, TO TPaH3UTHBIM
MapIuIpyT, COCTaBJeHHbII A W B Ha ocHOBe MH(OpMAaIuH, MOJYYEHHOH IPYyr OT
npyra, Oy/eT HempaBUIbHBIM M3-3a pa3uius BO BpeMeHH. To ecTh Kaxaas cuctema
GYyHKIMOHUPYET MPaBUIILHO, HO PE3yJIbTaT HEBEPEH. JTO MPOUCXOJIUT U3-3a TOTO,
yTOo A U B 3aBUCHMBI.

lapantun 3amumenHoctd TCB-moAMHOXKECTB UMEIOT OO0JbIIOE 3HAUYCHHE B
npobneme noctpoenus: eauHoil TCB cucrembl u3 TCB-noamHoxectB. B ciydae
3aBucuMbIX TCB-mogmMHOXKECTB MeHee NMPUMUTHBHOE TCB-IIOOIMHOXECTBO MOMXKET
HCITI0JIb30BaTh OOBEKTHI U CYOBEKTHI, MIPEAOCTaBIeHHbIE Oosiee MpUMUTUBHBIM TCB-
noaMHoxkecTBoM. [loTomy nepBasi mpodsieMa COCTOUT B JOKA3aTeIbCTBE TOro (haKTa,
YTO HEBO3MOXXHbl HUKAaKHWE W3MEHEHUs [aHHBbIX, KPUTUYECKUX JUI ITOJIUTUKHU
6e3onacHoct, win koaoB TCB-nmomMHoxkecTBa. TO ecTh HHUKakash BHEHIHSS TIO
otHomieHnto Kk TCB-mogMHOXeCcTBY cuctemMa (KpoMme, MOXET ObITh, Ooiiee
npuMUTUBHBIX TCB-TIOIMHOXKECTB) HE MOXET HWHUIMHPOBATh IPOU3BOJIHHOE
u3MeHeHne KkonoB TCB-moaMHOXkecTBa WM €ro CTPYKTYp [JaHHbIX. Bropas
npoOJjieMa COCTOUT B JI0KAa3aTeJbCTBE TOTO, YTO JaHHble, XpaHsuuecs B TCB-
MOJIMHOXKECTBE W KPUTUYHBIC JJIS MOJUTUKU OE30MaCHOCTH, HE MOTYT WU3MEHSTHCS
MHAa4Ye, 4eM B CcoOoTBeTCTBUM C Jiorukoil TCB-nmoamHoxecTtBa. Pasymeercs, 3tu
JTIOKA3aTeNIbCTBA BO3MOKHBI MPU YCJIOBUU MPABHIBHOCTH TOW MHGOPMAIINH, KOTOPast
BHOcuTCs B TCB-ntonMHOXkecTBO 60s1ee mpuMUTUBHBIM TCB-110AMHOKECTBOM.

SIcHO, 4TO B JI0KA3aTENBCTBE BO3MOKHOCTH NTocTpoeHus eanno TCB cuctemsl
13 TCB-nogMHOXKeCTB MPUCYTCTBYIOT YCJIOBUSI HE TOJBKO HA JIOKAJIBHBIE CBOMCTBA
TCB-0IMHOXECTB, HO TaK)K€ MHTETPAJIbHBIE TPEOOBAHUS.

CymmupyeM nepedeHb BCEX YCJIOBUM, KOTOpPbhIE HEOOXOIMMO BBINOJHUTS,
yToObI U3 cemeiictBa TCB-nmogMHOXkecTB MOkHO ObuIO OBl cuHTE3upoBath TCB
cucteMbl. Ecim, kpoMe HUKENPUBEAECHHBIX TPeOOBAaHUM, BBITOJHAIOTCS TPeOOBaHUS
Kakoro-mbo kiacca B cranmapte "OpanxeBas KHHTA", TO TIOCTpOEHHasT TaKUM

00pa3oM cUCTEMA MOXKET ObITh ATTECTOBAHA [0 COOTBETCTBYIOIIEMY KJIACCY.
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YcnoBus:

1. TCB-nnoAMHOXECTBA YETKO OINPEAEIICHBI.

2. [lonutuka 6e30macHOCTH cucTeMsl pacnpeseneHa no TCB-nogmHoxecTBaM.

3. Kaxnoe TCB-nmoamHoxecTBO M(i) BKIIOYAET TOBEPEHHBIE MPOIECCHI MO
OTHOIIICHHIO K CBOCH moymTHKe 6e3omacHocTH P(1).

4. Apxurextypa TCB-noAMHOKECTB YETKO ONPEAEIICHA .

5. Bce TCB-mmoAMHOKECTBA 3aHUMAIOT PA3IUYHbIE JOMEHBI.

6.Bo Bcex cnywasx mnpumutuBHble TCB-moaMHOXecTBa IOAAECPKUBAKOT
npaBuiIbHOE (PYHKIIMOHMpPOBAHWE MOHHUTOpa OOpalleHHl B MEHEee NPUMUTHUBHOM
TCB-1mogMHOXKECTBE.

HccnenoBanne KOPpEKTHOCTHU peaan3alui U Bepu(puKalus ac

[loHsiTHE KOPPEKTHOCTH WM NPABWIBHOCTH MOJApPa3yMEBAaET COOTBETCTBUE
IPOBEPSIEMOT0 O00BEKTAa HEKOTOPOMY JTAJIOHHOMY OOBEKTY WM COBOKYIHOCTH
(dopManM30BaHHBIX 3TANOHHBIX XapakTepucTuk u npasmil. KoppektHocts 110 mpu
pa3paboTke  HauOojiee  TMOJHO  ONPEACNSIETCS  CTENEHbID  COOTBETCTBUS
OpeIbsABIsIEMbIM K HeH (OopMaIn30BaHHBIM TpPeOOBaHUSIM IPOTPAaMMHOM cCIie-
nupukanuu. B cnenudukanusax oTpaxaeTcss COBOKYMHOCTb JTalOHHBIX Xapak-
TEPUCTUK, CBOICTB M YCJIOBHI, KOTOPBIM JOJKHA COOTBETCTBOBATH MpOrpamma.
OCHOBHYIO YacThb cHeuu(pUKalUd COCTaBISAIOT (YHKIUOHAJIbHBIE KPUTEPUU U
XapakTepucTuku. McxoaHoil mnporpaMMHOM crneuudukanued, KOTOpPOMl TOJKHA
COOTBETCTBOBATh NpOrpaMma, sipysgercs T3.

[Ipu OTCYTCTBHM MOJHOCTHIO (hOpMATM30BAaHHON crienuduKanuu TpedoBaHUN
B KauecTtBe T3, KOTOpOMy JOJKHA COOTBETCTBOBaTh AC W pe3ysbTaThl €€
(GYHKIIMOHUPOBAaHUS, MHOI/IA UCHOMNbB3YIOTCS He(hOopMaIn30BaHHbIE NMPEACTABICHUS
pa3paboTurKa, TOJIb30BaTeNsl WM 3aka3uuka nporpamMm. OJIHaKO TOHSTHE
KOPPEKTHOCTH MPOTrpaMM IO OTHOILIECHHIO K 3alpocaM MOJb30BaTelsl WU 3aKa3uuKa
CONPSKEHO C  HEONpEAENEHHOCTBIO CaMOro  JTAJIOHA, KOTOPOMY  JIOJKHA
coorBercTBoBaTh AC. [l CHOXHBIX TporpaMM BCEr/la CYIIECTBYET PHUCK

OOHapY>KUTh UX HEKOPPEKTHOCTH (M0 MHEHUIO TOJIb30BATENIsI WM 3aKa34yuKa) MpH
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(opMaIbHON KOPPEKTHOCTH OTHOCUTENBHO CHELU(pUKALUN BCIEICTBUE HETOUHOCTH
camMHX crerupuKaui.

TpanuuoHHBIM B3MIsI1 Ha crnenqu@uKaluoo TpeOOBaHUM 3aKIIIOUAETCsl B TOM,
YTO OHA MPEJCTaBIsIET COOON TOKYMEHT Ha €CTECTBEHHOM SI3bIKE, KOTOPBIH SBISETCS
uHTep(dericoM Mexay 3aKa3dyuKOM W M3TOTOBHUTENEM. XOTS MOJATOTOBKE JTOKYMEHTA
MOJKET MPEALIECTBOBATh HEKOTOPOE B3aUMOJICHCTBUE, UMEHHO 3TOT JOKYMEHT B
3HAYUTEIBHOM CTENEHH BBICTYHAaeT Kak "OTIpaBHAas TOYKa" [Js W3TOTOBHTEIA
IPOrPaMM.

Taxum o0pa3zom, MOXKHO CIENaTh BBIBOJA O TOM, YTO CO3JaHHE COBOKYIHOCTHU
B3aMMOYBSI3aHHBIX HEMPOTUBOPEUMBBIX CHEUU(PHUKAIUN SABISETCS HEOOXOAUMOM
0a3oii nns obecrieyeHUs] KOPPEKTHOCTH NPOEKTHpyeMoM mnporpammsbl. [Ipu sTom

crienuPuKaIu J0JKHBI:

. OBITH (HOPMATBHBIMU;

. MO3BOJISITh MPOBEPATh HEMPOTUBOPEUMBOCTh U TMOJHOTY TpeOOBaHUMN
3aKa34MKa;

. CIY)KUTh  OCHOBOM  JUIi  JlaJbHEHIIEro dbopmMalIi30BaHHOTO

npoexktupoBanus OC.

. Cy1iecTByeT HECKOJbKO TMOJXO0J0OB K OMNPEACIICHUIO CrelupUuKainii
TpeOOBAHMIA.

Cnenudukanus Kak onucaHue. 3aKa3uuK BbIJACT CHEHU(PUKAINIO, UYTOOBI
U3TOTOBUTENIM MOTJIM CHAOIUTH €ro TeM H3JEIHEeM, KOTOPOE OH JKEJIAaeT, MOITOMY
3aKa34MK BUAMUT 3TOT JOKYMEHT IJIaBHBIM 00pa30oM KaK ONMKMCAHUE CUCTEMbI, KOTOPYIO
OH JKeJiall Obl UMETh. B mpuHIIMIE, B ONMKUCAHUH AOKHO OBITh YKa3aHO, YTO JOJKHA U
YTO HE JOJDKHA JenaTh cucreMa. Ha mpakTuke OOBIYHO 10 YMOJTYAHUIO
MpeIoJiaraeTcs, 4To CUcTeMa JIOJbKHA JeaTh TO, YTO YTOUHSETCS B Crielu(puKaIuy,
W HE JODKHA JenaTh Hudero Oonee. B aToM coctouT rnmaBHas mpobiiema ¢
OMMHCATENIbHON CTOpOHOW crnerudukaruu. [Ipenmnonaraercs, 4To 3aka3yuK BCernaa
TOYHO 3HaeT BcCE, YTO CHUCTEMa JOJDKHAa M HE JOJDKHa JAenarh. bonee Toro, B
JaJbHEUIIIeM MPENoaraeTcsi, YTo 3aKa34MK MOJIHOCThIO MEPEHEC 3TO 3HAHHE B

cnenuUIMPOBAHHBIN TOKYMEHT.
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Cneundukanus kak mnpeanucanue. M3roroBuTeab CMOTPUT Ha creuudu-
IIUPOBAaHHBI JOKYMEHT KaK Ha HaOOp COCTaBHBIX uacTel, Mojaiexamux cOopke,
4yTOOBl pa3pelmuTh MpolJeMy 3aka3uMka. Takod NpenNnuChIBAIOIIUNA  B3IJIS]
00yCNaBIMBAETCSI HE TOJIBKO TPYIHOCTSMH CO3/IaHHS OIUCATENIbHOTO JOKYMEHTa
(KaKk yKa3bIBaJIOCh BBINIE), HO M CBEACHUAMH, KOTOPBIC YMBIIUICHHO WU
HEYMBIIUJICHHO PACHIUPSIOT WM OIPAaHUYUBAIOT CBOOOIY U3TOTOBUTEIS.

JloroBopHast MerogoJyiorusi. B pamkax '"omucaHue 3akazuuka - NpEANUCcaHue
U3rOTOBUTENIO" crelU(pUKalUSI pacCMaTPUBACTCA Kak (opMajabHOE pas3zielieHue
MEXIy CcTopoHaMu. UTO KacaeTcs 3aKa3uMka, TO OH OroBapUBacT MHUHUMAIbHO
IpUEMIIEMOE, TOrJa KaK M3rOTOBUTENh - MaKCHUMallbHO TpeOyemoe. JloroBop
npeyiaraeTcss U MPUHUMAETCS MpPU 3apOKICHUM CUCTEMbl U 3aKaHUYMBAETCS I10CIIE
3aBEpIICHUS CUCTEMBI, KOT/Ia 3aKa3YUMK MPUHUMAET CHCTEMY KaK OTBEYAIOLIYIO €ro
MUHUMAaJIbHBIM TpeOoBaHUSM. Bo Bpemsl M3roTOBIEHHUS CUCTEMbl B NPUHLUIE HE
IPEIOoJIaracTcsd HUKAKUX B3aUMOJECHCTBUM, JaXKe €CIM MU3rOTOBUTENb MOJI03PEBAET,
YTO NPEANUCHIBAEMOE HE COBCEM COOTBETCTBYET TOMY, UTO 3aKa3UMK >KEJIa€T BUACTh
B JI€MCTBUTEIBHOCTH.

Cnenudukanus kak mojenb. CoBpeMeHHbIe 0ojiee CTpOTHe MPEACTABICHUS O
cnenuuUKanuu TPaKTYIOT €€ KaK MOJelb cucTeMbl. [Ipu ycioBum, 4ro nexaiias B
OCHOBE MOJIEJIM CEMaHTHKa B JJOCTaTOUYHOM Mepe 00OCHOBaHa, Takas CHelMpUKaIUs]
oOecrieynBaeT YETKYIO (hOPMYITUPOBKY TPEOOBAHUM.

CooOTBETCTBYIOIIME MOJETH MOAXOJIAT TaKXKe A aBTOMAaTU3UPOBAHHOIO
KOHTPOJISI LIEIOCTHOCTH U JIPYTrOro MpPOTHO3HOIO aHajn3a, KOTOPbIH, B YaCTHOCTH,
oOecrnieunT TMpeKpalleHre pa3padOTKU CHUCTEMbl, B TMPHUHIMIE HE CIOCOOHOMN
yIIOBJIETBOPUTH TPEOOBAHUSM.

Mopenu Kak OMUCaHUE CUCTEMBbI UMEIOT CIIECIYIOUIUE OTIMYUTEIbHbBIE YEPThI
M0 CPABHEHHIO C IPYTUMH criocobamu PopMaIbHOTO OTUCAHMUS

. XOpOIllee COYETAHHE HHUCXOMSIIEr0 M BOCXOMSIIEr0 IMOAXOAOB K HX
pa3paboTKe ¢ BO3MOKHOCThIO BbIOOpa a0CTPAaKTHOTO OMUCAHUS;

. BO3MOXKHOCTb  OINHCAHWs  MApPAJUICIBbHOM,  PACIpPENCIICHHOM WU

UKINYECKON paboThI;
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. BO3MOXKHOCTbh BBIOOpa pasziauyHbIX (POpPMaIM30BaHHBIX aIlapaTroB AJs
ONMCAHUS CUCTEM.

OCHOBHOE NPEUMYIIECTBO UCIOIb30BaHUS (POPMAIBHON MOJIENH 3aKII0YaeTCs
B BO3MOJKHOCTM HCCJIEIOBAHHUS C €€ IOMOUIbI0 OCOOEHHOCTEH MOJAEIHPYEMOM
cuctembl. OCHOBBIBas (JOpMaIbHBIA METOM pa3padOTKH HA MaTEMAaTUYECKOW MOJENN
U 3aTeM HCCIeNys MOJEIb, MOYKHO BBIIBUTh TAKUE TI'PAaHU IOBEACHUS CHCTEMBI,
KOTOPbIE B IPOTUBHOM CJTy4ae He ObLIM Obl OUEBHJIHBI 10 00JI€€ O3AHUX CTAIUM.

Tax kak 1eneBbIM 00bEKTOM IIPOEKTHPOBaHUs sABisAeTCS AC, TO MOJENb MOXKET
onuceiBaTh Ju00 camy AC, nubo ee mnOBeneHUE, T€. BHELIHUE IPOSBJICHUS
¢bynkunonupoanuss AC. Moaens, onuckiBaromas nosenenne AC no cpaBHEHHIO ¢
mozenbto AC, oOnamaer OJHUM BaXXHbIM IPEUMYIIECTBOM-OHA MOXKET OBITh
IIPOBEpEHAa M OLEHEHA KaK MCHOJHUTENSIMUA, TAaK M 3aKa3YMKaMH, ITOCKOJIbKY
3aKa34MKU HE 3HAIOT, KaK J0oJDKHA padoraTth AC, HO 3aTO OHM IPENCTaBIAIOT, YTO
OHa JIOJDKHA JAenaTh. B pesynbrare Takoro MoAenupoBaiius MOKET ObITh MPOBEpEHa
KOPPEKTHOCTh CHeU(UKAIINl OTHOCUTEIBHO UCXOAHOM MOCTAHOBKM 3a]1a4H, T.€. 3.
Kpome Toro, Kpurepuu NpaBUIBHOCTH CYUTAIOTCS JOCTATOYHBIMU IIPHU YCIOBUH, YTO
cnequuUKanusl TPEICTaBIACT COOONM MCYEPIBIBAIOIIEE ONUCAHUE BHEIIHEro"
NnoBeAeHUsI 00BEKTA MPU BCEX BO3ZMOXKHBIX (MJIM 3aIJIAHMPOBAHHBIX) CUTYALUSIX €ro
UCITOJIb30BaHUS.

Kak 6bu10 0oT™MEUeHo Bhilie, npu pazpadbotke AC, 0COOCHHO €e KOMIIOHEHTOB,
OPEICTaBISIIOIIMX CUCTEMY 3allluThl HMH(OpManmu, Uil OOecreueHus: BBICOKHX
rapaHTUd OTCYTCTBHSI HEMCIPABHOCTEN M MOCIEAYIOIIETO J0KA3aTEIbCTBA TOTO, YTO
cucteMa (QyHKIMOHUPYET coriacHo TpeOoBaHUsM T3, HUCHOIB3YIOTCS (OpMabHbIE
MOJIXO/IBbI K €€ MMPOEKTUPOBAHMIO.

dopManbHOE TMPOEKTUPOBAHUE AJITOPUTMOB Oa3zupyercs, B OCHOBHOM, Ha
A3BIKAX AITOPUTMUYECKUX JIOTHK, KOTOPBIE BKIIFOUAIOT BHICKA3bIBAHUE BH/IA

Q{SIR.

YUTAIOIIEeeCs CICIYIOMMNM 00pa3oM: "ecii 0 UCIIOJTHEHUs onepaTopa S ObLIO
BBITIOJIHEHO ycnoBue Q, To mocie Hero Oyzer R". 3meck Q HaspiBaeTcsl mpemy-

cioBueM, a R-mocrtycioBueM. OTH S3bIKM ObUIM  M300pETEHBI MPaKTUYECKU
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onHoBpemenHo P. V. ®noitnom (1967 1.), C. A. P. Xoapom (1969 r.) u yueHbIMH
MOJbCKOU Jiorndeckor mkoiibl (A. CaneBunkuii u np.. 1970 r.). Kak npenycnoBue,
TaK U MOCTYCJIOBUE SABJIAIOTCS IIPEeIUKATAMHU.

PaccMoTpenue nporpamm B KauecTBE HEKOETO "Mpeodpa3oBartess IpeIuKaToB"
MO3BOJISIET TMPSIMO  ONPENETUTh CBSI3b MEXKAY HAYadbHBIMH W KOHEYHBIMH
COCTOSIHUAMM 0€3 KaKUX-JIMOO CCHUJIOK Ha MPOMEXKYTOUHBIE COCTOSHHS, KOTOPBIC
MOTYT BO3HUKHYTh BO BPEMS BBITTOJTHEHUS TIPOTPAMMBI.

[IpeumyiiecTBO MpeACTaBICHUS alropurMa B BUIE IpeoOpa3zoBaTess
MPEAUKATOB COCTOUT B TOM, YTO OHO JIa€T BO3MOKHOCTb:

. aHATM3UPOBATh AMTOPUTMBI KaK MAaTEMAaTHUECKIE OOBEKTHI;

. JaTh dbopmanbHOE onHrcaHue aJIrOpUTMa, MO3BOJISAIOIIEE
WHTEIJICKTYaTbHO OXBATUTH ATOPUTM;

. CUHTE3UPOBAThH ATOPUTMBI IO MPECTABICHHBIM CIIEIU(PUKALIUM;

. mpoBecTH (QopMaabHOE BEpUPHUIIUPOBAHHE ANTOPUTMA, T.€. JOKA3aTh
KOPPEKTHOCTH €TO pealli3allli.

Meronosnorusi dhopMaibHOW pa3pabOTKH M JOKa3aTelIbCcTBa KOPPEKTHOCTHU
AJITOPUTMOB B HACTOSIIIEE BPeMsl XOpOIIO pa3paboTaHa M W3II0KEHA B LIETIOM PSJIe
paboT. Bkpartiie cyTh 3TUX METOJIOB CBOJIUTCS K CIECIYIOIIEMY:

. pa3paboTka anropuTMa MPOBOJUTCS METOJIOM IOCJIEI0BATEIHLHON
JIEKOMIIO3UIINH, ¢ pa30MBKOM 0OIIeH 3a1aun, periaeMon aaropuTMoM, Ha psij OoJiee
MEJIKUX T10]13a/1a4;

. KpUTEpPHUEM JIeTaTN3allUU T10/13a/1a4 SIBJISIETCS BO3MOXKHOCTh X peayin3a-
MU C TIOMOIILIO0 OAHOW KOHCTPYKITMY BETBIICHUSI WJTH ITUKIIA;

. paszOueHue o01Iei 3aa4M Ha TI0/[3a/1a4H MIPeayCMaTpUBaeT PopMyIUpo-
BaHWE TIPel- W TOCTYCJIOBUW IS KaKIOW MOA33Jaydl C IEJIbI0 WX KOPPEKTHOTO
MPOCKTUPOBAHUSI M TATTHHEHTIICH BEpUPUKAIIIH.

JIist  mokaszaTenbcTBa KOPPEKTHOCTH anropuTMma (Bepudukanus) Gopmy-
aupyercss Marematuueckas TeopemMa Q{S}R, koTopas 3aremM JI0Ka3bIBaeTCA.
JlokazaTrenbCTBO TEOPEMBI O KOPPEKTHOCTH MPHUHATO pa30mBaTh Ha ABe yactu. OqHa

JaCTb CIYXKUT OJIA AO0Ka3aTCJIbCTBA TOTO, YTO paCCManHBaeMBIﬁ aAJIropuTMm BOO6H_I€
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MOKET 3aBEepUINTh PabOTy (MPOBOAUTCS aHAIMU3 BCEX IUKIOB). B mpyroil yactu
JIOKA3bIBACTCSI KOPPEKTHOCTh TIOCTYCJIOBHSI B MPEANOJ0XKEHUU, YTO alIrOpPUTM

3aBepiaer padoTy.

MeToaoJ10rusi 00Cjae0BAHUS U NMPOCKTHUPOBAHUA CUCTEM 3alIUTHI IIPH

OpraHu3anuu MHPOPMAIUOHHON 0e30MACHOCTH

1 Teopernueckas wHPOpManysl (TE3UCHOE HM3JIOKCHHE MaTepuaia MPUMEPHO
Ha 20 cTpaHuI)

TpeGoBaHUsT HOPMATUBHBIX TOKYMEHTOB K CpPEJCTBAM 3allUTHI WH(OpMAIUH,
MPOBEICHUE 00CIICIOBAHUS U UCTIBITAHUI CPEJICTB 3aIUThl HHPOPMAIIUH.

2 IlpakTH4eckuii NOpPUMEP HCIOJIb30BAaHUAA TEOPETHUYECKOTO MaTepuaia
(mpUMepHO Ha 5 CTpaHMUIT)

3 DnekTtponHble  chaiael B MicrosoftOfficePowerPoint2003 1o
TEOPETHUECKOMY MaTepHaly B BUJE PUCYHKOB

4 T'noccapuit o TeOpEeTHUECKOMY MaTepHuaty (IpUMEPHO Ha 5 CTpaHMUI)

5 CMcoK UCHOJIb3YEMbIX HH(POPMALIMOHHBIX HCTOYHUKOB

Ynpasienue npoueccamu pyHKIMOHMPOBAHUS CHCTEM 3aIUUTHI IPH
opraHu3anuu MHPOPMAIMOHHON 0e30MaCHOCTH

1 Teoperuueckast uH(opMmalys (TE3UCHOE M3JI0KEHHE MaTepuaja MPUMEPHO
Ha 20 cTpaHuI)

Omnpenenenue mnporecca, GyHKUUA CHUCTEMbI 3alIUThl, aJMUHUCTPUPOBAHHE
CUCTEMBI 3aIlHUTHI.

2 IlpakTHyeckWii TpUMEpP HCIOJIb30BaHUA TEOPETHUECKOTO MaTepuaia
(mpuMepHO Ha 5 CTpaHMII)

3 Dmnextponnbie  crnaigel B MicrosoftOfficePowerPoint2003  mo
TEOPETUYECKOMY MaTepHally B BUIE PUCYHKOB

4 T'moccapuil o TEOPETUUECKOMY MaTepuaily (IPUMEPHO Ha 5 CTpaHUL)

5 CmMcoK UCOJIb3yEeMbIX HH(POPMAIIMOHHBIX HCTOYHUKOB
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IlepeyeHb NpUMEPHOI TEMATHKH MPAKTHYECKUX PadoT Mo
TEOPEeTUYECKOMY MAaTEPHAJLy
1. Buapl Mozenein 0€301acHOCTH. Monens JTUCKPELIMOHHOTO

pa3rpaHUYEHUs JOCTyNa

2. Buasl Mopneneit 6e3onmacHoctd. Mopenb MaHIATHOTO pa3rpaHUYEHUS
JIOCTyTIIA.
3. Buner MoJieJIEN 0€30I1aCHOCTH. Monens 0e30macHOCTH

I/IH(I)OpMaHHOHHI)IX IIOTOKOB.

4, Buner Mopenelr Oe3omacHOCTH. Mojellb  pOJICBOTO  pa3rpaHUUYCHUS
J0CTyTIa

5. [Monutuka 6e3omacuoct. Moneis bemna-Jlallagyna u Low-Water-Mark

6. [TonuTuka 6e3onacuoctu. Moaens BBA

7. [Ipumepbl  mpakTHUecKoW  peanu3anuu. [IporpamMmMHo-ammapatHas

peanu3anus CHUCTEMbl 0€30MacHOCTH KOMITbIOTEpHOM wuH(popManuu. SecretNet,
SecretDisk.

8. [IpuMepbl TpakTHUYECKOM peanu3anuu. ATNapaTtHas pealn3alus
CUCTEMBI 0€30MacHOCTH KoMIbloTepHOM nHpopmaru. Kinroun HASP.

9. [Ipumepbr npakThueckon peanuszauuu. I[IporpamMmmuas peanuzanms
CUCTEMBI 0€30MaCHOCTH KOMITbIOTEpHOU HHGOpManu. AHTUBUpPYCHAs 3allluTa,
yCTaHOBKa U HacTpoiika makera Shadow Defender. Pesuzop XP.

10. VYmpamnenue mnonws3oBarensiMu u npaBamu B OC Windows 2000,
Windows XP

11. TloctpoeHue mapoJIbHBIX CcHUCTeM. ['eHeparopel maposiei. OrneHka
CTOMKOCTH MAapOJIbHOW 3aIlHUTHI.

12. TloctpoeHue mapOJIbHBIX CHUCTEM. 3alllUTa JOKYMEHTOB B Microsoft
Office. 3ammuTa apXHUBOB.

13. Meronbt Kpunrorpaduueckon 3aIIUTBHI. [TpuHIMTIBI
Kpuntorpadpuueckoil 3amuThl uHGOpMaNUU. TpaAWIIMOHHBIE CUMMETPUYHBIC
KPUIITOCUCTEMBI.

14.  Meroabl kpunrorpadhuyecKon 3auThl. DIEMEHTbl KPUIITOAHAIHU3A.
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15. Metoapl kpuntorpaduueckodt 3ammThl. OCOOCHHOCTH peau3aluu
CUCTEM C HECUMMETPUYHBIMU KJIIOYaMH, HECHUMMETPUUYHBIC KPUIITOCHCTEMBI
M PpoBaHUs, HECUMMETPUYHBIC aJlTOPUTMEI.

16. Mogenb MOIUTUKA KOHTPOJS IEIOCTHOCTH. DYHKIWSA XEHNTUPOBAHWS,
SHIT.

Kon 5 (oma.d.11 pn2009 OpranuzanmonHoe odecreueHue

HHpoOpMALMOHHOM 0€3011aCHOCTH)

AHAJIN3 U OlleHKA YIPo3 HHPOPMAIMOHHOM 0€30MacHOCTH 00bEKTA

1 Teopernueckas uHpopmanus (TE3UCHOE M3JOKEHHE Marepuana NPUMEPHO
Ha 20 cTpaHuI)

OneHka BO3MOYKHOCTEN TEXHUYECKUX Pa3BENOK U JIPYTUX HCTOYHUKOB YIpO3
Oe3omacHoCcTH KOH(pUAeHIHaIbHON HHpopMmanmu. Puck-Menemxkment. Metozbl
OLIEHKM  YSA3BUMOCTM  MHpopManuud.  Meroabl  OLEHKH  JIOCTOBEPHOCTH
uH(pOpMaMOHHOW 0a3bl MOJENEe NPOrHO3UPOBAHMS 3HAYEHUM MOKa3aTesen
ysI3BUMOCTH MH(popMauuu. MeToasl oueHKH yuiepba oT peanusauuu yrpo3 Ub.
OMIUPUYECKUN TOAX0A K OIeHKe ys3BUMocTH wuHpopmanuu. [IpakTtuyeckas
peanuzaius MoJeu «Yrpo3a-3anmray. MeToasl onpeaeneHus: TpedoBanuii k 31

2 IlpakTuyeckwii TpuUMEp HCIOJIb30BAHUS TEOPETHUYECKOrO0 MaTepuana
(mpuMepHO Ha 5 CTpaHMUI)

3 DnekrtponHele  chmaiiael B MicrosoftOfficePowerPoint2003 1o
TEOPETHYECKOMY MaTepHUally B BUJE PUCYHKOB

4 T'noccapuii Mo TEOPETUUYECKOMY MaTepuainy (IpUMEPHO Ha 5 CTpaHMUI)

5 CnmMcoK UCTIONTb3yeMbIX HH(POPMAIIMOHHBIX HCTOYHHKOB

Moaenu KOHTPOJISA HEeJOCTHOCTH
PaccMotpuM  Momenn  0€30MacHOCTH, KOHTPOJHMPYIOIMIME  IEJIOCTHOCTD
uHpopmanuu. B wyactHocTH, Mozenu buba, wucnonb3yrommMecss s CHUHTE3a
MEXaHU3MOB KOHTPOJIA IIEJIOCTHOCTH HH(OPMALUKd B CUCTEME, a TaKXKe MOJEIb

Knapka — Bwuicona (KBM), kotopas sBisercs npuMepoM HehOpMalIbHOTO



28

BBIPKEHUS MOTUTUKU Oe3zomnacHocTH. [locneanss moaens copmyiupoBaHa B BHUJIE
HaOopa HepoOpMaldbHBIX TpPaBWI, W XOTS B JHUTEpAType OHA Ha3BaHA MOJIEIBIO
0e30MacHOCTH, €€ CKOpee MOXKHO Ha3BATh MOJIUTUKON KOHTPOJIS IIEJIOCTHOCTH.
Mooenv buoa

Ken buba B cepeauHe ceMUIECATHIX TOJIOB MPOLLIOr0 BeKa cjaejan JaBa
HaOmoaeHuss. OHM OBUTM TMOCIEOBATEIIbHO BHECEHbI B MOENIb OE€30MacHOCTH,
KOTOpasi ¢ TeX MOp Ha3bIBAECTCS MOJIENbIO 1IETOCTHOCTH buba (Miau mpocTo MOAETBIO
buba). B xoHTekcTe pa3zroBopa 0 MOJAENAX KOHTPOJS LEJIOCTHOCTH 3alUCh HaBepX
MOKET MPEACTABIATh yrpo3y B TOM CJyyae, €clid CYOBEKT C HU3KUM YpPOBHEM
0€30MacHOCTH MCKAKAaeT WM YHUYTOXAET JAaHHbIE B OOBEKTE, JIeKaleM Ha Ooliee
BbICOKOM ypoBHe. [loaToMy, ncxoas U3 3agad LEJIOCTHOCTH, MOYKHO NOTPeOOBAaTh,
yTOOBI Takas 3amuch ObuIa 3ampelleHa. Kpome Toro, MOXHO paccMaTpUBaTh YTCHHE
CHU3Y Kak IMOTOK WHpOpMalUM, UAYIIUH U3 OOBEKTa HUKHErOo YpPOBHA U
HapyIIAIOMUNA [EJOCTHOCTh CyObeKTa BBICOKOTO YypoBHS. I[loaTomMy BecbMa
BEPOSITHO, YTO U TAKOE YTEHHE HEOOXOIUMO 3aIIPETHUTD.

buba BbIpazmyi CBOIO MOJENb TaKUM Ke CIIOCOOOM, KakMM Oblia BBIpaKEHA
bJIM, 3a TemM HCKIIOYEHHUEM, YTO TMpPaABUIIA €r0 MOJECIU SIBISAIOTCS TMOJHOU
MPOTHUBOIONOKHOCTBIO MpaBuiaM BJIM. Bo3mokHbl Tpu Bapuanuu monenu buoa:
MaHJaTHasE MOJIETb IIEJIOCTHOCTH, MOJIENIb TIOHMKEHUSI YPOBHSI CYyObEeKTa U MOJECIb
NOHW)KEHHUS] ypoBHA o0ObekTa. dakTuuecku, oOWMKA TEepMUH «MoAelb bubay
UCHIOJIB3YeTCs 1151 0003HaueHus JIF000H WK Cpa3y BCeX TpeX MoJeeil.

Manoammnasn mooenv uenocmuocmu buba

Ee wacro HaspiBaroT mHBepcuer BJIM. OTO nOBONBHO TOYHOE HA3BAHME,
MOCKOJIbKY OCHOBHBIE€ MpaBWJIa 3TOM MOJENHM MPOCTO NEPEBOPAYMBAIOT IpaBUiia
BJIM. M&bI Oyzem ccbuiaThCs Ha 3T MpaBuja Kak «HeT uyTeHus cHu3y» (NRD) u «Het
samcu HaBepx» (NWU) um ompenennm ux B TepMUHAX CyOBEKTOB, OOBEKTOB U
HOBOTO THIIA YPOBHEH O€30MaCHOCTH — YPOBHEH IEJIOCTHOCTH, HaJl KOTOPHIMU MOYKET
OBITh BBEICHO OTHOLLIEHUE TPe00IaiaHusl.

[IpaBmio NRD manpaTHON Mojenu HeNOCTHOCTH buba ompenemsercs Kak

3ampeT cyObheKkTamM Ha uTeHue mHpopManuu u3 o0bekTa ¢ 0ojiee HU3KUM YPOBHEM
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nenoctHocTH. [IpaBmno NWU manaaTHOM Mojenu 1enocTHocTH buba onpenensercs
KaK 3amnpeT CyObheKTaM Ha 3armuch HHGOPMAIMH B 00BEKT ¢ 00JI1€€ BEICOKMM YPOBHEM
LETOCTHOCTH.

OnHuM U3 TPEUMYIIECTB 3TOM MOJENH SIBISETCA TO, YTO OHA YHAcJeaoBaia
MHOTHE BakHbIE Xapakrepuctuku bJIM, Bkiroyas ee mpoOCTOTY U MHTYHUTHUBHOCTD.
DTO 3HAYUT, YTO MPOEKTUPOBIIUKHU PEATBHBIX CUCTEM MOTYT JIETKO MOHSTH CYTh 3TUX
MpPaBWI U UCIOJIB30BaTh UX JJISI IPUHATHS PEUICHUN TIpU MpoekThupoBaHuu. Kpome
TOTO, TOCKOJIbKY MaHJaTHasi MOAeJb 1enocTHocTh buba, momooHo BJIM, ocHoBana
Ha IIPOCTOM UepapXuH, €€ JETKO 0ObSICHUTh U U300pa3UTh MOJIB30BATEINSIM CUCTEMBI.

C npyroi#t CTOpOHBI, MOJIETb MPEACTABISET COOON OUEBUAHOE MTPOTUBOPEUHE C
npaBuwiamMd NRU u NWD. D10 3HauuT, 4TO €ciii He0OXOAUMO MOCTPOUTH CUCTEMY,
KOTOpasi MPEIOTBPAIACT Yrpo3bl KAK CEKPETHOCTH, TaK M LEJIOCTHOCTH, TO
OJIHOBPEMEHHOE MCMOJIb30BaHue npaBmi mojeneit bJIM u buba MoxeT npuBectu K
CUTYalluH, B KOTOPOH YPOBHU OE€30MaCHOCTH U IEIOCTHOCTH OyAyT MCIOJIb30BAThHCS
IPOTHUBOIIOJIOKHBIMHU CIIOCOOaMU.

Paccmotpum  dopmanbHOoe ommcanue wmojenu buba. Jlns 3Toro omnuiiem
MPOCTHIE MAaTEMaTUYECKUE KOHCTPYKIIMU, KOTOPBHIE MOMOTYT ONHUCATh PA3JIUYHBIC
MpaBUJia, COCTABIISIIONIME MAaHIATHYIO MOJEIb 1IEI0CTHOCTH buoa.

HauynemM c¢ mnpencraBieHuss MHOXECTBA CYOBEKTOB U OOBEKTOB. YPOBHU
LEJIOCTHOCTU CYOBEKTa MM 00BbEKTa X 0003HAUAIOTCS KAaK YPOBEHb (X), U AJIs HUX
BBEJICHO OTHOIIIEHUE MpeoOnananus. Mcnons3ys 3t onpenenenus, chopMyaupyeM
npaBuwia NRD u NWU mangaTHo# Momenu mnenocTHocTd buba B TepMuHax OyieBoi
(GyHKUMU pa3pelInThb:

NRD: s S, 0 O: pa3pewmurs (s, 0, YTEHUE) YPOBEHB (0) > YPOBEHB ().

JlaHHBIN TUIT ONIpEACIICHUS MTPEyCMaTPUBACT YCIOBUSI, PU KOTOPBIX (PYHKIIUS
pa3peluTh TPUHUMAET 3HaUYC€HHE UCTUHHO. OnpeiesieHue yTBEPKIAET, YTO JJIS BCEX
OTIPEJICIICHHBIX CYyOBEKTOB U OOBEKTOB OIEpallvs YTCHUS pa3pelieHa TOJIbKO B TOM
cllydae, €CJu BBITIONHSETCS YyciaoBue mnpeoOnamanus. IlpaBuno NWU mpocto
MEePEeBOPAYMBACT HCIOJIL30BAHUE OTHONICHUS Mpeo0Iaanus, KakK TOKa3aHO B

CJICIYIOIIEM ONPEICIICHUH:
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Hpaxmuuecxoe 3anamue Ne3. OCHOBHBIE DTallbl IMOCTPOCHUA CHUCTCMbI
KOMILICKCHOM 3allIUThl BBIYHMCIMUTCIIBHBIX CHCTCM, aHAaJIU3 MOI[GJ'ICfI HapyImuruTCIIA,
YI'PO3bI HH(i)OpMaHI/IOHHO-HpOFpaMMHOMy 00CCIICYCHHIO BEIYUCIIMUTEIBHBIX CUCTEM U

uX KiaccupuKaius.

lleﬂb paﬂombt: O3HAKOMHUTBHCA C OCHOBHBIMH JTallaMU ITIOCTPOCHUA CHCTCMBI

KOMILICKCHOM 341U ThI BBIYNCIUTCIBbHBIX CUCTCM.

Cucrema 3amuThl HMH(pOpPMALMM JIOJDKHA CO3JaBaThCsl COBMECTHO C
CO3/1aBAEMOM KOMIIBIOTEPHOM CHUCTEMOM. IIpy MOCTpOEHUM CHCTEMBI 3aIUTHl MOTYT
MCIIOJIb30BaThCS CYLIECTBYIOIINE CPEACTBA 3allUThI, UM K€ OHU pa3padaThIBalOTCS
crnenuanbHO A KoHKpeTHo AC. B 3aBUCMMOCTH OT 0COOEHHOCTEH KOMIBIOTEPHOM
CUCTEMBI, YCIIOBHH €€ HKCIUTyaTallui U TpeOOBaHUM K 3aIiuTe HH(OPMALIUU MTPOLIECC
cosganuss KC3M moxer He colepkaTb OTHENBHBIX 3TAlOB, WU COJEPKAHUE HX
MOKET HECKOJbKO OTJIMYATHCS OT OOLIEHPHUHSTBIX HOPM IPH pa3padOTKe CIOKHBIX
anmnapaTHO-IIPOrpaMMHBIX cucteM. Ho 0OpIuHO pa3paboTka TaKuX CUCTEM BKIHOYAET

CJICAYOIIME STallbl:

. pa3paboTKa TEXHUIECKOTO 3a/1aHuS;
. ACKU3HOE MPOCKTUPOBAHUE;

. TEXHHYECKOE MPOCKTUPOBAHUE;

. pabouee MpPOeKTHPOBAHUE;

. MIPOU3BOJICTBO OMIBITHOTO 00pasiia.

OnHuM 13 0cHOBHBIX 3TanoB pa3padbotkun KC3U sBasercs stam pa3pabOTKu
TEXHUYECKOro 3ajaHus. MIMEHHO Ha 3TOM JTane pPEemarTCs IPAKTUYECKH BCE
crenuduyecKue 3a1a4uu, XapakTepHble UMEHHO s pazpadoTku KC3U.

[Tpormecc pa3paboOTKK CUCTEM, 3aKaHUYMBAIOIIUKUCS BBIPAOOTKONW TEXHHYECKOT0
3aJlaHUs, HA3bIBAIOT HAYYHO-MCCIIEIOBATEIBCKON pa3pabOTKON, a OCTAIBHYIO YacTh
paboThl 1O CO3JaHUI0 CIOKHOM CHCTEMbI Ha3bIBAIOT ONMBITHO-KOHCTPYKTOPCKOM
pa3padoTkoii. ONBITHO-KOHCTPYKTOpPCKasi pa3pabOTKa ammapaTHO-MPOrPAMMHBIX

CpeacTB BelléTCH C MNPUMCHCHHEM CHCTEM AaBTOMATHU3allUM TIIPOCKTHPOBAHUS,
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QITOPUTMbl MPOEKTUPOBAHUS XOPOIIO H3y4YeHbl U oTpadoTaHbl. [lorTOMy 0COOBINH
UHTEpPEC TPEJCTABIIET PACCMOTPEHHE MPOLECCAa HAYYHO-HUCCIEA0BATEIBCKOTO
MPOCKTUPOBAHUS.

Hay4Ho-ucciienoBareibckas pa3padorka KC3u

[lenpto 3TOro »sTama sBJISETCS pa3pabOTKa TEXHHYECKOro 3aJaHMsA HA
npoektupoBanne KC3U. Texnuueckoe 3ajlaHue COACPKUT OCHOBHBIE TEXHUUYECKHE
TpeboBanmsi K paspabareiBaemori KC3M, a Taxke COIrTacOBaHHBIC B3aUMHBIC
o0s13aTeNIbCTBA 3aKa3uMKa W UCIHOJHUTENS pa3paboTku. TexHudeckue TpeOOoBaHUS
ONPEIENSIOT 3HAYCHHS OCHOBHBIX TEXHUYECKHUX XapaKTEPHUCTHUK, BBIMIOJIHIEMbIC
GyHKIUHU, pEXKUMBI pa0OThI, B3aUMOICCTBHE C BHEITHUMU CUCTEMaMH U T. .

AmnmnapaTtHble CpPEACTBAa OICHUBAIOTCS CIEAYIOIIMMH XapaKTepUCTHUKAMMU:
OBICTPOJCHCTBHE, MPOU3BOAUTEIBLHOCTh, EMKOCTh 3allOMUHAIONIUX YCTPOMCTB,
pPa3psIAHOCTh, CTOMMOCTbH, XapaKTEpUCTHUKUW HaAE&KHOCTH W Ap. lIporpammubie
CpEeIICTBa XapaKTepU3yIOTCs TpeOyeMbIM 00BEMOM ONIEPATUBHOM M BHELTHEH MaMSITH,
CUCTEMOW MpOrpaMMHUpPOBaHMs, B KOTOpOM pa3pabOTaHbl d3TU  CPEJICTBA,
coBMecTUMOCTBI0 ¢ OC W JpyruMu NOpOTrpaMMHBIMH CPEACTBAMH, BPEMEHEM
BBITIOJTHEHH S, CTOUMOCTBIO U T. JI.

[TonyueHnne 3HaYE€HUM PTUX XAPAKTEPUCTUK, a TAKKE COCTaBa BBITIOITHSIEMBIX
GyHKIMNA ¥ PEeKUMOB pabOTHl CPENICTB 3aIUTHI, MOPSJIKA WX HCIOIB30BAHUS U
B3aMMO/ICHCTBUS C BHEIIHUMHU CUCTEMaMU COCTABJISIFOT OCHOBHOE COJIep KaHue dTarna
HAy4YHO-UCCIIEIOBATEIbCKON pa3paboTku. JIJis mpoBeACHUS MCCIEIOBAHUM Ha HTOM
JTalle 3aKa3YUMK MOXKET MPUBJIEKATh UCHOJHUTENS WIM HAyYHO-HCCIEI0BATEIbCKOE
YUPEKJICHHE, TMOO0 OPraHu3yeT COBMECTHYIO UX paboTy.

Hayuno-uccnenoBarensckas pa3paboTka HAuMHAETCS C aHaIW3a yrpo3
OoezomacHoctu  uHOpManuMM, aHanu3za  3ammimaemMo  AC M aHanmu3a
KOH(HUICHIINATEHOCTH ¥ BaxkHOCTU MH(MOopMmaruu B AC.

CHauana TPOW3BOAUTCS aHAIW3 KOH(PHUACHIMAILHOCTH W BaXXHOCTH
uH(popmanuu, KoTopas JoJKHA o0padaThiBaThCs, XpaHUThHCS U nepenaBaThesi B AC.
Ha ocHoBe anamm3a nenaercs BBIBOJ O IieiecoodbpasHocTu co3manus KC3U. Ecnm

uH(popMaIus He ABISIeTCS KOH(UIESHIIMAIBHON U JIETKO MOXKET ObITh BOCCTAHOBJICHA,
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to co3xaBath C3U Her HeoOxoquMmocTu. He umeer cmeiciia takxke co3nasath KC3U B
AC, eciu motepsl LEJIOCTHOCTH M KOH(UIEHIIMAIBHOCTH WH(GOpPMAIlMU CBsI3aHA C
HE3HAUYUTEILHBIMU TTOTEPSIMH.

B »sTux ciydasx Jg0CTaTOYHO UCIOIB30BaTh MITatHbie cpenctBa AC w,
BO3MOYKHO, CTPAXOBAaHKE OT yTPaThl HHPOPMAIIUH.

[Ipn ananmuze wuHGOpPMAIUM ONPEACISIOTCS TMOTOKHM KOH(MHUICHIIUATLHON
nHdopmaruu, snemMeHTsl AC, B KOTOPBIX OHa 0O0pabaThiBacTCs U XpaHUTCsA. Ha aTom
ATalle paccMaTPHUBAIOTCS TaKXKe BOIPOCHI pasrpaHUUYCHHUs JOCTyna K HH(popMauu
OTACIBHBIX TMoJib30BaTened u menbix cerMeHToB AC. Ha ocHoBe aHanmsa
uHpopMaluu ompenensaoTcs TpeOoBaHMS K €€ 3alluIIEHHOCTU. TpebdoBaHUs
3a/lal0Tcsl MYTEM TMPUCBOEHUSI ompenenéHHoro rpuda KOHOUIESHIUATLHOCTH,
YCTAHOBJICHUSI TIPABWJI pa3rpaHUyEHuUs IOCTyTa.

Ouenp BaxkHasi ucxonHas unpopmanus s nocrpoenuss KC3U nonydaercs B
pe3ynbTare aHanuza 3amnmuiaemoit AC. Tak kak KC3U saBnserca noacucremoit AC,
TO B3aHUMOJIEHUCTBUE CUCTEMBI 3alIUThl ¢ AC MOYHO OINPENEIUTh KaK BHYTPEHHEE, a

B3aUMOJICHCTBUE C BHELIHEHW Cpeiol - KaK BHelIHee (puc. 1).

BHEWHAR Cpaga

—_—

+*
=

- ke —— AC .-

Puc. 1. Cxema B3anmoneiicteuss KC31U
BHyTpenHue ycnoBuS B3aMMOJEWUCTBUS OMNpenenstoTcss apxurtekrypon AC.

[Tpu noctpoennu KC3U yuurtsiBaroTcs:

. reorpaduueckoe nosnoxenune AC;

. tun AC (pactpenenéHHasi Uiy COCPeIOTOYEHHAs );

. cTpykTypbl AC (TexHUYECKas, IporpaMmMHasi, UHOOPMAITMOHHAS U T. 1.);
. MPOU3BOAUTEIIBHOCTh U HAAEKHOCTD 3JIeMEeHTOB AC;

. THUIBl UCTIOJIB3YEMbIX AIMAPATHBIX U MPOTPAMMHBIX CPEACTB U PEKUMBI

UX paboThl;
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. yrpo3bl 0e30macHOCTH MHGOPMALIMKM, KOTOPBIE MOPOXKIAIOTCS BHYTpPU
AC (0oTka3bl anmapaTHbIX U MPOTPAMMHBIX CPEACTB, AITOPUTMUYECKHAE OIIUOKH U T.
1.).

YYuTBIBaOTCS CIAEAYIOIINE BHEIIHUE YCIOBUSA:

. B3aMMOJIEUCTBHE C BHEIIHUMH CHCTEMaMU;

. Clly4ailHbIe U MpeAHAMEPEHHbBIE YTPO3BI.

AHanu3 yrpo3 0€30MacHOCTHU SABJISIETCS OJHUM U3 00S3aTENbHBIX YCIOBUI
noctpoenus KC3U. 1o pe3ynbprataM NpoBEeAEHHOTO aHAIM3a CTPOUTCS MOJIEIb YIPO3
oe3onacHoctu nHpopmaiuu B AC.

Mopgens  yrpo3  Oe3onmacHoctd  uHpopmammu B AC  comepkuT
CUCTEMATU3UPOBAHHBIE JIaHHBIE O CIYy4YalHBIX M MpPEJHAMEPEHHBIX YIrpo3ax
oe3onacHoctu uHpopmaiuu B koHKpetHoM AC. Cucremartuzanus JaHHBIX MOJETU
npeanoyiaracT HajlMyue CBEACHMM 000 BCEX BO3MOXKHBIX YIpO3ax, UX OINACHOCTH,
BPEMEHHBIX paMKaxX JEWCTBHS, BEPOATHOCTU peanu3anuu. Yacto MoAelb yrpo3
paccMaTpHUBAETCS KaK KOMIO3UIUS MOJENN 3JI0YMBIIIJIEHHUKA U MOJIENN CITy4alHbIX
yIpo3.

Mopenu npeAcTaBisitOTCs B BUAe Ta0aul, rpadoB Ui Ha BepOaIbHOM YpOBHE.
[Ipu nocTpoeHN MOJEH 310YMBIILIEHHUKA UCTIOIb3YIOTCA J1BA MOAXOAA!

1. MOJieJIb OPUEHTHPYETCS] TOJIBKO HA BBICOKOKBAIU()UIIMPOBAHHOTO
3JI0YMBIIIUIEHHUKA-TTPO(ecCroHana, OCHAIEHHOTO BCEM HEOOXOIMMBIM U UMEIOILIETO
JerajabHbIA JOCTYI Ha BCeX pyOexkax 3aluThl;

2. MOJeJdb  YYUTHIBa€T  KBAIM(UKALMIO  3JIOYMBIIUIEHHUKA,  €ro
OCHAILIEHHOCTH (BO3MOKHOCTH) U ouinanbHbii ctatyc B AC.

IlepBbIii MOAXOA NPOLIE PEATUIYETCS U MO3BOJSIET ONPENEIUTH BEPXHIOK
IpaHUIly IpeIHaMEPEHHBIX YyIpo3 0€30MaCHOCTH UH(POPMALIUH.

Bropoii moaxox orianuyaercss  TMOKOCTBIO M TO3BOJSET  YYUTHIBATH
ocooenHoctn AC B monHOW Mepe. ['pagamusi 3JIOYMBIITUICHHHUKOB TI0 HX
KBAIM(PUKALUU MOXET ObITh pa3nuuHod. Hampumep, MOXeT ObITh BBIIEICHO TpU
KJIacca 3JI0yMbIIUIEHHUKOB:

1. BBICOKOKBAJIM(DUIIMPOBAHHBIN 37I0YMBIILIEHHUK-TIPO(EeCcCHOHAaT;
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2. KBTM(PUIIUPOBAHHBIN 3JI0yMBIIUIEHHUK-HETPOPECCUOHAIT;

3. HEKBATU(UIIUPOBAHHBIN 3I0YMBIIIITICHHUK-HENPO(GECCHOHAT.

Knacc 3noyMmblliUIeHHMKA, €ro OCHAIIEHHOCTh W CTaTyc Ha OOBEeKTe
OTIPEAETSIOT BO3MOKHOCTH 3JI0YMBIINIJICHHUKA 0 HECAHKITMOHUPOBAHHOMY JOCTYITY
K pecypcam AC.

VYTpo3bl, CBA3aHHBIE C HETIPETHAMEPEHHBIMH IEUCTBUSIMU, XOPOILIO U3YYEHbI, U
Oonblas 4acTb UX MOXET ObITh (popmanusoBana. Crona cieayeT OTHECTH YrpO3bl
0e30MacHOCTH, KOTOPhIE CBSA3aHBI C KOHEUHON HAJEKHOCThIO TEXHUYECKUX CHUCTEM.
YTrpo3bl, TOpoKaaeMble CTUXHEH WM 4elloBekoM, (popmann3oBaTh cioxkHee. Ho ¢
JPYyroi CTOPOHBI, IO HUM HAKOIUIEH OOJIBIION 00BEM CTATUCTUUYECKUX AaHHBIX. Ha
OCHOBAHUM 3TUX JJAHHBIX MOYXHO ITPOrHO3UPOBATh MPOSIBICHUE YTPO3 3TOTO KJ1acca.

Mosens 3MOyMBIIIICHHUKA U MOJEINb CITyYallHbIX YIPO3 MO3BOJISIIOT MOJIYYUTh
IOJIHBIA CHEKTP Yrpo3 M HMX XapaKTEpPUCTUK. B COBOKYNMHOCTH C MCXOJHBIMU
JNaHHBIMHU, TIOJIyYEHHBIMH B pe3yJbpTaTe aHaiau3a HH(opmanuu, 0coOEHHOCTEN
apXUTEKTyphl mnpoektupyemoir AC, monenu yrpo3 0€30MacHOCTH HHOOpMaLUU
MO3BOJISIIOT MOJIYYUTh UCXOAHBIE AaHHbIE Il nocTpoeHus moaenu KC3U.

Knaccuduxanust yrpo3 undopmMaiiionHoi 0€301macHOCTH

¥Yrpo3bl MOKHO KJIacCUuPUIMPOBATH M0 HECKOJIbKUM KPUTEPHUAM:

. 1o aCIIeKTy uH)OpPMAITMOHHON 0€30macHOCTH (JIOCTYITHOCTD,
IEJIOCTHOCTh, KOH(UIEHIIMAIBHOCTh), MPOTUB KOTOPOTO YIPO3bl HANpPAaBIIEHBI B
NIEPBYIO OYEPED;

. [0 KOMIIOHEHTaM HH(POPMAIIMOHHBIX CUCTEM, Ha KOTOpbIE YTPO3bl
HalleJIeHbl (JaHHbIEe, TPOrPaMMBI, alapaTypa, NoJaepKuBatonias HHHPaCcTPyKTypa);

. no crnoco0y OCYIIeCTBICHUS (CIydalHbIe/TTpeTHAMEPECHHbBIE JTeHCTBUS
IPUPOTHOTO/TEXHOTEHHOTO XapaKTepa);

. [0 PACHOJIOKEHUIO HCTOYHUKA Yrpo3 (BHYTPH/BHE paccMaTpuBacMoOn
HC).

Heob6xomumocts knaccudpukauuu yrpod MUb AC o0ycioBieHa TeM, 4TO
apXUTEKTypa COBPEMEHHBIX CPEJICTB aBTOMATHU3UPOBAaHHOUM 00pab0oTKM MH(pOPMAIINH,

OpraHU3allMOHHOE, CTPYKTYpHOE U (QYHKUIHMOHAIBHOE MOCTPOEHUE MH(DOPMAIMOHHO-
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BBIYMCIIUTEIBHBIX CHUCTEM M CETEH, TEXHOJOIMH M YCJIOBUS aBTOMATU3UPOBAHHOMU
00paboTku MHGOPMAIMKA TAKUE, YTO HAKaITMBaeMas, XpaHuMas U oopadaTeiBacMast
uH(popMaIusl TOJIBEp)KEHA CIIyYallHbIM BIIUSHUSAM YpE3BbIYAWHO OOJBIIOIO YHUCIA
(dakTopoB, B CHIly 4Yero CTAaHOBHUTCS HEBO3MOXHBIM (HOpMaIn30BaTh 3agady
ONMCaHU ITOJHOTO MHOKECTBa yrpo3. Kak ciencrsue, i 3alIMINAEMON CHCTEMBI
ONPENEIIAOT HE MOJHBIN EPEUYEHb YTPO3, @ IEPEUECHB KJIACCOB YIPO3.

Kanaccupuxanus scex BO3MOXXHBIX yIpo3 HH(pOpMaALMOHHOI
0e3zonacHocT AC MOXeT ObITh TPOBEZICHA IO psily 0A30BBIX MPU3HAKOB.

1. ITo npupoae BO3HUKHOBEHUS.

1.1. EcrecTBeHHbBIE YrpO3bI-yTpO3bl, BbI3BaHHBIE Bo3jaeicTBUsIMU Ha AC u ee
KOMIIOHEHTbl OOBEKTUBHBIX (PU3MUECKHX MPOLECCOB WIM CTUXMUHBIX MPHUPOJIHBIX
SIBIICHUM, HE3aBUCSIIMNX OT YEJIOBEKA.

1.2. UckyccTBeHHBIE yrpo3bl- yrpo3bl HH(popMaimoHHou Oe3zonacHoct AC,
BBI3BAHHBIE JEATEIBHOCTBIO YEIOBEKA.

2. Ilo cTeneHu npeIHAMEPEHHOCTH NMPOSABJIEHMS.

2.1. Yrpo3sl cilydallHOTO JEMCTBUS W/WIIK YIpO3bl, BbI3BaHHBIC OIIMOKaMU WU
XaJaTHOCTBIO nepcoHana. Hanmpumep:

. MPOSIBJIICHHE OLIMOOK MPOTrpaMMHO-anmnaparHbix cpeacts AC;

. HEKOMIIETEHTHOE HCIIOJIb30BAHUE, HACTPOWKA WM HENPaBOMEPHOE
OTKJIFOYEHHUE CPEJICTB 3ALIUTHI IEPCOHATIOM CIYKObI 0€30M1aCHOCTH;

. HEYMBIILJIEHHBIE JEHCTBUS, MPUBOASIINE K YaCTUYHOMY WM MOJHOMY
OTKa3y CHCTEMBbl WJIM Pa3pyLIECHUIO alNapaTHbIX, IPOrPaMMHBIX, HHPOPMAIIMOHHBIX
pPECYpPCOB CHUCTEMbl (HEYyMBIIUJIEHHAsI MOpYya O0OpyAOBaHMS, yAaJlEHUE, WCKaKEHHE
¢daiinoB ¢ BakHOU MH(OpMAIMEH WK MPOTPpaMM, B TOM YHCIIE CUCTEMHBIX U T. I.);

. HEIMPaBOMEPHOE BKIIIOUEHHE OOOpPYAOBAHHS WU M3MEHEHUE PEKUMOB

pabOThI YCTPOMCTB M MPOTPAMM;

. HEYMBIIIJICHHAs IopYa HocuTesel nudopmannu;
. NepechUIKa JaHHBIX M0 OIIMOOYHOMY ajJipecy aboHeHTa (YCTpONCTBA);
. BBOJ] OIIMOOYHBIX JaHHbIX;

. HCYMBIIIJICHHOC ITOBPCKACHHUC KaHAJIOB CBA3H.
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2.2. YTpo3bl TpeAHAMEPEHHOro JeUCTBUSA(HAMpPUMEpP, YIPO3bl JACHCTBUIA
37I0YMBILUICHHUKA JIJIs1 XUIIeHUs] UHQOopManun).

3. [Io HenmocpeaCTBEHHOMY UCTOYHHUKY YIPO3.

3.1. Yrpo3bl, HEMOCPEACTBEHHBIM UCTOYHHUKOM KOTOPBIX SIBISETCS MPHUPOIHAS
cpena(cTuxuitHple OeCTBUS, MATHUTHBIE OYpH, PalMOaKTUBHOE U3ITyUYEHHUE U T.I1.).

3.2. YTpo3bl, HCTOYHUKOM KOTOPBIX SBJISIETCS YETIOBEK:

. BHEJIPEHUE AareHTOB B YHUCJIO [EPCOHANIA CHUCTEMBI (B TOM YHCIE,
BO3MOYKHO, U B aIMUHUCTPATUBHYIO I'PYIIITy, OTBEYAIOIIYIO 32 0€30MaCHOCTb);

. BepOOBKa (IMyTeM MOAKYIMA, IIaHTaXka U T.II.) IEpCOHAJa WU OTAEIbHbIX
M0JI30BATENEH, UMEIOIIMX ONPEIEICHHBIE TOJTHOMOYMS;

. yIpo3a HECAaHKIMOHUPOBAHHOIO KOIMUPOBAHUS CEKPETHBIX JAHHBIX
noabs3oBareneM AC;

. pasriainieHue, nepejaada uid yTpara aTpu0yToB pa3rpaHUdYeHUs JOCTyIa
(maponeit, kimrouel muUppPOBaHUSA, HICHTU(DUKAMOHHBIX KapTOUYE€K, IMPOIYCKOB U
T.IL.).

3.3. Yrpo3bl,  HENOCPEACTBEHHBIM  HCTOYHUKOM  KOTOPBIX  SIBJISIIOTCS
CaHKIIMOHUPOBAHHBIE MPOrPaMMHO-aNNapaTHBIE CPE/ICTBA:

. 3aIyCK T€XHOJOTHMYECKHX MPOrpaMM, CIIOCOOHBIX MPU HEKOMIIETEHTHOM
MOJIb30BAaHUU BBI3BIBATH IMOTEPI0 PaOOTOCIIOCOOHOCTH CUCTEMbI (3aBUCAHUSA) WU
3alMKJIMBAaHUSA) WIM HEOOpaTUMble M3MEHEHHS B cucTeme ((popMaTtupoBaHUE WU
pECTPYKTYpHU3aLMIO0 HOCUTENEH HHpOpMaLMY, yladeHUe JaHHbIX U T. I1.);

. BO3HUKHOBEHHUE OTKa3a B padOTe ONepariMOHHON CUCTEMBI.

3.4. Yrpo3bl,  HENOCPEACTBEHHBIM  HCTOYHUKOM  KOTOPBIX  SIBISIIOTCS
HECAHKIIMOHUPOBAHHBIE MPOTPAMMHO-ANNAPaTHBIE CPEICTBRA:

. HEJEeralbHOE BHEJIPEHUE W HCIOJIb30BAHUE HEYUYTEHHBIX MPOrpaMMm
(UrpoOBBIX, 00YYAIOUINX, TEXHOJOTUYECKUX U Jp., HE SBISIOUIMXCA HEOOXOIMMBIMU
JUIS. BBIMIOJTHEHHS HAPYIIUTEIEM CBOMX CIIY>KEOHBIX 00s13aHHOCTEN) € MOCIEIYIOIINM
HEOOOCHOBAaHHBIM  pAacXOJIOBAHUEM PECYpCOB (3arpy3ka mpoueccopa, 3axBar
ONEPATUBHOM MaMSITH U NAMSITH Ha BHEIIHUX HOCUTEIIAX);

. 3apaK€HUe KOMITbIOTEpa BUPYCaMu C I€CTPYKTUBHBIMU (DYHKIMSIMHU.
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4. 1o moJ107KeHNI0 MCTOYHUKA YIPO3.

4.1. Yrpo3bl, UCTOYHUK KOTOPBIX PACIOJIO)KEH BHE KOHTPOJIUPYEMOM 30HBI
TEppUTOPHUH (MMOMENIEHUS ), Ha KoTopoi Haxonutcs AC:

. nepexBaT IMOOOYHBIX JJIEKTPOMATrHUTHBIX, aKyCTHYCCKUX H JPYTHX
W3JIyYCHUN YCTPOMCTB WM JIMHUM CBSI3HM, & TAKXKE HABOJOK AKTHUBHBIX HM3Jy4CHUUN HA
BCIIOMOTATENIbHbIE TEXHUUYECKHE CpPENICTBA, HEMOCPEACTBEHHO HE YYacTBYIOUIUE B
o0OpaboTtke nHpopManuu (TeneGOHHBIC TUHUH, CETH MUTAHUS, OTOIUICHUS U T. 11.);

. nepexBaT JaHHbBIX, NEpelaBacMbIX M0 KaHaJlaM CBS3M, U UX aHAIHU3 C
1EJIbI0 BBISICHEHUSI POTOKOJIOB OOMEHA, MPABUII BXOXKJEHUS B CBSI3b U aBTOPHU3ALINU
MOJIH30BATENIsl M TOCJIECAYIOMMX TMOMNBITOK MX HWMHTAIMU JUIsi MPOHUKHOBEHUS B
CUCTEMY;

. JMCTAaHIIMOHHAS (DOTO- ¥ BUJCOCHEMKA.

4.2. YTpo3bl, HICTOYHUK KOTOPBIX PACIIONIONKEH B Mpe/esiax KOHTPOJIUPYEMO
30HBI TEppUTOPHUH (TIOMEIIIEHHUS ), HAa KOTopoit HaxoauTcst AC:

. XUIIEHWE MPOU3BOACTBEHHBIX  OTXOJIOB  (pacredarok, 3amucew,
CIIUCAHHBIX HOCHUTEJNIeH HH(OpMAIUH U T.I1.);

. OTKJIIOUCHHE WM BBIBOJI M3 CTPOS TMOJICUCTEM OOecreyYeHus
(YHKIIMOHUPOBAHUS BBIUUCIUTEIBHBIX CUCTEM (DJICKTPONUTAHUS, OXJIAXKICHUS U
BEHTWISALIUU, TUHUHN CBSI3H U T.11.);

. MPUMEHEHUE TIOICTYIITUBAIOIIUX YCTPOUCTB.

4.3. YTp0o3bl, ICTOYHUK KOTOPBIX UMEET AOCTYN K NepUPEPUINHBIM YCTPOUCTBA
AC(TepMunanam).

4.4. Yrpo3bl, ICTOYHUK KOTOPBIX pacnonoxeH B AC:

. MPOCKTUPOBAHUE APXUTEKTYPhl CHUCTEMBI W TEXHOJOTUH OO0pabOTKU
JIAaHHBIX, pa3paboTKa MPUKIATHBIX MPOTPaMM, KOTOPBIE MPEICTABISIIOT OMACHOCTH
JUTs1 pabOTOCTIOCOOHOCTH CUCTEMBI U 0€30TTaCHOCTH MH(POPMAIIHH;

. HEKOPPEKTHOE UCIO0JIb30BaHue pecypcoB AC.

5. I1o crenenu 3aBucUMOCTH OT akTUBHOCTH AC.

5.1. Yrpo3sl, KOTOpBIE MOTYT MPOSIBISATHCS HE3ABUCUMO OT akTUBHOCTU AC:

. BCKpBITHE MIU(PPOB KPUNTO3AMUTH HHHOPMALIHH;
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. XMUIIEHHEe Hocutened wuH@opMauuMd (MarHUTHBIX JIUCKOB, JIGHT,
MHUKPOCXEM MaMSTH, 3alIOMUHAIOIINX YCTPONCTB U KOMIIBIOTEPHBIX CUCTEM).

5.2. VYrpo3pl, KOTOpblE MOTYT TIPOSIBIAATBCS TOJBKO B  MPOLECCE
ABTOMATH3UPOBAHHON 0OOpaOOTKM JHaHHBIX (HAIPUMEP, YTPO3bl BBIONHEHUS U
pacnpoCcTpaHEHUsI IPOrPAMMHBIX BUPYCOB).

6. ITo crenenn Bo3aercTeusa HaA AC.

6.1. [laccuBHbIE Yrpo3bl, KOTOpPHIE MPU peaTH3alMid HUYETO HE MEHSIOT B
cTpykType u conepxkanun AC (yrpo3a KOMMpPOBaHUS CEKPETHBIX JIaHHBIX ).

6.2. AKTUBHBIE YTPO3bl, KOTOpPbIE MNpPHU BO3ACHCTBUU BHOCAT H3MEHEHUS B
CTPYKTYpy u conepxanue AC:

. BHEJIPEHHE anmapaTHBIX CIELBIOKEHUI, MPOrPaAMMHBIX '3akiIagok" u
"BupycoB" ("TposHCKuMX KOHEH" M '")Ky4dkoB"), T.e. TaKMX YYacTKOB IPOTPaMM,
KOTOpbIE HE HYXXHBI [IJI1 BBITIOJIHEHUSI 3asBJICHHBIX (YHKIUNA, HO TMO3BOJIAIOT
IIPEOJIOJIETh CUCTEMY 3AIUTHI, CKPBITHO W HE3aKOHHO OCYILIECTBUTH JOCTYIl K
CUCTEMHBIM pECypcaM C LEeJIbI0 PETUCTPALIMH U Nepefayl KpUTHYECKOW HHpopMauu
WM JIe30praHu3anvu QyHKIIMOHUPOBAHUS CUCTEMBI;

. NEUCTBUS MO  JAe30praHu3auud  (QYHKIHOHUPOBAHUS  CUCTEMBI
(M3MEHEHHE PEXUMOB pabOThl YCTPOMCTB WM MpOrpaMM, 3a0acTOBKa, CabOTax
MEepCcoHala, MOCTAHOBKA MOIIHBIX AKTHUBHBIX PaJUONOMEX Ha YacToTax paldoThI
YCTPOMCTB CUCTEMBI U T.I1.);

. yIrpo3a yMBIIUICHHOW MOU(pUKAIIIN THHOPMAIIIH.

7. ITo 3Tamam aocTyna noJjb3oBarteJsieii M nmporpamMm kK pecypcam AC.

7.1. Yrpo3bl, KOTOpbIE MOTYT NpPOSBIATHCS HA A3Tale JIOCTyNa K pecypcam
AC(nanpumep, yrpo3bl HECAaHKIIMOHUPOBAHHOTO Aoctyma B AC).

7.2. YTpo3bl, KOTOpbIE MOTYT MPOSIBIATHCSA TOCIE pPa3pelieHus] JOCTymla K
pecypcam AC(Hanpumep, yrpo3bl HECAHKIIMOHUPOBAHHOTO WJIM HEKOPPEKTHOIO
ucrnosbs3oBanus pecypcoB AC).

8. ITo cmoco0y noctyna k pecypcam AC.

8.1. Yrpo3sl, HampaBiieHHbIE HA UCIOJIb30BAaHUE MPSIMOTO CTaHJAAPTHOTO MyTH

noctyna kK pecypcam AC:
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. HE3aKOHHOE TOJyYEHHUE NapoJied U IPYTHX PEKBU3UTOB pPa3rpaHUUYCHUS
nocTyna (areHTypHbIM MYTEM, KCIOJIb3ys XaJlaTHOCTh MOJIb30BaTeNei, Moa00poM,
uMUTalMend uHTepdeiica CUCTEMbl W T.JI.) C MOCJIEAYIOUEeH MacKUPOBKOW TOJ
3aperucTpUpOBaHHOIO nojb3oBatens ("'Mackapan");

. HECAaHKIIMOHUPOBAHHOE MCIOJIb30BAHUE TEPMHUHAJIOB I0JIb30BATEIIEH,
UMEIOIINX YHUKAJIbHbIE (PU3NUYECKHE XapaKTEPUCTHKU, TaKue Kak HOMep paboyeit
CTaHIIUA B CETH, (PU3MYECKH aapec, ajpec B CHUCTEME CBSI3U, almapaTHbIN OJIOK
KOJIMPOBAHHUS U T.II.

8.2. Yrpo3bl, HamnpaBlIeHHbIE Ha HCIOJIb30BAHUE CKPBITOIO HECTAHJAPTHOTO
yTH Aoctymna kK pecypcam AC:

. BXOJl B CHUCTEMY B OOXOJ CpEACTB 3alUTHl (3arpy3ka MOCTOPOHHEH
ornepa HMOHHOW CUCTEMBI CO CMEHHBIX MAarHUTHBIX HOCUTENEH U T.I1.);

. yrpo3a HECaHKUMOHUPOBAHHOrO joctyna K pecypcam AC nyrem
MCITOJIB30BaHUS HEJJOKYMEHTUPOBAHHBIX Bo3MOkHOCTEN OC.

9.Ilo TekyumeMy MecCTy PpacnoJio:keHusi HHQpopManuu, XpaHUMOH u
oopadarnsiBaemoii B AC.

9.1. Yrpo3sl goctynma K WHQOpPMAIMM Ha BHENIHUX 3allOMHHAIOIIAX
yCTpOMCTBA(HAIIPUMEDP, YIpO3a HECAaHKIMOHWPOBAHHOTO KOMUPOBAHMS CEKPETHOM
UH(OPMAIUH C )KECTKOTO JIUCKA).

9.2. Yrpo3sl qoctyna Kk HHGOPMAIUH B ONIEPATUBHOMN MaMSITH:

. YTeHHE OCTATOYHON MH(GOPMAIIMH U3 OTIEPATUBHON NAMSATH;

. yreHue  uHboOpMalMu U3 o0jacTeil  ONepaTUBHOM  TMaMATH,
UCIIOJIB3YEMbIX OTNEPAIMOHHON CUCTEMOU (B TOM YMCIIE MOJCUCTEMOU 3alIUThI) WIH
JPYTUMH TOJB30BaTEISIMA, B ACHHXPOHHOM pEXKHUME, HCIOJIb3ysl HEI0CTATKU
MynbTH3aAa4HbIX AC ¥ CUCTEM NMPOTPAMMUPOBAHNS;

. yrpo3a JocTyna K CUCTEMHON 00J1acTH ONepaTUBHON MaMSITH CO CTOPOH
MPUKIIATHBIX TPOTPaMM.

9.3. Yrpo3sl nqoctyna Kk “HPopMaluu, HTUPKYJIUPYIOUIEH B IMHUIX CBSI3U:
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. HE3aKOHHOE MOKIIOYEHUE K JIMHUAM CBSI3U C 11eJIbI0 PabOThl BO BpeMs
nay3 B JICMCTBUSAX 3aKOHHOTO MOJB30BATENsl OT €r0 MMEHH C BBOAOM JIOKHBIX
COOONICHUH UM MOAM(UKALIMEH TepejaBaeMbIX COOOIICHUN;

. HE3aKOHHOE MOAKIIOYEHUE K JIUHUSAM CBS3HU C LIEJIBIO MPSIMOW MOJAMEHBI
3aKOHHOTO IOJIb30BATENsl MyTEM €ro (PM3MYECKOTO OTKIIOYEHHs IOCJE BXOJa B
CUCTEMY M YCIICIIHON ayTeHTU(UKAIIMK C TIOCIIEYIOIIMM BBOJIOM Ae3uH(pOopManuu 1
HaBSI3bIBAHUEM JIOKHBIX COOOLIECHUMH;

. nepexBaT BCEro MOTOKA JAHHBIX C IENbI0 JAJIbHEHINEro aHajau3a He B
peasbHOM MaciiTade BpeMEHHU.

9.4. Yrpo3sl mocTyma K wuHGOpMANuH, OTOOpakacMoWl Ha TEpMHHAIC WU
nevyataeMoil Ha mpuHTepe(HanpuMep, yrposa 3amMcu oToOpakaeMoil MH(opmanuu
Ha CKPBITYIO BUJEOKaMepy). BHe 3aBUCUMOCTH OT KOHKPETHBIX BHJIOB YIPO3 MIIM MX
po0JIEeMHO-OpUEHTHPOBaHHON Kkinaccupukanuu AC yaoBIETBOpPsSET MNOTPEOHOCTH
SKCIUTYaTUPYIOUIMX €€ JIML, €clu OOecrneuYuBaroTCs CIEAYIOIUE CBOWCTBA
UH(pOpMaAIUU CUCTEM €€ 00PabOTKH.

B kauecTBe OCHOBHOTO KpuTepHsi OyJeM HCIOJIb30BaTh MEPBBIM (IO acIEKTy
WB), npuBnekas npu He0OXOIUMOCTH OCTAJIbHBIE.

¥Yrpo3a 1ocTynHocT (0TKa3a ¢JIy:k0) BOSHUKAET BCIKUM pa3, Korga B
pe3ysbTare IpeIHAMEPEHHBIX NENUCTBUM, PEeANPUHUMAEMBIX IPYyTUM
MOJIb30BATEIEM WM 3JIOYMBIIUICHHUKOM, OJIOKHPYETCS JOCTYIl K HEKOTOPOMY
pecypcy BBIUMCIUTENbHOM cucTeMbl. PealbHO OOKMpOBaHHME MOXET OBITh
MOCTOSTHHBIM - 3alpaliuBaeMblii pecypc HUKOrJa He OyAeT MOIy4eH, UJIU OHO MOXKET
BBI3BIBATH TOJIBKO 3aJEPXKKY 3alpaliMBaeMoro pecypca, JOCTaTOYHO IOJTYHO IS

TOTO, YTOOBI OH CTaJl OECTIONIE3HBIM. B 3THX Cllydasix TOBOPSAT, YTO PECYpC UCUEPIIaH.

JloctynmHOCT HMHGOpMAIMK — CBOWCTBO CHUCTEMBI (Cpelbl, CpPEACTB |
TE€XHOJIOTUU 00paboTKM), B KOTOPOi HUPKYJIUPYET uHdopmarus,
XapakTepu3yroleecs CIIOCOOHOCTBIO o0ecreunBaTh CBOEBPEMEHHBII

OecrnpensaTCTBEHHBIM JIOCTYNl CYOBEKTOB K HMHTEpECylolled HuX HHpopManuu u

IFOTOBHOCTb COOTBCTCTBYIOHNIMX ABTOMATU3UPOBAHHBIX CJ'Iy>K6 K O6CJ'Iy>KI/IBaHI/IIO
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NOCTYyHAalIMX OT CYOBEKTOB 3allpoOCOB BCErja, KOrJa BO3HUKAET B OITOM
HEOOXOMUMOCTb.

CaMbIMHM 4acTBIMU M CaMbIMH ONACHBIMH (C TOYKU 3pEHHUs pa3Mepa yiiepoa)
SBIISIIOTCA HEMPEIHAMEPEHHbIE OINMOKM INTATHBIX IOJb30BATENeH, OIEepaTopOB,
CHUCTEMHBIX aJ]MUHUCTPATOPOB U APYTUX JIUII, oociyxuBaromux 1C.

WNHorga Takue OMMOKM U SABISAIOTCS COOCTBEHHO Yrpo3aMH (HENPaBUIBHO
BBEJ/ICHHBIC JIAHHBIC WJIM OIIMOKAa B MpPOrpaMMe, BbI3BaBLIAs Kpax CHCTEMBI), HHOT 1A
OHM  CO3JAI0T  YA3BUMBIE  MECTa, KOTOPBIMH  MOTYT  BOCIOJIb30BaThCs
370yMBILUIEHHUKH. [lo HekoTopbIM JaHHBIM, 10 65% mOTepp — CIEACTBHUE
HEIPEeTHAMEPEHHBIX OITUOOK.

[Toxapbl 1 HABOJHEHUSI HE IPUHOCST CTOJIBKO O€/1, CKOJIbKO 0€3rpaMOTHOCTb U
HEeOpe)kHOCT, B pabore. Camblii  paauKalbHbI  cnoco®  OOpbOBI ¢
HENpPEeJHAMEPEHHBIMM OLIMOKAaMU — MaKCHMajbHasi aBTOMAaTHU3alus U CTPOTHi
KOHTPOJIb.

Hpyrue yrpo3sl JOCTYNHOCTH Kiaccupuuupyem no komnoHeHtam WC, Ha

KOTOPLIC HAIICJICHBI YI'PO3bI:

. OTKa3 IOJIL30BaTEJICH;
. BHYTPEHHUI 0TKa3 HH()OPMAIIMOHHON CUCTEMBI;
. 0TKa3 Mo AepKUBAIOLIe HHPPACTPYKTYpHI.

OOBIYHO TPUMEHUTENBHO K MOJB30BATENSIM PACCMATPUBAIOTCS CIIEIYIOLINE

YTPO3BI:
. HEeXeJaHue padoTaTh ¢ MHOOPMAITMOHHON CUCTEMOM;
. HEBO3MOXKHOCTh  paboTaTh ¢ CHCTEMOM B CHJIy OTCYTCTBHUS

COOTBETCTBYIOIIEH IMOATOTOBKH (HEJOCTATOK KOMIBIOTEPHONM T'PaMOTHOCTH,
HEYMEHUE MHTEPIPETUPOBATH TUArHOCTUYECKHE COOOIIEHUs, HEyMEHUEe padboTaTh ¢
JNOKyMEHTAIEN);

. HEBO3MOKHOCTh paboTaTh ¢ CUCTEMOU B CHIIy OTCYTCTBHUSI TEXHUYECKON
NOAJIEP)KKU (HETMOJHOTA JOKYMEHTAIMH, HEJOCTATOK CIPAaBOYHOW MHGOpMAIMU U
T.IL.).

OCHOBHBIMH UCTOYHHKAMU BHYTPCHHHUX OTKA30B ABJIAIOTCH:
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. OTCTYIUIEHUE OT YCTaHOBJIEHHBIX MPAaBHJI KCILTyaTalllH;

. BBIXOJl CHUCTEMBl U3 IITAaTHOTO PEKUMA OJKCIUTyaTallil B CHITY
CIy4ailHBIX WJIM MpeIHaMEePeHHBIX ACUCTBUI MOIB30BaTENCH WM 00CTYKUBAIOIIETO
nepcoHana (IPEBBIIICHWE pAcYETHOTO YHCIAa 3alpOCOB, YpPE3MEpPHBIH 00BEM

oOpabaTeiBaeMOi HHPOPMAIUH U T.11.);

. omuOKH TpH (TIepe)KOHOUTYPUPOBAHUU CUCTEMBI;

. OTKa3bl IPOTPAMMHOTO H aIIapaTHOTO 00ECIICUCHUS;
. paspylieHue JaHHBIX;

. paspylieHIe WU TIOBPEXKICHUE almapaTyphl.

[lo oTHOWIEHWIO K  MOAJAEPKHUBAIOIIECH  HHPPACTPYKTYpE PEKOMEHIyEeTCs
paccMaTpuBaTh CIEAYIOMINE YTPO3bIL:

. HapylieHue paldoThl (CIydyalHO€ WM YMBIIUICHHOE) CHCTEM CBS3H,
AIIEKTPOIUTAHUS, BOJO- U/ WU TEIUIOCHAOKEHUS, KOHAUIIMOHUPOBAHUS;

. pa3pylIeHHE WM NOBPEXKICHNE TOMEIICHN;

. HEBO3MOKHOCTh MJIM HEXKeJIaHWe OOCIyKMBAIOLIEro NEepCcoHaja H/Win
M0JIb30BATEJICH BBIMOIHATH CBOM OOS3aHHOCTH (TpaKIaHCKHUE OECHOpSIIKH, aBapyUU
Ha TPAHCIOPTE, TEPPOPUCTUUECKUIN AKT UJIU €r0 yrpo3a, 3a0acTOBKA U T.I1.).

Becbma omacHbl Tak Ha3bIBaeMble "OOMKEHHBIE" COTPYIHUKH — HBIHEIIHUE U
ObIBIIME (OHM CTPEMSTCS HAHECTH BpEN OpraHu3alu-"oOWAYuKy', Hampumep:
UCIIOPTUTH 00OPYIOBAaHME;, BCTPOUTH JOTHYECKYID OOMOY, KOTOpas CO BpPEMEHEM
pa3pymuT NporpaMMbl W/WIIM JaHHbBIE; YAAIUTh AaHHbIe). HeoOxomumo ciaenuth 3a
TE€M, 4YTOOBI TIPU YBOJBHEHUU COTPYIHHMKA €ro TMpaBa JOCTyNa (JIOTHYECKOTO H
¢buznyeckoro) Kk ”HMOPMAIIMOHHBIM peCypcaM aHHYJIUPOBAJIHUCE.

OmnacHsl, pazyMeeTcs, CTUXUHHBIE 0€/ICTBUS W COOBITHSI, BOCTIPUHUMAEMbIE KaK
CTUXMIHBIE O€ICTBUS,— TMOXKapbl, HABOJHEHHUS, 3E€MJICTPSCEHUs, YyparaHbl, IO
CTaTUCTHKE, (Cpelu KOTOPBIX CaMbld OMACHBIM — TiepeOOl DICKTPOIUTAHMUS )
npuxonurcs 13% notepb, HaneceHHbIx C.

HekoTtopble mpuMepbl yrpo3 A10CTYIMHOCTH.

VYTpo3bl JOCTYMTHOCTH MOTYT BBITJISIZIETh TPYOO — KakK MOBPEKICHUE WU TaKe

paszpyuieHue o0opy10BaHus (B TOM YUCJIE HOCUTEJIEH TaHHBIX) U MOXKET BBI3BIBATHCS
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€CTECTBEHHbIMU TMpUYMHAMHU (4aimie Bcero — rpo3amu). OmacHsl NPOTEYKU
BOJONPOBO/JA W OTONUTEIBHOM CHCTEMBI, B CWIBHYIO JKapy, JIOMaroTCs
KOHJIUIITMOHEPHI, YCTAHOBJICHHBIE B CEPBEPHBIX 3ajlaX, HAOUTHIX JOPOTOCTOSIIUM
o0opyIOBaHUEM.

OO11en3BeCTHO, YTO TEPUOAMYECKA HEOOXOAUMO MPOU3BOJIUTH PE3EPBHOE
KONHMPOBAaHUE JaHHbIX. OJHAKO [axe €ClIM 3TO MPEAJIOKEHUE BBINOJIHAETCS,
pe3epBHBIC HOCUTENU OOBIYHO XpaHAT HEOpeKHO, HE oOecrmeumBas UX 3aIIUTy OT
BPETHOTO BO3JEHCTBHS OKPYKAKOLIEH CPEBI.

[lepeiinem Teneps K MPOTPaMMHBIM aTakam Ha JOCTYIHOCTb.

B kauectBe cpencTBa BBIBOAA CHCTEMBI U3 IITATHOIO PEXHUMAa SKCILUTyaTaluu
MOJKET HCIIOJIb30BATHCS arpeCCUBHOE MOTpeOIeHHE pecypcoB (OOBIUHO — TMOJIOCHI
MPOITYCKAHMS CETEH, BBIYMCIUTENBHBIX BO3MOXKHOCTEN MporeccopoB wim O3Y). Tlo
PacoOJIOKEHUI0 HCTOYHUKA Yrpo3bl Takoe MOTpeOJIeHne MoJApa3fensercs Ha
JokalibHOE U ynaneHHoe. Ilpu mpocuetax B KOH(UIypallMM CHUCTEMBI JIOKaJbHas
nporpaMma CHocoOHa MpPakTUYECKH MOHOIOJM3UPOBATH  MPOLECCOp  W/WIH
(bu3NYECKyIO NaMsTh, CBEJSl CKOPOCTh BBIIIOJIHEHUS APYTUX NPOTPAMM K HYIIIO.

[Ipocreiimnii mpuMep YAAJIEHHOIO TOTPEOJIEHHs] pecypcoB — aTaka,
nonyuuBinas HaumeHoBaHue "SYN-naBogHenue". OnHa mpeactaBisieT coOoi
MOMBITKY TepenoyHuTh Tabnuiy "monyoTkpsiThiXx" TCP-coenunenuii cepepa
(ycTaHOBJIEHUE COEAMHEHWI HAauMHAETCsl, HO HE 3aKaH4YMBAETCS), YTO MPUBOAMUT K
3aTPyIHEHHIO YCTAHOBJIEHHUE HOBBIX COEJAMHEHMI I0JIB30BATEIECH, TO €CTh CEPBEP
OJIoKUpyeTCS.

[lo orHomenuto k arake "Papa Smurf"' ys3BUMBI ceTH, BOCHPHUHHMAIOLIUE
piNg-makeThl C MIMPOKOBEINATENbHBIME aapecamu. OTBEThl HA TaKWE IMaKEThI
"chenaroT" MoJIoCcy MPOIMyCKaHuUsI.

VYaanenHoe mnoTpebieHHEe pPECypcoB B TIOCIEAHEE BpeMsi MpPOSBIAETCS B
0COOCHHO omacHOW (opMe — KaK CKOOPJAMHHPOBAHHBIE PpACIpE/ICIICHHbIE aTaKH,
KOI/Ia Ha CepBEp C MHOXKECTBAa Pa3HbIX aJpPECOB C MAKCHUMaJIbHOM CKOPOCTBHIO

HaIIPpaBJIAIOTCA BIIOJHC JICTAJIBHBIC 3aIlIPOChl HA COCAUMHCHHNC /M O6CJ'Iy>KI/IBaHI/Ie.
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JUist  BbIBEJEHUSI CHUCTEM M3 IITATHOIO pEeXUMa DJKCIUTyaTallid MOTYT
UCIIONIb30BAThCS YSA3BUMbBIE MECTa B BHJIE MPOTPAMMHBIX W allapaTHBIX OIIMOOK.
Hampumep, u3BectHass omuOka B mporeccope Pentium [ maer BO3MOXHOCTB
JIOKaJbHOMY  MOJB30BATENII0 IIyTEM  BBIIOJHEHHS  ONPEIEICHHOM  KOMaH/IbI
"MmoABECUTH" KOMIIBIOTEP, TAK YTO MOMOTaeT ToJbKO anmnapaTHelii RESET.

[Iporpamma  "Teardrop"  ymanenHo  "mojpemmBaer"  KOMITBIOTEPHI,
AKCIUTYaTUPYs OKOKY B cOOpke (pparMeHTHpOBaHHbIX |P-makeToB.

¥Yrpo3a HapyuieHusi eJOCTHOCTH BKJIIOYaeT B ce0si J11000€ YMBIIUIEHHOE
U3MEHEHHEe MH(POpMAllMK, XpaHAMIEHCS B  BBIUMCIUTEIBHOW CHUCTEME WIIU
NepeIaBaeMoi U3 OTHOM CHCTEMBI B JIPYTyIO, B TOM YHUCJE U HECAHKLIMOHUPOBAHHOE
U3MEHEHHE MHPOpMAlMU TMpU CIydyalHbIX OIIMOKaX MPOTrpaMMHOIO WU
annapatHoro obOecnedeHusi. CaHKIMOHUPOBAHHBIMU H3MEHEHUSIMU SIBISIIOTCA TE,
KOTOpBIE C/I€JIaHbl YITOJHOMOUYEHHBIMU JIMLIAaMU C 0OOCHOBAHHOM LIEJIBIO (HAIIpUMED,
NepUOANYECKas 3allJTaHUPOBAaHHAS KOPPEKLUS HEKOTOPOH 0a3bl JaHHbIX).

[emocTHOCTH MH(MOPMALIMK - CYIIECTBOBaHUE MUH(POPMAIIUU B HEUCKAKECHHOM
BUJI€ (HEM3MEHHOM IO OTHOIIEHUIO K HEKOTOPOMY (PUKCUPOBAHHOMY €€ COCTOSIHUIO).
OObIYHO CYOBEKTOB MHTEpecyeT oOecrnedueHre O00jee IIMPOKOro CBOMCTBA —
JIOCTOBEPHOCTH MH(POpPMALIUU, KOTOPOE CKIIAJIbIBAECTCA U3 aJ€KBATHOCTHU (TMIOJHOTHI U
TOYHOCTH) OTOOpaXEHUSI COCTOSHUS TMPEAMETHOW O0O0JIACTH M HEMOCPEICTBEHHO
LEJI0CTHOCTH UHPOPMALIHH, T.€. €€ HEUCKAXKEHHOCTH.

Ha BTOpoM mecTe mo pasmepam yuiepOa cTosST Kpaku U noasioru. 1lo nanHeiM
razetel USA Today, eme B 1992 rogy B pe3ynbTaTe MOJOOHBIX MPOTHUBOIPABHBIX
NEUCTBUA C UCIIOJIb30BAaHUEM IMEPCOHANBHBIX KOMIBIOTEPOB AMEPUKAHCKUM
opraHu3anusM ObLT HaHECeH o0Iui yiep0 B pasmepe 882 MUILTMOHOB M0JIIapoB. B
HalIU IHU yIIepO OT TaKoro poja JeHCTBUNA BHIPOC MHOTOKPATHO.

B GonpmMHCTBE cilyyaeB BUHOBHHKAMHU OKA3bIBAJIUCH IITATHBIE COTPYIHUKH
OpraHu3alMii, 3HAKOMbIE C PEXUMOM padOThl U MEpPaMH 3alIUTHI, YTO MMOATBEPKIAAET
OMACHOCTh BHYTPEHHUX VyTPO3, XOTSA UM YIENSAIOT MEHbIlIee BHHMaHHUE, YeM

BHCIITHUM.
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CymiecTByeT pa3inuiyue MexKy CTaTUYECKON M TUHAMUYECKOW LIEJIOCTHOCTBIO.
C uenpr0 HApyIIEHHs] CTaTHYECKOW LIETOCTHOCTH 3JI0YMBIIIJIEHHUK MOYET: BBECTH
HEBEPHBIC TAHHBIC; U3MECHHUTH TAHHBIE.

WNuorna wu3MEHSIOTCS COJEp)KaTelbHbIE JaHHbIE, WHOTJAa — CIy)XeOHas
uHpopMmarus. [TokazarenbHbIN caydail HapylIeHUs IETOCTHOCTA UMen MecTo B 1996
rogy. Cnyxamas Oracle (IUYHBIA CceKpeTapb BHUIE-TIPE3UJICHTA) MpEabsIBUIIA
CyZeOHBIN UCK, OOBUHSIS MPE3UACHTA KOPIOPAIIMN B HE3AKOHHOM YBOJIbHEHUU TTOCIIE
TOro, KaKk OHAa OTBEpIVIa €ro yXaXuBaHHs. B [10Kka3aTenbCTBO CBOEW MPaBOTHI
JKEHIMHA TpUBEJa 3JIEKTPOHHOE MUCHMO, SIKOOBI OTIPABIECHHOE €€ HavYalbHUKOM
npe3uneHty. ColepkaHue NHCbMa I HAac cedyac HE Ba)XXHO; BAXXKHO BpeMs
oTmpaBku. [leno B TOM, YTO BHIIE-TIPE3UACHT NPEAbSIBUI, B CBOIO ouepeiab, (aili ¢
pErucTpallMoOHHOM HH(OpManueld KOMIIAaHMM COTOBOM CBSI3W, U3 KOTOPOIO
SBCTBOBAJIO, YTO B YKa3aHHOE BpeMs OH pa3roBapuBaj MO0 MOOUIBHOMY TenedoHy,
HaXOJsCh BAAJIEKE OT CBOEro paboyero mecra. TakuMm oOpazoM, B CyJie COCTOSIOCH
npotuBoctosiHue "daitm npotuB  ¢aima". OueBHAHO, OAMH W3 HUX OBLI
danbcudunMpoBaH WIM U3MEHEH, TO €CTh Oblla HapylleHa ero MeJocTHOCTh. Cyn
pEelIWI, YTO MOJJAENIadd 3JIEKTPOHHOE MUCHhMO (CEeKpeTaplla 3Hajla Maposib BUIIE-
MPE3UEHTA, MOCKOJBKY € OBLJIO MOPYYEHO €r0 MEHSTh), U UCK ObLT OTBEPTHYT...

VYTpo30if LEIOCTHOCTH SABISETCS HE TOJBKO (hajabCU(PUKALUSA WU U3MEHEHUE
JNAaHHBIX, HO M OTKa3 OT COBEpPUIEHHBbIX JeWcTBui. Ecmm HeET cpencrts
o0ecreuuTh "HEOTKa3yeMOCTh'", KOMIIBIOTEPHBIE JAHHBIE HE MOTYT PacCMaTPUBATHCS
B Ka4€CTBE JI0Ka3aTeNIbCTBA.

[loTeHManbHO yA3BMMBI C TOYKM 3pEHUS HapyUIEHUs LETOCTHOCTUHE
TOJIBKOJIAHHBIE, HO UIPOrpaMMbl. BHEpEHNE PaCCMOTPEHHOTO BBILIE BPELOHOCHOTO
[1O — npumep M0106HOTO HAPYILICHHUS.

VYrpo3amMu IMHAMUYECKOW LIEJIOCTHOCTH SIBJISIOTCS HapyLIEHUE aTOMAapHOCTH
TpaH3aKLUH, MepeynopsaodeHue, Kpaxa, QyOnvpoBaHUE [aHHBIX WJIM BHECEHUE
JIOTIOJITHUTENIBHBIX COOOIIEHUM (CEeTeBhIX TakeToB M T.M.). COOTBETCTBYIOIIUE

I[CﬁCTBHH B CETEBOM CpCac HA3bIBAOTCA aKTHBHBIM ITPOCITYIIMBAHNCM.
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Yrpo3za HapymieHusi KOH(HMIEHUHMAIbHOCTH 3aKJIIOYAETCS B TOM, YTO
uH(OpMAaIUsl CTAaHOBUTCS HM3BECTHOW TOMY, KTO HE pacrojaraeT MOJTHOMOYHUSIMU
noctyna K Heil. MHorma, B CBA3U € yrpo3oil HapylieHHs KOH(MUIECHIUATHLHOCTH,
UCITIOJIb3YETCSl TEPMHUH "yTeuka'.

Kon¢uaenumuansHoCTh uHpopManuu—  CyOBEKTUBHO onpezensiemMas
(mpunuceIiBaeMasi) XapakTepucTUKa (CBOWMCTBO) HHGOpPMAIUM, YKa3blBarolias H
HEOOXOJMMOCTh BBEJCHUS OTPAHWYCHUN HA KPYT CYOBEKTOB, UMEIOIMIUX JOCTYH K
naHHoW wuHMOpManuK, W o0ecrneuynBacMasl CIIOCOOHOCTBIO CHCTEMBI (Cpelibl)
COXpaHATh YyKa3aHHYI0 HWHGOpMAIMI0O B TailHE OT CyOBEKTOB, HE HMEIOIINX
MOJTHOMOYHH J0cTyna K Hel. OOBEKTUBHBIC MPEAMOCHUIKHA MOT00HOTO OTpaHUYEHUS
JOCTYITHOCTH MH(pOPMAIUK JUIsI OJHUX CYOBEKTOB 3aKIIOYEHbI B HEOOXOIUMOCTH
3alIATBl WX 3aKOHHBIX HWHTEPECOB OT JPYTrUX CYOBEKTOB HH(POPMAIMOHHBIX
OTHOLIECHUM.

Kondunennuanbayro uHGOpMAIMIO MOKHO pa3/IeUTh Ha MPEAMETHYIO U
cinyxeOnyro. CiyxeOHast uHbopmalus (Hanmpumep, MapoJiM MOJb30BaTeIeh) He
OTHOCHUTCS K OTPEICIICHHON MPEeMETHOM 001acT, B MHOOPMAITMOHHON CUCTEME OHA
UTPAET TEXHUUYECKYIO POJIb, HO €€ PACKPBITHE OCOOEHHO OIACHO, MOCKOJBKY OHO
YpeBaTo MOJTyYEeHUEM HECAaHKITMOHMPOBAHHOTO JOCTYIA KO BCe MH(POPMAIINH, B TOM
YUCJIIE PEIMETHOM.

MHOTHM JTFOISIM TIPUXOIUTCS BBICTYIIATh B KAYE€CTBE TOJB30BaTENIeH HE OTHOM,
a uenoro psga cucteMm (MHGOPMAIIMOHHBIX cepBUCOB). Eciam st mocTymna K Takum
CUCTEMaM HCIIOIB3YIOTCSA MHOTOPA30BBIC IMAPOJIM WM HHAs KOH(MUIEHIIMATbHAs
uH(pOopMaIus, TO HaBEPHIKA 3TH JTaHHBIE OYyT XPAaHUTHCSA HE TOJILKO B TOJIOBE, HO U
B 3aMMCHOW KHIDKKE WJIM Ha JHCTKaX OyMarw, KOTOpbIE IOJIb30BATENh YacTO
ocTaBlsieT Ha pabodyeMm crToiie, a TO M MOMPOCTy Tepsier. M pemo 3mech HE B
HEOPraHU30BAHHOCTH JIFOJEH, @ B M3HAYAIIbHOW HENPUTOJHOCTU MAPOJIBHOU CXEMBI.
HeB03M0XHO MOMHUTH MHOTO Pa3HbIX MAPOJICH; PEKOMEHIANU 110 UX PEryJSIPHOU
CMEHE TOJIbKO YCYTyOJISIOT TIOJIOKCHHE, 3aCTaBjIsAs MPUMEHSATH HECJIOKHBIE CXCEMBI
YepenoBaHUsS WM CTapaThCsi CBECTH JEJ0 K JIBYM-TPEM JIETKO 3allOMHUHAEMBIM

apoJIsIM.
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OnucaHHpIl  KJacc YSI3BUMBIX MECT MOXHO Ha3BaThb pa3MELICHHUEM
KOH(UIACHIIMATBHBIX JaHHBIX B Cpesie, TAe UM He obecriedyeHa HeoOXoaumMast 3alluTa.
VYrpo3a ke COCTOUT B TOM, UTO KTO-TO HE OTKAXKETCS y3HATh CEKPETHI, KOTOPBIE CaMU
npocsitca B pyku. [lomumo maposeil, XpaHsSuuxcs B 3alUCHBIX KHIKKAX
MOJIB30BATENICH, B ATOT KJACC TMOMaJaeT mepenada KOH(PUIACHINAIBHBIX TaHHBIX B
OTKpBHITOM BHJE (B pa3roBope, B IMHCbME, IO CETHU), KOTOpas JesiaeT
BO3MOXXHBIM MEpPEXBaT JaHHbIX. [l araku MOTyT UCHOJB30BaThCS pPa3HbIC
TEXHUYECKUE cpeacTBa (MOJCIYIIMBAHUE WM MPOCIYIIMBAHHWE Pa3rOBOPOB,
MACCMBHOE TMPOCIYIIMBAaHUE CETH U T.N.), HO HWJAES OJHA — MOJY4YUTh JOCTYN K
JTAHHBIM B TOT MOMEHT, KOTJla OHU HAaUMEHEE 3aIUIIICHBI.

Yrpo3y nepexBaTa AaHHBIX CIEIYyET IPUHUMATh BO BHUMAHUE HE TOJIBKO MPHU
HayaabHOM KoHpurypupoanuu MC, HO U, 4TO 0YEHb BaKHO, IIPU BCEX U3MECHECHUSX.
Emie onun npuMep u3MeHEHHUs, O KOTOPOM 4acTo 3a0bIBAIOT, — XpaHEHUE JAHHBIX Ha
pEe3EpBHBIX HOCUTEISIX. /{7151 3aIIMThI TAHHBIX HA OCHOBHBIX HOCHUTEISIX IPUMEHSIIOTCS
Pa3BUTHIE CUCTEMbl YMNPABJICHUS JIOCTYIOM; KOMHHU K€ HEPEAKO MPOCTO JeKaT B
mKadax v MoJIy4uTh TOCTYI K HUM MOTYT MHOTHE.

[lepexBaT naHHBIX — OUEHb CE€pbE3HAs yIrpo3a, U €CiIu KOH(GUICHIIMATbHOCTh
JNEUCTBUTEIBHO SIBISICTCS KPUTHUYHOW, a JJAHHBIC TIEPEAaroTCsl 0 MHOTUM KaHajaM,
MX 3alldTa MOXET OKa3aTbCs BECbMA CJO0XHOM MU Joporocrosimen. TexHuueckue
Cpe/CTBa MepexBaTa XOpOoIIo MpopadoTaHbl, JOCTYIIHbBI, MPOCTHI B AKCILTyaTallld, a
YCTAaHOBUTh WX, HampUMep Ha KaOEIbHYIO CETh, MOXET KTO YrOJHO, TaK YTO ATy
YIpO3y HY’KHO IPUHUMATh BO BHUMAaHHUE MO OTHOILLIEHUIO HE TOJIBKO K BHEITHUM, HO U
K BHYTPEHHUM KOMMYHUKAITUSIM.

Kpaxku oOopynoBaHusi SBISIOTCS YIPO30H HE TOJBKO [JISI  PE3EPBHBIX
HOCUTEJIeH, HO W JJIi KOMITbIOTEPOB, OCOOEHHO MOPTATUBHBIX. YacTo HOYTOYKH
OCTaBJISIFOT 0€3 MPUCMOTpa Ha pabOTe WK B aBTOMOOWIIE, MHOTJ]A TIPOCTO TEPSIOT.

OnacHOl HETEeXHUYECKON YIrpo30d KOH(GUIEHIIMATHLHOCTH SIBIISIOTCS METOJIbI
MOPaJTbHO-TICUXOJIOTHYECKOTO BO3JCHCTBUS, TaKue KaKMacKapajl— BBITIOJTHEHUE

I[CﬁCTBHﬁ o4 BUAOM JikIa, 06naz:afomer0 MMOJIHOMOYMAMHU I JOCTYIIA K JAHHBIM
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K HempusATHBIM yrpo3aM, OT KOTOPBIX TpPYAHO 3allMINATBCSA, MOYKHO
OTHECTH 3J10ynoTpeOiIeHrne  MOJHOMOuMsAMH. Ha  MHOrHMX  THUMax  CHCTEM
OPUBWICTUPOBAHHBIA  MOJb30BATENb (HApUMEp CUCTEMHBIH aJMHHUCTPATOP)
CHOCOOEH MPOYUTATh JIF000H (He3amuppoBaHHbIN) (ailsl, MOTYIUTh JOCTYN K MOUTE
Jar060r0 moJik30BatTens U T.1. [Apyroi npumep — HaHeceHue yiiepba nmpu CepBUCHOM
oOciyxuBaHUM. OOBIYHO CEPBUCHBIN MHKEHEP MOJIy4aeT HEOTPaHUUEHHBIM JOCTYH K
O00OpYy/IOBAaHUI0O W HMMEET BO3MOXHOCTH JEHCTBOBATH B 00XOJ MPOrpaMMHBIX
3aIATHBIX MEXaHU3MOB.

TakoBBI OCHOBHBIE YTPO3bl, KOTOPbIE HAHOCAT HauOOJBIINN yIIepO CyOBbeKTaM
MH(OPMAIMOHHBIX OTHOIICHH.

Ha coBpemeHHOM »Tamne pa3BUTHS HHPOPMALMOHHBIX TEXHOJOTUH MOJ
CUCTEMBI WM (DYHKIMU 3aLIUTHI SBISIOTCS HEOTHEMJIEMOM YacThIO KOMILIEKCA I10
obOpaboTke mHpopmauuu. MHpopmanuss He npeacraBisercs "B 4UCTOM Buie'", Ha
OyTH K HEH MMeeTcs XOTs Obl Kakas-HUOYJb CHCTEMa 3alUThl, U IIO3TOMY YTOOBI
yIpOXKaTh, aTaKyloIlas CTOPOHA JOJDKHA MPEOAOJeTh 3Ty cucrteMy. OaHako He
CYLIECTBYET aOCOJIOTHO CTOMKOM CHCTEMBI 3allMThI, BOIPOC JHUIIb BO BPEMEHU U
CpeacTBax, TpeOyromuxcs Ha ee peoaoeHue. Icxos U3 TaHHBIX YCIOBUM, TPUMEM
CIEIYIOUIYI0 ~ MOJEJb: 3alUTa  HH(POPMALMOHHON  CHCTEMBbI  CYHTaeTcsl
NPEO0JICHHOM, eCJIH B XO/e ee MCCJICJOBAHUs OIpeeseHbl Bce YA3BHMOCTH
cucrteMbl. [loCKOJIbKY Mpeo0JIeHHE 3alUThl TaKKe MPEJCTaBISET cO0O0U yrposy,

I 3alIMIIICHHBIX CHCTCM 6yz[eM pacCMaTpuBaTh ¢€C quBeDTBIﬁ BU/I - YI'PO3y

packpbiTusi mapamerpoB AC, BkiIouarmiel B ceds cucremy 3amuTbl. C TOUKH
3peHUs] TPaKTUKHA JI000€ TPOBOAMMOE MEPONPHUSITHE TMPEIBaAPSETCS ATaroM
pa3BelKd, B XOJ€ KOTOPOTO OMpPENESIIOTCS OCHOBHBIE IapaMeTpbl CUCTEMBI, €€
XapaKTepUCTHKH, B pe3yJbTaTe 4dYero YTOYHSETCS TIOCTaBJICHHAs 3ajada W
BBIOHMPAIOTCS ONITUMAJIbHBIE TEXHUUECKUE CPECTBA.

Yrpo3y packpbITUsT MOXHO  paccMaTpuBaTh Kak  OIOCPEIOBaHHYIO.
[TocnencTBus ee peaqu3ali HE TPUYUHSIOT KaKOW-TMOO yiiepd oOpabaThiBaeMoit
uHboOpMallMyM, HO JAKOT BO3MOXHOCTH  pEalM30BaThbCsi  MEPBUYHBIM WU

HCTIOCPCACTBCHHLIM YI'PO3aM, IICPCUNCIICHHBIM BBIIIC.
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Ilpakmuueckoe 3anamue Ne4. Dtanbl 10CTyNa K pecypcam BbIYHCIUTEIbHOM
CUCTEMBI; HCIOJIb30BAHUE IPOCTOTO IMApOJIsl; HCIOJIb30BaHUE JTMHAMUYECKH
M3MEHSIOIIErocs MapoJjis; B3auMHas MPOBEpPKA MOMJIMHHOCTH W APYyrHe Clydau
OMO3HAHMS; CHOCOOBI pasrpaHUYEeHUs] JOCTyNa K KOMIIBIOTEPHBIM pECypcaM;

Pa3rpaHudICHUC OOCTYIIA 110 CIIMCKAaM.

ll éjib pa60m bl. O3HAKOMHUTBCA C OJTallaMHu  JOCTyIlla K  peCypCaM

BBIYMCIIMTCIbHON CUCTEMBI.

BBIYUCJ/IMTEJIBHASA CUCTEMA U EE PECYPCBI

BoruuncaurensHas cucrema (BC)- 3T0 B3auMocCBs3aHHas COBOKYITHOCTH
anmapaTHbIX CPEICTB BBIYMCIUTEIBLHON TEXHUKA M MPOrpPaMMHOrO oOecreueHus,
npeaHa3HadeHHas i1 00paboTKu uHbOpMaIUH.

Nuorga mox BC mOHMMAKOT COBOKYITHOCTH TEXHMYECKHUX CpeAcTB OBM, B
KOTOPYIO BXOJIUT HE MEHEE JIBYX IPOLIECCOPOB, CBA3AHHBIX OOIIHOCTHIO YIIPaBJICHUS
U WCIOJB30BaHUS OOIIECUCTEMHBIX PECypCoB (MaMsATh, nepudepuiiHbie yCTPOUCTRA,
porpaMMHOE 00eCreYeHHe U T.11.).

Pecypchbl BHIYMCIUTEILHON CUCTEMbI

K pecypcam BBIYMCIHMTENBHOH CHCTEMBI OTHOCAT TakKHe CpEACTBa
BBIUHCIIUTENILHON CUCTEMBI, KOTOPbIE MOTYT OBITh BBIJIEJIEHBI Mpoleccy 00paboTKu
JAHHBIX HA OMNpEJEJICHHbIM KBAaHT BpeMeHH. OcHOBHBIMH pecypcamu BC sBisitoTcs
IpoLIeCCOPbl, O0JACTH ONEPaTUBHOM MaMsITH, HAOOpbl JAHHBIX, NepUQepUilHbIC
YCTPOMCTBA, IPOTPAMMEL.

B 3aBucUMOCTH OT psijia MPU3HAKOB PA3IMYAIOT CJIEIYIOUIUE BHIYUCIUTEIbHbBIE
cuctremsl (BC):

e OJHONPOrpaMMHbIE W MHOIONPOrpaMMHBbIE (B 3aBUCHUMOCTH  OT
KOJIMYECTBA MPOrpaMM, OJJHOBPEMEHHO HaXOSLIUXCS B ONIEPATUBHON NaMSITH);

e HHAMBHMAYAJIBbHOI0 U KOJUICKTHBHOIO IO0JIb30BaHUA (B 3aBHCUMOCTH OT

YHCcila M0JIb30BaTENIEN, KOTOPbIE OJHOBPEMEHHO MOTYT MCIIO/Ib30BaTh pecypcsl BO);
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e ¢ NMAKETHOH 00padoTKOW M pa3jlejieHHEeM BpPeMeHM (B 3aBUCUMOCTH OT
OpraHu3aluy U 00pabOTKU 3aJlaHui);

e OJHONPOLIECCOPHbIE, MHOIONMPOLECCOPHbIE M MHOrOMAIIMHHBbIE (B
3aBUCUMOCTH OT YHCJIa IPOLIECCOPOB);

e COCpelOTOYEeHHbIE, pacrnpeaeeHHble (BiunucauTelbabie cetu) 1 BC ¢
TEJIEAOCTYNOM (B  3aBUCUMOCTH OT TEPPUTOPUAIBHOTO  PACIOJIOXKEHUS U
B3aUMO/ICHCTBUSI TEXHUUYECKUX CPEJICTB);

e paboTamomue WJIH He padoTaloiiHe B peKUMeE PeaibHOI0 BpeMeHH (B
3aBUCUMOCTH OT COOTHOIICHHS CKOpOCTEeH nocTyruieHus 3a1ad B BC u ux peuienus);

e YHHBepcajbHbIE, CrenuaJTu3upPoOBaHHbIE " npoodJIeMHO-

OPUECHTHPOBAHHLIC (B 3aBUCHUMOCTHU OT HaSHaLIeHI/IH).

PEXXUMbBI PABOTbBI BBIYNCJIMTEJIBHBIX CUCTEM

1. MyabTHIIpOrpaMMHUPOBaHHE

2. PexxuM peasibHOTO BpeMeHU

3. OgHONpPOrpaMMHBIN pexuM padoThl BHIYHCINTENbHOH cucTembl (BC)

4. MyJabTUNIPOrPAMMHBIN peKUM Pad0Thl BbIYMCIMTEIbHON CHCTEMbI
(BO)

5. Pe:xkum nmakeTHou 00padoTKu

6. Pe:kuM KOJJIEKTHBHOIO 10CTYyIIA

MyJabTHIIPOTPAMMMPOBAHME - 3TO PEKUM 00paOOTKU TaHHBIX, IPU KOTOPOM
pECYpPChl  BBIYHMCIUTEIBHON CHUCTEMBI NPENOCTABISIIOTCA KaXJIOMy IIpoLeccy U3
rpynnbl OpoueccoB 00pabOTKM JaHHBIX, Haxongmuxcs B BC, Ha uHTepBaibl
BPEMEHH, JUIUTEIBHOCTh U OYEPEAHOCTh IMPEAOCTABIECHUS KOTOPBIX ONpENeseTcs
YOPaBJISIONIEH MPOrpaMMoOil 3TOH CUCTEMBI ¢ IEIbI0 00eCIieYeHHs OJTHOBPEMEHHOM
paboOThl B MHTEPAKTUBHOM PEKUME.

Pe:xxuM peaibHOTO BpeMEHHU - PESKUM OOpabOTKH JaHHBIX, MPU KOTOPOM
oOecreynBaeTcs B3aMMOJICUCTBHE BBIYUCIUTEIBHOM CUCTEMBI C BHEIIHUMH IO
OTHOILLICHMIO K HEH IIPOLIECCAMU B TEMIIE, COU3MEPUMOM CO CKOPOCTBIO MPOTEKAHUS

ITHX MPOIIECCOB.
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OTOT pexuM O00pabOTKM JaHHBIX MIMPOKO HCIOJIB3YEeTCsl B CUCTEMAxX
yIpaBJICHHS ¥ HHPOPMAITMOHHO-TIONCKOBBIX CHCTEMaX.

AnmapaTtHeie cpenctBa OBM coBMECTHO ¢ MNpOrpaMMHBIM OOECIEYEHUEM
obpaszytor BC. B 3aBucumoctn ot kimacca 9BM u Buna onepainmonHoi cuctembl BC
MOTYT pab0TaTh B PSKUMaX OJHONPOrPAMMHOM H MYJIbTUIIPOTPAMMHOM.

B ognonporpammuom pe:xume pabotel B mamsatd OBM  Haxomutcs u
BBITIOJTHSETCSI TOJIBKO OJIHA mporpamM. Takoll pekuM OOBIYHO XapaKTepeH IS
MHUKpo-OBM u mnepcoHansHbix OBM, TO ecth mii OBM  HHAUBUAYAIBHOTO
MOJIb30BaHUSI.

B myJasTHnIpOrpaMMHOM (MHOTONPOTrPaAMMHOM) pesKMMe paOdoThl B MaMsITH
OBM HaxoguTcs HECKOJBKO IMPOrpaMM, KOTOPBIE BBINOJHSIOTCS YACTUYHO WIH
MOJHOCTBI0O MEXKIY TepexojJaMH IMpoleccopa OT OJHOM 3agayud K JApyrol B
3aBUCUMOCTH OT CUTYallUH, CKJIabIBAIOIICHCS B CUCTEME.

B wmynbTHnporpamMmHOM  pekume Oonee  d(PPEKTUBHO  UCHOJIB3YHOTCS
MAaIllMHHOE BpeMsI U OTIepaTUBHAS MaMsTh, TaK KaK P BO3ZHUKHOBEHHH KaKUX-JTHOO
CUTyalluii B BBINIOJIHAEMOW 3ajaue, TPEOYIOMHUX Mepexoaa MPOIEccopa B PEKUM
OKHMJIaHUSI, TPOIECCOP MEPEKITI0YaeTCsl Ha APYTYI0 3a7ady U BBIMOJHSET €€ J0 TeX
1op, MOKa B HEW HE BO3HUKAET MOA00HAsI CUTYyalus, U T.1.

[Ipu peanuzammu MyJIbTUIPOTPAMMHOTO peXUMa TPeOyeTCsl OINpenesiTh
OYEpPETHOCTh TMEPEKIIOUCHUS 3a7]ad U BBIOMPATh MOMEHTHI MEPEKIIOYEHUS, YTOOBI
3G ()EKTUBHOCTh  HWCIIOJNIB30BAHUS  MAIIMHHOTO BPEMEHHM MW TaMATH  Obuia
MaKCUMaJIbHOM.

MynbTUIIPOTPAMMHBIN PEKUM OOECIIEUMBACTCS allllapaTHBIMU CPEJCTBAMU
OBM u cpenctBamu onepamoHHON cucteMbl. OH XapaKTepeH AJisl CIOXKHbIX JOBM,
rJic CTOMMOCTh MAIIMHHOTO BPEMEHU 3HAYUTEILHO BBINIE, YeM Yy MHKpo-OBM.
Pazpabotansl Tarxke wmynpTUniporpaMMubie OC, TMO3BOJSIOMNAE OJHOBPEMEHHO
CJICIUTH 3a PENICHHEM HECKOJbKHX 3a7ad M TOBBIMIATH 3(PPEKTUBHOCTh PaOOTHI
MOJI30BaTEIsI.

PexxuM nakeTHO# 00padoTKHU
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B 3aBrucuMOCTH OT TOr0, B KAKOM MOPSAIAKE MIPU MYJIbTUIIPOrPAMMHOM PEKUME
BBITOJIHSIFOTCSL  MPOrPaMMbl  MOJIB30BATENEH, PA3JIMYAIOT PEKUMBI  MTaKETHOU
00paboOTKH 33724 U KOJUIEKTUBHOTO JOCTYIIA.

B pexnme mnakeTHol o0O0pabOTKM 3adadydl BBICTPAUBAIOTCA B OJIHY WU
HECKOJIBKO Oouepe/iel U MOCIe0BATEIbHO BEIOMPAIOTCS I UX BBITIOJTHEHUS.

PexuM KOJLJIEKTUBHOTO JOCTYIA

B pexnme KOJIEKTHBHOIO JOCTYIIa KaXKAbIM IOJb30BATENIb CTABUT CBOIKO
3aJlayy Ha BBINOJHEHUWE B JIOOOM MOMEHT BpPEMEHHM, TO €CTh [JIsl KaXI0ro
nosib3oBartens B Tako BC peannsyeTcst peXKuM WHIUBUAYAIBHOTO TOJIb30BAHUS. JTO
OCYILECTBIISIETCS OOBIYHO C TMOMOIIbI0 KBAaHTOBAHMS MAIIMHHOIO BPEMEHH, KOT/a
KaXI0M 3ajade, HaXOJMsIIeHcss B onepaTuBHOW mamMatu OBM, BwIAeHsSETCS KBaHT
BpemeHH. [locine okoHYaHus KBaHTa BPEMEHH MPOLIECCOP MEPEKITIOYAETCS HA IPYTYIO
3a/1a4y WIH MPOAOJIKAET BHIIIOJIHEHUE NMPEPBAHHOM B 3aBUCUMOCTH OT CHUTYallMH B
BC. BrbruncnurensHble CHCTEMBI, 00€CIEUMBAIONINE KOJJICKTUBHBIA  JTOCTYII
IIOJIB30BATENIE C KBAHTOBAaHWEM MAIIMHHOTO BpeMeHH, Has3bBaloT BC ¢
pa3aeIeHUEM BPEMEHH.

O0BbEeKTHO-OPUEHTHPOBAHHOE IIPOTPAMMHUPOBAaHHE

O0bLEeKTHO-OPUEHTUPOBAHHOE NPOTrPaMMHUPOBaHMe MIPEACTABIAECT €000
METOJI TPOTrPaMMUPOBAHMS, KOTOPHIA BeChbMa OJIM3KO HAIIOMUHAET HAIlle TTOBEACHHE.
OHo sBJISIETCSI €CTECTBEHHOM ABOJIIOIMEN 00Jiee paHHUX HOBOBBEJICHUM B pa3padOTKe
S3BIKOB  MporpamMMupoBaHusi. OOBEKTHO-OPUEHTUPOBAHHOE MPOTPaMMHUPOBAHUE
ABJIIETCST OOJiee CTPYKTYpPHBIM, YeM BCE MPEIbIAYIINE pa3pabO0TKH, KacaroIIHecs
CTPYKTYpHOT0 iporpaMMupoBanusi. OHO TakKe SBJETCS 0oJiee MOIYJIbHBIM U 0oJiee
aOCTpaKTHBIM, YeM MPEABIAYIINE TOMBITKA a0CTparupoBaHus JAaHHBIX M TEPEeHOca
JeTayen MpOrpaMMHPOBAHHUS Ha BHYTPECHHUI YPOBEHb. OOBEKTHO-
OPUEHTUPOBAHHBIN SA3bIK MPOrPAMMHUPOBAHUS XAPAKTEPU3YETCS TPEMSI OCHOBHBIMU
CBOWCTBAMU:

1. Makancyasumus. KoMmOMHUpOBaHKE 3aUcel ¢ MpoueaypaMu u

GYHKIIUSIME, MAHUITYTUPYIOIIMMH TIOJISIMU 3THX 3aMucel, popmupyer

HOBBII THI JAaHHBIX - OOBEKT.
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2. HacnenoBanme. OnpeneneHue o0bEKTa U €ro JanbHeillee uc-

MOJTb30BAHUE IS IOCTPOCHUS UEPAPXUU TTOPOKICHHBIX 00BEKTOB

C BO3MOKHOCTBIO JJI K&XJI0T0 MOPOKACHHOTO 00BEKTa, OTHOCS -

IIETOCS K HepapXuH, JOCTyIa K KOy W JAHHBIM BCEX TIOPOKIat0-

X OOBEKTOB.

3. Moammopdusm. [IpucBanBanue 1EUCTBUIO OJTHOTO UMEHHU, KOTOPOE

3aT€M COBMECTHO HCITOJIB3YETCS] BHU3 M BBEPX IO HEPAPXHUH

00BEKTOB, MPUYEM KAkl 00BEKT UEPAPXUH BBITIOTHSIET 3TO

JENUCTBUE CITIOCOOOM, HMEHHO €MY TOIXOISIIHM.

B paspabotke  mporpamMMHOro  oOecriedyeHUs, CTaAuu  Pa3padoOTKH
NPOrpPaMMHOI0 O0ecneYyeHusl UCTIOIb3YIOTCS JUIsl ONMUCAHUSI CTENEHU TOTOBHOCTHU
MpOrpaMMHOro mpoaykta. Takxke ctaaus pa3pabOTKU MOXKET OTpa)KaTh KOJIMYECTBO
peann30BaHHbIX  (YHKIMMA, 3alJJAHUPOBAHHBIX UL ONPEACIIEHHOW  BEPCHH
nporpammbl.  Ctaauu 1160  MOryT  OBITh  OQUIIMATBHO  OOBSIBICHBI |
pErIaMEHTUPYIOTCS pa3padOTUMKaMK, JIMOO HMHOTJA 3TOT TEPMHH HCIOJIb3YeTCs
HEO(UITUATBHO JIJISl OMIMCAHUS COCTOSTHUS TTPOTYKTA.

IIpe-anbda - HauansHas cragusa paspaborku — [lepuoa BpeMeHHu co cTapTa
pa3paboTKH 710 BhIXoAa ctaauu Anbda (Wiu A0 Jr000i Ipyroi, ecinu craauu Albda
HeT). Takke Tak Ha3bIBAIOTCS MPOTPAMMBI, HE BBHIIICAIINE €I1e B CTAUI0 anbda Hin
O0eta, HO TMpOUIEAIIME CTaaul0  pa3pabOTKu, JJIsI TNEPBUYHOM  OIECHKH
GyHKIIMOHATBHBIX BO3MOKHOCTEH B AeiicTBUU. B oTnuyne oT anbda u 6eTa Bepcuid,
npe-anbpa MOXKET BKIOUaTh B ce0d HE BeChb CHEKTP (PYHKIIMOHAIBHBIX
BO3MOXXHOCTEH mporpaMmbl. B 3TOM ciiydae, mojapa3ymMeBarOTCs Bce JACHCTBHS
BBHITIOJIHSIEMbIC BO BpeMs IMPOCKTUPOBAHHUS M Ppa3pabOTKU MPOTpaMMBbI BIUIOTH [0
tectupoBaHus. K TakuM NIEUCTBUSM OTHOCSTCA — pa3paboTka u3aiiHa, aHaAIU3
TpebOBaHM, COOCTBEHHO pa3paboTKa MPHUIIOKEHHUS, a TAKKE OTIaJKa OTIACIbHBIX
MOJTyJIEN.

Auabda-tectupoBanue - BHyTpennee TtectupoBanue — Craauss Hayana
TECTUPOBAHUS TPOTPaMMBbI B IIEJIOM CIEIHAIMCTAMU-TECTEPaMH, OOBIYHO HE

pa3paboTuMKamMu IPOrpPaMMHOTO MPOAYKTa, HO, KaK MPaBUJIO, BHYTPU OpraHU3ALNU
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WK cooOIIecTBe pa3padaTbiBalONIMX MPOAYKT. Takke 3TO MOXKET ObITh CTaaus
N00aBICHHUS] HOBBIX (PYHKIIMOHANBHBIX BO3MOXKHOCTEH. IIporpammel Ha maHHOU
CTaAMM MOTYT TPUMEHSTBHCS TOJBKO JJII O3HAKOMJIGHMS C  OyAdyluMu
BO3MOYKHOCTSIMHU.

Bera-recrupoBanue - [Ilyonmunoe tectupoBanue — Cranns akTUBHOIO Oera-
TECTUPOBAHUS U OTJIAJAKH, MPOIIEAIIeH anb(a-TeCTUpOBaHUE (€CIM TaKOBOE ObLIO).
[TporpaMMbI 3TOTO ypOBHSI MOTYT OBITH KCIIOJIB30BAaHBI JAPYTUMHU Pa3paOOTUYNKAMU
MpPOrpaMMHOr0 oOecreueHus: Il HUCIBITaHUS COBMECTUMOCTH. Tem He MeHee
IporpaMMbl 3TOTO 3Tana MOTYT COJAEpPXKaTh JOCTATOYHO OOJIBIIOE KOJUYECTBO
OLLIMOOK.

Pean3-kanauaar uin RC (anrn. release candidate) — cragus-kanauaaT Ha
TO, YTOOBI cTaTh CcTaOWIbHOW. [IporpamMMmbl 3TO CTaguu MPONLUIM KOMIUIEKCHOE
TECTUpOBaHUE, Oyarojaps 4emy ObUIM MCIIPaBJICHBI BCE HailIeHHblE KPUTHUECKHE
omnOku. Ho B TO ke BpeMs, CyIIeCTBYET BEPOSITHOCTh BBISBIICHUS €ILIE HEKOTOPOTO
Yyucia OIIMOOK, HE 3aMEUYEHHBIX PU TECTUPOBAHHH.

Peaus unmn RTM (anrn. release to manufacturing) — craOunbHas BepcHs
pOrpamMMbl, TPOLIEAINIas BCE MPEAbIAYIIME CTaJAuH, B KOTOPBIX HCIPaBICHBI
OCHOBHBIE OIIMOKH, U TOTOBAasA K MPUMEHEHHUIO.

[TaposibHas 3amMTa KOMIBIOTEPA

Hnst obecneyenust Oe3omacHoctu [IK HeoOxomumo oOecneyuTh 3alUTy
OTIIEIBHBIX (DAiJIOB M MarnmoK W MNPEANPUHATH JEHCTBUS TO (PU3UYECKOW 3aluTe
KoMmnbioTepa. Ecniv Ha KoMmMmbploTepe MMEIOTCS KOH(UIEHIIMAIbHbBIE CBEIACHMS, OHU
JOJKHBI XpaHUTHCS B 0€30ITaCHOM MECTE.

[Ipocreiimmmu cnoco6amMu 3aIMThl KOMITBIOTEpA SIBJISIFOTCSL €r0 OJOKHpPOBKA
Ha BpeMsl OTCYTCTBHMS Ha pabodyeM MecTe M HAcTpoWKa 3acTaBKH, 3alIUIICHHOU
MapOJIEM.

baoxkupoBka nk

Haxxmute komOunanmio kiasum CTRL+ALT+DELETE.

1. B nosBuBmIeMCa OKHE HaxxmuTe KHONKY buokupoBka. B pesynbrare

0TOOpa3uTCcsl nuanoroBoe OKHOBJIOKHpPOBKa kKoMmnblOTepa. Tenepb KOMIBIOTED
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3a0JIOKMpPOBAaH, YTO HE MO3BOJUT HUKOMY, KPOME aJIMUHUCTPATOPA U IOJIb30BATEINS,
3a0JIOKMPOBABIIETO KOMIIBIOTEP, BONTH B CHUCTEMY M OTKpbIBaTh (Qailibl H
IPOrPaMMBI.

2. s pazomoxupoBanusi [IK HeoOxonuMo BHOBb HakaTb KOMOWHAIUIO
knaBuml CTRL+ALT+DEL, BBectu maposb, a 3aTeM Haxkath KHONKyOK.

3ammra GaiyioB ¢ IOMOIIBIO MAPOJIS IKPAHHON 3aCTABKHU

1. [IleukoM MpaBOl KHOMKHM MBIIMIM 1O CBOOOAHOMY MecTy PabGouero

CTOJIa OTKpOﬁTG KOHTCKCTHOC MCHIO U BBI6epI/IT€ KOMaHIy CaoiicTBa.

2. B otkpbiBieMcs auanoroBoM okHe CBoiicTBa: JKpaHmepeiiiure Ha
BKJIaJIKy3acTaBKa.

3. B packpsiBaroiieMcs ciicke 3acTaBKaBbIOEPUTE KaKyr0-JIMOO 3aCTaBKYy.

4, Brnrounte graxxkok 3ammra naposjeMu HaxMuTe KHONKylIpumeHuTs.

[Ipu ycranoBke ¢naxka 3ammura mnaposempadora I[IK Onokupyercs mnpu
akTuBHM3aluu 3acTaBku. [ns pasz6nokupoBanust [IK npu Bo300HOBIEHUH PaOOTHI
HEOOXOJMMO BBECTHM Napojb, KOTOPBIM COBMAJAE€T C MApPOJIEM TEKYIIEro
MOJIb30BaTENS.

HUcnoab3oBanue napoJeit

D@ (DHEeKTUBHBIM CPEICTBOM 3AIUTHI, UCIOIB3YEMbIM JJIsI YIIPABJICHUS BXOJ0M
B CUCTEMY [0 YYETHBIM 3aIHCSIM I0Jb30BaTENIEH, a TAKKE OpraHU3aluu JI0CTyNa K
KOMIIBIOTEPAM U PECYPCaM SIBISETCA MMAPOIIb.

IMaposab— 3TO yHUKAJIBbHBIA HAOOP pa3pelIeHHBIX CUMBOJIOB, KOTOPBIHN JOJIKEH
ObITh BBEJCH IMOJIb30BATENIEM JIJIsi MPOBEPKU €ro YYETHOTO MMEHU U TOJTY4YEHUS
nocryna k pecypcam [1K.

st opranmzaruu HajgexxHou 3ammTel [IK mapons momkeH BbIOMpaThCS,
UCXO/JIS U3 CIEAYIOMMX TPEOOBAHMIA:

1) uMeTh JAIMHY HE MEHEe CeMH CHMBOJIOB (HamOoJiee HaJeKHBIC MapOJIH
cocToAT U3 7 - 14 CMMBOJIOB;

2) copeprkaTh CUMBOJIbI K&XKI0M U3 TPEX CIAEAYIOIMIUX TPYII:

. OykBwI (TIporiicHbIe U cTpouHbie) A, B, C,...; a, b, c,...; A, b, B,...; a, 0,
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. uudpe1 0, 1, 2,3,4,5,6,7,8,9

. crenuanbHbie CMMBONIBI  ~! @ #$ % & * () _+-={}|[]\:";'<>

3) coaepxkaTh X0T Obl OJJMH CHIEUUATIbHBIM CUMBOJI HA MO3UIMAX CO BTOPOH IO
HIECTYIO;

4) cyliecTBEHHO OTJIMYATHCS OT PaHee UCIOIb30BAHHBIX MapOJIeH;

5) He conmepkaTh (GaMUITHH WJIM UMEHHU TTOJTH30BATEI;

6) He ABIATHCA PACIPOCTPAHEHHBIM CIIOBOM WJIM UMEHEM.

Cnenyer MOMHHUTH, YTO NPOrpaMMHOE oOecredeHue sl B3joma mapojiei
UCIIOJIB3YEeT OJWH W3 TpeX TMOAXOAOB: yeaowlganue, noo0OOp 6aApuanmos W
asmomamu4eckuti nepebop 6cex BO3MOJNCHbIX KOMOuHayuti cumeonos. Wmes
JIOCTATOYHOE KOJMYECTBO BPEMEHHM MOKHO B3JIOMaTh JIIOOOM Mapoib METOIOM
aBTOMATUYECKOro rnepedopa.

B Windows XP maposb y4eTHO# 3alucu MoJib30BaTENs MOXKET COJIEPKaTh /10
1277 cuMBOJIOB, OJTHAKO €CJIA KOMIIBIOTEDP MCIIOIB3YETCS B JIOKAIBHOW CETH, T/I€ €CTh
[IK ¢ OC Windows 95/98, moaaepkvBaromux Mapojiud JIMHON 110 14 3HAKOB,
MCITIOJI30BATh NApOJI OOIbIIEH JIMHBI HETb3S.

Jnst  obecnieyeHus: 0O€30MaCHOCTH HEOOXOAMMO OBITh AKKypaTHbIM IPHU

HCIIOIb30BaHUHU napoJeH. Cnenyer PYKOBOJICTBOBATHCS CIEIYIOIMNMU
PEKOMEHAAIUSIMU:

. HUKOTJIa HE 3alHChIBAlTe CBOM Mapojb B KaKOM-IMOO 0003prMOM
MECTE;

. HEe cOoO00IIaiiTe mapob HUKOMY;

. HE WCIOJIb3YWUTE CETEBOM NMAPOJIb ISl APYTUX LIEIEH;

. UCIIOJIB3YHUTE pa3Hble MapoJid JJIsi BXOJa B CE€Th W YUYETHOW 3aIuCH

aMUHUCTPATOPa Ha KOMITBIOTEPE;
. U3MEHANTE CBOM napoJib Kaxasie 60-90 nuei;
. W3MEHUTE MapoJib HEMEJJICHHO, €CJIM BO3HUKHYT MOJIO3PEHHS, YTO OH

OBLIT PACKPHIT;
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. OyIpTe OCTOpPOKHBI MPU COXPAaHEHUH TMapoJii Ha KomibioTepe. B
HEKOTOPBIX JUAJIOTOBBIX OKHAX UMEETCS BO3MOKHOCTh COXPaHUTh Maposb. Hukoraa

HC YCTaHaBHHBafITe OTOT IMapaMcCTp.

IIporpammMHbIe cCpeacTBA U CNIOCOOBI 3AIIUTHI KOMIIbIOTEPHOM
uHpopmanmuu
3amMra OT HECAHKUMOHUPOBAHHOIO JOCTyla K pecypcaM KOMIIbIOTEpa:
MapoJIv, pa3srpaHUYCHHE JOCTYIIA.
JlaHHBIE MeEpbl 3allIMUThl MPEIYCMAaTPUBAIOT 3ALIUTy JOCTYNA K JIUCKOBBIM
HaKOMUTEISAM HH(POpMAIINH, K KJIIABUATYPE U AUCIUICIO KOMIIBIOTEPA.

3aIHI/ITa JKECTKUX U THOKMX MarHUTHBIX AUCKOB IIPpCAYyCMaTpUBacT:

. 3aIIUTY OT JII0OOTr0 HECAHKIMOHUPOBAHHOIO TOCTYIIA K JIUCKY;
. pasrpaHU4eHHe JIOCTYIIA MOJIb30BaTesel K (haiiaM JUCKOB;
. KOHTPOJIb OOpamieHus K JUCKY M MPOBEpPKa IEJIOCTHOCTH 3allUThI

uH(pOpMaALUKU AUCKA;

. NEPUOINYECKHE ITPOBEPKU HAIMYMS BUPYCOB Ha JIUCKE;

. CTUpaHHE B (pailiax 0CTaTKOB 3aKPbITOM HHPOpPMALIUU.

3amura JMCKOB OT HECAHKIIMOHUPOBAHHOTO JTOCTYIAa K HUM OCYILECTBIISETCS C
nomoipio maposei. I[laponb — 310 HabOp CHUMBOJIOB, KOTOPBI COOTBETCTBYET

onpeieIeCHHOMY 00beKTy uaeHTUuGuKanuu. [laponu ajs 3auThl JUCKOB ACISITCS:

. Mo TUMY OOBEKTOB MACHTU(PHUKAIIMU: MApOJIH TI0JIb30BaTeNIel, PECypCcoB
u (haimos;

. IO TUITY CUMBOJIOB: IIU(POBBIC, OYKBEHHBIE, CMEIIIAHHBIC;

. 1o croco0y BBOJIa B KOMITBIOTEP: C KJIABHATYPHI, C TOMOIIBIO MBIIIIH, CO

CHEeMaIbHOM KIKUYEBON TUCKETHI;

. II0 CPOKaM MPUMEHEHUS: C HECOTPAHUYCHHBIM CPOKOM, IEPUOAUYECKU
CMEHSEMBIE, PA30BLIE;

. 1o JuHe: (UKCUPOBAHHON U IEPEMEHHOM JITTMHBI.

Yem OoJbllie AMHA TMApOJsl U MEHBIIE CPOK €ro MCIOIb30BaHMs, TEM BBIIIE

YPOBCHDB 3allIUTEI COOTBECTCTBYIOIICTO AUCKA.
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[TaponbHas 3aIuTa JTUCKOB OCYUIECTBIISIETCS, crenualbHbIMU
KOMIIBIOTEPHBIMHM  IIpOrpaMmaMu, a Takke yrtuiuton «llapomm» B Ilanenmu
yhpaBiieHus onepanuoHHon cucreMbl Windows98.

bonee peranmpHas mporeaypa aoctyna K (pailylaM OpraHu3yercs Ha OCHOBE
TaONHI] pa3rpaHUYCHUs JOCTYyIA MOJb30BaTeNel K (aiiiam 1mo HazHadeHHUIo (aijios,
a Tak)Ke M0 XapakTepy paboThI MoJIb30BaTeNeH (co3aanue, YTeHUE, pelaKTUPOBAHUE,
ynamenue (aitmoB w  apyrume). PaspaGoTaHpl  crenManbHBIE  MPOTPAMMBI,
MPEIOCTABIISIONINE TOJIB30BATENSAM TOJIBKO T€ (DAMIIbI U T€ BO3ZMOXKHOCTH PaOOTHI C
HUMH, KOTOpPbIE YKa3aHbl B TaOJIMIIE pa3rpaHudeHus Aoctyna. PazpaboTan Takxe psij
CIIEIUAJIBHBIX TTPOTPaMM, KOTOpbIe (PUKCUPYIOT JaThl U BpeMsi oOpallieHusl K TUCKY, a
TaKXKe CITydau «B3JIOMay 3aIUThI JUCKA, HECAHKIIMOHUPOBAHHOM pabOTHI C HUM.

HeoOxoaumocTh ctupanuss B (pailylax OCTAaTKOB 3aKphITOM HH(OpManuu
BbI3BaHa TE€M, UTO, BO-TIEPBBIX, NpHU ynajaeHuu ¢aiina komangamu MS DOS, Norton
Commander nin WindowsctupaeTcst ToJibko uMs ¢aitia, a He cama uHbopMaIus Ha
JIMCKE; BO-BTOPBIX 00BEM JaHHBIX JTH000TO (aiina 0OBIYHO MEHBIIIE OTBEICHHOTO IS
HEro MPOCTPAHCTBO Ha JIUCKE, MOATOMY B KOHIIE (B «XBOCTE») HOBOTO (paitiia MOTyT
COXPaHUTBCS OCTaTKU 3aKpbITOM MH(pOpMaluu oT npeasiaymiero ¢aina. Oneparuo
CTUpaHUs «XBOCTOB» (DailJIOB OCYIIECTBIsECT, Hanpumep, yrtuiauta Wipe Info us
naketa Norton Utilities.

3amura KJIaBUATypbl M JUCIUIES TMPUMEHSAETCsS, KOI/a IO0JIb30BaTeNb
oTiydaercs ¢ pabodero Mecta Ha KopoTkoe BpeMsa. Hampumep, yrunura Diskreet u3
nakera Norton Utilities OGnokupyeT KjiaBUaTypy M TacUT DKpaH IPU €€ BBOJE.
OrpaHvyeHuss CHUMAIOTCA BBEJIECHHMEM Mapois, T.€. KOIrJa IO0Jb30BaTellb
BO3BpAIAETCA K padoTe B MPEANOI0KECHUH, YTO HUKTO KPOME HEro ATOT MapoJib HE
3HAET.

3amuTa JMCKOB 0T KONMMPOBAHUA

OcCHOBHOE HampaBJICHUE JEUCTBUM MO 3allUT€ OT KOMUPOBAHUS JUCKOB
OTHOCHUTCS K JUCKETaM, T.€. THOKUM JMCKaM, TaK KaK TaKhe JUCKH JIETUe MOXUTUTD U
ckonupoBaTh. [IpumeHstoTcs  criemyomme  crnocoObl  3alIUThl  JTUCKET  OT

KOIIMPOBAaHUS:
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. napoJibHas 3allluTa JIMCKEThI, MPU KOTOpPOl 0e3 BBOJA Maposis JUCKETa
HE KOMHUPYETCH;

. npuBsizka WHGOpPMAIMM K ONpeJeiIeHHOW auckere: (upMe u THUMY
JTUCKETHI, HECTAaHIAPTHOMY Cmoco0y QopMaTHpOBaHUS JAUCKEThI, HAHECEHUIO
YHUKaJIbHBIX TPU3HAKOB HA JIUCKETY, CBSI3AHHBIX C BBEJCHUEM 3apaHee MOMEUYCHHBIX
«COOMHBIX» YYaCTKOB;

. npuBs3Ka WHPOPMAIMUA K OMPECICHHOMY KOMIIBIOTEPY, Hampumep, K
€ro TaKkTOBOM YacToTe, MapaMerpaM HAKOMMUTENEW, AUCIUIEs, MPUHTEpa U APYrHX
YCTPOMCTB.

B cootBercTBUM € 3amayaMu 3allUThl OT KOMUPOBAHUS HMEETCS MHOTO
porpamMMm 3alluThl, B TOM YHCJE, OOECIEYMBAIOIIUX MHOTOYPOBHEBYIO CHCTEMY
3aIIUTHI TUCKET OT KOMUPOBAHUS.

XKecTkre MHMCKUM KOMIBIOTEPOB YaIll€ BCErO 3alIUIIAIOT OT KOMHPOBAHUS C
MTOMOIIBIO UCTOJIb30BAHUS MapOJIEH.

Pasrpannuenue nocrtyna

[locne BbIMONHEHUS UACHTUGUKAIMM W ayTEHTU(PHUKAIMK HEOOXOIUMO
YCTAHOBUTH TOJHOMOYMS (COBOKYMHOCTh TMpaB) CyOBEKTa ISl MOCIEIYIOIIETO
KOHTPOJISI CAHKIIMOHMPOBAHHOTO MCIOJIb30BAaHUS BBIUUCIUTEIBHBIX PECYPCOB,
noctynHeix B AC. Takoil mpouecc Has3bIBaeTCs pa3rpaHUYCHUEM (JIOTUYECKUM
YIPABJICHUEM) OCTYTIA.

OOBIYHO TOTHOMOYMSI CyOBEKTa TIPEACTABISIOTCSA: CIHCKOM PECYpCOB,
JOCTYMHBIX IMOJb30BATENI0, U MIPABAMU MO JIOCTYIY K KaXKJIOMY PECYpCY U3 CIIHCKA.
B kadecTBe BBIUMCIUTENIBHBIX PECYpPCOB MOTYT OBITh MPOTrpaMMmbl, HWH(OpMaIlus,
JIOTUYECKUE YCTPONCTBA, 00bEM MaMsITH, BpeMs IpoIieccopa, MPUOPUTET U T. 1.

OObIyHO BBIACIIAIOT CIICAYIOINHNEC METOABI Pa3rpaHUiuCHUA AOCTYIIA:

° pasrpaHniuCHUC JOCTYyIIa 110 CITMCKAM,
° HCIIOJIb30BAHUC MATPUILIbI YCTAHOBJICHH A HOJ'IHOMO‘-II/If/’I;
o 110 YPOBHSM CCKPCTHOCTH U KATCTOPUAM,

. MapoJIbHOE pa3rpaHUYCHHE JHOCTYIIA.
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HpI/I pasrpaHuiu4CHUN AOCTYIIA 110 CIIMCKaM 3aJar0TCsl COOTBETCTBUSA:

. Ka)KJIOMY IOJIb30BaTENI0 — CIIMCOK PECYPCOB U MPaB AOCTyNa K HUM WJIU
. KOKJOMY PECypCy — CHHCOK MOJib30BaTelied M HMX MpaB JOCTyNa K
JAHHOMY PECypCy.

Cruck# MO3BOJISIIOT YCTAHOBHUTH IpaBa ¢ TOUHOCTHIO /10 MOJIB30BATENA. 3/1€Ch
HETPYJHO A00aBUTHh TMpaBa WM SBHBIM 00pa3oM 3ampeTuTh JocTyr. CHucku
ucnons3ytorcs B 6onbmuHacTBe OC u CYB/I.

Hcnonb30BaHWe MAaTpHIBI  YCTAHOBJIICHHUS TOJTHOMOYWH  TOJpa3yMeBacT
NIPUMEHEHHE MATPHUIIBI TOCTYyTIA (TaOIHIIBI TOTHOMOYHIA). B ykazaHHO# mMaTpuiie (cM.
Tabnuiry 2.7) CTpoKaMu SIBISIOTCSA WACHTU(PHUKATOPHI CyOBEKTOB, HMEIOIINX JTOCTYII B
AC, a cronbuamu — o0bekThl (MH(pOpMarmoHHbie pecypcbl) AC. Kaxpril anemeHT
MaTpPUIIBI MOXET COJEpKaTh MM M pa3Mep MPEIOCTaBIIIEMOTO pecypca, MpaBo
JocTyna (4TeHue, 3aruch U Jp.), CChUIKY Ha IPYryr0 HHGOPMAIIMOHHYIO CTPYKTYPY,
YTOUHSIONIYIO TIpaBa JIOCTYyIMa, CChUIKY Ha MPOTpaMMy, YIPABIISIOUIYIO IMpaBaMU
J0CTyTa U Jp.

Tabnuua 2.7 - ®parMeHT MaTPUIIbl YCTAHOBIICHHSI TIOTHOMOYHUH

Karamor IIporpamma
CyObekT d:\Heap orty [TpunTep
ITonp30BaTens 1 cdrw e w
ITonb3oBarens 2 r w ¢ 9:00 1o 17:00

C — co3aanue, d — yaajeHue, r — YTeHHUe, W — 3aIHiCh, € — BBIINIOJHCHHE.

JlaHHBIM METOJ] IPEeIOCTaBIsET OoJiee YHU(PUITUPOBAHHBINA U YIOOHBIN TTOAXOI,
T. K. Bca MHGOpMAIIHS O TTOJHOMOYMSIX XPAHUTCS B BHJIC €IUHOW TaOJIMIIBI, a HE B
BUJIC PA3HOTHITHBIX CIUCKOB. HemocraTkamu MaTpHIBI SBJSIOTCS €€ BO3MOXKHAS
TPOMO3JIKOCTh U HE COBCEM ONTHUMAIBHOE HCIOJIB30BaHUE PECYPCOB (OOIBITMHCTBO
KJIETOK — ITYCThIE).

Pa3rpannyenus noctymna 1Mo ypoBHSM CEKPETHOCTH M KaTETOPHSIM COCTOSIT B
TOM, 4TO pecypchl AC pa3AensroTcs B COOTBETCTBUU C YPOBHSIMU CEKPETHOCTH WIIH

KaTETOpUil.
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[Ipu pasrpaHrueHuH O YPOBHIO CEKPETHOCTH BBIIEISIOT HECKOIBKO YPOBHEM,
HampuMep,: O0ImMN JOCTYI, KOHPUACHINATIBHO, CEKPETHO, COBEPIICHHO CEKPETHO.
[TotHOMOYMS KaXZI0TO MOJIb30BATENsl 33JAl0TCS B COOTBETCTBUM C MaKCHUMAaJbHBIM
YPOBHEM CEKpPETHOCTH, K KOTOpOMY OH JomyiieH. [loiap30oBaTennb ©MEET JAOCTYI KO
BCEM JIaHHBIM, UMEIOIIUM YPOBEHb (Ipr() CEKPETHOCTH HE BHIIIE, YEM OH UMEET.

[Ipyu pasrpaHvueHUU IO KaTEropusiM 3aJacTcsl M KOHTPOJIUPYETCS paHT
KaTeropuH, COOTBETCTBYIOLIECH moib3oBaTento. CooTBeTCTBEHHO, Bee pecypchl AC
JEKOMIIO3UPYIOT IO YPOBHIO BaXXKHOCTH, IPUYEM OIPEACICHHOMY YpPOBHIO
COOTBETCTBYET HEKOTOPBIM paHI MepcoHasa (TUMa: pyKOBOAUTENb, aIMUHUCTPATOP,
MI0JIb30BATEIb ).

[laponpHOE pa3rpaHUYE€HHUE, OUYEBHUJHO, MPEJCTABISET HCIOJIB30BAHUE
METOJIOB JTOCTyIa CYOBEKTOB K 00BEKTaM Mo mapodito. [Ipu 3ToM Hcrnonb3yroTes Bee
METOJIbl MapoJIbHOM 3amuThl. OYEeBUAHO, YTO MOCTOSIHHOE HCIIOJIb30BaHUE HapoJien
co3/1aeT Hey10OCTBA IMOJIb30BATENSIM U BpeMEHHbIE 3a/epKKkH. [loaTOMy yka3zaHHBIE
METO/IbI MCTIOJIB3YIOT B UCKITIOYUTEIBHBIX CUTYaIUsX.

Ha npakTuke 0ObIYHO COYETAIOT pa3iIMYHbIE METO/bI pa3TPAHUUYEHUS JOCTYIA.
Hanpumep, nepssie Tpyu METOAA yCHIIMBAKOT NAPOJIbHON 3aIIUTOMN.

B 3aBepmiennu mojapasaena 3aMETHM, YTO PYKOBOASAIINAE TOKYMEHTHI MOTYT
perJaMeHTUpOoBaTh Ba Buja (MIPUHIIMIIA) pa3TpaHUuEHUs JOCTYyIA:

. JTUCKPETHOE YITPaBJICHUE JOCTYIIOM;

. MaHJaTHOE YIIPABJIEHUE JOCTYIIOM.

JIMCKpeTHOEe yIpaBlIeHHE JOCTYIOM IMPEICTaBIseT cOOOW pa3rpaHudYeHUE
JOCTyMa MEXAy TMOMMEHOBAaHHBIMH CYOBEKTaMH W TIOMMEHOBAaHHBIMU OOBEKTaAMHU.
CyOBeKkT c omnpeneseHHbIM MPaBOM JIOCTyla MOXKET MepeAaTh 3TO MPaBo JOOOMY
Ipyromy cyObekTy. JlaHHBIN BUJ OpraHu3yeTcs Ha 0a3e METOIOB pa3rpaHUUYCHHUs IO
CHHCKaM HJIM C TIOMOIIBIO MaTPHIIbI.

ManpiatHoe yrpaBieHHe JOCTYIIOM perjlaMeHTHPYET pa3rpaHUyYeHHUe J0CTYIa
CyOBeKTOB K  OOBEKTaM, OCHOBAaHHOE€ Ha  XapaKTepU3yeMOW  METKOH
KOH(PHUIASHIIMAIBHOCTH HH(POPMAIIUH, COACpIKAIIeHCsS B 00beKTax, U OQUIIHAIBHOM

paszpeiieHuu (momycke) CyOBEKTOB oOpaiarbcs K uH(OpMaLUU
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TaKOro ypoBHsS KOH(GUIEHIIMAIbHOCTH. VHade, [ peaju3allid MaHIaTHOTO
VIOPABJICHHUS JOCTYIIOM KaXIOMYy CYOBEKTY M KaXIOMy OOBEKTYy NPHCBAUBAIOT
KJacCU(PUKAIMOHHBIE METKH, OTpa)Xalolue UX MECTO B COOTBETCTBYIOIIEH
uepapxurd. C TIOMOIIBI0O 3THX METOK CyOBEeKTaM U OOBEKTaM JOJDKHBI OBITh
HA3HAYCHBl KJIACCH(PUKAIMOHHBIC YPOBHHU, SBJSIOMAECS KOMOWHAIUSMU YPOBHS
UepapXudyecKkol KiacCU(UKAIMU M HepapXHuecKuX KaTeropuil. JlaHHble MeTKU
JIOJKHBI CIIY’KUTh OCHOBOM MaHJIaTHOTO MPUHIIMIIA pa3rpaHUYeHus aocTyna. ScHo,
YTO METOJbl pa3rpaHUYCHUs] JOCTyNa MO YPOBHSIM CEKPETHOCTH M KaTEropusiM

ABJIAOTCA IpUMCPAMH MAHAATHOI'O YIIPABJICHUA JOCTYIIOM.



