OEJNEPAJIBHOE ATEHTCTBO CBA3U
CEBEPO-KABKA3CKHI ®UTAAJI
OEJEPAJBHOI'O 'OCYJAPCTBEHHOI'O OBPA30OBATEJIBHOI'O BIOJKETHOI'O
YUYPEXJIEHUSA BBICIHIEI'O TPO®PECCUOHAJIBHOT'O OBPA3OBAHUA
MOCKOBCKOI'O TEXHUYECKOI'O YHUBEPCUTETA CBA3HU U HHPOPMATUKHU

Tkauyk E.O.

AJIMHUHUCTPUPOBAHME CeTEBbIX
YCTPOUCTB B
HHPOKOMMYHHUKAIIMOHHBIX
cuCcTeMax

MeTtoanueckoe mocodue 1mo BbIMOJHEHUIO JIA00PaTOPHBIX
padtoT M NPAKTHYECKUX 3aHATHH

PocroB-Ha-/lony
2019



YJIK 681.5037.26

Tkauyxk E.O.

AIMUHUCTPUPOBAHUE CETEBBIX YCTPOWCTB B HMH(POKOMMYHUKAMOHHBIX
cuctemMax. Meroandeckoe MocoOure K MPaKTUICCKUM 3aHSATUSIM U 10 BBITOJHECHHUIO
7a00paTOPHBIX PabOT W TpaKTUYEKCHX 3aHATHH. / MOCK. TeXH. yH-T CBS3H U
unpopmatuku, Ces.-Kask. ¢pumman. — Poctos v//], 2019, 149 c.

B  mocobum  pmamoTCcsl  OpraHM3allMOHHO-METOJMYECKHE  YKa3aHUs K
7a00paTOPHBIM BOMPOCAM M TIOPSAOK BBIMTOJHEHUS U OGOPMIICHHS JIaOOPaTOPHBIX
pabor.

[IpennazHaueHo Ayt CTyAeHTOB oOeux (GopM oOyudeHus, H3y4yarouux
TUCITUTUTIHY «AIMUHUCTPUPOBAHNE CETEBBIX YCTPOMCTB B
MH(POKOMMYHUKAIIMOHHBIX CHUCTEMax», a TakKe MOXET ObITh IOJIE3HO BCEM
OCTaJbHBIM CTYACHTaM, SKEJAIOIIMM CaMOCTOSITEIbHO COBPEMEHHBIE CETEBBIC

IMpOrpaMMHBIC TCXHOJIOT'HUH.

Perien3eHt kaua. TexH. Hayk, goi. A.H. Hukanos (CK® MTYCH)

OOGcyxaeHo 1 yTBepkJIeHo Ha 3acefanuu kadenpsl UBT (mpoTokon 3acenanus
kadenpsl Nel ot 26.08.2019).

© MOCKOBCKHUI TEXHUYECKHI YHUBEPCUTET CBSA3U U nHpopmaTtuku, CeBepo-
Kaskazckuit punuman, 2019



OraBieHue

[Ipaktnueckoe 3amsThe 1. YcTaHOBKa, HACTpOWKa W KOH(PUTYPUPOBAHUE

BUPTYAJIBHOM MALIIHDB ......vvvieiasriesssseiessssesessseesssssssssssesesasnsssssne e s snnesesssneeesanne e e snneesnnnns 4
JlaGopartopHas pabota 1. M3yyenue nmpotokosia cereBoro ypoBHsa Moaeiau OSI
HA TIPUMEPE [P oo 14
[Ipaktuueckoe 3ausitue 2 M3ydeHwe NPOTOKOIA TPAHCHOPTHOTO YPOBHS
MoACTH OSI Ha IPUMEPE TICP ..ovviiiiiiiiiiii e e 18
JlabopaTtopHas pabota 2 V3ydeHue NpOTOKOJIa MPUKIATHOTO YPOBHS MOJETU
OST Ha IPUMEPE HTTP ..o s 32
[TpakTrueckoe 3ansatue 3 CeTeBble UATHOCTUYECKUE YTUIUTHI OTIEPAITIOHHBIX
cucteM cemercTBa Linux Ha mpuMepe UbUNtu» ......ccvvvvvviiiiiiiiiiieeee e 38
JlaGoparopHas pabota 3 Ananu3 u uccinenoBanue TCP/IP coequnenuii ......... 52
[Ipaktuueckoe 3anstue 4 V3ydyeHwe JAMArHOCTUYECKUX YTUIUT  JUIS
ATIMUAHUCTPUPOBAHII ©vvvevvvveessteeessreesssssessssseesssssessssssssssnsssssssssssssnsssssssssesssssesssnseesanns 65
JlabopaTtopHas pabota 4 YcraHoBKa, HacTpoika U KoHpurypuponanue Web-
CEPBEPA LIS .o 72
[IpakTrdeckoe 3aHsTue 5 YcTaHOBKa, HACTpoiika U KoHpurypupoBanue Web-
CEPBEPA APACKHE ... ittt 76
JlabopaTtopHas pabota 5 YcTaHOBKa, HACTPOWKA U aIMUHUCTPUPOBAHUE ProXy-
(61500 15 o IS PSP 86
[Tpaktnueckoe 3anarue 6 Co3gaHue 3alllUThl KOMIBIOTEPHOM ceTH ¢
HCIIOJTE30BAHUEM OPAHIIMAYIPA +vveevvreresruressrreessresssnssesssssesssssesesnssessssssessssssessssessanns 93
JlabopaTopHas pabota 6 YcTaHOBKa, HACTPOIIKa MapIIpyTU3aTOPA CETH ........ 98
[Ipaktuueckoe 3anstue 7 [Ipaktuueckoe uzyuenne WIFI poyrepa ............... 113
JlabopaTtopHas pabota 7 YcraHoBKa M HacTpoiika u KoHpurypupoBanue WIFI
|0 XS] o F ST P PP PPRP PRI 127
[IpakTrueckoe 3ansaTHe 8§ AIMUHUCTPUPOBAHUE OECITPOBOTHOM CETH ........... 136

JlaGoparopHas pabora 8 Pacmmpennas nmarHoctuka OecmpoBomnoi WIFI



[IpakTueckoe  3aHsTHE 1. YcTaHOBKa, HACTPOHMKA U

KOH(MUTYpUPOBAHUE BUPTYaTbHOM MAIIUHBI

Lenp paboTsr:
- [IproOpeTenne HaABBIKOB YCTAHOBKHU M CO3/IaHuUs BUPTyaibHbIX MamuH B Oracle VM VirtualBox
- [IpuoOpeTeHne HABBIKOB YCTAaHOBKY M HAYaJIbHOIM HACTPOMKH onepaiuoHHoit cucremsl Ubuntu

3adaHue:

CkavaTh WIH NIOJIYyYUTh y TIpernogaBaTens o0pa3 ycranoBoynoro aucka OC Ubuntu
Co3snath BupTyanbHyto mamuny B VirtualBox.
Yceranosute OC Ubuntu Ha co31aHHYI0 BUPTYAJIBHYIO MAIIAHY.
4. B ycTaHOBIICHHOH ONEPAIIHOHHON CHCTEME:
-YCTaHOBUTH JIOTIOJIHEHUSI TocTeBOil OC
-HaCTpOouTh pabouue cToiibl (3)PEKTHI, H300paAKEHUS);
-M3MEHUTH PACKIIAJKy KJIABHATYPHI 110 YMOIYAHUIO;
-ONpPEACTUTh TUII CEAHCa 3arpyKaeMyIo M0 YMOTYAHHIO.
5. O3HakOMHUTBCS U OIKCATh MaHedb HHCTpyMeHToB Ubuntu.

wnh e

KpamKue meopemu4yecKkue ceedeHusi

3aHaTus 1Mo AMcHUIUIMHE «OnepalroHHbIE CUCTEMBl IPOBOASTCS C HCIOJIb30BAHUEM
TEXHOJIOTUU BUPTYaIU3aLUH.

Bupryanuzauus — npenocraBieHHe HaOOpa BBIYUCIUTEIBHBIX PECYPCOB MU HUX
JIOTHYECKOT0 O0bEUHEHUs, abCTparupoBaHHOE OT alllapaTHOM peaau3aluy, U odecrednBaroiiee
IIPU 3TOM JIOTUYECKYIO M3OJISIUIO JAPYT OT APYyTa BBIUMCIUTEIbHBIX MPOIIECCOB, BBHITOJIHIAEMbIX Ha
OJTHOM (PU3UYECKOM pecypce.

[TprmepoM HCTIONB30BaHUS BUPTyAIH3ALMK SIBISIETCS BO3MOXHOCTH 3allyCKa HECKOJIBKHUX
OIEPALMOHHBIX CUCTEM Ha OJTHOM KOMIBIOTEpE: NMPH TOM KaXKAbIN U3 SK3EMILISIPOB TAKMX T'OCTEBBIX
OTIEpAIIMOHHBIX CHCTEM padOTaeT CO CBOMM HabOpPOM JIOTMYECKHX PeCcypcoB (IIPOLIECCOPHBIX,
ONEPATUBHOW MaMATH, YCTPOMCTB XpaHEHMs), IMPEJOCTaBICHHEM KOTOPBIX M3 0OLIero mysja,
JOCTYITHOTO Ha YpOBHE OOOpYy/JOBaHUS, YIPaBIsSET XOCTOBAas OINEpallMOHHAas CHUCTEMa —
TUIEPBU30P.

bnarogapsi MCnosib30BaHUIO JTaHHOM TEXHOJOTUU Yy CTY/AEHTa MOSBISIETCS BO3MOXHOCTH
0e3omacHO paboTaTh C Pa3IUYHBIMU TOCTEBBIMU ONEpPAIMOHHBIMH CHCTEMaMH, HE IOJBepras
OIAaCHOCTH HACTPOMKY XOCTOBOM ONEpallMOHHOM CHCTEMbI KOMIIbIOTEpa Y4eOHOr0 Kiacca.

B kauecTBa cpejicTBa BUpTyanu3auu OyJeM HCIOJIb30BaTh mporpaMmMHoe cpeactro Oracle
VM VirtualBox.

VirtualBox (Oracle VM VirtualBox) — mnporpaMMHbIii MPOAYKT BUPTYaTH3allUH s
onepanonHeix cucrem Microsoft Windows, Linux, FreeBSD, macOS, Solaris/OpenSolaris,
ReactOS, DOS u ppyrux. Hcnonb3oBanue BupTyanbHoil MammuuHbsl (BM) na nomammuem IIK,
IIPEKIE BCETO, MTO3BOJIUT OJTHOBPEMEHHO 3aIlyCKaTh HECKOJIBKO ONEPALMOHHBIX CUCTEM (TOCTEBBIE
00).

K npumepy, B naHHBIE MOMEHT Ha KOMIIBIOTEpE MJIM HOYTOYKE YCTAHOBJIEH OJIUH M3
BBIITYCKOB omepanroHHon cucteMbl Microsoft Windows (xocroBas OC). VYcraHoBKa ke
BUPTyaJIbHOW MalllMHBI, B JAHHOM ciiydae VirtualBox, mo3BosisieT ucrnonb30BaTh B Cpesie XOCTOBOM
OC mro6bIe apyrue cuctemsl (rocreBbie), Bkiaodas macOS, Linux, Android, Windows u Tak manee,
BapHUaHTOB 3/I€Ch MOXKET OBITh OUYEHb MHOTO.



[Tporpamma Obla co3mana kommanuein Innotek ¢ ucmonb3oBanueM ucxogHOro Koma Qemu.
[MepBast my6nmuno nocrymnnas Bepcus VirtualBox nossunace 15 saBapst 2007 roga. B depane
2008 roma Innotek ObuT mproOpeTéH KoMmanwedr Sun Microsystems, mMozens pacupocTpaHeHHUs
VirtualBox mpu stom He m3menmnack. B suBape 2010 roga Sun Microsystems Obuia norsormieHa
koproparuei Oracle, Mosenb pacpocTpaHeHUs] OCTAIACH MTPEKHEH.

KiroueBbie BO3MOKHOCTH

KpoccmnardpopmeHHOCTD

MonyibHOCTh

[Momnepxkka USB 2.0, korma ycTpoilicTBa XOCT-MAalIWHBI CTAHOBATCS JOCTYITHBIMH IS
TOCTEBBIX OIEPAIIMOHHBIX CHCTEM (TOJBKO B MPOIIPUETAPHON BEPCUN)

[Tonnepkka 64-OMTHBIX TOCTEBBIX cucTeM(HauuHas ¢ Bepcuu 2.0), gaxke Ha 32-OUTHBIX
XOCT-cucTeMax (HauumHas ¢ Bepcud 2.1, I 3TOro oO0si3aTenbHA TOJJICPIKKA TEXHOJIOTHU
BUPTYaJIU3aLUU IPOLIECCOPOM)

[Monnepxka SMP Ha cropoHe rocreBoil cuctembl (HauumHas ¢ Bepcuu 3.0, UIsL 3TOTO
o0s13aTeNbHa MOAEPKKA TEXHOJIOTUN BUPTYATH3AIHUN TIPOLIECCOPOM)

Berpoennsiit RDP-cepep, a Taxke mnomnepxkka kiaumeHTCkux USB-ycTpoiicTB moBepx
nporokosia RDP (Tonpko B mponpueTrapHOi BEpcun)

DkcnepuMeHTaIbHas moyiepxkka ammapatHoro 3D-yckopenus (OpenGL, DirectX 8/9 (c
MCIIOJIb30BaHUEM Ko1a WiNne) (tosibko B 32-6utHbix Windows XP, Vista, 7 u 8, ais rocteBsix DOS
/ Windows 3.x / 95/ 98 / ME nmoanepskka ammaparioro 3D-yckopeHus He MpeayCcMOTpeHa)

[Moanepxka oopaszos xéctkux auckoB VMDK (VMware) u VHD (Microsoft Virtual PC),
BKIIIOYast Snapshots (maunnas ¢ Bepcuu 2.1)

[Moanepxka ISCSI (TONBKO B IpONpHETapHON BEPCHN)

[Moxnepkka BupTyanusauuu ayauoycrpoiicts (amyssinust AC97 wmu SoundBlaster 16 wnm
Intel HD Audio Ha BsIOOD)

[Moamepxka pa3nuuHbIX BUAOB ceTeBoro B3ammopeiicteus (NAT, Host Networking via
Bridged, Internal)

[Mopnepikka LEMOYKH COXPAHEHHBIX COCTOSHUN BHPTyalbHONM MaliuHbl (Snapshots), x
KOTOPBIM MOXKET OBITh MTPOU3BEAEH OTKAT U3 JIFOOOTO COCTOSIHUS TOCTEBOM CHCTEMBI

[Moxnepxxka Shared Folders mis npocroro ooMeHa ¢aiiamu MeXIy XOCTOBOW M FOCTEBOM
cuctemamu (st rocteBbix cucrem Windows 2000 u HoBee, Linux u Solaris)[6]

[Mopnepkka wuHTerpanuu pabounx croinoB (Seamless mode) xocToBoit W rocreBoi
ONEpPalMOHHONW CUCTEMOM

[Moxnepxka popmara OVF/OVA

Ectb BO3MOXHOCTH BBIOOpa s3bIKa HHTEpdeiica (MOAnEpKUBAETCI M PYCCKOA3BIYHBIN
uHTEepdeiic)

bazoBas Bepcuss monmHOCTBRIO OTKphiTa o JumeH3nn GNU GPL, COOTBETCTBEHHO HET
OrpaHUYEHUI B HCIOJIB30BAHUU

ITakeT nonoHeHHUH

VirtualBox Guest Additions — KOMIUIEKT MPOrpaMMHOT0 0OecIieueHH s, YCTaHABIHBAEMbIi
B TOCTEBYIO ONEPALMOHHYIO CUCTEMY M PaCIIUPSIONIMI €€ BO3MOXHOCTU IO B3aUMOJAEHUCTBHIO C
CUCTEMOW BHpTyallM3allMd W XOCT-cucTemMoil. Hampumep, mociae yCTaHOBKH CHEIHATIbHOTO
npaiiBepa «BUPTYaJIbHOM BHUEOKAPTHD) CTAHOBUTCS BO3MOXKHBIM M3MEHSTH pa3pelieHue padbodero
crona rocteBoii OC mpou3BOJIBHBIM 00pa3oM Bciiea 3a pasMmepoM okHa VirtualBox, B xotopom
3amylleHa BUpTyallbHasi MalllhHa.

Ho Bepcun 4.0.0 cCymecTBOBaJiO JBE€ BEPCUHU, paA3JIMYABIIMECS 1O JIMIEH3UH U
¢ynkunonanbHocTH. Haumnast ¢ 4.0.0 3aKkpbIThle KOMIIOHEHTHI BBIHECEHBI B OTACIBHBIN IaKeT
nononuenuii (Extension Pack):



[Taker [OMOTHEHWI CONEPKUT 3aKPBIThIE KOMIIOHEHTHI M PaclpoCTpaHseTcs MoJ
npornpuerapuoir junensuein PUEL (OecrmaTHO TONBKO B TMEPCOHANBHBIX IENAX WIN JUIS
03HAKOMJICHUS ):

RDP cepBep — 103BOJISI€T MOAKIIOYATHCS K BUPTYyaIbHOM CUCTEME YAAIEHHO C MOMOIIBIO
mo6oro RDP-coBMECTHMOTO KIMEHTA;

[onnepxka USB — no3Bossier nepenasath BUpTyanbHO# Mammae USB ycrpoiicTsa;

Intel PXE boot ROM — 3arpy3ka orepamnOHHON CHUCTEMBI MO ceTH. Mcmonb3yercs s
CO3JIaHMsI TOHKMX KIMEHTOB/OE3MCKOBBIX pab04YMX CTAHIIHA.
Xod pabomel:

YcraHoBka omnepanuonHoi cuctembl Ubuntu mpousBoauThCsi Ha BHPTyaibHYH) MAaIlUHY
Oracle VM VirtualBox. Cuauana neobxomumo ycranosuth Oracle VM VirtualBox u cosnats
BUPTYaJIbHYIO MAIIUHY.

Ycranoska Oracle VM VirtualBox npou3BoauThest ¢ HACTpOMKaMu 110 ymoadanuio. I[locie
YCTaHOBKH BUPTYaIbHOU MaITHHBI YCTaHOBUTH MakKeT pacIIupeHHSI
(Oracle_VM_VirtualBox_Extension_Pack).

1)Co3nanue BUPTYaJIbHON MALLIMHBI:

BblﬁpaTb THII CO31aBaeMOM BI/IpTyaJILHOﬁ MAallIMHbI K 3a/1aTh UM1I.

T |-
_ N —
@ Co3gate HOBYH BHPTYaNEHYHD MaLLKHY
WMma mawmde v Tvn OC
BEEAWTE MMA ANA HOBOI BMPTYaNsHON MaLWKHE M BiBEPUTE THN MOCTES0I DNEPELMOHHON CUCTEMBI, KOTOPYHO Bel
MAGHWPYETE YCTEHOBMTE H3 3TY MaLLMHY.
WMa BHPTYaNEHOM MALUMHE 0BBIUHO OTPEHEET B2 NPOrPaMMHYIC W BNNEPaTHYIO KoHbWrypaLto, 3To uka ByaeT
MCMONb30BaTLCA BCEMM KoMnoHeHTamMk VirtualBox anaA obosHaqdeHua AaHHOM BMPTYanbHOA MaLWMHEI,
KHma
Tun OC
OnepauMoHHan cucTema: [Linux v] |Q
Bepoma: [Ubuntu - ]
[ MNext ] [ OTtMeHa ]
h —————
YcranoButh 00beM namsatu 1024 M6
r >
? e
_ B —
@ Co3aaTk HOBYHY BHPTYAEHYHD MALLWHY
MamaTs I
BriBepuTe KONWUECTED OCHOBHON NaMATH (FLAM 1M O3Y) B MerabaiiTax, BoldenAeMoi BUPTYansHo MalluHe,
PeKxoMeHAYEMBIA pa3MEp OCHOBHOM NaMaTk: 512 MB.
PazMep ocHoBHOM NaMATH |
I_J 1024 MB
4MbB 8192 Mb
MNext ] [ OTmeHa
k. e

Co31aTh HOBBII JKeCTKHI TUCK
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@ Co34aTe HOBYH) BMPTYANEHYH) MaLLWHY

BupTyanbHbIA XECTKMA ANCK

BriSepuTe BHPTYaNEHEIA AMCK, KOTopeIt BYAST 3arPYS0UHEIM AMCKOM BHPTYaNEHEM MalWWHE, Bel MOXeTe cosnaTe
HOBLIA BUPTYaNbHBIA AWK Mubo BeIGPaTE CYLWECTEYIOWWIA, HEHEE KHOMKY © MKOHKOI Manky N7 BeI30Ba OManora
OTKPEITHA Baina.

Ecrm Bam Tpefiyetca Bonee cnoxHan KoHGMIypaLMA AWCKOS, MOXHO NPONYCTHTE STOT WaT M NOACOSAMHUTE
AWCKM MO3AHEE € NOMOLED AWanora CEoACTE MaLLMHEI

PeroMeHAYEMBNl pESMEp 3arpy304Horo aucka: 8,00 I'b.

3arpysoqHEIn QoK
@) Co3aaTh HOBLIA HECTKMIT AMCK

() Wenons308aTh CYLECTEYIOWMI HECTKMA ANCK

0 IE)

i (OBbMHEN, 2

[ Mext J[ OTmeHa ]

b o ——

Bpi0OpaTh THII )KECTKOT0 INCKA

NS Co3aaTh HOBBINA BMPTyanbHbIA ANCK

Macrep CO34aHWA HOBOTO BUPTYanbHOro AWCKa

JlaHHEIA MACTEp NoMoeT BaM CcO30aTe HOBLIA BUPTYaNEHEIT AWK AnA Baluel BUPTYansHoM MaLWMHS!. I

WMcnonesyiime kronky Bnepeq 4Tobbl NepeiiTh K cneayrowei cTpaHuue MacTepa, nubo kHonky Hasaq 4Tolel BEpHYTECA K
npeasIAyuLei. Bol TAIOKE MOXETE BOCTIONE30BATHCA KHOMKOI OTMEHa ECil XOTUTe MPEPBaTh PabioTy MaCTepa BosCE.

MowanyiicTa, seifepuTe TMR daina, KOTopbiiA Bol XOTUTE MCNONB30BATE NPM CO3AAHMM HOBOMD BWTYansHOro Aucka, Ecnu y Bac

HET HEOfX0AUMOCTI NINONL3083Th ASHHBIA BUDTYANLHLIA AWK C APYTUMA NPOAYKTAMA NPOrPaMMHOI BUPTYanusalaM, Bel
MOMETE OCTABUTE AaHHGIA NAPaMEeTP KaK ecTh,

Tun daiina

@ VDI (VirtualBox Disk Image)
(@) VMDK (Virtual Machine Disk)
() WHD {Virtual Hard Disk)

() HDD {Parallels Hard Disk)

BriOpaTh aTpuOyTHI )KeCTKOI0 IMCKA
7 - ;

@ C034aTk HOBLIIA BUPTYabHEIR ANCK

AonoaHnTENbHBIE aTPMOY Tl BUPTYaNbHOTO ANCKa

NoxanyiicTa yTOYHTE, AOITKEH N4 HOBBIA BUPTYaNbHbIA AMCK MOACTPAWEATS CEO PASMED NOA PASMED CEOEID COAEMMMMOrD Il
W BbITh CO3AEH CPA3Y 3AAEHHOMD PAsMEPE.

Dalin UHaMHYECKOTO BUDTYaNbHOr0 AMCKa BYAET 33HMMATE HEOBXOAMMOE MECTO Ha BaleM dUSMYECKOM HoDTENE
MHGOPMALYIMA LB N0 MEPE 33N0NHEHIS, 0AHAKO YYTUTE, YTO OH HE CMOMKET YMEHBLUMTECA B PASHEPE BCTM MECTO, 3aHATOR Ero
coAepHUMBIM, ocBofoauTCR,

D3iAn GUKCHPOBAHHOIO BUPTYANLHOND ANCKE MOET NoTpefiosaTs Bonble SPEMEHIM MPW CO3AEHMM Ha HEKOTOPLIX MEHNOBHEIX
CACTEMAX, OAHEKD, 06bIMHO, 0H BbICTEE B MCNONE30B3HHM,

AononHUTENbHBIE ATPHEY T

LHaMUHEcKuil BUPTyanbHeIi AMCK

() DMKCMPOBAHHEIA BMDT yansHEIT ucK

Yka3atb pa3Mep *KecTKOro aucka (He menee 101'0)



@ Co34aTh HOBLI ENPTyankHeId gnck

Pacnonoxexwne n pasmep BUPTYyainbHOro ANCKa

Pasmep

4,00 MB

MowanyicTa HAKMMTE KHOMKY € MKOHKOA Nanki ANA BeiBopa PECNONOMEHIMA MMEHM halina HOSOD BMDTYaNEHOMD ANCKE MK I
BEEAWNTE HEOE}(DHMMOE WM B NONE BBoAA.
Pacnonomenue
Ubuntu P

BribepuTe pasMep BMPTYaNEHOro QMCKa B MerabaiTax, YkasaHHbii pasmep GyneT dwryprposaTe B rocTesol OC B KaqecTse
Pa3MEPa ASHHOMD BMPTYaNEHOMD AWCKS.

15,00 TB

2,00TB

JloxaThCsl yCTaHOBKM BUPTYaJIbHON MalIMHbI. OTKPHITh OKHO CBOMCTB BUPTYaJIbHBIN MALIUHbI U
nepeiTH B pazzaen Hocurend. Beiopats IDE konTpoep — mycro. KIMKHYTh 110 HKOHKH IMCKA B
IIPaBOil MaHeNn U BBINOJIHUTE «Bb1OpaTh 00pa3 3arpy3ouHoro aucka». YKas3are MyTh K 00pasy
mrcka Ubuntu i coxpaHuTh HaCTPOHKH.

= nikmen - Hactpoiki EL
P

= oBume | Hocurenn |
Cucrema
HocuTenu uHbopMaLymn ATPHUBYTEI
Auncrnnei
4 KonTponnep: IDE & &5 Wma:  IDE
@ Hocurenwn .
() Myero Tun: [PIDGS -
B Avane
& 4B KonTponnep: SATA KelwrpoBaH1e onepaLmii BBoAa /BoiBona
CeTe :
@ nikmen. vdi
@ COM-nopTel
& Use
Q OEBLuyme nankm

Q@Qaae

BarfemsTe pasAET HACTO0EK M3 RS CIEES, MOCTE HErD HESEQHTE KYDOOD MaLLET H3 HSKHbIE
SIEMEHTE HICTDOSK 75 ROy HErRIT MOSDO0H0 HHDODMaLER.

I QK ] [ OTMeEHa

J [_crpaexa_|

2)3anycTUTh BUPTYAJIbHYIO MalIMHY. BeIOpaTh B ClIHCKe PYyCCKHUH SI3BIK.



KankHute MbiLwikoit ana np

Ycrakooka

[lobpo noxanosars!

Tagalog
Tiéng Viét
Tirkge
EMnvika
Benapyckas
Buarapckm
Ka3ak

MAKeAOHCKMN —

Cpnckm Monpo6oeats Ubuntu YcraHosuTs Ubuntu
YKpaiHCoKa

Joamyemo Bui moxete nonpobosats Ubuntu Be3 kakux-nnbo naMeneHni Ha sawem
nMmay KOMMBIOTEDE, HENOCPEACTBEHHO ¢ CD.

i WK, 6N B! TOTOBM, MOXETE YCTAHOBITE Ubuntu praom (M smecto)
Pk Balued TeKylwen onepayroHHOR CHCTEMS!, ITO HE 33AMET MHOTO BpeMeHN.

sl

Bbl MOXETE NPOYNTATE NDNMEHSHUA K BBIMYCKY.

W3 npenokeHHbIX BapuaHTOB BbIOpaTh «3anmyctuth Ubuntu 6e3 ycranoBkn»
Joxnarbcest 3arpy3Ky ONepariioHHON chCTeMBbl. 3alyCTUTh YCTAaHOBKA KIMKHYB I10 SIPJIBIKY
«Ycranoeuth Ubuntuy»



‘Caumox 3kpara nikmen (Chy

DATH SA3BIK YCTAHOBKH

YcTaHoBKa

Hobpo noxanoeaThb!

Tiéng Viét

. Bbl MOXETE NMPOYNTATb IPHMEHAHNA K BbINYCKY.
Tirkge
EMnvika [y
Benapyckan
BbAarapcku
Ka3sak
MakefoHCKM

Cpnckn

YKpailHCbKa
Jeoymmo
nnay

Az i3S
s
oy L8

IMoaTBepauTH TPEOGOBAHMS K YCTAHOBKE



YcTaHoBKa

MNMoaroToBKa K ycTaHoBKe Ubuntu

JnA LOCTHIKEHWA HaUAYyuLWero pesynsTaTa ybeauTech B TOM, UTO 3TOT KOMNBIOTEp:

Q{f WMMEET Kak MUHUMYM 8.6 GB ceobogHoro mecta Ha gucke
qf; NOAKIOYEH K MCTOUHMKY 31eKTPONMTaHKA

o nopknoueH k MHTEpHETY

| CkauaTk 06HOBNEHMA NPH YCTAHOBKE

Ubuntu ucnonb3yeT nporpamMmHoe obecneqeHne 0T CTOPOHHUX NPOKW3BOAMTENER, 4TOBbI
BOCNPOM3B0ANTL Flash, MP3 1 npoyee MyNbTHMEAKA, 3 TaK Xe 418 paboTkl C HEKOTOPLIM GecnpoBOAHBIM
060pyAoBaHKWEM. YaCTb 3TOMO NPOrPaMMHOTO 0B ECNEYEHA BbINYCKAETCA C 3aKPLITEIM KOAOM.
NporpamMmHoe obecneyeHmne NONAAALT NOA YCIOBHA JIMLEH3MH, BKIIOYEHHO B JOKYMEHTALMIO M0 3TOMY
nporpamMmHomMy o ecnedeHno.

| YCTaHOBMTB 3T0 CTOpOHHER NpOrpaMMHOe obecrieyeHune
MnaruH Fluendo MP3 BKNOYaET TEXHONOMMIO ASKOAMPOBaHHA MPEG Layer-3 nuueH3nposaHHyto Fraunhofer IS and
Thomson.

| Boixog || Haszag | MpoACAXMTE.

Bei0paTh THII yCTAHOBKH

YcTraHoBKa

TN YCTaHOBKW

Ha 3ToMy KOMNbOTEpPE B AAHHBIA MOMEHT He YCTAaHOBAEHHO CUCTEM. YTO Bbl XKeNaeTe cenaTh?
CTepeTb AWNCK K ycTaHoBMTb Ubuntu
® BHUMaHKe: 3T0 JeMCTEMe YOANKT Bce Gainbl Ha AHCKe.

L pyroi BApMaHT

Bbl MOXeTe C03aBaTb M MIMEHATH Pa3fenbl
C3MOCTOARTENBHO, WK ElblﬁpaTh Cpa3y HeCcKobKo
pa3genoe gnA Ubuntu.

| Bbixog | | Hasapn |[ MpogomxnTb J

YcTanoska
Ycranoswts Ubur
12.04.107S

CrepeTb AVUCK 1 ycTaHoBuTb Ubuntu

BeibepuTe anck: | SCSI1 (0,0,0) (sda) - 16.4 GB ATA VBOX HARDDISK

®

Ubuntu

/dev/sda (ext4)

16.4 GB

Bnck BYAET NCNOABIOBAH UEIMKOM

Yka3ath pernoHajbHbIe NapaMeTpPbl



YcraHoeka

Fae Bbl HaxoguTecb?

Moscow

Hasag

HTUPOBaHWA B / Ha pa3gene #1ycT

YcTaHoBKa

Packnaaka Kknasmartypbl

BeiSepuTe packnafaKy KJaBnaTypbl:

Nepcuackan
Monbckasn Pycckan - Bawknpckan
MopTyransckan Pycckan - KanmMmbIlKckan
MNopTtyraneckan (pasnnma) Pycckan - Komakckan
PyMBbIHCKanA Pycckan - MapHiickan

Pycckan - OceTMHCKanA (C kKnasrwamm Win)
Cepbckan Pycckan - OceTMHCKanA (YcTapeswlas)
CUHranscKas I Pycckan - Pycckasn (DOS)
CnoBaukas Pycckan - Pycckas (nedaTHas MalnHka)
CnoseHckan Pycckan - Pycckas (NedyaTHaA MallMHKa, ycTapesilan
Cyaxunbckan (KeHna) Pycckan - Pycckan (ycTapeslwan)

MNpoBepbTe BEIGPaHHYIO PacKNaAKy 30eCk

{ OnpeaenuTb packnajky KlasnaTypbl ]

[ Hasan ] { Npogonxutb

TAaHOBUTH 1234)
1 B fy @) 1613 %

BBectn mapamMeTpbl aBTOpU3aAlIIN (Hapo.]]l) yc¢
® npwnoxenus T y

Ycranoexa

YcranosuTs Ubur 2
Sotrne <TO Bbl’

Bawe nma: | Kosanexko
MM Batwero koMmsTepa: | VirtualBox ¥
MR, WCNOMIyemMOe NDK CBAIM C ADYTHMM KOMNBIOTe DI,
BBefuTe HMA NONbI0BATENA:
3apaiTe napons:
MoATBEpAUTE NAPOSb:

BXoAMTH B CHCTEMY ABTOMATHYECKH

@ Tpebosats napons ANR BXOAA B CHCTEMY

LLMGPOBATL MOID SOMALUHIOI0 NANKY

JlokmaTbcst yCTaHOBKH OTIEPAIIMOHHOM CUCTEMBI U Iepe3arpy3uTh BUPTYAIbHYIO MAIIUHBI JJIS
BXO/Ia B YCTAaHOBJICHHYIO OTIEPALIMOHHYIO CUCTEMY.
3)YcTaHOBHUTD ONOJIHEHHSI TOCTEBOH ONEPAIMOHHON CUCTEMBbI:



BeIOpaB B MeHIO VirtualBox «YcrpoiictBa» - «YcTaHoBuTh momosHeHust rocteBoii OC».
Jlo’knaThCsl yCTAaHOBKH M IEPe3arpy3uTh OMEPAIlHOHHYIO CUCTEMY .

[pu 3arpyske ONpeneNuTh TUII 3arpy)aeMoro ceanca (mo ymomyanuto Ubuntu uim Ubuntu 2D)
O m «

BeiBoabI:
[ToyyeH ombIT B co3MaHny BUpTyalnbHbIX MamiuH B Oracle VM VirtualBox 3HakoMcTBO ¢
orepanmonHoi cucremoit Ubuntu.



JlabopatopHas pabora 1. M3ydeHue mpoOTOKOJIa CETEBOr0 YPOBHS

moaesn OSI Ha mpumepe [P

1.1 Ienp pabGoThl: 3HATP Ha3HAYEHHWE U KIACCH(PHUKAIMIO MPOTPAMMHOTO OOeCreYeHus
BBIYHMCIIUTEIIFHBIX CETEH, OCHOBHBIE BO3MOXKHOCTH CETEBBIX OIIEPALMOHHBIX Cpel, YMETh
UCIIOJIF30BATh HEKOTOPBIC CETEBBbIC NMPHKIIAJHBIC MPOTPAMMHBIC IAKETHI ISl PEHICHHS CETEBBIX
3ajad.

1.2 Yxazanus no opopMIICHHIO OTYETA:

Oruet AOJDKCH COACPIKATH!: TI/ITYJII)HI)If/'I JUCT, 1OCJIb pa6OTBI; OTBCTbI HAa KOHTPOJIBHBIC BOIIPOCHI;
BBIBOJBI.

VYka3aHus 10 cade 3a4eTa Mpeno aBaTelro
Jlns copaum 3adera HEOOXOIUMO:

1) npebsABUTH OTUET;
2) OTBETUTH Ha KOHTPOJIbHBIE BOIIPOCHI.

TEOPETUYECKUME CBE/IEHUA

KoMmnbloTepHOH CeThI0 Ha3bIBAIOT COBOKYIMHOCTb Y3J0B (KOMIIBIOTEPOB, TEPMHHAJIOB,
nepudepuiHbIX yCTPOHCTB), UMEIOIIUX BO3MOKHOCTh WH(OPMAIIMOHHOTO B3aUMOJICHCTBUS JPYT C
JApPYroM C TOMOIIbI0 CHEIHMAIbHOIO KOMMYHHUKAI[MOHHOI'O OO0OpYAOBaHMS M MPOTrPaMMHOTO
obecreyeHusl.

CpencTBa nepegayn U 00pabOTKM MHPOPMALIMK OPUEHTHPOBAHBI B HEH Ha KOJUICKTHBHOE
MCTIOJIh30BaHUE OOIIECETEBBIX PECYPCOB — MH(POPMAIIMOHHBIX, IIPOTPAMMHBIX, allllapaTHBIX.

KommbproTepabpie ceTH MOTYT paboTaTh B pa3iMYHBIX PEKUMax: OOMEHa JaHHBIMH MEXITY
aOOHEHTaMH CeTH, 3alpoca M BblJauu HWH(popMmanuu, coopa MHGOpManK MakeTHOH 00paboTKU
JAHHBIX 110 3aIpOCcaM MOJIb30BaTeNel C yAaJICHHBIX TEPMUHAJIOB, B IHAIIOTOBBIX PEKUMAX.

Taxum o6paszom, ¢ mosiBieHueM ceteit 9BM paspelieHsl Be 04eHb BaKHbIE IPOOIEMBI:

1) obecneueHne B MpHUHLMIE HEOrpaHMYEHHOTO JocTyna K OBM monbs3oBareneit
HE3aBUCHMO OT TEPPUTOPHAILHOTO PACTIOI0KCHHS,

2) BO3MOXHOCTb OIEPAaTUBHOTO MepeMEIIeHU 00JIbIINX MacCUBOB MH(OpMaLlUK Ha JTH00bIE
pPacCTOSIHUS, TIO3BOJISIFOIIUI CBOEBPEMEHHO TOJyYaTh MAaHHBIC ISl TPUHSATHS TEX WIH WHBIX
penieHui.

Vcnonb30BaHuE BBIYUCIUTENBHBIX CETEH JaeT MPEeIIPUITHIO CIEAYIOIINE BO3MOXK-HOCTH:

1. Paznienenne 1oporocTosux pecypcos;
2. ViyuIieHue 10cTyna K "HpopMaluu;
3. BeICTpO€ 1 Ka4eCTBEHHOE MPUHSITUE PEIICHUI;



4. CoBepIlIeHCTBOBAaHNE KOMMYHHUKAIIHIM;

5. CBobOoa B TEPPUTOPHATIBHOM Pa3MEIIEHUHU KOMITbIOTEPOB.

[Iporpammuoe obecrieuenue cereit 9BM B paciipeHHOM BapuaHTE COCTABIISIOT:

1) ceTeBble OnepallMOHHBIE CUCTEMBI;

2) cereBble paiiBepa, MPOTOKOJBI, CIYXObI W Jpyroe IOMOJHUTEIHHOE MPOrpaMMHOE
obecrieueHre ceTeBhIX HHTEP(PEICOB;

3) mpuKIIaJHOE CETeBOE MPOrpaMMHOE 0OecTieyeHUeE.

[Ton cereBbIMH OIEPALIMOHHBIMM CHCTEMaMHU IMOHUMAIOT TaKue OINEpaIlMOHHbIE CHCTEMBI,
KOTOpbIe 00€CIeYrBalOT MOJIb30BATENSIM pacipeiesIieHHbIN 1ocTyn K ceTsiMm DBM.

Bo BTopyto rpynny BXoauT OOJIBLIONW KPYT BCEBO3MOYKHOI'O ITPOrPaMMHOI0 0OECIIEUEHMS B
OCHOBHOM H3TOTOBHTENS JaHHOTO MHTep(deiica (ceTeBoil miuaTel, MOAEMa | T.II.) JJIs OOeCTieueHuUs
IIPaBWJIbHOM pabOThI CETEBOT0 YCTPOHCTBA.

IIpp  sTOoM  mox  ApaiBEpOM  IIOHMMAETCs  MpPOrpaMMa, HEIIOCPEACTBEHHO
B3aMMOJICICTBYIOMIAs ¢ UHTEpPQEiicoM - CeTeBbIM aganTepoM M orneparuonHoi cucremoit (OC).
HpaiiBep cereBoro ananrtepa B3aumojeicTByer ¢ OC dyepe3 cucTteMy MPOTOKOJIOB M CIYXkKO,
KOTOpBIE MOTYT HaxouTcs Kak B camux OC, Tak U MOCTaBISATHCS BMECTE C YCTPOUCTBOM.

[Tpu 5TOM 1O CETEBBIM MPOTOKOJIOM IMOHUMAETCSI HA0Op MPABHII MTOBEICHUS CETEBBIX y3JI0B
pu nepeaade-npueMe naHpopMarum.

[Tox cereBbIMH cioy)0aMy TMOHMMAaETCsT HA0OpP MPOTPAMMHOTO OOECIICUYEHHUSI CETEBOTO
o0ecrieyeHns y3KOCTIeUaTbHOTO Ha3HAYSHHSI, HAIpUMep:

- KJIMEHTHl CETeH - IMO3BOJISIIOT MOJKIIIOYAThCS, 0003peBaTh M IOJIb30BATHCS CETEBBIMU
pecypcamu COOTBETCTBYIOLIUX CETEM,

- CIIy>kObI KOHTPOJIS Tpaduka ceTei,

- CIIy>kOBI UCTIOJIB30BAHUS JIOCTYTA K pa3/iesieMbIM pecypcam,

- IOMEHHBIE CITyKOBI U JIp.

Kpyr npukiazHoro cereBoro MporpaMMHOTO OOECIEYEeHHUs COCTaBISIOT BCEBO3MOXKHbBIE
CEeTEBbIE IPUIIOKEHUSI.

Kaxxaplii koMnproTep paboTaeT 1o yrnpaBiieHueM COOCTBEHHOW ONEPallMOHHON CUCTE-MBI, a
Kakas-mnbo «o0Ias» ornepalMoHHas CHUCTEMa, paclpelenstonas padoTy Mexay KOMIbITepaMu
CEeTH, OTCYTCTBYyeT. B3aumosielicTBue MeXAy KOMIBIOTEPAMU CETH MPO-UCXOAMT 3a CUET Mepeaaun
cooOlIeHN Yepe3 ceTeBble afanTepbl M KaHaibl cBA3M. C IMOMOIIBIO 3TUX COOOLICHWNA OAWH
KOMIIBIOTEp OOBIYHO 3alpalirnBaeT JOCTYH K JIOKAIBHBIM pecypcaM JIpyroro kommbtotepa. Takumu
pecypcamMu MOTYT OBbITh Kak JIaHHbIE, XpaHALIHecs Ha AUCKe, TaK U pa3HOo0Opa3Hble nepudepuiinbie
YCTpPOMCTBAa — MPHUHTEPBI, MOJEMBI, (akc-anmaparsl U T.J1. Pa3neneHue JIOKaIbHBIX PECypcoOB
KaXJOr0 KOMIIBIOTEpPA MEX]y BCEMHU TMOJb30BaTeNIIMU CETH — OCHOBHas Lelb CO3JaHUA
BBIYMCIIUTEIIBHOM CETH.

Kakum »xe o0pa3oM cka3bIBaeTCsi Ha I0JIb30BaTele TOT (DaKT, YTO €ro KOMIIBIOTED
noakaroueH kK ceru? IIpexae Bcero, oH MOXKET IMOJB30BAThCS HE TOJBKO (pailimamu, THCKamw,
INPUHTEPAMH U APYTUMH PECypcaMH CBOEr0 KOMIIbIOTEpPA, HO M aHAJIOTMYHBIMHU PECypcaMM JIPYTHX
KOMIIBIOTEPOB, IMOJAKIIOYEHHBIX K TOM ke ceru. IIpaBnma, Ais 3TOro HEAOCTATOYHO CHAOIUTH
KOMIIBIOTEPBl CETEBBIMM aJaNTepaMu M COEIUHHUTHh UX KalenbHOH cuctemoil. HeoOxonumel ere
HEKOTOpble 100aBJICHUS K ONEPAllMOHHBIM CHCTEMaM 3THUX KOMIbIOTepoB. Ha Tex koMmmbloTepax,
pecypchl KOTOPBIX JODKHBI OBITH JOCTYMHBI BCEM MOJIb30BATESIM CETH, HEOOXOIUMO J100aBUTH
MOJ1yJIH, KOTOPBIE MMOCTOSIHHO OyAyT HAXOAUTHCS B PEKUME OKUAAHUS 3aPOCOB, MOCTYHAIOIINX IO
CeTH OT JAPYTUX KOMIMbIOTEpOB. OOBIYHO TaKHE MOMAYJIM Ha3bIBAIOTCS MPOrPaMMHBIMH CepBEpaMu



(server), Tak Kak WX TJIaBHas 3ajada — OOCIY)KHBaTh (S€rve) 3ampochl Ha JOCTYN K pecypcam
CBOCTO KOMIIBIOTEpA. Ha KOMIIBIOTCPAX, IIOJB30BATCIM KOTOPBIX XOTAT IMOJYy4YaTb AOCTYII K
pecypcaMm Ipyrux KOMITBIOTEPOB, TaKKe HYKHO JOOABUTH K OIMEPAIIMOHHON CHCTEME HEKOTOPHIC
CliCUAJIbHBIC HPOTpaMMHBIC MOAYJIHM, KOTOPBLIC JOJIZKHBI Bblpa6aTbIBaTb 3arpoCbl Ha OOCTYII K
yAaJIEHHBIM pecypcaM U TepefaBaTh UX IO CETH HA HYXKHBIM KOMIBbIOTEp. Takue MOIylu OOBIYHO
Ha3bIBAIOT TporpamMMHbIMK KiueHTamu (client). CoOCTBEHHO jk€ CETeBbIC aJanTepbl U KaHAJbI
CBSI3U PEIIAIOT B CETH JIOCTATOYHO MPOCTYIO 33/1auy — OHH MEPearoT COOOIICHHS C 3alpocaMu U
OTBETaMH OT OJTHOT'O KOMITBIOTEPA K JPYTOMY, @ OCHOBHYIO PadOTy MO OpPraHU3aIlliii COBMECTHOTO
UCIIOJIb30BaHUS PECYPCOB BBITOJIHSIOT KIIMEHTCKHE U CEPBEPHBIC YaCTH ONEPAI[HIOHHBIX CUCTEM.

[Tapa momyneil «KJIMEHT — cepBep» 00ECIEeUMBAET COBMECTHBINA JOCTYI IMOJIb30BATEIECH K
OTIpEJICIIECHHOMY THITY PECYypCOB, HanpuMep K (aiiinam. B 3Tom cirydae TOBOPHUT, UTO MOJIB30BATENh
uMeeT Jneno ¢ (aiinoBol cimyxkOoit (service). OOBYHO ceTeBas OIEpaIiOHHAs CHCTEMa
MOJJEPKUBAET HECKOJIbKO BHUIOB CETEBBIX CIYKO Ui CBOMX IOJIb30Bareneil — (aiioByro
ciyx0y, ciyk0y nedartu, ciry>k0y 3JeKTPOHHOM MOYTHI, CIY>KOY yIajIeHHOTO JOCTyMa U T. II.

TepMHUHBI «KIMEHT» M «CEpPBEp» MCIOJB3YIOTCS HE TOJIbKO M 0003HAuYeHUs
PO-TPAMMHBIX MOMYJIEH, HO M KOMIIBIOTEPOB, IOAKIIOYEHHBIX K ceTH. Eciam KoMmbloTep
IIPEIOCTABIIIET CBOM PECYPCHI IPYTUM KOMIIBIOTEPAM CETH, TO OH Ha3bIBAETCSI CEPBEPOM, a €CIIH OH
UX MOTPeONsieT — KIMEHTOM. MHOTa OJMH M TOT K€ KOMITBIOTEP MOXET OJHOBPEMEHHO UTPaTh
pOJIU U cepBepa, U KIUEHTA.

CereBble CJ'Iy>K6LI BCCrJa NpCACTABIIAIOT coboit pacnpeacCICHHBIC ITPOTrpaMMBbl, COCTOSAIINC
N3 HCCKOJIBKUX B3aHMOﬂCﬁCTBy10HlHX IIEICTGI\/'I, NpuIeM Kaxxaasd 4aCThb, KaK IIPABUJIO, BBIIIOJIHACTCA
Ha OTACIIBHOM KOMIIBIOTEPEC CCTH.

Jlo cux mop peub IUIa O CUCTEMHBIX paclpeiesieHHbIX nmporpamMmMax. OJIHAKO B CETH MOTYT
BBITIOJIHATHCSL M pacipeieNieHHbIE MOIb30BaTELCKUE MPOTPAMMBI - IPIIIOKEHUsI. Pactipenenennoe
MPUJIOKEHNE TAKXKE COCTOUT M3 HECKOJIBKUX YacTed, KakJas W3 KOTOPBIX BBIMOJIHAET KaKyO-TO
OTIpe/ICNICHHYI0 3aKOHYEHHYIO0 pa0doTy MO pelIeHHI0 MPUKIaIHON 3agaun. Hampumep, ogHa dacth
MPUJIOKEHHUSA, BBIMOJHIOMASACA HAa KOMIIBIOTEpE TMOJIb30BATENs, MOXKET MOAJAECpPKUBATH
CHeIHATM3UPOBAHHBINA Tpaduueckuii uHTepdeiic, BTopas - padoTaTh Ha MOIIHOM BBIICJICHHOM
KOMITBIOTEPE U 3aHUMATHCS CTATHCTUYECKOW 0OpabOTKON BBEACHHBIX IMOJIb30BATENIEM TAaHHBIX, a
TPEThsl - 3aHOCUTH TONyYEHHBIC Pe3ylbTaThl B 0a3y JaHHBIX HAa KOMIIBIOTEPE C YCTaHOBIICHHOM
crannaptHor CYB/I. Pacnipenenennblie MPUI0KEHUS B MOJHOW MEpPE UCIONB3YIOT MOTEHIUAIbHBIC
BO3MOXKHOCTH PACTIPENCICHHON 00paOOTKH, TPENOCTaBIsEMbIE BBIUUCIUTEILHON CETHIO, H
MMOATOMY YacTO Ha3bIBAIOTCS CETEBBIMU MPHUIIOKECHUSIMH.

3AJJAHUE HA JIABOPATOPHVYIO PABOTY
1. OxapakTepu30BaTh CETEBbIE OMEPANIMOHHBIC CUCTEMBI TI0 CIIEIYIOMICH CXeMe:
1) mnaTHOCT®,

2) IOCTYN K HCXOJHOMY KOJY,
3) MHOTOIIIATHOPMEHHOCTb,



4) MyJIbTH3a/1a4HOCT,

5) KOJIMYECTBO MOJIb30BaTEIICH,
6) QyHKUIMHU yIpaBICHUS CETHIO,
7) uatepderic padoTHI,

8) motpebsieMble pecypChl.

2. OTBeTHTE HA KOHTPOJIbHBIC BOIIPOCHI

KOHTpOJ'IBHBIe BOIIPOCHI

. UTo moHMMaloT o1 NporpaMMHbIM obOecriedenrem cereit IBM?

. UTo maeT npeanpusTUIO UCTIOIB30BaHIE KOMITBIOTEPHBIX ceTen?

. Kimaccudukanus ceteBoro mporpaMMHOT0 00eCIiedeHHS.

. UTo Ha3bIBaIOT ONEPALIMOHHON CUCTEMOM?

. UTo BXOAMT B IpyNIly IPUKIATHOTO MPOTrpaMMHOr0 obecrieueHus?

. I1o xakuM KpuUTEpUIM MOKHO OXapaKTepPU30BaTh CETEBYIO OMEPAIMOHHYIO CUCTEMY?
. UTo Ha3BIBAIOT CETEBBIM JipaiiBepom?

0 3 N L bW

. UTO Ha3BIBAIOT CETEBBIM MPOTOKOJIOM?

9. IlepeunciuTh ceTEBbIE ONEPALMOHHBIE CUCTEMBI.

10. Yto Takoe ceTeBbI€ CIy>KObI?

11. YTo Ha3bIBAIOT CTaHAAPTHBIM NPOTrpaMMHBIM obecrieduenrnemM DBM?
12. YTO Takoe TEXHOJIOTHUS «KJINEHT-CEpBEp»?



[IpakTnueckoe 3aHsThe 2 HM3ydeHwe NOpoTOKOJa TPaHCHOPTHOTO

ypoBHs mojienu OSI| na npumepe TCP

HuacHocmuyeckue ymunumsi TCP/IP

B cocra TCP/IP BXOAAT NMAarHOCTUYECKHE YTHIIUTHI, MpPEIHA3HAYCHHBIE AJISI MPOBEPKH

KOH(UTypaIiy CTeKa U TECTUPOBAHMS CETEBOI'O COCIMHEHUSI.

VYrunura

[Ipumenenue

hostname

BBIBOI[I/IT UM JIOKAJIBHOT'O XOCTa. HCHOJ’IBByeTCH 0e3 nmapaMeETpoOB.

ipconfig

BreiBoaut 3HaueHUS s TeKymei kondurypanuu creka TCP/IP: IP-
aZipec, MacKy IMOJICETH, aJIpec MUTI03a M0 YMOTYaHuo, agpeca WINS

(Windows Internet Naming Service) u DNS (Domain Name System)

ping

OcymiecTBisieT MpoBepKy MpaBuwibHOCTH KoHpurypuposauus TCP/IP u

IIPOBEPKY CBSA3H C YAAICHHBIM XOCTOM.

tracert

OcymecTBIsIeT MPOBEPKY MapHIpyTa K YAAUICHHOMY KOMITBIOTEPY ITyTEM
ormpaBku 5xo-makeroB mporokona ICMP (Internet Control Message
Protocol). BeiBoauT mapuipyT MpOXOKIEHHUS MaKeTOB Ha yAaJeHHBIN

KOMIIBIOTED.

arp

BreiBoAUT 1St MpOCMOTpa ¥ M3MEHEHUS TabIUIly TPaHCIALUU aJpecoB,
UCIIONIB3YEMYIO TPOTOKONIoM pasperienust aapecoB ARP  (Address

Resolution Protocol - onpenensier mokanbHbI# aapec mo [P-ampecy)

route

Monudunupyer  Tabmunsl  Mapmpytuzauuu [P, OtoOpaxaet

coJiepKUMOe TabIuIbl, 100aBISIeT U yAasseT MapupyTsl [P.

netstat

BriBogut CTaATUCTUKY U TCKYLIYIO I/IH(I)OpMaI_[I/IIO no COCIAHMHCHUIO

TCP/IP.

nslookup

OcymiecTBISIET MPOBEPKY 3alUCE M JTOMEHHBIX TMCEBJIOHUMOB XOCTOB,
JIOMEHHBIX CEPBHCOB XOCTOB, a TaKXe HH(POPMAIMH ONEepaliOHHON

CUCTEMBI, IIyTEM 3aIpocoB K cepepam DNS.

1. lNposepka npasunibHocmu KoHgueypauuu TCP/IP ¢ nomouwkto ipconfig.

IIpu yctpanenun HeucnpaBHocTel u mpobiem B cetu TCP/IP cnenyer cHauana mpoBepUThH

npaBuibHOCTH KoH(urypauuu TCP/IP. s aToro ucnonp3yercs yrunura ipconfig.




OTa KOMaHJa TIoJie3Ha Ha KommbloTepax, padorarommx ¢ DHCP (Dynamic Host
Configuration Protocol), Tak Kak [gaeT MOJb30BaTeNsIM BO3MOXHOCTh OIPENEINUTh, Kakas
koHuryparus cet TCP/IP u kakue BennuuHbI ObUTH YCTaHOBIIEHBI ¢ momotisio DHCP.

CuHTaKcHuc:

ipconfig [/all | /renew[adapter] | /release]

ITapamerpsbi:

all BBIJIaET BECh CIIUCOK MmapameTpoB. bes aToro kitoua orobpakaercs Toabko IP-

aJipec, Macka U IUII03 10 YMOJIYaHHUIO;

renew[adapter] o6uoBaseT mapameTpsl KoHpuryparu DHCP mis ykasaHHOro ceTeBoro

ajanrepa;

release[adapter] ocsobosxmaer Beigenenusiii DHCP IP-anpec;

adapter — umst ceTeBOro ajanTepa;
displaydns  BeIBOAWT MH(DOPMAIIHIO O COAEPKUMOM JOKaIBHOIO Ka1ma KirenTa DNS,
WCTIOJIB3YEMOTO ISl pa3perIeHus TOMEHHBIX UMEH.

Takum oOpa3zom, yTtuiauta ipconfig TO3BONSAET BBUICHUTh, HHHULIMAIW3APOBAHA JIK
KoH(uryparus u He 1yonupyrortces mu [P-agpeca:

- ecnu KOH(pUTypalus HHUIIMAIU3UPOBaHa, To noseisercs [P-agpec, macka, muio3;

- ecmu [P-agpeca ny6nupyrores, To macka cetu oyaet 0.0.0.0;

- ecnu nipu ucnoaszoBanuu DHCP komnbrotrep He cMor nonyuuts [P-aapec, To on Oyner

pasen 0.0.0.0 .

2. TecmuposaHue c853U C UCMob308aHUEM ymuriumabl ping.

Yrumuta ping (Packet Internet Grouper) ucnonb3yeTcst sl POBEPKU KOH(UTYpHpPOBaHUS
TCP/IP  wm  nuarHocTuku omuOOK coeauHeHus. OHa  ompenensieT  JAOCTYNHOCTh U
(GyHKIIMOHUPOBaHHE KOHKPETHOro XocTa. Vcmonb3oBaHue ping Jydiinid crnocod MpOBEpPKU TOroO,
YTO MEXKJY JIOKAJIbHBIM KOMIIBIOTEPOM M CETEBBIM XOCTOM CYIIECTBYET MapupyT. XOCTOM
Ha3bIBAETCSl JII0O0OE CETEeBOE YCTPOMCTBO (KOMIBIOTEp, MapLIPyTH3aToOp), OOMEHHUBAIOIIEecs
nH(popmMaluen ¢ IpyrumMu cereBbiMu yctpoiictBamu o TCP/IP.

Komanza ping npoBepsieT coelMHEHUE ¢ yAaJIeHHBIM XOCTOM IIyTEM OTHPAaBKU K ITOMY XOCTY
sxo-naketoB ICMP u mpocnymmBanus 3X0-0TBETOB. Ping oXumaeT KaXJblid MMOCIaHHbIM MaKkeT U
reqyaTaeT KOJIMYECTBO NIEPETAHHBIX U MPUHATHIX MakeToB. Kaykablil IPUHATHIN MAKET IPOBEPSETCS B
COOTBETCTBUM C MepeaHHbIM cooOuieHrneM. Ecinu cBA3b MeXay XocTaMu IJjoxasi, U3 COOOIIeHUN
ping cTaHEeT 5ICHO, CKOJIBKO MAKETOB MOTEPSHO.

[To ymonmuanuto nepenaercs 4 sxo-nakera JUIMHOM 32 Gaiita (BO3MOXHBI U Ipyre BapHaAHTHI

3Ha4YCHUA I10 yMonanmo) - Iepuoan4dcCKas nmocjaCcaoBaTCIbHOCTL CUMBOJIOB aﬂ(baBI/ITa B BCPXHCM



peructpe. Ping mno3BoisieT M3MEHUTh pa3Mep M KOJMYECTBO IAKETOB, YKa3aTb, CIELYET JIH
3alMCBhIBaTh MapUIPyT, KOTOPBIH OHA HCHOJB3YeT, KaKyl BEIMYMHY BpeMeHH ku3Hu (ttl)
yCTaHABJIMBATh, MOXHO JIM ()parMEHTUPOBATh MakeT U T.jA.. [Ipu momydyenuu oreera B moie time
yKa3bIBaeTCs, 3a Kakoe BpeMs (B MMJUIMCEKYHJIaX) OTIPABICHHBIM MaKeT JOXOJUT 10 yIAJIE€HHOTO
XOCTa ¥ BO3Bpalaercs Ha3ajl. Tak Kak 3HaueHUe 10 YMOJIYaHUIO JJIS 0KMJaHMs OTKJIMKA paBHO |
CeKyHJIe, TO BCE 3HaYeHUs MaHHOTro moiist OyayT menbiie 1000 mummncekyna. Ecnu BB mosrydaere
coobmenue «Request time out» (IlpeBbien HHTEPBaN 0XKUIAHHS), TO, BO3SMOXHO, €CIIH YBEIMYUTD
BpeMs OKHUJIaHUS OTKJIMKA, MAaKeT JOWIET J0 YAAJIEHHOIO XOCTa. DTO MOXKHO CAEIaTh C IOMOILBIO
KJIIH04a —W.

Ping MoxHO HCIOJIB30BaTh sl TecTHpoBaHus Kak uMeHn xocta (DNS wim NetBIOS), tak u
ero IP-ampeca. Ecim ping c¢ IP-ampecom BBINOJIHHMIIACH YCIIENIHO, 2 ¢ UIMEHEM — HEYJadyHO, 3TO
3HA4YMT, YTO MpoOJeMa 3aKIr0YaeTcss B PACIO3HABAHUU COOTBETCTBUS ajjpeca M UMEHH, a He B
CETEBOM COEJIMHEHMH.

YTumuTa ping UCHoabp3yeTcs CIeIyIUMHI CIIOCO0aMu:

1) dnst mpoBepku toro, uro TCP/IP ycraHOBNIEH 1 PaBUIIBHO CKOH(UTYPUPOBAH Ha
JIOKAJIbHOM KOMIIBIOTEPE, B KOMaH e ping 3aAaeTcs aapec netiu ooparHoit ces3u (loopback
address):

ping 127.0.0.1

Ecnm Tect ycnenmHo npoiaeH, TO Bbl MOJYyYHUTE CIEAYIOIIHM OTBET:

Otser ot 127.0.0.1: uucno G6aiir=32 Bpemsa<lmc TTL=128

Otger ot 127.0.0.1: uncno Gaiit=32 Bpemsa<lmc TTL=128

Otsert ot 127.0.0.1: yncno 6aiit=32 Bpemsa<lmc TTL=128

Otsert ot 127.0.0.1: yucno 6aiit=32 Bpemsa<lmc TTL=128

2) YtoOb! yOenuThCs B TOM, 4TO KOMIBIOTEP MPaBHIIbHO J00aBieH B ceTh U [P-anpec He
nyonupyercs, ucnonbzyercs [P-agpec nokaabHOro KOMIbIOTEpA:

ping IP-agpec JiokalbHOTO XOCTa

3) UToOBI MPOBEPUTH, YTO MUTIO3 TI0 YMOITYAHUIO ()YHKIIMOHUPYET M YTO MOKHO YCTaHOBHTH
COEJIMHEHHUE C JIOOBIM JIOKAJbHBIM XOCTOM B JIOKaJIbHOW ceTH, 3ajaercs IP-agpec mumro3za mo
YMOJTYaHHUIO:

ping IP-aapec numo3a

4) JIns TpOBEpPKHM BO3MOXXKHOCTH YCTAaHOBJIICHHSI COCTUHEHHS dYepe3 MapIIpyTH3aTop B
KoMaHJie ping 3axaercs [P-anpec ynanenHoro xocra:

ping IP-agpec ymanenHoro xocra

Cunrakcuc:



ping [-t] [-a] [-n count] [-I length] [-f] [-i ttl] [V tos] [-r count] [-s count] [ [-] host-list] |
[-k host-list] ] [-w timeout] destination-list

ITapamerpsbi:

-t BBIMIOJIHSIET KOMaH Iy ping 1o npepbiBanusi. Control-Break - mocMoTpeTh CTaTHCTHKY
u ipotoikuTh. Control-C - mpepBaTh BBITOJIHEHHE KOMaH/IbI;

-a MO3BOJISIET ONPENIEIUTh JOMEHHOE UMS YJAJIEHHOTO KOMITbloTepa 1o ero [P-anpecy;

-n count moceutaet koiauuecTBo nmakeroB ECHO, ykasannoe mapameTpom count;

-l length moceitaer makersl mmHoM length Gaiit (MakcumanbHas mirHa 8192 Gaiira);

-f MOCHUIACT MAKET C YCTAHOBJICHHBIM (pr1arom «He (parMeHTUPOBATH». DTOT MaKET HE
Oyzaer ¢pparMeHTUPOBATHCSA HAa MAPIIPYTH3ATOPAX I10 ITyTH CBOETO CIICIOBAHUS;

-i ttl  ycranaBnmuBaeT BpeMs )KU3HU MaKeTa B BEIUUMHY ttl (KaIblil MapIpyTH3aTOP
yMeHbIIaeT ttl Ha equHuILy);

-V 10S yCTaHaBJIMBAET THII MOJISI «CEPBUC» B BEIUYUHY tOS;

-f couNnt 3amMChIBAaeT MyTh BHIXOSIIETO MMAKETa M BO3BPAIAIOIIETOCs ITaKeTa B IOJIE 3aITUCH
myta. Count - ot 1 10 9 XoCTOB;

-S count mo3BOJISIET OTPAHUYMTH KOJMYECTBO MEPEXOI0B M3 OJJHOM TOCETH B IPYTYIO
(xomoB). Count 3a/1a€T MaKCUMaJILHO BO3MOKHOE KOJINYECTBO XOIIOB;

-] host-list HanpaBJIAET MAKEThI C MOMOIIBIO CITUCKA XOCTOB, OMPEICIICHHOTO MapaMeTPOM
host-list. [TocnemoBaTenbHBIC XOCTBI MOTYT OBITh OT/ICJICHBI TPOMEKYTOYHBIMU
MapuipyTuzaropamu (rubkasi craTudyeckas MapIpyTuzamnus). MakcuMmaibHoe
KOJINYECTBO XOCTOB B CIHMCKe, o3BojeHHoe [P, paBHO 9;

-k host-list HampaBsieT makeThl Yepe3 CIUCOK XOCTOB, ONpeaeieHHbIH B host-list.
[TocnenoBarenbHBIE XOCTHI HE MOTYT OBITh pa3zelieHbl IIPOMEXYTOUHBIMHU
MapuipyTu3atopamMu (’KecTkas CTaTudeckas MapuipyTusanus). MakcumaabHOe
KOJINYECTBO XOCTOB — 9;

-w timeout yKa3bsIBaeT BpeMs OKuJaHusA (timeout) OTBeTa OT YAAICHHOTO XOCTa B
MUJUTUCEKYHaX (10 YMOTYaHHIO — 1ceK);

destination-list ykaspiBaeT ynaneHHbIH XOCT, K KOTOPOMY HaJ0 HalPaBUTh MAaKeTHI ping.

Hpumep ucnoiv308anus ymuiumpl ping:

C:\WINDOWS>ping —n 10 www.netscape.com

OOmen maketamu ¢ www.netscape.com [205.188.247.65] o 32 Gair:
Otet ot 205.188.247.65: uncno 6aiit=32 Bpemsi=194mc TTL=48
Otget ot 205.188.247.65: uncno 6aiit=32 Bpems=240mc TTL=48
OtBet oT 205.188.247.65: uncno 6ait=32 Bpemsi=173mc TTL=48



OtBet oT 205.188.247.65: uncno 6aint=32 Bpemsi=250mc TTL=48
Otget ot 205.188.247.65: yncno 6aiit=32 Bpems=187mc TTL=48
Otget ot 205.188.247.65: uncno 6aiit=32 Bpemsi=239mc TTL=48
OtBet oT 205.188.247.65: uncno 6aint=32 Bpems=263mc TTL=48
OtBet oT 205.188.247.65: uncno 6aint=32 Bpems=230mc TTL=48
Otget ot 205.188.247.65: uncno 6aiit=32 Bpems=185mc TTL=48
Otget ot 205.188.247.65: uncno 6aiit=32 Bpems=406mc TTL=48
Craructuka Ping nis 205.188.247.65:

[TakeroB: nocnano = 10, nomyuyeno = 10, norepsiHo = 0 (0% moTtepb)
[Tpubnu3nuTenpbHOE BpeMsl epeIauu U mprueMa:

Haumenwmiee = 173mc, Hanbombiee = 406mc, cpeaaee =236mc

B ciydae HEBO3MOKHOCTH IPOBEPUTH JOCTYITHOCTh XOCTA YTUIIMTA BBIBOAUT MH(OpMAIIIO 00
ommuOke. Hrke nmpuBeieH npumep oTBETa YTHIUTHI ping MPH MOMBITKE IMTOCIATh 3apoC Ha

HECYIIECTBYIOIINMI XOCT.

O0MeH mmakeramu ¢ 172.16.6.21 o 32 Oaiir:

[IpeBslilieH HHTEPBAN 0XKHUIaHUS U1 3a1poca.
IIpeBbllieH MHTEPBAT OXKUIAHUS IS 3aIpoca.
[IpeBpilieH MHTEPBAN 0XKUIAHUS U1 3a1Ipoca.

[IpeBsilieH HHTEPBAN 0XKHUIaHUs JJIs 3a1poca.

Crartuctuka Ping ans 172.16.6.21:

[TakeroB: ornpasieHo = 4, noaxyueHo = 0, norepsaHo = 4 (100% noreps),

[TpubnusuTenbHOE BpeMs epeiayul v puema:

HauMeHbIiee = Omc, Haubombiiee = Omc, cpennee = Omc

VYTunura coobuiaer He 00 OTCYTCTBUU XOCTa, a O TOM, YTO 32 OTBEJIEHHOE BpeMs He ObLIT OJTy4eH
OTBET Ha MOCIaHHbIN 3ampoc. [I[puyrHOi 3TOro He 00s3aTENbHO ABISETCS OTCYTCTBHE XOCTA B CETH.
[Tpobnema MOXKET KPBHIThCS B COOSIX CBSI3M, NEPETPy3Ke WM HETPaBIIIbHOW HAaCTPOHKe
MapuIpyTU3aTopoB u T. . Omubka «cetb HeaocTymHa» (network unreachable) mpsiMo yka3eiBaeT Ha

po0GJIeMbl MapIIPyTH3AIHH.



3. N3yueHue mapwipyma mexoy cemesbiMU COeOUHEHUSIMU C MOMOWbIO
ymurnumel tracert.

Tracert - ato yrunura TpaccupoBku Mapuipyta. Ona ucnonssyer nosie TTL (time-to-live,
BpeMs xu3HHN) nakeTa [P u coobmenus o6 ommbkax ICMP ms onpeaenenust MapiipyTa OT OJTHOTO
XOCTa JI0 APYTOro.

YTunura tracert MoxeT OBITh O0JIee CoaepKaTeIbHON U YA00HOI, yeM ping, OCOOEHHO B TeX
cllyyasiX, KOrJa yAaJeHHbIH XOcT HeJocTHXUM. C TIOMOIIbI0 HEe MOXKHO OIpPEIeNIuTh paioH
npo6iem co cBs3bio (y Internet-npoBaiinepa, B OOPHON CETH, B CETH YJAJIEHHOI'O XOCTa) 110 TOMY,
HACKOJIbKO JIaIeKo OyJeT oTciexxeH MapupyT. Eciin BO3ZHUKIM NPOOJIEMBl, TO YTHJIUTA BBIBOAUT Ha
9KpaH 3Be3704kHu (*), mibo coobmenus tuma «Destination net unreachabley, «Destination host
unreachable», «Request time outy», «Time Exeeded».

VYTunura tracert paboTaeT cieayoLUM 00pa3oM: MOCkIIaeTcs o 3 MPOOHBIX 9XO-TMAKeTa Ha
KaX/IbIil XOCT, 4epe3 KOTOPBIM MPOXOAUT MapLIpyT 0 yAajleHHoOro xocra. Ha skpan mpu sTom
BBIBOJMTCS BpEMsSl OKUIAHUS OTBETa HAa Kaxipld makeT (Ero MOXHO WM3MEHUTh C TMOMOIIBIO
napamerpa -w). IlakeTpl MOCBIIAIOTCS C pa3IMYHBIMU BEIMYMHAMHU BpPEMEHH >KHM3HU. Kaxbrii
MapuipyTU3aTop, BCTpPEUAIOMIMHCA MO IMyTH, Hepea IepeHalpaBiIeHWEM I1aKeTa YMEHbIIAeT
BemmunHy TTL Ha enunuiyy. Takum o0pa3oMm, BpeMsl JKU3HHU SBISETCS CUETYMKOM TOUEK
MIPOMEKYTOYHOM JocTaBKH (xoroB). Korma Bpemst )KU3HM NakeTa JOCTUTHET HYJIS, TIPEAToIaraercs,
YTO MapUIpyTHU3aTOp MOUUIET B KOMIbIOTEp-UCTOUYHUK coodbmenue ICMP “Time Exeeded” (Bpems
UCTEKJI0). MapmipyT ompenensercss mMyTeM MHOChUIKM nepBoro sxo-nakera ¢ TTL=1. 3atem TTL
yBEIUYMBaeTCsl Ha 1 B KaXJAOM MOCIENYIOIIEM IMakeTe 10 TeX MOp, MOKa MaKeT He JOCTUTHET
YIQJIEHHOTO XOCTa, JU0O OyAeT IOCTUTHyTa MaKCUMalbHO BO3MOXkHas BenumumHa TTL (1o
ymourdanuto 30, 3aaeTcs ¢ IOMOIIIbIo TapameTpa -h).

Mapuipyt omnpezaensercs nyreMm uszydeHus cooOuieHuit ICMP, kortopble mnpuckliatoTcs
00paTHO MPOMEKYTOUHBIMU MapIIPyTU3aTOPAMH.

[IpuMeyaHue: HEKOTOPbIE MapIIPYTU3ATOPBI IPOCTO YHUUTOXKAIOT MaKkeThl ¢ uctekmum TTL
1 He OyayT BUAHBI yTHIINTE tracert.

CunTakcuc:

tracert [-d] [-h maximum_hops] [-] host-list] [-w timeout] ums_tieneBoro_xocrta
ITapamerpsbi:
-d YKa3bIBAET, YTO HE HY>KHO paclio3HaBaTh ajpeca AJisl UMEH XOCTOB;

-h maximum_hops ykasbiBaeT MaKCHMaaIbHOE YHCIIO XOIMOB ISl TOTO, YTOOBI HCKATh 1€/,



-J host-list YKa3bIBa€T HEKECTKYIO CTATHYECKYIO MapIIPyTHU3AlUI0 B COOTBETCTBHH C

host-list;
-w timeout YKa3bIBacT, UTO HY’KHO OKUJATh OTBET HA KAXIbIA 3XO-IIAKET 3aJaHHOE
YHCJIO MCEK.
4. Ymunuma arp.
OcHoBHast 3agada npotokona ARP — Ttpancisauus [P-azpecoB B COOTBETCTBYIOLIUE

nokanbHble aapeca. s storo ARP-niporokon ucnonszyer uadopmaruio u3 ARP-rabmumst (ARP-
xdma). Ecim HeoOXxomumas 3amuch B TaOiuile HE HaijeHa, To mpoTtokod ARP ormpamiser
IIMPOKOBEIIATEIbHBIA 3alpPOC KO BCEM KOMIIBIOTEpAM JIOKAJIbHON TMOJACETH, NbITAasACh HANTH
BIasenbla gasHoro IP-agpeca. B kame mMoryT comep:kaThCs JBa THUIA 3alMCEW: CTaTUYECKUE U
nuHamuuyeckre. CTaTUYECKHUE 3aluCH BBOASTCS BPYUHYIO M XPaHATCA B KDIIE IOCTOSHHO.
JluHaMHUYeCKHe 3alKicCH MOMEIIAIOTCS B KAII B PE3yJibTaTe BHIMOJHEHUS IIHPOKOBEIIATEIbHBIX
3anpocoB. [[isi HUX CYIIECTBYeT MOHATHE BPEMEHHU >KM3HHU. Ecnu B TeueHue OmpeneeHHOTO
BpeMeHH (IT0 YMOJIYaHHIO 2 MUH.) 3allUCh HE ObUIa BOCTpeOOBaHa, TO OHA YAAJSETCS U3 KoIIa.

CuHTaKCHC!

arp [-s inet_addr eth_addr] | [-d inet_addr] | [-a]

ITapamerpsbi:

-S 3aHECEHHUE B K3III CTATUYECKHX 3alHCeil;

-d ynmamenue W3 Ka1Ia 3arucy Juist onpeaeiennoro [P-aapeca;

-4 TPOCMOTP COAEPHKUMOTO K311 JJIsl BCEX CETEBBIX aJalTePOB JOKAIBHOIO KOMIIBIOTEDPA;

inet_addr - IP-ampec;

eth_addr - MAC-anapec.

5. Ymunuma route.
YTunura route npenHazHadeHa Juisi paboThI ¢ JIOKadbHOU Tabnuiei MapuipyTu3anui. OHa uMeeT
CIIEYIOINN CHHTAKCHC:

route [-f] [-p] [komanna [y3en] [MASK wmacka] [uniro3] [METRIC merpuka] [IF untepdeiic]]

ITapamerpsbi:
-f OumncTka TaONUIIBI MapIIPyTH3ALUH.
-p [Ipu ykazanuu coBmecTHO ¢ KoMaH10ii ADD co3aeT mocTosHHYO0 3aluCh, KOTOPast

COXpaHseTcs ocie nepe3arpy3ku Kommnbiorepa. [1o yMomyanuio 3anmucu TabauibI
MapIIpyTOB HE COXPaHSIOTCS IIPU Iepe3arpysKe.

Komanoa OJIHA U3 YEThIPEX KOMAaH]I:



PRINT - BeIBO MH(pOpMALIHK O MapIIPYyTE;
ADD - no6asnenue MapuipyTa;

DELETE - ynanenue mapuipyTa;
CHANGE - u3menenue Mapmipyra.

y3en aZpecyeMbIi y3el

macka MacKa MOJICETH; 110 YMOTYaHHUIO UCIIONb3yeTCsl Macka 255.255.255.255
w03 aJipec U032

MempuKa METpHKa MapuIpyTa;

unmepgetic - uneHTUGUKATOP MHTEp(dErica, KOTOPHI OyaeT UCTIOIB30BaH IS TIEPEChUTKH MaKeTa

Jnsa xomanx PRINT u DELETE BO3M0XHO MCIIOJIB30BaHUE CUMBOJIOB IIOJCTAHOBKH IIPU YKa3aHUU
azpecyeMoro ysna wid uumo3a. [lapamerp mumosa A 3TUX KOMaHI MOXKET OBbITh OMYIIEH.
[Ipu no0GaBieHUM M U3MEHEHMM MapIIPYTOB YTUJIMTA route OCYIIECTBISET MPOBEPKY BBEIECHHOM
nHpopmanuu Ha coorBercTBue ycnoBuio (Y3EJI & MACKA) == VY3EJI. Eciu 310 ycioBue He
BBHITIOJTHSETCS, TO yTUIUTAa BbIAaeT cooOlieHue 00 omuOKke W He 100aBlsSeT WU HE W3MEHSET
MapuIpyT.

YTunura ocyliecTBIseT IMOUCK HMEH ceTed B ¢aine networks. Ilonck wuMeH nuI030B
OCYIIECTBIISETCS B (haiine hosts. Ob6a (aiina PacCIOJIOKEHBI B Tanke
%systemroot%\system32\drivers\etc. Hanuure u 3amosHeHne 3TUX (GailiioB He 00sM3aTeTbHO I
HOPMaJIbHOTO (DYHKIIMOHUPOBAHUS YTUIIUTHI route u paboThl MapIIPyTU3ALIUH.

XoTsi B OONBIIMHCTBE clyyaeB Ha pabouel CTaHLUMU 3TO HE TpedyeTcsi, MOXHO BpPYUHYIO

peAaKTHUPOBATh TAOIHIIBI MapUIPyTH3ALUH.

Ilpumep ucnonv3oeanus ymunumel route:
JlobGaBneHne CTaTHYECKOTO MapIIpyTa:

route add 172.16.6.0 MASK 255.255.255.0 172.16.11.1 METRIC 1 IF 0x1000003

6. Ymunuma netstat.

YTunura netstat MO3BOJISIET MOJYYUTH CTATHYECKYIO HMH(OPMAIMIO TO HEKOTOPHIM W3
npotokosioB cteka (TCP, UDP, 1P, ICMP), a Takxe BBIBOOUT CBEACHHUS O TEKYIIUX CETEBBIX
coenuHeHUsX. OCOOCHHO OHA TOJIe3HA HAa OpaHIMay’pax, ¢ €€ MOMOIIBI0 MOXHO OOHApYyKHTh
HapyIIeHHs] 0€30MaCHOCTH MIEPUMETPaA CETH.

CuHTaKCHuC:



netstat [-a] [-€] [-n] [-s] [-p protocol] [-r]

ITapamerpsbi:

-4 BBIBOJAUT II€PEYEHb BCEX CETEBBIX COCIMHEHUN M NPOCIYIIMBAIOIIKUXCS IIOPTOB
JIOKQJIBHOTO KOMIIBIOTEPA;

-6 BbIBOAMT craTUcTUKy A Ethernet-unrepdeiico (HampumMep, KOJIMUYECTBO MOTYUYEHHBIX
Y OTIIPaBJICHHBIX 0ailT);

-N  BBIBOAUT MH(OPMAIUIO 1O BCEM TEKyIIUM coenuHeHusM (Hanpumep, TCP) mms Bcex
CeTEeBbIX HHTEP(EHCOB JIOKAJIBHOIO KOMIbIOTEpa. JlIs KaXIoro CoeianHeHHs
BeIBOAMTC MHGpopMmauus o0 IP-agpecax jokanbHOro M yJaJeHHOrO HHTEpdencos
BMECTE C HOMEPAaMHU UCI0JIb3YEMbIX [TOPTOB;

-S  BBIBOJMUT CTATUCTHUECKYIO0 MHPopMaluto 1 nporokonos UDP, TCP, ICMP, IP. Kitou
«/more» Mo3BOJISET IPOCMOTPETh MH(POPMALIUIO TOCTPAHUYHO;

- BBIBOOUT COACPKHUMOC Ta6.]'II/II_[LI MapaIpyTHu3alnm.

7. Ymunuma nslookup.
Yrunura Nslookup mpenHasHaueHa ais AMArHOCTUKH CiTy:kObl DNS, B mpocrteiiiem ciryuae - s
BbINOJIHEHUS 3anmpocoB Kk DNS-cepBepam Ha paspemenue umeH B [P-agpeca. B obmem ciydae
YTUJIMTA TI03BOJISIET IPOCMOTPETH Jt00bIe 3anucu DNS-cepBepa:
A — KaHOHMYECKOE UM y3J1a, yCTaHABIMBAET COOTBETCTBUE JJOMEHHOTO UMEHH 1p-aJipecy.
SOA — HayaJio MOJIHOMOYHIA, HaYaabHAas 3aliCh, SAUHCTBEHHAS JIJIsS 30HbI;
MX — mouToBbI€ cepBepbI (XOCThI, MPUHUMAIOLIUE MTOYTY AJIS 33JaHHOTO JOMEHA);
NS — cepBepbl nMeH (conepkuT aBroputeTHble DNS-cepBepsl 111 30HbI);
PTR — yxa3arenb (Cy>KuT 1u1st 0OpaTHOTO MpeoOpa3oBaHus ip-apeca B CHMBOJIBHOE UMS XOCTa)
uT. I
YTtunura nslookup [g0CTaTOYHO CIOKHA M COAEPKUT CBOM COOCTBEHHBIM KOMaHIHBIN

UHTEPIIPETATOP.

B npocreiiniem cinydae (6e3 BXxoa B KOMaHIHbIN pexxuM) yTuiuTa NSIookup umeer cnemyromiuii

CuHrakcuc:

nslookup xocT [cepBep]

ITapamerpsbi:

Xocm DNS-ums xocTta, KOTOpoe JT0JKHO OBITh peoOpazoBano B [P-agpec.



Cepsep Anpec DNS-cepBepa, KOTOpbId OyAeT HCHOJB30BAThCS ISl Pa3pelIeHHs] WMEHHU.
Ecnu sTor mapamerp omyieH, To OyAyT MOCJE€I0BAaTEIbLHO MCIIONIb30BaHbl aapeca DNS-cepBepoB
13 nmapameTpoB HacTpoliku nporokona TCP/IP.

Ipumepot ucnonvzosanus ymuaumot nslookup:

1. TTosryueHue criucka cepBepoB UMEH JJIst JoMeHa yandex.ru 6e3 Bxoia B KOMaHHbBIH PexHM (¢
HCIIO0JIb30BAHUEM KITIOUEH ).

C:\> nslookup -type=ns yandex.ru

Server: dnsO1.catv.ext.ru

Address: 217.10.44.35

Non-authoritative answer:

yandex.ru nameserver = ns4.yandex.ru

yandex.ru nameserver = ns5.yandex.ru

yandex.ru nameserver = ns2.yandex.ru

yandex.ru nameserver = nsl.yandex.ru

ns2.yandex.ru internet address = 213.180.199.34
ns5.yandex.ru internet address = 213.180.204.1

2. Ilonyuenue 3anucu SOA nomeHa yandex.ru ¢ aBTOPUTETHOTO CEPBEPA C UCTIOTb30BaHUE

KOMaHJIHOro uHTepnpeTaropa nslookup.

C:\>nslookup

Default Server: dns04.catv.ext.ru

Address: 217.10.39.4

> set type=SOA

> server ns2.yandex.ru

Default Server: ns2.yandex.ru

Address: 213.180.199.34

> yandex.ru

Server: nsl.yandex.ru

Address: 213.180.193.1

>yandex.ru
primary name server = nsl.yandex.ru
responsible mail addr = sysadmin.yandex-team.r
serial = 2009022707



refresh = 1800 (30 mins)
retry =900 (15 mins)
expire = 2592000 (30 days)
default TTL =900 (15 mins)

yandex.ru
yandex.ru
yandex.ru

yandex.ru

nameserver = ns5.yandex.ru
nameserver = nsl.yandex.ru
nameserver = ns4.yandex.ru

nameserver = nsZ.yandex.ru

nsl.yandex.ru internet address = 213.180.193.1
ns2.yandex.ru internet address = 213.180.199.34
ns4.yandex.ru internet address = 77.88.19.60
ns5.yandex.ru internet address = 213.180.204.1

> exit

3. [Tonmyuyenue aapeca OYTOBOTO cepBepa Uist JoMeHa yandex.ru.

C:\ >nslookup

Default Server: dns01.catv.ext.ru
Address: 217.10.44.35

> set g=mXx

> yandex.ru

Server: dns01.catv.ext.ru
Address: 217.10.44.35

Non-authoritative answer:

yandex.ru
yandex.ru
yandex.ru
yandex.ru
yandex.ru
yandex.ru

yandex.ru

MX preference = 10, mail exchanger = mx2.yandex.ru
MX preference = 10, mail exchanger = mx3.yandex.ru
MX preference = 10, mail exchanger = mx1.yandex.ru
nameserver = ns2.yandex.ru
nameserver = nsl.yandex.ru
nameserver = ns4.yandex.ru

nameserver = nsS.yandex.ru

mx1.yandex.ru internet address = 77.88.21.89
mx2.yandex.ru internet address = 93.158.134.89
mx3.yandex.ru internet address = 213.180.204.89
ns2.yandex.ru internet address = 213.180.199.34

ns4.yandex.ru internet address = 77.88.19.60



ns5.yandex.ru internet address = 213.180.204.1
>
VYkazaB K04 type=any, MO>KHO MOJIyYUThb BCE 3aIMCH O y3Jie WK gjoMmeHe. Kiroun querytype, t, q

3KBUBAJIICHTHHI type.

3aldaHus Ha nabopamopHyto pabomy
1. Msyuute MeroanuecKue yKazaHus K 1a00paTopHOM padoTe.
2. BrmonHuTe YyIpaXHEHUS.
3. OdopmuTte oTueT Mo JabOpaTOpHOK paboTe, OMKCAB BHIMOJHEHNE YIIPAKHCHUH U J1aB

KpaTKHUEC OTBCThI HAa KOHTPOJIbHBIC BOIIPOCHI.

YnpaxHeHue 1. [NonyyeHue cripagoyHOU UHGopmayuu rno KomaHoam.
BriBenuTe Ha 3KpaH CIpaBOYHYIO MH(OPMAIMIO TI0 BCEM PACCMOTPEHHBIM YTHIIUTaM (CM.
tabmumy 1.1). Jnsg 3TOoro B KOMaHAHON CTPOKE BBEOUTE WM YTWJIMTHI 0Oe3 IapamMeTpoB W
norosaute /7.
CoxpaHuTe clIpaBOYHYI0 MH(DOPMAIIUIO B OTAEIBHOM (aiiie.

HBy‘-II/ITC KJIFOYH, UCITIOJIb3YEMBIC IIPU 3aIlyCKC YTHIIUT.

YnpaxHeHue 2. [Nony4yeHue umMeHuU xocma.
BriBenute Ha 5kpaH UMsI IOKAJTLHOTO XOCTa ¢ TOMOIIBIO KoMaH sl hostname. CoxpaHute

pe3yNbTaT B OTJAENBHOM (dailie.

YnpaxHeHue 3. UsyyeHue ymunumel ipconfig.

[TpoBeprTe KoHpUrypanuto TCP/IP ¢ momoribio yTunuTsl ipconfig. 3anonHuTe Ta0nuiLy:

mMms xocTa

IP-anmpec

Macka noaceTn

OCHOBHOW IITIO3

Ucnonszyercs mu DHCP
(ampec DHCP-cepBepa)

Onucanue aganrepa

DuU3NYECKUI agpec CETEBOTO

ajanrepa

Anpec DNS-cepsepa




Anpec WINS-cepsepa

YnpaxHeHue 4. TecmuposaHue €853U C MOMOWbIO ymusumsl ping.

1. TIpoBepbTe NMpaBUIBLHOCTh YCTAHOBKHU U KOH(purypupoBanus TCP/IP Ha nokaibHOM
KOMIIBIOTEPE.

2. IlpoBepbTe GYHKIMOHMPOBAHUE OCHOBHOTO IITI03a, TIOCJIAB 5 9X0-MIAKETOB JUIMHOM 64 OaliTa.
IIpoBepbpTe BO3MOKHOCTb YCTAHOBJIEHUS COEAMHEHHUS C YJAJIEHHBIM XOCTOM.

4. C nomouiblo KOMaHbl ping MPOBEPHTE aapeca (B3sTh U3 CIUCKA JIOKAJIBHBIX PECYPCOB Ha caiite
aspu.ru) u Juisi KaKJ0ro U3 HUX OTMEThTE BpeMs oTkiuka. [lonmpoOyiiTe H3MEHUTh mapaMeTphbl
KOMaHJIbl ping TakuM 00pa3oM, 4TOOBI YBEIWYHMIIOCH BpeMs oTkimka. Ompenenute [P-agpeca

y3JI0B.

YnpaxHeHue 5. OnpedeneHue nymu IP-nakema.
C IIOMOIIIBIO KOMaHAbI tracert MMPOBEPLTC IJIA NICPCUUCIICHHBIX HUXKE aIPpCCOB, YCPE3 KAKHC
MMPOMCIKYTOYHBIC Y3JIbl UACT CUTHAJIL. HSY‘II/IT € KJIIFOYHU KOMaH/BbI.
a) aspu.ru
b) mathmod.aspu.ru

C) yarus.aspu.ru

YnpaxHeHue 6: [lbocmomp ARP-Kawa.
C nomoltpio yTUauThl arp npocMotrpute ARP-Tabnuily 10KaabHOTro KOMIIBIOTEpA.

Brectu B K311 JIOKaNbHOIO KOMIBIOTEPA JTHOOYIO CTATHYECKYIO 3alHCh.

YnpaxHeHue 7: [Mpocmomp riokanbHoU mabniuubl Mapuwpymu3ayuu.

C nOMOIIIBIO YTHIIUTHI route MPOCMOTPETH JIOKAJIbHYIO TAOJIHUILy MapIIPyTH3ALHH.

YnpaxHeHue 8. [NonydyeHue uHopmayuu 0 meKyuux cemesbix
coeOuHeHusIx U npomokonax cmeka TCP/IP.

C noMonipro yTHIIMTHI hetstat BBIBEIUTE NIEPEYEHb CETEBBIX COEAMHEHUIN U CTATUCTHYECKYIO

uHpopmanuto 11t nporokosioB UDP, TCP, ICMP, IP.

YnpaxHeHue 9. NonyyeHue DNS-uHgopmayuu ¢ nomowbro nslookup.
1) V3naiite ip-agpeca y3J0B, CAHTOB POCTOBCKHUX MPEIIPUSTHH.

2) Y3HalTe aBTOPUTETHBIE (KOMIIETEHTHBIC) CepBEpa IS TUX Y3JIOB.



3) [MomyuuTe 3amuch SOA ¢ OJTHOTO U3 ATUX CEPBEPOB ISl IOMEHA BRIOPAHHOTO BaMU

JOMCHaA.

KOHmpO./'IbeIe 80r1pOoChl

1. PackpbIThb TEpMHHBI: XOCT, LIUIIO3, XOIl, BPEMS JKHU3HM IAKEeTa, MapUIPyT, Macka CETH,
aBTOPUTETHBIN/HEaBTOPUTETHBINM (komnereHTHbIH) DNS-cepsep, mopr TCP, mnerns
00paTHOM CBSI3U, BPEMS OTKJIMKA.

2. Kakue  yTWiIuMTBl  MOXHO  HCIOJB30BaTh  JUIsl  HPOBEPKH  IPaBUIBHOCTU

koHurypuposanust TCP/IP?

Kakum 00pa3om komaHa ping mpoBepseT COSAMHEHHE C yIAICHHBIM XOCTOM?

KakoBo Haznauenue nporokosa ARP?

Kak ytunura ping pasperiaetr umeHa y3J0B B ip-aapeca (1 Hao60poT)?

© 0 ~ w

Kakune MOryT OBITh IPHYMHBI HEYAAYHOTO 3aBEpIICHU ping U tracert? (IpeBbIILICH
HHTEpBaJI OKUAAHUA JJIA 3aIlIp0oca, CETh HEAOCTYIIHA, IIPEBBIIIEH CPOK XKU3HU IIPU
nepeiaye rnakera).

7. Bcerna im MOXHO y3HaTh CHMBOJIBHOE UM y3J1a 10 €ro ip-aapecy?

8. Kakoit Tun 3anucu 3anpammuBaer y DNS-cepBepa npocreiimas ¢popma nslookup?



JlaGopatopHas pabdota 2 M3yueHue npoToKoJia MPUKIAJHOTO YPOBHS

mozaenu OSl na mpumepe HTTP

MAC-aapecanus

MAC-anpec (ot anri. Media Access Control — ympaBieHre J0CTYIIOM K Cpejie) — 3TO
YHHUKQIIbHBIA UICHTH()HUKATOP, COMOCTABIISIEMbBIN C a3 IMYHBIMHU TUTIAMH 000PYTOBaHUS JIJIS
KOMITBIOTEPHBIX CETEH. BOJIBIIMHCTBO CETEBBIX MPOTOKOJIOB KAHAJIBHOTO YPOBHS HCIIOJB3YIOT OTHO
u3 Tpéx npoctpancTB MAC-anpecos, ynpasisiembix IEEE: MAC-48, EUI-48 u EUI-64. Anpeca B
KaXXJIOM U3 IIPOCTPAHCTB TEOPETUYECKH JOJDKHBI OBITh MI00aIbHO YHUKANBHBIMU. He Bce
IIPOTOKOJIBI Hcoyib3ytoT MAC-anpeca, 1 He Bce IPOTOKOJIBL, ncnogb3ytoume MAC-anpeca,
HY)KIAI0TCS B TIOAOOHOH YHHKAJILHOCTH 3THX a/IPECOB.

B mmpoxoBeraTenbHbIX ceTsIX (TakuX, Kak cetu Ha ocHoBe Ethernet) MAC-anpec
MO3BOJISICT YHUKAIBHO UICHTH(PHUIMPOBATH KAKIBIN Y3€JI CETH U JIOCTABIATH JaHHBIE TOJIBKO STOMY
y3iy. Takum o6paszom, MAC-anpeca popMUPYIOT OCHOBY CeTeil Ha KaHAJILHOM YPOBHE, KOTOPYIO
UCTIOJB3YIOT IPOTOKOJIBI 00JIee BBICOKOTO (ceTeBoro) ypoBHs. Jlist mpeodpazoBanus MAC-aapecos
B aJIpeca CETEBOT0 YPOBHS M 00paTHO MPUMEHSIOTCS CIICIUAIbHBIC TIPOTOKOIBI (Harpumep, ARP u
RARP B cetsix TCP/IP).

Anpeca tuna MAC-48 Haubosiee pactipocTpaHEHbl; OHH MCIIOJIB3YIOTCS B TAKUX
TexHosorusx, kak Ethernet, Token ring, FDDI, WIMAX u ap. Ouu coctosT u3 48 OUT, TAKHUM
oOpazomM, aapecHoe mpoctpanctBo MAC-48 nacuutsiBaet 248 (wm 281 474 976 710 656) anpecos.
Cornacno nmojacuéram IEEE, aToro 3amaca ajpecoB XBaTHUT 1o MeHbIel mepe 10 2100 rona.

EUI-48 or MAC-48 otanuaercs nuiib ceMaHTUYECKH: B TO Bpemst kak MAC-48
UCToNb3yeTcs Ams cereBoro obopyaosanus, EUI-48 mpumensiercs Ui qpyTrux THIIOB alapaTHOTo
U IPOTPaMMHOT0 00€eCTIEeYEeHHU.

Nnentudukaropsr EUI-64 coctost u3 64 6ut u ucrnons3yrorcs B FireWire, a Takxke B IPv6 B
KauecTBe MIaamux 64 OUT ceTeBoro ajapeca y3na.

Crpykrypa MAC-anpeca
1 1 22 24

JapervcTpypoead B IEEE Howuep wHTepderca

0: 0AWMHOUYHBIA 0: YHHYBRPLANbHbIA
1: rpynnoeBoi 1: NOKanbHO ¥NPAaBNAEMbIA

Crannaptel |IEEE onpenensitor 48-pa3psansiii (6 okreroB) MAC-anpec, KOTOpBIi pa3aeneH
Ha YEThIPEe YacCTH.

[lepBrie 3 okTeTa (B MOpSIIKE UX Mepeaaydu Mo CeTH; CTapiine 3 OKTeTa, €Ciu
paccMaTpuBaTh X B TPAIUIIMOHHON OUT-peBepcHOM mecTHaanaTupuaHoii 3anmucu MAC-anpecoB)
cozepikar 24-OuTHBIN yHUKaIbHBIH uaeHTuukarop opranusaiuu (OUI)[1], nmm (Kox MFG -
Manufacturing, mpou3BoAUTENS ), KOTOPBIN Tpou3BoAUTEINb moxydaeT B IEEE. IIpu atom
UCIIOJIB3YIOTCS TOJIBKO Mitaamiue 22 paspsia (0ura), 2 crapuirne UMEIOT ClielIHalbHOE Ha3HAYCHUE:

MepBBINA OUT yKa3bIBaeT, 1t oguHouHoro (0) wium rpynmnooro (1) anpecara npenHa3HaueH
Kaap
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clenyromui OuT ykaspiBaer, sBisercs 1u MAC-anpec rmo6anbro (0) ninu mokansHo (1)
aJIMUHHUCTPUPYEMBIM.

Canenyrolue Tpu OKTETa BEIOUPAOTCS U3TOTOBUTENIEM JIS1 KaXKA0I0 AK3EMILIsIpa
yCTpOHCTBA. 32 UCKITIOUEHUEM CeTel CUCTEMHOM ceTeBOi apxuTekTypsl SNA.

Takum oOpazom, rmodansHO agMuHECTpUpYeMbiii MAC-aapec ycTpoiicTBa riiod6ansHO
YHUKaJIEH U OOBIYHO «3allUT» B almnaparypy.

AJMUHHUCTPATOP CETU UMEET BO3MOXKHOCTh, BMECTO HCIOJIb30BAHUS «3alIUTOIO»,
Ha3HauuTh ycTporicTBy MAC-anpec 1o cBoemy yCMOTpeHHI0. Takoil JToKaabHO
anmunuctpupyembii MAC-anpec BeIOupaeTcs mpou3BOIBLHO U MOKET HE COo/IepKaTh HH(OpMaluu
00 OUL IIpu3HakoM JIOKaThbHO aIMHHHCTPUPYEMOTO ajpeca SBISETCS COOTBETCTBYIOIINI OUT
[IEPBOrO OKTETA aJpeca

Cpenu mrofeit, Ioxo pa3ouparouxcs B CETAX, CYIECTBYET PaCIpOCTPAaHEHHOE MHEHHE,
yro MAC-aapec xene3Ho BIIUT B CETEBYIO KapTy U CMEHUTH €T0 HEJIB3sI WIIA MOYKHO TOJBKO C
MOMOIIIBI0 TporpammaTopoB. Ha camowm gene, 3to He Tak. MAC-anpec 1erko MeHsieTCs
MIPOrpaMMHBIM ITyTEM, TaK KaK 3HaYeHHE, yKa3aHHOE Yepe3 JipaiBep, uMeeT 0oliee BRICOKUN
MPUOPUTET, 4eM 3aiuThii B riary. [lockonbky muorue DHCP-cepBepsl, KOTOpbIE pa3iaioT
nuHamuueckue [P, o6bryHO Aenatot mpussszky no MAC-aapecy (To ects mpu HensMeHHoM MAC
OoHHU OynyT BblaBaTh oAuHaKkoBbld IP), To cMena MAC-anpeca uepes npaiiBep OMOXKET CMEHUTD U
nokanbHbil [P angpec. [locrostnHOo n3menss ceoit MAC-azpec, 1osib30BaTeb CTAHOBUTCS TOUTH
HEYS3BUMBIM JUIS aIMUHUCTPATOPA CETH, TIOCKOJIBKY JUIsl HACHTU(UKAIINH KOMIIBIOTEPA MOKHO
ucnosb3oBath ToJbKO IP, MAC-aapec u cereBoe ums. Eciu atu Tpu napamerpa Oy1yT MEHATHCA,
TO CTAaHOBUTCS] HEBO3MOXHO ONPEEIINTD, Pa3HbIE 3TO KIMEHTHI UIU OJUH U TOT Xke. [Ipu 3ToM
aZIMMHHCTPATOP MOXET XKECTKO NPUBA3aTh BblAaBaeMble [P anpeca k cnucky onpeneneHHsix MAC-
azipecoB nosb3oBarenell — takuM oopazom, DHCP moxer oTka3aTh yCTpONCTBY C HE3HAKOMBIM
MAC B BbI1au€ agpeca.

Tuns! agpecos crexa TCP/IP

B crexe TCP/IP ncnonb3yrorcs TpH TUIIA aIpECOB: JIOKAJIbHbIE (Ha3bIBAEMbIE TAKKE
anmnapaTHeIMK), [P-agpeca u cuMBOJIbHBIE JOMEHHBIE HMEHA.

B tepmunonorun TCP/IP noz nokanbHBIM aipecoM NOHMMAETCS TaKOM TUII ajpeca,
KOTOPBIN MCIOJIB3YETCs CpeicTBaMH 0a30BOM TEXHOJIOIMHU AJIS IOCTaBKU JJAHHBIX B Mpeienax
MIOJICETH, SIBJISIFOIIENCS 2JIEMEHTOM COCTaBHOW MHTEPCETH. B pa3HBIX MOACETSAX OMYCTUMBI pa3HbIe
CeTeBbIe TEXHOJIOTUH, Pa3HbIE CTEKU IMPOTOKOJIOB, OTOMY IpH co3aanuu creka TCP/IP
IIPEIOJIarajloch HAIMYME PA3HBIX TUIIOB JOKAJIBHBIX afpecoB. Eciiy moaceTpio HHTEpCETH
SIBJISIETCS JIOKAJIBHASI CETh, TO JIOKAIBHBIN afpec - 310 MAC-aapec. Ognako nporokon IP moxer
paboTaTh U HaJ| MPOTOKOJIAMHU 00Jiee BBICOKOTO YPOBHSI, HanpuMmep Haj npotokosiom IPX mwmm X.25.
B sTom ciyuae nokanbHbIMU aipecamu Juis mpoTtokosna [P cootBeTcTBeHHO OyayT aapeca IPX u
X.25. KoMnbroTep B JIOKAIBHOW CETH MOXKET UMETh HECKOJIBKO JIOKAJIBHBIX aJIPECOB JIAKE MIPU
OJIHOM ceTeBOM ajantepe. HekoTopsle ceTeBble yCTpOCTBA HE UMEIOT JIOKAJIbHBIX aJIPECOB.
Hanpuwmep, k TakuM ycTpoHCTBaM OTHOCATCS TI100aIbHBIE TOPTHI MapLIPyTU3aTOPOB,
IIpeIHa3HAYEHHBIE JJI COEIMHEHUI TUIIA KTOYKA-TOUKa».

IP-anpeca npencTaBisioT cOO0M OCHOBHOM THI aJpecoB, HA OCHOBAaHUU KOTOPBIX CETEBOI
YPOBEHB MEpeaeT MaKeThl MKy CETAMH. DTH aJpeca COCTOAT U3 4 0alT, Hampumep
109.26.17.100. IP-agpec Ha3HAYaETCsl AAMUHUCTPATOPOM BO BpeMs KOH(DUTYPHUPOBAHUS
KOMIIBIOTEPOB U MApLIPYTU3aTOPOB. IP-ampec cocTouT M3 ABYX YacTeil: HoMepa CeTH U HOMepa


http://ru.wikipedia.org/wiki/%D0%9E%D0%BA%D1%82%D0%B5%D1%82_%28%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82%D0%B8%D0%BA%D0%B0%29
http://ru.wikipedia.org/wiki/SNA
http://ru.wikipedia.org/wiki/DHCP-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80

y3na. Homep cet MokeT OBITh BEIOpAH aIMUHUCTPATOPOM ITPOU3BOJIHHO, JTMO0 HA3HAYEH 110
pEeKOMEHIalnuU crenuansHoro noapasaenceaus Internet (Internet Network Information Center,
InterNIC), ecnu ceTp gomkHa paboTaTh Kak cocTaBHas yacTh Internet. Homep y3ma B npotokose IP
Ha3HA4YaeTCcsl HE3aBUCUMO OT JIOKAJIBHOTO ajipeca y3ia. MapuipyTus3aTrop 1o onpeaeieHUI0 BXOAUT
Cpa3y B HECKOJIbKO ceTeil. [10aToMy KaXKIIbIii MOPT MapIIpyTU3aTopa uMeeT coocTBeHHbIN [P-anpec.
KoHeuHbI1 y3en Takke MOXKET BXOJIUTh B HECKOJIbKO [P-cereil. B 3TOM cityyae KOMIIBIOTEDP TOJIKEH
uMeTh Heckolbko IP-ampecos, no uncny cereBbix cBazeil. Takum obpazom, IP-aapec xapakrepusyer
HE OT/JEJIbHBII KOMITbIOTEP WIIM MapLIPYTU3ATOP, a OJHO CETEBOE COCIMHEHUE.

CuMBosIbHBIE JOMEHHBIE UMeHa. CUMBOJIbHBIE UMeHa B [P-ceTax Ha3bIBarOTCS TOMEHHBIMU
U CTPOATCS 10 NEPAPXUUECKOMY NPU3HAKY. Mexay noMeHHbIM uMeHeM U [P-anpecom y3ia Her
HUKAKOT'O aJITOPUTMUYECKOTO COOTBETCTBHUS, IO3TOMY HEOOXOUMO HCII0JIb30BATh KAKHE-TO
JIOTIOJIHUTENbHBIE TAOIULIBI WIIHA CITYXObI, UTOOBI y3€J1 CETU OJIHO3HAUYHO OIPEEsuICs KaK 10
JOMEHHOMY UMeHHU, Tak u 110 [P-aapecy. B cersix TCP/IP ucnonb3yercs crienuaibHas
pacnpeznenenHas ciyx6a Domain Name System (DNS), koTopasi ycTaHaBIUBaeT 3TO COOTBETCTBUE
Ha OCHOBAaHHUH CO3/1aBaEMBbIX aJIMUHUCTPATOPAMH CETU TaOauI] cooTBeTCcTBUA. [103TOMY TOMEHHBIE
MMeHa Ha3bIBatoT Takke DNS-uMenamu.

1.2. Knaccsl IP-aapecoB

IP-anpec nmeet nnuny 4 OaiiTa 1 OOBIYHO 3aIIMCHIBAETCS B BUJIE YETBIPEX YUCEIL,
MPECTABISAIONINX 3HAUYCHHS KaXKI0T0 0aiiTa B AECATHUHON (hopMe U pa3/IeIeHHBIX TOUYKAMH,
HarpuMmep:

128.10.2.30 - rpagummionHas aecatudHas popma mpeacTaBIeHus apeca,

10000000 00001010 00000010 00011110 - nBoMuHas (popmMa MpeACTABIECHUS ITOTO Ke
azpeca.

AJpec COCTOUT U3 IBYX JIOTUYECKHUX YacTel - HOMEPA CETH U HoMepa y3ia B ceTu. Kakas
4acTh a/Ipeca OTHOCHUTCSI K HOMEPY CETH, a Kakasi - K HOMEpY y3J1a, OIpeIeseTCsl 3HAaUCHUSIMU
MEepBBIX OUT ajipeca. 3HAUCHHUS ATUX OUT ABIAIOTCS TaK)Ke MPU3HAKAMH TOTO, K KaKOMY KJ1accy
oTHOcHUTCS TOT uinu uHoM IP-anpec. Ha pucynke 1 nokazana crpykrypa IP-agpecoB pa3inyHbIx
KJIACCOB.

Kimacc A. Occccccece
Kimacc B. 10cccccce
Kimacc C. 110ccccc
Kmacc D. 1110aaaa
KmaccE. 11110333

YYYYYYYY

ccccecececece
ccccececceece
daaaaaaa

33333333

YYYYYYYY
YYYYYYYY

cccccecceece
daaadaaaaa

33333333

YYYYYYYY
YYYYYYYY
YYYYYYYY

daadaaaaa

33333333

Pucynok 1 — Knaccsr IP-anpecos (c - 6ut, BXOAIIMI B HOMEp CETH; Y - OUT, BXOASIINN B
HOMED y3I1a; a - OUT, BXOJAIIMIA B ajipec rpymmbl multicast; 3 - 6ut, Bxosmuii B
3ape3epBUPOBAHHBIN aapec)

Ecnu agpec Haunnaetcs ¢ 0, TO ceTb OTHOCAT K KJIacCy A M HOMEp CETU 3aHMMAET OJIUH
0aiiT, ocTanpHBIC 3 OaiiTa HHTEPIPETUPYIOTCS Kak HOMep y37a B ceTu. CeTu Kiracca A UMEIOT
HoMepa B auamnasone ot 1 1o 126. (Homep 0 He ucnonbs3yercs, a Homep 127 3ape3epBUpPOBaH IS
CHeIHMANIbHBIX IIeNIel, 0 4eM OyIeT ckazaHo Hipke.) KonmdecTBo y370B B ceTsX Kiacca A MOXET
pocturath 224, 10 ecth 16 777 216 y3108B.



Ecnm nmepBrie n1Ba 6uta aapeca pasHbl 10, TO ceTh OTHOCHTCS K Kiaccy B. B cersx kmacca B
I0JT HOMEP CETH U O]l HoMep y31ia oTBoAuTcs 1o 16 6ut. Takum oOpaszom, ceThb kiacca B siBisiercs
CETHIO CPEJHUX PAa3MEPOB ¢ MAKCHMAJIBHBIM unciIoM y3i10B 218, uto cocrasnser 65 536 y3nos.

Ecnu agpec HaunHaetcs ¢ nocnenosarenbHoctd 110, To 310 ceth kitacca C. B aTom citydae
MI0JT HOMEP CETH OTBOJIUTCS 24 OuTa, a Mo HoMmep y3ia - 8 out. Cetn 3TOrO Kilacca Hanbosee
PaCIPOCTPaHEHbI, YHCTIO Y37I0B B HUX orpanuueHo 28, To ecTh 256 y3namu.

Ecnu anpec naunHaetcs ¢ nocnegoBatenbHocTd 1110, To oH siBasieTcs agpecoM kitacca D n
o0o03HavaeT ocoObli, rpyIIoBoii aapec - multicast. Eciiu B makeTre B kauecTBe ajjpeca Ha3HAUCHUS
yKa3aH ajpec kiacca D, To Takoi makeT JOJKHBI MOIYYUTh BCE y3J1bl, KOTOPBIM MPUCBOEH JTaHHBIH
azpec.

Ecnu anpec naunnaercs ¢ nocnegoatenbHoctd 11110, To 3TO 3HAaUUT, YTO JAaHHBIHN agpec
oTHOCHUTCH K Kiaccy E. Azipeca 3Toro kiacca 3ape3epBHpPOBAHBI Uil OyAYyIIUX TPUMEHEHHH.

1.3. Ocobnle IP-aapeca

B npotoxkoe IP cymiecTByeT HECKONIBKO coraieHuiit 06 oco0oit unrepnpetaruu [P-
a/IpecoB:

- Ecnu Bechk IP-ampec coCTOMT TONBKO U3 JBOMYHBIX HYJEH, TO OH 0003HAYaeT aapec TOro
y37a, KOTOPBIM CreHEpUpOBaj 3TOT MAKET, STOT PEKUM HCIOIB3YETCS TOJNBKO B HEKOTOPBIX
coobmenusix ICMP.

- Ecniu B mosie HoMepa ceTu CTOST TOJIbKO HYJHU, TO IO YMOJYAHUIO CUUTAETCS, YTO Yy3ell
Ha3HAYCHMS TPUHAJJIEKUT TOM K€ CAMOM CETH, YTO U y3€JI, KOTOPBI OTIPABUII NAKET.

- Ecnu Bce nBonunsbie pa3psiasl [P-anpeca paBHbI 1, TO makeT ¢ TAKUM aJIpecoOM Ha3HAYCHUS
JOJIKEH PacChUIaThCA BCEM Y3JIaM, HAXOISIIMMCS B TOW K€ CETH, YTO U MCTOYHHMK 3TOTO IaKeTa.
Takass paccbulka Ha3bIBaeTCs OrpPaHWYEHHBIM IIMPOKOBEUIaTeNbHBIM. coobmenneM (limited
broadcast).

- Ecnu B mone HOMepa y3i1a Ha3HA4Y€HHs! CTOST TOJBKO €IWHHUIIBI, TO MAaKET, UMEIOIINN
TakoM ajpec, pacchbUIaeTCsl BCEM Yy3JlaM CETH C 3aJlaHHbIM HOMepoMm cetu. Hampumep, maker c
aapecom 192.190.21.255 npocraBnsercs Bcem y3mam cetr 192.190.21.0. Takas pacceuika
Ha3bIBaeTCs MHUPOKOBEIIATENHHBIM coobieHuemM (broadcast).

[Ipu agpecannyu HEOOXOJUMO YUUTHIBATh T€ OTPAHUYEHUS], KOTOPbIE BHOCATCS 0COOBIM
Ha3Ha4YeHHeM HeKOTophIX [P-anpecos. Tak, HU HOMEpP CeTH, HU HOMEP y3J1a HE MOXKET COCTOSITh
TOJIBKO U3 OJHUX JBOMYHBIX €IMHUI] WJIA TOJIBKO M3 OJTHUX JBOMYHBIX HyJed. OTCroa cienyer,

YTO MaKCUMAaJIbHOE KOJIMYECTBO Y3JI0B, IPUBEICHHOE U1l CETEH KaXK/10Tr0 KJlacca, Ha MPaKTHKE
JOJKHO OBITH YMEHbIIeHO Ha 2. Hampumep, B ceTsix kiacca C moj HoMep y37ia OTBOAUTCS § OWT,
KOTOpBIE MTO3BOJISIIOT 331aBath 256 HoMepoB: oT 0 10 255. OaHako Ha NPAKTHKE MAKCUMAJIBHOE
YHUCIIO Y3J10B B ceTH Kkiacca C He MOXKET npeBblaTh 254, Tak kak aapeca 0 u 255 umeroT
crienragbHOe Ha3HaueHue. M3 3Tux xe cooOpakeHHi ciaenyeT, YTO KOHEUHbIH y3el He MOXKEeT
UMeETh aapec Tuma 98.255.255.255, nockoJibKy HOMED y371a B 3TOM ajipece Kiacca A COCTOUT U3
OJIHUX JBOUYHBIX €IMHHII.

Oco06sr1it cMbica umeeT [P-azipec, mepBelii OKTET KOTOpOro paBeH 127. OH ucnosb3yeTcs s
TECTUPOBAHUSA MIPOTPaMM U B3aUMOJICHCTBUS MTPOLIECCOB B Mpeenax oJAHou MamuHbl. Korna
mporpaMma noceuiaet aannelie mo [P-agpecy 127.0.0.1, To obpazyetcs kak Obl «1eTis». JlaHHbIE HE
MepeAaroTCs MO CETH, a BO3BPAIIAIOTCS MOAYJISIM BEPXHETO YPOBHS KaK TOJIBKO YTO MPUHSTHIE.
[Tosromy B IP-cetn 3anpemiaercs npucBanBath mamuHam [P-aapeca, HaunHaronmecs co 127. 9tot
aapec uMeeT Ha3BaHue loopback.



B nportokouie IP HET NOHATHS MMPOKOBENIATEILHOCTHA B TOM CMBICJIE€, B KOTOPOM OHO
HCTOJIB3YETCs B MPOTOKOJIAX KAHAJIBHOTO YPOBHS JIOKAIBHBIX CETEH, KOT/1a TAaHHBIE TOJHKHBI ObITh
JOCTaBIICHBI a0COIOTHO BceM y3i1aM. Kak orpaHn4eHHbIN mKpoKoBemaTensHbiid [P-aapec, Tak u
LIMPOKOBEIIATENbHbIN [P-anpec UMEIOT Ipeaensl pacnpoOCTPAHEHUS! B HHTEPCETH - OHU
OTpaHUYEHBI MO0 CEThIO, K KOTOPOI MPHHAUICKHUT y3eJI-UCTOUHUK MaKeTa, IN0O CEThI0, HOMEP
KOTOpO#! yKa3aH B ajjpece Ha3HAYCHHUS.

Ve ynomuHasiiascs popma rpymmnosoro IP-aapeca - multicast - o3navaer, 4to qaHHBII
MaKeT JOKEH OBITh JOCTaBJICH Cpa3y HECKOIBKUM y3JiaM, KOTOpbIe 00pa3yroT IPYIITy ¢ HOMEPOM,
YKa3aHHbBIM B TOJI€ ajipeca. Y3Jbl caMi UIEHTU(GUIUPYIOT ceOs, TO €CTh ONPENesIIoT, K KaKoh 13
rpynn oHu oTHOCcATCsS. OUH U TOT ke y3€Jl MOYKET BXOAUTH B HECKOJIBKO rpynn. UiieHbl Kakoii-
6o Tpymmbl multicast He 00s3aTeIbHO JOHKHBI PUHAJICKATh OAHON ceTh. [ pynmoBoii anpec He
JIEJINTCS Ha M0JIs1 HOMEpa CEeTH U y3J1a U 00padaTbiBaeTCsl MapUIpyTH3aTOPOM 0COOBIM 00pa3zoM.

['pynnoBas agpecanus npegHa3HadeHa Juisi SKOHOMUUYHOTO pacipocTpaHeHus B Internet niu
00JIBIIION KOPIOPATUBHOM CETH ay10- WIH BUCONPOTrpaMM, IIpeIHa3HAYCHHBIX cpa3y OOJbIIOHN
ayJIUTOPUU CIlylaTenei uin 3puresiei. Eciu takue cpeacTBa HalayT MIHUPOKOE IPUMEHEHHE, TO
Internet cMOeT co3AaTh CePhE3HYI0 KOHKYPEHIUIO PAIUO U TEIEBUICHUIO.

1.4. Ucnosib30BaHue Macok B |P-aapecanun

BaxxHbIM 311€MeHTOM pa3OueHus aapecHoro npocrpancTsa Internet aBisOTCS MoAcCeTH.
IlozceTh — 3TO MOAMHOXKECTBO CETH, HE MEPECEKAIOIEECs C IPYTUMHU MOJCETSIMU. DTO O3HAYAET,
YTO CETh OpPraHU3aIMHU MOXET OBITh pa30uTa Ha (PparMeHThl, KaXKIbIi U3 KOTOPBIX OyaeT
COCTaBIIAITh MOACETh. PeanbHo, KayKaast MOJICETh COOTBETCTBYET (PU3NUECKOM JIOKATbHON CeTH
(mammpumep, cermenty Ethernet). ITogcetu ucnonp3ytoTest i TOro, 4To0bl OOOWTH OrpaHUYEHHS
(bu3nYecKrX ceTei Ha YMCIIO Y3JI0B B HUX M MAKCUMAJIbHYIO JUIMHY KaOells B CETMEHTE CETH.
Hanpumep, cerment Tonkoro Ethernet umeer MmakcuMmanbHyIo AMUHY 185 M M MOXeT BKIIIOYATh 10
32 y3noB. Camas ManeHbKas ceTb ki1acca C MOXeT cocTosTh u3 254 y3moB. [y Toro, 4To0s!
JOCTHYB 3TOM LU Pl HAZJ0 00BETUHUTH HECKOJIBKO (PU3NYECKUX CETMEHTOB ceTH. ClenaTh 3To
MOYHO JTUOO € MTOMOIIBIO (PU3UYECKUX YCTPOUCTB (HApUMeEp, PEUTEPOB), TNOO MPU MTOMOIIH
MalIMH-IUTI030B. B nepBom ciiydae pa3dueHre Ha MOoJCeTH He TpeOyeTcs, TaK Kak JJOTUYECKH CETh
BBITJISLAUT Kak oJIHO 1esoe. [Ipu ncnonp30Bannu 1103a ceTh pa3douBaeTcs Ha MOJICETH.

Pa3buenue cetn Ha moiceTH UCTIONIB3YET Ty YacTh [P-anpeca, koTopas 3akperiena 3a
HOMEpPaMH XOCTOB. AJMUHHUCTPATOP CETH MOXKET 3aMacKUpoBaTh 4acTh [P-anpeca u ucnonbp3oBaTh
e€ /Ui Ha3HAuYeHUs] HOMepoB mnojceTeld. dakTuyecku, crnocod pa3dueHus ajpeca Ha JIBE YacTH,
Teneps OyeT MPUMEHATHCS K ajipecy xocta u3 [IP-anpeca cetu, B KOTOpOi opraHuzyercs
pa3bueHue Ha TOJICETH.

Macka mojiceTs — 3T0 4eTbipe 0aiiTa, KOTOpbIe HaKJIaabIBAIOTCS Ha IP-agpec nis momydeHus
HoMmepa nojacetd. Hampumep, macka 255.255.255.0 no3Bossier pa3outh cethb kiacca B Ha 254
nozceTH mo 254 y3na B kaxaou. [TofceTn He TOIBKO PeIIarT, HO U CO3JAI0T Psi MPOOIeM.
Hanpumep, nporcxoaut noteps aipecoB, HO YK€ He MO MpUUKHEe (PU3NUECKUX OIpaHUYEeHUH, a 10
NPUYMHE IPUHIHUIIA TOCTPOSHUS aApecoB NojceTu. Tak, mpu BhIJENEHUH TPEeX OMTOB Ha aapec
MIOJICETH, IPUBOJIUT K 0OPa30BaHUIO HE BOCBMH, a TOJIBKO IIECTH MOJICeTeH, Tak Kak Homepa 0 u 7
HEJIb3s HCIIOJIB30BATh B CHITY CHelMalIbHOTO 3HaueHus IP-agpecos, cocTodmmx U3 Hysiel win u3
€IMHHLL.

Jl7ig cTaHAapTHBIX KJIACCOB CETe MAaCKU MMEIOT CIIEIYIOIINE 3HAUYCHUS:

- xiacc A - 11111111. 00000000. 00000000. 00000000 (255.0.0.0);

- xiracc B- 11111111.11111111. 00000000. 00000000 (255.255.0.0);



- wracc C- 11111111.11111111.11111111. 00000000 (255.255.255.0).

CHabxxast kax bl [P-anpec Mackoi, MOKHO OTKa3aTbCs OT IMOHATHUI KJ1acCOB alpeCcoB U
caenath Oosiee THOKOH cuctemy anpecanun. Hanpumep, anpec 185.23.44.206 nmomamaeT B 1uanazoH
128-191, to ecth agpec oTHOCUTCS K Kitaccy B. CiiegoBaTesibHO, HOMEPOM CETH SIBIISIIOTCS TIEPBBIC
nBa OaiiTa, TOTOIHEHHbIE IByMsI HyJIeBbIMU Oalitamu - 185.23.0.0, a Homepom y3na - 0.0.44.206.
Ecam atoT agpec accoruupoBaTh ¢ Mackoi 255.255.255.0, To HoMepoM moAceTH OyAeT
185.23.44.0, a ne 185.23.0.0, xak 3TO onpe/eIeHO CUCTEMOM KJIaCCOB.

B Mackax KoJM4YecTBO €AMHHUIL B TOCJIEI0BATEILHOCTHU, ONPEACISIONIEH rpaHuIly HOMepa
CeTH, HE 0053aTeIbHO JOHKHO OBITh KPAaTHBIM &, UTOOBI IOBTOPATH JeJIEHUE aJipeca Ha OalThI.
[Tycts, nHanpumep, mis [P-anpeca 129.64.134.5 ykazana macka 255.255.128.0, To ecTh B JBOMYHOM
BUJIC:

IP-ampec 129.64.134.5 - 10000001.01000000.10000110.00000101

Macka 255.255.128.0 - 11111111.11111111.10000000.00000000

Ecnu ncnons3oBate A1 onpeeneHus TpaHUIlbl HOMepa CeTU Macky, To 17
MOCIIeI0BAaTEIbHBIX €IMHUI] B MacKe, «HAIOXKeHHbIe» Ha [P-anpec, onpenensioT B kauecTBe HOMepa
CETH B IBONYHOM BBIPAKEHHUH YHUCIIO:

10000001. 01000000. 10000000. 00000000 mnm B necaTuaHOM HOpME 3aIUCH - HOMEP CEeTH
129.64.128.0, a nHomep y3na 0.0.6.5.

HpaKanecKaﬂ 4acTb

OmnpenenuTs THI UCHOIB3YEMBIX B KOMIIBIOTEpPE pacrnonoxenHoro B ayauropun MAC u IP
azpeca, a TaK)Ke MacKy 1moJi ceTH. J{Jst 5TOro BbI3BIBAEM MEHIO BBIITOJHUTH KOMOWHANIMEH KIIaBHIII
windows+R, 3aTeM B BOIUM B MOSIBUBIINMCS OKOIIKE KOMaHay CMd 1 Ha)KMMaeM BBITOIHHUTE. B
HOSBUBIICHCS KOMaHIHOM cTpoke BBOMM Komany ipconfig /all.

W3 BhIIIEIIIETO OKOIIKA BHITUCHIBAEM JJaHHBIE B 1a00OpaTOPHYIO paboTy:

1. ®uszuueckwii axpec — Mac aapec

2. Ip—anpec

3. Macky noxceru.

OmnpenenuTh U3 KaKKX YacTeil COCTOSAT BBIMKMCAHHBIC Mac | IP ajapeca.

KoHnTpoJbHbBIE BOPOCHI
Mac anpec u ero cTpykrypa.
Ip- azpec u ero CTpyKTypa.
Jnst yero npuMeHsieTcsl Macka MoJICETH.
Kakwue ecth cnienmasbHbIe ip — agpeca.

hownhPRE



[Ipaktuueckoe 3aHsthe 3 CeTeBble AUATHOCTUYECKHUE YTHUIIUTHI

OmnepalMoHHBIX CUCTEeM ceMeiicTBa Linux Ha mpumepe Ubuntu

OEJIb PABOTBI:

1. 3HaTh MPUHIUIIBI AHAIH3A CETEBOTO TpaduKa.
2. Hayuurtbcs ucnonb3oBath cereBoii aHamuzatop (cauddep Wireshark).
3. Hayuurtbcs ananu3upoBaTh ceTeBoil Tpaduk Ha nmpumepe npotokosnioB ARP, IP u ICMP.

Sniffer (or anr. to sniff — HrOXaTh) — 3TO ceTeBO#l aHanmM3aTop Tpaduka, MporpamMma HiH

IIPOrpaMMHO-aIIapaTHOE YCTPOICTBO, INpEJHAa3HAYeHHOE [Uld IepexBaTa U IOCIEIYIOILEro
aHaJIM3a, JM00 TOJILKO aHAJIM3a CeTEBOro Tpaduka, MpeJHa3HaAueHHOI 0O JJIs IPYTUX Y3JI0B.

[TepexBar Tpaduka MOKET OCYIIECTBISATHCS:

OOBIYHBIM  IIPOCIYIIMBAaHHUEM» CEeTeBOro HHTepdeiica (Mmeron d¢pGdeKkTuBeH mpu
UCIIOJIb30BAaHUH B CETMEHTE KOHIIEHTPATOpOB (XabOB) BMECTO KOMMYTAaTOpOB (CBHYEH), B
MPOTHBHOM CiIy4ae METOJ] Maiod(peKTHBEH, MOCKOJIbKY Ha cHH(Qep monamaroT JUIIb
OTJIeTIbHBIE PPEHMBI);

noJKimoYeHueM cauddepa B pa3pbiB KaHaja;

OTBETBJICHUEM (TIPOrpaMMHBIM WIIM alllapaTHBIM) TpadHKa ¥ HAIpaBICHUEM €ro KOIHMU Ha
cruddep;

gyepe3 aHaIu3 MOOOYHBIX AJIEKTPOMArHUTHBIX U3TYYeHUH H BOCCTAHOBIICHHE TAKUM 00pa3oM
MPOCITYIINBAEMOT'0 TpaduKa;

yepe3 araky Ha KaHaubHOM (2-i) umnm cereBoM (3-i) ypoBHE, MPHUBOIAIIYIO K
NepeHanpaBiIeHuI0 TpaduKa MXepTBbl WIM Bcero Tpaduka cerMeHTa Ha cHuddep c
MOCTIe Iy FOIIMM BO3BpallleHueM Tpaduka B HaAJIeKAIIUN ajipec.

B nauane 1990-x mmpoko mpUMEHSJICS XaKepaMH JIJIs 3aXBaTa MOJb30BATEIbCKUX JIOTMHOB

u naponei. Illupokoe pacrnpocTpaHeHHe XaOOB MO3BOJISUIO 3aXBaThiBaTh Tpaduk Oe3 OOoIbIINX
YCWINN B OOJIBIINX CETMEHTAaX CETH.

CHuddepsl npuMeHstOTCS Kak B OjJarux, Tak U B JECTPYKTHBHBIX IENAX. AHaIu3

IpoIIeaero yepes cHuddep Tpapuka, mo3BoseT:

OTcnexuBaTh CETEBYIO AKTUBHOCTD MPUIIOKEHHIA.

OTnakuBaTh NPOTOKOJIBI CETEBBIX MPUIIOKEHHM.

JIokanu30BaTh HEUCIPABHOCTD MIIM OUIHMOKY KOH(UTYpAIUH.

OOHapyXUTh TMapa3UTHBIA, BUPYCHBIM M 3aKOJbLIOBAaHHBIM Tpaduk, HaIUYHEe KOTOPOIo
YBEJIMUYUBAET Harpy3Ky CET€BOT0 00OpYy/I0BaHUS M KaHAJIOB CBS3H.

BrIssBUTH B CE€TH BpeIOHOCHOE M HecaHKIMoHUpoBaHHoe [10, Hanmpumep, ceTeBble CKAHEPHI,
Gbyaepsl, TPOSHCKUE MPOTPaMMBbl, KIIMEHTHI IUPHUHTOBBIX CETEl U IpyTHe.

IlepexBatuTh 110001 HezamuppoBaHHBIN (a MOpoH U 3amK(POBAHHBIN) MOIH30BATENbCKUN
TpauK ¢ IeTbI0 Y3HaBaHUs Mapojiei u apyroit uHGopMaum.

IToctenenHo u3 HHCTPYMCHTOB, NPCAHA3HAYCHHBIX TOJBKO 4 AUATIHOCTUKMU, CHI/I(I)CpBI

MOCTETIEHHO MPEBPATUIIUCh B CPEICTBA JJIsl UCCleIoBaHui u 00ydyenus. Hanmpumep, oM IOCTOSTHHO
WCIIONB3YIOTCS ISl U3YUYEHUs] TUHAMUKYU U B3aUMOJICUCTBUH B ceTsAX. B yacTHOCTH, OHM MO3BOJISIIOT
JIETKO W HATJSAHO HW3ydYaTh TOHKOCTU CETEBBIX MpPOTOKoJoB. Habmiomas 3a JaHHBIMH, KOTOpHIC
MOCHUTAET IPOTOKOJI, BBl MOKETE TIy0Ke MOHATh €ro (PYHKIIMOHUPOBAHKE



wireshark

, CeTesoit CeTesoi
libpca Aapectioe
pcap npouecc 1 npouecc 2 NPOCTPaHCTBO
i T T nonb3oBaTens
| |
i ¢ Aapo
\ TCP/UDP /%
LI NoxancHeii
W | S
libpcap i
apaiieep — NDIS gpaieep
WHTepdenc
+
v
( CeTb 0

Puc. 1. ITpunmun «3axsara» cHUMDMDEDOM CETEBOTO

Ha MPaKTUKE, a 3a0/IHO YBUJETh, KOTJAa HEKOTOpass KOHKPETHAs peanu3als padboTaeT HE B

COOTBCTCTBHUH CO CHGHH(i)HKaHHCﬁ.

Ha ceromHsmHuii MOMEHT CyHmICCTBYCT IO0OCTATOYHO OOJIBIIIOE  KOJHUYECTBO XOpomux

peanuzanuii cauddepon. Hekoropoe U3 HuX:

Tcpdump  (http://www.tcpdump.org/) — koHcosbHBIH BapuanT cHuddepa. [lopTupoBan
MIOYTH 110J10 Bce Hanbosee pacnpoctpaHeHHbie OC;

Wireshark (http://www.wireshark.org/) no0 HemaBHero MoMeHTa OBbUI HU3BECTEH IO
HasBanueM Ethreal;

WinDump http://www.winpcap.org/windump;

IP Sniffer

u ap.

CHupep Wireshark

[Mporpamma Wireshark sBisiercss omgHO#t M3 cambIX ymoOHBIX peanu3anmii cHHDdEpOB.

[ToptupoBana Ha Oousblioe KoauuecTBO MmiatdopMm. PacmpocTpansiercss aOCOTIOTHO OecIuIaTHO.

HmeeT cMbICIT HCITIONIB30BATh JaHHBIA CHUGEp ISl U3yUEHHS U aHaIM3a CETEBBIX TPOTOKOJIOB.

Ho nns Hauwama paccMoTpuM 0a30BbIN TpHHIMI padoThl cHU(dEpa Kak pa3 Ha MpUMeEpe

Wireshark.

ba3oBbiii npuHIun padorsl cHuppepon

Jagaiite paccMoTpuM ¢ Bamu puc. 1. Ha Hem n3o0pakeHa cXeMaTU4HO CTPYKTypa CETeBOM

nojcucremMsl OC. Best 6a3oBasi MHPpacTpyKTypa peain3oBaHa B BUjAE ApaiiBepoB M paboTaeT B

PCKUME dapa. ITonp30BaTENLCKHE MMPOLCCChI U pCAIN3alluN NPUKIIAJJHBIX ITPOTOKOJIOB, B YaCTHOCTHU

uHTepdeiic cauddepa padoTaroT B MOIH30BATEIBCKOM PEKHIME.


http://www.tcpdump.org/
http://www.wireshark.org/
http://www.winpcap.org/windump

Ha pucynke oToOpakeHbl 2 TI0JIb30BaTEIBCKUX Tpoliecca («CeTeBoi mporiecc 1» u «ceTeBoi
IIPOLIECC 2»).

OcHoBHBIMU KOMIOHeHTaMHu cHU(Ddepa siBIstoTCS: ApaiiBep aus 3axBara naketos (libpcap
npaiiep), wuHTepdeiicnas Oubmmoreka (libpcap) m wmuTepdeiic moms3oBarens (Wireshark).
bubmuoreka libpcap (peamuzamus mox OC  Windows wocur wHasBanme WinPcap -
http://www.winpcap.orq) — yHuBepcaibHas ceTeBasi OHOIMOTEKA, CAMOCTOSATEIBHO Peaan3yomas
O0JIBIIIOE KOJIMYECTBO CETEBBIX IPOTOKOJIOB U pabotaromias HermocpeactBenno ¢ NDIS (Network

Driver Interface Specification) npaiiBepamu cereBbIx ycTpoiicTB. Ha 06a3e manHoOW OmOIMOTEKH
peann3oBaHo 0OJIBIIOE KOJIMYECTBO CETEBBIX porpamm, B uactHocTH cHuddep Wireshark.

CHug¢ep ucnonpzyer OHOMMOTEKY B PEKHUME «3axXBaTa» IAKETOB, T.€. MOXET IOJIyd4aTh
konuio BCEX nmanHBIX mpoxomsmmx uepe3 apaiiBep ceTeBoro mHTepdeiica. M3mMeHeHus B camu
JlaHHbIE HE BHOCSTCSA!

OCHOBHOW HIOAQHC MCIIOJIb30BaHMs CHU(dEpa 3aKIH0YaeTcsi B TOM, YTO OH HE I03BOJISET
IIPOM3BO/IUTh AHAJIM3 JOKAIbHOTO Tpaduka, T.K. OH HE NPOXOJUT uepe3 JpaiBep CETEBOro
ycrpoiictBa (cM. puc 1.). T.e., ecnu Bbl 3aX0THTE MIPOaHATU3UPOBATh CHUDdEpOM TpapuK MexIy 2-
MU CETEBBIMH MPOIIECCAMHU Ha JIOKaIbHOW MariuHe (Hanpumep, ftp-cepsep u ftp-kimenr), To y Bac
XKIeT pazodapoBanue. OIHAKO, HAPUMEP MPH HCIOJIB30BAaHUM BHUPTYAJIBHBIX MAalINH, CHHU(dEp
Oyzaer paboraTh 6e3 mpoOiieM, T.K. BUPTYAIbHbBIE MAIIMHBI SMYJIUPYIOT PEATbHYIO CPEAy U CETEBbIC
ajanTepel, MOSTOMY TpaduK HIET uepe3 JapaliBepa Kak ¥ B HOPMAJIbHOW CUTyallld TIpH
B3aUMOJICHCTBUHU C IPYTMMHU (PU3NUECKUMHU CETEBBIMU MalllMHAMHU.

Taxoke kK HegocTaTkaM OOJIBIIMHCTBA CHU((EPOB CTOUT OTHECTU U TOT (aKT, UTO, MO3BOIISASA
aHAJIM3UpPOBaTh TpaduK, MPOXOIAIIUN uepe3 ceTeBoil mHTep¢eiic, OHM He MOTYT yKa3aTbh, Kakoe
MMEHHO MPUJIOKEHNE TeHEPUPYET WM MOJIydaeT ero. ITo oObscHseTCs Te, 4To MH(opmaius o0
3TOM XpaHMTCS Ha ceTeBoM (Hampumep, IP) ypoBHe cereBoro creka, a 601bIIMHCTBO CHU(D(EPOB
MCIOJIBb3YeT COOCTBEHHYIO pealM3alnio CTeKa MPOTOKOIOB (Hampumep, oubimoreky WinPcap),
KOoTOpas (Kak yke ObUIO MTOKa3aHo) paboTaeT HEMOCPEICTBEHHO C ApaiiBepaMH YCTPOUCTB.

Taxoke, cHu(pdepsl BHOCAT MOMOIHUTENBHYIO Harpy3ky Ha TpOIEccop, T.K. MOTYT
oOpalaTeIBaTh JOCTaTOYHO OOBEMHBIA CETeBOM TpauK, B OCOOEHHOCTH ISl BHICOKOCKOPOCTHBIX
coenunenuii (Fast Ethernet, Gigabit Ethernet u ap.).

Ucnonb3oeaHue npozpammbl Wireshark

Janublit cauddep Mmo3BOISET B PeKUME PEaTbHOTO BPEMEHH 3aXBaThIBATh MAKETHI U3 CETH,
U aHAIM3MPOBATh UX CTPYKTYpy. Tarkke MOXXHO aHAIM3UPOBATh CTPYKTYpYy IMAKETOB M3 (aiina,
cozieprkaniero Tpapuk, Mogy4IeHHbIH, Hampumep, mporpamMmmoi «tcpdumpy (unix/linux).

Ha puc. 2. u3o0paxeHo ocHoBHOe okHO mporpammbl Wireshark. B cranmaptaHoMm peknme
okHO cHu(®epa nenurcs Ha 3 (Ppeiima (mMaHeNM): CIUCOK 3aXBAaUYE€HHBIX MAKETOB, «aHAJIU3AaTOP»
MIPOTOKOJIOB U MCXOJIHbIE JaHHbIE MakeToB. Pazmep kaxaoro ¢peiiMa MOXXHO MEHSThH IO CBOEMY
YCMOTPEHHUIO.

PaccmotpuM 3TH maHenu moapoOHee.

Bepxusisi nmaHeJib COJCPXUT CIUCOK MAKETOB, 3aXBAaYCHHBIX M3 ceTd. CIHCOK MOXHO
OTCOPTHUPOBATH MO JIOOOMY MO0 (B TPSMOM HJIM OOpPaTHOM MOPSAKE) — I 3TOTO HaXXaTh HA
3aroJIOBOK COOTBETCTBYIOIIETO TOJISI.


http://www.winpcap.org/

" (Untitled) - Wireshark

Cnucok 3axsayeHHbIx

File Edit View Go Capture Analyze Statistics Help nakeTtos

B W e e e @ x % 8 R« ¥ 2 | E|E
Eilter:l xpression... Clear Apply

Mo. Time - Source Destination Protocol Info

0.000000 192.168.1.2 10.0.0.2 PPTP Echo-Request

1
2 0.038231 10.0.0.2 192.168.1.2 TCP pptp > 3057 [ACK] Seqg=0
3 0.038521 10.0.0.2 192.168.1.2 PPTP Echo-Reply
4 0.224713 192.168.1.2 10.0.0.2 TCP 3057 > pptp [ACK] sSeq=1
5 16.245017 Giga-Byt_82:4e:51 Broadcast ARP who has 192.168.1.67 T
6 16.245192 winEnter_00:21:11 Giga-Byt_82:4e:51 ARP 192.168.1.6 is at 00:01
7 16.245199 192.168.1.2 192.168.1.6 TCP 3112 > http [SYN] Seqg=0
8 16.245516 192.168.1.6 192.168.1.2 TCP http > 3112 [S¥YN, AcCK]
9 .245536 1592.168.1.2 192.168.1.6 TCP 3112 > http [ACK] Seq=1
z S 192. .1.6 GET /S HTTP/1.1
.247117 192.168.1.6 192.168.1.2 TCP http > 3112 [ACK] Seq=1
12 17.800907 192.168.1.6 1592.168.1.2 TCP [TcP segment of a reass
13 17.800928 192.168.1.6 19 TTP/1.1 200 OK (text/h ¥

«Packnagka» esibpaHHoro

nakera no npoTtokonam ¥

@ Frame 10 (629 bytes on wire, 629 b
= Ethernet II, Src: Giga-Byt_82:4e:51 (00:1

e T82:4e:51), Dst: wWinEnter_00:21:11 (00
# Internet Protocol, Src: 192.168.1.2 (192

8.1.2), Dst: 192.168.1.6 (192.168.1.6)

Hypertext Transfer Protocol
BuHapHoe coaepxumoe
BbibpaHHoOro nakera

Puc. 2. OcaoBaoe okno cauddepa Wireshark

Kaxxnast ctpoka coep uT cienyromiye moss (o yMOJTYaHHIO):

nopsikoBbIil HoMep makera (NO.);

BpeMs mocTyryieHus maketa (Time);

HCTOYHHK makeTa (Source);

nyHkT HasHaueHus (Destination);

nportokoi (Protocol);

undopmarronHoe mnosie (Info).

Crmcok otoOpaxkaemblx Tonieii HactpamBaetrcsi B Edit/Perferencis/Columns. Jlmst Toro,
4T00BI M3MEHEHUS BO3BbIMENH 3((eKkT HEOOXOIUMO Mepe3anyCTHTh MPOTrpaMMy, IpeIBapUTEILHO
Ha)kaB KHOTIKY Save.

[Ipu HakaTUM TPaBON KHONKK MBIIIA HA TOM WJIA WHOM ITaKeTE, MOSIBUTCS KOHTEKCTHOE
MeHro. HakaTieM Ha CpeIHIOI0 KHOMKY MBIIIM MOXHO IOMEYaTh TPYIITy HWHTEPECYIOIUX Hac
MaKeTOB.

Cpennsisi naHeJb COJCPKUT T.H. «JIEPEBO MPOTOKOJIOBY IS BEIOPAaHHOTO B BEPXHEM OKHE
nakera. B 3Toli maHenu B MepapXuvyecKoM BHIE Ul BRIOPaHHOTO B BEPXHEM OKHE 3aXBauCHHOTO
makeTa OToOpaXkaeTcsi BIIOKEHHOCTh MPOTOKOJIOB B COOTBETCTBHHM C MOJIENBIO B3aWMOJICHCTBHS
oTKpbIThIX cucteM OSI. [To HakaTHIO Ha MPaBYIO KHOIKY MBIIIN BBI3BIBACTCS KOHTEKCTHOE MEHIO.
[Tpr «pacKpeITUW» KaXIOTO M3 MPOTOKOJIA HAXKATHEM Ha 3HAUeK «+» CJeBa, BBIBOAATCS IOJIS
JTaHHBIX COOTBETCTBYIOIIHMX IPOTOKOJIOB.

HukHssi maHeab CONCPXKHT IIECTHAAINATEPUIHOE TPEACTABICHWE BHIOPAHHOTO TIaKeTa.
[Tpu BBIOOpE TOTO WIJIM MHOTO IOJISi B CPEIHEH MaHEeIH aBTOMATHYECKU OyAeT MOACBEYMBATHCS
COOTBETCTBYIOIIHMI y4acTOK 16-0T0 IpeacTaBICHHS.

3axeam nakemos

Jns Havanma 3axBaTa IaKeTOB HEOOXOIMMO 3a/JaTh MapaMeTphl 3axBara. B uacTHOCTH,
yKa3aTh CETEBOM MHTEpdENC, ¢ KOTOPOTO M OYJIET OCYIIECTBIISTHCS 3aXBaT MAKETOB. DTO JICUCTBUE



JIOCTYITHO uepe3 MeHio Kak «Capture—>Optionsy» wnmm komOunHanuu kinasuim CTRL+K (cMm. puc. 3).
Wnrepdeiic, 3anaBaemblii B none «lnterface:» mMoxHO BBIOpaTh M3 COOTBETCTBYIOIEro mois. B
npumepe Ha puc. 3. Ilokazano, uyto moctynHbl 3 uHTepdelica: (U3MYECKHil CETEBOM amanTep
(«Marvel...»), u unTepdeiichl A BUPTyalbHBIX KaHAIOB, B YAaCTHOCTH, ycTaHOBIeHHOTO VPN-
coenunenust («KWAN (PPP/SLIP)...»). B GonbiinHCTBE Ciydae MOAXOAUT BhIOOp HHTEpdeiica

CCTCBOI'0 agarrepa.

B kadecTBe TOMOHUTENBHBIX TAPAMETPOB 3aXBaTa MOXKHO YKa3aTh CIIEAYIOIINE:

«Capture Filter» — ¢unpTp 3axBara (Oyaem paccmarpuBaTh ganee). [lo Haxkaruio Ha
COOTBETCTBYIOIIYI0 KHOIKY MOXHO NPHUMEHUTh TOT WJIW MHOW (WiIbTp orOopa (W3 paHee
COXpaHEHHBIX). Ecnu TakoBBIX HE HMEETCS, €ro MOXHO yKa3aTh SIBHO B CTPOKE
peaKTUPOBAHHUSL.

«Update list of packets in real time» — oOHOBICHME CIKCKa 3aXBauye€HHBIX I[MAKETOB B
pEeXHME PealbHOTO BPEMEHHU.

«Stop Capture» — Habop mapaMeTpoB, MO3BOJSIONIUX 3a7aTh TO WM MHOE 3HAYCHUE TPH
JOCTHOKEHUH, KOTOPOTO MPOIIECC 3aXBaTa MaKETOB MPEKPATHTCSI.

«Name Resolution» — Habop mapamMeTpoB pa3pelicHUs HMEH MMO3BOJISIET ONMPEICTUTh KaKue
13 CO0CO0OB pa3penIeHns UMEH JO0JDKHBI UCTIONB30BaThCS.

Jlyis Hayaja MOHUTOPHHra CETEBOM aKTUBHOCTH HYKHO HaxaTh «Start». Ilocie BpiOOpa

uHTepdeiica, KOTOPBI HAC UHTEPECYET, B AAbHEHIIEM MOXXHO HaYMHATh U OCTAHABJIHMBAThH 3aXBaT
[IaKeTOB Yepe3 COOTBETCTBYIOLIME KOMaH bl B MeHIO «Capturey.

"4 Wireshark: Capture Options CnMcok AoCTyYNHbLIX E]@@
Capture wHTepdencos

SIS Gigabit Ethernet Controller: {Devi PCBE-4F39-97C1-BFD23671267 | [Rdl|

IP address: 1||adapter For generic dialup and VPN capture: \Device\NPF_GenericDialupadapter
WaN (PPPJSLIP) Interface: \Device\NPF_{0S8E7E634-EB18-4B8A-A27C-F295F3FABBBD

Marvell Gigabit Ethernet Controller: \Device\NPF_{E405CAZE-C6BE-4F39-97C1-BFD9236712B

Capture p

[] Limit each packet to bytes 2

[pororaer] | ~_
Capture File(s) | YcTraHoBka (bunbTpa 3axearTa |

File: ' @se;] Update list of packets in real time

[T] use multiple files
Automatic scrolling in live capture

Hide capture info dialog

Name Resolution

> >
SR R Enable MAC name resolution

[ ... after | | [[] Enable network name resolution
[] ... after

- 3 V i
£ ... e Enable transport name resolution

[ Start ] [ Cancel ]

Puc. 3. Beibop nnrepdeiica u mapamMeTpoB 3axBaTa MakeTOB

Qunbmpayusi nakemos

Ecnu 3anmyctute cHu(dep 03 TOMOTHUTENBHBIX HACTPOEK, OH OYIEeT «3aXBaThIBaTh) BCE

MAaKeThl, MPOXONAIIUE uepe3 ceTeBble uHTepdeiicel (cm. puc. 1). Boobme, ams obmiero



O3HAaKOMJICHHSI C MPOIECCAMH, IPOUCXOIAIIAMH B CETH, OYCHb IIOJIE3HO MPOHAOIIOIAT
AKTUBHOCTBH CCTCBLIX IMPOTOKOJIOB B PCAJILHBIX YCIIOBUAX pa6OTBI CHUCTEMEBI B CCTH. HpOHa6HIOIIaTB
BCE Pa3HOOOpa3ne MPOTOKOJIOB, 3aIIPOCOB, OTBETOB H JIP. COOBITHIA.

[Tpu teneHanpaBiICeHHOM HCIIONB30BaHUK CHU((dEpa 04eHb 9acTO HEOOXOIMMO BEIOOPOYHO
OTO6pa)KaTB HJIM 3aXBaTbIBAaTh IMAKCTHI MO HCKOTOPBIM 3aJJaHHBIM KPHUTCPHUIM. I[JISI 9TUX ueﬂeﬁ
ciyat GUIbTPHI OTOOPaKEHHS U 3aXBaTa, COOTBETCTBEHHO.

Tunbl ounbmpauyuu mpaguka

CymecTByeT 1Ba BapuaHTa (QWIBTPALMU I1aKETOB: HA JTale 3axBaTa W Ha JTame
OTOOpaXeHHsI TOoJb30Barelto. B mepBoMm ciaydae 3ddekTuBHOCT, paboThl cHUdepa u
MoTpedIiieMble UM CHUCTEMHBIC PECYpChl 3HAYMTEIHLHO HUXKE, HEXEIM BO BTOPOM Ciiydae. IJTO
OOBSICSTHETCSI TEM, YTO TPU JOCTATOYHO WHTCHCHBHOM CETEBOM TpapUKe W U MPOJOJDKUTESIEHOM
BPEMCHH 3aXBaTa BCE TMAKEThI JOJDKHBI OWTh 3aXBAa4eThl M COXPAHEHBI MO0 B MamsTh, OO Ha
JMCKOBOE yCTpoiicTBO. CaMble MPOCThIE MOACUETH MOTY MOKa3aTh, 4To naxe st 100-merabutHoOM
CETH CHUCTEMHBIX PECYpCOB XBaTHT Ha HEMPOJOJDKHTEIbHOE BpeMs. DuibTpalus 3axBara yxe Ha
MOMEHT TOJYYCHHUs TMakeTa ropasno 3(p(eKTUBHEE, OJHAKO B TaKOM Cllyyac OHA JIOJDKHA ObITh
peann3oBaHa Ha ypOBHE CaMuX JpaiiBepoB 3axBara. JlaHHBIA (DakT, €CTECTBEHHO, YCIOXKHSET
peanusanuio caupdepa. Wireshark mogneps;xkusaer 06a BapuanTa puiasrpanun. PaccMorpum

®Ounbmpbl 0MobpaxeHust

QuUIbTPHl 0TOOPAKEHUS MPEACTABIAIOT COOON JOCTATOYHO MOIIIHOE CPECTBO OTOOPaKEHHS
tpaduka. OUIBTPHI 33Ja0TCS B CTPOKE, PacHojaramomieiicss BBepXy ocHOBHOro 3kpana («Filter:»).
[Ipocreitmmii puiabTp 0TOOpaskeHus1, MO3BOJIIET OTOOPATH MAKETHI IO TOMY WM MHOMY IPOTOKOIY.
Jliig 3TOTO B CTpOKE TpeOyeTcs yka3aTh Ha3BaHHe IpoTokona (Hanpumep HTTP) u HaxxaTh KHONKY
«Apply». Tlocie 3TOro B BEepXHEM OKHE OCTAHYTCSl MAKEThl, MPHHAICHKAIINE ITOMY POTOKOIY.
Knonkoit «Reset» neiictBre puibTpa OTMEHAETCH.

st pabotel ¢ QunbTpaMu MOXHO BbI3BaTh OKHO «Analyze/Display Filtersy. MoxHo
COXPAaHATHb CO3JaHHBIC BBIPAKEHHSA O] ONPEINECICHHBIMM MMEHaMU U1 IOCIEAYIOIIEro
WCIOJIb30BaHUs U T.[.

C momol1IpI0 JOTMYECKHX oreparnuil (cuHTakcuc s3bika Cl) MOKHO COCTaBIISTh JIOTHUECKHE
BbIpakeHus. Jlormueckas uctuHa - 1, 10%s - 0.
CnucoK noJIepKUBAEMBIX JIOTHYECKUX OTMEPALIUi:

eq == PaBEHCTBO
ne I= HE PaBHO

gt > OoJbIle YeM
Lt < MEHBIIE YEM
ge >= 0oJIBIIIE paBHO
Le <= MEHBIIIE PABHO

Hanpumep: tcp.port == 80 (cm. puc. 4).

[==R0 * Expression... Clear Apply

Mo, | Time - Source Destination Protocal Info
152,168,

4510

1.2 L1
6 B.691675 192.168.1.1 192.168.1.2 TCP http » 4810 [SyM, AcCK] =S
¥ OB.e9l7l7 192.1688.1.2 192.1a8.1.1 TCP 4810 » http [AcK] sSeqg=l
8 B.08l877 1%2.1e8.1.2 1%2.188.1.1 HTTP GET Shtml/js/alphaindex.
O 5. 05959108 1%2.188.1.1 1%2.1as8.1.2 TCP http = 4810 [aCk] seqg=1




Macrtep noctpoeHus GUIbTPOB OTOOpasKeHHs JOCTYIEH Yepe3 KHOMKy «Expression...» (cM.
puc. 5).

"4’ Wireshark: Filter Expression

Field name Relation Yalue (IPv4 address)

[ S L) [ e ey e ey | P L) ey

ip.dsfield.ce - ECM-CE

[

is present 192.168.1.1 |

ip.tos - Type of Service

ip.tos, precedence - Precedence

=
ip.kos, delay - Delay
= =
ip.kos, throughput - Throughpat
=
ip.tos. reliabiliby - Reliability
o=

ip.tos, cosk - Cast
ipulen - Total Length
ip.id - Identification

| > | |

| %

o [ e |

Puc. 5. Iloctpoenue puinbTpoB 0TOOpaKeHUS

OuIbTpHI 3aXBaTa

C moMoIIbI0 JaHHBIX (UIBTPOB MOKHO 3aXBaThIBATh U3 CETH TOJBKO TE MAKETHI, KOTOPHIC
MOJXOAAT TOoJ KpuTepuil oroopa. Ecnu He 3a1aH0 HUKakoro guibTpa (10 yMOJIYaHUIO), TO OYIyT
3aXBaTBHIBAaThCA BCE MAaKeThl. B NPOTHMBHOM ciydae TOJBKO IAKETHI, ISl KOTOPBIX YKa3aHHOE
BbIpakeHHe Oyaer UCTHHHbIM. CHHTakcMC (WIBTPOB 3axBaTa HECKOIBKO OTJIMYAETCS OT
CHHTaKcHuca (QUIBTPOB OTOOpaXKeHUs. BhIpakeHHE COCTOMT M3 OJHOTO WM Ooyiee TPUMHUTHBOB



pasJeseHHbIX MPOOETBHBIMU CHMBOJaMHu. Ha puc. 6 mpuBeneH mpumep (uiibTpa IjIs 3axBara
MakKeToB, ajpecoBanHbIX Ha 80-i mopr (http) y3na ¢ ip-agpecom 10.197.0.11.

i’ Wireshark: Capture Filter
Edit Filker

Ethernet address 00:08:15:00:08:15
Ethernet bype 0x0506 (ARP)

ftp

Mo ARP

e

IP only
IP address 192,168.0.1
1P anly

Properties

Filker name: | iipo,bstu, b-metro.net_htkp

| =T gl W0 pork S0 & ip dsk 10,197.0,11

o [ o

Puc. 6. [Ipumep ¢punbpTpa 3axBara

CylecTByeT TpH pa3IMyYHbIX THIIA TPUMHUTHBOB: type, dir, proto.
Criertudpuikatop type onpenenser Tui napamerpa. Boamoskusie mapamerpsi: host; net; port.

Harpumep:
e host linux
e net192.168.128
e port 80

Ecnu He YKa3aHO HUKAKOI'0 TUIIa MPEAIIoJIaracTtcd 4To 3TO MapaMeTp host.

Crnenudukarop dir onpenensT HanpaBiieHHe Tiepenadd. Bo3aMoxHbIe HarpaBieHus: Src; dst;
src or dst; src and dst.

Hanpuwmep:
e src linux
e dstnet192.168.128
e src or dst port http
Ecmu He OIIPCACIICHO HAIpPAaBJICHUC TO IMPCANOJJIAaractcsa HalpaBJICHUC «SIrc or dSt». ILJ'DI
MPOTOKOJIOB TUMa POINt-to-point ucnone3yroTes crnerudukarops! inbound u outbound.
CHCI_II/I(I)I/IKaTOp proto OMPCACIIAT TUIT IPOTOKOJIA, KOTOPOMY IMPUHAAJICIKUT ITAKCT.
Bosmoskusie mpotokoisl: ether; fddi; tr; ip/ipv6; arp/rarp; decent; tcp; udp.
Hanpumep:
e ether src linux
e arpnet192.168.128
e tcp port 80
Ecmu MMPOTOKOJI HC OIIPCACIICH, TO 6y2lyT 3aXBaTbIBATHCS MMAKETHI BCCX IMTPOTOKOJIOB. To ects:
«src linux» osmauaet «(ip or arp or rarp) src linux»; «net ctamy» o3mauaer «(ip or arp or rarp) net
ctamy; «port 53» o3nauaet «(tcp or udp) port 53».

Takxe CylecTByeT HECKOJIbKO CHEUabHBIX CHelU(PUKATOPOB, KOTOpPhIE HE IMOMaJaloT B
OMUCaHHBIE BBIIIE CIyYau:

e gateway;



e Dbroadcast;

o less;

e (reater;

® apugmemuuecKue 8bIpaAHCEHUS.
CrnoxxHble (pUIBTPHI 3aXBaTa CTPOSATCS C UCIIOIH30BAHUEM JIOTUYECKUX BBIPAKESHUH.
Cnucok onepanuii:

not ! OTpHUIIAHHE

and && KOHKaTeHaus (Jioruueckoe M)

or | albTepHATHBA (JIOTHYECKOE
WIN)

lNpumepsi punbmpoes 3axeama

Hwke paccMOTpeHbI HEKOTOPbIE TPUMEPHI TIOCTPOCHUS (PHIIBTPOB 3aXBaTa.

e 3axBar BceX ITAaKETOB Ha ceTeBOM mHTepdeiice xocta 192.168.1.2:
host 192.168.1.2

e 3axsar Tpaduka mexay xoctom hostl U xocramu host2 MUJIN host3:
host hostl and (host2 or host3)

e 3axsar Bcex IP-makeroB mexy xoctoM hostl 1 KaXabIM XOCTOM 3a MCKITtoueHreM hostX:
ip host host1 and not hostX

e 3axBar MakeTOB HU CTEHEPUPOBAHHBIX HU aIPECOBAHHBIX JTIOKAIbHBIMU XOCTAMU:
ip and not net localnet

e 3axsar IP-makeroB pazmepom Gobiue ueM 576 6aifT, MPOXOASAIIUX Yepes UT03 SNUp:
gateway snup and ip[2:2] > 576

e 3axsar Bcex ICMP makeroB, 3a HCKJIFOUCHHUEM MTAKETOB PiNg:

icmp[0] '=8 and icmp[0] !=0

Cmamucmudeckasi obpabomka cemeso2o mpaghuka

Cuuddpep Wireshark mo3Bossier BBINOMHATh PA3IMYHYIO CTATHCTUYECKYH) 00paboOTKy
MOJTyYCHHBIX JIAHHBIX. Bce TOCTyIMHBIE Onepaiuy HaXoTCs B MEHIO «Statisticsy.

OOmiast craTHCTHKA — KOJIMYECTBO IMONYYCHHBIX/TIEPEAaHHBIX MaKETOB, CPEIHSISI CKOPOCTh
nepeaayy u T.J. JOCTYITHBI yepe3 MyHKT «Statistics->Summary».

[MonyunTh WHPOPMAIMIO TO CTATHCTHKE OOPA0OTAHHBIX MPOTOKOJOB B IMOJYYCHHBIX
makeTax MOXHO uepe3 MyHKT «Statistics->Protocol Hierarchyy.

CTaTUCTHKY 1O TUIY IP-TIAKETOB, MX pa3Mepy W TMOPTY HAa3HAYCHUS MOXKHO TOIYyYUTh
BbIOpaB moanmyHKTH MeHIo «IP-address...», «Packet lengthy u «Port type» coorBeTcTBEHHO.

Onnoli w3 Hambojiee WMHTEPECHBIX BO3MOXKHOCTEH SIBISIETCSl TEHEpalHs JHarpaMMbl
B3aUMOJICHCTBUSL MEXKAY y3JamMH, KoTopas jaoctynmHa myHkTom MeHio «Flow Graph...» . B
pe3ynbTaTe MOKHO HaOJro/aTh B JOCTATOYHO HATJSIIHOM (hopMme mpolecc B3aMMOJCHCTBHS Ha
ypOBHE TPOTOKONOB. Hampumep, Ha puc. 7 mNpHBeJeHa IuarpaMMa B3auMOACHCTBHS IpU
nojyueHur y3mom Win2003 cratndeckoi Web-ctpanudku ¢ cepsepa http://linux.

7 Graph Analysis @EE

Time win2003 Broadcast fimu win2003 fimux Comment

0,000 (n)‘:"”‘ﬁ'hés 1924684 ‘.(o) | : ; ARP: itho has 192.188.1.67 Tell 192.168.1.2
1 1 |

0,000 e 1921681 6is &t 0 f : : ARP: 192.168.1.6 is 2t 00:01:4e:00:21:11

TCP: 1975 > http [5YN] Seq=0 Len=0 M3$=1460
TCP: http > 1975 [SYN, ACK] Seq=0 Ack=1 Win=5

0,000
fo,000



http://linux/

3aknoyeHue

[Iporpammel-cHU(depbl — 3TO HE3aMEHUMBIH HHCTPYMEHT Uil M3Y4YEHHsS TOro, 4YTO
MPOUCXOIUT B ceTu. Ecnu 3HaTh, YTO B JIEHCTBUTENHHOCTH TMOCBIIACTCS WM MPUHUMACTCS «IIO
nmpoBoaamM», TO TPYAHBIC, Ha HepBBIﬁ B3I, OIIIMOKH YAaceTCa JICTKO HaTH U HCIIPAaBUTL.
Cauddep npeacrapnser coboit Takke BaXHBIH HHCTPYMEHT ISl UCCIIEIOBAaHUIN TUHAMUKHU CETH, a
PaBHO CPEJICTBO OOYyUYEHUSI.

FMPUMEP UCCJIEAOBAHUA NPOTOKOJIA
C UCT10JIbSOBAHVEM CHU®OEPA

B kadecTBe mpumepa nccie0BaHUsI HEKOTOPOTO MPOTOKOJIA ¢ MCIoNIb3oBaHueM cHHu(pdepa
paccmoTpum npotokosn ARP.

IIporokon ARP

ARP (anrn. Address Resolution Protocol — mpotokon pa3pemieHust anpecoB) — CETEBON
MIPOTOKOJI, MpelHa3HaYeHHBIH s mpeoOpaszoBanus |P-agpecoB (aapecoB ceTeBOro ypoBHS) B
MAC-anpeca (agpeca kaHanbHOTO ypoBHs) B cetsix TCP/IP. On onpenenén 8 RFC 826.

JIaHHBII TPOTOKOJI OYEHb PACTIPOCTPAHEHHBIA M YpE3BbIUYAaiHO BaKHBIN. Kaxkplil y3en cetn
UMeeT KaKk MHHHMYM JIBa ajpeca, (U3NYECKUil aapec U jorudeckuit anpec. B cern Ethernet ms
UICHTU(PUKAIIMN UCTOYHHKA U MOTydaTess HHGopMaIuu UCoNb3ytoTes 00a aapeca. Mudopmanus,
nepechlIaeMasi OT OJHOTO KOMIBIOTEpA JPYroMy IO CETH, COIEPKUT B ceOe (Qu3Mueckuil aapec
ornpasutens, IP-agpec ormpaButens, ¢uzmdeckui aapec nomydartens u IP-aapec momyuarens.
ARP-mipoTokon o0ecrieuynBaeT CBSI3b MEXAY dTUMH AByMs ajnpecamu. CyIIecTBYET uYeThIpe THIIa
ARP-coobmiennii: ARP-3anpoc (ARP request), ARP-otBer (ARP reply), RARP-3ampoc (RARP-
request) u RARP-otBer (RARP-reply). Jlokanbhsiii xoct npu nomoutn ARP-3anpoca 3anpamiBaer



dbusmveckuii aapec xocra-noiydaresns. OTBeT (pusznueckuii aapec XocTa-moxydaTesis) TPUXOoIuT B
Bune ARP-orBera. Xoct-monyuarenb, BMecTe ¢ OTBeroMm, IwieT Takke RARP-3ampoc,
aJpEeCOBAaHHBIA OTIPABHUTEIO, JUIsI TOro, 4ToOBl mpoBeputh ero IP aapec. Ilocme mposepku |IP
azipeca OTIPABUTEIISA, HAUMHACTCS Tepe/iadya MaKeTOB JaHHbIX.

[lepen Tem, kKak co3/1aTh MOJKIIOYEHHE K KaKOMY-JIMOO yCTpOWCTBY B ceTH, IP-mpoTokon
npoBepsieT cBoii ARP-ker, 94TOOBI BBISICHUTH, HE 3apETHCTPUPOBAHA JTU B HEM yXKe HYyKHas s
MOJAKIIIOUeHUsT MHpopMmalus o Xxocte-monydarene. Ecnu Ttakoit 3ammcu B ARP-keme HeT, TO
BBITIOJIHSIETCSL IIUpOKoBemarenbubiii ARP-3ampoc. DToT 3ampoc uisi yCTPONCTB B CETH HUMEET
cienyromuii  cMbici:  «KTo-uuOyap 3HaeT Qu3uMyeckuil ajapec yCTpOHCTBa, O0JIaJaoLIEro
cienyromum IP-anpecom?» Kornma momyuaTtens IpUMeET 3TOT MAKET, TO JAODKEH OyAeT OTBETHUTH:
«Jla, aTo moit IP-ampec. Mol ¢usnueckuii ampec ciaeayronuii: ...» Ilocae 3Toro ormpaBUTENb
o6HOBUT cBoil ARP-ket, u Oyner criocobeH nepeaaTh HHPOPMAIIHIO TOTyYaTelTto.

RARP (anrn. Reverse Address Resolution Protocol — o6patHbIii MpoTOKOJ MpeoOpa3oBaHus
aJIpecoB) — BBIMIOJIHAET 00paTHOE OTOOpaKEHHE aPECcOB, TO €CTh Mpeodpa3yeT anmapaTHBIN aapec
B [P-ampec.

[IpoTokosN MpUMEHsETCsT BO BpeMs 3arpy3Kd y3ia (HalpuMep KOMITBIOTEpa), KOT/a OH
MOCBUTAET IPYIIIOBOE COOOIICHHE-3aMpOC cO CBOUM (hr3rueckum ajgpecoM. CepBep IPUHUMAET 3TO
COOOIIEHNE W TMPOCMATPUBACT CBOM TAOJMIBI (MO0 TEpeHampaBIsIeT 3alpoc KyAa-Tuoo emié) B
MOKMCKaxX COOTBeTCTBYMIEro ¢usznueckomy IP-anpeca. Ilocne obHapykeHus HailieHHBIM aapec
OTCBIJIAETCSl OOpAaTHO Ha 3aMpOCUBHIMKA €ro y3eid. JIpyrue CTaHImHMU TakKe MOTYT «CIBIIIATHY) STOT
JIMAJIOT U JIOKAJIbHO COXPaHUTh 3Ty nH(popmanuio B cBoux ARP-Tabnuiax.

RARP mno3Bonsier pasgensate [P-agpeca mexay HE 4acTO HMCIOJIb3YEMBIMH XOCT-Y3JIaMH.
[Tocne ucnonb3oBaHusa kakuMm JubO0 y3inom IP-ampeca oH MoxkeT ObITh OCBOOOXKIEH W BbIIAH
apyromy y3imy. RARP sBisiercst nononaenuem k ARP, u onucan 8 RFC 903.

Hns mpocmorpa ARP-kema MOXHO UCHONB30BaTh OJHOMMEHHYIO YTHUJIUTY arp c
napameTpoM «-a». Harmpumep:

D:\>arp -a

Interface: 192.168.1.2 --- 0x10003

Internet Address Physical Address Type

192.168.1.1  00-15-€9-b6-67-4f dynamic

192.168.1.6  00-01-4e-00-21-11 dynamic

W3 maHHOTO pe3yibTaTta KOMaHIbI arp BUIHO, YTO B Kelle Ha JaHHBIH MOMEHT HaXOAHUTCS 2
3allMCH ¥ BUIHBI COOTBETCTBEHHO IpP-aapeca Mamima 1 MAC-aapeca Ux CeTeBbIX aanTepoB.

3anucu B ARP-kemie MoryT ObITh CTaTHHYECKMMM U JuHamMudeckumu. I[lpumep, naHHBIN
BBIIlIE, OMHUCHIBAET IWHAMUYECKYIO 3alliCh Kella. XOCT-OTIPaBUTENb aBTOMAaTHYECKH MOCIaT
3ampoc TOJydaTesto, HE YBEIOMJIsii TpPH 3TOM mojb3oBarensd. 3amucu B ARP-kem moxxHO
N00aBIATh BPYYHYIO, CO3/aBasi cratmdeckue (StatiC) 3ammcu kema. DTO MOXKHO caenaTh MpU
MTOMOIIIA KOMaH/IBI:

arp -s <IP agpec> <MAC anpec>

Taxke MOXXHO ynansaTh 3amucu u3 ARP-kema. DTo oCymiecTBIseTCS MyTEM CIIETYIONIETO
BBI30BA!

arp -d <IP agpec>

[Tocne Toro, kak IP-aapec mpomén mpouenypy paspelieHus agpeca, OH OCTAaeTCs B Kelle B
TeYeHHE 2-X MUHYT. ECITM B TeUeHWe 3TUX JIBYX MHHYT IPOM3OIILIA TOBTOPHAS Tepeaada JaHHbBIX
0 ATOMY ajpecy, TO BpeMs XpaHEHHs 3allCH B Kelle MpojJieBaeTcs emé Ha 2 MUHYTHL. JTa
MpoIlelypa MOXKET TOBTOPSTHCS IO TEX TOP, MOKa 3aIKCh B Kelle MpocyecTByeT 10 10 MUHYT.
[Tocne sToro 3anuch OyJeT ynaneHa U3 Kema 1 OyAeT oTipasiieH moBTopHblii ARP-3ampoc.

ARP u3nauansHO ObUT pa3zpaboTaH He ToJbKO /it [P mpoTokosa, HO B HacTosAIIee BpeMs B
OCHOBHOM HcIonb3yeTrcs A1 conoctaBienus [P- u MAC-anpecos.

[TocmoTpuMm ke Ha mpakTHKe Kak paboraer mnporokoa ARP/RARP. Jlns storo
BOCTIOJIb3YyeMcsl CHUGGEpOM I 3aXBaTa CETEBOTO TpaduKa.



Paccmorpum mpumep pabotel mporokona ARP mpu oOpamieHuu K MalimHE C aapecoM
192.168.1.5, BBIOJIHKUB 3anpoc ¢ MaIMHBI ¢ agpecom 192.168.1.2. lns ycnenHoro sKkCnepuMeHTa
MpeIBAPUTENILHO OYUCTUM arP-Kell KOMaH10i

arp -d 192.168.1.5

Jns unstpaimn ARP/RARP Tpaduka Bocmonbdyemcs (QHUIBTpOM 3axBara. B Hammem
citydae 3To OyAeT nmpoctoil puiabTp

arp or rarp

Hanee 3amyctum 3axBar Tpaduka KoMaHa0i «Starty u BEITOIHUM OOpaleHne K 3a1aHHON
MalIlHe, HallpUMep, «IIPOITUHTOBAB) €€!

D:\>ping 192.168.1.5

Pinging 192.168.1.5 with 32 bytes of data:

Reply from 192.168.1.5: bytes=32 time<lms TTL=64

Reply from 192.168.1.5: bytes=32 time<lms TTL=64

Reply from 192.168.1.5: bytes=32 time<lms TTL=64

Reply from 192.168.1.5: bytes=32 time<lms TTL=64

Ping statistics for 192.168.1.5:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 0ms, Average = 0ms

Tak kak Ha MOMEHT Hauyajia pabOThl YTHIUTHI PING B arp-kemie He ObuTo MH(OpMANUU O
MAC-agpece COOTBETCTBYIOIIETO Yy37la, TO IIEPBOHAYAIBHO CHCTEMa JOJDKHA BBIMIOJIHUTH
ompenenenue 31o camoro MAC-anpeca, creHepupoBaB ARP-3ampoc W oTocinaB €ro B CeTh
IIMpPOKOBEIIaTeIbHbIM akeToM. [Tocne yero oHa OyaeT okuaaTh OTBETA OT 33JJaHHOTO y3JIa.

[TocMoTpuM ke, 4TO MBI MOIyYUM Ha mpakTHke. [locie octaHoBku cHE(dEpa MbI TOIKHBI
YBUIETHh PE3yJbTaT CXOXKUU C TeM, YTO OTOoOpakeH Ha puc. 8. B Hamem ciaydae Mbl BUAUM 2
3axBadyeHHbIX nakera: ARP-3anpoc u ARP-otser.

%' (Untitled) - Wireshark
File Edit View Go Capture Analyze Statistics Help

B oo e opE x %8 R e« »7F 8 BEE

Eilter:[ ¥ Expression... Clear Apply

No.. Time Source Destination Protocol  Info
1 0.000000 win2003 Broadcast g ?
2 0.000180 1inux win2003 ARP 192.168.1.5 is at 00:01:4e:00:21:11

| ARP-3anpoc u ARP-oTeeT I

>
+ Ethernet II, src: win2003 (00:16:e6:82:4e:51), Dst: Broadcast (ff:ff:ff:ff:ff A
= Aaddress Resolution Protocol (request)
Hardware type: Ethernet (0x0001) # ARP npoTtokon l
Protocol type: IP (0x0800)

Hardware size: 6
oTnpaeuTens IP-appec

Protocol size: 4 nonyyarens npu
Opcode: request (0x0001) atom none MAC-

Sender MAC address: win2003 (00:16:e6:82:4e:51) anpeca nycroe! |
sender IP address: 192.168.1.2 (192.168.1.2)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00) —
Target IP address: 192.168.1.5 (192.168.1.5)

MAC- v IP-agpec

PO00 TR TEXCE Th-FE 0026 66 82:de 5T 08 06 00 0L  .ceecssee o NQ....

0010 08 00 06 01 PR <O a8 01 02 ...... .. O

0020 00 00 00 O G A% QEIAY  TUSERERaa T peaeaiieae o
LinpokoeewatenbHbin [ buHapHoe npegcTaenexue |

MAC-agpec 8 ARP-3anpoce MAC- agpeca otnpaeuTens
Sender MAC address (arp.src.hw_mac), 6 bytes P:2D: 2M: 0 Drops: O

Hpoanamusupyem TPJYHCIGIEIA JHAKELL. &F@P&%ﬁ%}&ﬁTpI/IM ARP-3anpoc (maker Nel).

BbiennB makeT KypcopoMm, MbI IMOJIydaeM €ro packiaaky 1o mportokonam (Ethernet+ARP) B
cpennem okue. Wireshark ouens HarnsiHO «packiapIBacT» 3aroJ0BOK MIPOTOKOJIA O TTOJISIM.



Mgl MOXeM BHICTh, 4TO B makere ykazansl MAC- u IP-aapeca otnpasutens («Sender MAC
address» u «Sender IP address» cooTBeTCTBEHHO). DTO mNapamMeTpbl MAaIllMHBI, C KOTOPOU
BBIMOJTHSIETCSI 3ampoc. B maHHOM ciydae 3ampoc HampasiieH Ha nosnydeHus («Opcode: requesty —
3arpoc) MAC-aapeca mamusbl, y kotopoii IP-anpec («Protocol type: IP») 192.168.1.5 («Target IP
addressy). ITpu sTtom mose «Target MAC address» o6uyseno. Tak kak moaydareiab ARP-3ampoca
Ha MOMEHT 3ampoca He wu3BecTeH, Ethernet-naker ormpaBnsercs BceM MaiiMHam B JJaHHOM
JIOKaJIbHOM cerMeHTe, o ueM curranusupyer MAC anpec Ethernet-makera «ff:ff. ff.ff:ff:ff.

Ilpumeuanue. OOpaTuTe BHHMMaHHE, 4YTO TMAKET TpEACTaBIsIeT co0oi OWMHApHYIO
MOCJIEIOBATEILHOCT U CHU(M(Ep BBINOIHAECT OOJBIIYyI0 paboTy MO IPeoOpa3oBaHUIO TOJICH W3
OMHAPHOTO MPEJICTaBICHHS B y1000UUTaeMbIil BAPHAHT.

Bce paboraroniue ManivHbl B ceTH MoiydaroT naket ¢ ARP-3ampocoM, aHaM3UpyIOT ero, a
OTBET OTCHUIAET TOJBKO Ta MamuHa, yed IP-axpec coorBerctByer IP-ampecy B 3ampoce. Takum
oOpazoM, BTOpO# moiy4yeHHBIH makeT sBisgercs ARP-otBetom (cMm. puc. 9). Dto cienyer u3
napamerpa nojis «Opcode: reply». OOpatute BHMMaHHE, YTO JaHHBIA IMakeT ObLI OTIpPAaBJICH
UMEHHO TOM MamuHoH, yeii MAC-aapec Hac u unrtepecoBan («Sender IP address: 192.168.1.5»).
I[Tpu stom monie «Sender MAC addressy 3anonaeno 3nauenneM «00:01:4E:00:21:11».

' (Untitled) - Wireshark
File Edit

View Go Analyze Help

B e oo e o x a8 R « > » 7 8 BE

Eilter:l ¥ Expression... Clear Aapply

Capture Statistics

No.- Time Source Destination Protocol  Info

1 0.000000 win2003 Broadcast ARP who has 192.168.1.57 Tell 192.168.1.2
2 0.000180 192.168.1.5 1s at 00:01:4e:00:21:11

| ARP-3anpoc n ARP-otseT J

>

+ Ethernet II, src: linux (00:01:4e:00:21:11), Dst: win2003 (00:16:26:82:4e:51> &
= address Resolution Protocol (reply)
Hardware type: Ethernet (0x0001) :: ARRIIpoTOkOR
Protocol type: IP (Ox0800)
Hardware size: 6
Protocol size: 4

opcode: reply (0x0002)
Sender MAC address: 1inux (00:01:4e:00:21:11)

sender IP address: 192.168.1.5 (192.168.1.5) ARG WP BRDEE
Target MAC address: win2003 (00:16:e6:82:4e:51) Mcxo,quoril)p
Target IP address: 192.168.1.2 (192.168.1.2) oTnpasuTens

0000 Q0 16 e6 82 4e 51 00 01 4e 00 21 11 08 06 00 Ol eoeaNQee Nelooaon

0010 08 00 06 04 00 02 FEEENFTECEEPINEEY cO a8 01 05  ...... [, N 1.
0020 00 16 e6 82 4e 51 cO a8 OL 02 00 OBLQQ 00 00 00  ....NQ.. +oeonn..
0030 00 00 00 00 00 00 00 00 00 00 00 00N ™~ cuueeenn

bunapHoe npeacTasneHve
yenesoro MAC-agpeca

IP-agpec nonyyarens +
3anonHeHHoe uenesoe none
MAC-aagpeca nony4aTtens!

Sender MAC address (arp.src.hw_mac), 6 bytes

Puc. 9. Amammmz ARP-oTBeTa

Ilpumeyanue. OOparute BHMMaHue Ha mone «Info» B crucke 3axBayeHHBIX MaKETOB.
Cuuddep 1 TyT yIpoIaeT aHaIu3 CeTeBOro TpaduKa, MoICKa3biBas Ha3HaYeHHe MakeToB ©

Tenepb Mbl MOXXeM TTOBTOPHO MpocMoTpeTs ARP-kelr u cBepUTh JaHHbBIE B HEM C JaHHBIMH,
KOTOpBIE MBI Y3HAIHU U3 aHanu3a nakeroB ARP-3anpoc/oTBera:

D:\>arp -a

Interface: 192.168.1.2 --- 0x10003

Internet Address Physical Address Type

192.168.1.5 00-01-4e-00-21-11 dynamic

CtouT Takke OTMETHUTh, YTO B PEAIBHBIX YCIOBUSAX B JIOKAIBHOH CETH C OOJIBIINM
KOJIMYECTBOM MaruH arp/rarp rpaduk ObiBaeT ropasio 601ee HHTCHCUBHBIM.
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3adaHue Ha npakmu4eckyto pabomy

N3yunth uHTepdeiic IPOTrPaMMbI Wireshark
(\corp.mgkit.ru\dfs\work\wireshark)

3axBatuTh 100 npon3BOJIbHBIX NaKeTOB. ONpenenuTh CTAaTUCTUYECKHUE JaHHBIE:

® I[POILIEHTHOE COOTHOIIIEHHE TpadrKa pa3HbIX IPOTOKOJIOB B CETH;

® CPEIHIOK CKOPOCTh KaJIpOB/CEK;

® CPEIHIOI CKOPOCTh OANT/CEK;

¢ MHUHHUMAJbHBIA, MAKCUMAIbHBIN U CPEAHUI pa3Mepbl aKeTa;

e CTerneHb UCMOJIb30BaHUS MOJOCKH MPOIYCKAaHUs KaHaia (3arpy3Ky CeTH).

3aduxcuposars 20 IP-makeroB. OnpenenuTs CTaTHCTUYECKHUE JaHHBIE:

e MPOIICHTHOE COOTHOIIECHHE TpadrKa Pa3sHbIX POTOKOJIOB cTeka tCp/ip B ceTw;

e CpenHUN, MUHUMAIIbHBIM, MaKCUMaIbHBIA pa3Mephl MaKeTa.

Breimonauts ananmu3 ARP-ipoTokosia 1o npuMepy U3 METOAUYECKUX YKA3aHUM.

Ha npumepe mo6oro IP-niakera ykaszath cTpyKTyphbI ipoTokosioB Ethernet u IP, Ormetuts mosist
3aroJIOBKOB U OMHKCATh HX.

[IpoananusupoBath u OIucaTh MIPUHIIUTL paboTsI YTHIIUTHI ping.
[Ipu 5TOM omucaTh BCe MPOTOKOJIBI, UCIIOJIb3yeMble YTUIUTON. Onucath BCe MO MPOTOKOJIOB.
CocraBuTh  JMarpaMMy  B3aMMOJCHCTBUSL ~ MallMH 0Opd  paboOTe  yTHIAMTHI  PiNg.

KoHmporbHbie 80rpocsi

KakoBbI OCHOBHBIE 11€JTH MOHUTOPHHTA CETEBOT0 Tpaduka?

YeM oTiiMyaeTcss MOHUTOPHUHT Tpaduka oT GpuiabTparuun?

KakoBo HazHauenuu kiacca mporpamm-cHuGGepoB?

Kakue ocHOBHbIE (PYHKIIH BBITOIHAIOT CHUP(eph1?

3adyeM HCIONb3yOTCs (GUIbTpbl 0TOOpaXkeHus: u GuIbTphl 3axBata cHuddepa Wireshark? B
4eM UX OTin4ue?

Kaxue 0a3oBble pyHKIIMM CTaTUCTUYECKONW 0OpabOTKM 3aXBadeHHBIX MakeTOB MMeeT cHuddep
Wireshark?

Kakwue 3amaum paccuntan pemarsb npotokon ARP?


ftp://iipo.tu-bryansk.ru/pub/Install/windows/net/wireshark/

JlabopatopHass pab6ora 3 Amnamu3z u wuccienopanue TCP/IP

COEIUHEHUM

[ToHsATHE M HA3HAYEHUE ITPOKCU-CEPBEPOB.
[TpuaIHT paboTHI TPOKCH-CEPBEPA.
Hacrpoiika Nat-mpokcu Ha 6a3e Windows Server.

HOEJb PABOTbI

1. BbISICHUTH Ha3HAYEHUE MPUHITUT paObOTHI ProXy-cepBepos.
2. W3yuuts Mexanusm pabotsl NAT-npokcu.
3. VYwmers nactpauBath NAT-tipokcu Ha 6a3e Windows Server.

BBEJIEHHUE

OpnHolt M3 BaXHBIX 3a/ad IPU OpPraHU3allMM padOThl JIOKAJIBHBIX ceTed (M HE TOJIBKO
JIOKAJIbHBIX) SBIISETCS OpraHu3allks JOCTyla K pecypcaM TIJIoOalbHBIX ceTell (B 4acTHOCTH,
Internet). Yamie Bcero peann3oBaTh OTACIbHBINA KaHAJ B II100ATBHYIO CETh IS KaXI0U KIMEHTCKOM
MalIMHbBl HE TPEJCTABISIETCS BO3MOXKHBIM. B Takux ciyyasx 3ajaya peuiaercs opraHusanuein
KaHajla 4epe3 HEKOTOpPYI MallMHy (B JalbHEWIIEM IPOCTO cepsep), KOTOpas HMEET CETeBOM
uHTepdeiic B r1odanbHy0 CeTh, C YCTAaHOBJIEHHBIM crenuain3upoBanHbiM [10.

Ha nannoit naGoparopHoii paboTe MbI ¢ BAMH IMO3HAKOMUMCS C MEXaHU3MaMH pean3alluu
JOCTyTIa BO BHEIIHHUE CETH.

BA3OBBIE ITOHATUA

IIpoxcu-cepgéep (OT aHIIL. Proxy — «IpPEICTaBUTENb, YIOJHOMOYEHHBIN») — Clyk0a B
KOMITBIOTEPHBIX CETSX, MO3BOJISIONIAS KIMEHTaM BBIMOJNHATh KOCBEHHBIE 3alpOChl K JPYyTUM
ceTeBbIM city’x0am. CHayana KIMEHT MOAKIII0YAeTCsl K MPOKCH-CEPBEPY U 3ampallinBaeT Kakon-116o
pecypc (Hampumep, (aiisr), pacmoOKEHHBIM Ha JPYrOM cepBepe. 3aTeM MPOKCU-CEpBEp JTHOO0
MOJIKIIIOYAeTCsl K YKa3aHHOMY CepBepy M IOJy4aeT pecypc Yy Hero, Ju0o BO3BpallaeT pecypc U3
COOCTBEHHOTO Kema (B CITydasX, €CJIM IMPOKCH MMEET CBOH Kelr). B HEeKOTOpBIX cirydasx 3ampoc
KJIMEHTA WM OTBET CepBepa MOKET ObITh U3MEHEH MPOKCU-CEPBEPOM B OTIPEICIEHHBIX LIETSX.

IIpokcu-cepsepa MCTONB3YIOT NJIsi TOTO, 4TOOBI 0OectieunTh Y (PEKTUBHBIN U OE30TaCHBIHI
noctyn B HMHrepHer. MX ycraHaBIMBalOT B Ppa3IMYHBIX OpPraHM3aLUAX Ui oOecredeHus
B3aMMO/JICICTBUS JIOKAJIbHOM ceTu c TriiobanbHOM ceThio MHTepHeT. HeoOxomumocth B Takoit
porpamMMe BO3HHMKAaeT OOBIYHO, €CIIU C TMOJIb30BATEIHCKOI0 KOMITBIOTEPAa HEBO3MOKHO paboTaTh B
WHTEPHETE HETMOCPEJCTBEHHO HANpPSMYIO M3-32 TOTO, YTO y HErO HET MPSMOTO TMOIKIIOYEHUS K
MHTEpHETY (HampuMep, MoJeMa), HO €CThb Ha JPYyroM KOMIIBIOTEpe B €ro cetu. Torjma Ha 3TOM
JIPyroM KOMIBIOTEPE CTABAT MPOTPaMMY IPOKCH, a BCE OCTAJIbHBIE KOMITHIOTEPHI B IOKAJTbHOW CETH
HACTpauBalOT TaKUM 00pa3oM, 4yToObl paboTa Benack uepe3 mpokcu. Ceifyac yepe3 MPOKCH yMEIOT
paboTaTh MPAKTHYECKH BCE MOIYJISIPHBIE HHTEPHET-TIPOTPAMMBI.

Baxxnoe otnuuune npokcu ot Mapuipytuszaropa (B IP-ceTsix) B TOM, 4TO IpU UCHOJIB30BAHUHU
MapmipyTtusaropa [P-makeTsr octaroTcst 6€3 H3MEHEHHI — B HUX COXpaHsIOTCs ucXoauble IP—ampeca
KOMIIBIOTEPOB KaK OTHPABUTENS TaK M MOJIyyaTelns. A MPOKCH Beerja paboTaeT OT CBOEro aapeca, a
ajzipeca KJIIMEHTOB He MepeatoTcs, T.K. Yallle BCEro SBJSIOTCS JOKAIbHBIMU U HEBAJIUIHBIMHU B CETU
Internet.



Ha puc. 1. npeacrasiena npocreifiias cxeMa CeTH ¢ IPOKCH CEPBEPOM.

192.168.1.1
(local IP)

82.179.88.2
(unique IP)

Proxy

192.168.1.4

Puc. 1. Cxema ceTti ¢ IpOKCHU-CEPBEPOM



Buodbi u ¢byHKUUU rpokcu-cepeepos

Msl ganu 06001IeHHOE MOHATHE MPOKCH—CepBepoB. [laBaiiTe Temepb paccMOTpPUM, Kakue
KOHKpETHbBIE pean3aluu MPOKCH CYIIECTBYIOT U B YeM UX OCOOEHHOCTb.

NAT-npoxcu (Network Address Translation) — camelii mpocToid B IPOKCH. ITO, IO CYTH,
CHeIHATM3UPOBAHHBIA MaplIpyTU3aTOp, HmoaMmeHstomuil aapeca. Ilpocteitmas peanuzanus NAT
BxoauT B coctaB Windows 2000+. Ona Ha3biBaeTcst « OOLIMI 1OCTYN K HOAKITIOUEHUIO HHTEPHETA
(Internet Connection Sharing) u BKJIFOYaeTCs raloukoil B CBOMCTBAX MOJEMHOI'O COCAUHEHHS. DTOT
MPOKCH paboTaeT MpO3payvHo IS MOJIb30BATEINsA, HUKAKUX CHEIMaIbHBIX HACTPOEK B MpOrpammax
He TpeOyetcsi. Ho oH mocTatoyHo orpaHuyeH B BO3MOXHOCTsX. Jpyrue peanmsanuu NAT-nipokcu
MOTYT OBITH O0Jiee THOKMMH, HO WX 00mIas nmpodiiemMa — yHUBEpCaabHOCTh. OHU «HE BHUKAIOT» B
TOHKOCTH T€X MPUKIATHBIX MPOTOKOJIOB, KOTOPbIE Yepe3 ce0si MPOMyCKaloT, TOATOMY U HE UMEIOT
CPEICTB yIipaBiieHus uMu. Jlaiaee Mbl OoJiee AeTanbHO MBI paccMoTpuM Mexanusm NAT.

Cneyuanusuposannsle npokcu. B oOuiem ciydae JUisi KaXIOTO MX CETEBBIX MPHUKIAIHBIX
MIPOTOKOJIOB HEOOXOUMO PEAIM30BhIBATh CBOM MPOKCH. OOBIYHO MPOKCH — 3TO CETEBOW CEpPBHC,
KOTOPBIM HacTpauBaeTcs JUIsl paboThl Ha HEKOTOPHIH mopT. KiineHTckue mporpaMMsbl TOJKHBI 3HATH
3TOT MOPT U, ECTECTBEHHO, yMeTh paboTarb C Tpokcu. Jlamee NpuUBEACHB HEKOTOPHIC
CTIEMAIM3UPOBAHHBIC THITBI TPOKCH M UX (PYHKITUH.

HTTP-npoxcu — cambiii pacnpoctpanennsiii. OH npegHa3zHAYeH ISl OpraHUu3aluu paboThl
Opay3epoB W ApYyrHX IMporpamm, Hcmoib3yionmx mporokon HTTP. Bpaysep mepemaer mpokcu-
cepBepy URL pecypca, mpokcu-cepBep MOJIyd4aeT €ro ¢ 3ampaiimBaeMoro BeO-cepBepa (WM ¢
JIPyroro IMpOKCU-cepBepa) M oTmaeT Opaysepy. Y HTTP-mpokcn MoryT OBITh peau30BaHBI
HIMPOKKE BO3MOXKHOCTH IIPH BBIIIOJIHEHUH 3aIIPOCOB:

e Bo3MOXHO coxpaHeHHE MOJy4YeHHBIX (ailibl Ha Aucke cepBepa. Bmocnenctsuu, eciu
3arpamBaeMblil ¢ailsn yxxe ckauuBaics, TO IPU MOBTOPHOM 3allpoce MOKHO «MIHOBEHHO)
BBIJIaTh €r0 C Jucka 0e3 oOpamieHus B VHTepHET, YTO NPUBOAUT TaKkKe K SKOHOMHUH
BHEIIHUH Tpapuk. ITa BO3MOKHOCTh Ha3bIBaeTCs K3uMpoBaHueM. [Ipokcu ¢ moaep kot
JAHHOW (PYHKIIMOHAJIBHOCTH HA3bIBAIOT KelupyrolmuMmu. Yacto 3T0 onHa u3 Haubouee
OPUOPUTETHBIX (QYHKUIMH. OOBIYHO Ha NMpaKTHKE SKOHOMHUS Tpaduka JOCTUTAeT MOpsaKa
10-15%.

e MOXHO OrpaHMYMBATh JOCTYN K pecypcaM. B dYacTHOCTH, NMPOW3BOAMTH aBTOPU3AIUIO
MOJIB30BATENs PH 3aIpoce pecypcoB. Takke MOXKHO 3aBECTHU «UEPHBIM CIIUCOK» CaiiToB, HA
KOTOpbIE TIPOKCH He OyJeT IIyCKaTh TII0Jib30BaTeNiell (MM OIpelesieHHYyl0 4YacTh
NOJIb30BaTENeH, WK B ONpeieJIeHHOe BpeMs U T.1.). OrpaHMYeHHs MOXKHO peain30BaTh M0-
pazHoMy. MOXHO TpOCTO HE BBIIaBaTh PECypC — HaIlpUMEp, BbIIaBas BMECTO HETO
CTpaHMIly «3alpelleHo aJIMHHHUCTPATOPOM» WIN «HE HaljeHo». MOXHO CHpalmBaTth
napojib W aBTOPH30BAHHBIX TIOJB30BATENIEH JOMYyCKaTh K TPOCMOTPY. MOXKHO, He
CHpalluBas Maposis, MPUHUMATh PEIIeHne Ha OCHOBAHUU aJipeca WM MMEHU KOMIbIoTepa
TIOJTB30BATENsl. Y CIIOBHSI U IGHCTBHS B IPUHITUATIE MOTYT OBITH TOCTATOYHO CIIOKHBIMH.

e MOXHO BBIJIaBaTh HE TOT PECYpC, KOTOPBIN 3ampamuBaercs Opay3epom. Hampumep, BMecTo
peKJIaMHBIX OaHHEPOB M CUETUYMKOB MOKA3bIBATh MOJB30BATEISAM PO3PAYHbIE KAPTUHKHU, HE
HapylLIalollue Tu3ailH caiiTa, HO CYLIECTBEHHO SKOHOMsIIME Bpems M TpaduK 3a cCUeT
UCKJTIOUEHUS 3arpy3K1 KapTUHOK U3BHE.

e MOXHO OrpaHHYMBATH CKOPOCTh pabOTHI JJsl OTAENbHBIX MOJb30BAaTENEH, TPYII HIN
pecypcoB. Hanmpumep, ycTaHOBUTH TIPaBUIIO, YTOOBI (paiiapl *.mp3 Kayalawch Ha CKOPOCTH
He Oonee 1k6/cek. ITa BO3MOXKHOCTb, K COXKAJIEHUIO, €CTh HE BO BCEX MPOKCH.

e Benyrcs xxypHaibl pabOThl IPOKCH — MOKHO MOJCUUTHIBATh Tpa(UK 3a 3aAaHHBIA NEpUo/I,
10 33/1aHHOMY IOJIb30BATEII0, BHISICHATH MOMYJISIPHOCTh T€X U UHBIX PECYPCOB U T.J.

e MoXHO MapuIpyTH3UpOBaTh BeO-3alpOChl — HAMpPHUMEp, YacTh HAIPaBISITh HaIPIMYIO,
4acTh Yepe3 ApYyrue NpokcH (IpoKcu mpoBaiifepa, CIlyTHUKOBBIE IPOKCH U T.J.). DTO TOXKE



nomoraeT d(pPeKTUBHEE YNPABIATh CTOUMOCTBIO TpauKa U CKOPOCTHIO pabOThI MPOKCH B
IEJIOM.

FTP-npokcu GpiBaeT 1BYX OCHOBHBIX BUJOB B 3aBUCHMOCTH OT MPOTOKOJIA pabOTHI caMOro
npokcu. C ftp-cepBepamu 3TOT MPOKCH, KOHEYHO, Bceraa padoraer mo mporokoiay FTP. A Bor ¢
KJIMEHTCKMMHU TporpaMmmamu — Opay3epamu u ftp-ximentamu (CuteFTP, FAR, u nap.) mpokcu
MoxeT paborate kak 1mo FTP, tak u mo HTTP. Bropoii crioco6 ymobnee st 6pay3epoB, T.K.
HCTOPUYECKH SIBIISIETCSA JJI1 HUX «POAHBIM». bpaysep 3ampaminBaer pecypc y NMPOKCH, yKas3bIBas
nportokon neneBoro cepsepa B URL — http wnu ftp. B 3aBucuMocT 0T 3TOr0 mpokcu BeIOMpaer
MIPOTOKOJI PAbOTHI C LEJIEBBIM CEPBEPOM, a IPOTOKOI pabOTHI ¢ Opay3zepom He meHsietcss — HTTP.
[TosToMy, kak mpaBuiio, pyHKIMIO paboTel ¢ FTP-cepBepamu Taxke Bcraisitor B HTTP-nipokcw,
T.e. HTTP-nipokcu, onrcanHbii Beile, 0OBIYHO ¢ OJIMHAKOBBIM ycriexoM padoraet kak ¢ HTTP, tak
u ¢ FTP-cepsepamu. Ho mnpu «konBeprauum» mnpotokosioB FTP<—>HTTP Ttepsercs wyacthb
noJie3HbIX QyHKIM npotokona FTP. [Toatomy cnennanu3upoBansble ftp-KIMEHTH NPEANOYUTAIOT
u cnenuansHbii npokcu (FTP-gate), pabGorarommii ¢ obeummu croponamu mo FTP. Xots
BCTpEUalOTCs U BHOCsIME NyTaHuly Ha3BaHus. Hanpumep, B nporpamme CuteFTP nu FAR FTP-
gate Ha3bIBatoT firewall, xotsa FireWall B o61iem citydae — 370 BooO111e HE TPOKCH.

HTTPS-npokcu — dpaxtuaeckn wacte HTTP-tipokcu. S B Ha3BaHWM 03HAYaeT «securey, T.e.
6e3omacHblii. He cMoTps Ha TO, uTto mporpammuo 3To uyacth HTTP-mpoxcu, o6sryno HTTPS
BBIJICJIAIOT B OTJIENBHYIO KAaTETOPHUIO (M €CTh OTAEIBHOE TOJIE JUIA HEro B HAcTpoiike Opay3epos).
OO6b1yHO 3TOT TpoTokod — Oe3omacHbii HTTP — mnpumenstor, xorga TpeOyeTcs mnepeaaya
CeKpeTHOW HMH(pOpMaIH, HapUMep, HOMEPOB KPEAUTHBIX KapT. [Ipu MCmonp30BaHUU OOBIYHOTO
HTTP-npokcu Bcro nepeaaBaemyro HH(OOPMAILIMIO MOXKHO MEPEXBATUThH CPEICTBAMH CAMOT0 IIPOKCH
win Ha Oonee HHU3KOM ypoBHE. Iloaromy B Takux ciydasx npumenstor secure HTTP — Bcé
nepefaBaeMoe npu 3toM Immmdpyercs. Ilpokcu-cepBepy mHpu 3TOM JaeTcsi TOJBKO KOMaH/a
«COEIMHUTCA C TaKUM-TO CEPBEPOM», M IIOCIIE COECIUHEHHUS MPOKCU IeperaeT B 00e CTOPOHBI
mMdpoBaHHbIA TpaduK, HE UMes BO3MOXHOCTH y3HATh MOAPOOHOCTH (COOTBETCTBEHHO M MHOTHUE
CpeICTBa YNpaBIEHUS JOCTYNOM — Takue Kak (QuiIbTpaluusi KapTUHOK — HE MOTYT OBITh
peanmsoBanbl 1y HTTPS, T.x. mpokcn B 3TOM cilydae HEM3BECTHO, YTO MMEHHO Iepenaercs). B
YaCTHOCTH, B TAKOM CJIy4aeT HEBO3MO)KHA U aHTUBHUpYCHas QuuibTpanus Tpagpuka!!! CoOcTBEeHHO B
nporecce Mmudppanuu/aemudpani MpoOKCH TOXKE Y4acTUs HE MNPUHUMAET — 3TO JeNaroT
KJIIMEHTCKas IporpamMma M LejeBoi cepBep. Hamnume KoMaHIbl «COEOUHUTHCS C TaKUM-TO
cepepom» B HTTPS-npokcu mpuUBOAUT K MHTEPECHOMY M IOJIE3HOMY NOOOYHOMY 3(deKTy,
KOTOPBIM BC€ Hallle 0JIb3YI0TCs pa3padOTUMKU KIMEHTCKUX Mporpamm. Tak Kak 1ocie COeAMHEHUS
¢ ykazaHHbIM cepBepoM HTTPS-mpokcu sumb MaccUMBHO MepenaeT JaHHbIE B 00€ CTOPOHBI, HE
MIPOM3BOJII HUKAKOM 0OpabOTKHU 3TOT0 MOTOKA BIUIOTH /10 OTKJIFOUEHHS KJIMEHTa WM CepBepa, 3TO
MO3BOJISIET HUCIOJIb30BaTh MPOKCU s mepemayd moutu joodoro TCP-mpoTokona, a He TOJBKO
HTTP. To ecte HTTPS-mpokcu omHOBpemeHHO sABisiercss U npocteiM POP3-mpokcu, SMTP-
npokcH, IMAP-nipokcu, NNTP-nipokcu u T.1. — IpU yCJIOBUH, YTO COOTBETCTBYIOIIASI KIMEHTCKAs
nporpaMmMa ymeeT Tak skcruryatupoBate HTTPS-npokcu (yBbl, Janeko He Bce €llle 3TO yMEIOT, HO
€CTh BCIIOMOT'aTEJIbHBIE IPOrPaMMBbl, «3aBOpAaYMBarOIINe» TpapuK OOBIYHBIX KIHUEHTOB 4Yepe3
HTTPS-nipokcn). Hukakux Moudukannii 1eieBoro cepsepa He TpedyeTcs.

Mapping-rpokcu — 310 cnocol 3acTaBUTh PadOTATh Yepe3 MPOKCH TE MPOrPaMMBbI, KOTOPHIE
YMEIOT paboTaTh ¢ HHTEPHETOM TOJIbKO Hampsmyto. [Ipu HacTpoiike Takoro MpoKcH co3aaeTcs Kak
OBl «KOIUS 11€JEBOr0 CepBepa, HO JOCTYyIHAasl Yepe3 OJUH M3 MOPTOB MPOKCHU-CEpBEpa Ul BCeX
KJIMEHTOB JIOKaIbHOM ceTtu. TakuM o00pa3oM, YCTaHABIMBAET JIOKAJIBHOE «OTOOpaXKEHHE»
3aJIaHHOTO CEpBEpA.

Socks-npokcu. BonbIIMHCTBO MPOKCH-CEPBEPOB SBJISIOTCS Y3KOCICIIHATN3UPOBAHHBIMU U
paccunuTaHbl Ha KOHKPETHBIE TPUKJIAJHbIE IPOTOKOJBI (CM. BBILIE), TO €CTh JUIsl HOBBIX IIPOTOKOJIOB
TpeOyIOTCSl HOBbIE MPOKCU-CEPBEPHI.



Socks (coBpemennast Bepcust SOCKS5) oOmamaeT AByMs KIIIOYEBBHIMH OCOOEHHOCTSIMH,
BBIICTISTIONIIUMHE €T0 U3 TPYIIIEI IPOKCU-CEPBEPOB:

e On He 3aBUCUT OT BbICOKOYpoBHEBbIX npoTokosioB (HTTP, FTP, POP3, SMTP, NNTP u .
I.), TaK KaK OCYIIECTBIISET MPEICTAaBUTEIILCTBO KIIMEHTOB Ha Oonee Hu3koMm yposHe (TCP u
UDP).

e [lpunoxeHue B JIOKAJTbHOM CETH MOXKET MOMPOCUTh Socks-cepBep BBICTYNHUTb B POJIH
cepBepa OT JHIa KIueHTa. To eCTh MPUIIOKEHUE B JIOKAIBHON CETH CMOXET MPUHUMATH
COeIMHEHUS N3BHE, HECMOTPSI Ha OTCYTCTBHUE peanbHoro [P-anpeca.

Uepes Socks MOKHO 3aCTaBUTh pabOTaTh Jake MPUIIOKEHUS, KOTOPBIE U TOHSATHS HE UMEIOT
o mnpokcu. @Daxtuuecku Socks-cepBep SBISETCS MNPOrPaMMHO-YIPABISIEMbIM mapping-proxy,
MpUYeM C ONMHUCAHHBIM €IWHBIM HHTepdeiicoM. Bce mapping-proxy Tak wid WHa4Ye MPOrpaMMHO
YOPAaBISAIOTCA, HO IOJ PYKOBOACTBOM aJMHMHHCTpATOpa CeTH (4eloBeKa), M OTOOpakeHUs
cratuuHbl. A Socks-cepBep ympaBiseTcs MNPHUKIAJAHBIME MPOrpaMMaMHu, U OTOOpPaKEHUS
yCTaHABIUBAIOTCA, TOJBKO KOTJ]a OHU HYXKHBI, U Ha TO BpeMs, IIOKa OHU HYXKHBI.

IIpo3payHblii NpoOKCH-cepBep

Jannast (QyHKIMOHAIBHOCTh MOAJEPKUBACTCS OOJBIIMHCTBOM COBPEMEHHBIX MPOKCH-
cepBepoB. Jlo BHeApeHUS 3TOH (HYHKIIUU MOJIL30BATENH JIOKATHHOW CETH JTOJDKHBI OBUIA YKa3bIBATh
aapec u nopt npokcu B LAN HacTpoiikax Opaysepa. [Ipu ucronb3oBaHMM MPO3PAYHOTO MPOKCU
3arpochl HE3aMETHO Ui MOJIb30BaTEIbCKUX MPUIIOKEHUM TPaHCIMPYIOTCS Ha CTOPOHE cepBepa
MOPT IpOKCU-cepBepa. B octanbHOM paboTa HU YeM HE OTIUYAETCS OT PabOThI C OOBIYHBIM MTPOKCH-
CEpBEPOM.

OTKpBITHII NPOKCU-CEPBEP

B omimmume 0T OOBIYHBIX TPOKCH-CEPBEPOB, KOTOPBHIMH IIOJNB3YIOTCS OTpaHMYEHHOE
KOJINYEeCTBO JIUI] (OOBIYHO B 30HE OTBETCTBEHHOCTH BIAJENbla MPOKCH-CEPBEPA), OTKPBITHIN
IIPOKCH-CEpBEP MO3BOJIAET MPAKTUUECKU JIFOOOMY Y31y CeTH oOpalarbcs K APYTUM y3JlaM CETH,
CKpbIBasi CBOI HCTUHHBIN ajjpec OT y3Ja-moryyaTens.

OTKpBITBIE TPOKCHU-CEPBEpPA MOTYT HCIOJIB30BAThCA JUIsi  oOecrieueHus (YaCTUYHOMN)
aHOHUMHOCTH B UHTepHere, Tak Kak cCKpblBaloT [P-aapec monbp3oBaresnsi, Hampasiss Bce
MI0JIb30BaTEIbCKUE 3ampockl depe3 ceds. [loaToMy Takue mpoKcH-cepBepa €lle Ha3bIBaloT
aHOHUMHBIMHU. [Tpu 3TOM cam npokcH-cepBep MOKET BECTH JIOTH O0pallieHuil.

[ToreHnanbHOE WCHOJB30BAHUE OTKPBITHIX TPOKCH-CEPBEPOB IS CKPBITHS  anapeca
M0JIb30BaTENsl IPUBOJIUT K TOMY, YTO CalThl HEKOTOPHIX MHTEPHET-CEPBUCOB 3aIPELatoT JOCTYI K
CBOMM pecypcaM C OTKPBITBIX MpPOKCH-cepBepoB. Hampumep, mouroBbie cimyxOb1 mail.yandex.ru
OTKa3bIBAIOTCS paboTaTh C MOJIB30BATEIAMH OTKPBITHIX IPOKCH-CEPBEPOB.

Mexarusm pabombsl NAT-ripokcu

NAT — sto mexanusm B cersix TCP/IP, mo3Bonsrommii mpeobpaszoBsiBath [P-agpeca
TPaH3UTHBIX MaKeToB. beul pazpadoran B 1994 roay 1uist HCMOIB30BAaHUS COBMECTHO C TIPOTOKOJIOM
IPv4. Mexaam3m NAT onpenenén B RFC 1631, RFC 2663 u RFC 3022. [IpeobpazoBanue aapecoB
MetonoM NAT MOXeT NpPOU3BOAUTHCS TOYTH JIOOBIM MapHIPYTH3UPYIOIIUM YCTPONCTBOM:
MapUIpyTH3aTOPOM, CEPBEPOM JIOCTYTIA, MEKCETEBBIM dKpaHOM. Harpumep, MpakTHYECKH BO BCEX
cereBbIx ADSL-monemax umeetcst BerpoeHHbIit NAT-npokcn.

CyTb ME€XaHH3Ma COCTOUT B 3aMEHEe 00paTHOTO (Source) ajpeca Mpu MPOXOXKICHUH ITaKeTa B
OJIHy CTOPOHY U 00paTHOI 3aMeHe aapeca Ha3HaueHus (destination) B oTBeTHOM makere. Hapsimy ¢
aapecamm source/destination MOTyT Tak)Ke 3aMEHSATBCS HOMepa TOpTOB source/destination.
Nudopmanus o0 NPOU3BEACHHON TPAHCISIHUHA aJPECOB COXPAHAETCS B TEYCHUU HEKOTOPOTO
BpeMeHH B Tabiuue TpaHciasuuud. Ha gaHHbli MOMEHT cymiecTByeT 3 0a30BBIX KOHIIETILIHUU
TpaHCISIIKU aipecoB: cratuueckas (Static Network Address Translation), nuaamudeckas (Dynamic



Address Translation), mackapamuas (NAPT, PAT). IIpumep cTraTn4eckoil TpaHCISIHUN TPEACTABICH
Ha

puc. 2.
S=192.168.1.2, 4331
D =209.85.129.104, 80
H‘“‘\-_\_q‘ S =1209.85.129.104, 80
192.168.1.2 D =192.168.1.2, 4331 <?>

< > S =82.179.88.2, 5800
D = 209.85.129.104, 80

192.168.1.1 82.179.88.
\(W/
@

1 NAT server

4

S =209.85.129.104, 80
D =82.179.88.2, 5800

192.168.1.4 @

Puc. 2. IIpunimun pa®oTel MeXaHW3Ma TPaHCIISIINN agpeCcoB

B nmanHOM mpumepe y Hac MMeeTcs JIOKaJbHas ceTbh, nmoakiatoueHHas yepe3 NAT-mpokcu
(mampumep, Ha ©Oaze ADSL wmogema) c nokanbHeIMH aapecoM 192.168.1.1 u BHemHuM
untepdeiicom 82.179.88.2 k rnobanpHONM cetn Internet. Ilonb3oBaTenu JIOKadbHOW CETH
192.168.1.0/24 umerot npo3paunblil foctyn B Internet yepes nanHblit cepsep.

Knuent ¢ aapecom 192.168.1.2 obpamaercs k Web-cepsepy mo aapecy 209.85.129.104
(www.google.com) na 80-m mopty. Ilaker (1) ¢ mopra 4331 ormpasusiercss Ha NAT-mpokcu
(192.168.1.1). [Ipokcu mosy4aeT maket, TeHEPUPYET HOBBII HOMep mopTa 5880, KOTOPBIM 3aMeHsIeT
OpPUTMHAJILHBIA HOMEp TopTa oTmpaBuTeds, a |P-agpec kiumeHTa 3aMeHseT Ha aapec CBOETo
BHeNTHero cereBoro uHTepderica (82.179.88.2) u ornpasiser naket (2) Ha aapec 209.85.129.104,
IIPH 3TOM COXpaHsisi B Tabmuiie TpaHncsauu (cM. Tad. 1) manneie 06 IP-aapecax u Homepax mOpPTOB.
I'enepupys HOBbIT HOMep mopTa, NAT-TIpokcH MOXET BbIOUpaTh MPOU3BOIBHBI HOMEpP, KOTOPOTO
HeT B Tabnuie Tpancisinun. LeneBoi wWeb-cepBep, He uMes IPEICTaBICHUS O TOM, YTO MaKeT ObLT
«TIPOKCUPOBaH», oTnpaniser Ha aapec 82.179.88.2 u mopt 5800 orserHbIil maker (3). loxyuus
neiitarpammy, NAT-poken no ykasanHomy B mnakete IP-agpecy (82.179.88.2) m Homepy mopra
(5800) Haxoaut B Tabiuie TpaHCIALMU UCXOIHBIM aapec kinueHTa (192.168.1.2) u Homep mopra
(4331). Ilocme dWero 3aMeHsieT B MpHILNEAIIEM MakeTe o0a MOJsS HAWIEHHBIMH B TaOmuIe M
TepeHanpassieT naker (4) KIUeHTY.

Tabmanma 1.


http://www.google.com/

Tabnuma TpaHCIAIHUU CETEBBIX aJ[PECOB

CropoHa riaobansHOU ceTn CropoHa JI0KanbHOMU CETH
82.179.88.2, 5800 192.168.1.2, 4331

NAT BBINOJHSET ABE BaXHBIX (DyHKIIUH:

1. Tlo3Bomsier cokonomuth IP-ampeca (aktyanmpHo st mportokona |IPv4), TpanciupoBas
HECKOJIbKO BHYTpeHHUux I[P-aapecoB B oauH BHewHuiM nyomuunelid IP-anpec (unu B
HECKOJIbKO BHEIIHUX, HO MEHbIIIE, YeM BHYTPEHHHUX ).

2. Tlo3BonsieT WPEAOTBPATUTH WM OIPAaHUYUTH OOpAIllleHHE CHApYyXH KO BHYTPCHHUM
XOCTaM, OCTaBJIsIsI BO3MOXKHOCTb OOpallleHHsl M3HYTpu Hapyxy. I[lpm uHHnmanun
COEIMHEHUS] U3HYTPHU CETU cO3Jaércs TpaHciuauusa. OTBETHbIE MaKeThl, MOCTYHAIOIINe
CHapy>kH, COOTBETCTBYIOT CO3JAHHON TPAHCIALUU U NTO3TOMY NpomycKaroTcs. Eciau s
[IAKETOB, MOCTYMAIOIINUX CHAPY’KU, COOTBETCTBYIOIIEH TPAHCISALUU HE CYIIECTBYET (a
OHa MOJKET OBbITh CO3JJaHHOM IpPU MHUIMALWU COCAMHEHUS WM CTaTHYECKOW), OHU He
IIPOITYCKAIOTCA.

CnoxHoctu npu ucnosib3oBanuu NAT:

1. HeoOxoauMo WHAMBUIYaJbHO OTCIEXHUBAaTh pabOTy psAAa MPOTOKOJOB, HAIPUMED,
ICMP (T.K. B JaHHOM MIPOTOKOJIE OTCYTCTBYET MOHSATHE MOPTOB), (hparMEHTHPOBAHHBIC
BapuaHThI |P-mmakeToB.

2. He Bce mpoTOKOIBI IPUKIATHOTO YPOBHS MOTYT «1peoaoieTs» NAT. HekoTopsie He B
COCTOSIHUM paloTaTh, €CIM HAa IYTH MEXIy B3aUMOJEHCTBYIOLUIMMHM XOCTaMH €CTh
TpaHcsausa aapecoB. Ho 60apmmHCTBO coBpeMeHHbIX peanusanuii NAT cripaBisroTcst
C JaHHOM cuUTyalMel, COOTBETCTBYIOIIMM oOpa3oMm 3ameHssi [P-aipeca He ToibKO B
3arosioBkax [P, HO 1 Ha OoJyiee BBICOKUX YPOBHSX (Hampumep, B KOMaHAax MPOTOKOJIOB
FTP unu H.323).

3. W3-3a TpaHCHAMM aApECOB «MHOTO B OJUH» MOSBISIOTCS JTOMOIHUTEIbHBIE CI0KHOCTU
¢ uaeHTudukanueit nonpzoBareneil. Heo6xonumo XpaHUTh NOJTHBIE JIOTH TPAHCIALNN.

4. Tpancnsiuuu aJapecoB JOCTaTOYHO CJIOKHA IPH HMCIOJIb30BaHUU IMppoBaHHOrO |P-
tpaduka (IPSec).

Hecmotpss Ha psa HEIOCTaTKOB, TPAHCIALMS CETEBBIX aJpPECOB SIBISETCS BaKHOU

coctaBisitouiei Internet. bonee neranbHyto wuHpopmanmio o pabore NAT MoxHO HalTH B
cootBeTcTBytoMX RFC 1 1omomHuTeIbHBIX UCTOYHHKAX [2-4].

MackapaaHasi TPaAHCASIUSA

Mackapaanas TpaHCIsIus anpecos, n3BectHas takxke kak NAPT (Network Address Port
Translation) wmu «Virtual Serversy — mpuMeHsieTcst B claydasix, KOrja HE0OXOIUMO pealn30BaTh
JOCTYN K JIOKaJIbHON MammHe u3 rinobanbHoi cetu. Ilpumepnas cxema pa6orst NAPT mpuBenex
Ha puc. 3.



192.168.1.1 82.179.88.2

NAT server

Virtual Servers Table

192.168.1.10:80 80

—

Web-server
192.168.1.10:80
Reachable as
82.179.88.2:80

Puc. 3. Cxema pabotsr NAPT

Ha cxeme moka3aHa cuTyalus <«HOyOJHMKallMU» JIOKAIBHOTO Web-cepBepa ¢ aapecom
192.168.1.10:80 na BHemHuil uHTepdeiic 82.179.88.2:80. B nanHOM ciydyae npu BKIIOUYEHUU
pekuMa MackapaJlHra cepBep OTKpbiBaeT Ha HHTepdeiice 82.179.88.2 mopt 80 Ha oxunanue
BXOJANMX ToakimodeHuit. [lpm mocryrmiennn 3ampocoB Ha 82.179.88.2:80 NAT-cepsep
TpaHCIUPYET ajpeca NakeTa 110 paCCMOTPEHHOMY BBIIIE AJITOPUTMY U NEpEHANPABIISAET MaKeThl Ha
JIOKaJIbHYIO0 MamuHy ¢ agpecom 192.168.1.10 na 80-it mopt. B manpHeiimem pabota ceBepa c
KJIMEHTOB HUYeM He oTimyaercs oT Mexannsma NAT.

B o0mem cinyudae BHEUIHUHM NOPT U MOPT JOKAJIBHOTO CepBepa MOTYT HE coBmajaath (port-
translation).

EcTtecTBeHHO, JaHHBII MeXaHU3M IO3BOJISET OJHOBPEMEHHO TPAHCIHUPOBATH 3aIPOCHl C
OJIHOTO MOPTA TOJIBKO Ha OJJHY Ha3HAaYEHHYIO MAlIMHY B JOKAJIbHOM CETH.

MexaHu3M MacKapaJHWHTa SBISETCS KJIACCHYECKUM TpPHUEMOM, HCTonb3yeMbiM Ha ADSL-
MoJieMax (HampuMmep, s paboThl B MUPHUHTOBBIX CETSX).

NAPT u NAT gacto ucnosib3yrTcsi COBMECTHO.

Peanu3zayuu Proxy-cepeepos

Ha naHHBIIT MOMEHT CyIIECTBYET OOIBIIOE KOJMYECTBO MPAKTUIECKUX peaTu3aluii MPOKCH
cepBepoB. Hanbonee monyssipusiMu st tatdopmer Window NT seistrorest ISA Server, Usergate,



WinGate, WinRoute u ap. B cepsepubix Bepcusix WIiNndows Ttakke HMeETCS BCTPOCHHBIH
noctarouno ¢pynkimonansueiii NAT-MapmpyTusarop.

Jus mwrardpopmer Unix/LINUX caMbIMH H3BECTHBIM IIPOKCH-CEPBEPOM cUMTaeTcs Squid
(http://www.squid-cache.org/).

Hacmpotka u mecmuposaHue NAT-rpokcu Ha 6ase
Windows 2003 server

B kadyecTBe mMpakTHYECKOTO NpUMEpPa PacCMOTPUM C BaMHM HACTPOMKY HMMEIOIIETrocs B
Windows 2003 Server scrpoentnoro NAT-mpokcu.

Hacrpoiiky u TecTHpOBaHHE MPOKCH-CEPBEPOB OyIEM BBIIOIHATH B CETH aHAJTOTUYHON PHC.
4. (BHUMAHUE: peanbHble afipeca ceTeBbIX HHTEP(ECOB HEOOXOIUMO BHIOUPATh B 3aBUCUMOCTH
or yueOHoW mabGoparopun! Ilpm HEOOXOIMMOCTH HYXHO IIPOKOHCYJIBTHPOBATHCA C
MIPENO/IaBaTEIIEM )

192.168.198.253 192.168.1.253

IP =192.168.198.5 NAT-npokcu IP =192.168.1.2

Puc. 4. [Ipocreiimias ceTeb 1751 HACTpouiku u TectupoBanusi NAT

[TocTaBuM 3aauy cieayronmM 00pa3oM: HeooxoaumMo HacTpouTh Ha cepBepe NAT-mpokcu
TakuM oOpa3oM, uToObl Ansg MamuH w3 mnoacetu 192.168.198.0/4 (puc. 4, neBas MOJCETh)
OCYIIECTBIISIIACH TPAHCIISIUS aIpeCOB B HEKOTOPYIO BHEIIHIOW «moaceThy 192.168.1.0/24 (puc. 4,
npaBasi OACeTh). J{OMOTHUTEIBHO HEOOXOMUMO HACTpOUTh Ha MarinHe 192.168.198.5 telnet nnm
web ceprep u nmocpenctBom TexHoJI0ruM NAPT «OoImyOIMKOBaThY JaHHBIC CEPBUCHI JIJIS TOCTYIIA M3
BHE.

Hacrpoiika NAT-nipokcu ocyiecTBisieTcs: mpu momoinu ocHacTku «Routing and Remote
Access» (cum. puc. 5).

Hactpoiika NAT pocrarouna mpocta u He TpeOyeT ocoObix mosichenuil. Ha puc. 5-6
MOoKa3aHo, Kak 100aBuTh (QyHKIHOHANbHOCTH NAT-mapmpyTuszaropa Ha cepep. Ha puc. 7
MoKa3aHa HacTpoika OcCHOBHBIX mapameTpoB NAT: 3amanue BHemHero wunrepdeiica u
OMIIMOHAIIPHOE BKIIIOYEHHE BCTPOEHHOrO ceTeBoro ¢uibTpa. B nanpHelmem A KaXIaoro u3
uHTEep(EiicOB MOXKHO BbI3BaTh Juaiior HacTpoek (puc. 8). [y BHemrHero mHTepdeiica HacTpoek
Oonbie, B yactHocTd, uMmeercs Hactpoiika NAPT (cm. puc. 9). Ilpumep nactpoiiku NAPT ans
npotokodia telnet mpusenen Ha puc. 10.


http://www.squid-cache.org/
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Puc. 5. lo6aBneane NAT-nipokcu



Routing and Remote Access Server Setup Wizard

MAT Internet Connection .
Y'ou can select an exizting interface or create a new demand-dial interface for ;PI,_,-'
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Puc. 7. 3ananue 6a30Bbix mapamerpoB NAT
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Puc. 8. Jloctyn k konpurypauuu NAT



Local Area Connection 2 Properties d A

NAT/Basic Firewall | Address Paol  Services and Parts | ICMP |

Select the services on your network to which pou want to provide access
for internet ugers. Thiz will create exceptions in your bazic firewall,

Services:

O Internet bail sccess Protocol Yersion 3 [IMaP3)
O Internet bail sccess Protocol Version 4 [IMaP4)
O Internat bail Server [SMTF

O P Secuity [IKE)

O P Security [IKE MAT Traversal)

[ Post-Office Protocal Yersion 3 [POP3)]

O Remote Deskiop

O 5ecure ‘wWeb Server [HTTPS)

Telnet Server -
1| | »

Agd. | Edt. | e |

Puc. 9. Hactpoiika NAPT nnsa BHemHero narepderica

Description of Service:

- Public address

' On this interface

{ [pthis address paol entry:

— Protocol

& TGP . UUDP

Incoming port: I;‘.E:

Private address: I 192 .168.198. 5

Dutgoing port: I’

Puc. 10. Konpurypuposanne NAPT

OO6parutre BHUMaHue, 4TO I Tpo3padHoit padotel ¢ NAT-mpokcw HE0OXOIWMO HACTPOWTH
MapHIpyTU3ALMIO IO YMOJIYaHUIO Ha cepBep ¢ HacTpoeHHbIM NAT.



AW —

AW —

KoHmpornbHbie eornpocsi

. Yro Takoe npokcu-cepaep?

[Iepeuncnure Lenu 1 3a1a4v NPUMEHEHHUS IPOKCU CEPBEPOB.

. B 4yeM IMIPUHOHUIINAIBHOEC OTJINYHUC CriCcnuaJIu3upoOBaHHOI'O ITPOKCH-CEPBEPaA oT

HECIEeUHUATM3UPOBAHHOTO?

Urto takoe NAT-MapmpyTuzatop (Ipokcu)?

OO0bscauTe ocHOBHOW npuHIHN padoTel NAT-MapipyTr3aTopa.

KaxoBbl npenmyiecTBa u HeoctaTku ucnonb3doBanuss NAT-mapiipyTusaTopa B CpaBHEHUU CO
CHETHATM3UPOBAHHBIMU TIPOKCH-CEpBEpaMu?

Jlst wero npumensiercst mexanuaM NAPT? B yem ero otinuuue ot NAT?

3adaHue Ha nabopamopHyto pabomy

Hactpouts NAT-mapiipytusarop ua 6aze Windows Server.

Hactpouts NAPT s nocryna ¢ HTTP web-cepBepy B TOKanbHON CETH.

[IpoTtectupoBaTh paboTy MapIIpyTH3aTOPa C HCIIOJIB30BaHHEM JIF000TO Opaysepa.

C wucnonb3oBanue CHU(PQPEPOB, YCTAHOBICHHBIX KaK Ha CepBepe, TaK M Ha KIUEHTCKUX
MamuHax, 3apukcupoBath Tpaduk npu padore yepe3 NAT. ComoctaBuTh MOIydYeHHBIE
PE3yNbTaThl ¢ MPUBEACHHBIM onucanueM npuHiuna padotsl NAT-mapiipyTuzatopa.

Cnenatp BBIBOJBL. [10ATOTOBUTE OTYET.

Criucok pekomeHdo8aHHOU fiumepamypbl

Yro Takoe MPOKCU-CEPBED, U 3aueM OH HyskeH. http://www.eserv.ru/\WhatlsProxyServer

The IP Network Address Translator (NAT). RFC 1631, RFC 2663, RFC 3022

Cisco System Inc., «<How NAT Works», http://www.cisco.com/warp/public/556/nat-cisco.shtml
Cisco System Inc., «The Trouble with NAT»,
http://www.cisco.com/web/about/ac123/acl147/ac174/ac182/about_cisco ipj_archive article091
86a00800c83ec.html



http://www.eserv.ru/WhatIsProxyServer
http://www.cisco.com/warp/public/556/nat-cisco.shtml
http://www.cisco.com/web/about/ac123/ac147/ac174/ac182/about_cisco_ipj_archive_article09186a00800c83ec.html
http://www.cisco.com/web/about/ac123/ac147/ac174/ac182/about_cisco_ipj_archive_article09186a00800c83ec.html

HpaKTquCKOG 3aHgaTue 4 I/I3quHI/IC AUATrHOCTUYCCKUX YTHIIUT IJIA

aIMUHUCTPUPOBAHUS

O3HAKOMUMBCS ¢ OCHOBHBIMU CeMesbiMU cepsucamu U C6A3AHHbIMU C HUMU NOpMAaMU. Hayqumbc;z
ucnojiv3zoeambv KOMaHay netstat ons KOHmMpPOJIAl 3ad COCMOAHUEM JIOKA/IbHbIX NOPMOE.

B3aumoneiicTBue KOMIBIOTEPOB MEXAYy COOOW, a TakkKe C JPYIMM aKTHUBHBIM CETEBBIM
obopynoBanueMm, B TCP/IP-ceTsix opraHu3oBaHO Ha OCHOBE HCIIOJB30BaHHUSI CETEBBIX CIIYXO,
KOTOpBIE 00ECTIEYMBAIOTCS CIIEUAILHBIMU MTPOLIECCAMU CETeBOM omnepannoHHoi cuctemsl (OC) —
nemoHamu B UNIX-nono6ueix OC, cinyx6amu B OC cemerictBa Windows u 1. m. [lpumepamu
CETEBBIX CEPBUCOB SBISIOTCS BeO-cepBephl (B T.4. CAMThl BCEMHUPHOH MAayTHHBI), DJEKTPOHHAsS
nouta, FTP-cepBeps! anst oOMena daitnamu, npunoxxenus |IP-texedonun u MHOTOE ApyTOE.

CrenuanpHble  IPOLECCHl  OMEpPALMOHHOM  CHUCTEMbl  (AEMOHBI, CIIy>KOBI)  CO3JAIOT
«CIYLIAIOUINI COKET M «IPHUBSA3BIBAIOT» €ro K ONpeAeNéHHOMY HOpPTY (IAaCCUBHOE OTKPBITHE
COeIMHEHUs ), o0ecreurBasi TEM CaMbIM BO3MOKHOCTh IPYT'MM KOMIIbIOTEpaM 0OpaTUTHCS K JaHHON
ciry:x0e. KinneHTckas mporpaMma MM MPoOLEecCe CO3AaéT 3alpoc Ha OTKPBITHE COKETa C yKa3aHUEM
IP-anpeca u mopra cepBepa, B pe3ysbTaTe Yero YCTAHABIMBAETCS COEAMHEHHUE, IMO3BOJIAIOLICE
B3alMO/JICIICTBOBATh JIBYM KOMIIBIOTEPAM C HCIIOJIB30BAHUEM COOTBETCTBYIOLEIO CETEBOIO
IIPOTOKOJIa IPUKJIAJHOTO YPOBHSI.

[Topt (aHrn. port) — HaTypaJbHOE 4YHCIIO, 3aIMCHIBAEMOE B 3arojlOBKaX IPOTOKOJIOB
TpancnopTtHoro yposHs mozaenu OSI (TCP, UDP, SCTP, DCCP). Ucnonb3yeTcs ais onpeaeneHus
Ipoliecca-1noydaTelis IakeTa B mpeenax 0JJHOro XOCTa.

Homep mopra s «OpuBS3KH» CIOyXObl BBIOMpaeTcs B 3aBUCUMOCTH OT  €ro
(YHKIMOHATBHOTO Ha3HA4YeHMs. 3a TPUCBOCHHE HOMEPOB IIOPTOB OIpPEAEIEHHBIM CETEBBIM
ciy)k6am orBedaer IANA. IANA (or aunrn. Internet Assigned Numbers Authority —
«AIIMUHUCTpallMg  aJpecHoro  mpocTpaHcTBa  MHTepHeT») —  (QyHKUUS  YIpaBJIEHHUS
npoctpancTBaMu [P-anpecoB, TOMEHOB BEPXHETO YPOBHS, & TAKXKE PErMCTPUPYIOLIAs TUIIBI JaHHBIX
MIME u napametpsl npounx npotokoiioB MHteprera. Mcnonnsercs komnanueit Public Technical
Identifiers, kotopast Haxogutcs noj kontposieM ICANN. TANA oTrBedaer 3a pacnpezneieHue Bcex
3ape3epBUPOBAHHBIX UMEH U HOMEPOB, KOTOPBIE HCIOJIB3YIOTCS B MPOTOKOJAX, ONPEAEIEHHBIX B
RFC. 1 okTs16ps 2016 roga opuuuanbHO UCTEK CPOK ACHCTBUS JJOTOBOPA O BBIMOJIHEHUH (QYHKINN
aAMUHHCTpanuu aapecHoro npocrtpanctBa nHtepHera (IANA) mexny ICANN u HarponansHbIM
ynpaBiieHueM 1o TeiekoMMyHukanusMm U uHpopmaruu (NTIA) Munuctepcra Toprosnu CIIA.
IIpu »5ToM KoOpAMHHpYIOIIAs poiab B ucnoidHeHuH ¢yHkuuii IANA mnepenuia B pyku
MEXYHApPOJAHOTO WHTEPHET-COOOIIECTBa B CBS3M C 3aBEPIIECHHEM CpOKa JEHUCTBHUS JJOrOBOpa C
npaBurenscTBoM CIIIA.

Howmepa noproB HaxonsaTcs B auana3zone 0—65535 u pa3aeneHsl Ha 3 KaTeropuu:

Homepa noproB Karteropus Onucanue

Homepa nmoproB Ha3zHaueHbl IANA 1 Ha OOJBIIMHCTBE

CHUCTEM MOTYT OBITh HCIOJIb30BAHBI HCKIIFOUUTEIEHO

MpoIecCaMi CHUCTEMBI (WJIU TOJIh30BaTENsl ro0t) WIIH
OO01en3BecTHRIE MIPHUKIIaTHBIMU porpaMMmamy, 3aMmyeHHBIMU
TTOPTHI MIPUBIIICTUPOBAHHBIMHA TTOJTE30BATEIISIMH.
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JlokasibHas KoMK CIIMCKAa BXOJUT B YCTAHOBOYHBIN IIAKET CETEBBIX ONEPALMOHHBIX CUCTEM.
@aiin TOKaTbHON KOMHM CIHCKAa OOBIYHO HA3bIBACTCS SErvices M B PA3IMYHBIX OIEPAIMOHHBIX
CUCTEMAaX «JIEXKHUT» B pa3HBIX MECTaX:

Windows 98/ME
C:\Windows\services

Windows NT/XP/7
C:\Windows\system32\drivers\etc\services

UNIX-mogoousre OC
[etc/services

B GonpmmHCTBE OINCPaIOHHBIX CUCTEM MOKHO ITIOCMOTPETH COCTOAHHUE CETCBBIX CJ'Iy>K6 npu

MIOMOIIM KOMaH/IbI (YTHUIUTHI)
netstat -an

B OC cemetictBa Windows pe3ynbTat paboThI 3TOM KOMaH/IbI BHITIIAIUT MPUMEPHO TaK:

AKTMBHBIE NOIOKJIOYESHUSI

ViMa JIOKaJBHEM azpec BHewHMM anpec CocrosaHue
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING

TCP 0.0.0.0:445 0.0.0.0:0 LISTENING

TCP 127.0.0.1:1026 0.0.0.0:0 LISTENING
TCP 127.0.0.1:12025 0.0.0.0:0 LISTENING
TCP 127.0.0.1:12080 0.0.0.0:0 LISTENING
TCP 127.0.0.1:12110 0.0.0.0:0 LISTENING
TCP 127.0.0.1:12119 0.0.0.0:0 LISTENING
TCP 127.0.0.1:12143 0.0.0.0:0 LISTENING
TCP 192.168.0.16:139 0.0.0.0:0 LISTENING
TCP 192.168.0.16:1572 213.180.204.20:80 CLOSE_WAIT

TCP 192.168.0.16:1573 213.180.204.35:80 ESTABLISHED
UDP 0.0.0.0:445 H
:500 IR

Upp 0.0.0.0

UDP 0.0.0.0:1025 B9 Q%
UDP 0.0.0.0:1056 B9 Q%
UDP 0.0.0.0:1057 Kok
UDP 0.0.0.0:1066 g
UDP 0.0.0.0:4500 B9 Q%
UDP 127.0.0.1:123 SRR
UDP 127.0.0.1:1900 g
UDP 192.168.0.16:123 g
UDP 192.168.0.16:137 SRR
UDP 192.168.0.16:138 SRR
UDP 192.168.0.16:1900 SRR


https://ru.wikipedia.org/wiki/%D0%A3%D1%82%D0%B8%D0%BB%D0%B8%D1%82%D0%B0
https://ru.wikipedia.org/wiki/Netstat

B UNIX-nmogo6usix OC pe3ynbTaT paboThl KOMaHabI Netstat -an umeeT mpuMepHO TaKOH BU/I:

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 0.0.0.0:37 0.0.0.0:% LISTEN

tcp 0 0 0.0.0.0:199 0.0.0.0:% LISTEN

tcp 0 0 0.0.0.0:2601 0.0.0.0:% LISTEN

tcp 0 0 0.0.0.0:3306 0.0.0.0:% LISTEN

tcp 0 0 0.0.0.0:2604 0.0.0.0:% LISTEN

tcp 0 0 0.0.0.0:2605 0.0.0.0:% LISTEN

tcp 0 0 0.0.0.0:13 0.0.0.0:% LISTEN

tcp 0 0 0.0.0.0:179 0.0.0.0:% LISTEN

tcp 0 0 0.0.0.0:21 0.0.0.0:% LISTEN

tcp 0 0 0.0.0.0:22 0.0.0.0:% LISTEN

tcp 0 0 0.0.0.0:1723 0.0.0.0:% LISTEN

tcp 0 0 10.0.0.254:1723 10.0.0.243:2441 ESTABLISHED

tcp 0 0 192.168.19.34:179  192.168.19.33:33793  ESTABLISHED

tcp 1 0 192.168.18.250:37  192.168.18.243:3723  CLOSE_WAIT

tcp 0 0 10.0.0.254:1723 10.0.0.218:1066 ESTABLISHED

tcp 1 0 192.168.18.250:37  192.168.18.243:2371  CLOSE_WAIT

tcp 0 0 10.0.0.254:1723 10.0.0.201:4346 ESTABLISHED

tcp 0 0 10.0.0.254:1723 10.0.0.30:2965 ESTABLISHED

tcp 0 48 192.168.19.34:22  192.168.18.18:43645 ESTABLISHED

tcp 0 0 10.0.0.254:38562  10.0.0.243:22 ESTABLISHED

tcp 0 0 10.50.1.254:1723  10.50.1.2:57355 ESTABLISHED

tcp 0 0 10.50.0.254:1723  10.50.0.174:1090  ESTABLISHED

tcp 0 0 192.168.10.254:1723 192.168.13.104:65535 ESTABLISHED

tcp 0 0 10.0.0.254:1723 10.0.0.144:65535  ESTABLISHED

tcp 0 0 10.0.0.254:1723 10.0.0.169:2607 ESTABLISHED

tcp 0 0 10.0.0.254:1723 10.0.0.205:1034 ESTABLISHED

udp 0 0 0.0.0.0:1812 0.0.0.0:%

udp 0 0 0.0.0.0:1813 0.0.0.0:%

udp 0 0 0.0.0.0:161 0.0.0.0:%

udp 0 0 0.0.0.0:323 0.0.0.0:%

udp 0 0 0.0.0.0:123 0.0.0.0:%

raw 0 0 192.168.10.254:47  192.168.13.104:% 1

raw 0 0 10.0.0.254:47 10.0.0.120:% 1

raw 0 0 10.10.204.20:47 10.10.16.110:* 1

raw 0 0 192.168.10.254:47  192.168.11.72:% 1

raw 0 0 10.0.0.254:47 10.0.0.144:~* 1

raw 0 0 10.0.0.254:47 10.0.0.205:* 1

raw 0 0 10.50.0.254:47 10.50.0.174:% 1

raw 0 0 10.0.0.254:47 10.0.0.170:%* 1

raw 0 0 10.0.0.254:47 10,0,0,1798%= 1

Cocrosinue (State) LISTEN (LISTENING) moka3biBaeT macCMBHO OTKPBITHIE

COEUHEHUS («CIylIaomue»  cokerbl). MEHHO OHM M MPEeNoCTaBISAIOT  CETEBbIE
ciyx0b1. ESTABLISHED — »3T0 ycTaHOBJIEHHBIE COEIMHEHMs, TO €CThb CETEBbIE CIYXObl B

IIPOLIECCE UX UCIIOJIb30BaHUS.

B cnyuae oOHapysxeHHs! mpoOsieM C TOM MM MHOW ceTeBOM ciyx 0o, /Uis mpoBepkH eé
JOCTYITHOCTH MCHOJIB3YIOT pa3JINYHbIE CPEACTBA JTMATHOCTUKH, B 3aBUCUMOCTH OT MX HAJIW4YHs B
nmanaou OC.

OnHO M3 caMbIX YAOOHBIX CpeACcTB — KoMaHfa (YTWiMTa) tcptraceroute (pa3HOBHIHOCTh
traceroute), kotopas ucnonpzyer TCP-maketsl oTkpeiTusa coequHeHus (SYN|ACK) ¢ yka3aHHBIM
cepBucoM (1Mo ymomyaHuro — Web-cepBep, mopT 80) MHTEpECYIOIIEro XOCTa W IOKa3bIBacT
WH(pOpMaIIUIO 0 BPEMEHH MPOXOXxJAeHUs1 gaHHoro Bujpa TCP-makeToB depes MapIipyTH3aTOpHI, a
TaKXke MH()OPMAIHIO O JOCTYIMHOCTH CIY»Obl Ha HHTEPECYIOIIEM X0CTe, 100, B ciIydae mpobdiem ¢
JIOCTABKOM NTAKETOB — B KAKOM MECTE ITyTH OHU BO3HUKIIH.

B kauecTBe aJbTEPHATUBBI MOXHO WCIIOJIB30BaTh OTIENBHO fraceroute jisi AUarHOCTHUKHU
MapiipyTa JOCTaBKU MaKeTOB (HEIOCTaTOK — HUcrnoiab3oBaHue UDP-makeToB uisi TUAarHOCTUKH) H
telnet unu netcat Ha MOPT MPOOIEMHOM CITY>KOBI 1J1s1 TPOBEPKHU €€ OTKIIHKA.

Traceroute — »3To ciyxeOHas KOMIIbIOTEpHas TMporpamma, IpeAHa3HAYeHHAs JUIs
OTIpeieTICHUs] MapIIPyTOB cliefjoBaHus NaHHBIX B ceTsix TCP/IP. Traceroute MoKeT UCHOIB30BATh



pasHble MPOTOKOJIBI Nepefaun JaHHBIX B 3aBUCMMOCTHU OT OIEPAllMOHHOW CHUCTEMBbl yCTpPOMCTBA.
Taxumu nportokonamu MoryT Obite UDP, TCP, ICMP nnun GRE. KoMmnbrotepsl ¢ ycTaHOBIEHHON
onepannoHHoi cucremor Windows wucnonb3ytoT ICMP-npoTokosa, mpu 3TOM OIepalioHHBIC
cucremsbl Linux u mapmpytuzaropsl Cisco — nportokona UDP.

Traceroute BXOIUT B TOCTaBKY OOJBIIMHCTBA COBPEMEHHBIX CETEBBIX ONEPAIIMOHHBIX
cucreM. B cucremax Microsoft Windows 3Ta mporpamma HOCHT Ha3BaHMe tracert, a B cucTreMax
GNU/Linux, Cisco 10S u Mac OS — traceroute.

PaccmoTpum nmpumep paboTsl mporpaMMsel B ornieparimonHoii cucteme Windows. ITporpamma
tracert BBIMIOJHSET OTHPABKY JAHHBIX YKAa3aHHOMY Y3Jy CETH, MpU 3TOM OToOpakas CBEIACHHS O
BCEX MPOMEXKYTOYHBIX MAPUIPYTU3ATOPAX, Yepe3 KOTOPHIE MPOLLIN JAaHHBIE HA IIYTU K LEIECBOMY
y3ny. B ciydae mpobnem mpu J1OCTaBKE JAHHBIX JI0 KaKOro-imbo ysia mporpamma I03BOJSET
OIIpeIeNIUTh, HA KAKOM MMEHHO y4aCTKE CETH BO3HUKIM Hemojaaku. Heo0Xxoaumo oTMETUTh, YTO
mporpaMMa paboTaeT TOJNBKO B HANPABIEHUU OT MCTOYHHKA MAKETOB U SBIISETCS BECbMa IrpyObIM
MHCTPYMEHTOM JUIsl BBISBJIEHUSI HENOJIAZOK B ceTH. B cuily ocobeHHOCTEW pabOThl MPOTOKOJIOB
MapuipyTuzauud B cetu MHTepHeT, oOpaTHble MapUIpyThl YacTO HE COBHAAAIOT C MPSMBIMU,
pUYEM 3TO CIPABEIUIMBO JAJISI BCEX NMPOMEXKYTOUYHBIX y3i10B B Tpeiice. [loatomy ICMP otser ot
KaKJOT0 MPOMEKYTOYHOTO y3JIa MOXKET HJITH CBOMM COOCTBEHHBIM MapIIPYTOM, 3aTEPSThCS HIIH
IIPUITH ¢ OONBILION 3a7€PHKKOM, XOTS B pEAIbHOCTH C ITAaKETaMH, KOTOPBIE aJIpeCOBaHbl KOHEUHOMY
y31y, 3TOro He mpoucxoaut. Kpome Toro, Ha mpomMexyTOYHBIX MapUIpyTHU3aTOpax 4acTo CTOUT
orpanuuyenue yucina orseroB ICMP B enuHuIly BpeMeHU, UTO MPHUBOJIUT K MOSBIICHUIO JOXKHBIX
MOTEPb.

s onpeneneHus IPOMEKYTOUHBIX MapLIpyTH3aTOPOB traceroute OTIPAaBISET LIEIEBOMY
y31y ceputo ICMP-nakeToB (1o ymonuanuio 3 makeTa), ¢ KaXJbIM IIaroM yBeJIWYMBas 3HAYCHHE
nonsa TTL («Bpems u3Hu») Ha 1. DTO moje OOBIYHO YKa3bIBa€T MAKCHUMAaJIbHOE KOJMYECTBO
MapuIpyTU3aToOpoB, KOTOpOE MOXeT ObIThb HpoiineHo mnakeroMm. IlepBas cepus nakeToB
ornpasinsercss ¢ TTL, paBHbiM 1, U TO3TOMY TIEPBBIA K€ MapHIPyTHU3aTOP BO3BpaIlaeT oOpaTHO
ICMP-coobmienne «time exceeded in transity, yka3piBarollee Ha HEBO3MOXHOCTh JOCTaBKU
naHHbIX. Traceroute puUKCHUpyET agpec MaplIpyTU3aTOpa, a TAKKE BPEMsI MEX/1y OTIPAaBKOM IMaKeTa
U TOJlyYEeHHEM OTBETa (STH CBEIEHUS BBIBOJATCS Ha MOHUTOP KOMIIbIOTEpa). 3aTeM traceroute
MOBTOPSIET OTMPABKy CEpUU TMakeToB, HO yxke ¢ TTL, paBHbIM 2, YTO 3acTaBJISIET TEPBBINA
Mapmpytuzarop ymeHpmuTh TTL mnakeToB Ha eOuHUIly W HampaBUTh HMX KO BTOPOMY
Mapuipytusaropy. Bropoit mapuipytusarop, noiayuus naketsl ¢ TTL=1, Tak ke Bo3BpalaeT «time
exceeded in transity.

HpOLICCC IMMOBTOPACTCA [0 TCX II0P, HOKAa MaKET HE JOCTUTHECT LECJICBOIO Yy3Jia. HpI/I
IMMOJIYUYCHHUH OTBETA OT 3TOT'O y3JIa IPOLCCC TPaCCUPOBKU CHUTACTCA SaBepHIéHHI)IM.

Ha oxoneunom xocte IP-natarpamma ¢ TTL = 1 ne orOpaceiBaercs u He BbI3bIBaeT ICMP-
COOOIIEHUsI TUMA CPOK MCTEK, a JOJDKHA OBITh OT/JaHa NPWIOKEHHUI0. JlOCTHXKEHHE MyHKTa
HAa3HAYEHUs OIpeJeIsieTcs ClIeIyoIUM 00pa3oM: OTChUIAEMBIE traceroute gararpaMMbl COAEpIKaT
UDP-naker ¢ 3aBeIOMO HEUCHOJIb3yeMbIM HOMEPOM MOpTa Ha ajpecyeMoM xocte. Homep mopta
Oyznet paBeH 33434 + (MakcuMalbHOE KOJMYECTBO TPAH3UTHBIX YUaCTKOB 70 y371a) — 1. B myHkTe
HazHaueHus: UDP-monynb, momyvast mogoOHble naTarpammel, Bo3Bpamaer ICMP-cooOmienus o6
olMOKe «IOPT HEAOCTyNneH». Takum 00pa3oM, 4TOOBI y3HATh O 3aBEpIIEHUU PadOThI, MPOrpaMMe
traceroute TOCTaTOYHO OOHAPYXKUTh, 4TO MocTynuiao ICMP-coobuienne 06 onmobke 3TOro Tuma.



Hcnonb3oBanne yTujauThl tracert

3ammyck IporpaMMbl IPOU3BOAUTCS U3 KOMAHAHOM CTPOKU. [[71s1 3TOro BbI JOJHKHBI BOWTH B
Heé€. Jlns onepalMoHHBIX cucTeM cemericTBa Windows cyIecTByeT HECKOJIBKO CIIOCO0OOB 3aIrycka
KOMaHJHOM CTPOKH:

ITyck — Bemoanuts — B rpade «OTkpbIiTh» Hamucath «cmd» 1 HaxaTh OK.

Coueranue knasum Win (kHomka ¢ jorotunioMm Windows) + R (10KHBI OBIT Ha)KaThl
oJHOBpeMeHHO) — B rpade «OTkpbITh» HanmcaTh «cmd» 1 Haxath OK.

[Tyck — Bcee nporpammel (mnu rpocto «IIporpaMmel», 3aBUCUT OT BEPCUM ONIEPALIMOHHON
cucrembl) — CranaapTHbie — KomaHHast cTpoka.

B oTkppIBIIEMCS OKHE HAIIUCATH!

tracert example.net

I'ne tracert — o6Opaienue k nporpamme, a example.net — mo6oii nomen win IPv4 agpec.

C:\Documents and Settings\Administrator>tracert ru.wikipedia.org

TpaccupoBka MapupyTa K rr.esams.wikimedia.org [91.198.174.2]
C MaKCHMMAaJIbHEIM YMCJIOM IPEDXKOB 30:

ms <1 ms <1 ms vpn4.kras.gldn [10.10.1.14]
<l ms <1 ms C7604-BRAS4-FTTB.ranetka.ru [80.255.150.41]
ms 1 ms 4 ms C76-External.ranetka.ru [80.255.128.162]

1 ms <1 ms <1 ms pe-l.Krasnoyarsk.gldn.net [195.239.173.37]

79 ms 79 ms 98 ms catOl.Stockholm.gldn.net [194.186.157.62]
131 ms 131 ms 132 ms ams-ix.2ge-2-1.brl-knams.wikimedia.org [195.69.145.176]
131 ms 131 ms 131 ms te-8-2.cswl-esams.wikimedia.org [91.198.174.254]
133 ms 134 ms 133 ms rr.esams.wikimedia.org [91.198.174.2]
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TpaccupoBKa 3aBepleHa .

B UNIX/Linux crcremax CymiecTBYIOT PEKUMBI, B KOTOPBIX 3aITyCK MPOTrPaMMbI BO3MOXKEH
TOJIBKO OT UMEHH CyNepIoib30BaTes root (aAMUHUCTpaTOpa). K unciy 3TUX peKHUMOB OTHOCUTCS
Ba)KHBIN PEXKUM TPACCHPOBKHU ¢ momotpio ICMP (kirou -I).

Bo Bcex ocTanbHbIX citydasix, traceroute Moxxer paboTaTb OT UMEHH OOBIYHOTO PSIIOBOTO
nosib3oBares. [Ipu 3Tom, mapameTpsl 10 YMOJIYaHUIO PAa3JIMYatOTCs OT AUCTPUOYTUBA K
AUCTPUOYTHBY, XOTSI B CIIpaBKe TpaauIMoHHO nuiercs kiarod -U (UDP) B kayecTBe TakoBoro. B
otaensHbix RedHat-based nuctpubyTrBax (haKTHUECKH B KQUECTBE YMOJTUAHHS HCIIOIB3yeTcs -,
MIO3TOMY B CiIy4ae, €cIi KOMaH/1a U3 CIeAyIOIIero NpuMepa BeIAacT COOOIIEHNE O HeJI0CTaTKe
paB, MONpoOyHTE SIBHO yKa3aTh Koy -U.

[user@localhost ~]$ traceroute www.ru
traceroute to www.ru (194.87.0.50), 30 hops max, 38 byte packets
1 mygateway.ar? (192.168.1.1) 0.777 ms 0.664 ms 0.506 ms
2 L0.ghsdr04 (213.227.224.91) 15.661 ms 15.867 ms 31.426 ms
3 213.227.224.1 (213.227.224.1) 16.797 ms 18.221 ms 16.756 ms
4 dg (213.186.216.161) 53.068 ms 39.163 ms 38.283 ms
5 brl3 (213.186.193.43) 40.156 ms 39.768 ms 42.803 ms
6 aggr (62.221.40.169) 37.884 ms 38.712 ms 37.207 ms
7 edge-3GE-216dotlg.kiev.ucomline.net (213.130.30.182) 39.723 ms 38.039 ms 41.261 ms
8 ae0-202.RT771-001.kiv.retn.net (81.222.15.1) 40.029 ms 37.088 ms 40.039 ms
9 ae0-3.RT502-001.msk.retn.net (81.222.15.1) 128.932 ms 122.043 ms 121.612 ms
10 GW-Demos.retn.net (81.222.8.46) 120.023 ms 121.135 ms 119.493 ms
11 iki-1-vl110.demos.net (194.87.0.83) 119.074 ms 119.784 ms 123.607 ms
12 www.ru (194.87.0.50) 120.358 ms 122.545 ms 119.399 ms

YacTo BcTpewaeTcs 3a0nyxkaeHue, 4To traceroute, Kak u Ping, paboTaeT TOIBKO 10
npotokosry ICMP. B ¢Bsi3u ¢ 3TUM HaUMHAIOITUE aIMHHUCTPATOPHI, pa3pelinB B daliepBoie
npotokon ICMP, nonyuarot pabouuii ping u Hepabouuii traceroute. J{ist ucripaBieHus Takoi
CUTYaIMu HEOOXO0IUMO JOTIOTHUTENBHO paspemuTh B (aliepoie UDP-nakeTsl Ha TOPTHI BHIIIIE


https://ru.wikipedia.org/wiki/Example.net
https://ru.wikipedia.org/wiki/UNIX
https://ru.wikipedia.org/wiki/Linux
https://ru.wikipedia.org/wiki/ICMP
https://ru.wikipedia.org/wiki/UDP
https://ru.wikipedia.org/wiki/Ping

33434 (B HEKOTOPHIX UCTOYHUKAX YKa3aHO, YTO JIOCTATOYHO YKa3aTh Jrara3oH nmoptos ot 33434 no
33534).

tracepath — moxoxkast Ha traceroute mporpamMma, HO MOXET CTPOUTh ACUMMETPUYHbIC
TPacchl 1 UIMEET HEKOTOPBIC APYTUE OTIUIHSL.

mtr — MHTepakTUBHAs porpamma, crocoOHasi HIOCTOSIHHO BBIBOJIUTH OOHOBIIEHHYIO
CTaTHCTHUKY TIO Tpacce.

tracemap — nporpamma, MO3BOJISIFOIIAS BHITOJIHATH TPACCUPOBKY MYTHU HA HECKOJIBKO
XOCTOB Cpa3y | MPEACTABHUTH MOJYICHHBIC JAHHBIC B BUJIC IPaQUUeCKOi KapThl.

tcptraceroute (tracetcp) — anamorudynas traceroute mporpamMma, HO IpeaHa3HaYeHa IS
nuarnoctuku 1 CP coenunenwii; BMecto UDP-makeToB ncnonb3yer TCP-nakeThl OTKPBITHS
coenunenus (SYN|JACK) ¢ ykazaHHBIM cepBHCOM (110 ymodaHuio — Web-cepsep, mopt 80)
WHTEPECYIOIETO X0CTa; B pe3yJIbTaTe MmoxydaeM HH()OPMAIHIO O BPEMEHH MTPOXOKIACHHSI TAHHOTO
Buja TCP-nakeToB uepe3 MapuipyTH3aTOPbl U HHGOPMAIUIO O TOCTYITHOCTH CEpBHCA Ha
HWHTEPECYIOIIEM X0CTe, JIN00, B CITydae MPoOJIeM ¢ JOCTAaBKON MAaKETOB — BHUJIUM, B KAKOM MECTE
Tpacchl OHU BO3HUKIIU.

[TonmydeHnHas ¢ mOMOIIBIO tracemap rpadudeckas KapTa TPACCUPOBKHU MYTH Ha KOPHEBHIE CEPBEPHI
DNS ¢ xocra

3AJJAHUE
1. HaiinuTe n0KaIbHYIO BEPCUIO CIHCKA paclpe/iesIeHus TOPTOB Ha CBOEM KOMITBIOTEPE.
2. Tlpum momomm yTuuThl Netstat mpoBepbTe COCTOSTHUE TOPTOB HA CBOEM KOMIIBIOTEPE.

3. Ilpm momomm yTwiuThl tracert mpoBeauTe TpaccCHpOBKY y3ioB google.com, yandex.ru,
rnd.mts.ru u emeé aAByM y3iaM Ha cBO€ ycMoTpeHue. J[aiiTe HHTepIpeTaluo MoTyYeHHBIM
pe3ysbTaram.

4. OtBeTbTe Ha 2 BONpOCa U3 MPHEIEHHOro HIDKE crrcka. HoMmepa BONpPOCOB ompenenuTe
OCTaTOK OT JIEJIEHMs BalllEro HOMEpa 10 >KypHaily Ha 11 u cnepyromuil (mpeaplaynuii, ecau
CJIETYIOIIETO HET) BOMPOC

5. Ocdopmute oTuéT mO JsAGOpaTopHOW paboTe C BKIIOYEHHEM B HEro CKPHUHIIOTOB
BBIITOJIHSIEMBIX ONEPALINI, TOSCHEHUH CIETaHHOTO U OTBETOB HA BOIIPOCHI.

KoHTpoiibHBIE BOTPOCHI

1.Kaxyto posb BeimonasieTr OC mnpu opraHu3aiuy CETeBOM padoThI?

2.YTo MOHMUMAIOT MO/1 TEPMUHOM «CeTeBast 000JI0UKa»?

3.UT0 03HaUaeT TEPMHUH «CETEBOU CEPBUCH ?

4.MO>eT 71 UCTIOTIb30BaThCs CETeBasi 000JI0YKa B CETEBBIX OMEPAIIMOHHBIX CUCTEMaX


https://ru.wikipedia.org/w/index.php?title=Mtr&action=edit&redlink=1
https://ru.wikipedia.org/wiki/TCP
https://ru.wikipedia.org/wiki/UDP
https://ru.wikipedia.org/wiki/TCP
https://ru.wikipedia.org/wiki/TCP#%D0%A4%D0%BB%D0%B0%D0%B3%D0%B8_(%D1%83%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D1%8F%D1%8E%D1%89%D0%B8%D0%B5_%D0%B1%D0%B8%D1%82%D1%8B)
https://ru.wikipedia.org/wiki/TCP#%D0%A4%D0%BB%D0%B0%D0%B3%D0%B8_(%D1%83%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D1%8F%D1%8E%D1%89%D0%B8%D0%B5_%D0%B1%D0%B8%D1%82%D1%8B)
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D1%8B%D0%B5_%D1%81%D0%B5%D1%80%D0%B2%D0%B8%D1%81%D1%8B
https://ru.wikipedia.org/wiki/Web-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80
https://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D1%80%D1%82_(TCP/UDP)
https://ru.wikipedia.org/wiki/%D0%A5%D0%BE%D1%81%D1%82
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80
https://commons.wikimedia.org/wiki/File:Tracemap.png?uselang=ru

5.B 1yem cxo/cTBO U paznuyme ceTeBou u pacnpeaenennon OC?
6.Kakue nBa mpu3HaKa XxapakTepusyroT TepMuH «ceteBas OC»?
7.Kakue ocHOBHBIE (yHKIIMOHATIBHBIE KOMIIOHEHTHI MOYKHO BBIJICIHTH B ceTeBO OC?
8.JlaliTe onpeieieHne CETeBOM CITyKOBI.
9.4 Bnsercs u ceTeBas Ciyk0a TOJBKO KIMEHTCKON WM TOJIBKO CEpBEPHON?
10.HazoBuTe NpUHIUIHAIEHOE PA3IMINe MEXTy KIMEHTOM H CEPBEPOM.
11.Ilepeuncnute  OCHOBHbIE  TpeOOBaHHS,  MPEABSABISEMbIE K  COBPEMEHHBIM
ONEPALIMOHHBIM CUCTEMaM



JlabopartopHas paborta 4 VYcraHoBKa, HaCcTpoOiKa u

koHurypupoBanue Web-cepaepa IIS

Teopernyeckas yacThb
IlonsiTHE cCepBEPHOrO NPUIOKEHUSI

B mpaktukyme paccmarpuBaercs ciayx6a Muatepuera WWW (World Wide Web — Beemupnas
MayTUHA), KOTOpas yHpaBiseT nepefadeil TUMNEepTeKCTOBBIX CTPaHUIl M PerIaMeHTUPYETCs
nporokosniom HTTP (Hyper Text Transfer Protocol). Ha kommbroTepe-cepBepe, moaaep>KUBaroIeM
3Ty cIy>k0y, NOJKHA OBITh YCTAHOBJIEHA MPOrpaMMa, KOTopasi Takke HasbiBaeTcsi Web-cepBepom
(kpaTk0o — cepBepoM). B crenmanpHON mamke KOMIbIOTEpa-cepBepa Xxpasrcs Web-cTpaHuIbL,
KOTOpbIE MOTYT OBITH 3alpoOIIEHbl C KOMIIBIOTEpA-KIMEHTa OOLIEU3BECTHBIMU CIOCOOaMHU
(mampumep, HAOOpPOM HWMEHU CTPAaHMIBI B aJPECHOM CTPOKE Opay3epa WIM aKTUBU3AIHCH
THUIIEPCCHUIKH).

Web-ctpanuisl  MOryT OBITH IByX BHJOB: CTPaHHUIIbI,  HamucaHHbie Ha si3pike  HTML (¢
pacmupenriem .htm wnu .html) u cepBepHbie mnpunoxenus. HTML-cTpanuibl oTchbUIalOTCS
CepBEpOM KIIMEHTy 0e3 Tpel BapUTelbHOW 00paboTku. CepBepHbBIC MPUIOKEHUS CO3/AIOTCS C
MOMOIUIBIO CHEIHANBHBIX TEXHOJIOTHI; pacimiupenue (aiiga NPUIOKEHHs IOKa3bIBaeT, Kakas
MMEHHO TEXHOJIOTHS MCIOIb30BaIachk: .asp — ASP-texnosoruu, .aspx — texnomorun ASP.NET,
.php — PHP-texnonoruu, u 1.1. [Ipu 3anpoce KIMEHTOM CEpBEPHOE MPUIOKEHUE MPeodpazyeTcs
Web-cepeepom B HTML-aiin, u 3ToT haiin orceutaercs kiuenty. Marepnperanus HTML-daitios
(He3aBHCUMO OT TOTO, OBIJI OH MOJIyYEH U3 CEPBEPHOrO MPUIIOKEHUS WM HET) OCYILECTBIISETCS Ha
KOMIIBIOTEpE-KINEHTE porpaMMoii-oOpay3epom.

CepBepHoe NpUII0KEHNE MOXKET ObITh MPOrPaMMO Ha aJTOPUTMHUECKOM S3bIKE, HJIM TEKCTOM Ha
a3pike HTML, B KOTOpBI BK/IIOUEHBI ()parMeHTh! (Ha3bIBa€Mble CLEHAPUSIMHU WJIM CKpUIITAMH) Ha
aIrOpUTMUYECKOM s3bIke. OOpaboTka cepBepHOro mnpuioxkeHus Web-cepBepoM MpeacTaBiseT
cobOolt TpaHcmsanuio cepepHoro npmwioxkenus B HTML-texcr. B mporiecce TpaHCHSIIMUM MOTYT
ObITh HCIOJIB30BaHbl JIaHHBIE W3 3ampoca KJIMEHTAa; HalpuMep, CBEICHUS KOMIIBIOTEPE WIIH
Opay3epe KIMEHTa, a TaKKe JaHHblIE, IOCHUIAEMbIE KIMEHTOM B COOTBETCTBHHM C pelIaeMOil
3ajjaueil. OTU JaHHBIE MOTYT CYIIECTBEHHO MOBJIMATH Ha BHUJ OTBeTHOM Web-cTpanuusl. Takum
o0pa3oM, cepBepHbIE MPUIOKEHUsI MPEACTABISAIOT cO00OM AMHAMHUYECKUEe, UHTepakThBHbIE Web-
CTPAHMIIBL, (dbopmupyemsble Ha cepsepe.

TpaHCHAIMIO CEpBEPHBIX MPUIIOKEHUH OCYIIECTBISET CIEHUANIbHbINA IPOrPaMMHBIA  MOJYJIb,
BXOJAIIMI B coctaB Web-cepBepa WM MOAKIIOUEHHBIH K HeMy. Takoi MOIynb, BKIIOUCHHBIN B
IIS-cepBep ® OCYIICCTBISIONUI TPAHCISAIMIO asp-TIPHIIOKEHUH, Ha3biBaeTcst Script  host.

3aMeTHM, YTO CYIIECTBYIOT TEXHOJIOTUM (OPMUPOBAHUS HMHTEPAKTUBHBIX Web-cTpaHull Ha
KOMIIBIOTEpE-KIIMEHTE C MOMOIIbIo Opay3epa. Hactosmmii mpakTHKyM TOCBAIIEH HMEHHO
CEPBEPHBIM ITPHIIOKEHUSIM.

[lepenaya naHHBIX 337a4u OJIB30BATEINS HAa CEPBEP

OCHOBHBIM C€IOCOOOM Teperauyd JaHHBIX OT KJIMEHTa K CEepBepy SBJSETCS HCIOIb30BAHUEM
HTML-popm. @opmbl coaepkaT uHTepdercHbIe IeMeHThl (3JIeMeHThl ynpasieHus). [Ipumepos
TaKUX DJIEMEHTOB MOTYT OBITh TEKCTOBBIE OKHA JUIs BBOJA JAHHBIX, CIHCKH (CEJIEKTOPHI) s
BbIOOpa 3HaueHuM, ¢uiaxkud, paauokHonku. [Ipeamonaraercs, YTO 4YUTAaTenb 3HAKOM C
KOAMPOBaHUEM 3THUX 3i1eMeHTOB Ha sizbike HTML. C kakapIM 37eMeHTOM (OpPMBI CBSI3aHBI UMs
(arpubyT snementa NAME) u 3nauenue (kak npaswio, arpudyt VALUE). Jlns nepenaun naHHBIX
Ha cepBep (opma 00s3aTeNbHO JOJHKHA COJNIEPKATh DJIEMEHT yMpaBleHUS submit. ITOT AJIEMEHT
Mpe/iCTaBiIseT cOOON KHOIKY, IPU Ha)KaTHH KOTOPOH JaHHbIE ()OPMBbI aBTOMAaTHYECKH BKIIIOUAIOTCS
B 3amnpoc u 3arpoc OTIIPaBJISIETCS Ha cepsep.

[Ipu wcnons30BaHUM GOPMBI AJI OTIPABKH JaHHBIX Ha cepBep T <FORM> o006s3aTenbHO



noiokeH comepkarh nBa arpuoyra — ACTION u METHOD. B atpubyre ACTION 3anuceiBaeTcs
URL cepBepHoro npuioxenus, popmupytomiero orBetnyto Web-ctpanuily. [1pyu HaxxaTuu KHOTIKH
submit yxkazanuelii URL BkitouaeTcss B CTapTOBYIO CTpPOKY OTHpaBisieMoro 3ampoca. Ecmu
CepBEpHOE MPUJIOKEHNUE HAXOIUTCS B TOM )K€ BUPTYaJbHOM KaTajore cepBepa, U3 KOTOPOro Oblia
BbI3BaHa Web-cTpanuna, coaepxkamas (GopMmy, WIM B HNOJYMHEHHBIX €My IafKaX, TO BMECTO
nonnHoro URL MOHO yka3aTh IyThb K CEPBEPHOMY INPHUIIOKEHUI0 OTHOCHUTEIBHO BUPTYaJIbHOT'O
KaraJjora.

Atpudbyr METHOD omnpenenser MeTon nepenayd JaHHBIX OT KJIMEHTa K cepBepy. B Hamem
MpakTUKyMe Mbl Oynem paccmarpuBath nBa Metoga — GET u POST. Merox GET obGecnieunBaet
npucoenuHenne naHHbIX ¢opmbel Kk URL cepBepHOro mpuiioskeHust depe3 3HaK Bompoca (?), u
pacmupeHHbli TakuM oopazom URL, kak yxe OblTO Cka3aHO BbIIIE, PU HAKATHU KHOIKH submit
BKJIFOUAETCS B CTapTOBYIO CTpoKy 3ampoca. Merogq POST o3Hadaer, 4to AaHHBIE (OPMBI
BKJIIOUYAIOTCA B TeJO 3anpoca. [yt 000MX METO/I0B BKIIIOUAEMbIE B 3aIIPOC JAHHBIE UMEIOT BUJI: UM
sreMeHTa (OopMBl = 3HAUCHHE AJIeMEeHTa. Takue mapsl BUAAa UM = 3HaYCHUE OTACISIOTCS APYT OT
apyra CUMBOJIOM «&». OTMETUM, 4TO BCE CHUMBOJIbI, BXOISAIIME B MMS U 3HAaY€HUE, KpOME
JATUHCKUX OYKB W mpoOena, MpH BKIOYEHWH B 3alMPOC aBTOMATHYECKH 3aMEHSIOTCS CBOMM
[IECTHAIIATePUYHBIM KOJIOM, MEpell KOTOPBbIM CTaBUTCA CUMBON «%». JlaTuHCKue OyKBHI He
ITOJIEKAT IIEPEKOUPOBKE, a npoden 3aMEHsIeTCA CHUMBOJIOM «ty.

CpaBHUM [1Ba paCCMOTPEHHBIX MeToAa mnepenaur ngaHHbIX. Metoa POST wmenbmie, yuem GET,
OTrpaHUYMBAET 00BEM INEPEIABAEMBIX JIAHHBIX U NPEIIOYTUTENbHEN ¢ TOUKHU 3peHusi 0€30IacCHOCTH
(Tak Kak JaHHBIE HEJb3sd MPOYUTATH B aJpecHoOi cTpoke Opaysepa). Onmnako, ucnonsdys GET,
MOJKHO HE TOJIBKO IepeaBaTh JaHHbIC TONeH (GOPMBI, HO U «BPYUYHYIO» MPHUCOCTUHHUTD JaHHBIC K
URL (mocne cuMBona «?»), HampuMmep, MpH 3arpoce CTPaHMIIbl U3 aPECHON CTPOKHU Opay3epa uiu
B F'MIIEPCCHUIKE.

CrpyKTypa npoctenniero asp-npuiIoKeHus

@aiin asp-npuokeHuss o0A3aTeNbHO MMeeT paciupeHue .asp. OH COAEPKUT TEKCT Ha SI3bIKe
HTML, B KOTOpBI BCTaBJEHBI CIIEHAPUM HA AITOPUTMHYECKOM si3blke. ClLEeHapuil OrpaHuyeH
napaMu cuUMBOJIOB «<%» u «%>», mepBasg Iapa WrpaeT pojb OTKpbIBAaIOIIEH, a BTOpas —
3aKkpeIBarolel ckoOku. CylIecTBYIOT Jpyrue crocoObl OTpaHMUYEHMs CLEHapueB, OHU OyayT
pPaccMOTpPEHBbI MO3Ke. AJITOPUTMUYECKUHN SI3bIK CLEHApPUEB YKa3bIBAaeTCS B MHCTPYKUMH <% (@
Language = s13b1k%>. DTa MHCTPYKIMs pacrojiaraercs B MepBoiM cTpoke (aiiina M OTHOCHUTCS KO
BCEM BKJIFOUEHHBIM B HETO clieHapusiM. CTaHJapTHBIM SI3bIKOM ClieHapueB siBisiercst VBScript; npu
€ro UCMOJb30BaHUM YKa3aHHAs MHCTPYKIMS MOXeT ObITh ymymieHa. Kox, mnomydyeHHbIH B
pe3ysbTare HMHTEpPHpPETAaluy CLEHapHs, BcTaBiseTcss Ha MecTo creHapus B HTML-gaiine.
Konctpykuun s3sika VBScript, ucnonb3yemsie B JaHHOM NOcoOuM, npuBeaeHsl B [Ipunoxxenun 1.

ASP-TexXHONOTHSI TTPEIOCTABISAET IMUPOKUI CIIEKTP BO3MOKHOCTEH JUTsl U3BJICUCHUST JTAaHHBIX W3
3ampoca, MOCTYNHMBIIEr0 Ha cepBep, M (opmupoBanus oTBeTHOM Web-ctpanuibl. OCHOBHBIE
BO3MOXXHOCTH OYIyT paccMOTpeHbl B HactosimieMm nocobuu. [Ipu co3manum otBetHO Web-
CTpaHMIIBI OYEHb YacTO HCHOJb3yeTcs omeparop Response.Write, KOTOpBI BBIBOAUT CTPOKY
cuMBOJI0B B (hopmupyemsbiii HTML-tekct. OTmMeTnM, uTo Response — 3T0 00BEKT, conepKaiinii

OCHOBHBIE cpesicTBa (OpMHpOBaHUs AMHaMU4eckoil Web-ctpanunpl, a Write — MeToa 3Toro
oObekTa. [IpuBeneHHoe Hmke mnpocreinee npuiokeHue BeIBOIUT (pazy «HELLO!» B oknHO
Opaysepa:

<%@ Language = VBScript%>.

<HTML>

<HEAD> <TITLE> Ilepssiit npumep</TITLE> </HEAD>

<BODY>

<% Response.Write “HELLO!” %>
</BODY>

</HTML>



Ecnu cuenapuii cOCTOUT M3 BBIBOJIA OAHOM CTPOKH, TO €ro MOXHO CAEJNaTh €le KOopoue,
3aMmeHuB oneparop Response.Write cumBoniom «=». Tak, clieHapwii B MPUBEJCHHOM BHIIIE IPUMEPE
MO>XHO 3aMEHUTH CIETYFOIIHAM: <% = “HELLO!” %>

PaccMmoTpuM mpuiokeHue, KOTOpOe BHIBOAMWT B OKHO Opaysepa BpeMsi (hOpMUPOBAHHS OTBETHON
Web-crpanuiisr (Time — Bctpoennas ¢yukuus VBScript):

<HTML>

<HEAD> <TITLE> V¥3naii spemsa</TITLE> </HEAD>

<BODY>

TouHoe Bpems Ha cTopoHe cepBepa:<Y%=Time %>

</BODY>

</HTML>

OOparure BHUMaHME, YTO Ui BBI30BA CEPBEPHOTO TPWIOKEHHUS HAIO 00s3aTelIbHO
chopMUpOBATH 3aMpoc OT KIHMEHTa K CEepBEpY, Jake €clid Bbl paboTaeTe B OTIAJA0YHOM pPEKUME
«o0paTHOW TeTm», W Bam KOMIBIOTEp SBISICTCS OJHOBPEMEHHO WM CEPBEPOM, U KIHUCHTOM.
Hanpumep, MOXHO Ha0paTh aJpec CEpBEpHOTO MPHIIOKEHUS B OKHE Opaysepa. CepBepHble
MIPUJIOKCHUS HEIIb3S BBI3BIBATh, KAK OOBIYHBIC MPUIOKCHHS, TBOWHBIM KIIMKOM Ha TTUKTOTPAaMME B
okHe nanok [IpoBogHuk i Mol KOMIBIOTED.

PaccmoTpuM mpocThie mpuMepsl asp-IpuiiokeHuii, obpabarteiBatomx aanHeie HTML-¢opm.
Huxe npusenen ¢aiin (HazoBem ero concat.htm), koTopelii dopMupyeT Ha CTOPOHE KIIMEHTa
MPOCTEUIINIA 3ampoc, OoOeCreynBaOIIUA Tepeaady Ha CepBep 3HAUCHHHM JBYX CTPOK U3 IOJEH
penakTupoBaHus GopMbI B OKHE Opay3epa:

<HTML>

<HEAD><TITLE> BBoj 3HayeHuit a ub JUISL TIepe1auun Ha cepBep</TITLE>

</HEAD>

<BODY>

<FORM ACTION="concat.asp” METHOD=POST NAME="forma">

ITeproe 3HaueHue <input type="text" name="a" value=""> <br>

Bropoe 3nauenue <input type="text" name="b" value=""> <br>
<input type="submit" name="plus" value="pe3yaprar">

</[FORM>

</BODY>

</HTML>

OOpatuTe BHUMaHHE, YTO 3TOT (aill He SBISETCS asp-MPUIOKEHHEM, O YeM TOBOPUT U €ro
pacmupenue. B tere <FORM> yka3zaHo ums cepBepHOro npuioxkeHus (concat.asp) ajis 00padoTku
ATUX CTPOK. DTO MPUIOKEHHE OCYIIECTBISET KOHKATEHAIUIO (CLEMICHUE) MOTYyYeHHBIX CTPOK U
dopmupyer otBetHyro Web-ctpanuily, copepkairyro MOis pPEAaKTUPOBAHUS C HCXOIHBIMHU
3HAYEHUSIMU CTPOK U pe3ynbTatoMm cuerieHus. Coaepxanue daiina concat.asp:

<HTML>

<HEAD> <TITLE> Pe3ynbrat koukateHatmu<IITLE > </HEAD >

<BODY>

<%

a=Request("a") ‘B mepeMeHHYIO a CYMTHIBACTCS CTPOKA U3 DJIEMEHTA a
b=Request(""b") ‘B mepemeHnHyt0 b cunThIBaeTCS CTpOKa M3 1eMeHTa b
c=a+b ‘ ¢ npuHMMaeT 3Ha4YeHHe pe3yJibTara ClericHus a u b

‘ HIDKE B TOJIA PeIaKTUPOBAHMSI BBIBOISTCS 3HAUCHUS a, b, C

%>

<FORM>

[TepBoe ciaraemoe <input type="text" value=<% Response.Write a %> > <br>

Bropoe ciaraemoe <input type="text" value=<% Response.Write b %> > <br>

Cymma <input type="text" value=<% Response.Write ¢ %> > <br>

</[FORM>



</BODY>

</HTML>

3ameTuM, 4To oneparop uMs=Request("uMsa'") u3BiiekaeT 3HaYeHUE JAHHOTO U3 3anpoca. Mms B
MIPaBOii YacTu orepaTopa (B JaHHOW CUTYallUU KaBBIYKU 0053aTeIbHBI!) — 3TO UMS AJIEMEHTHI
(G opMbI, 3HaUEHUE KOTOPOTO MIEPEIaHO B 3alpOCE; UM B JIEBOM YAaCTU — ATO UMS SUYCHKHU
ONEpPaTUBHON MaMATH cepBepa. ECTECTBEHHO, MMEHA B JIEBOM U ITPABOW YaCTSIX MOTYT HE
coBnaath. [Ipu BeIOOpE OIMHAKOBBIX UMEH JIET4e YUTAETCS IPOrPAMMHBIN KOJI.

Omnepanust «+» B si3pike VBScript (kak, Hanpumep, u B si3bike Pascal) Beimosasiercst B
3aBHCHUMOCTH OT KOHTEKCTa: HaJl CTPOKaMU KaKk KOHKaTeHallus, HaJl YhcllaMu Kak cioxkeHue. Eciu
B (baiine concat.asp oneparop c=a+b 3amenuts oneparopom c=CDbl(a)+ CDbl(b), To c Oyner He
PE3yJIbTaTOM CLEIJICHHS CTPOK, a CyMMOH uncen a u b, Tak kak CDbl — 310 pynkuus
npeoOpa3oBaHus JaHHOTO B BEIIECTBEHHOE YKci0. Ecin, kpoMe Toro, B crieHapuu <%
Response.Write ¢ %> ¢ uamenutb Ha CStr(c), TO cepBepHOE MPUIOKEHHE OYIET BHIBOAUTH CyMMY
nByx uncen (CStr — yHkius mpeoOpa3oBaHus B CTPOKY).

4. 1.4. Ycranoska l1S-cepsepa

I1S-cepBep — cepBepHBIN TPOrPaMMHBII KOMITJICKC, BXOISIINAN B COCTAB OTICPAIMOHHON CHCTEMBI
Windows (naunnas ¢ Windows 2000). B stot kommuiekc Bxoaut Web-cepsep u ASP-texHomorus
MOJITOTOBKH CEPBEPHBIX MPHIIOKECHUH.

Jns ycranoBku 11S-cepBepa Ha10 BHITOTHUTE CIIEAYIONINE IIIarH:

BrizoBute okHo Mactepa kommonenToB Windows (Ilycx/ Hacmportixa/llanens ynpasnenus
/VYemanoexa u yoanenue npoepamm/ Jlobasnenue u yoanenue komnonenmos Windows). OxkHo
Mmacrepa npuBeieHo Ha puc.l. B ciucke kommnonenToB Beienute Internet Information Services

(ns)
KonTpoJsbHbIe BONIPOCHI

YTo MOHUMAIOT MOJ] MPOTPaMMHBIM obecrieueHueM cereit OBM?
Uro naet npeanpUsTHIO UCIIOIb30BaHUE KOMIIBIOTEPHBIX CETei?
Knaccugukamus cereBoro nporpaMMHOro o0ecredeHusl.

UTto Ha3bIBAIOT ONEPALMOHHON CHCTEMOIT?

YTo BXOTUT B IPYMITy MPHUKIATHOTO IPOrpaMMHOI0 obecreueHus ?

[To KakKuM KpUTEPUSM MOXKHO OXapaKT€pU30BaTh CETEBYIO ONEPALMOHHYIO CUCTEMY?
Yo Ha3BIBAIOT CETEBBIM JpaiBEPOM?

UTto Ha3bIBaIOT CETEBBIM MPOTOKOIOM?

[TepeuncnuTh cEeTEBBIE ONEPALMOHHBIE CHCTEMBI.

10 Yro Takoe ceTeBbIe CITyKObI?

11. YTto Ha3BIBAIOT CTAHIAPTHBIM IPOTrpaMMHBIM oOecriedenrneM DBM?

12. Yro Takoe TEXHOJIOTHUS KKIIMECHT-CepBEP»?

wCoNoOR~WNE



[IpakTuueckoe 3aHATUE 5 YcTaHOBKa, HACTPOWKA U

koHurypupoBanue Web-cepepa Apache

Ilesb paGoThl: HACTPOIiKa U aqMUHKCTpHpOBaHue Web-cepsepa Apache mox OC Linux.

ITpakTryeckoe 3aaHue BBINOIHAETCS B JIOKAIbHOM ceTH Ha paOoueill CTaHIMMU C ONEepalMOHHON
cuctemoii Linux 7 wim Gonee mo3aueit. B nmabopaTtopusix kadenpsl onepainuonHas cuctema Linux
pa0oTaeT Ha KOMIbIOTEpaxX IOJ YIpaBICHHWEM IMporpamMmHoro nakera VMware. DT1or maker
MO3BOJISIET CO3/1aBaTh TaK HAa3bIBAEMblE «BUPTYaJbHbIC MAIIMHBD) — MHHMBIE KOMIIBIOTEPHI, HE
3aBUCAIIME OT BBINOJHAMOLICHCS B TeKylllee BpeMs Ha JaHHOM KOMIIbIOTEpPE OIEepaliOHHON
cuctembl (OC). st 3amycka OC Linux neooxomumo 3amyctuth VMware Ha paboueil cTaHIuH,
BBIOpaTh U3 CHHCKa TPeOyeMyIo ONEepallMOHHYI0 CUCTEMY U HaxaTh KHOTKY «Power ON.

Ilocne oxonuanus 3a2py3ku 0jis 6X00d 8 cucmemy HeoOXo0UMo UCNOIb308AMb UM NOJIb308AMENS
root, napons — rootuser.

Ilopsinok BbINOHEHNS J1a00pPaTOPHOIT padoThI

IHoaroroBka m jgonmyck Kk pabore. K BbmonHeHH:o 1abopaTopHOil pabOTHI JOIyCKarOTCA
CTYyZIEHTBI, KOTOpBIC IOJIrOTOBHJIMCH K pPaboTe M HMEIOT He O0ojee JBYX HEBBITOJHEHHBIX
IpeIbIIYIINUX padoT.

ITepen pa®oToii cTyIEHT JOIKEH:

MNPEABABUTD IMPETIOAABATCIIIO ITIOJIHOCTBIO O(i)OpMJ'IGHHHfI OT4YCT O Hpenbmymeﬁ pa60Te;
OTBCTUTH HA BOIIPOCHI IIPCIIOAaBaTCIIA.

K pabGote He nomyckaroTcs CTYJEHTHI, KOTOpble HE BBIMOJHUIM OJHO U3 BbIIIEHEPEUHCICHHBIX
TpeOoBaHUI.

Otuét no paboTe AOIKEH CO/IEPKaTh:

TEKCT 3a/1aHus;

NepevyeHb BCeX MCIOJIb30BaHHBIX B J1a00paTOpHOM paboTe KOMaH U UHCTPYKLIUH;

coJiepKMMOe KOH(UTYpallMOHHBIX (aiinoB (0e3 kommeHTapues!!!);

oTpsIBOK U3 109 daiinos, neMmoHcTpupyronmii odpaieHus B Web-cepsepy;

BBIBOJI IO paboTe.

AnmuHuctpupoBanue u ycranopka WEB-CEPBEPa

Cawmplii pacripocTpaHeHHbIi Web-cepBep B mupe — 310 Apache. ITo manueiM kommanuu Netcraft
(http://www.netcraft.com/Survey/) obmee yrciao Web-y3110B, pabOTarOIIMX MO €r0 YIPaBICHUEM, K
koHiry 1998 r. mocturano 2 muH (55 % o01ero uncia y3J10B) U 3TO YUCIO TTOCTOSTHHO pacTteT. st
CpaBHEHHUS — Ha JIOJIO cepBepoB Microsoft mpuxomutcs 25 %, Netscape — 7 %. Bynyuu 6ecrnataoit
U OTKPBITOW MPOrpaMMOii, ipeiHa3HauCHHOM 1151 OecriatHbiX ke Unix-cucrem (FreeBSD, Linux u
ap.), Apache mo ¢pyHKIMOHATBHBIM BO3MOKHOCTSIM M HaJIS)KHOCTH HE YCTyIaeT KOMMEPUYECKHM
cepBepam, a IMIMPOKUE BO3MOXKHOCTH KOH(PUTYPUPOBAHMSI TO3BOJISIIOT HACTPOUTH €ro JUIsl paboThl
MPAKTUYECKH C JIF000H KOHKpeTHON crcTeMoi. CyIecTBYIOT JIOKaIM3aluy cepBepa JUlsl pa3inyHbIX
A3BIKOB, B TOM YHUCJIE U ISl PyCCKOTO.

Cnucok TUPEeKTHB (HACTPOEK), HCI0JIb3yeMBbIX ISl KOH(pUrypanuu


http://www.netcraft.com/Survey/

web-cepBepa

Kaxnas crpoka koHpurypanumonHoro daiina, KpoMe CTPOK, HAYMHAIOMIMXCS C #, OIHUCHIBAeT
KaKyl0-TO JUPEKTUBY KOHHUrypanuu U ee 3HayeHue. CTpOKHM, HauyMHAOMUECs ¢ # — 3TO

KOMMCHTapHH.

Bosiee monpobHOE omucaHue BeeX AUPEKTHB HaxomuTcs B daitne 12.html meToauueckoro makera k
71abopaTopHoit paboTe, HAXOSIIETOCs B METOIMUSCKOM pasjienie cepBepa kadeapsl « ABTOMATHKA U
cHUCTeMOTeXHUKa». Onucanue AUPEKTHB, HEOOXOAUMBIX JJISi BBIMOJHEHUS J1aOOpaTOPHON paboTHI,

MpuBeIEeHO B Ta0 1.

Tabnuya 1

OnucaHue OCHOBHBIX IMPEKTHB KOHpUTypupoBaHusi Web-cepBepa

HaumenoBanmne AUPEKTHUBLI

Onucanue

ServerType standalone

[MToka3piBaeT TUI 3ammycka nporpammsl httpd — ona
MOJeET BbI3bIBaThCs uepes inetd (inetd) wmu kak
oTAesbHbIH geMoH (Standalone). ITo ymonyan#uio
BBI3BIBAETCS KaK OTIEIbHBIN JTEMOH

Port 80

[Toprt, mo koTopomy http-cepep Oyzaer mosyyarsb
3amnpocsl. [To ymonuanuto 80

HostnameLookups off

Omnpenenser, OyayT JIn 3aKUCHIBATHCS B JIOT-(haiIbI
umena (0N) wim Tosbko ip-aapeca (0ff) xocros,
npocMaTpuBaroIux cait. [To ymoayanuio Off

User nobody
Group nobody

OrmpenensieT To, MOJT KAKUM T0JIb30BaTeIeM OyIeT
samyckatbes httpd. s noctyna k 80 mopty httpd
JIOJKEH 3aImycKaTbes Mo root'om. Eciiu B iupexTuBax
User u Group ykasaHsl Apyrue moyis3oBarenu, To httpd
BCE CBOM JICHCTBUS BBIITOIHSICT C TIPABAMH dTUX
MoJIb30BaTesie, a He root'a

ServerAdmin root@Ilocalhost

3nech ykasbiBaeTcs e-mail agMunucTparopa,
OTBEUAIOLIEro 3a paboTy cepBepa

ServerRoot /etc/httpd

Karasior, B KOTOpOM HaxoJsTCs Bce KOHPUTyparMoOHHbIE
¢aiinbl, nor-gains 1 Moayau. Bee myTu, kotopele
UCIIONIB3YIOTCA J1ajiee, yKa3aHbl OTHOCUTEIBHO DTOT0
Karajora

ErrorLog logs/error _log

MecronaxoxaeHue (aina jgoro o6 ommbKax cepepa

LogLevel warn

Yposenb coolrieHunit B (haitnax 1oros. BozmoxxHbie
sHavenus: debug, info, notice, warn, error, crit, alert,
emerg

LoadModule umsi_moxyas
modules/umsi_daiisia_Moayisi.so

Komana ucnosb3yeTces AJIst 3arpy3KH pa3iInuHbIX
Moxynel cepsepa Apache

ClearModuleList

OuncTKa CIHCKA MOJTyJIEH

AddModule ums_daiiaa_moxyias.c

JloGaBneHust Motyielt B CITIMCOK MOy el

Ilpooonrcenue maon. 1
HanmeHoBaHMe TMPEKTHBBI

Onucanue

LogFormat ""%h %l %u %t \'"%r\"
%>s %b \""%{Referer}i\"" \""%{User-
Agent}i\"""* combined

LogFormat ""%h %l %u %t \"'%r\"
%>s %b" common

Onucanne pa3MuyHbIX (opMaTOB 3amucu JoroB. MMs
dbopmara ucmonb3yercs B nupektuBe CustomLog



LogFormat ""%{Referer}i -> %U"
referer

LogFormat ""%{User-agent}i"* agent
LogFormat ""¢opmat’’ umsa

CustomLog logs/access_log common

3amaer popmar ¢aiina 1oros 3ampoco. C TOMOIIBIO
CustomLog moxHO 3aaath ¢aiin 10roB a060ro popmara
U UIMEHH

PidFile /var/run/httpd.pid

Nwms daiina, B kotopom xpanutcs PID 3amymennoro
httpd. Mcnone3yeTest uist ocTaHOBa cepBepa U
nepesanycka

UseCanonicalName on

Pa3pemaer ucnonp3zoBanne kKopoTkux umeH B URL'ax.
Y no6Ho npu ucnonb3oBanuu B Intranet-cepsepax. Eciu
BKIIIOUEHO (0N), mpeoOpa3yeT, HalmpuMep CTPOKY
http://www/stat B ctpoky http.//www.meoti-
oomen.ru/stat, ecnu otkiaroueHo (0ff), mpeodpazoBanus
HE NMPOUCXOJIUT

BpeMH B CCKYHAx, I10 UCTCUYCHUU KOTOPOI'0 IIpH

Timeout 300 OTCYTCTBHUH 3aIIPOCOB CEPBEP MPEPHIBALCT CBSI3b C
KJIMEHTOM
. Pasperirats (0n) wiu HeT(0ff) MHOMKECTBEHHBIE 3aIIPOCHI
KeepAlive On p (on) (off) p

yepes oo TCP coenunenue

MaxKeepAliveRequests 100

MakcumalibHOE KOJIMYeCTBO 3anpocoB yepe3 ogHo TCP
COCIMHEHUE

KeepAliveTimeout 15

Bpewms oxxuganus cieayroero 3amnpoca B CeKyH/1ax

Ilpooonsicenue maon. 1

HaumenoBanue JAUPEKTHUBLI

Onucanue

MinSpareServers 8
MaxSpareServers 20

MuUHUMATBHOE U MAKCUMATbHOE 3HAUCHHE 3arpyKEHHBIX
nporeccoB httpd. Eciu HabpaTh B koHCOMIH PS ax | grep
httpd, To MmoxHO TpocMoTpeTh Bee mportteccs httpd,
3arpyxeHHble Ha MaruHe. Ecim ucnons3yercs Apache
Ha JIOKAJILHOM MaIlIiHE, TO HE0OOXOIUMO YMEHBIIUTh
snagenne MinSpareServers

StartServers 10

KonnuecTBo n3HavanbpHO 3aIlyCKACMBIX IMMPOLCCCOB

MaxClients 150

OrpaHuyuBaeT KOJIMYECTBO OJTHOBPEMEHHO
MOJKJIFOYEHHBIX KJIIMEHTOB K CEpBEpPY

MaxRequestsPerChild 100

MaxkcuManbHOE KOJIMUYECTBO 3aPOCOB, KOTOPHIE
00pabaThIBacT MPOIECC A0 3aBEPIICHHS paOOTHI

DocumentRoot /home/httpd/html

[TyTs K ¢aitnam caiita. 31ech XpaHsATCs T€ Qaibl,
KOTOpBIE TTOJIB30BaTENh Moy4daeT mpu Habope URL'a
http://meou.catim.ru. Tlocne yCTaHOBKU TaM HAaXOJUTCS
nokymeHTarus mo Apache. Dtu ¢aiiner cieayer
3aMEHHTb Ha (ailsIbl CBOEro caira

UserDir public_html

Nms karanora B TOMalIHe AMPEKTOPUH MOTB30BATENS,
1€ IOJDKHBI HAXOIUThCA (ailiibl €ro BeO-CTpaHHIIbI.
O6pamenne k HUM Tporcxoaut mo URL'y
http://meoii.caiim.ru/~ums_noav3osamens (0dbpatu



BHMMaHuE Ha ~ ("Tribaa"))

Directorylndex index.html
index.shtml index.cgi

daitnpl HHAEKCA KaTayiora. JTo Te (aiiibl, KOTOPhIC
BBIBOJISITCS ITPpH 3a7aHuu B Opoy3epe URL'a,
ABIISIOIIEMCS CCHUIKOM Ha Kartanor. Hampumep,
http://localhost/manual — BeiBeeT daiin index.html,
Haxomsmnmiics B kataimore /home/httpd/html/manual.
Ecnu (aiin uHIEKCca OTCYTCTBYET B KATAJIOTe, BEIBOIUTCS
BCE COJIEp)KUMOe KaTajiora. MoxHO 3a1aTh
Directorylndex default.htm

Ilpooonxncenue maon. 1

HaumeHnoBanue JUPEKTUBbI

Onucanue

Fancylndexing on

[Tpu BKITIOYEHUU ITOM OIIUU CITUCOK (hailiIoB KaTajiora
OyZeT BEIBOJUTHCS B BUJIE TAOJHIIBI, B KOTOPOH HAJl
Ka)JI0¥ KOJIOHKOM €CTh CChUIKA, TP HAXKATHUH HA
KOTOPYIO CIIUCOK COPTUPYETCS MO ATOM KOJIOHKE
(HanmpuMep, 1o BpeMEHU MOJIU(PUKAIIMK UITH Pa3Mepy)

AddlconByEncoding
(CMP,/icons/compressed.gif) x-
compress x-gzip

AddlconByType (TXT,/icons/text.qgif)
text/*

Addlcon f/icons/binary.gif .bin .exe

Defaultlcon /icons/unknown.gif

OTH TUPEKTUBHI 321a10T UMs (aiiia HIKOHKH B
3aBUCUMOCTH OT TUIIA, PACLUIMPEHMsI U UMEHU (ailna,
KOoTOpasi OyZleT BBIBOAUTHCA NEepe]l UMEHeM (aiina B
CIIUCKE COJEPKUMOTO KaTajlora

ReadmeName README
HeaderName HEADER

ReadmeName — umss README ¢atina, koTopslii cepBep
uiier no ymonuanuto. HeaderName — ums daiina,
KOTOPBII BKJIIOYAETCS B JINCTHHT KaTajiora B KAUYeCTBE
3aroJIoBKa.

IndexIgnore .??* *~ *# HEADER*
README* RCS

@daiipl, HE BKIIIOYaeMbIC B CITMCOK KaTajora

AccessFileName .htaccess

Wwms daiina ¢ mpaBuiIaMu 10CTyTa, COAEPKUMOE
KOTOPOT'O MpoBepsieTcs Il KaXJI0ro KaTauaora

TypesConfig /etc/mime.types

®aiin ¢ onucaHUSMU TUIIOB (HalJIOB U MPHHAISKAIIIX
K HUM paclIupeHuil

DefaultType text/plain

Tun ¢aiina no ymorganuo 1Jis TexX Gpaitaos, THII
KOTOPBIX HEM3BECTEH

AddEncoding x-compress Z
AddEncoding x-gzip gz

[To3BomsieT HEKOTOPBIM Opoy3epaM paclaKOBBIBATh
“ckarbie” U §Zip-oBbIe apXuBbI "Ha JIeTy", T. €. IPU
KONHMpoBaHUU (Qaiina Tuna textcounter.tar.gz nomy4aercs
yKe pacriakoBaHHBIN ¢aiin textcounter.tar

Ilpooonsicenue maon. 1

HaumenoBanmne JAUPEKTUBBI

Omnucanue

AddLanguage en .en

[To3BomsieT onpenenuTh A3bIK JoKyMeHTa. Ecinu Ha




AddLanguage fr .fr
AddLanguage de .de
AddLanguage da .da
AddLanguage el .el
AddLanguage it .it

caiiTe ecTh aHIJIMICKas U PyCCKasi BEpCUU
CTpaHUIIbI, TO MOXHO co311aTh (aitnsl doc.html.ru u
doc.html.en u B 3aBHCHMOCTH OT SI3BIKa,
MIPOIMCAHHOTO B Opoy3epe KIMeHTa, eMy OyeT
MOKAa3bIBATHCS OJIHA U3 CTPAHHUIL TP OOPAIICHUH K
doc.html. Pacimpenue He 00s3aTENBHO TOJIKHO
COBIAJATh C a00OPEBUATYPOIA A3bIKA

LanguagePriority en fr de

OmnpenensieT IPUOPUTET sA3bIKA JOKYMEHTA

Alias /icons/ /home/httpd/icons/

Paspemaer co3naBath anuacs! (aNbTepHATUBHBIC
HMMEHA) IS KaTaJloros, T.e. eciu html-crpanuia
nexur B /home/httpd/html, To mpu oOpamenun k
http://meoti.catim.ru/icons Apache Oyaer uckarb
karayor /home/httpd/html/icons, a mocie
orpezieseHus Takoro aauaca Apache Oyaer uckarb
karayior /home/httpd/icons

ScriptAlias /cgi-bin/ /home/httpd/cgi-bin/

To xe camoe, uto u Alias, HO 11 cepBepHBIX
ckpuntoB (CGI)

AddType text/ntml .shtml
AddHandler server-parsed .shtml

Jo6Gasnser noanepxky SSI nns daitnos ¢
pacmupenuem .shtml

AddHandler imap-file map

JlobaBisieT moiepkKy imagemap'on

BrowserMatch "*Mozilla/2" nokeepalive
BrowserMatch ""MSIE 4\.002;"
nokeepalive downgrade-1.0 force-
response-1.0

BrowserMatch ""RealPlayer 4\.0"" force-
response-1.0

BrowserMatch "*Java/1\.0"" force-
response-1.0

BrowserMatch ""JDK/1\.0"" force-
response-1.0

Ilpooonsicenue maon. 1

IIponceIBaeT pa3nu4HbIe mapaMeTpsl paboTsl httpd
1pu oOpaIieHNu K HeMY OIMHMCAHHBIX OPOY3€epOB

HaumenoBanue JAUPEKTHUBLI

Omucanue

<Directory />
Options None
AllowOverride None
</Directory>

OnuceiBaeT mapaMeTpsl JOCTYyIa K KOPHEBOM
mupektopur. OptionNs KOHTPOIHUPYET TO, KaKKe
OTIIMU JIOCTYTA K TUPEKTOPUH TOCTYMHBL. Kak
BUJIHO U3 Tipumepa — Hukakue (None).
CrnenoBatenbHO, 1OCTYIa HUKAKOTO.
AllowOverride None — 3anperiaet u3MEHSTh
OIIIIMU JIOCTYTIa MOCPEIACTBOM COAECPKUMOTO (aiiina
.htaccess xaraiora

<Directory /home/httpd/htmi>

Options Indexes Includes FollowSymLinks
AllowOverride None

order allow,deny

allow from all

</Directory>

YcTaHaBiaMBaeT mapamMeTphl J0CTyIa K KaTajaory
/home/httpd/html. Omuun noctyma (Options)
CIIeTYFOIITHE:

Indexes

€CJI ATa OIS BKIIOYEHA, TO MPU YKa3aHUHU
URL'a, ccplnatoierocs Ha kaTanuor (Tumna
http://www.ru/nirvana wim
http://localhost/manual), mpu orcyTcTBUE B
Katayiore (aiina, OMUCaHHOTO JUPEKTUBON



Directorylndex (index.html,index.php3,index.cgi u
T. 11.), httpd BO3BpaIaeT KIMEHTY JTUCTHUHT STOTO
Kartajiora

Includes

paspemiaeT BeinojHeHue SSI qupexTuB B ¢aitnax,
onucanHbIx aupekruBoi AddHandler server-
parsed mun v HaxOAANIMXCS B KaTauore
/home/httpd/html

FollowSymL.inks

IIO3BOJIACT HUCIIOJIB30BAaTh CHMBOJIMYCCKHUE CCBhIIIKHU
Ha q)af/'IJIBI WJIM KaTaJIOTru, HC HaXOAAIIUECA B

/home/httpd/html

) CM. BBIIIIE
AllowOverride None
Okonuanue maon. 1
HanmeHoBaHMe TMPEKTHBBI Ornucanue

Order allow, deny

OIpEeEISIET MOCIIeI0BATEILHOCTh MPUMEHEHHS
MIPaBUJI 3aMPETA U MPABUII Pa3peIICHHs] JOCTYTa K
KaTtajory. 3/1eCh CHayaja IpoBEPSIFOTCS
paspelaromue MpaBuia, 3aTeM 3aIperiarolne, T. €.
€cJIM pas3pelleHo, Hanpumep, o |P, u 3anpemieHo,
HalpHuMep, 10 UIMEHU Xocma, TO Oy/IeT 3arperieH
JOCTYII K 3TOMY KaTajory, T. K. 3alpeIlaoIine
IpaBUiIa CpabOTAIN NOCIETHUMHU

Allow from all

pa3peucH JOCTYIl OTOBCHOAY.

<Directory /home/httpd/cgi-bin>
AllowOverride None

Options ExecCGl

</Directory>

[TponuceIBaeT mapaMeTpsl JOCTYIA K KATAIOTy
/home/httpd/cgi-bin (x Tomy, rae nexar CGl-
ckpuntsl). AllowOverride None — cwm. Bbiiie.
Options ExecCGI — paspernien 3anyck CGl u
00JIbIIIe HUYETO



Cosnaet aruac /doc nas karamnora /usr/doc n
ONMMCHIBAET MapaMeTPhl J0CTYIA K HeMy. Oorder
deny,allow — cHauajia cpaéaTbiBalOT
3ampeniawinue NPaBuJia, 3aTeM pa3peniaoirme.
deny from all — 3anpemen gocTyn Bcem
KJHMEHTaM, 0TKYyAa O0bI To HH ObLI0. allow from
localhost — pa3pemen qocTyn ¢ MalIMHbBI, HA
KoTopoii u 3anymeH Apache. Options Indexes
FollowSymlinks — cm. Beime. (Ecim 3anycTuTh
Netscape Ha TOi ke MalllMHe, HA KOTOPOM
3arpyxeH Apache, u HadOpaTts URL —
http://localhost/doc nim http://127.0.0.1/doc, To
MOKHO YBHJIeTh JUCTHHT KaTaJiora /usr/doc.)

Alias /doc /usr/doc

<Directory /usr/doc>

order deny,allow

deny from all

allow from localhost

Options Indexes FollowSymLinks
</Directory>

Hacrpoiika BupTyanbHbIxX cepBepoB B ¢aiiie httpd.conf

B GonbmmHacTBe ciiydaeB ofuH http-cepBep crocoOeH 00pabaThiBaTh 3alpoChl, MOCTYHAMOIINE Ha
pa3nuuHble, TaK Ha3bIBaeMble BUpTyalbHble, Web-cepBepbl. BupTyanbHble cepBepbl MOTYT UMETh
Kak oauH U TOT ke IP-agpec, HO pa3Hbie nOMeHHbIE MMEHa, Tak U pasHbie [P-ampeca. C Toukmu
3peHMs M0JIb30BaTENs BTOPOM BapUaHT YyTh Oojiee MpeaoYTUTENEH, ITOCKOJIBKY 3alpoc K CepBepy,
OTJIMYAIOIIEMYCSI OT OCHOBHOTO TOJIBKO JOMEHHBIM HMEHEM, JOJDKEH COJepX aTb €ro ums, a
HEKOTOpbIe cTapble Opaysepsl, He noajepxkusatomue nporokoa HTTP/1.1 (manpumep, Microsoft
Internet Explorer 2.0), He BkIO4arOT B 3ampoc 3Ty HH(popmanuio. OgHako Takue Opaysepbl
BBIXOJAT U3 ynoTpeOieHus (ceifuac ux yxe meHee 0,5 % ot oliiero umcia); ¢ Apyroil CTOPOHBI,
BbIJIEJIEHHE COOCTBEHHOTO

IP-anpeca kaxxaoMy BUpPTyaJbHOMY CEpBEpPY MOXKET OBITh HEONpAaBAAHHOW pacTpaTOi aJpecHOro
MPOCTPAHCTBA KOMITAaHUH.

JUia onucaHWs aapecoB M JIOMEHHBIX MMEH BHPTYaJIbHBIX CEPBEPOB CIIyXKaT JIUPEKTUBBI
ServerName, ServerAlias, NameVirtualHost u VirtualHost. OHu HEOOXOAMMBI, TOJIBKO €CIIH
BaM HY)KHO YCTaHOBHUTbH 00Jiee OJTHOTO BUPTYaJIbHOTO CEpBepa.

Jupextua ServerName, maxoxsmiascs BHe cekiumii VirtualHost, ompenenser umsi 0CHOBHOTO
cepBepa, T. €. cepBepa, KOPHEBOM KaTajor KOToporo 3ajgaH nupektuBoil DocumentRoot B ¢aiine
srm.conf. BupTyanbHble cepBepbl HACJCIYIOT HACTPOHKH OCHOBHOTO; MPH HEOOXOJAUMOCTH
CIIeIMaIbHOM HACTPOMKM COOTBETCTBYIOIIME IUPEKTUBBI Nomemarorcs B cekuuu VirtualHost,
OTHOCSIIIENCS K JaHHOMY cepBepy. JlonmycTuMsl JitoOble TUPEKTUBBI, KOTOPbIE MOTYT BCTPETUTHCS B
¢aiinax httpd.conf u srm.conf, manpumep DocumentRoot, ErrorLog, CustomlLog, Location,
ServerAdmin.



3ananue Ha J1a0opaTOpPHYIO padoTy

Jlaboparopnas paboTa BBIIIOJIHAETCS O BapuaHTaM. 3a/laHusl IPUBEICHBI B

Tabm. 2.
Tabnuya 2

3agaHus Ha Ja0opaTOPHYIO padoTy

Bapuant

3ananue

Hoarpynmna 1, 5

CxoHurypupoBath cepep Ha mopt 90; a1 TeCTOBOTO caiiTa
UCIIOJIb30BATh COJIEPKUMOE KaTasora testserverl; noOuThes, 4ToObI
BBIMOJIHSJIMCH TeCTHI 1, 3, 4, 5; yka3aTh, yTo0bI B (haiinax log
HCIIOJIb30BAINCHh OYKBEHHBIC UMEHA, a He IIU(POBEIC; CO3/IaTh
JIONIOJTHUTEIbHBIA BUPTYaJIbHBIN cepBep Ha nopT 100, st
TECTOBOT'O CaiiTa MCIIOJIb30BaTh COICPKIUMOE KaTtasora testserver?;
JOOUTHCS, YTOOBI BBITIOJIHSIUCH TECTHI 2, 3

Moarpynmna 2, 6

CxoH(purypupoBaTh CEpBEP M0 YMOTYAHHIO; SISl TECTOBOTO CalTa
UCIIOJIb30BATh COJIEP>KUMOe KaTtasora testserverl; no6uThces, 4ToObI
BBIMOJIHSJIMCH TECTHI 4, 5; yKa3aTh, 4ToObI B (paiinax log
MCIOJIb30BAINCH IM(PPOBBIC UMEHA, a HE OYKBEHHBIE; CO3/1aTh
JIOTIOTHUTEIIbHBINA BUPTYaJIbHBIN CEpBEp Ha JOMEH (OYKBEHHOE UMS)
Ivirn, rae N — HoMep KOMIBIOTEPA; IS TECTOBOTO CalTa
HCIIOJIb30BAaTh COJIEPKUMOE KaTasora testserver2; noOuThCesi, 4ToObI
BBIITOJIHSIJIMCH TECTHI 1, 3

IHoarpynmna 3, 7

CxonpurypupoBaTh cepBep Ha nmopT 80; AJist TECTOBOTO caiTa
HCIIOJIb30BaTh COACPKUMOE Kartajora testserverl; nepeumeHoBath
daiin index.html B aTrom katanore B sind.htm; ykasats B
KOH(UTYpaIyu, 9TO0bI JaHHBIN (ailll 3arpykaics Mo yMOTYaHHUIO;
JIOOUTHCS, UTOOBI BHITIOJIHSIUCH TECTHI 4, 5; yKa3arh, YTOOHI B
daiinax log ucmoap3oBanuchk nUppPOBLIC UMEHA, a HE OYKBEHHBIE;
CO3/aTh JOTOJIHUTEIbHBIN BUPTYalbHbIN cepBep Ha nopt 100; s
TECTOBOT'O caiiTa HCIIOIBb30BaTh COAEPKUMOE KaTanora testserver?;
JIOOUTBCS, YTOOBI BEITOIHSIIMCE TECTHI 1, 2

OxoHuanue Ta0iI. 2

Bapuant

3aganue

IHoarpynna 4, 8

CxoHdurypupoBath cepBep 1Mo yMOJIYAHUIO; IJIA TECTOBOI0
caiiTa MCIOJIb30BAaTh CO/lep:KUMoOe KaTaJjora testserverl;
A00UTHCS, YTOOBI BBINMOJIHAJIUCH TECTHI 3, 5; yKa3aTh, 4TOObI B
¢aiinax |0g ncnosb3oBannch GyKBeHHbIE HMEHA, a He
undpoBbie; CO31aTh AONOJHUTEIbLHbIH BUPTYAJIbHbIH cepBep
Ha J10oMeH (OykBeHHOe uM#) lvirn, roe N — HoMep KOMNbIOTEPA,
JJISI TECTOBOIO CaliTa HCMOJIb30BATh COAEPKUMOE KATAJIOra
testserver2; mepenmenoBath aiia index.html B 3Tom kaTamnore
B Sind.htm; yka3aTh B KOH(pUrypanuu, YTodbl JaHHbII ¢aii
3arpyskajicsi 1o YMOJYAHUIO; JOOUTHCS, YTOObI BHINOJIHJINCH
TecThl 3, 4

Jlst penaktupoBanus (ailyioB KOH(PUTYpAIIMU U HAaBUTAIUU 110 (pailioBo cucteMe y1o0HO
MCIOJIb30BaTh IPOrpaMMy MC, TSl €€ 3arpy3Ku He0OX0IUMO HaOpaTh B KOMaHHOW CTPOKE:



[root@lis] $ mc

Nurepdeiic mporpaMMbl HHTYUTHBHO MTOHATEH M HE MPEACTABIIACT TPYIHOCTEH IPH
HCIIOJIb30BAHUH.

daiiner koHUTypaiu Web-cepsepa Apache B 1aHHO# ccTeMe HaXOSTCs B KATaJIOTe:
[etc/httpd/conf/

Jli1st 3ammycka, OCTaHOBKH, repe3anycka Web-cepBepa UCmonb3yoTes CIeyOIIHe CKPHUITBI
(mporpamMmsl):

OcranoBka: /etc/rc.d/init.d/httpd stop.

3amyck: /etc/rc.d/init.d/httpd start.

[Mepesamyck: /etc/rc.d/init.d/httpd restart.

B xone naboparopHoit paboThl HEOOXOAMMO MPOU3BECTH HACTPOKKY Web-cepBepa B COOTBETCTBUU
C 3a/1aHKeM, TIPOJAEMOHCTPUPOBATH €ro PaboTOCIOCOOHOCTD MPEOIaBaATEIIO.

Jlns ieMoHCTpauu paboTocnocoOHOCTH HE0OX0 MO mepenucath ¢ ftp://ais.khstu.ru/incoming
cpenctBaMu LiNUX Ha JTOKaJIbHBIN KOMITBIOTED KaTanoru testserverl u testserver2, mms gero
HCII0JIb30BaTh B porpamme Mc nyHkt mento left (right) —> ftp link. B nannbix karansorax
COJIEPKATCS TECTOBBIC CANTHI:

poBepKa ucroaHeHus ¢aiina /cgi-bin/testl.cgi

poBepKa UcIoaHeHus ¢aiina /cgi-bin/test2.pl

IpoBepKa UCIoIHEeHus Qaiina /cgi-bin/test3

npoBepka SSI-Bximrouenus aiina /cgi-bin/testl.cgi 6 gaiin test4.html

npoBepka SSI-Bximouenus daiina /cgi-bin/testl.cgi ¢ gaiin testd.shtml

JIst co3/1aHMsI BUPTYAIBHBIX CEPBEPOB 110 JOMEHHBIM HMEHAM HCIIOJIb3YEMbIE JOMEHHBIE HMEHA
HeoOxoauMo mponucath B daiiae C:\winnt\system32\driver\etc\hosts na Tom kommbroTEpE, HA
KOTOPOM OyIEeT IPOBOUTHCS TIPOBEPKA.

ITpwu 3amure HEOOXOIUMO 3HATH Ha3HAUEHHE HCIIOIb3YEMbBIX IUPEKTUB, YMETh OOBICHUTH
uH(opMaImio, conepxaryrocs B 10g daiinax.

KonTpoJsbHbIe BOIPOCHI

Kakwue ¢aiinel comepxat KOHOUTypaloHHy0 HHbOopManuo Web-cepsepa?
KaxkoBa mociieioBaTeIbHOCTh yCTaHOBKH Web-cepBepa?

Kaxk npoBeputh paboTocmnocobnocts Web-cepepa?

I'ne xpansrcs log daiibr?

Yro Takoe BUPTyalbHbIil Web-cepep?

agrwdE
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JlabopartopHas paborta 5 VYcraHoBKa, HacTpoika U

aIMUHUCTPUPOBAHUE Proxy-cepBepa

Ilesb paGoThI: HACTPOIKA U aIMHHKHCTpUPOBaHUe ProxXy-cepsepa squid mo ornepamnnoHHOM
cucremoii Linux.

JlaboparopHasi paboTa BBINOJHSACTCS B JIOKAIBHON CETH Ha pabodell CTAaHIMM C OINEpal[HOHHOM
cucremoii Linux 7 wim Gonee mo3aueit. B naboparopusix kadenpsl onepanuonHas cuctema Linux
paboTaeT Ha KOMIBIOTEpPAax IIOJ YIpaBJICHHEM IporpaMMHoro makera VMware. DTOT maker
MO3BOJISIET CO3/1aBaTh TaK HAa3bIBA€MblEe «BUPTyaJbHBIE MAIIMHBD) — MHHMBIE KOMIIBIOTEPHI, HE
3aBUCSIIME OT BBIMOJHAIOUICHCS B TEKyllee BpeMs Ha JaHHOM KOMIIBIOTEPE OIEparlMOHHON
cuctembl (OC). st 3anycka OC Linux neooxomumo 3amyctuth VMware Ha paboueil cTaHIuH,
BBIOpaTh U3 CHHCKa TPeOyeMyIO ONEPaIlMOHHYI0 CUCTEMY M HaXxkaTh KHOMKY «Power ON».

Ilocne oxonuanus 3a2py3ku OJis 6X00a 8 CUCIeM) He0OXO0UMO UCHONIb308AMb UM NOJb308AMENs
root.

Ilopsinok BbINOITHEHNS J1a00pPaTOPHOIT padoThI

IMoaroroska u 1omyck K padore. K BoIIOIHEHHIO 1a00PaTOPHOM PabOTHI JOITYCKAIOTCS
CTYZEHTBI, KOTOpbIE MOATOTOBMIIUCH K paboTe U UMEIOT He 0oJiee IBYX HEBBIIIOIHEHHBIX
MpebIIYIINX padoT.

ITepen pa®oToil CTYyIEHT JOIKEH:

® [peabsABUTH NMPENOAABATEINIO MOJHOCTHI0 O()OPMIIEHHBINH OTYET O MpeabIayIIel paboTe;

® OTBETHUTbH Ha BOIPOCHI MPENOaBaTesl.

CTyeHTbl, KOTOpbIE HE BBITOJHWIN OJJHO U3 BBILIENIEPEUHCICHHBIX TPeOOBaHM, K paboTe He
JOIYCKarOTCS.

OTtuér 1o paboTe 10JIKEH COAEePKaTh:
® TEKCT 3aJlaHMs;
® TIepeYeHb BCEX HMCIOJIb30BaHHBIX B Ja0OpaTOPHOIl paboTe KOMaH M WHCTPYKIIHIA;
e BBIBOJ 110 paboTe.

YcTaHoBKa U aIMUHHCTPHpPOBaHue Proxy-cepsepa

Proxy-cepsep, ocymecTBisitomuii 1octymn B Internet, mpenocrasisieT clieayoe BO3MOXKHOCTH:

. LEHTPAJIM30BaHHBIN BbIXOJ B Internet uepes oAuH cepBep B CETH;

. JIOKQJIbHOE XPaHEHHUE 4acTO MPOCMATPUBAEMBIX TOKYMEHTOB ISl YBEIIMUEHUS CKOPOCTH
3arpy3Ku cTpaHUI] (OJMH MOJIb30BaTENb 3arpy3MII JOKYMEHT C yJaJleHHOro cepBepa B Internet, a Bce
OCTaJIbHBIE TIOCIIE ATOTO OEpyT ATOT JOKYMEHT ¢ Proxy-cepsepa);

. peryJiupoBaHHe MPOIYCKHOM CIOCOOHOCTH KaHajla B 3aBUCMMOCTH OT €ro Harpys3Ku;

. aBTOPU30BaHHBIN focTyn B Internet (monb30BaTeNb MOKET 3arpyKaTh JOKYMEHTHI U3
Internet ToJIbKO MpU HAJTUYHH JIOTHHA U TTAPOJIA).

YcranoBka Proxy-cepsepa. [Ipexe uem ycranaBmuBath Proxy-cepsep squid, Hago yoeauThes B
TOM, 4TO:



e MalluHa, Ha KOTOpoii Oyaer paborath Proxy, moxer coequauthbes (mo WWW, FTP, Telnet —
HEBaXXHO) C IPYIrMMH MalllMHAMU B CETU;

® MalIMHBI U3 BHYTPCHHEH CETH MOTYT COSIMHUTHLCS C MAIIMHOM, Ha KOTOPYIO YCTaHABJINBACTCS
Proxy, omnsTe ke HeBaKHO KaKUM KJIHEHTOM;

Ecnu xe cBsi3b M3HYTpH K Proxy-mammse ects u 31a Proxy-mamimaa Mo>xeT 00IIaThCsl ¢ BHEIIHUM

MHPOM, MOYKHO TIEpEXOANTh K HacTpoiike squid. Squid Hamo ycranaBmuBaTh U3 packages uiu ports,

TOI'/Ia €CTh YBEPEHHOCTD, YTO BCE €0 KOMIIOHEHTBI OY/IyT Pa3MEIEHBI 110 HYKHBIM JTUPEKTOPHUSIM.

[Tocie ycTaHOBKH JTOJKHO MOJTYYUTHCS IPUMEPHO CIIeIyOIIee:

e BOMYHBIC (haiiiIbI TOJKHBI HAaXOAUTHCA B Katajore /usr/locl/sbin;

e B xaranore /usr/local/etc mommkHa mostBUTBECs AupeKTOpHs SQUId, B KoTopoii nmexut squid.conf —
3TO ero KOHQUTYpAIHMOHHBIN (haiiy, ero Hamo OyJIeT peIaKTHPOBATh;

e B xarasore /usr/local/etc/rc.d mosiBuics daiin squid.sh — 310 ocHOBHOM cTapTOBBIN (aitn (1ero
B TOM, 4TO CHCTEMa IPH CTapTe MPOCMATPUBAET STOT KATAJIOT M BCE, YTO HAWAET TaM Thma *.sh,
3alyCTHT aBTOMaTHuecku). Ho MOXHO ero 3amycTuTh U Bpy4YHYIO, IpocTo Hamucas ./squid.sh.
Ecnu takoro ¢aiina HeT, To IpH mepe3arpyske cucteMbl SqUid He OyaeT 3amycKaTbes;

e B xaranore /usr/local odpazoBanace aupexTopus SquUid, B KOTOpOi ABE MOAAMPEKTOPHH: cache —
tam Oyzet ero k3 u 10gS — noru. Tam e 10mKeH ObITh (aiia (BO3MOXKHO, OH MOSIBUTCS TIOCIIC
nepBoro 3amycka Proxy-cepsepa) squid.out — 370 0cHOBHOIA Jior-(aiii, B KOTOPOM U OyIyT
cooO1eHus 00 omuoKax, eciau Squid moyemy-1mbo He CMOKET CTAPTOBATh HOPMAJIBHO.

Jlnst Hadaa squid.conf MOKHO peakTHPOBaTh HE3HAYUTENILHO. TaM CTOST 3HAYECHHSI «I10

YMOJTYaHUIO» M OHHU BIIOJIHE ITpUeMIIeMbl. EMUHCTBEHHOE, 4TO HEOOXOIMMO CIIeIaTh —

OIIPEIEIIUTHCS, CKOJIBKO MerabalT qucKa cielyeT BhIIeIUTh moj Kaul. [To ymomyanuto — 100 M6.

JInst ui3MEHeHus 3TOro 3Ha4eHusl Haitnute B squid.conf crpouky

cache_swap 100

Y MOCTaBbTE MOAXO/IsIIee 3HaUeHHEe. MaKCUMaIbHBIH 00beM MOXHO OIICHUTH UCXOJIS U3

MIPOITYCKHOM criocoOHocTH KaHana Internet 3a oqHu cyTKH.

Ckopee Bcero, MOHaJO0UTCS eIlle OJHO UcrpaBiieHue. [leno B TOM, 4TO Helb3s 3amyckarh Proxy-

cepBep oT uMeHu root. ITockoabKy Tipu ctapTe MantiHbl SqUid.sh GyaeT HCIOMHATHCS OT UMEHH

root, To Hazo crenarsb caenyrouiee. Hago HaliTH B KOHQUTypallnoOHHOM (aiie CTpOUKy
cache_effective_user nobody nogroup

U «PaCKOMMEHTHPOBATh» €¢. IT0 OyJeT 03HAYaTh, YTO B Mpoiiecce paboTel SqUid OyaeT uMeTh

npaBa «IceBor3epa» nobody.

Ha camom fene 310 He coBceM mpaBiibHO. [IpaBuiibHEE 3aBECTH HOBOTO «IICEBI0I03epay squid

(nnm erie Kak-HUOYIH - WWW, cache ...) u B koHbwur-daiine BrrcaTh UMEHHO €ro, a He nobody.

ITocse sToro Hao OyAeT MONMpaBUTh Biaaesblia it xupekropuu /usr/local/squid. J{ist aToro

BBITOJIHUTE KOMaH/Ty

chown -R nobody /usr/local/squid

3nech -R o3Havaer, 4To MeHsETCS BiIajesel He TOIBKO AUPEKTOPHH, HO U PEKYPCUBHO MEHSETCS

BJIAJICTICI] BCETO COACPIKUMOTO Mo iupekToprid. Eciin Bol 3aBenu criennaibHOTO «IICEB0I03Epay,

TO, €CTECTBEHHO, B KOMaH ie BMecTo Nobody ykaxwure ero uMs. Ternepb octanock copMUpoBaTh

«BHYTPEHHIOIO CTPYKTYpY Ka1ay. KcraTu, eciu 3Toro He czenarh, To Squid mpu 3amycke cam

MOJICKXKET BaM: «3amycTute nmporpammy squid —z». EctecTBeHHO, 3TO Haj0 cienarh. ToJbKO

yuruTte, aro /usr/local/shbin oobruno He mporucan B PATH gae y root, mosromy Jrydiie HaOpathb

IIOJIHBIN ITyTh

lusr/local/sbin/squid -z

Tenepr MoxHO TONBITaTHCS 3amycTUTh SQUid. 3aiiaure B /usr/local/etc/rc.d u 3amycrure ./squid.sh.

Ha xoHcomu 10/mKkHO MOsSBUTHCs coobmienne ot squid: "Ready to serve requests”

(«rOTOB OOCITYKHBATh 3aIIPOCHD»).

HacTtpoiika Proxy-cepsepa. O6mas HacTpoiika Proxy-cepsepa uaiie BCero He BbI3bIBACT
croskHocTeil. CII0KHOCTH 0OBIYHO BBI3BIBAIOT TPpU 00CTOsATENBCTBA: HacTpoiika ACL (access control



list — coiricok mpaB A0CTyIa) U MPaBHII TS HUX, HACTPOMKA JOMOTHUTEIBHBIX MPOrPAMM BPO/IE
«OaHHEPOPE3aIOK» U HACTPOIKA OrpaHMYCHUN UCTIOIb30BaHUS KaHaJIa.

Hacrtpoiika ACL. OGpaTuMmcsi K COOTBETCTBYIOMEMY MecTy (aitna squid.conf u
MIPOKOMMEHTHPYEM €ro.

ACL npornuceiBaroTcst B Busie ctpoku acl umsa_acl mun_acl napamempot ACL unu acl uma_acl
mun_acl «gaiiny — npu 3ToM B (haiie coxpaHseTcs Mo 0JHOMY 3HAUCHHIO Ha CTPOKY.

Wrak, cHavana THIBI CIIUCKOB.

acl aclname src ip-address/netmask — B 3tom acl onuceiBaetcst ip-aapec UM ceTb,
npuHaIeKaras kierram squid. Hampumep:

acl vasya src 192.168.1.1/255.255.255.255 — onuchiBaeT eIMHCTBEHHYIO MAILIUHY C aIpeCOM
192.168.1.1 u naznavaet et ACL ¢ umenem vasya.

acl office src 192.168.1.1/255.255.255.0 — onuceiBaeT quana3oH MamiuH ¢ aapecamu 192.168.1.1-
.254 u nasnayaer stomy ACL ums office. Eciu mnama3on HeoOX01uMO CY3HTh, TO HEOOXOIHMO
1100 U3MEHUTh MACKy IMOJICETH, JTMOO BOCIIOJIb30BaThCS IBHBIM yKa3aHueM: acl vip_user src
192.168.1.1-192.168.1.5/255.255.255.0. 3nechk squid BeIOMpaeT TOT AMAIIa30H aAPECOB, KOTOPBIH
OKa)KeTCS MEHbIIIE JINOO 10 MacKe, JIN0O 10 IBHOMY YKa3aHUIO.

acl aclname dst ip-address/netmask — stot T ACL onuchIBaeT yxe cepBep, CTPaHHUIIbI C
KOTOpOro OyayT 3ampamuBarh KiIueHThl. Ciaenryer oTMeTHTh, uTo B 3ToM Tuiie ACL 3amaercs He
CHMBOJIBHBIH ajipec cepBepa, a ip.

acl aclname srcdomain.domain.ru — onuceIBaeT KJIMEHTOB, HO YKe HE 110 IP-aapecam, a Imo
peBepcHbIM DNS. DT0 3HAYUT, YTO HET PA3HUIIBI, KAKKE IP-aapeca NpUHAICKAT KIIHCHTaM,
rJIaBHOE, YTOOBI OHM omnpeaesuiuch dns. COOTBETCTBEHHO MO 3TO MPABKJIIO TONATYT BCE KIIMEHTHI,
crodiue B nomene domain.ru.

acl aclname dstdomain .domain.ru — onuceiBaet cepsep. CpaBHuBaeTcs ¢ 3anpocom u3 URL.
[Tox ator ACL momnaayT Bce cepBepbl TPEThEro ypoBHs jomeHa domain.ru.

acl aclname srcdom_regex [-i] xxx acl aclname dstdom_regex [-i] XXX — onrcaHust aHATIOTUYHBI
MPEIBIAYIIMM, HO TeTIePh JUIsl BBISCHEHHUS, TTOIXOUT JIA TIPABUIIO TTOJI 3aITPOC, UCTIOIB3YHOTCS
regex-npasuia. Eciu cMMBOJIBHBIN aipec HE CMOT ONPEIeITUThCS U3 IP-aapeca, K 3ampocy Oyaer
MPUMEHEHA CTPOKa NONe.

acl aclname time [day-abbrevs] [h1:m1-h2:m2] — ACL, onucsiBatoriuii Bpemst. Kobl qHei
HeJleNu onpeenstores Tak: S — Sunday — Bockpecenbe, M — Monday — ITouenensuuk, T — Tuesday
— Bropuuk, W — Wednesday — Cpena, H — Thursday — Uersepr, F — Friday — [Tsthuia, A —
Saturday — Cy66orTa.

Hy a Bmecro h1l:m1 u h2:m2 BcraBnsercs Bpems. 3anomuute — h1l:ml Bceraa 10KHO OBITH
MeHnbIe h2:m2.

HUrak, acl worktime time MTWHF 08:00-17:00 omucsiBaeT pabodee BpeMsi C MOHEACIbHUKA 110
NSATHULYY, ¢ 8 yTpa 10 5 Beuepa, acl weekday time SA onuceiBaeT nenukom cyo0oty ¢
BOCKpeceHbeM, a acl evening time 17:00-23:59 onuceiBaet Bpemst 10 monyHoud. Eciin He0OX0 1Mo
OIUCATh BCIO HOYb, TO MPUXOANUTCS 3aBOAUTH ABa ACL: mepBbIii — ¢ Beuepa 10 MOJyHOUYH, @ BTOPOH
— C TIOJTYHOYH JIO yTpa.

acl aclname url_regex [-i] ~http:// — regex-npaBuia, npumensiembie ko Bcemy URL.

acl aclname urlpath_regex [-i] \.gif$ — ananornunsie npasuna, npumensemsie K URL.

acl aclname port 80 70 21 — ACL, onuceiBatromuii mopTel. BMecTo mpocToro nepedncieHus
MOJKHO yKa3aTh Jara3oH, Hanpumep, 1-1024.

acl aclname proto HTTP FTP — ACL, onucsIBaromiuii MpoTOKOJI, IO KOTOPOMY KJIMEHT JKEJIaeT
ClIeNnaTh 3ampoc Ha cepBep.

acl aclname method GET POST — meTo/, KOTOpBIM MepeaatoTcs JaHHbIE KIIMEHTa CEpPBEpY.

acl aclname browser [-i] regexp — regexp-3amnpoc Ha KIHEHTCKH Opay3ep. Berunciaenus
OCHOBaHBI Ha 3arojoBke User-Agent, kotopslii mepecsuiaeT Opaysep.

acl aclname ident username — ACL omucsIBacT UM TOJIB30BATENISA, OT KOTOPOTO 3aIyIieHa
nporpamMma Ha KJIMEeHTCKO# MamuHe. MMs y3Haetcst ¢ momonibio ident-cepsepa.



acl aclname ident_regex [-i] pattern — To ke camoe, HO OCHOBaHHOE Ha regexX-mpaBuiiax.

acl aclname proxy_auth username acl aclname proxy_auth_regex [-i] pattern — ACL,
OTMCHIBAIOUINI HMsI ITOJIb30BATEN. ITO MM BO3BpAlllaeT BHEIIHSSI aBTOPU3YIOIIAs IPOrpaMMa.
acl aclname maxconn number — 3to mpaBuiI0 cpaboTaeT, €CaM KIMEHT ceaeT 6obiine humber
3aMpocoB K Kelly.

acl req_mime_type mime-typel — npaswuio, cpabarsiBatomiee npu Upload ¢aiioB KIrHeHTOM.
3amethTe — Uplode, a He ckaunBaHue.

3neck npencraniensl He Bce onucanust ACL, HO OOIBITMHCTBO, HEOOXOUMBIX B IIOBCETHEBHOM
npakTtuke. J{is 0osiee mOJTHOTO 3HAKOMCTBA C OTIMCAHUEM CIIETyeT 0OpaTUTHCS K HICXOTHOMY TEKCTY
¢aiina squid.conf — Tam Bce onrcano, mpas/a, MO-aHTJIHHCKH.

Urak, co3naaum npaBuia 0OObIYHON CETH:

acl all src 0.0.0.0/0.0.0.0 acl office src 192.168.1.0/255.255.255.0

all — nmpaButo, onmckIBaroliee Bce ManuHbl, 1 OffiCe — onuckIBaroIee BCe MallMHbI B TIOACETH
192.168.1.0.

http_access allow office http_access deny all

OTH JBa paBUJIa OMKMCHIBAIOT MOJIHBII JOCTYI MalluHaM, onucsiBaeMbiM acl office, u 3anpemniaer
JOCTYI MamiiHaM, onucbiBaeMbiM all. B nmpuBeaeHHOM nprMepe ecTh KOH(IIMKT B OMMCAHUS TIPaB
JOCTYIIa: MalllMHBI, Monajatomme noja npasuio all (a mo atomy npaBuity Bee 3ampenieHo) He MOTyT
ucnoinb30Bath Proxy-cepsep. TyT B aeno BcrynaeT nopsinok mpocmorpa ACL — oHn
IIPOCMAaTPUBAIOTCS B MOPSIAKE OOBSIBIECHHUS, U €CJIU CpadOTaI0 OJIHO MPABUIIO, TO APYTUE YKE HE
MIPOCMATPUBAIOTCSL.

K npumepy, eciiu mbi BBezieM B nononrenue ACL acl vasya src 192.168.1.100/255.255.255.255
U PACIIOJIOKUM IIpaBUIIa TaK:

http_access allow office http_access deny vasya http_access deny all ,

TO MaruHa ¢ ip-agpecom 192.168.1.100 mo-npexuHeMy OyAeT UMETh BO3MOKHOCTh COSAUHSITHCS
yepe3 Proxy cepgep;

a €Clly TakK:

http_access deny vasya http_access allow office http_access deny all ,

TO Bce Oynet B nopsiake. OcranabHble OQUCHBIE MAIIMHBI HE MOMAIal0T MO/ ACHCTBHE MTEPBOTO
IpaBuUIIa.

Ecnu B ciucke HET HU OIHOTO MpaBuiia, TO 3anpoc OyaeT OTBeprHyT. Ecnu HU 0IHO MpaBUIIO HE
cpaborao, To 3a OCHOBY OepeTtcs nocinennee. Eciu, k npumepy, Mbl 3aMEHUM NpeEocIeIHEe
npasuiio Ha http_access allow all, To Hammm Proxy-cepBepom cMOryT MoJib30BaThCst aDCOMOTHO
Bce (KpoMe vasya), KTO CMOXKET COeTUHHUTHCS ¢ mopToM Squid. Tak uto OyapTe BHUMareabHee. Ho
aBTOPBI SQUid ToCcTapanKch: qaxe ey MOoCIeJHee MPABIIIO0 OyIeT pa3pelatoiinM sl BCEX, TO
3anpoc OyJIeT OTBEPTrHYT. DTO MOMOXKET n30exarh Jplp B Proxy-cepsepe.

Ha ocHoBe 3THX e CIMCKOB-NPABUJI TaK K€ YNPABIAECTCS U JOCTYII K IPYTUM BO3MOKHOCTSIM
Proxy-cepsepa (cm. daiin squid.conf, rae Bce pacmucaHo).

[IpaBuna — npaBusIaMu, HO, MPEAIOJIOKHM, UTO B CETH MOSIBUIUCH MOJIb30BATENIN, KOTOPBIE YECTHO
MOJIKJIIOYAIOTCS K CEpBEPY M HAUMHAIOT BhIKAUMBATh TMrabaiiTaMu 3anpemieHnyo nHopMaIuio.
[Tpu 3TOM 3aHECEHHUE ATHX CaiTOB B JENY-CIUCOK BBI3bIBAET MX BO3MYIICHHUE.

Ha sT0T cueT npuaymanu MHOTO Bellei, HO caMbIM 3(pPQEKTUBHBIM OCTaeTCs COKpallleHUue KaHaa
JUISl TAKKX TI0JIb30BaTEIIeN: IOCTYM €CTh, HO Ka4yaeTcsl MJI0X0, BO3PAa3UTh UM HEUEro — Takas
cutyauus B Internet He penkocTs.

Urak, naBaiite pazdepemcs ¢ «TpaGpuK-ImeHTMHIOM» — IMEHHO Tak 3TO Ha3biBaeTcs. B squid ke
970 HasbiBaeTcs delay-pool. 3amerum, uto Squid mpu cOopke TOHKEH OBbITh COOpaH ¢ OmIHeH --
enable-delay-pools.

Wrak, cHauana pazdepemcsi, Kakue ecTh myJibl. [lynsl genstcs Ha Tpu kiacca. [lepBsoiid, u camblii
NPOCTOM, 3TO Korjia BceMy acl orpannunBaercs Tpaduk 10 onpeaeeHHOi BennynHbl. Bropoii —
KOTI'/Ia OTJIeIbHO OTpaHUYMBaeTCs TpaduK sl OJJHOW MAIIMHbBI U3 TIOJCETH U JUId Beel nmonacetu. U



TPETHI KJIacC — KOrla OrpaHUuYuBaeTcs TpaduK sl OTACTBHBIX MAIllUH, AJs nojceTH kinacca C uin
MEHBIIE U I [0/IceTH Kiacca B.

Wrak, naBaiite 0ObIrpacM CUTYyaINIO, KOTJa B CETU 3aBEJICS «IUCKOKAYaIIbIIUK.

delay_pools 1 — y Hac Bcero oauH myJ.

delay _class 1 1 — nepBsiii myJ1 mepBoro Kjiacca.

delay_access 1 allow vasya

delay_access 1 deny all

B niepBbIif Iy monasaoT ToNbKO MamuHbl, onrckiBaeMbie ACL vasya. OctanpHbie paboTaroT, KakK
UM TIOJIO’KEHO, BEJIb UM JIOCTYI K IEPBOMY YLy 3aIlpellieH.

delay_parameters 1 800/64000

Bort u Bce. Teneps daiinsl u crpanuiibl 00beMoM 10 64 KO OyayT ckaunBaThCsi HAa MaKCUMaJIbHOM
CKOPOCTH, a TO, 4TO O0JibIie 3TOro — Ha ckopoctu 800 6/C.

Wnu coBceM yx pagukaiabHas Mepa:

delay_parameters 1 800/800 — u «31100HBI} KayaIbIIUK» Bce OyAeT kKauaTh Ha ckopocTu 800 0/C.
Ho naxe B He oueHb 0OJBIION ceTH OyIyT BOSHUKATh CUTYallMH, KOTJIa BCE XOTST YTO-TO KadaTh, B
UTOT'e HUKOMY HHYETO HE XBaTaeT.

Hcnpasnsiem crpouky ¢ delay_pools ua delay pools 2. Teneps y Hac OyneT 1aBa myJa.

delay_class 2 2 — Bropoii mys1 Oy ieT BToporo kjacca (CoBIaJeHHe HOMEPOB YUCTO CIYYANHO) —
MEepBbIKA — 3TO Vasya.

delay_access 2 allow office

delay_access 2 deny all

Bo BToOpoi#i myn nonanarot Tosbko Maiusbl ¢ ACL office.

delay_parameters 2 64000/64000 4000/4000

B utore Best moacers, onuckiBacmas Office, Oyaer ucrnonb3oBath kaHan He 6osnbine 512 Kout/c (64
K6/c), Ho ka1l OTJeNbHBINA XOCT Oy/eT kayath He 6osee 4 KO/C. DTM mpaBUIOM OYEHb JIETKO
pasTpaHUYMTh MO0 CKOPOCTHU Pa3HbIE MOJICETH, HCIIONB3YIOIINE OIMH KaHAaI.

K npumepy, y Hac ecth JBe nojcetH, onrckiBaeMbie Office u officel. Ipu atowm office He nomkna
MMETh HUKAaKUX OTPaHWYEHHUI Ha KaHail (IpuMeM KaHai 3a 256 Kour) B 11e51oM, HO KaXK bl 13
office e momken kayath ObicTpee 6 K6/c. A officel — 3To mons3oBarenu, koTopsiM BceM u 5 Ko6/c
XBaTHUT.

Co3naeM /1Ba mmyJia BTOPOTo Kjiacca U npomnucsiBaeM 11 Hux ACL. 3atem onpenensieM 3TUM yJaM
napamMeTphl.

delay_parameters 3 -1/-1 6000/6000 — sto onpenenenwue as office (emy orman Homep mya 3).
delay_parameters 4 5000/5000 -1/1 — a sto mns officel.

B uTore nocine npuMeHeHHs 3THUX MPaBUII OJTyYaeM BCE, YTO 3aKa3aHO — MEPBBIH 0(UC Ipy3UT
KaHaJ Kak xo4eT (-1/-1), Ho HUKTO U3 cOTpyTHUKOB OoJbiie 6 K6/c He momyvaeT. A Bropoii opuc
rpy3uT kaHan He Oonbie 5 K6/c, Ho B pacnipenenenuu atux 5 K6/c Mexny coTpyTHUKaMHu HET
HUKAKUX MTPABHII.

[ToHATHO, 4TO B OMMCAHHE MTYJIOB MOKHO 3aJI0KUTh U APYTHe MapaMeTphl, HAPUMEp, BPEMsI, MECTO
noctymna u T. 1. Octaercs elle ofHa MaJleHbKas BEIllb, KOTOPYIO HENb3s1 OCTaBUTh O0e3 BHUMaHus. 1
9Ta Belllb — HaBA3aHHAs pekjaMa yepe3 OaHHepsl U ipyrue o0beKThl. [ Toro, 4ToOb! TaKyo
peKJIaMy He MPOIyCTUThH Ha Opoy3ep, Kaxapiii URL, koTopsIii mepemaeTcs Squid, mepBoHavaibHO
nepenaetcs peoupexmopy. Y1 Tot mubo Bo3Bpariaet npexxkauit URL B ciiydae, ecnu Bce B OPSAKE,
1100 BO3BpAIAET TOT, KOTOPHIiA, TIO €r0 MHEHHIO, 00JIee TPaBUIIHHBIN. A KTO MEIIaeT HaM
nepexBaThiBaTh OOpaleHNs K OaHHEpaM U CYETYMKAaM M BMECTO HHUX MOJCOBBIBATH CBOIO
KapTHHKY? B uTore CTpaHHIlbl MOKHO 3aITOJTHUTH IPO3PAYHBIMU OKOIIIKAMH.

Hrak, B squid.conf mporniceiBaeM CTpoOKy

redirect_program /squid/bin/redirector

rae /squid/bin/redirector — myTh 10 BBINOIHAEMOI POrPaMMBI, KOTOpast Kak pa3 U 00ecreynBaeT
paz6op URL. Ee MoxHO HanucaTh Ha 4YeM YTOJIHO, HO HauOoJiee MpeAnouTUTEIbHbBIM sBisieTcs Perl



ook wdE

— 9TOT A3BIK KaK pa3 NpeJHa3HaueH Ul 0100H0ro poaa pador. [loxHas Bepcus peoupexmopa
nexwut Ha http://linuxnews.ru/redirector.

Onucanue qupekTuB Squid. Onucanye TUPEKTUB COICPIKUTCS HEIIOCPEACTBEHHO B (haiie
koH(puryparmu squid.conf u B JoKkyMeHTaILUH, IpHIaraeMoii K JaHHOH J1abopaTtopHoit padore.

3aganue Ha 1a0opaTOPHYIO padoTy

JlaGopaTopHas paboTa BBIIOJIHIETCS 10 BAPUAHTAM.

Bapuant 3amanue

Ckondurypuposatb Proxy-cepsep na nopt 3128; pazpemnts 1octyt ¢ ip
[Moarpynma 1, 5 10.10.146.150 ¢ 10-00 mo 15-00 u; 3amperuts moctyi ¢ ip 10.10.146.176 ¢
10-00 no 15-00 y; 3ampetuTh goctym K gomeHam *.khb.ru

CkondurypupoBats Proxy-cepsep ua nopt 8080; pa3peniuts 10CTyII ¢ ip
[Toarpynma 2, 6 10.10.146.176 ¢ 10-00 mo 15-00 u; 3ampetuTh 10CTyI K (aitiam *.gif;
3alpeTuTh 10CTyM K gomeny *.Khb.ru c ip 10.10.146.150

CkondurypupoBats Proxy-cepsep na nopt 12345; pa3pemutsb A0CTyII C ip
[Toarpynma 3, 7 10.10.146.176; 3anpetuth 1OCTYI K (haitnam *.Cgi; 3apeTUTh TOCTYI K
nomeny *.khb.ru ¢ ip 10.10.146.150 ¢ 10-00 mo 15-00 u

CkondurypupoBats Proxy-cepsep na nmopt 1345; 3anpetuth 10CTyI ¢ Ip
[Toarpynmna 4, 8 10.10.146.176; 3ampetuth Meton POST; 3anpeTuTh AOCTYHI K TOMEHY
* khstu.ru u x ¢aitnam *.gif ¢ ip 10.10.146.150 ¢ 10-00 mo 15-00 4

ITpu 3ammre HEOOXOAMMO 3HATh HA3HAYEHUE UCIIOIb3YEMbIX IUPEKTUB, YMETh OOBSICHUTD
uHopmaruio, coaepkaiiyrocs B 10g-daiinax

Jlnst pepakTupoBaHus GaidaoB KOHGUTypaly U HaBUralluu 1o ¢ailoBoit cucteme y100HO
HCIOJIb30BaTh IporpaMmy MC. [{i1s ee 3arpy3ku He00X0AUMMO HabpaTh B KOMaHIHOM CTPOKE
[root@lis] $ mc

WuTepdeiic mporpaMMbl MC HHTYUTHUBHO MOHATEH U HE MIPEJICTABISIET TPYIHOCTEN IpU
HCIOJIb30BAHUU.

Conep:xaHue oTyeTa

1. Copaepxxumoe KOHPUTypalmOHHBIX (paiiyoB (0€3 KOMMEHTAPUEB B TEKCTE).
2. OtpeiBok u3 l0g-daitnos, feMOHCTPUPYIOIIUIT OOpalieHHsI Yepe3 TPOKCH-CEPBEP.

KoHTpoJibHBIE BONPOCHI

Ha3znauenue cepBepa MpoKcH.

B kakom daiine conepxxutcs nnpopmanus o KoHpurypamuu Proxy-cepsepa?
Kakne mpoTOKOIIbI KIMIHPYIOTCS TIPOKCH?

Kakue yciaoBust 10KHBI OBITh BBIITOJIHEHBI IIEpel ycTaHOBKOH Proxy-cepsepa?
Yro Takoe CIUCOK MpaB AOCTyma?

OOmmii cunrakcuc ACL.

Bbubanorpadguyecknii cnucok
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[IpakTuueckoe 3ansatue 6 Co3gaHue 3alIUThl KOMIBIOTEPHOM CETU C

HCIMOJIb30BaHUEM OpaHaMay3pa

VYupaxunenue 1. CereBoe ckaHMpoBaHHE nmap
nmap — cBoOOIHAs YTHIINTA, IpeJHA3HAYCHHAS JAJI pa3HOOOPa3HOro HaCTPauBaEMOro
ckaHupoBanus [P-ceteii ¢ M0OBIM KOTMYECTBOM OOBEKTOB, OMPEICIICHUS] COCTOSIHHUSI OO BEKTOB
CKaHMPYEMOMH ceTH (IOPTOB M COOTBETCTBYIOIIUX UM CITyk0). MI3HauanbHO nporpamma Oblia
peanuzoBana juis cucteM UNIX, HO celiuac JOCTYITHBI BEPCUH JII MHOXKECTBA OINEPALIMOHHBIX
cucrewm [5].
Nmap MCHoJIb3YyEeT pa3inyHble METOAbI cKaHupoBaHus, Takux kak UDP, TCP (connect), TCP SYN
(momyotkpsitoe), FTP-proxy (mpopsis uepes ftp), Reverse-ident, ICMP (ping), FIN, ACK, Xmas
tree, SYN- u NULL-ckanupoBanue. Nmap Takxe Mojiep>KuBacT 00JbIIolH Habop
JOTIOJIHATENBHBIX BO3MOXHOCTEHN, @ UMEHHO: OIIPEJIEIICHHE ONIEPAllMOHHON CUCTEMBI YJAJIEHHOTO
X0CTa C UCIoJIb30oBaHueM oTreuaTkoB creka TCP/IP, «HeBuIuMOe» CKaHUPOBAaHUE, THHAMUYIECKOE
BBIYHCJICHUE BPEMEHU 3aJI€PKKU U TIOBTOP ME€PEIayvy MAKETOB, NapaJUIEIbHOE CKAHUPOBAHUE,
OTpe/ieIeHUe HEAaKTUBHBIX XOCTOB METOIOM IMapajuIeIbHOTO ping-orpoca, CKAaHUPOBAHHE C
HCIOJIb30BAHUEM JIOKHBIX XOCTOB, OIIPEeJIEHUE HATUYUS TAKETHBIX (GUILTPOB, IpsMoe (6e3
ucrnonb3oBanus portmapper) RPC-ckanupoBanue, CckaHupoBaHuE ¢ UCOJIb3oBaHuEM [P-
¢bparmMeHTanuy, a TakXKe MPou3BoJIbHOE yKa3zaHue [P-apecoB 1 HOMEPOB OPTOB CKAaHUPYEMBIX
ceTei.
1. CozpaiiTe BUPTYaJIbHYIO MALINHY, UCIIOIbB3YsI MHCTPYKIMH U3 yIpaKHEHUs 1
npaktuueckoro 3auaTus Nel. Mcnons3yliTe ycTaHOBOUYHBIN 00pa3
RedHat Enterprise Linux 6.
2. Ping-cxkanupoBaHue - HanboIee PacpOCTPAHESHHBIM U MIPOCTHIM CIIOCOOOM
CKaHMPOBAHUS ABJISIETCS MIPOCTOE Ping-CKaHUPOBAHKE, KOTOPOE 3aKJIF0YAETCS B OTIPABKE
ICMP nakeroB Ha ucceayembiii y3en ceTH. [IpockanupyiiTe 3a1aHHbBIN TIpenoaTeaeM
y3€Jl KOMaHJ01
ping 192.168.58.103
3. TCP Connect - MeToJ CKaHUPOBaHUS, IPH KOTOPOM CKaHUPYIOLIasi MAIlIMHA MBITAETCS
YCTAHOBUTBH COEAMHEHUE CO CKAHUPYEMOM. Y CIIEIIHBINA PE3YIbTAT TOBOPUT O TOM, YTO
MOPT OTKPBIT, HEYAAYHBI — O TOM, YTO OH 3aKpbIT WK puibTpyetcs. [Ipockanupyiite
3a/IaHHBIN ITPENOIaTeIeM y3€]1 KOMaHI0M
nmap —sT 192.168.58.103
4. VYBenuubTe HHPOPMATUBHOCTh BHIBOJIA PE3YJIHTATOB CKAHUPOBAHHUS, UCIIONB3YS KIHOY -V.
5. TCP-SYN - pexum noiyoTkpbIToro ckanuposanus. [Ipu BerzoBe Nmap nockutaer SYN-
nakeT. Ecnu B otBeTe mpucytcTBytoT uiaru SYN miu ACK, cauraercs, 4To mopt
oTkpsIT. @nar RST roBoput 06 o6parHom. CKaHUPOBAaHHE OCYILECTBIISIETCS TOJIBKO MPU
HaJIMYUU IpaB cyneproib3oBarens (root). [I[pockanupyiite 3a1anHbli penogareaem
y3€Jl KOMaHI01
nmap —sS 192.168.58.103
6. MexceTeBoi 3KpaH WM JpyTrye 3allUTHBIE CPEICTBA MOTYT 0KUaaTh npuxosamue SY N-
nakeThbl. CyliecTByeT ellle 1ienas rpymnna BO3MOXKHBIX CIIOCOO0B CKAaHUPOBAHUS,
anprepHaTuBHBIX TCP SYN. Ot1o0 FIN, Xmas Tree u NULL-ckanupoBanus.
[IpockanupyiiTe 3aaaHblil IpenoaaTesieM y3eia KOMaHaaMu
nmap —sF 192.168.58.103
nmap —sX 192.168.58.103
nmap —sN 192.168.58.103



7. CxkanupoBanue npoTokonoB [P - ckanupyemomy y3ny nepenatorcs [P maketsr 6e3
3aroJIOBKOB JJIs1 KayKJ0Ir0 IIPOTOKOJIa CKAHUPYEMOro xocTa. Eciu noiayuyeHo cool1ueHue,
roBOpsiIliee O HEAOCTYITHOCTH MPOTOKOJIA, TO 3TOT MPOTOKOJI HE MO ICPKUBACTCS
X0CTOM. B nnpoTuBHOM cityyae — nopaep:kusaercs. IIpockanupyiire 3a1aHHbIN
npernojareneM y3el KOMaH10i

nmap —sO 192.168.58.103

8. ACK ckanupoBanue 3akirovaercs B nepenade ACK nmakeToB Ha CKaHHUPYEMBIH TOPT.
Ecnu B otBet nmpuxoaut RST-naker, nopt kinaccuduuupyercs: Kak HeQHIbTPYEMBbIi.
[IpockanupyiiTe 3aaHHBIN TpenoAgaTeIeM y3ell KOMaH 01

nmap —sA 192.168.58.103

Ynpaxnenue 2. 3yuenue BosmoxkHocTel dariepoa Windows 7

ITepBas Bepcuss Windows Firewall mo3Bossisia 04eHb MHOTO C/eNaTh B IJIAHE 3aLIUTHI OT B3JIOMa,
HarpuMep HacTpaumBaThCsi Kak ¢ momompbio Group Policy Object (GPO) Tak m u3 KOMaHIHOM
crpoku. OmHAaKO BO3MOXKHOCTEH 3alMTHI SIBHO HE XBAaTajo B TaKWX OOJNACTAX, KaK HACTPOIKa
npaBwi Joctyna u QuusTpanus ucxonsmero Tpaduxa. Bepcus Windows Firewall, koropas
nocrassercs B cocrae Windows Vista, umeeT 2 CyIecCTBEHHBIX HOBOBBEICHUS:

Microsoft Bkmoumna pacmidpeHHbId uHTepdeiic ympaBleHuss g TOro, uToObl JaTh
aZIMUHUCTpATOpaM OYeHb IOAPOOHBIE TpaBWiIa HACTpoWkM paboumx craHmuii. bomee Toro,
bpanamaysp Moxer OBbITh HACTPOEH M3 OCHACTKM ['pymnmoBas MOTUTHKA, YTO O3HAYaeT MAJis
KopriopaTuBHBIX [T-crienmanucroB Oojee JNEerkuid MyTh HABS3BIBAHUS NOJUTHUK OpraHU3allHy,
HampuMep, 3ampelieHue crnenu@uueckoil akTHBHOCTH — OOMEH MTHOBEHHBIMHU COOOILEHUSIMU WU
cetu peer-to-peer.

VYupasnenue MD cocpenoroueno B MMC-koHconu, monyuuBmieii HazBanue Windows Firewall
with Advanced Security. Hekotopbie mapamerpbl OpaHaMay3pa MOXHO MO-TIPEKHEMY HACTPOHUTH
HeHTpann3zoBaHHo 4depe3 Group Policy mnm ke HacTpouTh OpaHIMaysp JOKAJIbHO MPH MOMOIIU
koManaHou ytunuthl Netsh. Kak u npyrue ocnactku, Windows Firewall with Advanced Security
MOJIIEP>)KUBAET YAAJICHHBIM JOCTYI, KOTOPBIA MO3BOJISET YNPaBIATh HACTPOIKONW OpaHaMayspa Ha
YJAJIECHHOW CTAHIIUU.

Bbpannmaysp Windows 6iokupyer BXOoIAMN TpaguK MO YMOJIYAHUIO, TaK YTO HEOOXOIUMO cpasy
K€ HACTpOUTh CHUCOK Exceptions, ecnu miaHupyeTcsi padoTaTh C CETEBBIM MPUIIOKEHUEM.
Exceptions — 310 10, uTo Microsoft Ha3biBaeT mpasuiaamu (rules), a 6osee Touno, cnucku ACL.

Bo mHOrEX citydasix xocT-OpaHaMaydpbl, HATMCAHHBIE HE3aBUCUMBIMHU Pa3pabOTUYMKaMH, BBIAAIOT
NPeNYNPEXACHUS IPU MOMBITKE YCTAHOBUTH UCXO/AIIEE COSMHEHUE U 3alPaIINBAIOT pa3peleHne
y mnonb3oBarens. Ha ocHOBe moiyyeHHOro oTBeTa OpaHAMaydp MOXKET JAa)Ke CO3/aTh MPaBUIIO
pearupoBaHMs Ha Takue coObITHS B Oyaymem. bpanamaysp Windows mocrtymnaer mHaue — BeCh
UCXOIAIMMN TpaduK Mo ymMonuaHuto paspeuieH. CoznaHue UCKIIOYEHUH AJIs UCXOAIIEero Tpapuka
— Tpolexypa HECIOXHas, HO OHa TpeOyeT HCIOJb30BAHUS HOBOM OCHACTKH. BOJBIIMHCTBO
MOJIb30BaTesIei 00 ATOM JlaXke ¥ HE BCIIOMHHUT, HO aJIMUHUCTPATOPHI CUCTEM JIOJDKHBI KaK CIEIyeT
pa3o0pathcs BO Bcex 00s13aTenbHbIX HacTpoiikax Windows Firewall with Advanced Security.
OcHacTka MO3BOJISIET HAacTpoUTh Bce (pyHKUMU OpaHamayspa. B neBoil maHemn MOXHO BbIOpaTh
Inbound Exceptions, Outbound Exceptions, Computer Connection Security wmu Firewall
Monitoring, aBa)abl LIENKHYTh MO BBIOPAHHOMY 3JIEMEHTY — Y3Jy CTPYKTYphl — U YBHJIETh
JIOTIOJTHUTEJbHbIE HACTPOMKHU B LIEHTpanbHOW maHenu. Ha mpaBoii maHenu pacroyiaraeTcsi CIIcoK
BCEX JOCTYMHBIX NEHCTBUI [UIsl BHIOpaHHOrO y3i1a. Takoe MOCTpoeHHEe KOHCOIH JENIaeT MpOoIece
HACTPOWKM OpaHAMayspa MHTYUTHBHO MOHSATHOH MPOLEAYpOil; HampuMep, ecial HYKHO BKIIIOYHUTH
WIA OTKJIFOYXTH IMPABHIIO, JTOCTATOYHO IIEIKHYTh MPABOH KHOIKOW MBIIIN, BBI3BaB KOHTEKCTHOE
MEHIO, WJM JK€ Ha MpaBoil maHenu BbIOpaTh Tpedyemoe aeicTBHe. bonbmMHCTBO neiicTBUi
BCTyMaeT B CHUJy HEMEJICHHO, YTO YIPOILIAeT OTJIaJKy MpH HacTpolike OpaHamayspa. UToObl
IPOCMOTPETh M 33/aTh CBOWCTBA OpaHIMay’pa, HEOOXOIUMO OTKpPBITh KOHTEKCTHOE MEHIO
Windows Firewall with Advanced Security B n1eBoit manenu u BeIOpaTh Properties.



1. VnpaxHeHHE BBIOTHAETCS HA PaHEEe YCTAaHOBJICHHON BUPTYaJbHON MAaIlIMHE C
ornepannoHHoi cucremoir Windows 7.

2. Ortkpoiite koMIOHEHT bpanomaysp Windows. [{ns storo Haxxmute kHonky Ilyck n
BbIOepute yHKT Ilanens ynpasnenus. B none norcka BBeIuTe OpaHaAMay3p U 3aTEM

LWETKHUTE IYHKT Bpanomayp Windows.
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YcTpaHeHWe HENDNBADK B CETH Brogalume nogrniodeHmna: BnokwpoBaTe NOZKAHIYEHWA K NpOrpaMman,
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Cw. Takcke
LleHTp nogaepsim

LleHTp ynpasnendna cetamu 1
oBLMmM gocTynom

B neBoii obnactu BeiOepute Brnrwouenue u omknouenue opanomayipa Windows. Ecnm
otoOpakaeTcst 3aIpoc Ha BBOJI TApPOJIsl aIMUHICTPATOPA WITH €T0 MOITBEPKACHUS, YKAKUTE TapOIh

WM [IPEJOCTABLTE MOATBEPIKICHHE.
[B=N =R =X

@n\:}}v|ﬁ <« bpangmaysp Windows » HacTpoute napametpel - | 3 | | Mouck 8 naHeny ynpaencsHUA o) I

HaCTpDﬁKa NapaMeTpoEB ANA KaX4oro TUna CETH
MokHO HEMEHNTE NapaMeTpel GpaHaMay3pa ANA Kakaoro MCNoAB3YEMOrD THNA CETEBOTO PAa3MELLIEHNA,
JonoaHuTenbHble CBEAEHNA O CETEBbIX PASMELLIEHMAX
MapameTpsl pasMeLLeHA B JomallHed nnn paboued (wacTHol) cetn
5 @ Brarouenne Bpangmayspa Windows

[7] BrokupoeaHwe Boex BXDAALLVK NOAKNFOYEHNI, BINHIYEA NOAKAHEHUA, YKaZaHHBIE B CINCKE
paspeLleHHbE NporpammM

Yeegomnate, korga Gpangmaysp Windows GnoknpyeT HOBYHD nporpammy
@I () Orenrounts Bpangmaysp Windows (He pekomengyerca)
MapameTpbl pasMeLLeHA B oOLLIECTEEHHOA CETI

| @ Brnwouenwe Gpangmayzpa Windows

[7] BrokupoeaHne Boex BXOAALLK NOAKNFOYEHNI, BIIHIYEA NOAKIOYEHIUA, YKAZaHHBIE B CIMCKE
paspeLLEHHBE NPOrpanM

Y¥BeaomnATe, koraa Bpanamaysp Windows GnokupyeT HOBYHD Nporpammy

@I () Orenrounts Bpangmaysp Windows (He pekomengyerca)

brnokupoBaHue Bcex BXOAAIUX MOAKIIOUEHNH, BKIKOYasl TOAKIOYEHNS], YKA3aHHBIE B CIIUCKE
pa3peleHHbIX TporpaMM. ITOT napaMeTp OJOKHPYET Bce HEOKUAaeMble TOMBITKU MOIKITIOYSHHS K
KOMIIBIOTEPY. DTOT NapaMeTp CIIY>KUT JJI1 MAaKCUMaJIbHOM 3alllUThl KOMIIBIOTEPA, HAIIPUMEp, IpU
MOJIKJIFOUYEHUH K OOIIEIOCTYITHOM CeTH B OTEJI€ UM B a3POIOPTE WIIH B IIEPUO/IBI PACIPOCTPAHEHUS



yepe3 aTepHeT 0c000 onmacHbIX BUPyCcOB-uepBei. [Ipu ucnoib3oBaHUM ATOTO MapaMeTpa Bbl HE
OyzeTe yBeIOMIICHBI O OJIOKMPOBKE Iporpamm Opanamayspom Windows, 1 Bce IporpaMMbl 13
CIIMCKA Pa3pelICHHBIX MPOrpamMM OYyT POUTHOPHPOBAHEI.

Brrouenue 6panamayspa Windows. DTOT BapuaHT BeIOpaH 1mo ymomdanuio. Ecinu 6panamaysp
Windows BKJIIOUEH, TO YCTAaHOBKA CBSI3U OOJIBIIMHCTBA MPOrpaMM OpaHAMay3pOM OJIOKUPYETCS.
Ecnu criepyer pa3pemiuth nporpaMMe yCTaHaBIMBATh CBSI3b Yepe3 OpaHaMaydp, MOKHO 100aBHUTh
€e B CIICOK Pa3peIIeHHBIX IPOrPaMM.

Y6enurecs, uto Opanamay3p Windows BKITIOUEH, U IIEpEHINTE BO BKIAIKY JonoiHumenvHble
napamempul.

P Epanamaysp Windows B pesxnme nosbiLUEHHON BE3ONAacHOCTI EI@
Daiin  [Jeiicteme  Bug  Cnpaexa
e=Ed
@& Bpanamayzp Windows & peski bpangmayzp Windows B pexume nossiwennoin besonacnocrv (Mokanstbii... | Wil Ta T
3 MNpaenna ana exogawyn no, - | Bpara pWind.. «
&% MNpasnna ana ncxoaawero 1 4 Bpanamaysp Windows B pexiMe NoBbILEHHOR BE30MacHOCTY oBecnE4MEat
:i. Mpasuna BesonacHocT No, KOMMboTepoE, patoTamwe nog ynpagneHuen OC Windows. | Vimnoptuposa...
- B HabnrogeHne <3| Monautuka 3kc...
OB3op BoccTaHoBwT ...
MNpogmne nomeHa E AwarvocTuka /..

i -
Q Bpanomayzp Windows BxnioyeH. Bua »

G BxoaAwmWe NooKNOYEHUA, HE COOTBETCTEYILUWE HW 0 OHOMY NMPaBUNY, SanpeL
= OBHOBWTE
) VoxonAwme nomxnioueHNA, HE COOTBETCTEYIOWME HM 0AHOMY MPEBUIY, Paspt
CeoficTea

YacTHEA NpodrneE aKTHEEH

B I B

Cnpaeka
'Q' Bpanomayzp Windows exnioueH,

G BogAwme nogknioueHma, He COOTEESTCTEYHLWKWE HW 0 OHOMY NpaBnny, S3npeL

) VoxopAwme nomknioueHna, He COOTEETCTEYIOWME HIM 0OHOMY MPEEMITY, PSPt

O6mmii Npodgpunk
'Q' Bpanomayzp Windows BxnioyeH.
'@ BxoanALLmWE NOAKMIOYEHKA, HE COOTEETCTEYIOWME HY 0AHOMY NPaEMNY, SanpeL

':g' MexoaAwme NogKmioyeHUA, He COOTEETCTEYOWME HW 0OHOMY NPSEWY, PSP

B Ceoiictsa Gpaqamayspa Windows i

Co3paiiTe nononHuTeNbHOE NpaBuiio Uit bpanomayipa Windows. Beibepute nepedeHs npaBuil
Ipasuna ons exooauux\ucxooauwux nOOKIIOUeHUN 1 HaXMUuTe KHOTIKY Co30ams npasuno.
Co3paiiTe TOMOJHUTENBHOE MPABUIIO JUIS BXOAAIMIKX noakatodeHnit s nopra 80/TCP. Obsacuute
Ha3Ha4YeHHe MopTa.

IIpoBenute ckanupoBanue APM, 3ammni€HHOro HaCTPOEHHBIM BaMH MEKCETEBBIM SKPAHOM.
CrenaiTe BBIBOABI O 3alIAIIIEHHOCTH.

VYnpaxnenue 3. 3yuenne BO3MOKHOCTEN MEKCETEBOTO IKpaHa iptables.

iptables — ytunurta KOMaHIHO# CTPOKH, SIBIISETCS CTAHIAPTHBIM UHTEP(EHCOM yIIpaBICHUS
paboToit MexceTeBOTo dKpaHa (OpanamMayapa) netfilter ais snep Linux Bepcwuii 2.4, 2.6, 3.x, 4.X .
Jl11s ucnonb30BaHusl yTUIUTHI iptables TpeOyroTcst mpuBmiIernu cymneproinbs3oBarens (root). MHorma
o CJIOBOM iptables mmeeTcst B By U caM MeXCeTeBOi dkpaH netfilter.

Bce makeTsl nponyckaroTcs uepe3 onpeeNeHHbIE A1 HUX NOClIeI0BaTeNbHOCTH Lenoyek. [Ipu
MIPOXOKICHUH ITAKETOM IIETIOUKH, K HEMY IOCJIEI0BATEIbHO IPUMEHSIOTCS BCE TIpaBuiia 3TON
[IEMOYKH B MOPSJIKE UX chenoBanus. [log mpuMeHeHneM mpaBuiia MOHUMAETCS: BO-TIEPBBIX,
MMPOBEPKA MAKEeTa Ha COOTBETCTBUE KPUTEPHIO, U BO-BTOPHIX, €CITU TTAKET STOMY KPUTEPUIO
COOTBETCTBYET, IPUMEHEHUE K HEMY YKa3aHHOTO aeicTBus. [loa nefictBuemM Moxer
MoApa3yMeBaThCs Kak dJIeMeHTapHasl ornepaius (BctpoeHHoe nercraue, Hanpumep, ACCEPT,
MARK), Tak 1 nepexos B OAHY U3 I10JIb30BaTEIbCKUX LIeNIOYEK. B cBOIO ouepeb, 1eHCTBUS MOTYT
OBITh KaK TEPMUHAJIBHBIMU, TO €CTh MPEKpaIIaloIuMU 00paboTKy MaKeTa B paMKax JaHHOU
6azoBoii ienouku (Hanpumep, ACCEPT, REJECT), Tak u HeTepMUHAIBHBIMU, TO €CTh HE



npepbIBaroIMMu nporecca 00padotrku nakera (MARK, TOS). Ecnu makeT mporen yepe3 BCio
0a30ByI0 LIETIOYKY U K HEMY TaK U HE OBbIJIO IPUMEHEHO HU OJJHOT'O TEPMHUHAIBHOTO JIEHCTBHSA, K
HEMY MPUMEHSETCS IEHCTBUE IO YMOIYAHUIO JUIsl JAaHHOU 1enoukH (00s3aTeIbHO TEPMUHAIILHOE).
1. 3arpysute BupTyanbnyo Mamuny ¢ OC Linux.
ITposepbre Hamuuue B cocraBe OC mMexkceTeBoro skpana iptables. Ilpu HeobxoaumocTu
JI0yCTaHOBUTE/TIEPEyCTAaHOBUTE KOMIIOHEHTHI CHCTEMBI C YUETOM CIICAYIOLINX TPEOOBAHMIA:
Ha BUPTyaJIbHOW MAaIlIMHE JOJKHBI HCIOJIb30BaThCs 2 CETEBBIX aIaNTepa, OJUH U3 KOTOPBIX
UCTIOJIB3YETCs U CBSA3H C CEThIO yueOHOM ayTMTOPUH, & BTOPOU — JUIS CBSI3U C BUPTYAJIbHOM
cetpro VMware vSphere;
BO BHyTpeHHel cetn VMware vSphere 1omkHO BXOAUTh MUHUMYM 2 BUPTYaJIbHBIX MAlllHHBIL.
Hcronb3yst cripaBOYHbIC MaTepUalibl, HACTPONTE CIEAYIOIY0 KoHduryparmo MO iptables:
obecrieybTe CBS3b Yepe3 BUPTYaIbHYI0 MamuHy ¢ MO ceTu Kilacca M BUPTYaJIbHOM CeTH;
no0aBbTe MpaBUIIO, 3amnperniaroniee npoxoxaecaue ICMP tpaduka mexay ceTsMu.
2. Tlposepbre HacTpoiiku MD, UCTIONB3ys KOMIBIOTEPHI B ceTH ayautopun u VMware
vSphere.



JlabopatopHas pabora 6 YcTaHOBKa, HACTpOMKa MaplIpyTHU3aTOpa

CCTH

Llenv pabomot

N3yuuTh mpuHIUOB MapipyTu3aiuu B IP-ceTsx, MoJy4uTh MpPaKTHYECKUE
HaBBIKM HACTPOWKH TMPOTPAMMHBIX MapIIPyTU3aTOPOB Ha 0a3e oOIeparmoHHON
cucteMbl (OC) LinuX ¢ TpuMEHCHHEM MapIIPyTH3alMK HUHTEPPEHCOB W
MapIIpyTU3alUN BUPTYyaIbHBIX JJOKaIBbHBIX ceTeit (VLAN).

Teopemuueckue ceedenus

MapipyTu3zanus BKIIOYaeT B ce0s ClIeyI0IINe YaCTHbIE 3a/1a4u:

1. ObmeHn nHpopmanrent 0 TONOJIOrHH ceTu. Peannsyercs npoTokoiaamMu

MapuipyTHU3aLHH.

2. OmnpeneneHne ONTUMAIbHBIX MAPIIPYTOB U IOCTPOEHUE TaOIHII

MapuIpyTH3aLHH.

3. IlponBmxeHne makeTa MapupyTU3aTOpaMy Ha OCHOBAaHUH TaOJINIL

MapuIpyTH3alHH.

B nanno#t mabopaTopHoil paboTe paccMaTpHUBAIOTCS BOIMPOCHI MPOABHKCHUS
nakeroB. HMHdopmauuss 00 oNTUManbHBIX MapuipyTax MpPEACTaBISETCS B
MapuIpyTHU3aToOpe B BHE TaOIUIBl MaplIpyTh3anuu. B ciydae agpecannn 6e€3 Macok
TabJInMLa MapIIpyTU3alUU UMEET BU/L:

Tabauuya 1.

dopmat Tabaunubl mapwpyTusaumm 6e3 macok

Adpec IP cnegp.

NuTepd. | MeTpuka
HasHa4YeHUAa | mapLp.

B Ta0nuiie:

- Anpec HazHayeHus — 310 |IP-anpec ceTn wim KOHKpETHOrO y37a.



- IP cumemyromero wmapmpytuzatopa — ajapec CIEAYIOMET0 TPaH3UTHOTO
MapIIpyTU3aTopa Ha IMyTH K aJipecy Ha3HAYCHHUS.

- Hurepdeiic — 310 uneHtudukatop cereBoro mHTepdeiica MapipyTuzaropa,
gyepe3 KOTOPBIA Hy)KHO TIepelaBaTh TaHHBIC CIICAYIONIEMY MapiipyTH3aTopy.

- Merpuka — abCTpakTHas XapakTEPUCTHKA KadecTBa MapiipyTa. B kadectse
METPUKH MOXXET BBICTYNAaTh KOJWYECTBO TPAH3UTHBIX Y3JIOB («XOIOBY),
NPOMyCKHasl CIIOCOOHOCTh W T.M. MeHbIIee 3HAYCHHE METPHUKH BCeTaa
COOTBETCTBYET JIyUIlIeMy MapIIpyTy.

[Ipu noucke mapuipyta s npoaBuxkeHus |P-nakera npeanourenue otnaercs
cnenuduueckuM MapipyTam (To €CTh MapUIPyTaM JJO KOHKPETHOTO y3Jia, a HE CETH),
Jake B TOM CIIy4ae, eCIM METPHKa 3TOr0 MapIipyTa XyxKe.

[Ipy wuCMONAB30BaHUM MACOK aIrOpUTM PabOThIl MapHIpyTH3aTOpa MpH
MPOJIBIDKCHUM TIaKeTa HECKOJIBKO YCIOXKHsETCS. B Tabmuiy MaprmpyTu3anuu
n00aBisieTcsl KOJIOHKAa C MAacKOW, COOTBETCTBYIOIIEH ajpecy Ha3HAUYCHHUS.

Paccmotpum nmpumep:
192.168.3.0/24

195.34.1155 192.168.1.16/28 I
ffh/_ W-x"'\ 3.1
- - 265
{ UnTepHer }— R1 R2 - 192.168.2.64/26
3 1.17
\K“«-\ R JMJJ 7 1-1? HE 2.1
b | |
192.168.1.0/28 192.168.2.0/26

Puc. 1. NMpumep CTpyKTYypbIl CETU

Jns  nmaHHoro mpuMmepa B Tabiuie MapumpyTuzauud R2  moryT ObITh

CJICAYOUIHC 3aIThCH:



Mpumep Tabanubl MapLIPyTU3aLMKU C MacKamu

Tabauuya 2.

Anpec Macka Anpec cnen. HNnrtepdeiic | MeTpuka
Ha3HA4YEHUS Mapup.
192.168.1.16 255.255.255.240 - 192.168.1.18 0
192.168.3.0 255.255.255.0 - 192.168.3.1 0
192.168.2.0 255.255.255.192 - 192.168.2.1 0
192.168.2.64 255.255.255.192 - 192.168.2.65 0
192.168.1.0 255.255.255.240 | 192.168.1.17 | 192.168.1.18 1

Default 0.0.0.0 192.168.1.17 | 192.168.1.18 16

[TpoaBmkeHNnEe MakeTa OCHOBBIBACTCS HA CIIEIYIOIIEM aJTrOpUTME:

. MapmpyTtuzarop u3Biekaet u3 nakera |P-aapec naznauenus.

. Ilouck cneunduueckoro mapupyra, TO €CTb 3alUMCHU, B KOTOPOM aJpec

Ha3HaueHus paBeH 1eneBomy |IP-ampecy. Ecnm 3amuch HalimeHa, To

MCTIONIE3YETCS TOT MapIIPyT, MHAYE HA IIar 3.

. Ilouck Hecnenupuueckoro Mapuipyta. BkitodaeT ciie1yroliue maru:

o JUISA KaXJIOW 3amucy TaOJIMIIbI MapIIPyTH3alMK BhIMOIHsIeTCs oneparus 1Pd
& M, rae IPd — neneBoii aapec u3 makera, M - Macka W3 3alMCH TaOJIUIIBI
MapIIpyTH3AIUN;

e €CIM pe3yldbTaT paBeH ajApecy HazHaueHus |P, 3amuce oTmewaetcs

MOIXOJISIIIIEH.

. V3 Bcex momaxomsimx MapiipyTOB BbIOMpaeTcss HamOoJiee creruduyuecKuii.

Takol MapuIpyT COAEP>KUTCA B 3aIIMCH C Hanbosee IJIMHHON MacKo.

. Cpenu 00J1a1aromx OJIMHAKOBOM

NOAXOIAIINX MapLIpyTOB,

"crienu(pUIHOCTHIO", BEIOMpPAETCS MapIIPYT C MEHBIIIEH METPUKOM.



3adanue

Hactpouts B3aumoneiictBue nByx |P-cereli mexmy coboit u ¢ BHelIHEH
CETBIO CPEIICTBAMH MPOrpaMMHOT0 Mapiipytuzaropa Ha 6aze OC Linux (pwuc. 2).
HactpouTs npocreiimue npasuia Guibtpanun Tpaduka cpenctamu OC Linux.

Curyanus 1. CeTu U30IUpOBaHbI IPYT OT JIpyra (PU3NYECKH, T.€. HTOCTPOCHBI
Ha Pa3JIMYHbIX KOMMYTaTOpax, He CBSI3aHHBIX JIPYT C APYTOM HEMOCPEICTBEHHO.

Curyanus 2. Uzonsuus cereil oOecreyumBaeTcs 3a CYET MPUMEHEHUS
TEXHOJIOTUH BUPTYaAJIbHBIX JIOKAJIbHBIX CETEH.

[IpoBepuTh HACTPOMKY MapLIpyTU3alMd U (QUIBTPOB HAa MPHUMEPE
B3aumojeicTeus padbounx cranuuii PC-1 u PC-2, npunamnexammx paziudHbIM

CCTAM.

BHeluHARA ceTb
(UHTepHeT)

IP-cetb 1 IP-ceTb 2

aTop

Puc. 2. MpuHUMNUanbHan cxema B3aumoaencTesna ceten ana nabopatopHom

paboTbl Nel

Cxema JIBC

B mpuBenéunbix npumepax cxeM JIBC mnst mabopaTtopHoit paboThl yKazaHa
anpecarust s kommbiotepoB PC151 (TTK-1), PC152 (IIK-2), PC154 (TIK-4)
naboparopuu. Ilpu wucnonb3oBaHuM Jpyrux KommbioTepoB |P-ampeca OyayT

OpyruMH (cM. mpui. 1).
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> B-01

10Base¢-T 10Base-T

KommyTaTtop Ethernet-1

nK-2
(mapwpyTusaiop)

KommyTaTtop Ethernet-2

(SW-1) (SW-2)
ceTb
10Base-T

Puc. 3. dusunueckan cxema JIBC gna nabopatopHoi pabotbl N2l (cutyauusa 1)

-
MapuwpyTtusarop PC-2
(Virtual)

PC-1

(Virtual) Linux (Virtual)

192.168.201.1 192.168.200.1

192.168.132.1

Nety

<

VirtualBox Switch VirtualBgx Switch VirtualBgx Switch rtualBox Switch

192.168.1321254

|
|
|
|
|
|
| Host{Only
| N
|
|
|
|

192.168.150.1
3COM SW-2
MK-1 (Host) MK-2 (Host) 172.19.42.143 | MK-4 (Host)

Bo BHeLWHOWO ceTb

192.168.150, s 192.168.151.2 ~ \
s | %192,168.150.4
]172.19.42.152

Puc. 4. lornyeckana cxema JIBC ana naboparopHoi pabotbl Nel (cutyauusa 1). IP-
cetb 1 umeer agpec 192.168.201.0/24, IP-ceTb 2 umeeTt agpec 192.168.200.0/24,

BHELUHAA CeTb NogKNloUeHa uepes 192.168.132.0/24
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VLAN-3 VLAN-4
C-02
(tagged VLANSs 2/3/4)
B-02 2 -
A-02 10 10Base-T
MnK-2
(mapwpyTtuiaTop) VLAN-2
10Base-T
(tagged VLANSs 3/4)
Bo BHeLuHIOO KommyTaTtop Ethernet-1 KommyTaTtop Ethernet-2
ceTb (SW-1) (SW-2)

172.19.42.142 172.19.42.143

Puc. 5. ®usunveckas cxema JIBC s 1aboparopHoii padotel Nel (curyanust

2)

—_—————

MapuwpyTtusartop
Linux (Virtual)

192.168.142.1
192.168.200.1
192.168.201.1

tagged VLANSs 2/3/4

tagged VLANSs 2/3/4

VirtualBox Switch VirtualBox Switch| VirtualBox Switch

7

/.

(BO BHELWHIOO

*™  MK-2 (Host)

| S
192.168.150.1

MK-1 (Host)

4 — T tagged VLANS 3/4

Bo BHeWHWO ceTb

Puc. 6. Jlornueckana cxema JIBC ana naboparopHou pabotbl Nel (cutyauums 2). IP-
cetb 1 umeet agpec 192.168.201.0/24, IP-cetb 2 umeeT agpec 192.168.200.0/24,

BHELLHAA CeTb NOAKNIOUeHa Yepes 192.168.142.0/24
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THopaook evinonnenus padbomot

[Tepen BeIOTHEHUEM JIAOOPATOPHOU PAOOTHI HEOOXOIUMO:

. T1oAroTOBUTH CXEMBI CETH C yKa3aHHUEM IP-aJipeCOB B COOTBETCTBHH C
BApUAHTOM.

. [logroroButh BupTyasbabie MamuHbl PC-1, PC-2, Ha KOTOPBIX MOXKET OBITH
yCTaHOBJICHA JII00as ceTeBasi onepalonHas cuctema, Hanpumep Microsoft
Windows XP umm Linux.

. IlonAroToBUTh BUPTYyalbHYIO MAIIUHY, KOTOpas OyJeT BBINOJHSITH POJIb
MapuipyTu3aropa. Pexomenmyercss wucnonb3oBaTh auctpuOyTHB Debian
GNU/Linux. Jlns maHHON BHPTYaJIbHOW MAIMHBI HCIIOJIB30BAaTh CETEBBIC
anantepsl «PCnety, obecneunBaromue Inepeaadyy TITMPOBAHHBIX KaJpoOB
VLAN.

B ycranosnennoit OC Linux momkHa 0bITh BKITFOUeHa moanepkka VLAN. B

Debian He0OX0MMO YCTaHOBUTH COOTBETCTBYIOIIHI IMAKET KOMaHI0M

apt-get install vlan
PexoMeHIyeTCsl TakKe YCTAaHOBUTh TI'PapHUECKyI0 BEPCHIO TEKCTOBOIO
penakropa Vi. B Debian cooTBeTCTByIOIIMI MMaKeT yCTaHABIUBACTCS

KOMAaHJI01

apt-get install vi-gnome

Toavko onn Debian! B cnywae, ecnmu o6paz OC Debian Linux
KOIUPYETCS/KIOHUPYETCS,, HEOOXOAUMO OTKIIOYUTh KOHTpoiab MAC-
anpecoB uHTepdeiicoB B daitme  «/etc/udev/rules.d/75-persistent-net-
generator.rules»  (u3MeHATH  (aiim  MOXHO TOJIBKO C  IMpaBaMu
aIMUHUCTpaTopa). st 7TOro BHECTH B PUBEICHHBIN HIDKE pa3iel CTPOKY
C Mackoi ceTeBbIX amantepoB VirtualBox u mepesarpy3uTh onepanroHHYy0

CUCTEMY.

# ignore interfaces with locally administered or null MAC
addresses

# and VMWare virtual interfaces

ENV{MATCHADDR}=="?[2367abef] : *", ENV{MATCHADDR}=""
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ENV{MATCHADDR}=="00:00:00:00:00:00", ENV{MATCHADDR}=""
ENV{MATCHADDR}=="00:0c:29:*]00:50:56:*", ENV{MATCHADDR}=""
ENV{MATCHADDR}=="08:00:27:*", ENV{MATCHADDR}=""

4. ToaroroButh koMmyTatopel 3COM Switch 1100 (SW-1, SW-2) nus
MoJeIUpoBaHus cutyauud 1, 2 3amaHus (OpU  TOAKIIOUEHUU K
KOMMYTaTOpaM HCIOIb30BaTh UM «Manager, mapoib — «SUperusery). s
3TOTO HACTPOUTH:

e moptel 1-2 kommytatopoB SW-1, SW-2 mis pabotet B VLAN-2 6e3
TETUPOBAHMSI,;

e moptel 3, 4 xommytatopa SW-1 mus paborst B VLAN-3 06e3
TErUpOBAHUS;

e moptel 3, 4 xommytatopa SW-2 gas paGotst B VLAN-4  6e3
TErUpOBAHUS;

e 1opThl 5, 6 kommyTaropoB SW-1, SW-2 nns paboter B VLAN-2/3/4 ¢
TErHPOBAHUEM.

BeinonHeHne 1abopaTopHOi pabOThl BKIIOYAET CIIETYIOIINE ITalbL:

1. Hoakawuyenue u 3anyck padoouux cranmmii PC-1, PC-2

Ileas mamHOrO »JTama COCTOMT B MOATOTOBKE Moxaeneid |IP-ceren,
B3aMMOJICUCTBUE MEXJy KOTOPHIMU OyJeT HacTpauBaThCsi B JabOpaTOpHOU
pabore.

1. TloaxirounTh 00pa3 BUPTyanbHON MamuHbl B cucteMe VirtualBox Ha ogHOM

U3 KOMITHIOTEPOB JlabopaTtopuu. B HacTpoiikax BUPTyaIbHOW MAIIUHBI B

pazaene «CeTb» BKIIOYUTH | ceTeBOil aganTep, JJIsi KOTOPOro yKas3aTh THII

noakaroueHust «CereBoii Moc™» | cereBoit amantep «Realtek 8029» wmm

«3COMy (B 3aBUCHMOCTH OT KOMITBIOTEPA).

2. 3amyCcTUTh BUPTYaIbHYIO MAIIIUHY.
3. Hactpouts IP-ampec cereBoro wunTepdeiica BUPTyaTbHONW MAaIIWMHBI B

COOTBCTCTBHHU C BAPUAHTOM.

105



4. TloakJIOUUTh KOMIIBIOTEp 4Yepe3 COOTBETCTBYIOUIMM pa3beM MaTy-MaHeIu
«B-0x» Ha mopT kommyTaropa 1 v 2 (g 1-i cuTyanuu U3 3aj1anus).
5. Illoropute maru 1-5 gnsg 2-i BUPTyaJdpHOM MamMHBL (Ha JApYyroM

KOMITBIOTEPE).

2. Iloaxk0yeHHe 1 HACTPOMKA MapUIPYTH3AIMN. CI/ITVZI]_[I/ISI 1

Llenp MaHHOTO 3Tana COCTOMT B HACTPOWKE MApUIPYTU3ALHMH CPEICTBAMU
OC Linux pmns cuTyaluu, KOTJIa Ha MapIIpyTH3aTOPE YCTAaHOBJICHO 3 CETEBBIX
uHTepdeiica. PUIbTpbl HAa JAaHHOM JTale HE HacTpauBaloTci. Beixox BO
BHEIIIHIOW ceTh oOecneunBaeTcs depe3 VirtualBox Host-Only Network (ampec
cetu 192.168.13x.0/24) 1 MapuIpyTU3UPYETCS XOCT-KOMITBIOTEPOM.

1. TloAKIIOYUTH XOCT-KOMIIBIOTEPHl B CETh B COOTBETCTBHM C (PU3MYECKOUN
cxemoi [yt cutyauuu 1. Menons3oBats nopTsl 1, 2 KOMMYyTaToOpoOB.

2. TlogkiarounTh 00pa3 BUPTyallbHOW MamuHbI 10 ynpaeieanem OC Linux B
cucreme VirtualBox Ha omHOM U3 KOMIIBIOTEpOB Jsaboparopuu. B
HACTpOWKaxX BUPTYyaJbHOW MalIMHBI B pazaene «CeTb» BKIOYHUTH 3 CETEBBIX
ajantepa u HaCTPOUTH CIEAYIOIUM 00pa3oM:

e apantep l: Tun nomkmroueHusT «CeTeBOM MOCT» M CETEBOM aJamnTep
«Realtek 8029» nmu «3COM» (B 3aBHCHMOCTH OT KOMITBIOTEPA);

e ajantep 2: THN noakmoueHus «CeTeBoil MOCT» M ceTeBoil anantep «D-
Link DGE-528»;

e ajanTep 3: TUN NOJAKIIOUEeHUS « BUpTyanbHbINA agantep XoCTa) U CETEBOM
amantep «VirtualBox Host-Only Ethernet Adapter.

3. 3amyctuth OC LinUX Ha BUPTyadbHOH MaIlMHE, 3alyCTUTh KOHCOJb C
paBaMy aJJMUHUCTPATOPA.

4. BBIKITIOYUTH CETEBbIE MHTEP(Echl KOMaHIO0M

ifdown --all
5. HactpouTh craTtudeckue aapeca CETeBbIX MHTEP(HEHCOB MapIIpyTH3aTopa.
Hns osroro B daiine /etc/network/interfaces mns kaxgoro cereBoro

untepdetica (eth0, ethl, eth2) 3agars ip-agpec, MacKky MOJACETH U IILTIO3:
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auto ethO

iface eth0 inet static
address x.x.xX.X
netmask x.x.x.x

gateway X.X.X.X
6. BximounThb ceTeBble MHTEP(ENCHI ¢ 3a1aHHBIMU HACTPOHKAMU:
ifup --all
7. Tlpoeputh ¢ momombto komauasl ifconfig, uto TpeOyembie HacTpoiiku
CETEBbIX UHTEP(EICOB YCTAHOBJICHBI.

8. Bxmounthb IICpCHAIIPABJICHHUC ITAKCTOB C MCITIOJIb30BAHNCM KOMAHbI:

echo 1 > /proc/sys/net/ipv4/ip forward

9. C HCIoJIb30BaHWEM YTHIUTHI PiNG TPOBEPUTH BO3MOXHOCTH CETEBOTO
B3aMMOJICUCTBUS BUPTYalIbHBIX padounx cranuumii PC-1, PC-2 ¢ cepBepom u
MeXIy coboit (mpoBepsATh 1o ip-aapecam!). IIpoBepuTh BO3MOXKHOCTB
noctyma ¢ cepepa Linux k cepepy kadeapbl ASUSErV (s JocTyna K

Asuserv ¢ PC-1, PC-2 notpebyetcs BoinoiHUTh HacTpoiiky NAT, cwm. 1. 4).

3. Hoakawvyenue v HACTPOHKA Mapmpyruzauuu. Curyanus 2

Ilenp MaHHOTO 3Tana COCTOMT B HAaCTPOWKE MapUIPyTHU3ALHUH CPEICTBAMMU

OC Linux mis cuTyaluu, KOTjla Ha MapIIpyTH3aTOpe YCTaHOBJIEH | ceTeBoi

uHTEeppEenc, a CEerMeHThl CEeTH pasleieHsl 3a cyeT ucnonb3zoBanus VLAN.

QOwIbTppl Ha JAHHOM 3Tale HE HACTPAMBAIOTCA. BBIXOJA BO BHEHIHIOK CETh

oOecrieunBaercs uepe3 ceTb 192.168.14x.0/24 u mapmipyTHU3UpyeTCsl XOCT-
KOMITBIOTEPOM.

1. TloakIIOYUTh XOCT-KOMIBIOTEPHl B CEThb B COOTBETCTBUU C (PU3NUECKOU

CXEMOU I CUTyalluu 2:

e [IK-1 (PC-1) Bxmtountsh B VLAN-3;

o [IK-4 (PC-2) Bitounts B VLAN-4;

e [IK-2 (Router Linux): cereBoii murepdeiic 1 («Realtek 8029» wnmm
«3COM») wuepe3 pazseM B-0x Bxmounte B VLAN-2; cereBoii
untepdeiic 2 (amantep «D-Link DGE-528») wuepe3 pazpem C-0X
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BKIIOYUTh B TMOPT KOMMYTaTropa, HACTPOCHHBIM IS Tepenadyu
terupoBaHHbIX Kaapos 802.1Q (VLAN-2/3/4);
® KOMMYTAaTOpPHl COCIWHUTH JPYT C APYrOM uepe3 IMOpPThI, HACTPOCHHBIC
JUTS TIepeiayn TerupoBaHHBIX KaapoB 802.1Q (VLAN-2/3/4).
. IoakirounTh 00pa3 BUPTyallbHOW MamuHbI 10 ynpasieauem OC Linux B
cucreme VirtualBox Ha oHOM W3 KOMIBIOTEpOB Jjaboparopun. B
HACTpOMKaxX BUPTyalbHOW MammHbI B paszaene «CeTh» BKIIOYUTH 1-i
BUPTyaJIbHBIA CETEBOM amanTep M HACTPOUTH €ro Ha paboTy B pexXUME
«CereBoii MocT» uepe3 ¢usnueckuid amantep «D-Link DGE-528y». [Ipyrue
BUPTYaJIbHBIC CETEBBIC a/IalITEPhl BBIKITFOUNTb.
. 3amyctuth OC LinUX Ha BUPTyadbHOH MaIllMHE, 3alyCTUTh KOHCOJb C
IpaBaM# aIMUHUCTpATOpA.
. Coznarp BupTyansHbie uaTepdeiice as kaxaon VLAN c ucnonbpzoBanueM

KOMAH/JIbI.
//nobaBieHue BUPTYAJILHOTO uHTepderica OJId VLAN-2 Ha
busmuueckur murepderic etho

vconfig add eth0 2

. Hactpouts croco® ¢dopmupoBaHuss UMEH BUPTYaJIbHBIX HHTEP(HENHCOB B
Buze eth0.x, roe X — unentudukatop VLAN:

vconfig set name type DEV PLUS VID NO PAD

. Beiximrountsb ceteBbie nHTEpGhENHCh KOMaHI0M

ifdown --all

. Hactpouts CTaTUYECKUE ajzpeca BUPTYaJIbHBIX uHrepdeiicon
mapuipytuzaropa. s storo B daitie /etc/network/interfaces mns xaxmoro
BUpTyanbHOro uHTepdeiica (eth0.x) 3amaTh Ip-agpec, MacKy MOJCETH H

nuto3. [Ipu 3ToM Ha cam du3nueckuil HTEpPeic aapec He Ha3HAYATh!
auto ethO
iface eth0O inet static
address 0.0.0.0
netmask 0.0.0.0
auto eth0.2

108



iface eth0.2 inet static

address X.X.X.X
netmask x.x.x.X

8. BximounThb ceTeBble MHTEP(ENCHI ¢ 3aJaHHBIMUA HACTPOHKAMHU:
ifup -all

9. IIpoBeputh ¢ momompio komauabl ifconfig, uro TpeOyemble HACTPOMKH
CETEBBIX HHTEP(EHCOB YCTAHOBJICHBI.

10. BxirouuTts ICPCHAIIPABJICHUC ITAKCTOB C HCITIOJIB30BAHUCM KOMAHBI:

echo 1 > /proc/sys/net/ipv4/ip forward

11. C wucmoJib30BaHWEM YTHJIMTHI PINQg MPOBEPUTH BO3MOXKHOCTH CETEBOIO
B3aMMOJICUCTBUS BUPTYalIbHBIX pabounx cranmuii PC-1, PC-2 ¢ cepBepom u
MeXIy coboit (mpoBepsaTh 1o ip-aapecam!). TIpoBepuTh BO3MOKHOCTB
noctyma ¢ cepepa Linux k cepepy kadeapsl ASUSErV (s JocTyna K

Asuserv ¢ PC-1, PC-2 notpebyetcs BoinoHUTh HACTpoiiky NAT, cwm. 1. 4).

4. Hactpoiika npaBuJa puiasTpanuua 1 NAT

[lenp pmaHHOrO »JTama COCTOMT B HACTPOWKE MPOCTEUIIMX IPABUI
GunpTpanu Ha Mapmpytuszatope cpeiacrBamu OC Linux st pa3rpaHUYeHUs
nocryna Mexay IP-ceTsiMu Ha ypoBHE aJpecoB U CETEBBIX CIyX O (110 HOMepam
noproB). CpelcTBaMu CTaHJAPTHOTO MEKCETEBOro 3KpaHa Linux HactpauBaercs
takke pexkum NAT 117151 BBIX0/1a BO BHEITHIOO CETh.

B npumepax komaHa HaCTpOMKH MpaBui GUIbTpAIUU, TPUBEAEHHBIX HIXKE,
npeanonaraercs, uto udepe3 uHTepdeiicel €thO, ethl mnoAKIIOYEHBI CErMeHTHI
JIOKaJIbHOM ceTH, a uepe3 eth2 opraHn30BaH BHIXOJ BO BHEIIHIOK CETh.

1. Hactpoutb TpaHCHAIUIO aapecoB st uHTepdeiica, 00eCneunBaroIiero

BBIXO/] BO BHEIIHIOIO CE€Th (HEOOXOIMMO JUIsl KOPPEKTHOW MaplIpyTHU3aluu

BO BHEIIIHEHN CETH):

iptables -t nat -A POSTROUTING -o eth2 -j MASQUERADE
2. IlpoBepuTh BO3MOXKHOCTH JOCTyNa C BUPTYQJIbHBIX paOOYMX CTAHLUN K

BHEIIHEMY cepBepy 1o aapecy 172.19.42.10.
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3. OuucTUTh BCE IEMOYKH TAOIUIBI (PYIIBTPAIMM M YCTAaHOBUTH IpaBUja IO
ymomuanuto qis  nenouek  INPUT, FORWARD, o6ecneuunBarornue

yJaJicHUe SIBHO HE 00pabaThIBaeMBIX MTAKETOB (JIJIs1 BCEX BAPUAHTOB):
iptables -F

iptables -P INPUT DROP //orBpacuBaHnue BCeX BXOLOAUWMX
[axkeTos,

//npenHagHaquHbe OJI4 CaMOI'O MaplupyTM3aTopa

iptables -P FORWARD DROP //oTGpachBaHue BCEX [IaxKeTos,
/ / Tpebyoumx rnepeHanpapJieHUs Ha OpyTOM
nHTepbemc

4. Pazpemmuts npoxoxaenue |ICMP-Ttpaduka Mexay ceTsiMu [l 00ecTieUeHHUsI

paboTel yTHIUT PiNg 1 traceroute (i1 BceX BapUaHTOB):
//0JI8 TPOBEPKM CBA3M C CaMMUM MaplpyTr3aTOpPOM
iptables -A INPUT -i ethO -p icmp -3 ACCEPT
iptables -A INPUT -i ethl -p icmp -3 ACCEPT
//0JI8 TPOBEPKM CBA3Y MEXIy I10ICeTIMU

iptables -A FORWARD -i ethO -p icmp -j ACCEPT
iptables -A FORWARD -i ethl -p icmp -j ACCEPT

5. Hacrpouts mnpaBuia ngocTyma K pecypcaM CETH B COOTBETCTBHHU C

BAPUAHTOM, HAIIPUMED:

//paspemaeM MNOOKJIOUATHCS K Asuserv Ha mnopT TCP-110 (mpoTokoJ
//OoocTyna K I[IOYUTOBOMY AmMKY POP3) M3 ceTu, OOIOKJIIOYEHHOM Ha
//nHTepderic ethO

iptables -A FORWARD -i eth0O -d 172.19.42.10 -p tcp --dport
110 -3 ACCEPT

//paspemaeM NPOXOXIeHMEe Tpadmuka B OOpPATHOM HANPAaBJIEHUU

//05a yCTaHOBJIEHHEIX COEIUMHEeHUM

iptables -A FORWARD -m state --state ESTABLISHED, RELATED -7
ACCEPT

//paspemaeM MOOKJOUATHCA KIMeHTam wu3 ceru 10.1.1.0/24 «k
//pabouert crauuum 10.1.2.1 no JjoBoMy MOPOTOKOJIY

iptables -A FORWARD -s 10.1.1.0/24 -d 10.1.2.1 -p ANY -j
ACCEPT
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6. HpOBGpI/ITB BSaHMOHCﬁCTBHC Y3JI0B CE€TU B COOTBCTCTBHM C 3addHUCM,

npeaAyCMOTPCHHBIM BApPUAHTOM. HpOBCpI/ITB HCBO3MOXHOCTb APYI'UX BHIOB
BSaHMOHeﬁCTBHH MCIKAY CCTAMMU. HpOBepI/ITB HCBO3MOXHOCTb OOCTYyIIa K

MapuIpyTHU3aTOPy U3 BHEIIIHEW CETH.

5. COXDaHeHHe ClIIeHAPHS HACTPOIMKHN MapuipyTHu3aropa

[lenp maHHOrO ATama COCTOMUT B  co3daHuu  (aitma  creHapus,

omnpenensionmero cerepele HacTpoiiku OC Linux mis pa®oTel B KadecTBe

MapIIpyTHA3aTOpa C MPaBUIaAMH JIOCTYIa, ONPEACICHHBIMU BapuaHToM. CrieHapuii

JOJDKEH oOecnevyrBaTh KOH(PUTYpAIUMIO JKPaHUPYIOIIETO0 MaplIpyTH3aTOpa,

34JaHHYIO BAPpHUAHTOM, IIOCJIC IICPC3aIrpy3KHU OHepaHHOHHOﬁ CHUCTCMBEI.

A W e

Cooepicanue omuema

THTYIIbHBIN JIUCT.

[lenb paboTHI, 3a1aHKE.

Cxewmnbl JIBC ¢ ykazanuem |IP-aapecoB mo BapuaHTy.

MapupyTu3zaius uatephencos.

4.1. Coneprxanue daitna «etc/network/interfaces» nns curyarum 1.

4.2. Pe3ynbpTaThl IPOBEPKU AOCTHKUMOCTH U3 CETH | A CeTH 2 U BHEIIHEH
CETH.

MapumpyTtuzanus VLAN,

5.1. Conepxanue daiina «etc/network/interfaces» mst curyaruu 2.

5.2. Pe3ynbTaThl IPOBEPKHU AOCTIKUMOCTH U3 ceTU | JJIs ceTr 2 ¥ BHEUTHEH
CETH.

[IpaBuna dunbTpamnum.

6.1. Pe3ynbrarhl IIPOBEPKH JIOCTYITHOCTH CETEBBIX CIIy %0,
IPeyCMOTPEHHBIX BAPUAHTOM.

6.2. Pe3ynbrarel TPOBEPKH HEBO3MOXXHOCTH CETEBOIO  JOCTYMa, He
PEIyCMOTPEHHOT'O BAPUAHTOM.

Cuenapuii 3amycka ((aiin crieHapust 1Jis 11.5).
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KoHTpoiibHBIE BOITPOCHI
B uewm 3akirodaeTcss OCHOBHOUM MPUHIMI PabOTHl YCTPONCTB: KOHIIEHTPATOp, Xao,
MTOBTOPUTEINH?
VYKaxxuTe HEJOCTATKU CTPYKTYPUPOBAaHUS CETH HA OCHOBE KOHIIEHTPATOpOB?
Hcnonb3ys cxeMy ceTu, IPUBEIUTE MIPUMEP MEpeaun KaapoB OT y3Jia OTIPABUTENS
K Y311y [oJy4aresnto?
KakuMm u3 ykazaHbIX B NPOEKTE YCTPOMCTB HEOOXOAMMO Hanuyue (U3MYECKUX
aapecos (MAC)?
Kakyro 50rm4eckyro TOIIOJIOTMIO BBICTpauBaeT ceTeBo KoHLeHTparop? Kakyro
(U3UUECKYIO TOMOJIOTHIO CETH UCTIOIB3YIOT MPH MPUMEHEHUH KOHLIEHTPATOPOB?
B kakoM pexume pasneneHus oOmiei cpeabl Nepenadd JaHHBIX (YHKIHOHHPYET
KOHIIEHTpaTop?
Onummre cleHapuii BO3HUKHOBEHUS W OOpaOOTKM KOJJIM3UM B CETH Mepenadu
JTAaHHBIX, OCHOBAaHHOM Ha IPUMEHEHUH KOHLIEHTPaToOpoB?
[Tepeuncnute Hanboee pacpocTpaHHEHHBIE TUITBI (PU3MYECKUX CETEBBIX PA3bEMOB
Y HOMEHKJIaTypy COE€AMHUTEIbHBIX Kabesel, UCIob3yeMbIX Ha KOHLIEHTparopax?
VYkaxute HaszHaueHue Uplink-mopra na Ethernet-koHuentparope u HazHaueHUE
tym6aepa Normal/Uplink?

112



IIpaktrueckoe 3ansatue 7 Ilpaktuueckoe uzyuenue WIFI poyrepa

Heap: M3yunTs OCHOBHBIE CLIOCOOBI MOJKIIOYEHHS YCTPONCTB K OECIIPOBOIHOM CeTH

KpamKue meopemu4yecKkue ceedeHusi

Hcnonp3oBanue paznuyHbX ycTpoicTB ¢ WiFi cTpeMHuTENbHO BPBIBACTCS B HAILy YKU3HB,
ceifuac WiFi ocHallieHa He TOJNBKO CIIOYKHAasi TEXHUKA BPOJie HOYTOYKOB M KOMMYHHKATOPOB, HO
U JaXe Takue NPOCThIe Ta/DKEThl, Kak Qoropamka. HactpamBaTh uX IUIsl TOIKITIOUEHHS K
OeCIIpOBOJIHBIM CETSM CTAHOBHUTCS HENPOCTBIM JEJIOM, II03TOMY HE YJIMBUTEIBHO HOSBICHUE
TEXHOJIOTUH, O3BOJISIOMINX 3HAYUTEIHHO YIPOCTHTD IPOIETypPY HACTPOHKH.

Co3nanue HOBOWM OecHpOBOJHOM CETHM HAUMHACTCA HENOCPEACTBEHHO C KOH(Urypanuu
TOYKH JocTyna (OecmpoBOJHOTO MapIIPyTH3aTOpa) MOAKIIOYCHUS K HEW KOMITBIOTEPOB H
Jpyroro 6ecrpoBOHOI0 000PYy10BaHMSL.

TpaauMOHHBIA CITOCOO HACTPOMKU C TOYKH 3PEHHUS OOBIYHOTO IMOJB30BATENS BBITISIUT
OYCHb CIIOKHBIM: HY>KHO TIPOM3BECTH HETPOCTHIC JACHCTBHS C MOAKIIOUYCHHEM K TOYKE JOCTyIa
JUIs TEepBOM HACTPOMKHM, HYKHO CO3/1aTh BpPYYHYIO HMs OECIpPOBOJHOW CETH, YKa3aTb
CJIOKHBIM W TPYAHO BOCHPOU3BOAMMBIN K04 Oe3omacHOCTH. M Bech 3TOT mpoliecc HacTpOMKU
TpeOyeT, 4TOOBI TOJIb30BaTeNIb UMeIN 0a3oBble 3HaHus 0 WiFi. Emy Oyner kyna mporie npocTo
HaKaTh Ha KHOMKY wiu BBecTH [IMH, 4To0BI BCe camo HacTpomioch U noakirouniock. Wireless
Protected Setup (WiFi Protected Setup- WRPS) kak pa3 mpuaymana, 4toObl OBICTPO,
MaKCHUMaJbHO TPOCTO M 0€30MacHO HAcTpauWBaTh CETEBBIE YCTPOMCTBa M KOMIbIOTephl. K
OpUMeEpy, OJWH U3 CIOCOOOB MOJKIIOYEHUs HUrpoBoi KoHconu ¢ WiFi k 6ecripoBoIHON ceTH:
JIOCTaTOYHO HaxkaTb Ha KHonku WPS Ha OecnpoBOJHOM MapLIpyTH3aToOpe M Ha HUIPOBOM
KOHCOJIH.

WiFi Protected Setup ceiiuac sBasieTcs CTaHAApPTOM I TPOCTOTO M 0O€30MacHOTO
co3manus OecrmpoBojHOW ceth. B Tepmunomoruum Microsoft ato Windows Connect

Now (WCN).

Applications

Plug and Play Extensions

Function
Discovery

UPnP, Device Profile for Web Services, ...

1P Network
{IPv4, IPv6)

LLTD: TopologyMap
Windows Connect Now

LLTD: QoS Extensions

R
EthernetWireless
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Cpena KOH(UTYpaIuu 0eCIPOBOTHBIX YCTPOWCTB MOXKET OBITh
pasuoii: Ethernet, WiFi, USB ka6enn wiu USB ¢uiemn muck. Konduryparus 6ecrpoBogHoro
ycTpoiicTBa  MoxkeT — ocymecTBisatees  uepes [IMH-kox  (PIN - Personal  Identification
Number), gepe3 nHaxatust konduryparronnsix kHornok (PBC - Push Button Configuration,

Ha xauekcTBO CBSI3U CHJIBHOE BIIMSHHE OKa3bIBET PACCTOSHUE W HAJTUYHE MPEMSATCBUH MEXITY
pPOyTEpPOM M a0OHOHTCKUM YCTPOWCTBOM

I v UsB Wi-Fi
@)

V.

3m 4m 5m 6m m 8m 9m 10m 1lm 12m 13m 14m 15m 16m 17m 18m 19m 20m 2Im 22

Wi-Fi RF path loss
2.4GHz (+1 wall, +2 walls)
5GHz (+1 wall, +2 walls)

-55dBM

-60dBM

~650BM
hlsgh performance

acceptable performance
=TUUDm

a
U

-75dBM

Kaxxnoe ynBoeHue paccTosHUS MPUBOJUT K MaJEHHUIO CUTHajda Ha 6 AbM, M Mbl 4ETKO
BUJUM 3TO, U3y4as TOJICTYIO KpacHYI0 KpuByto mis 2,4 I'Tu: na 1 M curnan -40 nbm, Ha 2 M 310
-46 nbMm, Ha 4 M 3TO -52 1bM.

CTeHbl M MHBIE NPEMSTCTBHS — BKJIIOYas, HO HE OTPAaHUUYMBASACH YEJIOBEUECKHE TEIA,
mikagel, Medenb, ObITOBYI0 TEXHUKY — em€ Ooblle ociaadar curHai. [Ipocroe mpakTuueckoe
npaBwio — -3 1bM Ui KakJOW CTEHBl WM JPYroro 3HAYUTENIBHOTO NpensaTcTBusA. boiee
TOHKME JIMHUU TOTO >K€ I[BeTa Ha TrpaduKe IMOKa3bIBAIOT IIa/ICHHE CHUTHala Ha TeX JKe
pacCTOSIHUAX MPH T00ABICHUH OAHON-IBYX CTEH (WM APYTUX NPENSATCTBUN).

B wupeane xoyercs MMETh ypOBEHb CUTHajla He MeHee -67 nbm, oaHAaKO HE HYXHO
0ECITOKOUTHCS O TOM, YTOOBI MOBBIIATH €T0 CHIJIBHO BBIIIE 3TOH OTMETKU — OOBIYHO Pa3HUIIBI B
CKOpPOCTU MEXAy MOIIHBIM -40 1bM 1 XuibiM -65 1bM HET, MyCTh OHM M HAXOMASITCS JAJIEKO IPyT
or npyra Ha rpaduke. Ha pabGory WiFi Brnuser ropaszno Oombine (pakTopoB, 4eM MpPOCTO
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MOIIIHOCTh CHUTHAJIa; KaK TOJILKO BbI IIPEBBICUTE MUHUMYM, YK€ HEBaYKHO, HACKOJIBKO UMEHHO BbI
€ro MPEBbICUIIH.

Ha camomM gene, clIMIIkoM MOLTHBINA CUTHANT MOKET OKa3aThCs TaKOi ke mpoOsieMoil, Kak u
CJIMIIIKOM XWJIBIH — MHOTHE TIOJIh30BaTeNd Ha (PopyMax KalyrTCs Ha HU3KYIO CKOPOCTbh, ITOKa
KaKOW-HUOY/Ib CMBILUIEHBIN YEIOBEK HE CIIPOCUT MX: BBl YTO, PA3MECTHIIA YCTPONCTBO MPSMO
psiaoM ¢ Toukoi goctyna? OTOJIBHHBTE €ro Ha METp-ABa U nompoOyiite cHoBa. M, KoHEuHO,
npobiieMa ucuesaer.

[TpaBuiio 1: He Oosblile ABYX KOMHAT U AIBYX CTE€H

Hame nepBoe npasuiio 1uid pazmerenust Touku gocryna (T/l) — He Gonblie 1ByX KOMHAT
u 1Byx creH Mmexay T/l u ycrpoicrBamu. IIpaBuio AOBOJIBHO pacIUIBIBYUATOE, ITOCKOJIBKY
KOMHATBI OBIBalOT pa3HOro pa3Mepa U (popMbl, a y pa3HbIX JIOMOB pa3HbId COCTAaB CTEH — HO 3TO
HEII0Xas TO4YKa OTCYETa, M OHA XOpPOUIO IIOCIYKMT BaM B JOMax THUIIMYHOIO pasMepa MU
KBapTUPAX C JOCTATOYHO COBPEMEHHBIMU MEKKOMHATHBIMYM CTEHAMU U3 THIICOKAPTOHA.

Tunuunelii pazmep, no kKpaitHeil mepe, B Oousbuieit yactu CIIIA, o3HauaeT crajabHU
JUIMHOM 3-4 MeTpa M TOCTHUHBIE JJIMHOW 5-6 METpOB MO OJHON W3 CTeH. Eciu B34Th JEBSITH
METPOB KaK CpPEAHIOK JUCTAHLHUIO, IOKPBIBAIONIYIO <«JIBE€ KOMHATBI», W J00aBHM JBE
BHYTPEHHUX CTEHBI, 10 -3 1bM Ha KaXk1ylo, Hallla KpUBas MOTEPb PaJMOBOJIH ITOKA3bIBAET, YTO
curansl Ha 2,4 I'T Oynyt nmpekpacHo ce0si 4yBCTBOBaTh ¢ mokazarteneM -65 nbm. C 5 I'Tn
CUTyallMsl HE Takas Xopollas — eClIM HaMm HoTpeOyroTcs Bce 9 MeTpoB M 2 CTEHbI, TO MbI
ormyctumcs 10 -72 n1bm. DToro 10cTaTo4yHoO JUIsl YCTAaHOBIIEHUS CBSI3U, HO U TOJBKO. B peanbHOl
J)KU3HU YCTPOUCTBO C CUTHaAJIOM Ha -72 nbm Ha 5 I'T'l yBUIUT IPUMEPHO Ty K€ MPOMYCKHYIO
CIOCOOHOCTB, YTO U YCTPOMCTBO Ha -65 nbMm Ha 2,4 I'T'm — ogHako ¢popmansHO Oojiee MeaIeHHAsS
cBs3b Ha 2,4 I'T'11 okaxkeTcst 6osiee CTaOMIIBHOM 1 TOKaKET MEHbINNE 3a/I€PIKKH.

KoneuHo, Bc€ 3TO mpu yCIOBHM, YTO €JUHCTBEHHBIMH HAIIUMHU MpoOiemMamMu OyayT
paccrosHue M ocnabieHue curHana. Ilomp3oBarenu B CEIbCKOW MECTHOCTM M B JIOMax C
0OJBIIMMU yYacTKaMH y>K€ HaBEpHsSKa 3aMETUJIM 3Ty Pa3HUIlY U YSICHWIN ce0e MpaKTHUeCcKoe
npasBwio «2,4 I'Ty — aTo kpyTo, @ BOT 5 I'T'11 — 3TO MOJIHBII OTCTOW». Y TOPOJICKHX KUTEIEH WIN
BIIAJICJIBIIEB JOMOB, CTOSIIIMX HA y4aCTKE Pa3MEpPOM C IOYTOBYHO MapKy, MMEETCS COBEPIIECHHO
JPYTOH OIBIT, KOTOPBIM MBI YYTEM BO 2-M IIPABHIIE.

HpaBI/IJ'IO 2: CIUIIKOM OOJIbIIast MOIOHOCTB NI€peaavu — 3TO IJI0XO

[Tnrocom curnana Ha 2,4 [T cnyxar nanbHOOOMHOCTh M 2PPEKTUBHOE MPOHUKHOBEHHE
CKBO3b TmpenarcTBusi. Mwunycom curHama Ha 2,4 ITn cioyxar... 1aaibHOOOWHOCTH U
a¢hekTUBHOE TPOHUKHOBEHUE CKBO3b MPETIATCTBUS.

Ecmu nBa WiFi ycTpoiicTBa Ha pacCTOSHUM «CIBIIIMMOCTIY» APYT OT Apyra MepenaroT Ha
OJIHOM U TOH e YacTOTe OJIHOBPEMEHHO, Y HUX HUYETO HE BBIXOJUT: Y YCTPOMCTB, AJIsi KOTOPBIX
OHHU TIEepeJaloT CUTHAJ, HET BO3MOXHOCTH pa3o0paTbcsi B 3TOM M MOHATh, KAKOW M3 CHUTHAJIOB
npenHazHayaeTcs Ay HuX. Borpeku pacnpocTpaHEHHOMY MHEHHIO, TYT COBEPIIEHHO HEBAXKHO,
HAXOJIUTCSl JIM YCTPOMCTBO B Ballleil ceTH WM HET — Ha3BaHue U mapoiab WiFi He umeror
HUKAKOr0 3HAYEHHUSI.

UtoOwl o Oosbiiel yacTu m30exkaTh Takou mpobaemsl, rob6oe WiFi ycTpoiicTBO mepen
nepegavell MOMHKHO CHayalla Mpociymarh dpup — U eciu Jr0oe Jpyroe yCTPOWCTBO Yke
nepenaéT Ha STOM JAMANa30He YacToT, TO Halle JOKHO 3aTKHYThCS M TOJO0XKJIaTh KOHLA
nepegayd. ITo HE YCTpaHsIeT MpobiieMy MOJHOCTHIO; €CIM JIBa YCTPONCTBA peliaTh nepeaaBaTh
OJIHOBPEMEHHO, OHHU «CTOJIKHYTCA» — U KaXIOMYy HYXHO Oyner BbIOpaTh ciaydyailHbIN
MMPOMCIKYTOK BPEMCHH, KOTOPOC OHU NPOBCAYT B OXKXKUAAHUU NICPCA TCM, KaK MMONBITATLCA CHOBA
YTO-TO MepeaBaTh. Y CTPOMCTBO, BEIOpABIIee MEHBIIEE CIIyYaitHOE YMCIIO, HAUMHAET MEePBBIM —
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€CJIM OHU HE BHIOEPYT OJMHAKOBOE CIy4yailHOE YMCIIO, WIM KaKOoe-TO JIPYroe yCTPOMCTBO He
3aMETUT NEPEBIIIKY B 3QUPEe U HE PEIIUT NIepeaBaTh CUTHAN, OTICPEANB O0OUX.

DTO0 Ha3BIBACTCS «3aTOPOM», U Uil OOJBIIMHCTBA COBPEMEHHBIX moib3oBareneid WiFi ato
Takas e OoupIas mpobiema, Kak u ociabiaeHne curHana. Yem Oojble y Bac yCTPOMCTB, TeM
Oosee 3arpyena ceTb. Kaxioe u3 BalIux yCTPOMCTB MOXKET CTOJIKHYTHCS C IPYTUM, U KaXKIOMY
NPUXOIUTCS YBaXKaTh ITPABUIIA TIOJIE30BAHUS 3)UPOM.

Ecnu Bam poytep mwnu TJ] moaaep uBaroT Takoi BapHaHT, TO YMEHBIIEHHE MOIIHOCTH
UCXOJAIIETO CUTHAIa MOXKET HAa00OpOT, yIy4YIIUTh OBICTPOACHCTBHE M POYMHHI — OCOOCHHO
eciu y Bac Memi-Habop wiu apyras noxosxkas cxema. Cetu 5 I'T' oObIYHO HEe HYXHO Tak
0CJ1a0JIsATh, TIOCKOJIBKY CUTHAJI B TOM CIIEKTPE M TaK JOCTaTOYHO OBICTPO OClIadisgeTcs, OJHAKO
s 2 I'T' Takoit BapuaHT MOKET TBOPUTH dyjieca.

[Tocnennee 3amevyanue aJis Jrodurtenei «aanbHoO0oHBIX» T/] — Takas TJ] MoxeT u paBaa
BBIJIaTh CUTHAJI CHJIbHEE OOBIYHOM, U JOOWTH HA Ooibiiee pacctosare. OJHAKO OHA HE MOXKET
3aCTaBUTh Ball TeldedOH WIM HOYTOYK YCHJIMTh CHTHad B OTBeT. llpu Takom namcOanmaHce
OT/ICNIbHBIE YaCTH BEO-CTPAHUIIBI MOTYT 3arpy»aThCs OBICTPO, OJTHAKO B IIEJIOM COEIUHEHUE
OyJlleT Ka3aThCsl HECTaOWIIbHBIM, ITOCKOJIBKY Balll HOYTOYK WU TesieoH OyneT cHavyana ¢ Tpy10M
3arpyath JIECATKH WIH COTHH OTIENbHBIX 3ampocoB o HTTP/HTTPS, neoOxomuMbIx mis
3arpy3KH KaxJa0u X BeO-CTpaHHII.

[IpaBumo 3: UCMONB3YHTE CIEKTP C YMOM

Bo BTOpOM mpaBuiie Mbl YIOMSHYJH, YTO BCE YCTPOIICTBa Ha OJAHOM KaHalle COPEBHYIOTCS 3a
3(pUpHOE BpeMs, BHE 3aBUCUMOCTH OT TOT0, K KaKOW CETH OHM MPUHAAIESKAT. Y OONbIIMHCTBA
JIOZIe OTHOILIEHHUS C COCEeNIMH HE HACTOJIBKO XOpOIlWe, YTOObI MOXHO ObLIO yOemuTh HX
MOHU3UTh MOULIHOCTb INEpeauu — Jake €ClId UX POoyTep MOANCPKHUBAET TaKylo (PYHKIUIO — HO
BbI MOXKETE MOHSTh, KAKUE KAHAJIbI UCIIOIb3YIOT COCEIHUE CETH, U N30erarpb ux.

C 5 I'T takoit npobaemMbl OOBIYHO HE BO3HMKAET, HO Ha 2,4 I'T'11 3TO MOXET JOBOJIBHO CHIIBHO
BIMATH. [103TOMY MBI peKOMeHTyeM OOJBIIMHCTBY JtoAel u3berats crangapra 2,4 I'Tu. A rae
n30eratb ero He Moyiy4aercs, UCToNb3yiTe npuinoxkenue tuna inSSIDer, 4To0bI nepuoInyecKu
u3ydaThb CBOE paJMOBOJIHOBOE OKPYXKEHHE, M TbITaTbcs M30eraTth HCIOIb30BAHUS CaMOro
3arpy>K€HHOT0 CIIEKTpa B pailoHe BaIIEero JoMa.

OmHako 3TO, K COXKAJIEHUIO, MOKET OBITh CIIOKHEE, YeM KaKeTCsl Ha TepBbId B3risiA. HeBakHo,
ckosbko SSID BbI yBUIUTE HA OTPEEIEHHOM KaHalle — BaYKHO, CKOJIBKO d()UPHOTO BpEMEHU OHU
peabHO MCIOJIB3YIOT, & 9TO HEJB3s MOACUUTATh HU Ucxoasd u3 KommuectBa SSID, Hu ucxons u3
quCcTOW MOIHOCTU curHana y BuguMbix SSID. InSSIDer no3Bonsier Bam caenarh eni€ oJiUH 1ar
Y U3YYUTH PEATbHYIO YTHIIM3AIUIO Y(PUPHOTO BPEMEHH B KaXXJOM KaHaJe.

B cerax 5 I'Tn 3arpy3ka kaHajioB MpeACTaBiseT COOON ropa3no MEHbBIIYI MpoOieMy,
IIOCKOJIBKY YMEHBIIEHHE NAIbHOCTH JECHWCTBUSA U NPOHUIAEMOCTH CUTHAjJa O3HAYAeT HaJIUu4ue
MEHBIIIETO KOJUYECTBA YCTPOWCTB, C KOTOPHIMU MPUXOJUTCS COPEBHOBAThCA. HacTo MOKHO
yCIBIIIATh 3asBJICHUS O TOM, YTO y 3TOrO CTaHAapTa OoJiblle KaHAJIOB JJsi pabOThI, HO Ha
MpaKkTUKE 3TO HE TakK, €CIM Bbl HE 3aHMMaeTech HacTpoiikoir WiFi Ha Tepputopuu Bamiero
OpeINpusaTHs, € HEeT KOHKypupylomux cereil. [/lomamnue poyrepbl Ha 5 I'T oObrdHO
HacTpauBalOT Ha mupuHy KaHana 40 wmu 80 MI'm, 4yTo O3HAyaeT, 4TO HENEPECEKAIUINXCA
KaHAJIOB peajbHO BCErO JIBa — HUXXHUM, COCTOAIIMNM M3 KaHaioB 36-64 mupunoit 5 MI'u, u
BEpXHUH, Ha KaHanax 149-165.
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Kaxnas cerp 5 I'Tn mmpunoit 40 MI'm 3aHuMaer 4yTh Oosbllie 8 peaibHBIX KaHAJIOB
mupuHOr 5 MI'n. Kak b1l NEHEK TyT CUMBOJIM3UPYET YETHIPE KaHaja MKUpUHON 5 MI'm.

B KoOMMeHTapusx HaBepHsIKa CTOMT OXHUAATh JUCKYCCHHM TIO TIOBOJAY JIaHHBIX
yTBepkIeHUH. TeXHH4eckH, MOXKHO yMECTUTh 4eThlpe ceTu mupuHoi 40 MI'n unm aBe cetu
mpuHo 80 Ml Ha Huxued wactu mosiockl 5 [T, Ha mpaktuke ke morpebuTenbekoe
o0opy0BaHuEe paboTaeT uepe3 NEeHb-KOJIOAY C HAK/IaJbIBAIOLUIMMUCA KaHajdaMu (K MpUMepy, ¢
nojnocoit 80 MI'm nenTpupoBaHHOi Ha KaHaie 48 wim 52), U3-3a 4ero Takoil A3PPEeKTHBHOCTH
CIEKTpa B peasIbHbIX JOMAIIHUX YCIOBHSIX J1OCTUYb CI0KHO MJIM IPAKTUYECKH HEBO3MOXKHO.

Mexnay nBymsl cTaHgapTHbIMU NoTpeOutenbckumu nojocamu (B CIIIA) ecth emé nBa
KaHana ¢ auHamuudeckoi yactoroil DFS (Dynamic Frequency Spectrum), omHako uX HY»XHO
JEIATh C TaKUMHM YCTpPOWMCTBaMH, KaK KOMMEPYECKME U BOEHHbIE pajaapel. MHorue
NOTPEOUTENBCKUE YCTPOICTBA OTKA3bIBAIOTCS JaXke MbITaThes ucnosb3oBaTh DFS. U naxe ecnu
y Bac ectb poyrep miu TJI, cormacHsle Ha ucnoib3oBaHue DFS, oHM JOIKHBI MOJUYUHATHCA
CTpOKaIlIUM TpeOOBaHUSAM, YTOOBI HE JaBaThb IOMEX HUKakUM panapam. Ilomb3oBarenun «B
[IIyIIN» MOTYT MPEKpacHo ucnonb3oBaTh DFS — oHako y HUX ¥ po06iieM ¢ 3arpy3Koi KaHalloB,
CKOpee Bcero, He Oy/erT.

Ecnu BBl 5kHMBETE pAIOM € a’3pornopToM, BoeHHOM Oa3zoil uinu moprom, DFS Bawm, ckopee
BCEro, HE NMOAOUIET — a ecnu Bbl kUBETE 3a npeaenamu CIIA, paspeménnsle y Bac 4acTOThI

MOTYT OTJIMYAThCSl OT TOro, yTo omucaHo TyT (kak DFS, tak u ocrtanbHble), B 3aBUCHMOCTH OT
MECTHBIX 3aKOHOB.

[IpaBuno 4: mydnimii BapuaHT — HEHTPAIbHOE Pa3MEILCHHE
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central placement:
5m, one wall, -64dbM

great connection!

edge placement:
10m, two walls, -73dbM
poor connection! )

Pazuuna mexny «poyrepom ¢ kparo JoMma» U «TJl mocepenuHe» MOXET OKa3aTbCs
KPUTHYECKOU

Bo3Bpamasice kK ocia0lieHHI0O CUTHaja, OTMETUM, 4YTO MJA€aIbHOE MECTO JUIs
pacnionoxenuss T/ WiFi — 310 1mieHTp mpocTpaHCTBa, KOTOpOE €My HYXKHO MOKphIBaTh. Eciu
Ballle XWIMILE HMMEET JJIUMHY N0 OAHON u3 cropoH 30 M, TO poyTepy, PacnoIOKEHHOMY
HoCepeIMHe, HYKHO OyAeT MOKPBITh TOJBKO 15 M B KaXKAyI0 CTOPOHY, a poyTepy ¢ Kparw (rae
YCTAaHOBUIMKU OT IpoBaiifiepa JHOOST 3aKaHUYMBATh KOAKCHAJIbHBIM Kabenb miau juHuio DSL)
npuaETcs NOKpbIBaTh 30 M.

OTO e chpaBeUyIMBO M IS MEHbIIMX MNOMeIleHu ¢ OonbmuM KonumuecTBoM T/I.
[Tomuute, curnanel WiFi OsicTpo 3aryxator. lllectn MeTpoB — JUIMHBI AOCTATOYHO OOJBIION
TOCTHHOM — MOXXET XBaTUTh JUIs TOro, 4yToObl curHain Ha 5 T, ocnaOGHyB, OMyCTHJICS HUXE
ONTUMAJILHOTO YPOBHS, €CIU 100aBUThH TyJla Mapy MPensTCTBUM Tuna mebenu win moaei. Yro
IIPUBOJUT HAC K CIEAYIOLIEMY IIPABUILY. ..

[IpaBuito 5: BeICOTa — BBILIE YEITIOBEYECKOIO POCTA
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’
ceiling mount:

no obstacles!

above head height:
-3dBM obstacles

waist height:
-9dBM obstacles

TexHUUeCKH HaMIy4lllUM pacHoloXKeHueM OyneT MecTo y MOTOJIKAa — HO €CIH 3TO
ciunikoM, To momectute T/l XoTst Obl HaBEpXYy KHUKHBIX MOJIOK.

Uem BeIIe BBl cMokeTe 3akpenutb T/, Tem nyume. YenoBeueckoe Teso ocnadiser
CUTHAJI IIPUMEPHO HA CTOJIBKO K€, Ha CKOJIBKO Y BHYTPEHHss CT€HA — 3TO OJHA U3 IIPUYUH, I10
kotopoit WiFi B BamieM JoMe 3HAaUUTENIBHO yXyJIIaeTcs, KOIrJla Ha BEYEPUHKY MPUIILIO MHOTO
Jpy3€H.

Pasmectus TJl — wunm poyTep — BBIIIE YEIOBEYECKOTO pPOCTA, MOXKHO H30€KaTh
HEOOXOAMMOCTH TIEpE/laBaTh PAJUOBOIHBI CKBO3b BCE 3TH HAJOCJIUBBIE M OCIAOJISIONINE
CHUTHAJI MEIIIKU ¢ MSACOM. TakKe CHTHaJl u30eraeT OOJbIICH yacTh MeOEIH U OBITOBOM TEXHUKH —
JTIMBAHOB, CTOJIOB, TyXOBOK U ITKAa(OB.

CaMbIM HJleabHBIM BapuaHToOM OyneT pa3menieHue T/l Ha MOTOJKE B T€OMETPUUYECKOM
[EHTpe KOMHaThl. ECii 3TO HEBO3MOXXHO, HE OECHOKOWTeCh — MOYTH TaK K€ XOpolio Oynaer
MOCTaBUTH €€ HaBepx mKkada, 0COOEHHO, €CJIM BaM HYX HO, 4ToObI 3Ta T[] oOcimykuBana kKak Ty
KOMHATY, TJIe OHa CTOUT, TaK ¥ KOMHATY C JPYTOi CTOPOHBI CTEHBI.

[IpaBuno 6: nenure pacCTOSTHUSA MTONOJIaM

JomycTum, HEKOTOPBIE Ballld YCTPONUCTBA PACIIOIOKEHBI CITUIIIKOM JAJIEKO OT OJvKanIei
TOYKH JIOCTyMa JMJIs TOro, YTOOBI TMOJYYUTh XOPOIIWH CcHUrHaja. Bam moBe3no KymuTh
pacumpsieMyro CUCTEMY, HJIM y Bac octanack ogHa T/ u3 mem-kuta. ['1e e€ momectutsh?

Mp1 Habr01aKM 3aMEIaTeNIbCTBO JIFO/IeH B MOJOOHOM CUTYallMy, Pa3MBIIUIABIINX O TOM,
CTOUT JIM IOMECTUTH JonodHuTenbHyI0 T/] mobmmke Kk mepBoit (¢ KOTOpoi oHa OepET MaHHBIC)
WM MOOJIMKE K CaMbIM JaJIbHUM yCTpPOMCTBaM (K KOTOPHIM OHA JIOJKHA TepefaBaTh JaHHBIE).
OTtBer 00BIYHO TaKoW: HU TO, HU nApyroe. Pasmemaiite Bamry T/l mpsMo mocepenuHe Mexmy
ommxkaiimen T/l 1 caMbIM JaTbHUM KIIMEHTOM, KOTOPOTO OHA JIOJDKHA 00CITY KHBATh.
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CyTh B TOM, YTO BBI TBITAETECh COXPAHUTH d(PHUPHOE BpEMs, OPraHHU3Ys HAWIY4IIEe
COCIMHEHHUE U3 BO3MOKHBIX MEXAY JalbHUMH ycTpoiicTBamu ¥ HOBoWM TJI, u Mexy HoBo# T/|
u Omokaiimeit kK Heil. OOBIYHO HE CTOUT OT/aBaTh MPEANOYTCHUE OJHOW U3 cTOpoH. OaHAKO HE
3a0bIBaliTe MpPaBWJIO 1: IBE CTEHBI, JBE KOMHAThl. Eciu HEnb3s pa3OUTh PacCTOSHHE MEXIY
CaMbIMM JQJIbHUMH KJIMEHTaMHM M OCHOBHOM TJI, He Hapymas IepBOro mnpaBuja, TOTAA
pasmenaite HoByto T/l Tak maneko, Kak 3TO MO3BOJISIET MTEPBOE MPABUIIO.

Ecnu BaM 3TO Ka)KeTCs CIIMIIKOM MPOCTHIM U JIOTHYHBIM, HE BOJHYHTECh: €CTh €I OJHH
MOMEHT «TOJBKO €CJIH HE», KOTOPBIH HEOOXOIUMO YUYHUTHIBATh. Y HEKOTOPHIX MEMI-HAOOPOB,
nanpumep, Netgear's Orbi RBK-50/RBK-53 unu Plume's Superpods, cBsa3p mexay TJI umeer
OYCHb BBICOKYIO TNPOITYCKHYIO CIIOCOOHOCTH M paboraer mo cxeme 4x4. Ilockonbky 3TO
coeZIMHEeHUE paboTaeT ropasno ObicTpee 2x2 wiu 3X3, TOCTYIMHBIX KIMEHTaM, BO3MOKHO, CTOHT
YMEHBIIIUTh Ka4eCTBO CHUTHAla CBSI3UM MEXAy OTumu TJI, Tak, 49TOOBI WX MPOITyCKHAas
CHOCOOHOCTH ObLIa OJIMIKE K TOM, KOTOPYIO MOTYT ITO3BOJIUTH Ce0€ JIyUIUe U3 BAIIMX KIMEHTOB.

Ecnu Bamr memr-Habop mpeaiaraeT oueHb ObICTpoe coenuHeHne Mexay T/I, 1 BaM HHKak
He ypa€rcs A00aBUTh K CXeMe JOMoJHUTENbHbIX TJ[, TO BaM, BO3MOXHO, Jyd4iie Oyaer
MoMeCTHUTh nocieanior T/ Ommke k kiaueHTaMm, yem K npeapiaymend T/[. Onnako TyT npuaércs

MO3KCIICPUMCHTHUPOBATH U U3YUNUTH PC3YJIbTAThI.

[Mpukonbuas mryka — WIiFIi, He npaBaa jau?

[TpaBuio 7: o0xoauTe NpensTCTBUS
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[110THO HAOWTHI KHUXKHBIN 1Kad — CephE3HOE MPENATCTBUE Ul paaroBOiIH. OH CTOUT
napbl OOBIYHBIX CTE€H JaKe MPU NEPICHAUKYIIPHOM MPOHMKHOBEHHH. A YK B JJIHHY €ro
nepecekaTb BooOIe 6ecIoie3Ho.

Ecnu Bam nocranock 0co00 cloxHOE TOMEIIeHHe, B HEM MOTYT OKa3aThCsl TaKHEe MECTa,
KyJla CUTHAJI IPOCTO HE CMOXET MpoiTH. B Halem ucnpiTaTeIbHOM A0Me Oblila OETOHHAS IITUTA
U HECKOJbKO METPOB IUJIOTHOW 3€MJIM, 3aKpbIBABIIWE JUHUIO BUAMMOCTU MEXKIY POYTEpOM U
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noBajIOM. MBI BcTpedann HeOOJbIINE NPEANPUATHS, TOYHO TaK K€ 00ECIIOKOCHHBIE TEM, UTO B
onHoi vactu momemeHuss WiFi pabortan xopomo, a B Apyroi ero He ObUIO — M B UTOTe
OKa3bIBAJIOCh, YTO HA IyTH CUTHAJIA CTOMT, HAlPUMep, KHIDKHBIN IKad, 3a0UTHI KHUTaMu,
pAacIoNOKEHHBIN B/IOJIb KOPUAOPA, M3-3a YET0 HAa yTH CUTHAJIa OKa3bIBAIMCh HECKOJIIBKO METPOB
ociabnsIoIei ero nepepadoOTaHHON APEBECHHBI.

B kaxzom u3 ciyyaeB perieHueM OyAeT co3llaHue 00XOJHOTO IyTH BOKPYT MPEHsTCTBUSA
IpY TIOMOIIM HECKOJIBKUX TOouek noctyna. Ecnm y Bac ects mem-nabop WiFi, ucnons3yiite ero
TaK, 4ToObl curHan ooxoxaun npensarctBus. C oJHON CTOPOHBI HpensaTcTBusa nomectute Tl Ha
JIMHUM TPSIMOM BUJIMMOCTH C OCHOBHOM, NPUYEM TakK, YTOOBI €€ ObUIO BUJIHO C APYIOM CTOPOHBI
IPENATCTBUS, M CUTHAIY HE HY’KHO ObLIO MITH HACKBO3b.

C pocrarounbiM KonuuecTBOM T/ M THIAaTENbHBIM HX Pa3MELIEHUEM BbI, BO3MOXHO,
CMOYETE CIPABUTHCS AAXE CO CTEHAMHM, CICIAHHBIMU W3 APAHKH M METAJUIMYECKOW CETKH, KaK
crpounu B CIIIA B Hauane XX Beka. Mbl BUaenu, Kak Jit01d ycnemHo pasmenianu T/ B npsamoit
BUJMMOCTH JPYT IpYyra 4yepe3 ABEPHbIE MPOEMBI U KOPUIOPHI, KOTa JJ1sl IPOHUKHOBEHHS CKBO3b
CTEeHBI IIpoIe ObLI0 OB UCIONB30BAThH NIEpdopaTop.

satellite node

o elevator shaft,

wall of books,
i concrete slab,
or other Wi-Fi
boogeyperson

router node

Route around obstacles!

Ecnu cnumkom 00JbIoe KOJMYECTBO NPENATCTBUNA HE TaET BaM 00OWTH MX COOKY, CBEPXY
WJIM CHU3Y — CMOTPUTE MPABUIIO 8.

[IpaBusio 8: BCE €10 B CBSA3M MEX/1y TOUKAMH JI0CTyTNa

BonbmmacTBO moTpeduTeneil BeIOMparoT uHcThie Mem-HaOopel WiFi, mockombKy 3TO
yI0OHO — HEe HY>KHO BECTH IPOBOJIA, TPOCTO MOJKIIOYAECTE Kydy TOYEK JOCTYIA, M ITyCTh OHH
TaM OCYIIECTBIISIFOT CBOIO MAarkio MEX1y co00i caMOCTOATENbHO, Oe3 IIyMa U MbLTH.
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3By4HT YJ00HO, HO Ha CAaMOM JIeJIe ATO caMmoe IJI0Xoe pemeHue. [loMHuTe, MBI TOBOPHIIN O
npaBuiax 2 u 3?7 Dtu npolOiieMbl eCTh U 37eCh. Eciin BameMy yCTpPOWCTBY HYXKHO OOIIATBHCS C
onnou TJI, KOTOpOl HYKHO IlepenaBaTh AaHHbIE B Apyryro T/[, TO BBl yXKe 3aHMMAETE 4yTh
OoJiee, 4eM B JiBa pasa 0osbIne 3(pUpHOTO BpEeMEHH.

JlanHO, Ha caMOM Jeje He Tak BCE IUIOXO — Bbl yJIBAaUBAe€TE HCIOJIb30BaHUE 3(UPHOTO
BPEMEHM, €CJIM Balll KJIMEHT HAaXOJUTCS TaM Xke, Iie U BcnomorarenbHas T/[. A 1mockosibKy Bbl
[0CJIEI0BATIM IPABUILY 6 — IOJEJINUIN PACCTOSIHUS MTOIO0JIAM — 3TO 3HAYMT, YTO KA4EeCTBO CBS3H Y
ocHoBHOM TJI C KIMEHTOM TOpa3go JIydlle TOH, KOTOPYI0 OpraHW30Bajl ObUI KJIMEHT,
nojkiaodasick K ocHoBHOM TJI Hampsmyto. Tak 4ro naxke B caMOM XyAILIEM CilIy4ae — KOrza
BcriomorarensHas TJ[ OeceqyeT ¢ KIMEHTOM Ha TOM JK€ KaHalle, HA KOTOPOM OHa Oecemyer ¢
ocHOBHOM TJ/I — y HUX MoJyunTCs nepenaBaTh JaHHbIE, IOTPEOIIsAss MEHbIE Y3PUPHOTO BPEMEHH,
yeM eciu Obl OAMH KIMEHT paboTtanm ¢ ropasgo Oonee AJMHHBIM M MEHEEe KaueCTBEHHBIM
COEZIMHEHUEM.

OmHako ropaszao Jydire OyAeT MOJHOCThI0 M30ekKaTh ATOW mpoOsiembl, ecau Bamu TJ]
OynyT oOmaThcst Apyr ¢ Apyrom Ha Jpyroi uvacrore. JIByxmosocuslie TJ[ moryt nemate 3To,
obmaschk ¢ KaueHTamMu B nuarnasone 2,4 I'T, a mexay coboit — Ha 5 ', niam HaoGopoTt. B
peajbHOM MHUpE YIpPsIMbIE KIUEHTHI (M TOJIb30BATENIM) YacTO XOTAT COCAUHATHCS HE TakK
ONTHUMAJIbHO, B UTOTE IMOJYyYaeTCs, 4YTO KJIMEHTHl ecThb W Ha 2,4 I'Tu, u va 5 I'Tu, moatomy
«YHUCTOrO» KaHaJIa JUIsl BHYyTPEHHEU CBSI3U HE OCTAETCS.

Oco0o ymHble Habopsl, Takue, Kak Eero, moryt m3beratb Takol cuTyaluu OJyiarojaps
JUHAMHYECKON MaplIpyTHU3allud BHYTPEHHEH CBSI3M, MUHUMM3UPYS 3aTOPbl IyTEM IEpEAayu B
JUana3oHe, OTIIMYHON OT TOro, B KOTOPOM OHU BeAYT MPUEM, Aa’kKe KOTJa AUAra30Hbl MEHSIOTCS.
Camble npoaBuHyThle TpéxmonocHele Habopsl Tuna Orbi RBK-50/53 mnm Plume Superpods
MOTYT U30€KaTh TaKOM NMpoOIeMbl, UCIOIb3Ys BTOpo nepenatyuk Ha 5 ['T1. D10 mo3Bosser um
coeauHAThCA ¢ KineHTamu 6o 1o 2,4 I'T'm, mu6o mo 5 I'Th, ocraBimsgs ceGe HE3aHSATHIN
muanazoH Ha S5 ITu. VYV Orbi nepematumk [isi BHyTpeHHEH CBA3M (DUKCUPOBAHHBIM U
BblJIesIeHHBIH. Plume nmpuHUMaeT pemieHus 1o UCHoiIb30BAHUIO YAaCTOT B 3aBUCUMOCTH OT TOTO,
KaKoOi BapUaHT €ro 00JIAUuHBIN ONTUMH3ATOP CYMTACT HAWITYUIIINM B KOHKPETHOM OKPYKCHHUH ).

Jlyummii BapuanT — BooOIe He ucnoiab3oBaTh WiF1 115 BHyTpeHHeH cBsi3u. Eciaum MokHO
nposiokuTh Ethernet-kaGens, Hano Tak u caenarb. OH He Tonabko ObicTpee WiFi, oH emé u He
CTpajaeT OT HpoOJeM C 3arpy’KeHHOCThIO KaHaloB. IIpym BBICOKOH 3arpys3ke CeTH NemEBbIC
npooansie TJ] tuna Ubiquiti UAP-AC-Lites wmu TP-Link EAP-225v3s yzaensiBaroT BCyXyro
Jake caMble TOporre MelI-Ha0ophl, €CIIU MOCIIeHIE OrpaHuYeHbl BHYTpeHHEH cBs3bto o WiFi.
[IpoBogHast BHYTpPEHHSS CBS3b TaKXKe pemIaeT MpoOJeMy HENpO3pauHbIX Uil PagHoOBOJH
NPETNSTCTBHNA — €CIIM CKBO3b HETO HEINb3sl MPOOUTH CHTHAJ WM OOOHTH €ro, TO MPOTSHYTHINA
CKBO3b HEro Kabeslb TBOPUT uyzeca!

[Tonb30BarensiM, KOTOPBHIM HE YIAlOCh pealn3oBaTh HU Memi-Habopel ¢ WiFi, Hu
npoTsiHyTh Kabenm Ethernet, cTouT paccMoTpeTh coBpeMeHHOe 00OpyIOBaHHE Ui Meperaadu
CUTHAJIOB TIO JIMHHSAM DSJeKTporiepenad. Pe3ynbTaTel MOTYT OBITH COBEPIICHHO pa3HbIe, U
3aBHCETh OT Ka4eCTBE MPOBOJKH B JJOME M JIaXKe OT THIIA MOJICOSTMHEHHBIX OBITOBBIX TPHOOPOB,
HO B OOJIBIIMHCTBE CIy4YaeB JOCTATOYHO HAAEKHBIM OyaeT obopymoBanue cepuii AV2 (AV1000
W BBIIIE) WK g.hn, 3aepXKu miepeaadn OyIyT TOCTaTOYHO HU3KUMH, cpaBHUMBbIME ¢ Ethernet.
[TpomyckHasi crIOCOOHOCTh JKECTKO OTpaHUYEHA — B PEalbHOM MHUpPE CTOUT OXHIATh He Oolee
40-80 MO/c nns nomamHuX yciioBuid. Eciau BblI B MHTEpPHETE 3aHUMAETECh TOJIBKO UTPAMH HIIH
MIPOCMOTPOM BEO-CTPaHMUII, TOT/Ia Mepeiada JAHHBIX 10 AIEKTPOIPOBOJIKE MOXKET CTaTh TOPA3I0
aydmuM perrenuem, yeM WiFi.
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[Toiing mo 3TOMy IyTH, O0SI3aTENbHO YUTANUTE MHCTPYKLHIO U NPUHUMAKNTE MEpbI IS
mudpoBaHus cBsA3U. B mepBelii pa3 Mbl IpU HPOBEPKE TAKOro OOOPYAOBaHUS ClydyaiiHO
HOCTPOUJIM MOCT C COCEJIOM, U IEPEHACTPOMIIN €ro POyTep — OH ObUI IIOYTH TAKOH ’kKe MOJEINH,
YTO M HAll, a apojb HAa HEM CTOSUI 110 YMOJIYAHHIO. «3APaBCTBYMTE, s B3JIOMAJ Ball POyTep,
IIPOLLY IPOUIEHUS — IIJIOXOU CIIOCOO MO3HAKOMUTHCS, HE PEKOMEHIYEM.

[TpaBuiio 9: 00bIuHO MPOOIEMBI HE B MPOITYCKHON CIIOCOOHOCTH, a B 3aJ[epiKKax

VY mpomycKHOM CTOCOOHOCTH XOPOIIIO TO, YTO 3TO OJMH KPACUBBIN SIPKHU HOMEpP, KOTOPHIH
JIETKO MOJY4YHUTh, COSUHUBIIUCH C CAUTOM ISl MPOBEPKHU CKOPOCTHU MJIU UCHOJIb3YsI HHCTPYMEHT
tuna iperf3 ig cBA3M C JTOKAIBHBIM CEPBEPOM.

[Tnoxo y mHpomyckHOH CHOCOOHOCTHM TO, YTO 3TO YXKACHBIA CIIOCOO H3MEPATh Kak
BIICYATIICHUE II0JIb30BaTeNsl OT CeTH, Tak M TO, Kak cerb WiFi Benér cebs mox peanbHOM
Harpy3koil. bombmmHcTBO moneidt paccrpauBaer ux WiFi-cetb nmubo npu mpocmorpe BeO-
CTpaHMIl, JIMOO B UTpax — a HE TOT/Ia, KOTJla OHM CKauMBaroT Ooybmioi (daitn. B oboux cimyuasx
npobjemMa He B TOM, «CKOJIBKO MEraOUT B CEKyH/y MOXET BBLAECP)KaTh 3Ta TpyOda» — a B TOM,
«CKOJIBKO MUJUTUCEKYH/I YXOJIUT Ha 3aBEPILEHNE KOHKPETHOTO AEUCTBUSY.

M x0T MOXHO YBUAETh YXYIIIEHHWE KadecTBa pabOThl 3arpyKeHHOH CETH II0
YMEHBIIAIOIUMCS IU(PPaM «CKOPOCTH» CKauMBaHUs, 3TO 0ojiee CIO0KHBIW, 3allyTaHHBIA, U HE
CBSI3aHHBIM C PEaJbHOCTBIO CIOCO0, 1O CPaBHEHHUIO C H3YUYCHUEM 3aJCPKEK IMPHIOKECHUIL.
3anep KK ABIAIOTCS (QYyHKIMEH KaK OT MPOCTO CKOPOCTH, Tak U OT 3 (PEKTUBHOCTH 00pabOTKU
CeTho Tpaduka 1 3(UPHOro BPEMEHH.

ITpu nposepke WiFi-cereli Hama mo0umas MeTpuUKa — 3TO 3aJ€pikKKa B MPUIOKEHUSIX,
KOTOPYIO MbI CUMYJIUPYEM 3arpy3Koi TOCTATOYHO CIIOXKHOM BeO-cTpaHuubl. UTo emé BaxHee,
HY’KHO H3MEpSATH 3arpy3Ky CTPAaHMIIBI MMapajljieIbHO CO BCEH OCTaJIbHOM aKTHMBHOCTBIO B CETH.
[ToMHuTE OmuUcaHMe 3aTOPOB B MpaBHJax 2 U 3 — «O4YEHb OBICTpas» CETh C OAHUM AKTHBHBIM
YCTPOMCTBOM MOXKET MPEBPATUTHCS B KOIMIMAPHOTO TOPMO3a CO MHOTMMHM YCTPONCTBaMH, WIIH,
BO MHOTMX CIyd4asX, ¢ OJAHMM IUIOXO MOJKIIOYEHHBIM YCTPOMCTBOM, YTO IPHUBOJUT HAac K
HOCJIEIHEMY MIPaBUILY.

BriBon 9-ro mpaBuna Takoi, 4TO pekiiaMHpyemasi CKOpocTh, uaymas nocie 6yks AC B

Monenu, — 93To0 ¢urHs. HyXHO [OBepATh TIIATEIHHBIM, TEXHUYECKH KOMIIETEHTHBIM
0030pIrKam, a He pEUTHHTY CKOPOCTH MPOU3BOIUTENS HAa KOPOOKE.

[TpaBuno 10: ckopocts Bamiel cetu WiFi orpanndeHa cKOpoCcTbiO CaMOT0 MEAJICHHOTO U3
MOJIKJIIOUEHHBIX YCTPONCTB
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are full strength?!”

OaHO YCTPOHCTBO C XPEHOBBIM IMOJIKIIFOUEHUEM MOXKET YOUTh KaueCTBO CBSI3H IS BCEH
CETH U BCEX MOJICOCAMHEHHBIX YCTPOMCTB

K co’xaneHuto, 0luH 4eJI0BEK, MbITAIOLIMICA TOCMOTPETh posiuK ¢ YouTube B «cnanbHe ¢
XPEHOBBIM TPUEMOM», MydaeTcs HE TOJBKO caM — €ro MpoOJeMbl HACTUTAIOT W JIPYTHX.
Tenepony, Haxoxasdumiemycss B ofHodM komHate ¢ TJI, HyXHO Bcero numb okojo 2,5%
UMEIoUIerocsi 3pUPHOro0 BPEMEHM JJisi MOTOKOBOM nepenaun posuka B kadectBe 1080P Ha
ckopoctu 5 M6/c. Ho TenedoH «B miIoxoil crnaibHe», Mydarolluics u3-3a Oydepuzauuu u
MEJIEHHOM CBsA3H, MoxeT 3a0path cedbe 100% 3¢pupHOro BpeMEHU CETH, U HE CYyMETh IIPU 3TOM
IIOCMOTPETH TO 7K€ CaMOe BHJIEO.

KoHeuHo, MOTOKOBOE BHUJIEO OYEHb CHIIBHO 3aHUMAET BXOJAIIMN KaHaj, U POYTEphl WIIH
Tl o6b1yHO OTKa3biBatoTca BecTu nepepauy 100% Bpemenu. TJI, KOTOpoH HYy>XKHO HepenaTh
00JIbIIIOE KOJWYECTBO JIaHHBIX, OOBIYHO OCTaBUT HEMHOI'O 3(QHMPHOrO BpPEMEHHU Js JAPYTHX
YCTPOWCTB W 3ampoca COOCTBEHHBIX JAHHBIX, a TTOTOM OHO Pa300bET BpeMsi Ha CKaYMBaHUE
MEXY OJIM3IEeKAIINM YCTPOHCTBOM U «IIJIOXOHM CHajbHEW», YTOOBI MOMBITATHCS BBITOIHUTH 002
3anpoca. Ho 310 BCE€ paBHO yBenMUMBAET BpeMsl OKHUJAHHUS OKHA OT 3TUX YCTPOWCTB Ha COTHU
MIUIHCEKYH/I, U UM BCE PaBHO MPHUXOJIUTCS COPEBHOBATHCS APYT C APYTrOM IPH OTKPBITHU 3TOTO
OKHa.

Cutyanus yxXyalaeTcs, eciid IMOoJIb30BaTellb B «IJIOXOW CHaJIbHE» MBITAeTCs 3arpy3HTh
BUJICO, OTMPABUTh EMEHT WM 3aloCTHTh OOoybIIyr0 (GOTKYy B COICETh. PoyTep mbITaercs
OCTaBUTh YacTh d(PUPHOTO BPEMEHU IPYTUM yCTPONCTBAM — OJIHAKO Ha TejedOH MOJIb30BaATEIsS
9TH OTPaHUYECHHS HE JACUCTBYIOT, M OH C PaJOCThI0 COXPET BCE mocTymHoe dhupHOE BpeMs. UTo
XyXe, TenedoH HE MPEeACTaBiIseT, CKOJIbKO JAHHBIX 3alpOCHIIM JApPYryue MOJb30BaTeld B Te
KpaTKh€ MOMEHTHI, KOTJa Y HUX ObUIO OKHO JUIsl 3almpocoB. PoyTep 3HaeT, CKOJNBKO JaHHBIX
HY>XHO JOOCTAaBHUTh KaXXAOMY H3 KIHMCHTOB, IIO3TOMY OH MOXCT pasMCllaTb BpeMs I
CKauyMBaHUS JaHHBIX COOOpPa3HO — HO BCE, UTO 3HAET TeNe(OH, ITO TO, YTO €My HYKHO 3aKadaTh
CBOM JaHHbIE, TO3TOMY IOKa OH 3TUM 3aHMMAaETCs, CTpaJlaloT Bce ocTaibHble. [loaToMy maxe
€CIIM U3 BCEH 3TOW MyIpPOCTH BaM HYXKHO OCTaBHUTh TOJBKO OJHO MPABHIIO, MYCTh 3TO OyAeT
npaswio 10.
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1.

KOHTpOJILHLIe BOITPOCHI

1.

2.

&

[Tepeuncnure Habop cranmaproB IEEE s opranusamuu OecripoBOIHON CBsI3U
WiFi?

VYkaxkute paboune yacTOTHBIE auanma3oHbl ctanaaptoB 802.11a, 802.11b, 802.11g u
802.11n?

OObsicHuTe HazHaueHUEe U (PYHKIUHU CIEAYIOLIEro 00OpydoBaHMs: OeCIpOBOIHAS
ceTeBast

kapta (WIC), Touka noctymna (AP), 6ecnpoBoanoii mapmpytuzatop (WR)?

B gewm 3axmrouaeTcs paznuune MEX.y TOMOJOTHSIME OecripoBogHOM ceTn Ad-hoc n
Hotspot?

Vkaxure crnocoObl ayTeHTuuKanuu OecrnpoBogHoro kiueHnrta? IlpuBenute
IIPUMEPHI MPAKTUUECKOTO UCIIOJIb30BaHUS YKa3aHHBIX CIIOCOO0B?

[TpuBenuTe CHOCOOBI 3amUTBI  JOCTynma K HWHQPOPMAIMOHHOW  CTPYKType
OecrpoBOHOMN ceTH?

Hatite onpenenenne nouarusim: SSID, WPA, WEP, WLAN, OFDM, DSSS?
VYKaxxuTe METOAbl MEePBOHAYAIBLHOTO KOH(GUTYPUPOBAaHUS Kilacca OECHpOBOIHOTO
obopynoBaHus?

10. O6bsacHuTe HEOOXOAMMOCTh Ha3HaueHus [P-anpeca 6ecripoBogHOM Touke gocTyma?
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JlabopaTtopHass pabora 7/ YcraHOBKa M HAacTpohMka |

koHdurypupoanue WIFI poyrepa

2. Topsinok BHINMOJHEHHS PAadOTHI:

1.1 Hacrpoiika 6ecipoBOIHOI0 MApPIIPYTH3ATOPA

1.1.1 YcrpoiicTBO pacniakoBaHO M MOAKIIOYEHO K JIeKTpoceTr. HacTpanBath €ro MOXKHO 4epe3
Ethernet, ucronb3ys mpu 3ToM MaT4YKOp. (KOTOPBIA BXOJUT B KOMIUIEKT IOCTABKH) WM 4Yepe3
WiFi, HO OT 3TOro HHMKaK He 3aBHUCUT caM Ipolecc HacTpoilku. Ha HOyTOyke mim geckrorie
HykHO 3aiiTu B Ilaneas Ynpasiaenusi — LleHTp ynpaB/ieHusi ceTsiMd M O0LIMM JOCTYIIOM —
HacTtpoiika HOBOro mojaKJII04YeHusI WM ceTH, T11e BeIOpaTh Co31aHHe U HACTPOIiKa HOBOM
ceTH.

Buibepure BapHaHT NOAKNOUEHNA

Noaxnouenne k Unteprety

Eé.:'-;;.ﬁ.'.l'-‘.i CKCPOCTHOE WM TENEQOHHOE NOJTONEHHE K VINTEDHET

ﬁ O3AEHME i HACTPOANE HOBOR CETH
= ACTPONKS HOSOrO MIPLUPYTHSATOPE WM TOLKM JOCTYNS

L‘. MNoaxntouenne k BECNPOBOAHOR CETH BPYSHYIO
- CeT™

TOR WM CO35AMAC HOBOFO NEOPNNR SECNPOROANDKR CBRIM

m

MoaxnioHenne K crpsl

*, Moaxnovenne k paGouemy mecty

Ha 5

acTpoixa rened

HHOrO nan YPN-nogumouerng k paBoueny Mecry

,?l Hacrpoiika renedonnore nogxaouenns

MNoaxnmosenne k VinTepnety vepes renedomiyio cen

1.1.2 B cnucke ycTpoicTB OyayT BHIHBI OeCIpOBOJHBIE ycTpolcTBa ¢ mojuepkkoir WCN.
Boibupaem UMEHHO HAIly TOYKY JOCTyTa (6€CIPOBOIHBIA MAPIIPYTH3aTOD).

Buibepure HeCnpOBOAHON MapLIPYTU3ATOP MAKM TOUKY AOCTYNA, KOTOPBIE HYXHO
HaCTpOUTL

Orobpaxenne HenacTpoCHMBIX YCTPOACTE B CETH MoKeT 3aHATD A0 90 cexyma.

DIR-320
=P
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1.1.3 Cnenyromum stannom HeoOxoaumo Bectd [TMH-kox ¢ S TUKETKH Ha MapmIpyTH3aTopeE.
== | P S

Y106k HaCTPOUTE ceTh, BBEAauTe MNMH-k0a 13 8 UMDP C ITUKETKK
MapLipyTM3aTopa

YCTPORCTEY AN HE HEKNERKE HE KOPITYyCe
M3pWIpyTV3IaTOPa.

A

MWH-kox: g d -

TMH-K0A MOXET HAXOAMTECR B J0KYMEHTIUNK K l l l

!

1.1.4 u nocne Haxatus /lajee cormacurbcs ¢ CKOMCHAYCMBIMH HACT OMKaMH TOYKHU J0CTyIIa

3apanTe MMA CeTH

370R ceTH HeoSXOANMO MPUCEONTE YHHKINBHOE WMR 47R 0OECNEHENHS N1ErKOro ee yIHasanuA. Jiyswe
BCErO A3BATE XOPOTKOE (HE Bonee 25 CHMBONOE) ¥ NOHATHOE MMA.

BeeauTe MMA AnA ITOM ceTh: & Cerb ¢ BKNI0YEHHON GEIONACHOCTLIO
Wi ) HacTpoiKs cet OCYLIECTENAETCR ¢ NOMOWBIO
WPAZ2-Personal.

w nap @ Gpazsl, yp GesonacHocTi
¥ THAD Wdposanua (AonoamuTenso):

9 Oftiopnesue 1K 33MEH3 MAPWDYTMIITOPE (DK NOMOLUM NIDIMETPOS CETH, COXPIHEHHBIX 1A
aam—.um (gun;oo1sgg

| Ranee ]riomenaj

1.1.5 Vnu 3apath CBOM, €CTh B 3TOM €CTh HEOOXOJIWMOCTh: UMl OECITPOBOJIHOM CETH, Mapoib
JUTSL TOCTYTIA K CETH, YPOBEHb 0€30MaCHOCTH U THI MU POBAHUS.
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3ananTe uma cetm

370i CETH HEOBXOANMO NPHCEOUTS YHUKANEHOE MMA 219 0BECNEUEHHA NEFKOTO ee yaHaeanua. Slyuwe
BCero AasaTh kopoTxoe (e Honee 25 CHMEONOB) M NOHATHOE WMA.

Beeante nma Ana sToem cetn: Q CeTb € BKNYeHHON BezonacHoCTh
w7 HacTpo#ika cemw 0CyLeCTEARETCA C NOMOLLIO
WPA2-Personal.
Wasmenerue naponsHon $pases, yposHa He3onacHocTH ¥
N THNA WdPOBIHMA (RONOAHUTENEHO): &/
Knroy Besonacrocre Ypoeers SesonacnocTu:
28ml-fxno-irvu E WPA2-Personal (pexomesayerca) X,
[¥] Nogrntonarsca asTomarmuecxu Tun wndposanna:
[AES (pexomenayerca) xd
9( HOSACHUE WK JaM M. UDYTIIAT n NOMO! A 1. METDOE CETW XPIHEHMDIX M
AAMHOM XOMDEOTEDE

1.1.6 Tlocnme Haxarusi KHOTKH Jlajiee Mpou30iIeT HACTPOHKA TOYKHU JOCTyma (OECIpOBOIHOTO

MapIIpyTU3aTOpa) U aBTOMATHUECKOE MOJIKIIOYCHHE K CO3JaHHON OeCIIPOBOTHOM CETH.
- T X )

Ycranoeka W7..
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Hacrpoiika W7 ycnewHo 3asepiueHa

Yro6e1 goBaenTh CTapoe HECNPOBOANOE YCTPORCTEOD K STON CETH, HEOBXOAMMO NPEZOCTBMTL STOT KANY
GezonacHoCcTH

28m1-fxno-irvu

MoxHo P2EOSHITITE JTH SATRERE NIRAMETRE ANR NOCACKYTOWIErO HCNONBIOBIHMA.

Hrobe1 0BErYNTE YCTINOEKY M3 NIPOBHIE KONCOAW W KOMABIOTEPYI, PaGOTAIOWNE NOA YIIPIsACHIUEM
Windows XP, sywmo|ckonupoeate ceresod npednae xa USE-nakenurens.

TekyLune NoAKNHOYEHNA:

: w7
Hoctyn k NHTeprety

Wireless Network Connection

W7 Moaxntouero

uEHTp YNPaeneHna CETAMU U O6LLLHM AoCTynom

1.1.7 Tlo 3aBepieHWHM HACTPOMKM MOXKHO pacredaratb MOAPOOHYI0 WHCTPYKIUIO ISt
MOJIKJIFOUEHUS] OCTATBHBIX KOMIIBIOTEPOB K TOUYKE J0cTyna (0ECIIpOBOHOMY MapHIPyTH3ATOPY),
a TakXKe MOJATOTOBUTH (PIIEMIKy ¢ HacTpoMKaMmMH Ui MMIIOPTa CETEBOro Mpoduis Ha Apyrue
OecripoBoIHBIE yCTpOiicTBa. Ecy B TaHHBII MOMEHT B 3TOM HET HEOOXOAUMOCTH, TO 3TO MOXKHO
C/IeNIaTh MO3Ke, B CBOWCTBAaX OECIIPOBOTHOM CETH.

1.2 TloakJII0YMTRLCS K TOUYKe J0cTyna yepe3 Push Button

1.2.1 Tlpu moAKITFOYSHUH K Hamlel 0eCIpOBOHON CETH ¢ KOMITBIOTEpa IO
ynpasnerneM Windows 7, MO>XKHO He BBOJIUTbH KIIFOU 0€30MMacHOCTH, a HaxaTh KHOnKy WCN Ha
MapmipyTtusarope. [logkmodenne Kk 6eCIpoBOIHON CETH MPOU3OHAET aBTOMATHYECKH.
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Het nogkntoueHuns
[ﬂ ! I EcTe gocTynHbIE NOAKNOYEHNA

Wireless Network Connection

‘\'\|'7

@ MoaxntoueHue x cet

Beeaute knrou HesonacHoCcTM ceTu

Knroy
BesonacHocTL:

[_] CKpblTb CUMEBObI

] Mo3KHO TaloKe NOAKNHOYMTECA, HAXKaB
Wr  KHOMKY H3 MapLUpyTU3aTope.
-

]

‘, : =

1.2.2 Ha GecnipoBOIHBIX yCTPOMCTBAX, MoiaepkuBarommx metoq PBC, noctaTouyHo Haxarth
kHonky WPS Ha mapiipyTuzarope, a moToM Ha 6€CIIpOBOJTHOM yCTPOMCTBE, MOCIE Yero
MIPOU30MIET MOAKIIOUEHUS YCTPOUCTBA K OECTIPOBOHOM CETH.

1.2.3 Ha xomMmbroTepax, paboTaroImuX Mo YIIpaBlIeHueM 00jiee CTapbIX ONEpallMOHHBIX CUCTEM
Windows, a Tak:xe Ha GeCITpOBOJIHBIX YCTPOUCTBaX, HE oepxkuBatomux meton Push Button,
HEO00XO0IUMO BOCIIOJIB30BATHCS UMIIOPTOM MPO(UIIS CETEBOT0 MOAKIIOUEHUS K OECTIPOBOTHOM
ceTH.

1.3 Moaka04YeHne K TOYKe A0CTYNA Yepe3 UMIOPT NPOPUIs CeTeBOro NOAKII0YeHUs
1.3.1 Ecniu USB ¢uter quck ¢ HacTpoiKaMu ceTeBOro npoduiis He ObLI CO3/1aH 10 3aBepLICHUN
HAaCTPOMKHU TOUKH J0CTyma (0eCIpOBOIHOTO MapIIPyTHU3aTOpa), TO HYKHO €ro co3aath. Jiis
3TOro Heo6xoaumo noakmounts USB ¢uem auck, B neHTpe

coeJMHeHHIl BbI3BaTh CBOMCTBA 0ECIIPOBOIHOM ceTH U BbIOpaTh CKOMUPOBATH 3TOT ceTeBOil
npoduiab Ha USB YerpoiicTBo uiem-namsiti. Taxke MO)KHO OTKPBITH

cBoiicTBa OecnipoBoiHOl ceTu yepe3 [lanens Ynpasienus — LleHTp ynpasJieHust ceTsiMu U
00IMM 10CTYNIOM — YHpaBJieHHe 0eClIPOBOAHBIMH CETSIMH.
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TeKyLUne NOAKNHOYEHNA:

@r
=17 doctyn k WHTepHety

Wireless Network Connection

W7 I'Iomcmoueno‘d!

OTkntoyermne

CocTosaHune

CeoiicTea

CE0 ST
B0V TGa

Moaknoyere | BesonacHoCcTb

w7
W7

Touka gocTyna

Mg
SSID:

Tun ceTn:

[OCTYNHOCTL CETU:  ANA BCEX NOMb30BaTENen

MoAKMOYETECA BBTOMATUHECKM, ECAN CETh B PaANYCe AEHCTENS

MoaknoyaTeCs K Bonee NoAXOAALEN CETH, ECIM OHA ECTb

[ NoakniouaTsea, aaxe ecnm ceTb He BEAET BEWAHWE CBOEr0
umenu (SSID)

@ CKONMPOBATH 3TOT CETEB0M M nb Ha USB-ycTpoicTB0
dnsw-namaTi

Bcrasbre USB-ycTpoicTee $Aa3L-naMaTi B KOMNbIOTED

Windows cxonupyer cetesvie napametpel W7 na USB-naxonurens.

. P

Haxaure knonky "Janee”, 4roGel CKONUPOEATE CETEEbIE NAPAMETPLI HA ChemHeiid
anck (F).
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Ceressie napameTpol Dbt ckonuposaHbl Ha USB-yCTpoicTso Ga3W-NaMaTk

AancHenwmne gencrens:
1. Misenexute dprdw-naxonutenn USE us >toro xomnetorepa.

2. ns xomneioTepos: ectaseTe USB-ycTpodicteo daaw-namatu & USB-nopt xomnsioTepa,
xoTopeiit HeoBxoanme HacTponte. Komnesotep gonxen paborare nog ynpaenesmen 0C
Windows 7, Windows Vista wan Windows XP,

nam

Ana yCTPORCTe: CABRYITE UHCTRYKUNSAM, BKAIONEHHBIM B KOMAACKT 3TOFD YCTPORCTES,
KOTOpPBIE MOTYT OTOGPAXATLCA M3 IKPIAHE HEKOTOPBN YCTPORCTE,

3. NoeTopuTe 371 AedcTENA, NTOOE HICTPONTE OCTANBHBIE KOMNBIOTEDS! MK YCTPOIHCTES.

- =1
\ ¥
| —< |

1.3.2 1o 3aBepiienun padbotsl Mmactepa USB duiern quck MOXXeT HCII0JIb30BaThCs IS
TIOJTKJTFOUEHUS a3 IMYHBIX OECIIPOBOIHBIX YCTPOMCTB, a TAKXKe KOMIIBIOTEPOB, OCHAIIIEHHBIX
0ecrpoBOIHBIM aaanTepoM U paboraromux moj yrnpasiaeanem Windows XP/Vista/Windows 7.

1.3.3 Jlnst ycTpo#cTB ¢ OeCIIpOBOIHBIM aIalITEPOM, TAKUX KakK (POTOPAMKH, IPUHTEPHI, HTPOBBIC
KOHCOJIM, HEOOX0JUMO NOAKIIOUUTh K HUM USB ¢rem auck ¢ cereBeIM npoduieM u
COTJIACUTHCA C UMIIOPTOM HAacTpoeK. [1o OKOHYaHMM HACTPOMKH YCTPOMCTBO aBTOMATUYECKHU
MOJKJIFOUUTCS K OECIIPOBOAHOM ceTH. AHAIIOTUYHbIE IEMCTBUS U I OTIEPAllMOHHBIX CHCTEM
Windows: nogkmounts USB ¢utemn auck ¢ ceTeBbIM poduiem,

4 YCTpOWCTBa CO CheMHbIMU HocuTenamm (1)

))2) l(;yeMHbqﬁ_guclg (E:)

i
% 965 Mb ceoBogro u3 965 Mb

1.3.4 B oxHe ABTO3anmycka BeIOpaTh IloakiII0ueHne K 6ecpOBOAHOI CeTH MCIOJIb3YS
Windows Connect Now,
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) Ceemubii anck (F)

[7] Bceraa ebinonnaTe ana usoBpaxernit:

Mz06paxeHns - BapnaHTbl 4eicTBUIA

MMnopTHpoBaTL M30bpaxeHns 1 BUaeo,

E’JJJ ucnonbsys Windows
Jro6oit HOCUTEND - BAPNAHTBI AEACTBUIA

| OTKpbITE Nanky Ang NpocMoTpa $aitnos,
Ucnonb3ysa NpoBoAHMK

,_,}})_) Moaknioyerue K BecnposoaHoit ceTh
ncnone3ys Windows Connect Now

°'ﬁ, YexkopuTe paboTy cucTeMs

ucionssya Windows ReadyBoost

MNoapobHocTy 0 NapaMeTpax asTO3anycka B NaHeu
¥NpaEneHus

1.3.5 cornacuThCsi C UMIIOPTOM HACTPOEK.

Macrep Gecnposognsi cerei

[Jo6aeuTe komnbtoTep k BecnposogHoit cetn "W7"?

1.3.6 Ecnu Ha kommproTepe ¢ Windows oTkITiFoueHa PYHKIIHS aBTO3aITyCcKa, HEOOXOAMMO
oTkpeITh USB dutern quck, 3amyctuts ¢aiin SetupSNK.EXxe u cornacuthest ¢ umnoprom
HACTPOEK IS TIOJKITFOUEHHSI K OECTIPOBOIHOM CETH.

= 4. AUTORUN
' SMRTNTKY = S CBEASHWA ANA YCTAHOBKH
| = 1 KB

setupSNK

Launch Connect to a Wireless ...

Microsoft Corporation

MacTe p yctaHoBKHM GecnpoBogHON CeTH

\ ? ) A063BnTE KOMNBHOTEP K BecnpoBoaHON ceTH "W7"'?

| OK I OTMEHA I

1.3.7 Windows Connect Now 3HaUUTEIIBHO YIIPOIIAaeT HACTPOHKY OECITPOBOIHON CETH M TEIEPh
BaM He MoTpeOyeTcs 3alOMUHATh YYETHBIE TaHHbIE CETH M TPATUTh MHOTO BPEMEHU IS
noakirouenns HoBbIX TTK.

2. CopepxxaHue oT4eTa:
7.1 HaumeHoBaHue U 11€71b pabOThI
7.2 BEINOJIHEHHOE 3aJaHHeE
7.3 OTBETHI Ha KOHTPOJIBHBIE BOIIPOCHI
7.4 BeiBOA 0 TIpoJIeIaHHOM paboTe
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10.
11.

KoHmporibHble 80rpochl

Kakue mpounenypsl u ¢GyHKIUH ypoBHEH 3TanioHHOHM certeBoil momenu I[SO/OSI
peanu3oBaHbl B MapuipyTU3arope?

Vkaxkure, B UYeM 3aKIIOYACTCs OCHOBHOE OTIMYHE MPHUHLUUIOB PaOOTHI
KOMMYTaTopoB OT MapuipyTtu3aropoB? IIpuBenute npumep, OCHOBBIBAsICh Ha CXeMeE
MIPOEKTA.

VYkaxute quny [P-agpeca npotokona [Pv4 u nporokosa [Pv6?

OO0bsicHUTE Ha3HAYEHHUE CIEAYIOUINX aPECOB:

* 169.254.0.0/16;
* 127.0.0.0/8;
* 255.255.255.255;
*224.0.0.0;
¢ 240.0.0.0;
OObsicHuTe HEOOXOIUMOCTh HAJIMYMS MAacKd TOJACETH, Npu ykasanuu I[P-ampeca

ycTpoiicTa?

[lepeuncnute cioyxebHble aapeca moacetu [Pv4? OnwummuTte TrpaHUIB YaCTHBIX
JIMana3oHoB ajipecoB [Pv4?

[Haiite onpenenenne NoHATUAM: KilaccoBas Mapuipytuzauus, VLSM, CIDR?
Brruncnute agpeca u Macku ceteit mo umeronumes [P-agpecam:

* 10.10.12.7 255.255.255.240;
*192.168.1.4 255.255.128.1;
+ 172.31.100.15 255.252.0.0;
[TpuBennTe HENOCTATKM M JTOCTOMHCTBA METOJA CTAaTMYECKOM MaplIpyTHU3alud B

ceru JIBC?

Kakwue cpenbl koHGUTYpanuu 6eCripoBOIHBIX YCTPOUCTB BbI 3HaeTe?

Kakas texHonorust 6€cripoBOAHOTO MOAKIIOUEHUS B HACTOSIIEE BPEMs CUMTAETCS
HanboJee MpocToi U 6e30macHo?
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CE€TH

IIpakTryeckoe 3aHsATHE 8 AIMHUHUCTPUPOBAHHE OECIIPOBOJIHOM

OcHOBHOI1 HEJIbK0 aAIMUHUCTPUPOBAHUA ABJIACTCA IMMPUBEACHUE CCTU B COOTBETCTBUC C LECIAMU U

3aa4aMM, A KOTOPBIX OHA IMpeqHa3HaueHa. AJMHUHHUCTPUPOBAHHUE 3aK/IIOYAETCS B
KOHTpOJIE 32 paboTOoi ceTeBOro o0opya0BaHus U yrpaBieHne QyHKIHOHUPOBAHUEM CETH
B ILEJIOM. AJIMUHUCTPUPOBAHMUE BBINOJHIET AAMHHHCTPATOpP CETU — CHELUAIIUCT,
OTBEUAIOUINil 32 HOpMaibHOE (DYHKUMOHHPOBAHHE M MCIIOJIB30BAHUE PECYPCOB CETH.
Ecnu Gonee neranpHO, TO aJAMUHUCTPHUPOBAHHWE WH(MOPMAIMOHHBIX CHUCTEM BKJIIOYAET
CJIEYIOIINE 1ENIU:

VYcranoBka u HacTpoika cetu. [lognepxka e€ qanpHeie paboTocrnocoOHOCTH.
Mounutopunr. [InaHupoBaHuE CUCTEMBI.

YcraHoBka ¥ KOH(UTypaius anmapaTHbIX YCTPOHCTB.

YcTaHoBKa IporpaMMHOT0 00ecIiedeHHUs.

ApxuBupoBaHue (pe3epBHOE KOMUPOBaHUE) HH(DOPMALIUH.

Co3pnanue u yrpaBJieHUE M0JIb30BaTEISIMU.

YcTaHOBKa ¥ KOHTPOJIb 3aIIUTHI.

BoTt BhINMCKa JOKHOCTHBIX 00s13aHHOCTEH aJIMUHUCTPATOpa CCTU:

YcraHaBiaMBaeT Ha cepBepHl M paboune CTaHIMH CETEBOE MPOrpaMMHOE 0OeCIIeueHHeE.
Kongurypupyer cucremy Ha cepsepe.
OOecneunBaeT WHTETPUPOBAHUE TMPOrpaMMHOTO obecrieueHuss Ha (aili-cepBepax,
cepBepax CHUCTEM YIpaBieHHs 0a3aMu JaHHBIX U HA pabOYNX CTaHIIHSIX.
[TonnepkuBaeT paboyee COCTOSIHUE MTPOTPAMMHOTO OOECTIeueHus cepBepa.
Peructpupyer nonp3oBateneil, Ha3Ha4YaeT HACHTU(UKATOPHI U MTAPOIIH.
OOyuaer monbp3oBatTeneil paboTe B CETH, BEACHHUIO apXMBOB;, OTBEUAET HA BOIPOCHI
MOJIb30BaTeNel, CBS3aHHBIE C PabOTON B CETH; COCTAaBISIET MHCTPYKIMU MO paboTe C
CETEBBIM IIPOTrPAMMHBIM 00ECIIEYEHUEM U JJOBOJUT UX JI0 CBEIACHUS MOJIb30BATEIICH.
KoHTponupyeT ucrnoab30BaHHE CETEBBIX PECYPCOB.
Opranu3yeT 10CTyM K JIOKAJIbHOW U TJI00AIbHON CETSIM.
VYcraHaBnuBaeT OrpaHUYCHUS IJIs1 TTOJIH30BATENEH 1M0:
MCIIOJIb30BaHNUI0 paboyei CTaHIIMK UITU CEpBEpa;
BpEMEHU;
CTETEeHH HCII0JIb30BAHUS PECYPCOB.
OO0ecrieunBaeT CBOEBpEMEHHOE KOMTMPOBAHUE U PEe3EPBUPOBAHNE JAHHBIX.
OOparraercs K TEXHHYECKOMY TEpPCOHANY TPU BBISIBICHUU HEUCIPABHOCTEH CETEBOTO
000pyI0BaHUS.
VYyacTByeT B BOCCTAaHOBJIEHUU PAOOTOCTIOCOOHOCTH CHCTEMBI TIPH COOSX W BBIXOJE W3
CTpOsI CETEBOr0 00OPY0BAHUSI.
BrisiBnsier ommOKu monb30BaTeNiel M CETEBOrO MPOrpaMMHOTO OOECTeueHus u
BOCCTaHABIIMBAET PAOOTOCIIOCOOHOCTh CUCTEMBI.
[IpoBOMUT MOHUTOPWUHT  CETH, pa3palaThIBa€T MPEIIOKEHUS TI0  Pa3BUTHIO
UHPPACTPYKTYPHI CETH.
ObecnieunBaer:

O ceTeByl0 0e30macHOCTh (3aIIUTy OT HECAaHKUHOHHUPOBAHHOTO JOCTyNMa K

uH(pOpMaIIHU, TPOCMOTPA WU H3MEHEHHS CHCTEMHBIX (DaliIOB U JaHHBIX);
o0 0e30MacHOCTh MEKCETEBOT0 B3aUMO/IEHCTBUS.
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— ToToBHT mpenIoKEHUs IO MOICPHHU3AIUHU U IPUOOPETEHUIO CETEBOTO 000Dy I0BaHHUSI.

— OcymecTBiseT KOHTPOJIb 3a MOHTaXOM O00OPYJOBaHMS CIELMATUCTAMH CTOPOHHUX
OpraHu3aIuu.

— CooOmuraer cBoeMy HEMOCPEACTBEHHOMY PYKOBOJIUTENIO O CIyd4asx 3JI0yNoTpeOIeHus
CETBIO U MPUHATHIX MEpax.

— Bener xypHan cucteMHOM HHDOPMALIUY, THYIO TEXHHUYECKYIO JOKYMEHTAIIHIO.

JIro0ast GecripoBOAHAsI CETh COCTOUT KaK MUHMMYM M3 JIByX 0a30BBIX KOMIIOHEHTOB — TOYKH
0ecIpoBOIHOTO OCTYTIA ¥ KJIMEHTa OecrpoBOAHOI ceTH (pexxkuM ad-hoc, mpu KOTOPOM KITHEHTHI
OecrpoBOIHOW CeTH OOWIAIOTCS JAPYT € JAPYrOM HampsAMylO 0e3 ydacTusl TOYKH JOCTYIIa, MBI
paccmarpuBath  He  Oymem).  Crammapramu  OecnpoBoanbix — cereid  802.11a/b/g
IpeyCMaTPUBAETCSI HECKOJIBKO MEXaHM3MOB oOecreueHHs Oe30MacHOCTH, K KOTOPBIM
OTHOCATCA Pa3iInNuHbIC MEXaHU3MbI aYTeHTI/I(l)I/IKaIII/II/I MMOIb30BaTEICH n pcamsanusa
muppoBaHUST npu nepenade JTAHHBIX.

IIporokoa WEP

Bce coBpemMeHHbIe OecrnpoBO/IHbIE yCTpOMCTBA (TOYKM JOCTyIa, OECHPOBOAHBIE aJanTepbl U
MapIIPyTU3aTOPhl) MOANEPKUBAIOT npoTokon OezonacHoctd WEP (Wired Equivalent Privacy),
KOTOpPBII OBbLT M3HAYaJIbHO 3ajiokeH B crenudukanuio OecnpoBognbix cereid IEEE 802.11.
JlaHHBI TPOTOKOJ SIBJISIETCS CBOETO poJia aHAJIOTOM MPOBOJHOI 0e30macHOCTH (BO BCAKOM
ciydae, pacmm@poBBIBACTCS OH MMEHHO TaK), OJHAKO PEaTbHO HUKAKOTO SKBUBAJICHTHOTO
MIPOBOJHBIM CETSIM YPOBHS O€30MacCHOCTH OH, KOHEUHO K€, HE MTPEI0CTABIISET.

[Tpotokon WEP mo3Bonsier mm@poBaTh MOTOK NEepeaaBaeMbIX JAaHHBIX Ha OCHOBE aJTOpPHUTMa
RC 4 ¢ ximrouom pazmepom 64 winu 128 Our.

JlaHHBIE KITIOYM UMEIOT TaK HA3bIBAEMYIO CTAaTHMUECKYIO COCTaBIsIONLyt0 JiiuHOM ot 40 mo 104
OUT W JONOJHUTEIbHYI0 JAMHAMHUYECKYIO COCTAaBIIAIOLIYI0 pa3MepoM 24 OuTa, Ha3bIBaeMYIO
BekTopoM uHuImManu3auuu (Initialization Vector, IV).

Ha mnpocreiimem ypoBHe mnponenypa WEP-mmdpoBanus BBIIISAUT CIEAYIOLIMM 00pa3oM:
NepBOHAYAJIbHO TepeJaBacMble B NAKETE JAHHbBIE MPOBEPSIOTCS HA LEJIOCTHOCTH (ITOPUTM
CRC-32), mocne wero koHTpojibHas cymma (integrity check value, ICV) nobGasnsercs B
ciyxe0Hoe 1oJe 3aroyioBka mnakera. [/lanee renepupyercsi 24-OUTHBIN BEKTOp MHULMAIN3ALINH,
(IV) u x Hemy nobapnsercs ctarnueckuit (40-mnu 104-OuTHBIN) cekpeTHBIN KoY. [lomydeHHbIH
TakuM oOpa3zoM 64-wnu 128-OMTHBIM KIIIOY W SBISETCS UCXOIHBIM KJIIOYOM JIJIsi T€HEpaluu
IICEB/IOCITYYafHOTO 4YHClla, WCHOJb3yromerocs s mudpoBanus naHHbIX. Jlanee paHHBIE
cMemuBaTcs (mudpyroTes) ¢ moMornisio Jorudeckor omepanun XOR ¢ mceBpocimydaiiHON
KJIIOYEBOI MOCIIeI0BATENbHOCTBIO, a BEKTOP MHHUIMAIM3ALUU J00aBIseTCcsl B claykeOHoe Ioiie
kaqpa. Bot, cobcTBeHHO, U BCE.

[Tpotokon Ge3zomacHoctu WEP  mpenycmarpuBaer J1Ba cnoco0a — ayTeHTH(QHKAIUU
nosb3oBareneii: Open System (otkpeitasi) m Shared Key (o6mias). [Ipu mcnonb3oBaHumn
OTKPBITOM ayTeHTU(UKAIIMN HUKAKOW ayTeHTH(UKALUU, COOCTBEHHO, U HE CYIIECTBYET, TO €CTh
0001 MONIb30BaTENh MOXKET MOJYYUTh AOCTYN B OecHpoBOAHYIO ceTh. OpHako naxe Mpu
UCIIOJIb30BaHUM OTKPBITOI CUCTEMBI JlonycKkaeTcs: ucrnonb3oBanue WEP-mmmdpoBanus 1aHHBIX.
IIporoxoa WPA

Kak Oyner mokazaHo 4yTh mo3:xe, mporokos WEP umMeer psa cepbE3HBIX HEIOCTATKOB U HE
SIBJISIETCSL JIJIS1 B3JIOMIIIUKOB TPYIHONPEOI0JMMBIM TipensitcTBueM. [1oatomy B 2003 romy Obur
npejcTaBieH cienyromuii ctanaapt 6esonacaoctu — WPA (Wi-Fi Protected Access). ['maBHoi
OCOOEHHOCTBIO ATOrO CTaHAapTa SBIAETCS TEXHOJIOTHMS TUHAMUYECKOW TeHepalMH Kitoueil
mupoBaHUsl JaHHBIX, MOcTpoeHHas Ha Oa3e mporokosna TKIP (Temporal Key Integrity
Protocol), mpencraBnsromiero codoit nanpHelmee pa3sutue anroputma mudposanus RC 4. Tlo
npotokonry TKIP cereBbie ycTpoiicTBa paboTaroT ¢ 48-OMTOBBIM BEKTOPOM HHHIHATU3ALNU (B
omnmune OT  24-6utoBoro Bektopa WEP) wuw  peanm3yior mpaBuia  M3MEHEHUS
MOCJIEIOBATEIBHOCTH €ro OWTOB, YTO MCKIIOYAeT IOBTOPHOE HCIIONB30BaHME Kioueil. B
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nporokosie TKIP mnpemycmorpena reHepamusi HOBOTO 128-OMTHOTO KIItOYa Il KaXKJIOTO
nepeaaBaeMoro makera. Kpome Toro, KOHTpOJbHBIE KpUHOTOTrpaduueckue cymmbl B WPA
PacCUMTHIBAIOTCS 110 HOBOMY MeToy o HazBanueM MIC (Message Integrity Code). B kaxbrii
KaJap 34eCh IIOMEIIAeTCs CHEIHATbHBI BOCBMHUOAWTHBIA KOJM IEIOCTHOCTH COOOIIEHUS,
IIPOBEPKA KOTOPOTO MO3BOJISET OTPAXKaTh aTaky ¢ MPUMEHEHHEM IOJIOKHBIX MakeToB. B utore
MOJIy4aeTCsl, YTO KaXIbli TMepeaBacMblii MO CEeTH MakeT JaHHBIX HUMEET COOCTBEHHBIN
VHUKaJIbHBIA KJIIOY, a KaXJ0e YCTPOHCTBO OECHpPOBOAHOW CETH HaJeNseTcs AMHAMHYECKU
W3MEHSEMbIM KJIFOUOM.

Kpome Ttoro, mporokon WPA mnomnepxkuBaer mudpoBanue mo cranmapty AES (Advanced
Encryption Standard), To ecTh IO yCOBEpIICHCTBOBAHHOMY CTaHAAPTy MM(POBaHUS, KOTOPHIH
oTiuyaercs 0ojiee CTOMKUM KPUNTOAITOPUTMOM, YeM 3TO peann3oBaHo B npotokonax WEP u
TKIP.

[Tpu pa3BEpThiBaHMHM OECIPOBOJHBIX CETEM B JOMAIIHUX YCJIOBHUSX WM HEOONbIIMX oducax
OOBIYHO HCIOJIE3YETCSl BapUaHT MpoTokoyia Oe3onmacHocth WPA Ha OCHOBe OOIIMX KITFOUEH —
WPA-PSK (Pre Shared Key). B nanpueiitem mbl OyzieM paccMaTpuBaTh TOJbKO BapuaHT WPA -
PSK, e xacasicp BapuaHToB npotokona WPA, oprueHTUpPOBaHHBIX Ha KOPIOPAaTUBHBIE CETH, T'1I€
aBTOpU3alMs MOJIb30BaTesel npoBoauTcs Ha oTaeabHOM RADIUS-cepBepe.

[Tpu ucnons3zoBanuu WPA-PSK B HacTpolikax TOYKHM AOCTyma W NpoduiIsiX OeCrpoBOIHOTO
COEIMHEHUS KJIMEHTOB yKa3bIBaeTCs Mapoib ATUHON OT 8 10 63 CUMBOJIOB.

@OuabTpanus MAC-aapecos

Ounbtparss MAC-aapecoB, KOTOpash MHOIICPKHBACTCSI BCEMH COBPEMEHHBIMH TOYKaMHU
JOCTyNa W OECHpPOBOJHBIMU MapIIPYTH3aTOPAMH, XOTS M HE SBJSIETCS COCTaBHOM YacThIO
cranaapta 802.11, TeM Hee MeHee, KaK CUMTAETCs, TO3BOJISAET MOBBICUTH YPOBEHb 0€30MaCHOCTH
OecripoBonHOW cetn. s peanuzanuy JaHHOH (QYHKIMM B HACTPOWKAaX TOYKH JOCTYTIa
co3naéresa tabnuna MAC-aapecoB GecpoBOAHBIX aAaNTEPOB KIMEHTOB, aBTOPU30BAHHBIX IS
paboTHI B JTaHHOM CETH.

Pexnm ckpoiTOro uaenruguxkaropa ceru SSID

Emé ogna mepa nmpeocTopoKHOCTH, KOTOPYIO 4acTO UCHOJB3YIOT B OECIIPOBOAHBIX CETAX — ITO
PEKUM CKpBITOro uaeHTu¢ukaTopa cetH. Kaxaoil OecrpoBOJHONW ceTH Ha3HadaeTcs CBOM
yHUKaIbHBIN uaeHTuuKaTop (SSID), kotopelil mpencrasiser coOoil Ha3Banue cetu. Korna
N0JIb30BaTENb IMBITAETCS BOWTH B CE€Th, TO JpaiiBep OECHpOBOJHOIO ajanTepa MpeXkae BCero
cKaHupyeT >GUp Ha HaTuyue B Hel OecrnpoBoAHBIX ceTeil. [lpu ucmonb30BaHUM peXUMA
CKpBITOro HJeHTH(UKaTopa (Kak MpaBuiio, 3TOT pexxkuM HaszbiBaercs Hide SSID) cetp He
0TOOpa)kaeTcsl B CHMCKE JOCTYNHBIX, U MOJAKIIOUUTHCS K HEW MOXXKHO TOJBKO B TOM Cllyyae,
€ciiu, BO-NEpBbIX, TO4HO u3BecteH e€ SSID, u, BO-BTOpBIX, 3apaHee co3/laH NPOopUIb
HOJIKJIIOUEHUS K DTOH CETH.

B3iom 6ecipoBoaHO#i ceTH ¢ npoTokojom WEP

Yto0bl y uuTaTeNs HE CIOXKHWIOCH BIEUATIICHUS, YTO MEPEUHUCICHHBIX CPEICTB 3alUThI BIIOJIHE
JIOCTaTO4YHO, /Ja0bl HE OIacaTbCs HEMPOIIEHHBIX T'OCTEH, MOCHEmMM €ro pasodyapoBarb. U
HAa4yHEM MBI C MHCTPYKLHMHU MO B3JIOMY OecnpoBoAHBIX ceTeil ctanmaprta 802.11 b / g Ha 6aze
npoTokosa 6e3onacioctu WEP.

CoOCTBEHHO, YTWINT, CHEIHAIbHO pa3pabOTaHHBIX JJIs B3JIOMa TaKMX CETeH M JOCTYIHBIX B
Wntepnere, npenocratouHo. Ilpasaa, ecte ogHO «HO». [louTn Bece oHM «3aToueHbl» nmoja Linux-
cuctembl. COOCTBEHHO, C TOYKHM 3pEHHUS MPOABUHYTOTO IMOJb30BaTENII — 3TO HE TOJBKO HE
noMexa, HoO U HaoOOpOoT. A BOT OOBIYHBIMM IOJIb30BATENsIMH OIEpallMOHHas cucteMa Linux
UCIIONIB3YETCSl  PENKO, MO3TOMY Mbl pEIIWIN OrPaHUYUTBCS PACCMOTPEHHUEM  YTHIIUT,
nojaepkuBaeMbix cucremoir Windows XP.

Wrak, nns B3noMa CeTH HaM, KpoMe HOYTOyka C OECIpOBOIHBIM aJamnTepoM, MOTpeOyeTcs
yrunura aircrack 2.4, KOTopyro MOXHO HalTH B cBOOOIHOM JocTyIie B MIHTepHeTe.

JlanHast yTHIIMTa MOCTaBiIsieTcs cpa3y B ABYX BapuaHTtax: noi Linux u mox Windows, mostomy
Hac OyQyT MHTEpecOBaTh TOJBKO Te€ (ailyibl, KOTOPhIE Pa3MELICHbI B JUPEKTOPUM aircrack-
2.4\win 32.
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B »T0i1 qupexTopun uMeeTcsl TpU HEOONBIINX YTUIUTHI (MCTIOTHSAEMBIX (haiiiioB): airodump.exe,
aircrack.exe u airdecap.exe.

[lepBas yTminTta npegHazHadyeHa JJis NepexBaTa CETEeBbIX MAKETOB, BTOpasi — AJIs UX aHAJIW3a U
MOJTYYEeHHUS ApOJIs IOCTYTA U TPEThsI — sl pacIIM(PPOBKH IEPEXBAYEHHBIX CETEBBIX (HAIIIOB.
Koneuno xe, He BCE Tak MPOCTO, KaK MOXET IMOKa3aTbcs. Jeno B TOM, 4TO BCe MOIOOHBIE
IpOTPaMMBbI  «3aTOYCHBD» 10/ KOHKPETHBIE MOJIENM YHIIOB, Ha 0a3e KOTOPHIX IMOCTPOSHBI
ceTeBble aaantepbl. To ectb He (akT, UTO BHIOPAHHBINM MPOU3BOJIBLHO OECIIPOBOTHON adanTep
OK@XETCsI COBMECTHM C mporpammoii aircrack-2.4. Bojee Toro, maxe mpu HCIOJIb30BaHUU
COBMECTUMOTO ajanTtepa (CIUCOK COBMECTHMBIX a/IallTePOB, a TOYHEE — YUIIOB OECIPOBOIHBIX
aJ1arTepoB, MOXKHO HAlTU B IOKYMEHTALUU K IIpOrpamMMe) NpuAETCs IOBO3UTHCS € IpaiiBepamu,
3aMEHHMB  CTaHJIAPTHBI  JpaiiBep  OT  MPOU3BOJIMUTENS  CETeBOro  ajanrepa  Ha
CIIELMAJIM3UPOBAHHBIN JIpaiiBep I0J KOHKPETHBIM uuil. K mpumepy, B X01€ TECTUPOBAHUS MBI
BBISICHUJIM, YTO CTaHAAapTHBINA OecripoBonHoi amantep Intel PRO Wireless 2200 BG, kotopsiid
SIBIISIETCS COCTaBHOM YacThI0 MHOTHX HOYTOYKOB Ha 6a3e texnonoruu Intel Centrino, mpocto He
COBMECTHM C JaHHOW mporpammoii mpu wucnoiabzoBanuu OC Windows XP (mpaBna, oH
NOJJICP’KUBACTCS TIPU UCIONB30BaHMU Linux-Bepcuu mporpammsbl). B utore Mbl ocTaHOBMIH
cBoil BeIOOp Ha OecmpoBogHoM PCMCIA-amantepe Gigabyte GN-WMAG Ha 0aze uuma
Atheros. IIpu a3Tom cam GecripoBoHOM amanTep ycranaBinuBaics kak Atheros Wireless Network
Adapter ¢ gpaiisepom 3.0.1.12.

Cama mpouemypa B3joMa OeCIpPOBOJHOW CETH JOCTaTOYHO mpocta. HaumHaem c 3amycka
yTUIUTHL airodump.exe, KoTopas TMpeAcTaBiseT coOoil cereBoil cHuddep s mepexsara
nakeroB. Ilpu 3amycke mnporpammel (puc. 1) OTKpOeTcss IUallorOBOE OKHO, B KOTOPOM
notpedyercst yka3zaTh OecripoBoaHOl ceteBo amanTep (Network interface index number), Tum
guna cereBoro anantepa (Network interface type (o/a)), Homep kaHana OECIPOBOJHOHN CBSI3U
(Channel (s): 1 to 14, 0= all) (ecnu HOMep KaHal HEM3BECTEH, TO MOXKHO CKaHHPOBATHb BCE
KaHaubl). Taxoke 3a7aéTcst UMs BBIXOAHOTO (aiisia, B KOTOPOM XPaHSTCS TIEpEXBaYCHHBIE MTAKEThI
(Output filename prefix) u yxa3zpiBaercsi, TpeOyeTcs JIM 3aXBaThIBaTh BCE MAKEThI LIETUKOM (cap-
(dailael) WK K€ TOJBKO YacTh MaKTOB C BEKTOpaMHu WHUNMAIM3auu (ivs-daitier) (Only write
WEP Vs (y/n)). IIpu ucnons3oBanuun WEP-mmppoBanus s noadopa CeKpeTHOTro Kiroya
BIIOJIHE JIOCTATOYHO C(HOPMHUPOBATH TOJBKO 1vs-(daitn. [lo ymomuanuro ivs-wnm ¢ ap-¢anisl
CO3MalOTCST B TOW  JK€  JUPEKTOpuUM, dYTO0 MU  caMa  mOporpamMma  airodump.

[Tocne HacTpoilku Bcex omnuuid yTUIAUTHL airodump OTKpoeTcss MHPOPMAIMOHHOE OKHO, B
KOTOpPOM oOToOpakaeTcss MHpopManus o0 OOHAPYXKEHHBIX TOUYKAaX OECIPOBOJHOrO JOCTYyIa,
uHpopMalMsg O KIMEHTaX CEeTH U CTAaTUCTHKA IEePeXBAYEHHBIX IaKeToB (puc. 2).

Ecnu Touek nocTymna HeCKOJIbKO, CTATUCTHKA OyAeT BbIIaBaThCA MO KaXKI0M U3 HUX.

[TepBem penom, 3ammmmte MAC-aapec Touku noctyma, SSID 6ecnpoBogHoit cetn 1 MAC-
aZipec OJTHOTO M3 TMOJKIOUYEHHBIX K HEM KIMEHTOB (eclu UX HecKoibko). Hy a manbpiie HY>KHO
MO0XK/aTh, TIOKa He OyET MmepexBadyeHo TOCTATOUYHOE KOJMYECTBO MAKETOB.

KonunuecTBo makeToB, KOTOPHIE HY)KHO MEPEXBATUTH AJIsI YCIEIIHOTO B3JIOMa CETH, 3aBUCUT OT
mHbel WEP-kimtoua (64 nnm 128 6uT) Hy U, KOHEYHO e, oT yaauu. Eciu B ceTu ucronb3yercs
64-6utHpiii WEP-kmtou, TO A/ YCHENIHOTO B3JIOMa BIIOJIHE JIOCTATOYHO 3aXBAaTUTh TOJ
MUJUTHOHA TIaKeTOB, a BO MHOTHX ClIy4asx — Jake MeEHbIe. Bpems, KoTtopoe sl 3TOTO
noTpedyeTcs, 3aBUCUT OT MHTEHCUBHOCTH Tpaduka MEXy KIHEHTOM M TOUYKOW JOCTyTa, HO, KaK
MpaBUJIO, COCTABIISIET HE 00Jiee HECKOJbKUX MHUHYT. B ciydae ske ucrmonb3oBanus 128-0MTHOTO
KIIF0Ya JJIsS TapaHTUPOBAHHOTO B3JIOMa MOTPEeOyeTCsl MepeXBaTUTh MOPSAKA ABYX MHUJLIMOHOB
naketoB. Jlyis ocTaHOBa TIporecca 3axBaTa IakeToB (PaOOThl yTHIIMTHI) HCIOIB3YETCS
koMOuHarwms kinasum Ctrl+C.
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[Tocne Toro, kak BBIXOAHOW i1vs-(aiim chopMuUpoBaH, MOKHO TPHUCTYNATh K €ro aHaimsy. B
OPUHIUIE, 3TO MOXHO JelaTh M MapajulebHO BMECTE C IepexBaTaMH IAKeTOB, HO JUIs
MPOCTOTHI MBI PACCMOTPHUM ITOCJIC0BATEIILHOE BIIOJIHEHHE MPOIIEyp TIepexBaTa U aHaIu3a.
Jns anammsa chopMUpOBaHHOTO ivs-(haiima morpedyercss yTtmiauTa aircrack.exe, Koropas
3aIlyCKaeTcsl W3 KOMAaHJHOM CTpOKH. B Hamem ciydae MbI HUCIOJNB30BAJIHM  CIICAYIONIHE
napamMeTphl 3aIycKa:

aircrack.exe —b 00:13:46:1C:A4:5F —n 64 —i 1 out.ivs

B nannom ciyuae «-b 00:13:46:1C:A4:5F» — o ykazanue MAC-anpeca TOUYKH JOCTyMa, «-N
64» — yKazaHHWe UIMHBI KCIIOJIb3YEMOro KIIo4a IHU(PpPOBaHHS, «-1 1» — WHIEKC KIo4Ya, a
«out.ivsy — 3T0 (aiisl, KOTOPBIN MOABEPraeTCs AaHATH3Y.

[TonHbBIN MEepedeHb MapaMeTPOB 3aIyCKa YTHIUTHI MOXKHO IMOCMOTpPETh, HAOpaB B KOMaHJIHOW
CTpOKe KOMaHj1y aircrack.exe 6e3 mapameTpos.

B npunInumne, mockoibKy Takas HHGOpMaIus, Kak HHIACKC KIFYa U JUIMHA KITFo4Ya mudpoBaHus,
KaK IPaBHUIIO, 3apaHee HEM3BECTHA, OOBIYHO MCIOJIB3YETCs CISAYIOMINN YNPOUIEHHBIH BapHAHT
3aIrycKa KOMaH/bl: aircrack.exe out.ivs.

PesynbraT ananusa ivs-¢aitna nmokaszan Ha puc. 4. Bpsna mu ctpoka KEY FOUND! Hyxnaercs B
KOMMEHTapusix. M oOparure BHUMaHME, YTO CEKPETHBIN KUY OBbUI BBIYHMCICH BCEro 3a 3
CEKYH/IBI.

MBI IPOBOJIMIIM MHOKECTBO IKCIEPUMEHTOB C HUCIOJIb30BaHUEM M 128-OuTHOro Kiroya, U ¢
pa3IMYHBIMU TapaMeTpaMHu 3alycka KOMaHIbI aircrack.exe, HO BO BceX CilydYasx Bpems, 3a
KOTOPO€ BBIYMUCIISIICS CEKPETHBINA KIIIOY, HE IPEBOCXOIMIIO 7 CEKYH.

BoT Tak mpocTo u ObICTpO MPOBOIUTCS BCKpBITHE OecripoBoAHbIX ceTeil ¢ WEP-mmdpoBanuem,
¥ TOBOPHTH O «O€30IacHOCTU» CceTell B TaHHOH ciiyyae BooOIe HeymecTHO. Hy, nelicTBuTensHo,
MO3KHO JI TOBOPUTH O TOM, YETO Ha CaMOM Jiejie HeT!

B camoMm Hayame MBI YNOMSHYJH, YTO BO BCEX TOYKAX JOCTYNla HMEIOTCSA C€IIE TaKue
BO3MOXKHOCTH, KaK MCIOJIb30BaHUE PEKUMA CKPBITOTO HACHTU(PHUKATOPA CETH U (PUIBTpALIUU 110
MAC-anpecam, KOTOpble IpHU3BaHbl MOBBICUTH Oe€30MacHOCTh OecnpoBojHOM cetu. Ho He
OyJIbT€ ONTUMHUCTAMHU — ITO HE CIACaerT.

Ha camom pene, He TakuM yX M HEBUAUMBIM SBISETCS WACHTU(GUKATOP CETU Jaxe IMpHU
aKTUBALlUM 3TOTO peXMMa Ha Todke Jgoctyna. K mpumepy, yxke ynomsHyTas HamMH yTUIUTA
airodump Bcé paBHO mokaxeT BaM SSID ceTu, KOTOpbIM BIOCIEICTBUM MOXHO HCIOJIB30BATh
JUISL CO3IaHUS TPOQUIIS TOAKIIOUEHUS K CeTH (MIPUUEM HECAaHKITMOHUPOBAHHOTO MOJIKJIFOUEHHUS).
Hy a eciu roBopuTh 0 Takoil HaMBHOM Mepe Oe3omacHOCTH, Kak ¢unbTpanus no MAC-aapecam,
TO 37€Ch BOOOIIE BCE 04eHb MPOCTO. CyIecTBYeT JOCTATOYHO MHOTO Pa3HOOOPA3HBIX YTHIUT U
non Linux, u mox Windows, koTopble mno3BoyisitoT mnoameHsTb MAC-aapec ceTeBoro
uHTepdeiica. K npumepy, 11 HECAaHKIIMOHUPOBAHHOTO JIOCTyNa B CeTh Mbl moaMeHsin MAC-
azpec OecpoBogHOrO aganrtepa ¢ nomousio yruautel SMAC 1.2 (puc. 5). EcrecTtBenHo, 4to B
kauectBe HoBoro MAC-anpeca ucnone3yercs MAC-aapec aBTOPU30BaHHOTO B CETH KJIMEHTA,
KOTOPBIN omnpeaeseTcs BCE TOU xKe YTUJIUTOU airodump.

Wrak, mpeooneTs BCIO cucTeMy 0e30macHOCTH O6ecrpoBoaHOM cetn Ha 6aze WEP-mudpoBanus
HE MpEACTaBIsAET HHUKAKOrO Tpyna. Bo3MOXHO, MHOTHME CKaXyT, YTO 3TO MAalOaKTyaJlbHO,
nockoinbKy WEP-pOTOKOJI 1aBHO yMep M €ro ImpocTO HE MCHOJB3YHOT. Belp Ha cMeHy emy
npumén 6osee croiikuii mporokon WPA. Onnako He OyaeM ToponuThes ¢ BbiBogamMu. OTyactu
9TO JEHCTBUTENBHO TaK, HO TOJBKO OT4acTH. [lelo B TOM, YTO B HEKOTOPBIX CiIydasx AJis
YBEIMYEHUSI paguyca JACHCTBUS OeCHpOBOJHON CETH pa3BOPAUMBAIOTCS TaK Ha3bIBaeMble
pacnpenenéunbie 6ecripoBonubie cetn (WDS) Ha 6aze HeckoiabkuX Touek aoctymna. Ho camoe
MHTEPECHOE 3aKJII0YAaeTCsi B TOM, YTO 3THU CaMbl€ paCHpEIENIEHHbIE CETH HE MOJACPKHUBAIOT
WPA-ipoTOKOia, W E€IWHCTBEHHOW JOMYCTUMON Mepoil 0e30MacHOCTH B JaHHOM CiIydae
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spisieTcst npumenenne WEP-mudposanus. Hy a B3nameiBatrorest 3t WDS-cetn abCcoTI0THO Tak
e, KaK U CeTH Ha 0a3e OAHOM TOYKH JOCTyIa.

Teneps mOCMOTPHUM, KaK OOCTOST J1esia ¢ ceTsiMu Ha 6aze WPA -mmdpopaHus.

B3s1om 6ecipoBoiHOIli ceTH ¢ npoTokojioMm WPA

CoOcTBEeHHO, caMa MpoIeaypa B3jIoMa ceTei ¢ mpoTokoiaoM WPA Majo yeMm oTiaudaeTcs oT yke
pPacCMOTPEHHOM mpoLeaypsl B3ioma cereil ¢ WEP-npoTokoiaom.

Ha nepBoMm stane ucnonb3yercs Bc€ TOT ke cHu(pdep airodump. OgHaKo ecTh J1Ba BaXKHBIX
acreKTa, KOTOpble HEOOXOJMMO YUYUTHIBaTh. BoO-TIepBBIX, B KadyecTBE BBIXOJHOTO (haiina
HEOOXO0IUMO HCIIOIb30BaTh UMEHHO cap-dailn, a He ivs-paiin. [l 3Toro B HaCTpOWKe YTUITUTHI
airodump nHa nocnenueit Bonpoc «Only write WEP IVs (y/n)» oTBeuaeM «HeT».

Bo-BTOphIX, B cap-¢aiin HeoOXOANMMO 3aXBaTUTh CaMy IMPOLEAYpy MHUIHAIM3ALMUA KIHNEHTa B
CeTH, TO €CTh MPHUIETCS MOCHIETh B «3acale» C 3amylieHHOW mporpammoi airodump. Ecmu
ucrnonpzyercss Linux-cuctema, TO MOXHO IPOBECTH aTaky, KOTOpas 3acTaBUT IPOU3BECTU
nporenypy NepeuHUIHAIN3AINN KIMEHTOB CeTH, a BOT moa Windows Takas mporpaMMKa He
IIpeayCMOTpPEHA.

[Tocne Toro, kak B cap-(aiin 3axBayeHa MpoueAypa MHUIHAIA3ALWU KIUEHTa CETH, MOXKHO
OCTaHOBUTH TIporpammy airodump W MPHUCTYNUTH K Mpoueccy pacmmdpoBku. Hakamnusath
NEPEXBAYCHHbIE MMAKETHl B JIAHHOM CIy4yae HET HEOOXOJUMOCTH, IMOCKOJIbKY JUISl BBIYUCIICHUS
CEKpPETHOI'0 KJIK0Ya HUCIOJIb3YETCS TOJIBKO IMAKEThl, MepeaBaeMble MEXKIy TOUKOW J0ocTyna u
KJIMEHTOM B X0J1€ MHULIMATIU3aL1H.

Jns ananuza modydeHHOW HMH(OpMalMM HCMONb3yeTcsd BCe Ta ke yTuiauTa aircrack, HO ¢
HECKOJIbKO MHBIMH IapaMeTpaMu 3amycka. KpoMe Toro, B AMPEKTOPHIO ¢ IporpaMmoii aircrack
NpUAETCS YCTAaHOBUTH €LIE OJUH BaXKHBIA 3JIEMEHT — CJIOBapb. Takue crnenualnu3upoBaHHbIC
CI0Bapu MOXHO HaWuTH B WHurephere, Halpumep, o CCBUIKE
http://ftp.se.kde.org/pub/security/tools/net/Openwall/wordlists/.

[Tocne »sTOro 3amyckaeM U3 KOMAaHJHOM CTpOKM IporpamMmy aircrack (puc 6), ykasbiBasg B
KauyecTBe BBIXOJHOTO aiina cap-daiin (Hampumep, out. cap) U Ha3BaHHe cloBaps (mapamerp — W
all, rje all — Ha3BaHUE cioBaps).

[Tporpamma nepebopa kiroueld U3 cioBapsi 1a€T OYeHb MHTEHCUBHYIO Harpy3Ky Ha IporLeccop,
TaK 4TO €CIU JIJISl 3TOTO HCIoib3yeTcs manomolnabid 1K, To Ha 3Ty mpouenypy morpedyercs
MHOI'O BpeMeHU. Eciu e 11 3TOro UCHONIb3yEeTCsl MOILIHBIA MHOTOIIPOLIECCOPHBIN CEpBEP WU
[1IK Ha 6a3e ABYXbBsIEPHOrO IPOLIECCOpPa, TO B KAYECTBE OIIMU MOXKHO YKa3aTb KOJUYECTBO
UCIIOJIB3YEMBIX IpoueccopoB. K mpuMepy, B HalleM Clly4ae MCIOIb30BAICS HOBEUIINI
nByxanepHbii mponeccop Intel Pentium Extreme Edition Processor 955 ¢ moanepkkoit
texHonoruu Hyper-Threading (4eTsipe JIOTHUECKHX sapa MpoIeccopa), MoITOMY B IMapameTpax
3alycKa MpOorpaMMbl Mbl HCIIOJIB30BaJIM ONIUIO «—p 4», 4TO IO3BOJIMJIO YTWIN3UPOBATH BCE
YeThIpE JIOTUYECKHUX sJpa Mpoleccopa, MpUUEM Kaxkaoe sapo yruwimsupyercs Ha 100%. B
pe3yibpTaTe MOCIe MOYTH TOyTOopa 4acoB pabOThI MPOrpaMMbl CEKPETHBIN KITFOY ObLT HaiiaeH!

(puc. 7.)

OT0, KOHEYHO, HE HECKOJIbKO CeKYHJI, KaK B ciydae ¢ WEP-mmudpoBanueM, HO Toxe HEMIOXOU
pe3yibTaT, KOTOpPbIH MpPeKpacHo naeMoHcTpupyer, uto U WPA-PSK 3amura He sBnsercs
abcomoTHO HaAExkHOM. [IprnuéM pe3ynbpTaT B3JOMa CEKPETHOIO KJIl04Ya HUKAaK HE CBSI3aH C TEM,
kakoit anroput™ mudposanus (TKIP unn AES) ucnons3yercs B ceTH.

Hacrpoiika coenunenuns (nmposaiiaep dhep):
[ar 1. Heo6xonumo Ha BKIAAKY «JlomonMHUTENbHBIE HACTPOHKI»-> « WANY:
HyxHo yctanoButh Tun nogakitrodeHus WAN: «/lunamuueckuii [Py .
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[IIar 2. Ha sToi e BKJIaJKe, MOKHO cpa3y 3a1ath aapeca DNS:

Ecnu mMbl HE 3HAEM - HEOOXOUMO OCTaBHUTh «aBTOMATUYECKOE» MOJKII0YCHHE K cepBepy DNS
(KaKk Ha pUCYHKE).

[Har 3 (onuuonansbHO). Eciiu npoBaiinep cetn MHTEpHET - ocyliecTBiseT npuBsasky k MAC-
aapecy, poyrep ASUS RT NI12 Cl (kak u 0Oojee «CTaphlii») - TIO3BOJUT Bam
«1oAMEeHUTHY» ero. CHU3Y BKIaaku, Haxoautes nosie MAC-aapeca:

Crona, 3aHocuTcsi TpeOyemoe BaMm 3HadeHue ajapeca (mociemnue 5 Oait, dopmar HEX). A
IIOCMOTPETh 3HaueHue amnmapatHoro azapeca kaptbl IIK, moxnHo Ha «CocrosHUN»
coenunenus («Ilogmepxka» -> «IlogpoOHOCTHY).

ITo 3aBepmieHnn 3TuX HacTpoek HaxumaeM: «lIpumennte». Hactpoiika poyrepa Acyc RT N12
Ha coenunenne «DHCP» - 3aBepmiena. OHo mosiBUTCS cpasy ke (uepe3 10-15 cexkyHn
nociyie Haxxatus Ha «[IpumMeHuTs»).

Hacrpoiika coenunenus (mpoBaiaep pppoe):

[Mar 1. Ha Briagke «JlononHuTenbHble HacTpoiiku» -> «WAN», ycranoBuTb «run
coenquHenus»: PPPoE.

[ar 2. IlogpasymeBaeTcs, 4YTO HPOUCXOAUT HACTPOHMKA COEAMHEHHUS Ul «IMHAMHYECKN»
Bbiaessiemoro I[P-anpeca. [loatomy, ramouku «noinyuuts IP WAN aBTOMaTmuecku», u
«moakrounTtbed kK DNS-cepBepy aBTOMaTudecku» - OCTaBisieM, Kak ecTb. Ha aTom
JTare, Hy>KHO TOJIBKO 3aIlOJIHUTh 110JI1 UMEHHU I0JIb30BaTeNs U apos (CM. JOrOBOD).

[ar 3 (onuuoHalbHO). MBI MOXEM aHaJIOTMYHO HacTpoiike st ciaydas «DHCP», Bhnucath
«xJIoHUpYyeMbli» anpec « MACy (B mocnieaHee noje Ha BKIAJIKE).

ITo 3aBepieHUM 3TUX EHCTBUM, HY>)KHO HaxkaThb «IIpumenuts». CoennHenue - OyeT Co34aHo.

Mei 31ech paccmoTtpenu, kak HacTpouTb poytep RT N12 na coenqunenune «DHCP» u «PPPoE»-
Tumna (¢ «IuHamuueckn» BoiaenseMbiM [P-agpecom). IlpegycMoTpeHsl U Ipyrue «TUIIbD)
COEMHEHMH, B TOM YHCIIE, ECIIA pOyTep - «KiIMeHT VPNy, To HacTpauBath Hy)kHO L2TP
ninu PPTP (BbiOupaeTcst B 3aBUCUMOCTH OT YCJIOBUM MpoBaiiiepa). A eciii COeAUHEHHE -
CO3/1aHO, U MOJKJIIOUYEHO, OCTAJIOCh TOJIBKO «3alIOMHUTBH)» HACTPOUKH.

3anmoMuHaHUEe HAcTpoeKk: Jlias BBINOJHEHUS JTOro JAEWCTBUSA, 3aXOAMM Ha BKIAJIKY
«AJIMUHUCTPUPOBaHHUE» -> « BOCCTAaHOBUTS... 3arpy3UTh HACTPONUKM»:

NmenHno kHonka «COXpaHWUTB», IO3BOJISIET «3allOMHUTH» BCE CHAENAaHHbIE HW3MEHEHUs B
MIOCTOSIHHOM mamsiTH poyTepa. Toraa kak, Haxatue «BoccTaHOBUTBHY - COPOCUT poyTep
Acyc RT N12 k 3Hau€HUSIM «I10 YMOTYAHUIO», IPUYEM - HEMEJIJICHHO.

Ecnu mb1 Oyniem cMoTpeTh MIHTEepHET-TeneBUIeHHE Yepe3 KOMITbIOTEPhI Halllel CeTH, TO B CaMOM
poyTepe, HYXKHO BBIIOJHUTH Iapy HACTPOEK. YCTAHOBUTH JBE TaJOYKH (BKJIaJKa
«/lonmonHUTENBHBIE HACTPOUKI» -> «JIBCy» -> «MapupyT»).

Haxarp «llpumenuts». Tenepp, Multicast-makersl (MHOroaJpecHsleé MaKeThl), OyIyT
«TIPOIyCKaThCs» B JIOKAIbHYIO ceTh. IlakeTsl Multicast, ucnosnb3yroorcs B 1u(ppoBOM
TEJIeBUICHUU.

JIOTIOTHUTENBHO, MOYHO HCKYCCTBEHHO OTrpaHMYUTh MaKCHUMajbHOe 3HaueHue Multicast-
Tpaduka B OecmpoBomuoit cetm Wi-Fi. HeoOxomgumo 3aiiTh Ha  BKIAIKY
«/lomonHuTenbHbBIE HAcTpoWkm» -> «JlokambHast cetb» -> «lIpodeccrnonanbHoy,
yCTaHOBUTE TpeOyeMoe 3HaUeHHe

Taxxe, ASUS cTporo pekoMeHayeT CMEHUTh aIMUHCKHAN MTapOiib. DTO MOYKHO CIENATh B IyHKTE
«AnMuHucTpupoBaHue». Tam ke MOKHO 0OHOBUTH pomKuBKy poyTtepa RT-N12 C1 wiun
9KCIIOPTUPOBATH HACTPONKHN yCTPOWCTBA MIIM BOCCTAHOBUTD 3aBOJICKHUE.

MBI Takke MOXEM BBIIIOJIHUTH OOHOBJIEHHE MUKporporpamMmbl ¢ caiita ASUS B ciyuae, korna
IpeabIayIIas IporpaMMHasl 000J04YKa CTAaHOBUTCS] HEAKTyaJIbHOM.

[Tpr HEOOXOIUMOCTH B MPOrpaMMe BO3MOKHO BOCCTAHOBJICHHME 3aBOJICKUX HACTPOEK, (PYHKLUSA
COXPAHEHUS U OTIIPABJIEHUS] HACTPOEK:
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O NOo O

10.

1. KoHmMporsbHbIe 80rpOChI

VYKaXuTe OTIMYUTENbHBIE OCOOCHHOCTH B MPHHLUIAX pabOThl KOHLEHTpATropa U
koMmMmyTaropa? IlpuBenure npumep, OCHOBBIBASICH HA CXEME MPOEKTA.

KakuM #3 yka3aHHBIX B NPOEKTE YCTPOWCTB HEOOXOAMMO HajIHuue (PU3HYeCKuX
anpeco (MAC)?

[lepeuncnuTe peKUMbI KOMMYTAIUH?

[TpuBenuTe pa3sHOBUIHOCTH KOMMYTATOpOB?

OObsicHUTE, B UEM 3aKJII0YACTCs IPEUMYIIECTBO arperupoBaHusi KOMMYTaToOpoOB?
UYro npexacrapusieT coO0M JToruueckoe 00beAMHEHHE KOMMYTaTOpoB B CTEK?
Vkakure MeTonbl (PU3NUECKOro MOJKIIOYCHUS Ui YIPABICHUS COBPEMEHHBIMH
koMMyTaropamu? IlepeunciuTe OCHOBHBIE CETEBbIE MPOTOKOJBI YIIPaBICHUS
AKTHUBHBIM 000pYJOBaHUEM KOMIIBIOTEPHBIX CETEH mepenayn JaHHbIX ?

Breigenute oTIMYUTENbHBIE OCOOCHHOCTHM ACCUMETPUYHOW M CHUMMETPHUYHOMN
KOMMYTAaIu?

BbruncnuTte mpomycKHYIO CHOCOOHOCTh BHYTPEHHEW HIMHBI KOMMYTAIMH, €CIH
KOMMYTaTop paboTaet B HeOnokupytomeM pexume U umeeT § FastEthernet-mopros?
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JlabopatopHas  pab6ora 8  PacmmupeHHas — JuarHocTuka

oecripopognoit WIFI cetu

MeieHHast CKOPOCTh 3arpy3KH, OTCYTCTBHUE ocTyma K CeTH B ONPEICTICHHBIX YTOIKax
KBapTUPBI — B JIOMAIIIHEW CETH BCETa YTO-TO MOYKET MOUTH HE Tak. [[0TeHITMAbHBIX TPUYUH
npobaem ¢ Wi-Fi MHOKeCcTBO: Kak KOHPUTYpaIus, TaK U Paco0KEHHE poyTepa.

Kpowme Toro, y mapuipyTuzaTopa MOTyT ObITh BHYTPEHHUE OCHOBAHHS HAPYIIATh COSIMHEHHE C
UHTEPHET-TIPOBANIEPOM WM NIEPErpyKaTh TOJBKO T€ CTPAHUIIBI, HHPOPMALIUIO C KOTOPBIX BB
OBl XOTEJH CKayaTh.

J1st ka0 Takoi mpoo6seMbl HEOOXOIMMO CUCTEMATUYHO BBISIBUTH CBOM MOJIXO/I K PEIICHUIO,
HAYaB ¢ KOMIIBIOTEPA U 3aKOHYUB MOCEUIEHHON BeO-cTpaHuIieil. Bocnons3yiiTech 715 3TOTO BEO-
uHTEpdEicoM CBOETo poyTepa, KOMaHIHOU CTpokoi Windows 1 peKOMEHTyeMbIMU YTUIIUTAMH.

Kpome Toro, moHago0uTCs yCTaHOBUTH MOCICAHUN apaiiBep st Wi-Fi-agantepa Baiero
KoMIbtoTepa. YToOb! y3HaTh pa3paboTUuKa U MOJIENb, HAKMUTE KOMOWHALMIO KJIABUIII
«Win+Pause», BeizoBuTe JluicrieTdep yCcTporucTB B OTKpoiiTe mapamerp «CeTeBbie afanTepbh».

IIpoBepsiem KOMIIBIOTED

WiFi_1Ecnu coBcem He moiy4aercsi yctaHoBUTh Wi-Fi-coeuHenue, B mepByIo ouepe/ib
NPOBEPhTE, HE OTKIIIOYMIIN JIU BbI ciy4aiiHo Wi-Fi-anantep kommbrotepa. JlJst 5TOro BEI30BUTE
«ITapametpbi» u neperiaute k nyHkry «Cetb 1 UnTepner | Wi-Fi | Hactpoiika mapamerpoB
azanrepay.

YcraHaBIMBaeM COEIMHEHHE

WiFi_2Ecnu «becnpoBoiHas ceTh» OTMeUeHa KPaCHBIM KPECTUKOM, HEOOXOAMMO
3a/ICCTBOBATH €€ JIMOO0 MEPEeKITIoYaTeIeM Ha YCTPOUCTBE, TNOO0 (PYHKITMOHAIBHON KIIaBHUIIICH
WJIH K€ OTCOETMHUTH U cHOBa noakmounTh USB-anantep. B cioyuae, koraa cetb 0003HaueHa
CCPBIM LIBETOM, HpaBOI\/JI KHOIIKOY MEIIIN BEI30BUTE KOHTEKCTHOE MEHIO U BI)I6epI/ITC KOMaHaoy
«[TogxmroueHne», 4ToObI BKIIOYUTH €€ CO CTOPOHBI MPOTPaMMHOT0 00ecTIeYeHHs

Tectupyem poyrep

WiFi_3YTo0bI HCKIIOUUTH TPOOIIEMBI, CBSI3aHHBIE C KOMITBIOTEPOM, YOEIUTECh, UTO Ha BallleM
poytepe aktuBeH Wi-Fi. [lns aT0ro0 npoBepbTe, UTO TOPUT COOTBETCTBYIOMIAs JamIiouka. Eciu
HET, aKTUBUPYITe OECIIPOBOIHOE COEIUHEHNE TOXOAIIECH KIIaBUIIeH Ha MapIIpyTU3aTOpe WIH
C KOMITbIOoTEpa uepe3 BeO-unrepdeiic. [ns storo noaxmounte poyrep k I[1K cereBbim kabenem.

[TpoBepsiem Wi-Fi-noakmodenue

WiFi_4becnpoBogHoe coelMHEHNE YCTaHOBIIEHO, HO 3arpy3Ka TSHETCSl My4YuTeabHO Joiaro? B
ITOM CJIy4ae CJIEeIyeT IPOBEPUTH KaYECTBO CBSA3HM MEXAY KOMIBIOTEPOM U MapUIPyTH3aTOPOM.
st aTOTO ¢ TIOMOIIBI0 KoMOUHaIen kiaBuil « Win+R» oTkpoiTe okHO « BBITOTHUTEY,
BBEJMTE KOMaHy «cmd» 1 HaxkMuTe kinaBuily «Enter». B koManaHOM cTpoke KoMaH0#
«ipconfig» 3amycTuTe 0TOOpaKEHHE BCEX CETEBBIX MHTEP(EHCOB.

[Tocwutaem ping-3ampoc
WiFi_53auactyto cnucok uHTepdeiicoB ObIBaeT OYeHb JNIMHHBIM. HaliTi HY>KHBIN TIOPT,
BIPOYEM, JIETKO: PSAJIOM € 3anuchio « OCHOBHOM NUTIO3» yKa3zaH [P-aapec — OH MpUHAIIEKUT
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BaleMy mapmpytu3aropy. B poyrepax FritzBox, k mpumepy, 310 «192.168.178.1». Beeaute
KoMaHay «ping -t 192.168.178.1». [Tocne storo Windows cTaHeT MOCBUIATh 3aMPOC K pOYTEPY
KOKIYIO0 CeKYHY.

AHanuzupyem BpeMs OTBETa

WiFi_6Ilossienue coobmienust «OtBet ot 192.168.178.1; uncno 6aittoB=32...» 03HayYacT, 4To
CBSI3b MEX/Yy KOMIIBIOTEPOM M pOyTEepOM HajlakeHa. [IpepBute oTripaBKy KOMaH bl ping
komOuHarment kinasum «Ctrl+Cy» u y3HaiiTe TouHOe Bpemst 0TBeTa. Eciy 3HaueHne npeBpIaet
20 MMJUIMCEKYH]I, COEIMHEHHE HEOOXOIMMO ONITUMHU3UPOBATD.

Pa3meriaem ycTpoiicTBa npaBUiIbHO

WiFi_7]/lonrue ping-0TBETHI ¥ pa3pbIBbl COSAMHEHUS SIBISAIOTCSA HHIUKATOPAMHU TOTO UTO, XOTh
CUTHAJI ¥ IPOXOJUT, HO OH OYEHb ci1a0bli. YacTo 11 ero yCUiIeHHus JOCTaTOYHO [1OCTaBUTh
MapupyTtusarop nossliie. [locrapaiitecs He noaxmodats USB-ananTep B nopt Ha 3aiHeil
CTOpOHE KopIyca. Eciau pa3MecTuTh €ro Ha MUCbMEHHOM CTOJIE C IIOMOILBIO YAJIMHSIOLIETO
Ka0eJsi, 5TO JOMOJHUTEIBHO YIIYUIIUT CUTHAIL.

Mensiem paguokaHain

WiFi_8VTunura ans ananuza noa HazBanueM InSSider (metageek.com) nmokaxxeT, HACKOJIBKO
XOpOIIO 1 Yepe3 Kakoil kaHan pyHkiuonupyoT Wi-Fi B Bamem okpysxenun. Buaure 6ompme 10
OeCIIPOBOIHBIX ceTel ¢ TOM ke cuioi, uyTo u Bama? [Togbepure onun u3 kaHanoB 1, 5, 9 wim 13,
B YbEM YaCTOTHOM JIMANla30HE MEHBIIIE BCETO CeTeH. 3aaiiTe 3TOT KaHAJI B MapIIPyTU3aTOPE.

Juarnocruka Wi-Fi ceTell BBINONHSACTCS ClICUAIM3UPOBAHHBIMU yTHIUTaMu. Cped HUX eCTh
KaK IUIaTHBIE, TaK U OecIulaTHbIE BEpCHH, HanOoJiee MOy IspHbIe MPEICTaBIEHbl HIDKE:

=  WirelessNetView;

= Free Wi-Fi Scanner;

= InSSiDer.
OcranoBumcs Ha yTriute INSSIDer, Tak kak 3TO MOIIHBIA HHCTPYMEHT JUIsl THArHOCTHKU
OecripoBOIHBIX ceTeil. JlaHHas mporpaMMa IMOMOXKET BaM H3MEPUTh YPOBEHb CUTHAJIA U OLEHUTH
IPON3BOIUTENBHOCTH Bamero Wi-Fi o6opynoBanus B pa3nu4HbIX MecTaxX. Bel HariasaHo
CMOX€eTe TIOCMOTPETh U MPOBEPHUTH, KaK CTEHBI, JIECTHHIIBI, IBEPH, /1A U B IIEJIOM TUIAHUPOBKA U
MaTepHalbl Balllero OMEIIEHHUS BIUSAIOT Ha 30HY OKPBITUS 00CTy>KUBaeMoil 0ecipoBOHOM
ceru. [Ipu sTom Bepcust Home — coBepuieHHO OecruraTHa.
B Hacrosiee Bpems B 1I000M COBPEMEHHOM T'Opo/ie KaX/Iblid JOM WU 0(UC OYKBAJIbHO KUIIUT
obummem Wi-Fi cereid. [1pu 3TOM, KOr/1a HECKOJIBKO OECIIPOBOIHBIX CETEN MEPEKPHIBAIOT KaHAJ
Ha KOTOPOM paboTatoT (T.e. Heckonbko AP B 3n1anun pasaarot Wi-Fi ceTb 10 0fHOMY KaHaTy)
BO3HUKAET CUTyalus 3aMe/uieHns paboTsl Beex cereit Wi-Fi Ha aToM kaHase.
Ckanep inSSIDer momoxxeT 0OHapy»XKUTh HAWITYYIINH KaHai s Bamiero Wi-Fi.
Oco6ennoctu inSSIDer
K ocHoBHBIM 0cobenHOCTH AaHHOTO [1O OoTHOCAT:

= inSSIDer ucnonp3yeT Balle TEKyIee MporpaMMHOE obecrieueHne 6eCIpOBOAHOM KapTh

1 Wi-Fi nogximouenus

» pabotaer ¢ Microsoft Windows Vista, 7 u 8.1 (32 u 64 6ur)

*  OTCJIeKHMBAET CHJIy IPUHUMAEMbIX CUTHAJIOB B dBm ¢ TeueHuem BpeMeHn

» noctymHa coptupoBka mo MAC-anpecy, SSID, Homepy kanama, RSSI, u Bpemenu
Juarnoctuxka WiFi cern npu nomomu inSSIDer
VYcTaHOBKa YTHIINTBI HE BBI3bIBAET HUKAKUX 3aTpyAHEHHH. CTOUT OTMETUTh — €CJIH BbI
UCTIOJIb3YyeTe HECKOJIbKO OECIPOBOAHBIX a/1alITEPOB, TO B B MeHIO CeTeBoe
NMOAKJII0UYeHHe BRIOCPUTE HY)KHBIH OCCIIPOBOHOM alanTep — MPH €ro OMOITH OyIeT
BBITOJIHATHCS CKaHUpOBaHKe. Jlanee mporpaMMa aBTOMaTHYECKH MPOBEJET CKAHUPOBAHHE
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http://www.nirsoft.net/utils/wireless_network_view.html
https://lizardsystems.com/wi-fi-scanner/
https://www.metageek.com/support/downloads/

OecpOBOIHBIX CeTel W BBIBEIET Ha dKpaH uHpopmarnuio 06 rdupe. Huxe npencrapien
CKpHHIIOT pabouero okHa inSSIDer:

Pabouee oxkno npoepammer inSSIDer

PaccmotpumM Gosee moapoOHO MpeAcTaBIeHHY0 HHPOPMAIIHIO:

SSID — ums 6ecripoBOAHOM CETH.

Channel — Homep kaHana, Ha KOTOpOM padoTaeT OecrpoBoIHAs ceTh. PekoMeH1yeTcs
UCIIOJIb30BaTh OECIIPOBOHOM KaHaJl, Ha KOTOPOM paboTaeT HauMEHbBIIIee KOJIMYECTBO JIPYTHX
ceTen.

RSSI — ypoBens moiHocTH TprHUMaeMoro curHana. Yem Boime unciao RSSI, nmam uem ono
MEHee OTpHIIaTeIbHOe, TeM MoIHee curHai. Crapaitech He nenuTh Homep kanana (Channel) ¢
TOYKAMH JTOCTYIa, KOTOPbIE MPUOIMKAIOTCS K Balllel CETH 110 YPOBHIO CHTHAJIA.

Security — Tun 6e3omacHoCcTH. B HEKOTOPBIX Bepcusx yTuiuThl TUH Oe3onacuoct WPA2-
TKIP o6o3nauaercs xak RSNA, a WPA2-AES kak CCMP.

Max Rate — makcuManbHasi CKOPOCTh pabOTHI yCTPOMCTBA HA U3UIECKOM YPOBHE
(MakcuMalbHasi TEOPETHUECKas CKOPOCTh), IPEAOCTaBIsieMasi TOYKOU JJOCTyTa.

Vendor — npou3BoUTENb TOUYKH JOCTYIIA.

B Poccum paspenieHsl kK UCIIOIB30BaHUIO 13 6€CIIpOBOIHBIX KaHAJIOB, TPH U3 KOTOPBIX
SIBJISIFOTCSI HeTiepecekarnmmucs (3To kaHans! 1, 6 u 11).

Ecnu GecipoBoiHOM aganTep, yCTaHOBICHHBIN Ha KOMITbIOTEPE/HOYTOYKE/IUIaHIIIETHOM
[TK/cmapTdone, npennazHadeH Juist ucronb3oBanus B CIIA, Ha HeM MoxHO Oyner
MCII0JIb30BaTh TOJIBKO KaHaubl ¢ 1 mo 11. IToaToMy, ecinu yctanHOoBUTE HOMeEp KaHana 12 mwnm 13
(a Takke eciii OJIMH U3 HUX ObLI BRIOpaH aJrOpUTMOM aBTOMAaTHYECKOr0 BHIOOpa KaHasa),
0ecrpoBOIHON KIIMEHT HE YBUJIUT TOUKY J10CTyMna. B 3ToM cityyae HE0OX0IMMO BPYUHYIO
YCTAaHOBUTH HOMEP KaHaia u3 AuanazoHa c 1 mo 11.

KoHmporbHbie 8ornpocsi

[lepeuncnure mnpeuMymecTBa M OOJACTH UCIOJNB30BAaHHUS IIEHTPAIBHBIX CETEBBIX

KOHTPOJIJIEPOB OECIIPOBOIHBIX TOYEK TOCTyTa?

1. TIlepeuncnute psin pacrpocTpaHeHHbIX IIPOTOKOJIOB JTMHAMUYeCKOM
MapIIpyTU3AIUH IS JTOKATBHBIX M ITI00AIBHBIX CEeTeH?

2. OObsicHMTE  pa3NU4YMe€ TEPMHHOB  «CETMEHTaluus» U  «pparMeHTanus»,
OTHOCHUTEIJIBHO CTPYKTYpH3aIMK JaHHBIX B 3TaJIOHHOM ceTeBoi Moaenu [SO/OSI?

3. Jaiire ompeneneHue TOHATHIO «TPaHK» MW HM300pa3uTe  MOAKIIOYEHUE,
ONKMCHIBAIONIEE JAHHBIA TEPMUH?

4. VYkaxuTe OTIMYUTEIbHbIE UepThl (PYHKIMOHHUPOBAHUS CETEBBIX MOCTOB U
KOMMYTaTOPOB KOMITBIOTEPHBIX CeTel Tmepenad TaHHbIX?

5. OObsicHUTE CTPYKTYpY OOBEIMHEHHUS YJAJICHHBIX CETEBBIX Y3J0B, OCHOBAaHHYIO Ha
HNPUHIUIE MUKPOCETMEHTALUU IMOJKIIOUEHUNH B KOMIBIOTEPHBIX CETAX Iepenadu
JTAHHBIX?

6. OnumuTe OCHOBHBIE OTIMYMS MEXIYy CHOCOOaMHU JOCTyla K paszienseMoil cpexe
nepenadn ganHbIX no npuHIuny CSMA/CD u CSMA/CA?

146


https://zyxel.ru/kb/1871
https://www.gotoadm.ru/wp-content/uploads/2015/01/inSSIDer.png

VKaKUTe OCHOBHBIC pealin3alliid KOMITBIOTEPHBIX CETEH, UCIOIb3YIOIINE METOJIbI
nocryna o npunnuiry CSMA/CD u CSMA/CA?

OObsichuTe HasHaueHue MapkupoBkn MDI/MDI-X na moprax Ethernet-
KOHIIEHTparopa?
YeM OTIIMYAIOTCS CHMMETPUYHBIE aJITOPUTMBI ITU(PPOBAHUS OT aCHMMETPUYHBIX ?
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