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BBEJIEHUE

Ha coBpemeHHOM 3Tare pa3BUTHsI OOIIECTBA KIIOUYEBask pojib BO BCeX cdepax de-
JIOBEYECKOMN NeATEeTbHOCTH OTBOAUTHCS MH(MOpMaiuu. Te3uc «KTo Biaaeer uHpopMa-
IIMeH, TOT BIAJCET MUPOM» CTAaHOBUTHCSA BCce OoJiee aKTyalabHBIM. B HacTosiee Bpems
OCHOBHasl J10Ji1 MH(GOPMAIIMOHHBIX PECYPCOB XPAHUTHCS B CHCTEMax, OCHOBAaHHBIX Ha
KOMITBIOTEPHBIX TEXHONOTUsX. [Iporecc moaKIt0ueHus KOMIbIOTEPOB K JIOKAJTBHBIM Ce-
TAM ¥ TJIOOQTBHOM ceTr INternet HocUT MOBCEMECTHBIN XapaKTep. DTO MPUBOJIUT K 3HA-
YUTEIBHOMY TOBBIIIEHUIO IOCTYITHOCTU UH(GOPMAIIUH, B T.4. U KOHPUICHIIUATHHOM!.

B cBsi3u ¢ 3TUM BompocaM 3anuThl KOMITBIOTEPHOW MH(GOPMAIMH B TMOCIIEIHEE
BpeMsl YAEISIETCS MOBBILIEHHOE BHUMaHue. [Ipu 3ToM nop 3ammuTor HHGOpManMHu 110-
HUMAETC KOMILJIEKC MPaBOBBIX, OPraHU3AIMOHHBIX W TEXHUYECKUX MEPONPUATHNA U
JEHUCTBUH 10 IPEAOTBPANIECHUIO YTPO3 HHPOPMAMOHHONW 0€301TaCHOCTH U YCTPAHCHHIO
UX TMOCIIEJCTBHI B Mpoliecce ee cOopa, XpaHeHHs, 00pabOTKH U Tepeaadu B nHbopMa-
[IUOHHBIX CUCTEMaX.

OmHUM U3 caMBIX PACTIPOCTPAHCHHBIX CPENICTB 3alIUThI KOMIBIOTEPHON HHMOP-
Malluu SIBJsieTCs mudpoBaHue, KOTOPOE MUPOKO MUCHOIb3YeTCs A 00ecreueHus KOH-
bUACHITMATBPHOCTH KaK XpaHUMOM, TaK U TIEPeIaBacMOM 10 CETSAIM WH()OPMAIIUH.

Hacrosimue metoguveckue yKazaHUs MpPeIHA3HAUYCHBI MJIS U3YYEHHUS OCHOB
mudpoBanus nHpopmaimu. B nepBoii rimaBe maHbl OCHOBHBIE KpUNITOTPpaUUECKUE TM0-
HATHS, a TAaK)Ke MPUBEIeHA Kiaccuukamnus mudpoB. B ocTambHBIX TlIaBax paccMOTpe-
HBbI 0COOEHHOCTH MMGPOBAHUS, MPUCYIIUE KAXKIOMY Kiaccy mudpOB, U MPUBEICHbI
MIPUMEPHI KOHKPETHBIX aJITOPUTMOB I (PPOBAHMS.

Llenpro JaHHBIX YKAa3aHUN SABIIIETCS NEPBOHAYAIBHOE O3HAKOMIIEHUE C OCHOBAMH
mudpoBaHus u nemudpoBanus vHGopMaluu. B HUX He paccMaTpUBAIOTCS TEOPETUY C-
CKHE OCHOBBI KPHNTOIpapuH, KpUNTOrpahuIecKue MPOTOKOIbI U T.A. J{Is 3THX 1enei
PEKOMEHyeTCsl BOCIonb3oBaThes [ 1, 2, 3].

[Iporpamma MpakTUYECKUX 3aHATUN pa3dWTa Ha TATH JIAOOPATOPHBIX PadoT.
Kaxnmast u3 HUX paccuMTaHa Ha CPOK OT JABYX JIO TPEX 3aHSATHN W IMOCBSIICHA N3YYCHHUIO

oJIHOTO Kiiacca mudpoB. B TedeHne mepBoIX Tpex J1ab0paTopHBIX pabOT CTYIEHT J0JI-
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’KEH OCBOUTH 0A30BbIE ANTOPUTMBI CHMMETPUYHOTO IMH(poBaHus (MKdpsl 3aMEHBI, Te-
PECTaHOBKHM W TaMMHpoBaHMsI). B deTBepTOi nabopaTopHOl paboTe OH JOJIKEH U3Y-
YUTh OCHOBBI OJIOUHOTO MIM(PPOBAHUS HA TIPUMEPE OBIBIIETO aMEPUKAHCKOTO CTaHAapTa
mmmdposanusi DES. B msroit nabopatopHoii paboTe NPUBOAUTCS OMHMCAHUE TPEX alro-
PUTMOB aCHMMETPUYHOTO UG POBAHHUSL.

B TedyeHue 3TUX 3aHATUN CTYJIEHT JIOJDKEH MPAKTUYECKHA OCBOUTH BECh MaTepHal
Mo KaxJ0i JabopaTtopHOil paboTe, BHINOTHUTH 3a/1aHue, O(QOPMUTH OTUYET U 3aLUTHTD
pabory. [Ipu 3ammre CTyAEHT IOJKEH IMPOJEMOHCTPUPOBATH CTENICHh YCBOSHUS MaTe-
pHuaia, a Takke OTBETUTH Ha BOIIPOCHI, CBA3aHHBIE C TEMaMHU TEKYIIEH U yKe MpOoiIeH-

HBIX JIA0OPaTOPHBIX pabOT.



1. OCHOBBI KPUIITOI'PA®UN

Pa3paboTkoit MeTo0B TipeobpazoBanHusi HH(GOPMALIMU C HENbI0 00eCIeYeHUs ee
KOH(UIEHIIUATLHOCTH U LEJIOCTHOCTU 3aHUMAaeTcsl Kpurnrorpadus (B mepeBojie ¢ rpe-
YECKOr0 03HAYAET «TalHOMUCH»). O BaXKHOCTH COXpaHEHUs MHPOpPMAINH B TailHE 3Ha-
JU YK€ B JPeBHUE BPEMEHA, KOTJla C MOSABJICHUEM MUCbMEHHOCTH MOSBUJIACH U Olac-
HOCTh MPOYTEHUS €€ HeXelaTelIbHbIMU JhilaMu. bosee Toro, mepBoHa4YalbHO MHUCH-
MEHHOCTh caMma Mo cebe OblIa KpUnTorpapuyecko CUCTEMOM, TaK Kak B JPEBHUX 00-
[IECTBaX €10 BIJIAJIENH TOJbKO M30paHHble. C MIMPOKUM PacipOCTPAHEHHUEM TUChMEHHO-
CTH Kpurirorpadus crajga GopMUPOBATHCS KaK CAaMOCTOATEIbHAs HayKa.

OJIHO M3 OCHOBHBIX TIOHSTHII KpUIITOrpaguu - mudp (0T apad. sia , Sifi KHONB,
otkyna ¢p. chiffre «uudpa» - poacrBenHo cinoBy nudpa; apadbl MEPBBIMUA CTAIN 3aMe-
HATb OyKBBI Ha HUQPBI C UEIBIO 3AIUTH HCXOAHOTO TEKCTA).

[Ton mm¢ppoM noHUMAETCs COBOKYMHOCTH METOJOB U CIHOCOOOB 0OpaTUMOIO
npeodpazoBaHus HHGoOpMaluu ¢ 1eibio ee 3amuTsl oT HC/I.

IMu¢posanne (3ammdppoBaHue) — nporecc NPUMEHEHUs MHU(pa K 3anuiae-
MoOW MH(OpMaIMH, T.. Ipeodpa3oBaHue 3aluIIaeMol nHpopMauuu (OTKPHITOIO TEK-
cta) B mmdpoBaHHOE coodIIeHrne (uppTeKcT, mupporpammy, KpUITOrpaMmy) € IMO-
MOILBIO OMPEEICHHBIX IPAaBUJI, COAEPKAIIMUXCS B MU ppe.

HMemmdpoBanue - mpoiecc, oOpaTHBI muU(poOBaHUIO, T. €. MpeoOpa3oBaHHE
U (POBAaHHOTO COOOIIICHUS B 3aIUIIAEMYI0 HHPOPMALIMIO C TTOMOIIBIO OMPEEICHHBIX
paBuII, CoIepIKaAIIMXCs B mudpe.

AJIropuT™M KpUnTorpaguyeckoro npeodpasoBanus - HaOOp MaTEMaTUUYECKUX
MpaBuJl, ONPEACIIAIONINX COACPKAHUE U MTOCIEI0BATEILHOCTh ONEepalid, 3aBUCSALIUX OT
KJIto4ua mudpoBaHus, Mo mudpoBaHUIo U AemuppoOBaHUIO HH(DOpPMAITUH.

Jns mmudpoBanus u gemmbpoBaHusi, KpOMe ajropuT™Ma mpeoOpa3oBaHus, HEOO-
XOJMMO, KaK MPaBUJIO, 3HAHHUE HEKOTOPOM CEeKpeTHOW MH(pOpMaluu, KOTopas Ha3bIBa-
ercs kodoM. Kirou mmdpa (ceKpeTHbIH KJIK04) — KOHKPETHOE CEKPETHOE COCTOSIHUE
HEKOTOPBIX MapaMeTpoB aJIropuTMa Kpunrorpaduyeckoro npeodpasoBaHusi nHpopma-

1M1, 00ECIIeYNBAIOIIee BHIOOP OJTHOTO MPeoOpa3oBaHUsI U3 COBOKYITHOCTA BCEBO3MOXK-
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HBIX ISl JAHHOTO ayropuT™Ma. B o0mieM cirydae, K4 — 3T0 MUHUMaIbHO HE0OXO0IH-

Masi uH(popMalus (32 HCKIIOYEHHUEM COOOIIEHUS U alropuTMma), HeoOxomumas IJis

mudpoBaHus U AeMGPOBAHUS COOOIIECHUH.

Hcnonp3ysl MOHATHE KIIOYa, MPOLECCHl MHU(POBAHUS U JEUIU(PPOBAHUS MOKHO

OIINCAaTb B BUAC COOTHOUICHMH:

F(P, ki) = C, (1)
G(C, ko) =P, (2)
rae P (anri. public - oTKphITHIIT) - OTKPBITOE COOOIIEHNE;

C (anrmn. cipher - mudpoBaHHbIH) - MUPPOBAHHOE COOOIICHUE;

F - npaBuno mmdpoBanus;

G - mpaBwio pacuudppoBaHus;

K1 — k1104 3ammdpoBanHus, N3BECTHBIN OTIIPABUTEIIIO;

k> — xi1r04 pacudpoBaHus, K3BECTHBIN aapecary.

B 3aBucuMoct 0T 0COOCHHOCTEN alropuTMa Kpunrorpaguyeckoro mpeodpaso-

BaHUA IHI/I(prI MOKHO pa3aciInTb Ha CICAYIOINHNEC KJIACChI.

Kpuntorpaduyeckue anroputmbl ‘

) 1 — R
OnHoKnoYeBbIe OByxknioueBble Kom6uhu-
KsaHTOBbLIE poBaHHble
(cummeTpuUUHbIE) (acummeTpUyHbIE) (cocTaBHble)

— ) —

3ameHbl AnauTuBHbIE OeTepMUHu-
(nopacTaHOBKM) (raMmupoBaHusi) poBaHHble

MepecTaHoBKM BeposATHOCTHbIE

Puc.1. Knaccudukanus kpuntorpaguyeckux aropuTMoB

B omHokI04eBBIX cucTemax il mudpoBaHus U aemn@poBaHus UCIOJIb3YETCS

OAHMH U TOT KC KJIIOY.




B mmdpax nepectaHoBKM Bce OYKBBI OTKPBITOTO TEKCTa OCTAIOTCS B 3amIM(po-
BaHHOM COOOIICHUH, HO MEHSIOT CBOM MO3UIMH. B mudpax 3ameHbl Ha000pOT, MO3U-
uu OYKB B IIK(PPOBKE OCTAIOTCS TEMU K€, YTO U Y OTKPHITOTO TEKCTA, HO CUMBOJIBI OT-
KPBITOTO TEKCTa 3aMEHSIOTCSI CAMBOJIAMU IPYTOro angaBuTa.

B apauTuBHbIX mudpax OyKBbI andaBuTa 3aMEHSIOTCS YUCIIaMU, K KOTOPBIM 3a-
TeM JT00aBJISIOTCS YUCJIa CEKPETHOM ClydaiiHO# (TICEeBIOCTyYaiHOM) YHUCIOBOM TOCIIe-
noBaTeNbHOCTH (raMmbl). CoCcTaB raMMbl MEHSIETCS B 3aBUCHMOCTH OT HCIIOJIb3YEMOTO
kioya. OObIYHO A1 MGpPOBaHUS UCIIONIB3YeTCs Jiornueckas onepanus «Mckimovaro-
mee WIN» (XOR). Ilpu memmdpoBanuu Ta ke raMMa HaKJIaJbIBaeTCS Ha 3arudpo-
BaHHbIC JaHHbIE. ['aMMUpOBaHUE MIMPOKO HCIOJB3YETCSI B BOCHHBIX KpuITOrpaduue-
CKHX CUCTEMAX.

B nByxkiIr4eBbIX cucTEMax JUIs MKU(POBaHUA U IeU(DPOBAHUS UCIIOJIB3YETCA
JIBa COBEPUIEHO pa3HbIX Kitova. [Ipyu ucronb30BaHUM 1€TEPMUHUPOBAHHOIO aJIrOPUT-
Ma mHU@poBaHuEe U paciindpoBaHHE MOCPEICTBOM COOTBETCTBYIOIIEH Mapbl KIHOYEH
BO3MO’KHO TOJIBKO €IMHCTBEHHBIM CIIOCOOOM. BepOSATHOCTHBIN anroput™ mnpu mud-
POBAHUU OJJHOTO M TOTO K€ UCXOAHOIO COOOIIEHUS C OAHUM M TEM XK€ KIIFOUOM MOXKET
JaBaTh pa3Hble MUQPTEKCThI, KOTOPbIE MPU PacIIM(PpPOBKE AAIOT OJUH U TOT XKe pe-
3yJbTar.

KBantoBasi kpunrorpadus BHOCUT B IIpoiiecC MHUPPOBAHUS €CTECTBEHHYIO He-
ONpEeNEeNeHHOCTh KBaHTOBOTO Mupa. IIponecc otnpaBku m npuéma MHPOpMalUU Bbl-
MOJIHAETCS TOCPEACTBOM OOBEKTOB KBAaHTOBOM MEXaHUKH, HAMPUMEp, NPHU TTOMOIIH
AJIEKTPOHOB B JJIEKTPUYECKOM TOKE, WU (POTOHOB B JIMHUSIX BOJIOKOHHO-ONTHYECKOU
cBsa3u. CaMbIM IIEHHBIM CBOMCTBOM 3TOr0 BUJa MU(POBAHUS SIBISETCS TO, YTO MPH IO-
CBIJIKE€ COOOIIEHUS OTHPABISAIONIAs U MPUHUMAIOIIAS CTOPOHA € JOCTATOYHO OOJIbLION
BepOATHOCTHIO (99.99...%) Moryt ycTaHoBUTH (PakT mepexBara 3amupOBaHHOTO CO-
OOLIeHMS.

KomOunupoBanHbie (COCTaBHbIE) METO/bl MPEANOIAraloT UCIOIb30BaHUE IS
mU(ppoBaHUS COOOIICHUS Cpa3y HECKOJBKHMX METOIOB (HallpuMep, CHayajla 3aMeHa

CHUMBOJIOB, 4 3aTCEM HUX HepeCTaHOBKa).



Bce mmugpsl mo anroputmy mnpeoOpazoBaHUS TaKKe JENAT HAa MOTOKOBBIE U
6mounbie. B moTokoBbIX mmdpax mpeodpa3oBaHrE BHITOIHSACTCS OTACIBHO HAJ Kax-
IbIM CHMBOJIOM HCXOJHOTO cooOuieHus. s 6a04nbIX muppos nHGopmamus pa3ou-
BaeTcs Ha 0JIOKM (PUKCHPOBAHHOW JUTMHBI, KQXKIbIi U3 KOTOPBIX MIH(PPyeTCs U paciud-
POBBIBAETCS OTIEIIBHO.

Kpome npusenenHoi Ha puc.l kinaccuukanuu, MUQPpsl B 3aBUCUMOCTH OT OCO-
OCHHOCTEH anropuT™Ma JeNAT TaKXKe Ha MOTOKOBBIE U OJ104YHbIE. B MOTOKOBBIX mIMppax
OJIHA U Ta K€ MpoLeaypa IpeoOdpa30BaHus BBIIOJIHAETCS HaJl KaKIbIM CUMBOJIOM HE3a-
BHUCHMO OT Apyrux. B 0J104HBIX M@pax ucxoaHoe cooliieHne pa3ouBaercs Ha OJIOKH
(PMKCHUpPOBAHHOM JUIMHBI, KaXIbld U3 KOTOPBIX MH(PpPYyETCs U paciuppOBBIBAETCS OT-
JENBHO.

OaHUM M3 KIHOYEBBIX NOHATHI B KpUNTOrpauu ABISIETCS CTOMKOCTH MIH(pa
(KpHNITOCTOMKOCTB) - CIOCOOHOCTh HIM(pa MPOTUBOCTOATH BCEBO3MOKHBIM aTakaM Ha
Hero. [log aTakoi Ha mKM@P MOHUMAIOT MOMBITKY BCKPBITHS 3TOro mudpa [2].

Cpean Hanbosee BaXHBIX NMOKa3aTeJieil KPUNTOCTOMKOCTH: KOJUYECTBO BCEX
BO3MOXKHBIX KiIIOued mudpa U cpeaHee BpeMs, HEOOXOAMMOE UId KpUIITOaHAIn3a
(BCKpBITHS).

[Tonsitue croikoctr mmdpa sABIIETCA HMEHTPAIBHBIM JJisi KpunTorpaduu. Xots
KauyeCTBEHHO IMOHSATH €ro JIOBOJIBHO JIETKO, HO MOJIyYEHUE CTPOIUX JOKA3yEMBbIX OLIEHOK
CTOMKOCTH IJIsi KaXXJIOro KOHKpeTHoro mugpa — mnpobiema HepemeHHas. [loaTomy
CTOMKOCTh KOHKPETHOT'O IK(pa OLIEHUBAETCS TOJIBKO IYyTEM BCEBO3MOXKHBIX MOMBITOK
€ro BCKPBITUS U 3aBUCUT OT KBaJU(UKALMK KPUNTOAHAIUTHUKOB, aTAKYHOMIMX MIHUQP.
Takyto nporienypy WHOT/Ia Ha3bIBAIOT MPOBEPKOii cToiikocTH [2].

B 3aBucuMOCTH OT CTOMKOCTH MU(PHI ACNATCSA HA TPU TPYTIIIIHL:

- CoBepIIeHHbIE MUGPHI — MHUGPHI, 3aBEIOMO HEMOAIOIINECS BCKPHITHIO (TIPU
IIPaBUIILHOM HMCIOJIb30BAHNH);

- mudphl, TOMyCKarolle HEOJHO3HAYHOE BCKPBHITHE (IIPH MOIBITKE BCKPBITHS
NPOTUBHUKOM KOHKPETHOW MIM(PPOrpaMMbl OH MOKET MOJIYYUTh HECKOJIBKO MPaBAOIIO-

TOOHBIX BAPUAHTOB MCXOIHOTO COOOIICHMS);
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- mudpbl, TOMYyCKAIOIINE OJTHO3HAYHOE BCKPBITHE (OCHOBHAsS Macca M pPOB).
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2. JABOPATOPHAS PABOTA Ne 1. HIN®PbI 3AMEHBI.

CymrHocTh mU(pPOBaHUsS METOJOM 3aMEHBI 3aK/IIouaeTcs B cleayromeMm [2].
[Tycts mudpyroTcs cooOIEHUsT Ha PYCCKOM SI3bIKE M 3aMEHE TOIJISKHUT KaKas OyKBa
X coobmenuii. Torma, OykBe A MCXOAHOTO andaBUTa COMOCTABISAETCS HEKOTOPOE
MHOeCTBO cMMBOJIOB (mudpo3zamen) MA, b — Mb, ..., SI — MSI. [lludpo3zameHs! BbI-
OuparoTcst TakuM 00pa3oM, 4yToOBI JitoObIe 1Ba MHOKecTBa (MI u MJ, i # |) He cozep-
aJli OJIMHAKOBBIX 37eMeHTOB (MI N MJ = ).

Tabnuma, mpuBeICHHAS HA pHUC.2, ABJSETCS KIIOYOM IU(pa 3aMEeHBI. 3Has ee,

MOKHO OCYILECTBUTH KaK IU(pOBaHUE, TAK U pacliu(ppoBaHUE.

A b A
Ma | Mg Ms

Puc.2. Tabmuna mmdpozamen

[Tpn mmdpoBannu kaxxaas OykBa A OTKPBITOTO COOOILEHHS 3aMEHSETCS JTHOO0BIM
CHUMBOJIOM U3 MHOXKecTBa Ma. Eciii B cOOOIIEHNH COJIEPKUTCS HECKOIBKO OYKB A, TO
Ka)kJas U3 HUX 3aMeHsAeTCs Ha JI0001 cuMBOJI 13 Ma. 3a c4eT 3TOTro ¢ IIOMOIILIO OJHO-
ro KJIK04Ya MOXKHO TOJIYYUTh Pa3IMYHbIC BapUAHTHI MHGPOrpaMMbl JIJI1 OJHOTO U TOTO
K€ OTKPBITOTO COOOIICHHMS.

Tak kak MHO)kecTBa Ma, M, ..., Mg TONapHO HE MEPECEKAIOTCS, TO MO KAKIAOMY
CUMBOJIy MIHA(pPOrpaMMbl MOXKHO OJIHO3HAYHO ONPEACIINTh, KAaKOMY MHOXXECTBY OH
MIPUHAJJICKUT, U, CIICIOBATEIIBHO, KaKyl0 OyKBY OTKPBITOTO COOOICHUS OH 3aMEHSIET.
[ToaTomMy pacmmdpoBaHre BO3MOXHO M OTKPBITOE COOOIIEHWE OMpEIeNsieTCs] €IUH-
CTBEHHBIM 00pa3oM.

Meto 3amMeHbl 4acTO peajM3yeTcs MHOTHMH IOJIh30BaTeISIMU MPU paboTe Ha
KoMIibtoTepe. Ecnu 1o 3a0bIBYMBOCTH HE TIEPEKIIOYUThH Ha KJIABHATYpe HAOOp CHMBO-
JIOB € JIATUHUIIHI HA KUPWLIKILY, TO BMECTO OYKB pycCKOro ajipaBuTa mpu BBOJE TEKCTa
OyayT nevataTbcs OyKBbI JJATUHCKOTO ayipaBuTa («Iudpo3aMeHbI»).

[udper 3aMeHBI MOKHO PA3CIUTh HA CIACAYIOMNUE MOKIACCHI:
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- K @pbl 0THO3HAYHOM 3aMeHbI (MOHOAN(ABUTHBIE, TPOCTHIE MOACTAHOBOYHBIE).
KonnuectBo mmdpozamen s KaxIOro CHUMBOJIA HCXOJHOTO andaBuTa paBHO |
( | Mi | =1 ans ommoro CHUMBOJIA);

- MOJUTPaMMHBIE MUQPHI. AHAJIOTHYEH MPEAbIAYIIEMY 3a UCKIIOUEHHUEM TOTO,
4TO MHU(PpPO3aMEHE COOTBETCTBYET cpazy OJIOK CHUMBOJIOB HCXOJHOTO COOOIICHUS
( | M; | =1 nys 6J10Ka CUMBOJIOB);

- omo(oHnueckne mudpsl (0JHO3BYYHBIE, MHOT'O3HAUYHOI 3aMeHbl). KonnuecTBo
muQpo3aMeH sl OTIEIBHBIX CUMBOJIOB HCXOJIHOTO aidaButa 6ombiie 1 ( | Mi|>1 s
OJHOTO CMMBOJIA);

- nonuasndaButHbie MUGPsl (MHOroA(paBuTHBIE). COCTOUT U3 HECKOJIBKUX MU ]-
pPOB OAHO3HA4YHOW 3aMeHbl. BbiOop BapuaHTa andaButa A 3alIMPPOBAHUS OJHOTO
CHUMBOJIa 3aBUCHUT OT 0COOEHHOCTEHN MeToAa muppoBaHus ( | Mi|>1 ms oxroro cumso-
na).

Jlig 3amucu MCXOJIHBIX M 3alIM(POBAHHBIX COOOIIEHUH HCIOJIB3YIOTCS CTPOTO
onpeneneHHsie andasutsl. [loxg amadaBuTOM B JaHHOM Cilydae NOHMMAETCs HaOOp
CHUMBOJIOB, CIYXKAIlIMi JJIS 3aMudcu COOOIICHUN. ANDaBUTHI AJIS 3alUCH UCXOJHBIX U
3amu(poBaHHBIX COOOIIEHUN MOTYT OoTan4aThcsi. CUMBOJIBI 000MX angaBUTOB MOTYT
OBITH TPEJCTaBICHbI OyKBaMU, UX COYETAHUSIMH, YHCIAMH, PUCYHKaMH U T.I. B kade-

CTBE MIpUMeEpa MOKHO MIPUBECTH IUIALIYIIMX YEIOBEYKOB U3 paccka3za A. Konan Jloitna

(FEPRP) 4 pykomues pynuueckoro mucsma (1A ) u3 pomana JK. Bepua «ITyTere-

CTBHE K LIEHTPY 3€MIIN.

|. Illndpbl 01HO3HAYHOM 3aMEHBI.

MakcumanbHOE KOJTMYECTBO KITtoUuei st JiFo0ooro mudpa 3TOro Buja HE MPEBHI-
maet N!, rae N — KOJM4ecTBO CUMBOJIOB B ajidaBute. C yBeTUUCHUEM YKCIIa N 3HAYCHUE
n! pacter owennp ObicTpo (1!=1, 5!=120, 10!=3628800, 15!=1307674368000). IIpu
OONBIIIMX N JIJIs TPUOJIMIKEHHOTO BBIYKMCIICHHUS Nn! MOYKHO BOCIIOJIB30BaThCS (hopmystoit

Ctupnunra
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Mudp Hezapsa. Hannsiii mudp 661 npuayman ['aem FOmuem llesapem u wuc-
MOJIb30BAJICS UM B cBoel nepenucke (1 Bek 10 H.3.). [[puMeHnTENbHO K pyCCKOMY SI3BI-
Ky CYTh €r0 COCTOUT B CJIEAyIOIIeM. BrinmucriBaeTcs HcXoaHbIl andasur (A, b, ..., 1),

3aTCM 110 HHUM BBIIITMCBIBACTCA TOT K€ aﬂ(l)aBI/IT, HO C IUKJIMYCCKHUM CABHUI'OM Ha 3 6y1(-

BBI BJIEBO.
AB/B|I'O/EEXK3UUKNMHONPCTY®XLUYWWbbbIKA
rMAEEX3INNKNMHONPCTY®XUYWWblb b 3AADBB

Puc.3. Tabnuna mudpozamen s mudpa Lezaps

[Tpu 3ammdposke 6ykBa A 3amensiercst oyksoit I', b - va I u 1. n1. Tak, Hanpu-
Mep, ucxogHoe coobuieHne «ABPAMOB» mnocne mudpoBanusi OyAeT BBITISAIETh
«CAYTHCEy. Ilony4yatens coobmeHus «I'AYT'TICE» wumer 3Tu OykBbl B HUIKHEH
CTpOKE U 10 OyKBaM HaJl HIMH BOCCTaHaBJIMUBAeT ucxoaHoe coobienne «KABPAMOBY.

Kirouom B mmmdpe Lezaps sBiseTcs BeIMUMHA CABUTA HUKHEN CTPOKH ai(haBUTA.
KonuyecTtBo kitoueit /uist Bcex MOoAM(PUKALINNA TaHHOTO MmKM(pa MPUMEHUTETBHO K aJi-
(daButTy pycckoro sa3bika paBHO 33. Bo3mokHbI paznuunbie Mmoaupukanuu mudpa Lle-
3aps, B YaCTHOCTH JIO3YHTOBBIN MU )P.

Jlozynrosbiii mudp. Jns nannoro mmdpa nmoctpoeHue TabIuUIl mudppo3amMeH
OCHOBAHO Ha JIO3yHT€ (KJII0Y€E) — JIETKO 3alIOMUHAEMOM cJioBe. Bropas cTpoka Tabyuibl
mudpo3aMeH 3aIoJIHAETCS CHayajaa CIIOBOM-JIO3YHIOM (IIpUYeM MOBTOpstoIMecs Oyk-
Bbl OTOpachIBalOTCA), a 3aT€M OCTaJIbHBIMU OyKBaMH, HE BOIIEJIINE B CIOBO-JIO3YHT, B
andasutHOM Topsiake. Hanpumep, eciu BeiOpaHo cinoBo-i103yHT «IAJIMHAY», To Tab-

JIUIa UMECT CJ'ICILYIOH_[I/Iﬁ BH.

v}

EPK3UNKNMHOINPCTY®XU4YWLWblbb
B|IM|E/EPK3|W/K/[NMON|P|C|T|Y @ XU Y WLWblb

ABB|I'AQE
AAWNHADB

A
O

oW
(&)

Puc.4. Tabnuna mudposzameH AJ1sl JIO3YHIoBOro mudpa
13



[Tpu mmdpoBanum ucxogHoro coodmenuss «ABPAMOB» mno npuseneHHOMY
BBIIIIE KIIIOUY Iudporpamma 0yaet BuIrisaaeTs «ISATIAKMI.

B kadecTBe j03yHra peKOMEHIyeTcsl BEIOMpATh (pa3y, B KOTOPOH COAEPHKATHCS
KOHEYHbIe OYKBHI andaButa. B obmieM cinyyae, KOJIUYECTBO BApUAHTOB HIKHEN CTPOKH
(IPMMEHHTENBHO K PYCCKOMY S3BIKY) cocTapiser 33! (=10%°).

Honundunanckuii kBagpar. [1ludp n300pereH rpeueckuM rocyJapCTBEHHbIM €S-
TejaeM, MojkoBojieM U ucropukom [lomubuem (III Bex mo H.3.). [IpuMeHHTENBHO K
pycckoMy andaBuTy CyTh IMM(POBaHUS 3aKiIovanach B cieayromeM. B kBaapat 6x6

BBIIINCBIBAIOTCA 6YKBBI.

112/3|4|5]|6
1(A|B|B|F|QO|E
2|E|X[3 [N |U K
3/N{MHOIN|P
4|1CIT|Y |®|X|UL
5|4 (W LW b|blb
6la(oal- |- |-

Puc.5. Tabnuma mmdposzamer 115 ToJIMOUaHCKOTO KBapaTa

[[Inppyemas OykBa 3aMEHsIETCS Ha KOOPAMHATHI KBajpaTra (CTpoka-crosberr), B
KOTOPOM OHa 3ammcaHa. Hampumep, ecnu ucxomHoe coobmienne «ABPAMOBy, to
mmdporpamma — «11 12 36 11 32 34 13». B JIpeBneii ['perun cooOienus nepenaaBa-
JIUCh C TIOMOUIBIO ONTUYECKOro Tenerpada (¢ nomoubio (pakenon). s kaxaon OyKBbI
COOOIIIeHUsI B Hauaje MOJHUMAJIOCh KOJIUYECTBO (paKeIoB, COOTBETCTBYIOIIEE HOMEPY
CTPOKH OYKBBI, @ 3aT€M HOMEpPY CTOJIONA.

HMugpyromas cucrema Tpucemyca (Tpuremus). B 1508 r. ab0ar u3 ['epma-
Hun HMorann Tpucemyc Hammcan meyaTHYH pa0dOTy MO KPUNTOJOTUM TIOJ HAa3BaHUEM
«ITonmurpadus». B 3Tol KHUre OH BIEPBHIE CHUCTEMATUYECKH OMHCAT MPUMEHEHHE
mUGPYOMKX TAOJHII, 3aTIOJTHEHHBIX al()aBUTOM B CiiydaitHoM mopsiake. st momyde-

HUS TaKkoro mudpa 3aMeHbl 0OOBIYHO KCIIOH30BATIUCH TAOIUIA JJIs 3aITUCcH OyKB anda-

14



BHUTA M KIOYeBOEe clIoBO (wim ¢pa3a). B Tabmuiry cHauana BOHCHIBAIOCH MO CTPOKaM
KIJIFOUEBOE CIIOBO, IPUYEM TOBTOPSIOIINECS OYKBBI OTOpPAChIBAIMCH. 3aTeM 3Ta TabIuIa
JIOTIOJTHSIAaCh HE BOILIEAIIMMU B Hee OykBamu ajndaBurta no nopsaky. Ha puc.6 uzobpa-

»KeHa TabiuIia ¢ KiarodeBbIM clioBoM «JISAIMHAY.

U r
X n
M >

XS mBz
E|lO/mix
oo wI
TCos>
SIE IR
<= w

LL|

Puc.6. Tabnmumna mmdposzamen mis mudpa Tpucemyca

Kaxxnas OykBa OTKPBITOTO COOOIIEHUs 3aMeHsAeTCS OYKBOM, pacIiONOKEHHOMN MO/
Hel B TOM ke ctojbie. Ecinu OykBa HaxoIuTCs B MOCIEAHENH CTPOKE TaOIUIIbI, TO JJIst
ee mudpoBaHus OepyT camyro BepxHIOI0 OykBy ctoJsidua. Hampumep, ucxomnoe cooo-
menne KABPAMOBY, 3ammdpopannoe — « AU BUXIIIK».

OnHUM U3 CYIIECTBEHHBIX HEOCTATKOB MIM(POB OHO3HAYHON 3aMeHbI SIBJIS-
€TCs WX JIeTKas BCKPhIBaeMOCTh. [Ipu BCKphITHH MK pOrpaMM UCIOIB3YIOTCS pa3iny-
HbIE TPUEMBI, KOTOPBIE JaK€ IIPU OTCYTCTBUU MOILHBIX BEIYMCIUTEIBHBIX CPEICTB O3~
BOJISIFOT TOOUTHCS MOJIOKUTEIBLHOTO pe3yiabTara. OUH U3 TaKUX MPUEMOB Oa3upyeTcs
Ha TOM, YTO B muporpaMmMax ocraercs MH(poOpMalus 0 4acTOTe BCTPEUaeMOCTH OYKB
UCXOJIHOTO TeKCTa. Eciii B OTKPBITOM COOOIICHUH YacTO BCTpeuaeTcs Kakas-inbo Oyk-
Ba, TO B MU(POBAHHOM COOOIICHUHU TAaKXKE YacTO OYyJIET BCTPEUAThCS COOTBETCTBYIO-
i et cumBodl. Eme B 1412 roay lluxa6a an-Kankamanau B cBoem tpyae «Cy0x ai-
Aamay npuBen TabIUIly YaCTOThI MOSIBJICHUS apaOCKUX OYKB B TEKCTE€ HA OCHOBE aHa-
nmu3a Tekcta Kopana. J{7st pa3HbIX SI3bIKOB MHUpa CYIIECTBYIOT MOI00HBIC TaOnuIbl. Tak,

HaTpUMeEp, IS PYCCKOTO sI3bIKa TaKas TaOJMIa BRINIIUT CISAYIONUM 00paszom [7].

15



Tabmanma 1

BepositHocTH nosiBeHUs! OyKB PYCCKOTO SI3bIKa B TEKCTaxX ™

Byksa BeposT- BeposrT- BeposrT- BeposrT-

(cumBon P BykBa P BbykBa P BykBa P
) HOCTb HOCTb HOCTb HOCTb

MpoGen 0.146 P 0.042 A 0.017 X 0.007
(o) 0.094 Nn 0.039 3 0.016 1] 0.006
E 0.071 B 0.038 bl 0.015 u, o 0.005
A 0.069 K 0.029 r 0.014 L 0.004
n 0.064 M 0.027 b, b 0.013 O] 0.003
H 0.057 n 0.026 Y 0.012 i) 0.002
T 0.054 il 0.024 n 0.010 b 0.001
C 0.046 Yy 0.023 X 0.008

*) B tabnuie MPUBEICHBI OIICHKA BEPOSTHOCTEH MOSBJICHUS OYKB PYCCKOTO s3bIKa M Mpodera,
HOJIy‘IeHHBIe Ha OCHOBC aHaJIN3a Hay‘-IHO'TeXHI/ILIGCKI/IX Hu XYI[O)KGCTBGHHI)IX TCKCTOB O6H_II/IM O6T)CMOM
6osee 1000000 ciMBOJIOB.

CymiecTBytoT mojo0HbIe TaOauIel Juist nap Oyks (Ourpamm). Hampumep, dacto
BCTPEYACMBIMHM OUTpaMMaMH SIBISIFOTCS «TO», «HO», «CT», «IO», «€H» U T.1I. Jpyroi
IIpUEeM BCKPBITHS MHU(PPOrpaMM OCHOBAH Ha UCKIIFOUEHUU BO3MOKHBIX COYETaHUM OYKB.
Hanpumep, B Tekcrax (eciu oHU HamucaHbl 0e3 opdorpaduueckux OmuOOK) HENb3s
BCTPETUTH COUCTAHUS «HsD», «IIB», «bb» U T.II.

JIist yenoKHEHUs 3a/1a4i BCKPBITHUS MTUGPOB OJHO3HAYHON 3aMEHBI €IIe B APEB-
HOCTH Tiepej] MuGpOBaHUEM M3 HCXOMHBIX COOOIICHWN HWCKIIOYAIM MPOOebl W/Wn
rJ1IacHbie OYKBBI. [[pyruM criocoOom, 3aTpyIHSIOMIUM BCKPBITHE, SBJISETCS MU(poBaHue

ourpammamu (mapamu OyKB).

1. Moaurpammubie mugpbI.

[Tonurpammubie WMpPsl 3aMEHbI - 3TO UPPBI, KOTOpble MUQPYIOT cpaszy rpymn-
16l (OJIOKH) CHMBOJIOB.

MIugp Playfair ("YecTtnas urpa"). beur nuzobperen B 1854 r. Yapib3om Yur-
CTOHOM, HO Ha3BaH uMeHeM Joppaa Jlaliona Ilneiidepa, KOTOpbIA BHEIPHI JaHHBIM
mudp B ToCyIapCcTBeHHbBIE CIy)0bl BenmukoOputanuu. OH HCTOIB30BAJICS aHTJIMYaHa-
mu B IlepBoit mupoBoii Boiine. llIudp npenycmarpuBaer mudpoBaHue map CUMBOJIOB

(burpamm). Takum oOpazoM, 3TOT mKUdp OoJiee YCTOMYMUB K B3JIOMY IO CPaBHEHUIO C
16



mUQPPOM MPOCTOM 3aMEHBbI, TaK KaK 3aTPyAHIETCS YaCTOTHBIN aHanu3. OH MOXET ObITh
MPOBEJICH, HO HE M1 26 BO3MOXHBIX CHMBOJOB (JIaTUHCKHMI andaBuT), a A
26X26=676 BO3MOXKHBIX OUTpaMM. AHAJIN3 YaCTOThl OUTPaMM BO3MOXKEH, HO SIBJISICTCS
3HAYUTETHLHO 00Jiee TPYIHBIM U TpeOyeT HAMHOTO OOJIBIIET0 00beMa 3amnu(pPOBaHHOTO
TEKCTa.

Jns mmmdpoBaHus cOOOIICHUST HEOOXOIUMO Pa30UTh €ro Ha OUTpaMMBbl (TPYIINBI
U3 JBYX CHMBOJIOB), IIPX 3TOM, €CJIH B OMTpamMMe BCTPETSTCS JBa OJMHAKOBBIX CHMBO-
Ja, TO MEXJly HUMH J1I00aBJIsIETCS 3apaHee OrOBOPEHHBIN BCIIOMOTaTeIbHbIM CUMBOJ (B
opurnnaine — «X», a1 pycckoro andasuta - «S»). Hanpumep, «3ammdpoBanHoe co-
oOlIeHne» CTaHOBUTCS «3a M (p oB aH HO ec 0¥ 00 e Hu efl». [ns popmupoBanus
KITFOUEBOM TaOJIUIBI BEIOMpAETCS JIO3YHT U Jlajiee OHA 3aIoJIHAETCA M0 paBuiiaM Mug-

pytroueit cucteMsl Tpucemyca. Hanpumep, no3ynr « AAJIWHA»

' El<|2mT
T80 X%|>
o|X 3|w|m

o= vSs(mE
WLOX"TN
S EHdam=

Puc.7. KntoueBas tabmuua ni1s mmdpa Playfair

3aTeM, PYKOBOJICTBYSChH CIICIYIOIIUMH IPABHJIAMH, BBITOJHSACTCS 3aIlIU(POBHI-
BAHUE MMAp CUMBOJIOB UCXOJHOTO TEKCTA!

1. Ecnmu cumBOJIBI OUTrpaMMBl MCXOJHOTO TEKCTa BCTPEUYAIOTCS B OJHOM CTPOKE,
TO 3TH CUMBOJIbI 3aMEIIAIOTCS HAa CUMBOJIbI, PACIIOJIOKEHHBIC B OJIMKaUIIIUX CTOJIOIAaxX
CIIpaBa OT COOTBETCTBYIOIIMX CUMBOJIOB. ECIIM CUMBOJ SIBJISIETCS MOCIIEIHUM B CTPOKE,
TO OH 3aMEHSIETCS HAa IEPBBIA CUMBOJI 3TOM K€ CTPOKH.

2. Ecau cuMBOJIBI OUTpaMMBbl HCXOHOTO TEKCTAa BCTPEUAIOTCS B OJTHOM CTOJIOIIE,
TO OHU MPEO0OPa3yIOTCsI B CHMBOJIBI TOTO K€ CTOJIOIA, HAXOIAITUMHUCS HEMOCPECTBEH-
HO 1o HUMHU. Eciu cHUMBOJI SBJIsSeTCS HYDKHUM B CTOJIOIIE, TO OH 3aMEHSETCS Ha Tep-

BBIIl CHMBOJI ATOT'O K€ CTOJIOIA.
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3. Ecniu cuMBOIIBI OUTrpaMMBbI ICXOIHOTO TEKCTa HAXOAATCA B Pa3HbIX CTOJOIAX U
pa3HBIX CTPOKAaxX, TO OHU 3aMEHSIOTCS] Ha CHMBOJIBI, HAXOIAIIUECS B TEX e CTPOKax, HO
COOTBETCTBYIOIIUE APYTUM YIJIaM MPSMOYTOJIbHHUKA.

[Tpumep mmdpoBanwms.

- burpamMma «3a» GOpMHUPYET IPSIMOYTOJILHUK — 3aMEHSICTCS Ha <OKO»;

- Gurpamma «IIm» HaXOASTCS B OAHOM CTOJIOIIE — 3aMEHSIETCS Ha «I0eY;

- burpamma «(dp» HaXOJATCS B OJJHOU CTPOKE — 3aMEHSIETCS Ha «XC»;

- burpamma «oB» (POpPMHUPYET MPSMOYTOJIBHHUK — 3aMEHSIETCS Ha «IK»;

- Ourpamma «aH» HaxoJsATCSl B OJTHOM CTPOKE — 3aMEHSETCS Ha «0ay;

- burpamma «Ho» (HOpMHUPYET IPSIMOYTOJIBHUK — 3aMEHSETCS Ha «amy;

- burpamma «ec» GopMHUpPYyeT NPSAMOYTOJIbHUK — 3aMEHSIETCS Ha «T'T»;

- burpamma «os» (popMHpyeT NPSIMOYTOJIbHHUK — 3aMEHSIETCS Ha «Kay;

- burpamma «006» (hopMuUpyeT IPSIMOYTOJIBHUK — 3aMEHSETCS Ha «I1ay;

- burpamma «1ie» GopMUpYeT IPSIMOYTOJIBHUK — 3aMEHSETCS Ha «IIE»;

- Gurpamma «Hm» QOPMHUPYET MPSIMOYTOJIBHUK — 3aMEHSIETCS Ha «aH»;

- burpamma «es» GOpMUPYET MPSIMOYTOIFHUK — 3aMEHSIETCS Ha «TH».

[udporpamma — «k0 10€ XC ik 0a aM I'T Ka na e aH Th».

Jlns pacuimdpoBKH HEOOXOAWMO HCIIONB30BaTh WHBEPCHIO ITUX IMPaBWII, OTKH-

JBIBasi CUMBOJIBI «S» (umu «X»), €clii OHU HE HECYT CMBICJIA B UCXOJHOM COOOIIEHHUH.

1. Omodonuyeckue mudpsol.

Jlpyroe HampaBJIeHHE MOBBIMICHUS CTOMKOCTH MIM(GPOB 3aMEHBI COCTOUT B TOM,
YTOOBI KaXKJ0€ MHOXKECTBO uppoodo3HaueHuit Mi cogepxkaiio 0osee 0JHOTO JIeMEH-
ta. [Ipu ucnonp3oBanuu Takoro mudpa ogHy U Ty ke OyKBY (eciau OHa BCTpeUaeTCs
HECKOJILKO pa3 B COOOIICHUM) 3aMCHSIOT Ha pa3Hble mudpo3aMmensl u3 Mi. IT0 1M03BO-
JISI€T CKPBITh HICTHHHYIO YaCTOTY BCTPEYAEMOCTH OYKB OTKPBITOTO COOOIIICHMS.

Cucrema omogdonon. B 1401 r. Cumeone ne Kpema cran ucrnonp3oBaTh TabJIu-

IIbI OMO(i)OHOB AJIs1 COKPBITHUS 9aCTOTHI IMOABJICHHUSA T'TIACHBIX 6YKB B TCKCTC IIPH IIOMOIIIHU
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6osee yeM ogHOM mudpo3amensl. Takue mupsl MOIPKE CTATH HA3BIBATHCA MIU(pamMu
MHOT'O3HAa4HOM 3aMeHbl uii oModonamu’. OHu nosy4nnu passutue B XV Beke. B knu-
re «Tpakrat o mmdpax» Jleona bartuctel AnpoepTr (UTATBIHCKUM YYCHBIN, apXUTEK-
TOp, TEOPETUK UCKYycCTBA, cekperappb nanbl Kimmentus XII), onybnukoBanHoi B 1466
I., IPUBOJIUTCA ONMKCaHUe mudpa 3aMeHbI, B KOTOPOM KaxJa0i OyKBE CTaBUTCS B COOT-
BETCTBUE HECKOJIBKO 3KBHBAJIEHTOB, YHCJIO KOTOPBIX MPOMNOPUUOHATIBHO YacTOTE
BCTPEUaEMOCTH OYKBBI B OTKPHITOM TeKCTe. Tak, ecaum OpueHTHPOBaThCsA Ha Tadu. 1, To
gucyo mudposzamen s OykBbl O nomxHO cocTaBiath 94, mist OykBel E — 71 u T.7.
[Tpu 3ToM Kaxaas mudpo3amMeHa JoJKHA COCTOSITh U3 3 nudp u ux od1Iee KOJIUIECTBO
paBHo 1000. Ha puc.8 mpencrasien pparmeHT Tabauiisl mmdpo3aMeH.

Ne n/n|Mpo6ben| A | B | B |... M|... O|.... P |... A
1 012 |311]128|175|...|037|...|248|...|064|.../266
2 042 |357|950(194|.../149....|267|...|189].../333

13 278 1495/990/199|...|349|.../303|...|374|...|749

17 342 |519 427|.../760/...|306|...]469|.../845

27 437 |637 524|...|777|...|432]|...|554

38 457 |678 644 824|...|721

22 | 628 [776 828|.../954
69 | 681|901 886

o4 | 974 903

146 | 976

Puc.8. ®parmenTt Tabmuisl mudpo3zaMeH st CUCTEMbI OMOGOHOB

[Tpu mmdpoBaHUM CUMBOJI UCXOJHOTO COOOIIEHUS 3aMEHSIETCS Ha JII00YI0 -

po3aMeHy U3 cBoero crosidua. Eciiv cuMBOJ BCTpedaeTcsi MOBTOPHO, TO, KaK MPaBUIIO,

1 Omodons! (rped. 6pdC - OTMHAKOBHIH + POV - 3BYK) - CJI0BA, KOTOPBIE 3BYYaT OHHAKOBO, HO ITH-

IOTyTCA IMO-pa3HOMY U UMCHOT PAa3HOC 3HAUCHUC.
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UCIIONB3YIOT pa3Hbie mudpo3amensl. Hanpumep, ncxognoe coodmenne « ABPAMOB»
nocie mudpoBanus OyaeT BeITIsAaeTh «357 990 374 678 037 828 175».

Kuwxknblii mmgp. 3aMeTHBIM BKIIQJIOM TPEYECKOTO ydyeHOoro JHesi TakThka B
KpUnTorpaduio siBIsieTCS MPeaaoKEHHBI UM TaK HAa3bIBAEMbIH KHUKHBIN MH}p, OnMu-
caHHbIN B counHeHnHn «O0 000pOHE YKPEIUIEHHBIX MECT». DHEH MPeI0OkKUI MPOKATbI-
BaTh MaJIO3aMETHBIC JIIPKU B KHUTE WUJITU B IPYTOM JIOKYMEHTE HaJl OyKBaMHU CEKPETHO-
ro cooOeHus. IHTepecCHO OTMETUTh, YTO B EPBOM MUPOBOM BOMHE F€pMaHCKUE IIITH-
OHBI UCIOJIb30BAIM aHAJIOTUYHBIN MU(p, 3aMEHUB JABIPKA HA TOYKH, HAHOCUMBIE CHM-
IATHYECKMMH YEPHIIIAMHU? Ha OYKBBI TA3€THOTO TEKCTA.

[Tocne nepBoil MUPOBOM BOMHBI KHWKHBIA mU(p npuodpen uHoi Bua. udpo-
3aMeHa JJIsl KaXJ10i OYKBBI orpesesnsiiach HabopoM LUPp, KOTOPbIE YKa3bIBaJIM Ha HO-
Mep CTpPaHUIIbl, CTPOKU M MO3ULHU B CTpoKe. KoanmuecTBO KHHI, U3JJaHHBIX 3a BCIO HC-
TOPUIO YEJIOBEYECTBA, SBISECTCS BEJIMYMHON OTrpaHUYECHHON (IO KpallHEH Mepe, SIBHO
MeHbIe, yeM 15!). OgHako OTCyTCTBHE MOJIHOM 3JIEKTPOHHOM 0a3bl 10 U3AAHUSIM Jieja-
€T MPOLeyPY BCKPBITHS U(GPOrpamMM MOYTH HE BBINOJIHUMON. B CBSI3M C ’TUM KHUXK-
HBIA HIHU(P OTHOCAT K KATETOPUH COBEPILICHHBIX.

IV. HonunandaBurHbie MPPHI.

[TomuandaBuTHbIE THPPHI COCTOSAT U3 HECKOJBKUX MU(GPOB OJHOZHAYHON 3aMe-
HBI U OTJIMYAIOTCS IPYT OT Jpyra cnocoOoM BbIOOp BapuaHTa ajdaBurta i 3amudpo-
BaHUS OJHOTO CUMBOJIA.

HMuck Aandeptu. B «Tpakrate o mudpax» Anp0epTH NMPUBOIUT TaKKe MEPBOEC

TOYHOE ONKMCaHNe MHOTOAI(PaBUTHOTO MK (pa Ha OCHOBE MHU(PPOBATBLHOTO JUCKA.

2 CuMnaTudeckue (HeBHIlI/IMLIe) YEPHUJIA — O3TO YCpHUJIA, 3aAITUCHU KOTOPBIMH SABJISAIOTCA U3HAYAIb-
HO HCBUAVMBIMHU U CTAHOBATCSA BUAVMMBIMHU TOJIBKO IIPHU ONIPEACTICHHBIX YCIIOBUAX (HarpeB, OCBEHIC-
HHC, XUMHYECKHUI MpOABUTCIIb U T. II.).
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Puc.9. luck Ansbeptu

OH coCTOsT U3 ABYX IHUCKOB — BHELIHETO HEIMOJBHKHOTO (HAa HEM ObUIM HaHece-
HbI OyKBBI B ajiaBUTHOM nopsiake u uudpsl 1,2,3,4) 1 MoABUKHOTO BHYTPEHHETO AMC-
Ka Ha KOTOpOM OYKBbI ObUIM mepecTaBiieHbl. [Iporecc mm@poBaHus 3akiaroyaics B
HaXO0XKJE€HUU OYKBBI OTKPBITOI'O TEKCTa HA BHELIHEM JKMCKE M 3aMEHE €€ Ha OyKBY C
BHYTPEHHETO JMCKA, CTOSALIYI0 104 Hel. [locime 3Toro BHyTpeHHUN AUCK CABHUIAJICA HA
OJIHY MO3ULIMIO U MHU(POBaHUE BTOPOH OYKBBI MPOM3BOAMIOCH YK€ 0 HOBOMY M-
pandasuty. Kimtouom nanHoro mm@pa sSBISIICS MOPSIOK PACHOIOKEHUsT OyKB Ha BHYT-
PEHHEM JHUCKE U €r0 Ha4aJIbHOE MTOJIOKEHUE OTHOCUTEIBHO BHEIIHETO JHCKA.

Tabdaunua Tpucemyca. OguuM u3 MmMKUGPOB, TPUIYMAHHBIX HEMEIIKUM ab0aToM
Tpucemycom, ctan MHOroan(aBUTHBIA MU(P, OCHOBAHHBIA HA TaK HA3bIBAEMOU «Tal-
nuue Tpucemyca» - TabauIle CO CTOPOHOM paBHOM N, re N — KOJMYECTBO CUMBOJIOB B
andasure. B nepBoii CTpoKe MaTpUIlbl 3alUCHIBAIOTCS OYKBBI B IOPAJIKE UX OYEPEIHO-
CTH B ajgaBuTe, BO BTOPOM — Ta K€ MOCIEAOBATEIBHOCTh OYKB, HO C IUKIMYECKUM
CABUIOM Ha OJIHY ITO3ULIMIO BJIEBO, B TPEThEN — C [IUKJIMYECKUM CJIBUIOM HA JIBE NO3HU-

IIU BJIEBO U T.II.
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¥ S S Toca|lOo>e /X 73303000 K<0nN-cCguw/Xmss
S SEToca|o->exX 7303500 K <00 W XmSs
SIS E|E oo > 6% I3 4030000 K <|0m-IwXm
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L uwXmssxSETocaorF>»6XI73d0 300 K< 0m
M- gWwXmsSsS 2SS Tocalo>eX I3 3J035 00K <0
Vo - guXms SIS S xocaloF>eX I3 d03100 K<
<|uo- guXmssSxcESToCcaor>»eXI73d0 300K

Puc.10. Tabmuma Tpucemyca

(v

(V)

-OMYy CUMBOJTY KJIIOUa B KpaliHEM

TaK Jajiee MOCJe WCITONIb30BaHUS TOCIEAHEH CTPOKH BHOBH BO3BPAIIAIOTCS K TIEPBOM.
Oer, a mo 1

Tak coobmenne «ABPAMOB» npuo6perer Bun «ABTI'PYNy.
¢dpa, B 0CHOBE KOTOPOTO JISKUT Tabsmia Tpucemyca.

(v

[lepen mmdpoBanreM BbIOMpaAETCsl KIIIOY U3 CUMBOJIOB andaBurta. Cama mpolie-
IIEHUS B IIEPBOM CTPOKE ONPEIEISAETCS CTOJI

3neck mepBasi CTpOKa ABJISETCS OJHOBPEMEHHO U CTPOKOM OYKB OTKPBITOTO TEK-
Cucrema mudpoanusa Buxenepa. B 1586 r. ¢panmysckuii nunnomar brues

o

HO CTOMKOIO IIIH
nypa mudpoBaHUs 3aKI0YaeTCs B cienytonieM. [1o i-oMy cMMBOIIy OTKPBITOTO CO00-

cta. [lepBas OykBa Tekcta mudpyercs mo mepBoil CTpoke, BTopasi OykBa M0 BTOPOM U
Bwxenep npencrasui nepen komuccuen ['enpuxa Il onucanue npocroro, HO JOBOIb-

-BIU

JIEBOM CTOJI01Ie — cTpoKka. Ha mepeceueHun cTpoku U ctosdia OyJaeT HaXOIUThCS 1
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CHUMBOJI, TIOMEIIaeMbIii B mudporpammy. Ecim nnmHa Kito4a MEHbBINE COOOIIEHUS, TO
OH HUCIOJb3yeTcs moBTOpHO. Hampumep, ucxognoe cooduienne «ABPAMOBY, kirou —
«AAAUHAY, mudporpamma — « TA@UILOTK.

CrpaBeyIMBOCTH pajiv, CIIeIyeT OTMETUTh, YTO aBTOPCTBO JAAHHOTO Mmudpa npu-
HAJUJIC)KUT uTalnbsHy [>koBanHu batucra bema3o, kotopeiid onucan ero B 1553 r. Mc-
TOpUSI KIIPOUTHOPHUPOBAJa BaXKHbIN (akT v HazBana mudp umeHeM BukeHepa, HeCMOT-
ps Ha TO, YTO OH HUYETO He crenan s ero co3aanus» (lasun Kanu, «B3nomiumku Ko-
noBy). bennazo mpemnokusl Ha3pIBaTh CEKPETHOE CJIOBO WU (pazy maposeMm (HT.
password; ¢p. parole - ciioBo).

3ajanue Ha J1a00paTOPHYIO padoTy.

B naGoparopnoii pabore HeoOxoaumo 3amudpoBaTh CBOIO (pamMuIMiO C MOMO-
IIBI0 CJICTYIOMNX MU(POB:

- mudpa Lezaps;

- I03yHT0BOTO udpa;

- MOJIMOMAHCKOTO KBaJIpaTa;

- mu@pyromieit cuctemsl Tpucemyca;

- mugpa Playfair;

- cucTeMbl OMO(OHOB (JIOMYCKAETCs ISl KaXA0u OyKBbI andaBUTa MPUBECTU BCE-
ro Mo JBe mu(po3aMeHsl, T.€. IPUHITH, YTO BCe OYKBBI UMEIOT OJMHAKOBYIO BEpPOSIT-
HOCTb TOSIBJICHUS B TEKCTaX);

- mudpa Buxenepa.

[Ipu odopmiaeHun oTyeTa HEOOXOAUMO MPUBECTH UCXOJHOE cooOlIIeHue (pamu-
J110), Tabnuiy mudpo3aMeH, Kiod (eciu Tadauna mudpo3amMeH He SABISETCS KIHUOM)

1 3amndpoBaHHOE COOOIICHNUE.
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3. JABOPATOPHAS PABOTA Ne 2. IIM®PBI HEPECTAHOBKHAU

Bce mmdpbl mepecTaHOBKH EIATCS Ha JBa MOAKJIAcca:

- ¢ psl oJUHAPHON (TpocToil) mepectanoBkU. [Ipu mudpoBaHUU CUMBOJIBI TT€-
PEMEIAIOTCS ¢ UCXOAHBIX MTO3UIIMI B HOBBIE OJUH Pa3;

- mUPBI MHOXKECTBEHHOM (CII0XKHOW) TiepecTaHoBKU. [Ipu mmdpoBaHur CUMBO-
JIbl IEPEMENIAIOTCS C UCXOIHBIX TO3UIIMI B HOBBIE HECKOJIBKO pa3.

|. In¢pbl oAMHAPHON NEPeCTAHOBKH.

B o6miem cityvae aJis naHHOro Kiacca mudpos npu mudpoBaHuu U AemuppoBa-

HHU UCIIOJIB3YCTCA Ta6J'II/ILIa IICPCCTAaHOBOK.

1|23 |...]n

lv [ 2 | 13| ... ] In

Puc.11. Tabnuia nepecTaHOBOK

B nepBoii cTpoke 1aHHOW TabauIbl YKa3bIBa€TCs MO3ULUS CUMBOJIA B UCXOJIHOM
COOOIIIEHUH, a BO BTOPOH — ero mo3uiusi B mudporpamme. Takum oOpa3om, MakcH-
MaJIbHOE KOJIMYECTBO KJIHOYEH /Uisi MHU(PPOB NEpecTaHOBKHU paBHO N!, rae N — qymHa co-
OOLIEHMS.

IIu¢p npocroii onMHaApHO# nepecTaHoBKM. [ mmdpoBanus u aemudpoba-
HUS UCTIOJIb3yeTCs TabsIMla NepeCTaHOBOK, aHAJIOTMYHas TOKa3aHHOM Ha puc.12.

1123|456 |7
2141171653

Puc.12. Tabmuma nepecTaHOBOK

Hampumep, ecnu nns mmdpoBanus ucxogHoro coobmieruss «kABPAMOBY wuc-
MOJIb30BaTh TaOJMIly, TIPEJACTaBICHHYIO Ha puc.1l2, 1o mudporpammoit Oyner
«PABBOMAY. Jl511 ucHOSIb30BaHMs HA MPAKTUKE TaKoW mudp He yAo0eH, TaK Kak mpH
OOJNBIINX 3HAYEHUAX N MPUXOIUTCA PabOTaTh C JUIMHHBIMU TaOIUIIAMU U JIJIST COOOIIIEe-

HUW pa3HOU JIJTMHBI HEOOXOIUMO UMETh CBOIO TaOJIUILy TIEPECTAaHOBOK.
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Iudp 6;104HOM oquHAPHOI MepecTaHOBKHU. [Ipu ucnonb3oBaHuM 3TOTO K-
pa 3agaeTcs TabauIa MepecTaHOBKH OJIOKa CUMBOJIOB, KOTOPAs MOCIEA0BATEIBHO MPH-
MEHsIeTCA JI0 Te€X IMOop, MOKa MCXOAHOE COooOIIeHHe He 3akoHuyuTcs. Ecnu ucxomnoe
COOOIIIEHNE HE KPAaTHO pa3Mmepy OJIoka, Toraa OHO MpH MHUGPOBAHUH JTOTOJHICTCS

ITPOU3BOJIbHBIMU CUMBOJIAMU.

Puc.13. Tabnuiia nepecTaHOBOK

Jns mpumepa BbeIOepeM pa3Mep OJioka, paBHBIM 3, W TpuUMeM TaOIHUILy
MEPECTAaHOBOK, IOKa3aHHyl0 Ha puc.13. JlomoaHuM HCXOAHOE  COOOIIEHUE
«ABPAMOB» 6ykBamu b u I, urobnl ero jimmHa Obuia kKpatHa 3. B pesynbraTte
mrposanus noryunm « PABOAMIBb».

KonunuecTBo ximroueit s gaHHoro mudpa npu GUKCUpOBAHHOM pa3Mmepe Osioka
paBHO M!, re M — pa3mep OJI0Ka.

IIngpsr MmapmpyTHOH nepectanoBKU. [[lupokoe pacnpocTpaneHne noaydniin
mu@pbl NEPEeCTaHOBKH, HCIOJIB3YIOIIME HEKOTOPYID TIE€OMETPUYECKYI0 (Urypy
(mtockyro win 00beMHYy10). [IpeoOpa3zoBanus COCTOAT B TOM, YTO B (PUTYPY MCXOHBIN
TEKCT BIMCBIBAETCS MO XO/1y OJTHOTO MapIipyTa, a BBIMUCHIBAETCA 1O Apyromy. OauH u3
Takux muppoB — mmdpp «Cuurana» - ymnoMmuHalcsa paHee. HexoTopeie W3 HHX
MIPUBOJSITCS HUXKE.

Hiudgp Ta0JIUIHOH MapUIPYTHOM MepPecTAHOBKH. HauGonbiiee
pacnpocTpaHeHUE MNOJYYMIU MMU(Pbl MapLUIPYTHON MEpecCTaHOBKH, OCHOBaHHBIE Ha
tabunax. [Ipu mmdpoBanuu B Takyro TabJIUIy BIUCHIBAIOT UCXOHOE COOOIICHHUE MO
OTIpeIeIEHHOMY MapIIpyTy, a BBIMUCHIBAIOT (IIOJIy4alOT MH(porpamMmy) - Mo Jpyromy.
Jnst manHoro mudpa MapuipyThl BIOUCBIBAHUS M BBIIMCHIBAHUSA, @ TaKXKE pa3Mepbl

Ta6J'H/II_H:I SABJIAOTCA KIIFOYOM.
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MapupyT BbIIMCBIBAHUS

Puc.14. Tlpumep ncnonb30BaHus MHU(ppa MapUIPyTHOU MEPeCTaHOBKU

Hampumep, wucxognoe coobmenus «ABPAMOB WJIbSA CEPI'EEBUY)
BIUCBHIBACTCS B MPSIMOYTOJIBHYIO TaOJIUIy padMepamu 4x6, MapuipyT BNUCHIBAHUS —
CJI€Ba-HAIMPABO CBEPXY-BHHU3, MApUIPYT BHINKUCHIBAHUSI — CBEPXY-BHU3 CIlI€Ba-HAIPaBo.
[udporpamma B 3ToM cinydae BrIsguT «AB_EB_CBPUEHUAJIP UYMbI'_OSE ».

Hiudp BepTUKAIBLHON NEPECTAHOBKHU. fBIsSETCA Pa3sHOBUIAHOCTBHIO IPEIBIAY-
miero mudpa. K ocobeHHOCTSIM 1mrdpa MOKHO OTHECTH CJICAYIOIIHE:

- KOJIMYECTBO CTOJIOIIOB B TabJnIle PUKCUPYETCS U ONPEEsAeTCs NJIMHON KITH0Ya;

- MapupyT BIHCBIBaHUS CTPOTO COOTBETCTBYET MapUIPYTy, MOKa3aHHOMY Ha

puc.14;
- mmdporpaMmma BBIHCHIBAETCS MO CTOJIOLAM B COOTBETCTBHM C MX HyMepauuen
(xTr09OM).
Oa a/unW H A
Knrou
2163451
A B/P A MO
TekcT B|_MNib|A
_ E P I E
E B|W 4| |

Puc.15. [Ipumep ucnonbp3oBanus mudpa BEpTUKAIBHON EPECTaHOBKU

B kadecTBe KiIf04a MOKHO MCIOJIB30BaTh CIOBO WU (pa3y. Toraa mopsgok BbI-

NUCBHIBAHUSI CTOJIOIOB COOTBETCTBYET ajipaBUTHOMY MOpPsiAKY OykB B Kitoue. Hampu-
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Mep, eciu kinoueBbIM ciioBoM OyneT «AAJAWHA», To npucyTcTByomias B HeM OykBa A
noyvyaeT Homep 1, I — 2 u 1.0. Eciau kakas-to OykBa BXOAMT B CIIOBO HECKOJIBKO pa3,
TO €€ NOSIBJICHUS HYMEpYIOTCS IOCIENOBATENbHO ClI€Ba HANpaBo. B mpumepe nepsas
oyksa /| momyuaet Homep 2, Bropast [ — 3.

[Tpu mmdposanuu coobiienus «kABPAMOB NJIbSA CEPTEEBUY» pe3ynbrat
oyner «<OSAE_AB_EPUEUAJIPUMbBI" b CB».

Mu¢p «IloBopotHas pemerka». B 1550 rony uranbsHckuii Marematuk Jlxe-

ponamo Kapnano®

, COCTOSIIIMN Ha ciy»0e y namnbl Pumckoro, B kHure «O TOHKOCTSIX»
MPEIOKII HOBYIO TEXHUKY mm(ppoBanus - pem€rky Kapaano. Ee cuntaroT nepBbiM
TPAHCNO3UIUOHHBIM MH(PPOM, UM, KaK €lIE€ HA3BIBAIOT, TEOMETPUYECKUM HIHUPPOM,
OCHOBaHHBIM Ha IOJIO’KEHUU OYKB B IIM(PPTEKCTE.

Jlnst g poBanus U AeUPPOBAHKS U3TOTOBIISECTCS NPAMOYTOJBHBIN TpadapeT ¢
YETHBIM KOJHMYECTBOM CTPOK M CTOJOLOB. B Tpadapere Bbipe3aroTCsl KIETKH TaKUM
oOpa3oM, uyTOObI NpHU HAJIOKEHWU €ro Ha TaOJIUIly TOTO € pa3Mepa YeThbIpbMs
BO3MOKHBIMHU CHIOCOOaMH, €r0 BBIPE3bI MOJHOCTHIO MOKPBIBAIM BCE SYEHKU TAOJIULIBI
POBHO I10 OJTHOMY pa3sy.

[Ipn mmdpoBanun TpadapeT HakIaabIBaeTCd Ha Tabnuiy. B BuUauMble sUeilku
TaOJUIBl BBIMUCHIBAIOTCS OYKBBI HMCXOJHOTO TEKCTa CJlEBa-HAIpaBO CBEPXY-BHU3.
Hanee Tpadaper noBopauMBaeTCsl M BIMCHIBAETCS ClEAyrollas 4YacTb OykB. OTa
omnepauus TNoBTopsAeTcs eule aBa pasza. Llludporpammy BBINKCHIBAIOT W3 HUTOTOBOM
TaOJIUIBI IO ONPEIECTICHHOMY MapIIpyTy.

Takum 00pa3om, KJIIOUOM MpHU MHUPPOBAHUM SBISIETCS Tpadaper, mopsAI0oK €ro
MOBOPOTOB ¥ MapLIPYT BHIUCHIBAHUS.

[Mpumep mumdpoBanus coodeHuss «ABPAMOB+ISAJAWHA» mnokazaH Ha
puc.16. PesynbraTt mudposanus — «AAB_ MHPIABSA+ OAAN».

3 xenopamo Kapnano (1501 — 1576 IT.) - HTaNbAHCKUIT MATEMATHK, HHXKEHED, GUocod, METUK 1
actpoJjor. B ero uectb HazBaHbl OTKpBITEIE CLiunOHOM Aeib Deppo hopMysIbl pelieHns KyOu4eckoro
ypaBHenus (Kapaano nepBbIM uX OommyOJIMKOBa) U KapAaHHbIN Basl (M3BecTHOTO eé Jleonapao aa
Bunun).
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Puc.16. [Ipumep ucnons3oBanus pemetku Kapnano

Mu¢pp Pumense. B ocHoBy mmudpa nonoxena pemerka Kapagno. OObruHas
pelieTka NpelcTaBiisijia co0OMl JIMCT W3 TBEPAOro Marepuaiga, B KOTOPOM uepe3
HETPaBWIbHBIE WHTEPBAJIBI CHI€JIaHbl MPSMOYTOJIbHBIE BBIPE3bl BBICOTOM MJI OJIHOM
CTPOYKUA W Pa3NU4HON IiuHBI. HakmagepiBasi 9Ty pemieTky Ha JUCT nucued Oymard,
MOXHO OBLIO 3aIIMCHIBATh B BBIPE3bI CEKPETHOE CooOIeHne (OyKBY, CIOT WM IIEJIOC
cioBo). Ilocne aToro, CHSIB penieTky, Hy>KHO ObLJIO 3alOJIHUTh OCTABIIMECS CBOOOIHbBIC

MeCTa Ha JIUCTEe OyMaru HEKMM TEKCTOM, MACKUPYIOIIUM CEKPETHOE COOOIIICHUE.

A
B | P

A M

o B
Nn]AJ]O] Wb | N
A | O | B | P | N | b
A M| W | a | m|T
B | LU | O] O] X | B
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Puc.17. Ilpumep ucnonb3oBanus mudpa Pumense

[Ipn nepenucke Puiienbe MCHob30Bajl MNPAMOYroJIbHUK pazmepa 7x10. [lns
JUIMHHBIX COOOIIEHUI MPSMOYTOJIbHUK HCIOJIb30BaJICS HECKONbKO pa3. [logoOHbIM
METOJIOM MAaCKHPOBKH COOOIIEHUSI TO0JIb30BAJICAd U3BECTHBIM PYCCKUN MUCATENb,
oOmecTBeHHbIN nearens u quiiomMatr A. C. ['puboenos. byayuu nociom B Ilepcun, on
MKCal CBOEH KEHE «HEBUHHBIE) MOCIAHUS, KOTOPHIC, IONIAB B PYKH KaHAAPMEPHH, IS
KOTOpOW ® OBUTM TpeaHa3HAa4YeHBbI, pPAcU(POBHIBATNCH 110 COOTBETCTBYIOIICH
«pEIIETKE» U MEPEIAaBAINCh HAPCKOMY IPABUTEIBCTBY YKE KaK CEKPETHBIC CBEIACHUSI.
[Ipumep wucmosib30BaHUs pelieTKH Purienbe MOXHO OBLIO TakKe BHUAETh B TUTpax
JIETEHJapHOTro coBeTcKOoro cepuana o Ilepmoke Xonmce.

Cnegyer OTMETUTh, YTO JIaHHBIM croco0 1mmMdpoBaHUS OTHOCUTCA K
CTeraHorpagpuu, HeKeNu KpUnrorpaduu.

Maruveckue kBagpatbl. MarnuecKuMu KBaJpaTamMu HA3bIBAIOTCS KBaJpPATHbBIC
Ta0JIUIBI CO BIIMCAHHBIMU B WX KJIETKHU IMOCJIEAOBATEIbLHBIMU HATypaJlbHBIMU YUCIAMU
oT 1, KOTOpBIE B CyMME IO KaXJIOMY CTOJIOIY, K0l CTPOKE M KaXKIOM JAMaroHaIu
Jal0T OAHO W TO ke uucno. [logoOHbIe KBaApaTbl HIMPOKO MPUMEHSIIUCH IS
BIMCHIBAHUS MUQPPYEMOro TEKCTa MO MPUBEICHHOW B HUX Hymepanuu. Eciu morom
BBINIUCATh COJEPKUMOE TaOMUIlbI 1O CTpOKaM, TO TMojydajgach mudpoBka
nepectaHoBkoi OykB. Ha mepBwIi B3MUIsiA KaxeTcs, OyITO MarudecKux KBaJpaToB
O4YeHb Majo. TemM He MeHee, UX YHCIO OYEeHb OBICTPO BO3PACTACT C YBEIMUYCHUEM
pa3mepa kBagparta. Tak, CylecTByeT JIUIIb OJMH Marn4ecKuii KBaapar pazMepom 3 x 3,
€ClIM HE€ NPUHHMATh BO BHUMAHHME €ro MOBOPOTHI. Marmdeckux kBaapatoB 4 x 4
HacuuThiBaeTcss yxxe 880, a 4MCIO Maru4eckux KBaJpaTOB pa3MepoM 5 X 5 OKOJIO
250000. IToaToMy marmdeckue KBaApaThl OOJBIIMX Pa3MEPOB MOTJIA OBITh XOPOIIEH
OCHOBOM ISl HaJ€KHOM CHUCTEMbI MIM(PPOBAHMS TOTO BPEMEHH, MOTOMY UTO PYUHOU
nepebop BCeX BapUAHTOB KITFOYA JIJISt ATOTO MKU(dpa ObLIT HEMBICIUM.

Paccmotpu kBagpat pasmepom 4 x 4. B Hero BnuceiBaroTcs uncia ot 1 go 16.

Ero marus cocrout B TOM, 4TO CyMMa 4YHCCJI IIO CTpPOKaM, CTO.H6I_I8.M U ITOJIHBIM
29



JIMAroHajasiM paBHIETCS OAHOMY U TOMY K€ uuciay - 34. BrepBble 3T KBaapaThbl

IIOABHUIINCH B KI/ITae, rac uM nu ObL1a IIpUIIMCaHa HCKOTOPad «MarndcCkas Cujia.

16 3 2 13
S 10 11 8
9 6 7 12
4 15 14 1

Puc.18. Maruueckuii kBaapar 4 x 4

udpoBanue no MarnueckoMy KBaJpaTy MpOU3BOJUIOCH CIEIYIOIIUM 00Pa30M.
Hanpumep, tpebyercs 3ammugpposats (pazy: «KABPAMOBJIAIMHA...». BykBsl 310l
(pa3bl BIUCHIBAIOTCS IMOCJIENOBATEIbHO B KBaJpaT COTJACHO 3alMCAHHBIM B HUX
qyciaM: THO3ULMsS OYKBbl B NPEIJIOKEHHUH COOTBETCTBYET MOPAIKOBOMY uuciay. B
MyCThIE KJIIETKU CTABUTCS TOUKA WJIM JIr00ast OyKBa.

16. | 3P | 2B |[13A
5M 104 111 | 84
94 60 | 7B |12H
4A [15. | 14. [ 1A

Puc.19. ITpumep mmdpoBaHus C TOMOIIBIO Marnuyeckoro KBajapara

[Tocne »sToro mudpoBaHHBIA TEKCT 3alUCHIBAETCS B CTPOKY (CUMTHIBAHHE
MIPOU3BOAUTCS ClIEBa-HANMPABO CBEPXY-BHU3, MOCTpouHO) — «.PBAMINIAAOBHA.. A».

1. lIndpbl MHOKECTBEHHOH NEPECTAHOBKH.

B nanHoM mnoaxnacce mu@poB KCIOJB3YETCS M€ MOBTOPHOTO MIM(POBAHUS
yKe 3aupPOBAaHHOTO COOOIICHUSI.

IIudp aBoiiHoil nepectaHoBKkM. B Tabnuily o onpeneIeHHOMY MapIipyTy 3a-
MUCBIBACTCA TEKCT COOOUICHMSI, 3aT€M MEepPECTaBIISIIOTCS CTOJIOIBI, a MOTOM MepecTaB-
nsitotest crpoku. [udporpamMma BIMUCHIBAETCA 10 ONPEAEICHHOMY MapIIpyTy.

[Tpumep mudpoBanus coobmenus «KABPAMOB-+/S/IMHA» noka3zan Ha puc.20.
Pesynbprat mmdposanus — «OAbA+ AVB PJIMHAI».
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411132 1]2]3]4 1234
5 |—=>|3|A[B|P|[A|[3|B[A|P[A|[1]/O0[+|B|M
§§=%>1MOB+ tlol+[BM||[2]A] | |H
s |4 | aA|A|A|U| |4 A A Q|| |3|B|/A[P|A
=5 |“—2Hm|A| | ||2/a] | H||[alalulaln
HcxoaHas Tadauma HegTe(f;gI}II:)):Ka IlepecTanoBKa CTPOK

N
7 7 7
7 7 7
MapumpyTt
BbINMCHIBAHUS

Puc.20. ITpumep ucnonb3oBanus mudpa ABOMHON MepecTaHOBKU

Kirouom k mudpy SBISIIOTCS pa3Mephbl TaOIUIbI, MAapIIPYThl BOIUCHIBAHUS U BBI-
MMCHIBAHUS, a TAKXKE MOPSIKK MEPECTAHOBKU CTOJOIOB U CTPOK. Eciu MapmpyThl siB-
JSI0TCST QPUKCUPOBAHHBIMU BEJTMYMHAMU, TO KOJIMYECTBO KIIFOUeH paBHo N!*m!, num —
KOJINYECTBO CTOJIOIOB U CTPOK B TaOJHUIIE.

3amanue Ha 1a00paTOPHYIO padoTy.

B naGoparopHoii pabote HE00X0auMO 3amudpoBaTh CBOIO GaMuiuio (s mep-
BbIX JBYX WIHK(POB) Wik (HaMUINIO U UM (JJIs1 OCTAIbHBIX) C MOMOILBIO CIEAYIOLIUX
¢ poB:

- IPOCTOM OJIMHAPHOU MEPECTAHOBKH;

- OJIOYHOM OJTMHAPHOMU MEPECTAHOBKH;

- TaOJIMYHON MapIIPyTHOU MEPECTAHOBKY;

- BEpTUKAJIbHOW MEPECTAaHOBKH;

- IOBOPOTHOM PELIETKHU;

- Maruyeckuii kBaapar (pazmep kBajapara - 4x4);

- IBOMHOU IIE€PECTAHOBKU.

[Tpu odopmieHun otyeTa HEOOXOIUMO TIPUBECTU UCXOHOE coobmieHue (hamu-
JU0 WK (aMUIMIO U UMSs1), TaOIUIlbI, KJIIOUEBBIE CJIOBa (BHIOMPAIOTCS MPOU3BOJILHO),
MapHIpyThl BIUCHIBAHUS M BBITUCHIBAHUS, TOBOPOTHI PEIICTKH W 3alIH(pPOBAHHOE CO-

oO1IeHue.
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4. JABOPATOPHASA PABOTA Ne 3. AJI/IUTUBHBIE HIUDPbI

B amauTHBHBIX MIU(pax UCIONB3YETCs CIOXKEHUE M0 MOy I0 (MOd) HCXOAHOTO
COOOIIIEHUsI C TAMMOM, MPEACTABICHHBIX B YUCJIOBOM BHje. HamomMHuM, 9TO pesynbra-
TOM CJIOKEHUS JBYX IIEJBIX YHCEI 0 MOJYJIO SIBISETCS OCTATOK OT JeJICHUs (HampHu-
mep, 5+10 mod 4 = 15 mod 4 = 3).

B nuteparype mmudpsl 3TOro kiacca 4acTo Ha3bIBAIOT MOTOKOBBIMH. CTONKOCTH
3aKpPBITHS 3TUMHU MIU(PPaMUA OTPEIENISIeTCs, TJIaBHBIM 00pa30M, Ka4eCTBOM TaMMBI, KO-
TOpPOE 3aBUCUT OT JJUHBI IEPUOA U CIIYUaHOCTH pacnpeaeaeHus mno nepuoy [1].

JITHHOI0O meproJa raMMbl Ha3bIBaeTCSI MUHHUMAJIBHOE KOJIMYECTBO CHMBOJIOB,
1ocjie KOTOPOTo MOCIIEI0BAaTEIbHOCTh HAUMHAET NMOBTOPAThCA. CiiydyaliHOCTh pacmpe-
JAeJIeHUsI CHMBOJIOB TI0 TIEPHOJY O3HAYaeT OTCYTCTBHE 3aKOHOMEPHOCTEH MEXIy TO-
SBJICHUEM Pa3JIMYHBIX CUMBOJIOB B IIpe/ieax nepuoja.

[To pnuHe mepuoja pa3nuyaroTCs raMMbl C KOHEYHBIM U 0eCKOHEYHbIM MepHOo-
aom. Ecnu anvHa mepuoja raMMbl TIPEBBIIIAET ATUHY MU(PYyEeMOro TEKCTa, TaMMa SiB-
JSI€TCSl UCTUHHO CIy4yallHOW M HE UCHOJb3yeTcs A WU (poBaHUs APYTUX COOOIIECHUH,
TO Takoe MpeoOpa3oBaHUE SIBISIETCS a0COJMIOTHO CTOMKHMM (coBepLIeHHBIN mmdp). Ta-
KoM ¢ p HENb3s1 BCKPHITH HA OCHOBE CTATUCTUYECKON 00pabOoTKH mu(porpaMMmel.

Caoxenne mo moayao N. B 1888 r. dpaniy3 mapkus ne Buapu B onHolt u3
CBOMX HAayYHBIX CTaTe, MOCBAIIEHHBIX KpUNTOrpaduu, 10Kaza, 4To Mpu 3aMeHe OyKB

MCXOJTHOTO COOOIICHMSI M KJTFOYa HA YUCJa CIPaBEITUBBI (hOPMYJIbI

Ci = (Pi + Ki) mod N, (4)
Pi=(Ci+ N - K;j) mod N, (5)

rae Pi, Ci - I-BIii CUMBOJI OTKPBITOTO M NIH(PPOBAHHOTO COOOIIICHHUS;

N - KOJIMYECTBO CUMBOJIOB B ajihaBUTE;

Ki - I-BIii cMMBOJI TaMMBI (Ki1r0o4a). Eciau qimmHa raMMbl MEHBIIE, Y€M UIHHA

COOOILIEHUS, TO OHA UCTIOJIB3YETCSI IOBTOPHO.

32



JlanHblii MeTo mudpoBaHUs BOCIIPOU3BOANT 3amm@poBanue / pacmmdpoBaHue

no Buwxkenepy npu 3ameHe OykB angaBUTa 4YMCIAMHU COIJIACHO CIIEAYIOIIEH Tabuuie

(IpUMEHHUTENBHO K pyCCKOMY ajihaBUTY):

ABB|[TOEEX3/UUKNMH|ON|P|IC|T|Y|®|X|U|Y|WWblb/b/al0A
0/1/2|3|4 7 10/11{12|13(14{15(16|17(18|19[20|21(22|23|24|25(26|27|28|29|30|31/32

ol
(o))
[o0]
(o]

Puc.21. Tabmmita koqupoBaHUsI CHMBOJIOB

Hanpumep, mis mudpoBanus ucnoib3yercs pycckuit andasut (N = 32, 6yksa E
skBuBajeHTHa E u He yuuteiBaercs), oTKpbiToe coodmenne — kKABPAMOBY, ramma —

«KYPUXHUH». IIpu 3aMeHe cUMBOJIOB Ha yucia OykBa A Oyner mpeacrapieHa kak 0,

b-1,...,51—31. Pesynbrar mudpoBaHus nokazaH B CIeAYIOMICH TabauIle.
Tabmuua 2
[Tpumep apauTuBHOTO MIUGPOBAHUS IO MOYJI0 N
OTKPbLITOro A b P A M o B
- coobuweHun, Pi | 0 1 16 0 12 | 14 2
2 X Yy P 7 X 7 H
s rammol, K;
5 6 19 16 8 21 8 13
wudporpammbl, | K | P A U U M
Ci 6 | 20 | O 8 1 | 22 | 15

Caoxenne mo MoayJo 2. SIBnsieTcs YaCTHBIM CIIydaeM MpeAblayliero mudpa u
UCTIOJIb3YeTCsl MPU MHU(PPOBAHUHM B aBTOMATU3UPOBAHHBIX cucTeMax. CUMBOJIbI TEKCTA
Y raMMBbI NPEJCTABISAIOTCA B IBOMYHBIX KOJAX, a 3aT€M KaXKaas rmapa JBOMYHBIX pa3ps-
JIOB CKJIQJIBIBAETCS 1O MOAYio 2 (@D, nist OyJeBbIX BEJIMUMH aHAJIOT ATOW ONEparuu —
XOR, «HUckmouaromee MJINy»). [Iponeaypsl mmdpoBanus u aemudpoBaHUsl BbIIOJI-

HSIOTCS IO CIEAYIOMUM (GopMyiam

Ci=Pi ® K, (6)
Pi=Ci @ Ki. (7)
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[lepen nmmocTpanueit HCNoab30BaHus MHU(pa NpUBEAEM TaOIUIy KOJOB CUMBO-

noB Windows 1251 u ux 1BoUYHOE MpeCTaBICHNUE.

Taomuma 3
Konpr cumBosioB Windows 1251 u ux 1BOMYHOE MPEJICTaBICHUE
BbykBsa | Dec-kon | Bin-kop |bykBa |Dec-kopn| Bin-kog | bykBa |Dec-kop| Bin-kop

A 192 1100 0000 n 203 1100 1011 L 214 1101 0110
b 193 1100 0001 M 204 1100 1100 Y 215 1101 0111
B 194 1100 0010 H 205 1100 1101 1] 216 1101 1000
r 195 1100 0011 (o) 206 1100 1110 111 217 1101 1001
O 196 1100 0100 n 207 1100 1111 b 218 1101 1010
E 197 1100 0101 P 208 1101 0000 bl 219 1101 1011
X 198 1100 0110 C 209 1101 0001 b 220 1101 1100
3 199 1100 0111 T 210 1101 0010 i) 221 1101 1101
n 200 1100 1000 Yy 211 1101 0011 10} 222 1101 1110
7 201 1100 1001 () 212 1101 0100 A 223 1101 1111
K 202 1100 1010 X 213 1101 0101

HpI/IMGLIaHI/IC. DeC-KOIL - I[GC?ITH‘-IHBIﬁ KO CUMBOJIA, Bin-KOI[ - IIBOH“IHLIﬁ KOO CUMBO-

JI1a.

[Tpumep mudpposanus coobmenus «BOBA» ¢ nomoursto rammel «HOJIS» nokasan
B Cllelytollel TadmuIie.

Tabauma 4
[Tpumep anauTUBHOTO MIM(PPOBAHUS IO MOAYJIIO 2

BykBa B 0) B A
OTKpbITOE Dec-kopa 194 206 194 192
coobuieHune Bin-kom 1100 1100 1100 1100
0010 1110 0010 0000

BykBa ,0) n A LO)
Dec-kop| 222 203 223 222
Famwma Binwom| 1101 | 1100 | 1101 | 1101
1110 1011 1111 1110

Dec-koa 28 5 29 30
lWndporpamma Bin-kon 0001 0000 0001 0001
1100 0101 1101 1110
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3aganue Ha 1a00paTOPHYIO PadoTy.
B maGoparopHoii paboTe HeoOxoaumMo 3amudpoBaTh CBOIO (GaMUTIUIO IBYMSI pac-
CMOTPEHHBIMU BHIIIIE criocobamu. [Ipu opopmiteHnn oTueTa HeOOXOAMMO TTPUBECTH HC-

X0JTHOE cooOIIeHne ((haMIIINIO), TaMMy U TaOIHITel mudpoBaHus (cM. Tabm.2 u 4).
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5. JABOPATOPHAS PABOTA Ne 4. KOMBUHHUPOBAHHBIE HIN®PbI

Cpean KOMOMHUPOBAHHBIX METOJIOB MG pOoBaHUs HauboJiee pacpOCTpaHEHHBI-
MU SIBIISTIOTCSI METOJBI OJI0UHOTO TupoBaHus. biounoe mudpoBaHue mpeamnoraract
pa3OreHre UCXOJTHOTO OTKPBITOTO TEKCTa HA PaBHBIE OJIOKH, K KOTOPHIM MPUMEHSETCS
OJIHOTUIIHAS TIpoleaypa mudpoBanus. B Hactosiee Bpems: O6j04HbIe MUQPPHI MIHUPOKO
MCIIONIB3YIOTCSl Ha MpakTuke. POCCHICKMIT M aMepUKaHCKUN CTaHIApThl MU(pPOBaHUS
OTHOCATCS UMEHHO K 3TOMY KJIaccy MG POB.

DES (Data Encryption Standard, cranmapt mudpoBaHus JTaHHBIX) - (eaepaib-
Hblil cranpapt mm@posanus CIIA B 1977-2001 rogax [5] AJifi MCHOJIB30BAHUS BO
BCeX HeCeKPeTHBIX MPaBHTEIbCTBEHHBIX KaHajax cBa3u (FIPS PUB 46 «Data En-
cryption Standard»). HecmoTpst Ha TO, 9TO B HACTOSIIIUKA MOMEHT (efiepaabHBIM CTaH-
naptoM mudposanus CHIA sensercs Rijndael (AES - Advanced Encryption Standard,
pPaCHIMPEHHBIA CTaHAApPT MU(POBAaHUS;, TUI — TMOJCTAHOBOYHO - IMEPECTAHOBOYHAs
ceTb), paccmorpenrie DES 1o3BosisieT MOHSITh OCHOBHBIE MTPUHIIUIBI OJIOYHOTO MHU(PO-
BaHUS.

B anroputMme, nexamiem B ocHoBe DES, HCnonb3yroTCs METONBI 3aMEHBI, MEpe-
CTAaHOBKU U TAMMHUPOBaHUS (CIIOKEHUE IO MOYJIIO 2).

OTtkpeITOE COoOOIIeHHE pa3OrBaeTcs Ha Oyoku JuuHONW 64 6uta. Ecnu nnvHa co-
o0111eHus He KpaTHa 64, OHO JOTIOJIHSIETCS CIIpaBa HEJIOCTAIOIIUM KOJIMYECTBOM OUTOB.

Jlanubie mmdpyroTcs KiIouoM JIuHo 56 6ut. Ha camom aene ko4 uMeer pas-
Mep 64 OuTa, OJHAKO peajbHO JUIsl BHIPAOOTKHU KIIFOUEBBIX 3JIEMEHTOB HCIOJIb3YIOTCA
TOJIbKO 56 u3 HuX. Camble Mitajmme OUThI KaXKa0ro Oaita kiatoua (8-oit, 16-b1i, ..., 64-
bIil) HE MOMNAJAIOT B KIJIFOUEBBIE AJIEMEHTHI U CIYKAT UCKIIOUUTENIBHO MJII KOHTPOJIS
yeTHOCTU. Tpedyercsi, 4ToObl cyMMa OMTOB Ka)KIOro OailTa Kiroda, BKJIKOYash KOH-
TPOJILHBIN, ObLIIa YETHOM.

Jlist peniennst pa3HooOpa3HbIX KpUnTorpaduyecKux 3aaad, pa3padoTaHbl YeThIPE
pabounx pexuma, peanusyromux DES:

- aniekTponHas kojoBast kuura ECB (Electronic Code Book);
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- cierienue 6;10koB mudpa CBC (Cipher Block Chaining);

- obpartHas cBs3b no mudpprexkery CPB (Cipher Feed Back);

- oOpaTHas cBa3b 1o Beixoxy OFB (Output Feed Back).

Pe:xxum ECB (3nexTponHas kogoBasi kuura - Electronic Code Book).

OTtkphrITOE coodIIeHrEe pa3OuBatoT Ha 64-0utoBbie 010k, Kaxkapiil u3 HUX mud-
PYIOT HE3aBHCHMO C HUCITOJIb30BAaHUEM OJTHOTO U TOTO K€ KJTF04a mu(poBaHus.

OoOmas cxema mmdpoBanus 0j0ka n3oopakeHa Ha puc.22 [6].

64
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Puc.22. Cxema mmdpoBanus 610ka
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1. udpposanne 64-6MTOBOrO OI0KA NAaHHBIX | HAYMHAETCA C HAYAJIBHOM Mepe-

craHoBku OutoB IP (Tabm. 5). B Tabmawie yka3piBaeTCs HOBOE IIOJOKEHHE COOTBET-

cTBytouiero oura. Takum oOpa3oM, MpU BHIMOJHEHUU HAYaJbHOM MEPECTAaHOBKHU S58-bIi

out cradet 1-v1M, 50-b1i — 2-bIM, 42-01 — 3-UM | T.JI.

HavaabHaa nepecranoBka [P

58

50

42

34

26

18

10

60

52

44

36

28

20

12

62

54

46

38

30

22

14

64

56

48

40

32

24

16

57

49

41

33

25

17

9

59

51

43

35

27

19

11

61

53

45

37

29

21

13

63

55

47

39

31

23

15

N OO wikr|o|dIDN

Tabmuna 5

2. Pesynbrar nepectaHoBku T* paznensiercs Ha ABe 32-6utoBbie yactu Ho 1 Lo, ¢

KOTOPBIMHU BBIIOJIHAIOTCS 16 payHI0B IpeoOpa3zoBaHusl.

3. B xaxaoMm payHnje | crapiras nojoBuHa Hii Oj0ka MogudumupyeTcs myreM

MOOUTOBOIO MPUOABIECHHS K HEW 1Mo Monynto 2 (@) pe3ynbrara BHIYMCICHHUS (PYHKIIUU

mdpoBanus f, 3aBucsmeil oT Miaaiien moyoBUHbBI 010ka L1 1 48-0MTOBOrO KItoue-

Boro 3emeHTa Ki. KitoueBoii anemenT Ki BbIpabaThiBaeTcs M3 Kitouya IUGPOBAHUSL.

Mexnay payHaamu crapiias U MJajiias MOJOBUHBI 0J0Ka MEHAIOTCS MecTamu. B mo-

CJICOIHCM payHIC ITPOUCXOAUT TO KC CaMOC 3a HCKIIIOUCHUCM oOMeHa 3HAYEHUSIMH I10-

JIOBUHOK OJTOKA.

4. TTonyomoxu His u L1s 00beIuHAIOTCA B TTOJMHBIA 010K T*¥*, B KOTOPOM BBIIOJI-
9

HAETCS KOHeuHas OuMToBas mepectaHoBka IP~!, obparmas mauanbHoi#. Pesynprar mo-

CHC}IHeﬁ onepanrunu MU ABJIACTCA BBIXOJHBIM 3HAYCHHUCM IHKJIA H_II/I(l)pOBaHI/IH — 3am1/1(1)-

poBaHHBIM Os10K0M C.
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KoHeuyHasa nepecTtaHoBka IP!

40| 8 | 48| 16| 56| 24| 64| 32
39| 7 |47|15| 55| 23| 63| 31
38| 6 | 46| 14| 54| 22| 62| 30
37| 5|45/ 13|53|21| 61|29
36| 4 44|12 52| 20| 60| 28
35| 3 /43| 11|51|19|59| 27
34| 2 42| 10| 50| 18| 58| 26
33| 141 9|49|17|57|25

Tabmura 6

Bce nepecranosku B Tabmunax |P u 1P nogo6pans! pa3spaboTunkamMu TakuM 00-

pazoM, 4ToObl MAKCUMAJIBHO 3aTPYIHUTH POLECC paclu(pPOBKUA MYTEM 0100pa KITtO-

ga.

Cxema ¢yakuuu mmdposanus f npusenena Ha puc.23.

ki
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Puc.23. Cxema QpyHKIMu mu@ppoBaHus
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1. Ha Bxox moctynaer 32-OutoBas mojioBUHa mudpyemoro Oioka Lii u 48-
OWTOBBIN KJTFOUEBOH 3eMeHT Ki.

2. Li1 pasbuBaercs Ha 8 Terpan no 4 outa. Kaxknas terpanaa 1o nMuKIM4ecKOMY
3aKOHY JOTIONHSETCS KpaHUMU OMTaMH W3 COCEJAHHUX TeTpaa 10 6-OMTHOTO ClloBa
(pyukums pacmmpenus E). LHukauunocts o3HavaeT, yTo nepBblid OUT Lig q00aBiseTcs
MOCJIETHUM B TOCJEJHEE CIOBO, a mociaeanuit Out Li1 qo0aBiisercs nepBbIM B IEpBOE
cinoBo. [/lanee BemostHSEeTCSI 00bequHEHNE TeTpas B 48-0uTHbI 610k X. Hampumep, Li.
1=0111 01101... ... 0 1101, rorma X=101110 101101 ... 011010.

3. X MOOUTOBO CYMMHUPYETCS 110 MOAYIIO 2 (@) ¢ KIIFOUYEBBIM 3JIeMeHTOM Ki.

4. 48-6uToBbIil OJIOK MaHHBIX H paszpensercs Ha BoceMb 6-OMTOBBIX 3JIEMEHTOB,
o6o3nauyenusix hi, hy, ..., hs.

5. Kaxxnoe u3 3HadyeHuii hj mpeobpasyercs B HoBoe 4-OuToBOE 3HaueHue tj ¢ mo-
MOIIIbIO COOTBETCTBYIOIIETO Y3JIa 3aMEHBI Sj.

Ecnu Ha Bxoz Sj moctymaer 610k hj=bib2bsbsbsbs, To nByxOuToBoe uncmo bibs
yKa3pIBaeT HOMEpP CTPOKM MATpHIbI, a 4eThIpéxOuToBoe umciao h2b3bsbs - HOMep
CTOJIOIIa B TaOJIMIIE y3JIOB 3aMeH. B pe3ynbpTaTe mpuMeHEHHs y3Jia 3aMeHbI Si K 0JI0Ky hi
nonyuaercs uucio (ot 0 1o 15), kotopoe npeodpasyercs B ti. Hanpumep, B y3en 3ame-
Hbl S3 moctymaet hs=101011. Toraa, Homep cTpoku paseH 3 (bibs=11), Homep cTonbIa
— 5 (b2bshsbs=0101), t;=1001 (9).

6. I[TonydeHHbIE BOCEMb 2JIEMEHTOB i BHOBh OOBETUHSIOTCS B 32-OMTOBBIN OJIOK
H’.

7. B H’ BbInoIHsACTCA NTepecTaHOBKA OUTOB P.
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Tabauna 7

Y3ibl1 3aMeH

Homep cTonbua

S

S

S4

Ss

Se

S5

Ss

13
10

15

1
7
12
15
9

14

14

11

8
6

13

12

8
11

6
5
11

14

4

2
14

3
12

5

5
10

0

10 | 14

10 | 14

7
0
9

11
13|11

15

2

14
3

9

11

5
11

11| 12

1

3

1

12

7

14110 | O

13 | 12
10

Z

14 | 12| 11| 15

12
3
5

12

14

11|12

15| 13

10
7

12
8

15 | 14

11

0

101111211314 )15

12 | 11

9
3
2
1

5

8

3
5
3

15| 10
12

13114 | O

1

5
6
0

10 | 13 | 15

9

9

10

6

11

=
0

13 | 12

8

15| 14

1
4

5
0

15

1
0

12

3

5

6

8

3
10

1
2

4

8

5
15

6
7

10

0

8

11 | 15| 12

14 | 12

5
10

7

13| 15

6

8
13

13

10 | 14

14 |10 | 15

1

2
13|15 | 12

13
2

8
13

15

7
13

13
7

15110 |11 | 14

8
1

7
10

8

15 | 11

6

11

2

10 | 11

14

2

5
0
9
3

15|11

12 | 14

10

2
14
13

15

6
0

12 | 11
10
7

9

9

1
6
10
9
4

1

2
14

11|10 ]| 4

0

0

1
12

11 | 10 | 13

2
5
12

14 | 15

8
4
8

1
7

13

14
8

7

10

11
9

2

1
12

10 | 15
4

2
11

11|13 | 12

14

15

13
14

10 | 13

13114 | 3

15
12

2

1

14 | 15

11

4
11 | 13

15| 13

11

14

15 | 12
15

13
10
13
13
1
7
13
10

14|11

11
12

10 | 15
9

13
1

6
13
1

Homep
CTPOKM

3

1

1
2
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Ta0mura 8

IlepecranoBka P

16 | 7 | 20| 21| 29| 12 | 28 | 17
1 |15 23| 26| 5 | 18| 31 | 10
2 8 | 24| 14| 32| 27| 3 9

19| 13| 30| 6 | 22| 11| 4 | 25

Pesynbrar mociIeqHel ONepalvyd M SABISETCS BBIXOAHBIM 3HAYEHHEM QYHKIHH
mudposanus L1 .

Kitro4eBble 3J€MEHTHI BHIPaOATHIBAIOTCS U3 KIIKOUYA C UCIIOJIb30BAHUEM C/IBUIOB U
OUTOBBIX BBIOOPOK-TIEPECTAHOBOK. TakuM 0Opa3oM, KIIFOUEBBIE DIIEMEHTHI COCTOAT HMC-
KJIIOUUTEIBHO U3 OUTOB UCXOTHOIO KIKOUA, «IIEPETACOBAHHBIX» B PA3IMYHOM IIOPSIKE.

Cxema Bpra6OTKI/I KIIFOYCBLBIX JJICMCHTOB IIOKa3aHa Ha pI/ICZ4

B4
K

PC,
K=* ah
v
Hizs LOzg
Cyf 8 D, .t 28
¥ ¥
R(—m R(—m
28 K,
€, > e
D, - PC, o8
3 28
‘ Rep2 | | Rep2 |
28 K
C; > ;
+’
D3 > PCz a5
L ] 28
‘ Rens | | Repts |
28
Cur ! > e
+’
Dﬁ' L PCz 28
28

Puc.24. Cxema BbIpaOOTKH KITFOUEBBIX 2JIEMEHTOB
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1. BeipaboTka KITIOUEBBIX AJIEMEHTOB M3 Kifoua K HauMHAETCS CO BXOIHOW BBI-
6opku-nepectanoBku 6utoB PC; (Tab61.9), koTopas otéupaet 56 u3z 64 OUTOB Kitoya U
pacnoJiaraeT ux B IpyroM Mopsiake.

Tabauma 9

IlepecranoBka PC:

57(49(41|33|25|17| 9
1 58504234 |26|18
10| 2 |59|51|43|35|27
19/11| 3 |60|52 |44 |36
63(55(47|39|31|23|15
7 162|54|46 (38|30 22
14| 6 |61|53|45|37 |29
21113 5 |28(20(12| 4

2. Pesynbprar BeiOOpKU-TIepecTaHOBKU K* pasnensiercs Ha nBe 28-OMTOBBIE Ya-
ctu: crapuryto Co u maaauryto Do.
3. 16 pa3 BbITIONHAETCA MPOLEAYPA.
3a. B 3aBUCHMOCTH OT HOMEpa UTEpauy 00€ YaCTH HUKINYECKHU CIBUTAIOTCS Ha
1 unu 2 OuTa BIEBO.
Tab6mauma 10

Mukiauyeckuit cABUT

Homeputepaumn | 1 | 2 |3 4 |5|6|7|18]9|10/11|12(13|14|15|16
CoBur (but) |1 (1|2 |2|2|2(2(2|1|2|2|2|2|2|2]|1

30. M3 mnonydeHHbIX OJOKOB C TIOMOIIBIO BBIXOJHOW OWTOBOM BBIOOPKHU-
nepectaHoBku PC: oTbupatorcs nepssie 48 OUTOB, KOTOpbIE U (YOPMHUPYIOT OUEPETHOM
KJIFOYEBOM JJIEMEHT.

Tabmnma 11

IlepecranoBka PC;

1411711124, 1 | 5
3 128|15|6 |21/|10
2311912 4 |[26| 8
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16| 7 |27120|13]| 2
41|52 |31 |37 |47|55
30(40|51|45|33 |48
4414939 |56 | 34|53
46142 150|36|29 |32

Anroputmbl mudpoBanus u pacmudpoBanus DES-ECB B o6mem Bujae Bbipa-

KaroTCs CIICAYIOIINMU CXEMAMU

C =DES(T) = IP(T) = Ho® f(Lo, k1), Lo > ... &> His® f(L1s, Kie), L1s = IP"
(2% Lie+ Hie),  (8)

T = DES(C) = IP(C) = Ho® f(Lo, Kis), Lo — ... = His® f(L1s, K1), Lis — IP-
1(232% 16+ Hig). (9)

Takum oOpazom, g pacmmppoBaHuss HeoOxoauMo «rporHate» DES ¢ teM xe
KJIF0UOM B 0OpaTHOM HAIpaBIICHUU.

Hcnonb3oBaHue pa3auvHbIX METOJOB IMIH(PPOBAHUS:

- 3aMeHa - GyHKIus pacimupenus E, y3ib1 3aMeHsl S;

- nepecranoska — nepectanosku IP, IP1, P, PCi, PC;, uepenosanue Li u Hi,
IUKJIMYSCKUM CIBUT;

- raMMUpoBaHue — @.

M3-3a HEGONBILOTO YKCIa BO3MOXKHBIX Kitouel (Bcero 2°°), mossnsercs BO3MOXK-
HOCTh MX MOJHOrO nepebopa Ha OBICTPOACUCTBYIOIIEH BBIYMCIUTEIBHOM TEXHUKE 3a
peansHOe Bpems. B 1998 roay Electronic Frontier Foundation ncnomnb3ys criennaibHbIH
komnbrotep DES-Cracker, ynanocsk B3nomats DES 3a 3 ans. [lo HemoaTBepKIeHHBIM
JTaHHBIM, ATEHTCTBO HalrmoHanbHOU Oe3omacHocTu CIIIA yxe B 1996 1. MOTTIO BCKpPBI-

Bath K104 DES 3a 3-15 MuH. ¢ noMoieto ycrpoiictBa ctoumocThio 50000 noapos.

3amanue Ha J1a00paTOPHYIO padoTy.
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B naboparopnoit pabore HeoOxoaumo 3amudposars no anroputmy DES-ECB
COOOIIICHNE, COCTOAIISE M3 TEPBBIX BOCBMH OyKB cBoeid ¢amuianu. Eciau komndecTBo
OykB B (haMUJIMU MEHbIIIE 8 OYKB, TO HEOOXOAUMO JOOABUTH HEIOCTAIOIIEE KOJIMYECTBO
OykB u3 nMeHH. B kadecTBe Kitoua BEIOpATh MepBbie 7 OYKB MHUGPYyEMOTro COOOEHUS.

[Tpu odopMieHNH OTYETa HEOOXOAMMO TIPUBECTH:

- muppyemoe coobmieHue (8 OykB GaMuii) B CUMBOJIBHOM M OMTOBOM Mpe-
CTaBJICHUU B COOTBETCTBUH C KoaupoBkoir Windows 1251 (ta6m.3).;

- x1to4 (7 OykB haMHJIMK) B CUMBOJILHOM M OMTOBOM IPEJICTABICHUU B COOTBET-
ctBuu ¢ kogupoBkoit Windows 1251 (tabm.3).;

- KJTFOY B OMTOBOM TIPEJICTABIICHUN C yI€TOM OMTOB KOHTPOJIS YETHOCTH;

- KJIFOUEBBIE DJIEMEHTHI Ki;

- pe3yJIbTaT HadYaJIbHOU nepecTaHoBKH |P;

- nony6noku Hi m Li, f(ki, Li), Hi & f(ki, Li);

- pe3yIbTaT KOHEUHOM mepecTanoBku 1P,
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6. JABOPATOPHASA PABOTA Ne 5. IM®PPOBAHUE C OTKPBITBIM
KJIIOYOM

['maBHas npobiemMa UCHOJIb30BAHUS OJTHOKIIIOYEBBIX (CHMMETPUYHBIX) KPUIITOCH-
CTEM 3aKJII0YAETCs B pacmpenesieHuu kitouei. J{ms Toro yToObl ObLT BO3MOXKEH 0OMEH
uHpopMaIeit MeXIy AByMsl CTOPOHAMHU, KITHOY JOJKEH ObITh CTEHEPUPOBAH OJTHOM U3
HUX, a 3aTeM B KOH(UICHIINATLHOM TOpsaKe mepenad apyroi. Oco0yro oCTpoTy JTaH-
Hasi npobieMa npuolpena B HalllM JHU, Korja Kpunrtorpadus crajia oO0IIeI0CTYITHOMH,
BCJICJICTBHE YETO KOJHMYECTBO TMOJb30BaTeNiell OONBIINX KPUMTOCUCTEM MOKET MCUHC-
JIATHCSI COTHSIMU U THICSYaMH.

Hayano acummerpuunbiM mudpam ObUT0 TONI0KEHO B padore «HoBbie Hampas-
JeHuss B coBpeMeHHOM kpunrtorpadpum» Yutbunaa Juddu m Maptuna Xemimana,
onybnukoBanHoM B 1976 romy. Haxopsce mojn BiausHuem pabotel Panbda Mepkiie
(Ralph Merkle) o pactipocTpaneHur OTKPBHITOTO KJIH0Ya, OHU TIPEITIOKUIN METOJ] TOJTY-
YEHUS CEKPETHBIX KIIOYEH JJIi CUMMETPUYHOrO IMMGPOBAHUS, UCTOJIB3YsI OTKPBITHINA
kanan. B 2002 romy XenmnamaH Npeuiokuil Has3biBaTh JaHHBIA anroput™ «duddu -
Xennmana - Mepkiey, pu3HaBas BkJaJg Mepkie B uzoOpereHue Kkpunrorpapuu ¢ OT-
KPBITBIM KITFOUOM.

Xotsa pabora Huddu-Xemimana co3gana OONBIION TEOPETHUCCKUM 3aael IS
OTKpPBITON KpunTorpapuu, NepBOi pearbHOM KPUNTOCUCTEMOW C OTKPBITBIM KIHOUOM
cunTaroT anroput™ RSA (Ha3zBaHHBIN 10 MMeHU aBTOpoB - Pon Pusect (Ronald Linn
Rivest), Aqu [llamup (Adi Shamir) u Jleonapa Amteman (Leonard Adleman) u3 Mac-
cauycetrckoro TexHosnorudeckoro Mucturyra (MIT)).

CrpaBeIsTMBOCTH pajid CIEIYET OTMETUTH, YTO B Jiekabpe 1997 rona Opina oOHa-
pozoBaHa MHGpOpPMAIMs, COrJacHO KOTopoil Oputanckuit marematuk Kmuddopa Koxc
(Clifford Cocks), paboTaBmmii B 1ieHTpe npaButenbcTBeHHON cBsizn (GCHQ) Benmko-
Oputanuu, onucain cuctemy, aHaioruanyto RSA, B 1973 roay, a HECKOJIBKUMH MECS-
namMu 1mozxke B 1974 roxy ManbkosibM BuibsiMCOH u300pen MaTeMaTHYECKHM ajiro-

puTM, aHasioruunbii anroputmy Huddu — Xennmana - Mepkie.
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CyTb IM(POBAHUSA C OTKPHITHIM KIIOYOM 3aKJIHOYAETCS B TOM, YTO JIsl mudpo-
BaHUs JIAHHBIX MCIOJB3YETCS OJIMH KIIIOY, a JJI paciiu(poBaHus Apyrou (mo3tomy Ta-
KHE CHCTEMbI YaCTO HA3bIBAIOT ACCHMETPUYHBIMH).

OcHoBHasi MPeANOCHIIKA, KOTOpasi MpUBeNia K MOSBICHUIO MU(POBAHUS C OT-
KPBITHIM KJIIOYOM, 3aKJF0YaJI0Ch B TOM, YTO OTIPABUTENb COOOIIEHUS (TOT, KTO 3amug-
POBBIBAET COOOIICHHUE), HE 003aTEIBLHO JOJDKEH ObITh CIIOCOOCH €ro pacui(poBbIBaTh.
T.e. maxxe uMest UCXOTHOE COOOIIEHHUE, KIIIOY, C MOMOIIBI0 KOTOPOro OHO ImHudpoBa-
JIOCh, W 3HAsl AJITOPUTM IIH(PPOBAHUS, OH HE MOXKET paciudpoBaTh 3aKphITOE COOOIIIEe-
Hue 0e3 3HaHMs KJItoua pacinpoBaHus.

[lepBbIil K04, KOTOPBIM MIU(PYETCS MUCXOAHOE COOOIIEHUE, HA3bIBA€TCS OT-
KPBITBIM U MOET OBbITh OMYOJIMKOBaH JIsl MCIOJIb30BAHUS BCEMH IOJIb30BATEIISIMU
cucteMbl. PacmmdpoBaHue ¢ MOMONIBIO 3TOr0 KJIF0Ya HEBO3MOXHO. BTOpoil Kitou,
HOMOIIbIO KOTOPOTo AemHu(ppyercs cOOOILEHUE, HA3bIBACTCS CEKPETHBIM U JIOJDKEH
OBITh U3BECTEH TOJIBKO 3aKOHHOMY IOJIY4aTeI0 3aKPhITOTO COOOIIECHHUS.

Aaroput™bl mMppPOBaHUS C OTKPBITHIM KIIOYOM HCIOJB3YIOT TaK Ha3bIBaeMbIe
HEOOpaTUMble WM OJHOCTOPOHHUE (QYHKIUH. DTH (PYHKIMH 00JIaJaroT CIIEAYIOIIUM
CBOMCTBOM: MpH 33/IaHHOM 3HAYEHHH apTyMEHTa X OTHOCHUTEIHHO MPOCTO BBIUYUCIIHTH
3Hadyenue ¢ynkuuu f(X), ogHaKo, eciu M3BeCTHO 3HaveHue ¢yHkuuu Yy = f(X), To HeT
IPOCTOTO TYTH JJIsl BBIYKMCIICHUS 3HadyeHus aprymeHTa X. Hampumep, ¢ynxius SIN.
3Has X, jerko Haiith 3Hadenue SIN(X) (Hanpumep, X = 1 - SIN(x) = 0). OgHako, eciu
SIN(x)=0, omHO3HAYHO OMPEACINTh X HENb3s, T.K. B 3TOM ClIydyae X MOXET OBITh JIO-
OBIM YHCIIOM, OTIpeeNIIeMbIM M0 GopMyJie I*7T, Tae | — [eI0e YUCIIo.

Onnako He BCskas HeoOpaTumasi GyHKIMS TOIUTCS JUIS UCTIONIh30BaHUS B peasib-
HBIX KpunTtocuctemax. B ux uncne u gynkuus SIN. Crnegyer Takxke OTMETUTh, UYTO B
caMOM ONpe/IeJICHNA HeOOpaTUMOCTH (HYHKITMU IPUCYTCTBYET HEOMpeaeIeHHOCTh. [1ox
HEOOPAaTUMOCTHIO TIOHUMAETCSI HE TeopeTHdecKkas HeOOpaTUMOCTh, a TpaKTHYeCKas He-
BO3MOKHOCTh BBIUHCIUTh OOpaTHOE 3HAYEHUE, UCIOJb3ys COBPEMEHHBIC BBIYHCIH-

TeJIbHBIE CPEACTBA 32 0003PUMBIN MHTEPBAJI BPEMEHH.
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[ToaTOMy 4TOOBI TapaHTUPOBATh HAACIKHYIO 3AITUTY WHPOPMAIUH, K KPUTITOCH-
CTEMaM C OTKPBITBIM KJIFOUYOM MPEABSIBISIOTCS JBa BAXKHBIX U OUEBUIHBIX TPEOOBAHUSI.

1. Tlpeobpa3oBaHre UCXOJHOTO TEKCTA JOKHO OBITh YCIOBHO HEOOpPATUMBIM U
MCKJIIOYaTh €r0 BOCCTAHOBJIEHHE HA OCHOBE OTKPBITOTIO KJIHOYA.

2. OnpeneneHue 3aKphITOro KI0Ya Ha OCHOBE OTKPBITOIO TaKkKeE JOJIKHO OBITh
HEBO3MOKHBIM Ha COBPEMEHHOM TEXHOJIOTHUYECKOM YPOBHE.

Bce npennaraembie cerofgHsi KPUMITOCUCTEMbBI C OTKPBITHIM KJIHOUOM ONUPAIOTCS
Ha OJIMH U3 CIIEAYIOLINUX TUIIOB OJJHOCTOPOHHMX NPeodpa3oBaHHUIi.

1. PaznmoskeHre OONBIIUX YHCEN HA TPOCThIE MHOKUTETH (anroput™ RSA).

2. Beruncienue qucKpeTHoro Jiorapudma Wik TUCKPETHOE BO3BEJCHUE B CTEIIEHb
(anrroput™ uddu-Xenmana, cxema Iiab-1"amars).

3. 3agaya o0 ykJajake prok3aka (pania) (aBTopsl XeiamaH u Mepkin).

4. Beruncnenue KOpHel alredpanyeckux ypaBHEHHM.

5. Ucnonb3oBaHre KOHEUHBIX aBTOMATOB (aBTop Tao Perxn).

6. Mcnosp30BaHne KOJTOBBIX KOHCTPYKIIUH.

7. lcniosib30BaHKUE CBOMCTB AJUIMITUYECKUX KPUBBIX.

Aaroputm RSA. Croiikocts RSA ocHOBbIBaeTCS Ha OOJIBIIION BRIUUCIUTEIIBHOM
CJIO’KHOCTH HM3BECTHBIX AJTOPUTMOB PA3JI0KEHUS MPOU3BEACHUS MPOCTHIX YMCEN Ha
coMHOXkUTenu. Hanmpumep, JIeTKO HATH MPOU3BENECHUE JBYX MPOCTHIX uucen 7 u 13
naxe B yme — 91. [lonpoOyiiTe B ymMe HallTH JBa MPOCTBIX YUCIA, TPOU3BEAECHUE KOTO-
poix paBHO 323 (uyucna 17 u 19). Koneuno, mjist COBpeMEHHOM BBIYUCIUTEILHON TEXHHU-
KM HaWTH JBa MPOCTHIX YMCIa, TPOU3BEACHUE KOTOPBIX paBHO 323, He mpobiema. Ilo-
ATOMY JJisi HaJAEKHOIro IM@poBaHus anroputMoMm RSA, kak mpaBuiio, BEIOMpPAIOTCS
MIPOCTHIE YKCIIA, KOJMYECTBO JBOUYHBIX Pa3psiIOB KOTOPHIX PABHO HECKOJIBKUM COTHSIM.

Omnucanne RSA Obio onybsrkoBaHo B aBrycte 1977 rona B xkypHane Scientific
American. ABTopsl RSA momnepkuBamy ujaer0 €€ aKTUBHOIO pacmpocTpaHeHus. B
CBOIO o4epeab, ATeHTCTBO HarmoHaiabHOH Oe3omacHoctr (CIIIA), omacasch UCIOIB30-
BaHMS ITOTO aJIrOPUTMa B HETOCYAAPCTBEHHBIX CTPYKTYpax, Ha MPOTSHKEHUU HECKOJIb-

KHX JIET Oe3ycrnentHo TpeboBaio MpeKpamnieHus: pacupocTpaHeHus: cuctembl. Cutyarus
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nmopoi moxoawia 1o abcypaa. Hampumep, korna mporpammuct Anam bek (Adam Back)
onucain Ha s3bike Perl anmroputm RSA, cocTosimii U3 mATH CTPOK, MPaBUTEIBCTBO
CIHIA 3ampeTuino pacnpoCTpaHEHHWE 3TOM MpOrpaMMbl 3a IpeaesiaMu cTpaHsl. Jlroaw,
HEJIOBOJIHBIE TOJIOOHBIM OrPaHWYEHUEM, B 3HAK NPOTECTa HameyaTald TEKCT 3TOMN
porpaMMbl Ha CBoMX (PyTOOIKAX.

[lepBbIM 3Tanom Jr0O0T0 ACUMMETPUYHOIO AJITOPUTMA SIBJISIETCSL CO3/IaHUE TOTY-
gaTeneM mudporpamMM mapbl KIFOYEH: OTKPBITOTO U cekpeTHoro. (s anroputma RSA

9Tall CO3aaHNA KJIIOUEH COCTOUT U3 CIcayromux onepaunﬁ.

Tabnuma 12
IIpouenypa coznanusi KJIo4ei
rJﬁl Onucanue onepanuun [Ipumep
1 | BeibuparoTcs 1Ba mpoCThIX 4Kciia P U g. p=7,q=13
2 | Beraucnsercs npousBeaeHne N = p * q. n=91

Beruucnsiercss  pynxuusi Jiijiepa, pasuas @(n)=(p-1)(g-
3 1)=n-p-q+1. Pe3ynpraT pacuera qanHo# ¢pyHkuuu paBeH ko- | ¢@(n)=(7-1)(13-1)=
JINYECTBY TOJOXKUTEIbHBIX YUCEI, HE MPEBOCXOAAIMMX N U 91-7-13+1 =72

B3aHMHO MIPOCTHIM C N.

BriOupaetcs mpousBosibHOE unciio € (0<e<n), B3aMMHO Mpo-
4 | croe ¢ pesynpTatoMm ¢GyHkuu Ditnepa (¢ L ¢@(n)). Hucmo e e=5
Ha3bIBACTCSI OTKPBITOM SKCIIOHEHTOM.

Beruncnsercst cekperusiii kaod d u3 cootHomeHus (d*e)
5 mod @(n) = 1. Yncno d Ha3bIBaeTcs 3aKphITOi SKcmoHenToi. | (d*5) mod 72 =1,
OO6b1yHO TONB3YIOTCS BhIpakeHueMm de = 1 + ko(n), rae k - d=29

HEKOTOPOE 1EJI0e YHCJIO.

[TyOnuKyrOTCSl OTKPBITHIC KITIOUU € U N B CIIEUaIBLHOM Xpa-
6 | HuMIIe, T/€ HCKIIOYAETCs] BO3MOXKHOCTH €ro IMOJAMEHBI
(o6mexocTYnHOM cepTHOUIIMPOBAHHOM CIIPABOYHUKE).

[Tpumeuanus. IIpocToe YncsI0 — HaTYpanbHOE YHCIIO, OOJIbIICE EMHUIIBI M HE HMEIOIIee Y-
T'UX JeJIuTesel, KpoMe caMoro ce0s u eauHulbl. B3auMHO mpocThle YHceaa — yKcia, He UMEroIne
o0mux aenureneit, kpome 1 (Hanpumep, p=3, q=5, n=15, ¢(n)=8 — B3aumuo npocteie ¢ 15 -1, 2, 4, 7,
8, 11, 13, 14).
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[Tpouenypsl mudpoBaHus U IEHHUPPOBAHUS BBINOIHSIIOTCS MO CIIETYIOIIUM

dbopmynam
C =T*mod n, (10)
T = CYmod n. (11)

rac T, C - yncioBbI€ PKBUBAJICHTHI CHMBOJIOB OTKPBITOI'O U HII/I(i)pOBaHHOFO CO-

o011eHUS.

[Tpumep mmdpoBanus no aaroputMmy RSA mnpuBenen B ciegyromieit Tabiuie.

Koset OyKB COOTBETCTBYIOT X MOJIOKEHUIO B PYCCKOM ajihaBUTE.

Ta6numna 13
[Ipumep mmdpoBanus o anroputmy RSA
OTKpbITOE CumBon A b P A M o B
coobuieHne, T Kon 1 2 18 1 14 | 16 3
LWudporpamma, C = T°> mod 91 1 32 44 1 14 74 61
= (29
OTKpbITOE cooGu;(:eLHwe, T=C*mod 1 5 18 1 14 16 3

Crnengyer OTMETHUTh, YTO P U ( BbIOMpAIOTCS TaKUM 00pa3oM, 4TOOBI N OBLIO
0oJpIe Koma JI000T0 CHUMBOJA OTKPHITOrO COOOmIeHusl. B aBTOMaTH3MPOBaHHBIX CH-
CTeMaX MCXOJHOE COOOIICHHE MEPEBOJUTHCS B JBOMUYHOE MPEACTABIECHUE, TIOCIE YEro
murpoBaHUE BHITIONHIETCS HaJ OJokaMu OUT, paBHOM myuHbI. [Ipu 3TOM nnuHa Oioka
J0JKHA OBITh MEHBIIIE, YeM JIJTHHA TBOMYHOTO TIPEJICTABICHHUS N.

B 3akitoueHuu cineayeT OTMETUTh CTOMKOCTh JaHHOro anroputMa. B 2003 r. Anu
[amup u Opan Tpomep pazpadotanu cxemy ycrpoirictBa TWIRL, koTtopoe npu crou-
moctu $ 10 000 moxer nemmdpoBats 512-0uTHbIH K04 32 10 MHHYT, a TIpU CTOMMO-
ct $ 10 000 000 — 1024-6utHbIi KTH0Y MEHBIIIE, YeM 3a Toj. B Hactosmiee Bpems Jla-
6oparopust RSA pekomeHayeT ucnoib30BaTh Kirouu pazmepom 2048 GUTOB.

AJITOPUTM HA OCHOBe 3aaa4u 00 ykiaake panua [1]. B 1978 r. Mepkib u
XemMaH Tpe/JIoKUIN UCTIONIb30BaTh 3aa4ya 00 yKiIaJKe paHia (prok3aka) JJIs aCuM-

MeTpuyHOTo mudpoanus. OHa oTHOCUTCS K Ki1accy NP-mosiHbIX 3a1a4 u popMyaupy-
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eTcsl clieAyromuM 00pa3oM. JlaHo MHOXKECTBO MPEAMETOB pa3nuyHoro Beca. Crpamiu-
BaETCsI, MOXHO JIM TIOJIOKHUTH HEKOTOPBIE M3 ATUX MPEAMETOB B paHEIl TaK, YTOOBI €To
BEC CTaJI paBeH ompeaelieHHOMY 3HadeHnio? bonee hopmansHo 3a1ada hopmynupyercs
Tak: 1aH HaOop 3HadeHut M1, My, ..., Mn 1 cymmapHoe 3HaueHue S; TpeOyeTcsl BHIYHC-

JIUTH 3HAYCHHUA bi TAaKHUC 4YTO

S = biM1+boM: + ... + baMi, (12)
rac n — KOJIMYCCTBO IIPCAMCTOB,
bi - OMHapHbBII MHOXKUTENb. 3HaueHue Di = 1 o3Havaer, 4To mpenmer i Kia-

AyT B proK3ak, bi = 0 - He KmanyT.

Hanpumep, Beca npeameTroB uMeroT 3Hauenus 1, 5, 6, 11, 14, 20, 32 u 43. Ilpu
ATOM MOXHO YIAKOBaTh PIOK3aK TaK, YTOObI €ro Bec CTald paBeH 22, MCIOJb30BaB
npeaMeTsl BecoM S5, 6 u 11. HeBo3MOkHO ymakoBaTh PrOK3aK Tak, YTOObI €ro BEC CTajl
paBeH 24.

B ocHoBe anroputma, mpeaiokeHHOro MepkiioM n XeJUIMaHOM, JIEKUT UIes
mu¢poBaHKs COOOIICHUS HA OCHOBE PEIICHUS CEpUU 3a7ad YKIaJIKK pania. [Ipeamerst
U3 Ky4d BBIOMPAIOTCS C TIOMOIIBIO OJIOKA OTKPBITOTO TEKCTA, JUIMHA KOTOPOTO (B OUTAX)
paBHa KOJUYECTBY MpeaMeToB B kyue. [Ipu 3TOM OUTBI OTKPHITOIO TEKCTa COOTBET-
CTBYIOT 3HA4YCHHMSM D, a TEKCT SIBJIIETCS TMOJYYCHHBIM CyMMapHbIM BecoM. IIpumep
mudporpamMmebl, MOJTYYEHHONW C MOMOIIBIO 33aun 00 yKJIaJKe paHIla, MOKa3aH B Clie-
nytouien Tadauie.

Tabmuua 14

IIpuMmep mudpoBaHuss HA OCHOBE 3aa4M 00 YKJIAKe paHua

OmkpbiTbin (1 110 0 1 O 0101 1 0 O 0000 O O O

TeKCT 0 1 0
P 156 11 14 20 32 |1 5 6 11 14 20 32 (1 5 6 11 14 20 32
tOK3aK (KntoY) |, o 43 43
Indporpammal32 (1+5+6+20) 73 (5+11+14+43) 0

CYTB HCIIOJIb30BaHUA JAHHOI'O I10AX044a AJIA HII/I(l)pOBaHI/IH COCTOHUT B TOM, YTO Ha
CcaMOM ACJIC CYHICCTBYIOT JIBC PA3JIMYHBIC 3a/1a9M YKIIAAKW PaHIld - OAHA U3 HUX plla-
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€TCs JIETKO U XapaKTepU3yeTCs JIMHEHHBIM POCTOM TPYAOEMKOCTH, a Apyrasi, Kak Mpu-
HATO CUMTaTh, HET. JIerkuil mjisl yKIagku paHel MOXKHO IMPEBPATUTH B TPyAHBbIUA. Pa3
TaK, TO MOKHO MPUMEHUTh B KAYECTBE OTKPBITOTO KJIKOYa TPYAHBIN IS YKIAJIKU pa-
Hell, KOTOPBIN JIETKO MCIOJB30BaTh Ui MU(POBAHUS, HO HEBO3MOXHO - AJs Aemud-
poBaHUs. A B KQUECTBE 3aKPBITOTO KJII0Ya MPUMEHUTD JIETKHMHM I YKJIQJKWA paHell, KO-
TOPBIN MPEIOCTABISAET MPOCTOM crocod nemudppoBaHusi COOOIICHUS.

B kadecTBe 3aKkpbITOro Kiro4a (JErkoro Juisl YKIAAKWA PaHLA) HCHOJb3YyeTcs
CBEpPXBO3pACTAIOIIAs MOCIEA0BATENBLHOCTh. CBepXBO3pacTaomed Ha3pIBACTCS MOCJIe-
AOBATEJbHOCTb, B KOTOPOW K&Kl MOCIEIYIOUIMI YjeH Oosbllle CyMMBbI BCEX
npeasiaymx. Hanpumep, nocnenoBatensHocTh {2, 3, 6, 13, 27, 52, 105, 210} sBaseT-
csl cBepxBo3pacTaromei, a {1, 3,4, 9, 15, 25, 48, 76} - Her.

Pemenne s cBEpXBO3PACTAIOLIETO PaHLa HAWUTHU JIETKO. B KadyecTBe TeKylIero
BbIOMpaeTcsl MOJIHBIA BEC, KOTOPBIM Ha/l0 MOJyYUTh, U CPABHUBAETCS C BECOM CamMoOro
TSDKEJIOro MpeaMeTa B paHue. Ecii TeKyluil BeC MEHbIIIE Beca JaHHOTO MPEeaMeETa, TO
€ro B PIOK3aK HE KJIAAyT, B IPOTUBHOM CIIy4ae €ro YKJIAAbIBAIOT B PIOK3aK. Y MEHbIIA-
10T TEKYLIMH BEC HA BEC IIOJIOKEHHOTO IPEIMETA U MEPEXOIAT K CIEIYIOLEMY 110 BECY
MpEeAMETY B NOCJIEN0BATENBHOCTH. Lllarn moBTOPSIOTCS A0 TEX MOp, MOKa IMPOLECC HE
3aKOHUMTCA. ECiM TEeKylui BEC YMEHBILIUTCS 10 HYJIS, TO PELIEHUE HaWJeHo. B mpo-
TUBHOM CJIy4ae, HeT.

Hanpumep, mycTh MOJHBIN BeC prok3aka paseH 270, a mocaeqoBaTeIbHOCTh BECOB
npeamMeToB paBHa {2, 3, 6, 13, 27, 52, 105, 210}. Cameiii 6onpmioi Bec — 210. OH
Menbie 270, moatomy npeaMer BecoM 210 knaayt B prok3ak. Berauraror 210 u3 270 u
nonyyaroT 60. Crnenyromuii HauOOJbIIUKM Bec TocieaoBaTebHOCTH paBeH 105. O
6ombiie 60, mostomy npeamer BecoMm 105 B prok3ak He kianyT. Ciaemyromuil cambiid
TSOKENBIN TTpeaMeT uMeeT Bec 52. OH menble 60, mo3TOMy MPEIMET BECOM 52 TaKkKe
KJIAyT B PIOK3aK. AHAJIOTUYHO MPOXOSIT NPOLEAYyPY YKIAJAKU B PIOK3aK MPEIMETHI Be-
com 6 u 2. B pesynbraTe nonHbii Bec ymeHbImuTcs 10 0. Ecnu 61 3TOT prok3ak ObuT ObI
UCIIOJIb30BaH Uil Aer(pPOBaHUsA, TO OTKPBITHIA TEKCT, MOJYYEHHBIM M3 3HAUYCHMUS

mudprexcra 270, 6bu1 061 paBed 10100101.
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OTKpBITBIN KJTIOY TIPEACTABISIET COO0M HE CBEPXBO3PACTAIONIYIO (HOPMAIBHYIO)
nocneaoBareabHOCTh. OH POpMUpPYETCS HA OCHOBE 3aKPBITOTO KJIIOYA U, KaK MPUHSATO
CUMTaTh, HE MO3BOJISET JIETKO PEUIUTh 3ajauy 00 ykiajke panua. s ero moisydeHus
BCE 3HAYEHUS 3aKPBITOrO KIIIOYa YMHOKAKOTCS HA YHMCIO N MO MOAYJI0 M. 3HaueHue
MOJYJSI M IOHKHO OBITH OOJIBIIIE CYMMBI BCEX YHCEN MOCIEI0BATEIbHOCTH, HAIIPUMED,
420 (2+3+6+13+27+52+105+210=418). MHOXuTENb N JOKEH OBITH B3aMMHO IPO-
CTBIM YHCJIOM C MOAyJeM M, Hampumep, 31. Pe3ynbpTaT nmocrpoeHuss HOpMaJIbHOU MO-
CJIEI0BATEIBLHOCTH (OTKPBHITOrO KJII0Ya) MPEACTABJICH B CIEAYyIONIeH TadauIe.

Tabmuua 15

[IpumMep noaydeHHs: OTKPBITOTO KIIH04a

3aKpbITbINA KNk, Ki 2 3 6 | 13 | 27 | 52 |105|210

OTKPbITbIN KNIOY,
(ki*n) mod m = (ki*31) mod 420

62 | 93 | 186|403 |417|352|315|210

Jns mmdpoBaHust cooOIeHUE CHayasnda pa30OuBaeTcs Ha OJIOKM, MO pa3Mepam
PaBHBIE YUCITY JIEMEHTOB TOCIIEIOBATEILHOCTU B PIOK3aKe. 3aTeM, CUUTasi, 4YTO €IMHHU-
11a YKa3bIBaeT Ha MPUCYTCTBHE JIEMEHTA MOCIEA0BATEILHOCTH B PIOK3aKe, a HOJIb — Ha
€ro OTCYTCTBHUE, BBIYMCIISIIOTCS TOJHBIE BeCa PIOK3aKOB — MO OJHOMY PIOK3aKy ISt
KaXXJI0T0 0JIOKa COOOLIEHUSI.

B kaudectBe npumepa Bo3bMeM OTKpbITOoe cooOiieHrne «ABPAMOB), cUMBOJIBI
KOTOPOTO MPEJCTaBUM B OMHAPHOM BHJI€ B COOTBETCTBUHU C TaOJIMIICH KOJJOB CUMBOJIOB
Windows 1251. Pe3ynprar mmdpoBanusi ¢ moMoIIb0 OTKpbITOrO Kitoua {62, 93, 186,

403, 417, 352, 315, 210} npencrasicH B caeayromiel TadauIe.
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[Tpumep mmdpoBanus

Taomuna 16

OTKpbITOE COObLEeHne Wndporpamma
. Cymma BecoB
CumBon Bin-kon (prok3ak), ci
A 1100 0000 62+93 155
b 1100 0001 62+93+210 365
P 1101 0000 62+93+403 558
A 1100 0000 62+93 155
M 1100 1100 62+93+417+352 924
o 1100 1110 62+93+417+352+315 1239
B 1100 0010 62+93+315 470

Jns pacummdpoBaHus COOOIIEHUS MMOTyYaTeNb JOJKEH CHavalla ONpeaeanuTh 00-

paTHOE umcno N%, takoe uro (N * n't) mod m = 1. B maremaTuke o6paTHoe unciao Nt

(oOpaTHOE 3HaueHHe, 0OpaTHAs BEJIMYMHA) - YHCIIO, HA KOTOPOE HAJ0 YMHOKUTH JIaH-

HO€ 49MCII0 N, 9TOOBI MoNy4uTh eaununy (N * Nt = 1). Ilapa uncen, mpousBeneHNE KO-

TOPBIX PAaBHO €IUHUILIE, HA3bIBAIOTCS B3aUMHO 00paTHbIMHU. Hanpumep: 5 u 1/5, —6/7 u

—7/6. OOpaTHLIMH YHUCJIAMH 110 MOIYJII0 M HA3BIBAKOTCS TAKWE YKCa N U N, nas xo-

TOPBIX CIpaBeIuBo BhIpaxkenue (N * Nt) mod m = 1. Jlng BeruncieHns o6paTHBIX YH-

ceJ MO MOJYII OOBIYHO HCHOJB3yeTcs paciupeHHbld anroputMm Epknuna. Ilocrne

onpeieNieHns: 0OPaTHOTO YMCiIa KaXI0€ 3Ha4eHue IMpporpaMMbl yMHOKaeTes Ha Nt

10 MOAYJIKO M M C NOMOLIBIO 3aKPBITOTO KIr04Ya OIPECACIISAIOTCS OUTHI OTKPBITOI'O TCK-

CTa.

B nameM npumepe cBepxBo3pacTarolias mocie0BaTeIbHOCTh paBHa {2, 3, 6, 13,

27,52, 105, 210}, m = 420, n = 31. 3nauenue Nt pasuo 271 (31*271 mod 420 = 1).
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Tabmuma 17

[Tpumep pacumdpoBanus

(ci*nt)y mod m = OTKpbITOE COOGLEeHne
I.ImeporpaMMa (ci*271) mod Cymma BecoB ,
(prok3aKk), ci 420 Bin-kon Cumson
155 5 2+3 1100 0000 A
365 215 2+3+210 1100 0001 b
558 18 2+3+13 1101 0000 P
155 5 2+3 1100 0000 A
924 84 2+3+27+52 1100 1100 M
1239 189 2+3+27+52+105 1100 1110 (o)
470 110 2+3+105 1100 0010 B

B cBoeil paboTe aBTOpHI peKOMEHA0BaIM OpaTh JIUHY Kitoda, paBHyro 100 (ko-
JIMYECTBO AJIEMEHTOB MOCJIEI0BATENbHOCTH). B 3akitoueHnu cieayer OTMETUTh, 4TO 3a-
Ja4a BCKPBITUS JaHHOTO crioco0a mudpoBanus ycrnenrHo pemiera [llamupom u [Humme-
aoM B 1982 r.

Aaroputm mudpoanusa dab-I'amans. Cxema Obuia mpemnoxeHa Taxepom
Onp-I"'amaniem B 1984 roxy. OH ycoBepiieHcTBOBaN cucteMy Jduddu-Xennmana u mo-
JYy4Yus JBa aJTOPUTMA, KOTOPBIE MCIOJIb30BAIKMCH ISl IIU(GPOBaHUS U OOeCreyeHus
ayrentudukanuu. CTOMKOCTh JAHHOTO aJITOPUTMA 0a3UPYETCs HA CIIOKHOCTU PEIICHUS
3a/1a4u AUCKPETHOTO JIOTapru(PMUPOBAHHUS.

CyTb 3agaun 3akiroyaeTcs B cienyrouiem. Mimeercs ypaBHeHue
g*=y mod p. (13)

TpebyeTcs 1o U3BECTHBIM (, Y U P HAWTH 11€J10€ HEOTPULIATEIHLHOE YUCIIO0 X (JIHC-
KPETHBIH Jiorapudm).

[Topsimok co3ianust KIroue MpUBOAUTCS B CIEAyIONIEH TaOuIe.
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Tabmanma 18

IIpoueaypa co3paHus KJIK4Yen

Ne
n/n

OnucaHue onepaunmn Mprnmep

BbiGupatoTcs npocTtoe 4uicrno p U Aga fobbiXx Npouns-

1 |BOMbHbIX YKCa g U X MeHble p (g - NnepBoobpasHbIN p=23, g=3, Xx=5
KOpEeHb MO MOAYIo P).
— n5 — —
2 |Bbluucnsetcay = g* mod p y =3 mod 231_3243 mod 23 =
OTKpbITbIN KIOY - Y, g 1 p. MNpudyem g n p MOXHO cae-
3 |naTb o6WmMK ANd rpynnbl Nonb3oBaTenen.

3aKpbITbIV KO - X.

I[JBI HII/I(i)pOBaHI/IH KaXXJ0ro OTACJIbHOI'O Onoxa HCXOOHOI'O COO6H1€HI/IH JOJIDKHO

BbIOMpaThes ciydaiiHoe uuciio K (1 < k < p —1). Ilocne yero mmpporpamma reHepupy-

€TCs 1O CIEAYIOIHUM GopMysiam

a = gkmod p, (14)
b = (y* T) mod p, (15)
rie T — ucxomHoe cooOLIEHHE;

(@, b) —zammdpposannoe coobmenue.

JlemmdpoBaHre COOOIIECHUS BBITOIHICTCS 10 cleAyromen Gpopmyire

T=(b (@)Y modp (16)
nJIn

T = (b a**) mod p, (17)

rae (a¥)! — obpaTHOE 3HaUeHHME nca a* Mo MOIYJIIO .

[Mpumep mudpoBanus U AeHUPPOBaHHUS MO anroputMmy ib-I'amans mpu K=7

npuBeAeH B TAOIUIE, XOTA AJs UdpOoBaHUs Kaxa0ro 0J0Ka (B HaIlIeM ciiydae OYKBBI)

HCXOJHOTO COOOIIEHUS HA/I0 MCIOJIb30BaTh CBOE CIIyYaiiHOE YHCIO K.
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Ilepsast yacTb mupposarHoro cooduerns —a = 3’ mod 23 = 2.
a*=2°=32, (@)' =18 (32 * 18 mod 23 = 1) wam aP* = a®1d =
131072.
Tabmmma 19

I[pumep mmdppoBanus no aaropurmy diab-I'amans npu (K = const)

OTKpbITOE CumBon A b P A M o) B

coobwenue, T Kon 1 2 18 1 14 16 3
BTopas 4yacTtb

wudporpammsl, 9 18 1 9 11 6 4

b =(13"*T) mod 23
OTKpbITOE cooOLWeHune,
T=(b*18) mod 23

1 2 18 1 14 16 3

BBuy TOrO, 4TO 4nCiO K SBISETCS MPOM3BOJILHBIM, TO TAKYIO CXEMY €Ille Ha3bl-
BalOT CXEMOW BepOSITHOCTHOro mudpoBaHusi. BeposTHOCTHBINA XapakTep mudpoBa-
HUSI SIBJISIETCSl MPEUMYIIIECTBOM JUIsl CXeMbl Jiib-I'amars, T.K. y CXeM BEPOSATHOCTHOTO
mrdpoBaHus HaOIOAaeTCs 0O0JIbIlIasi CTOMKOCTh MO CPABHEHHUIO CO CXEMaMU C OTpeie-
JIEHHBIM TIpolieccoM mudppoBanus. HemoctaTkoMm cxemsbl mudpoBanus inb-I"amans sB-
J€TCsl YABOCHUE JUTMHBI 3alIM(POBAHHOTO TEKCTa MO CPAaBHEHUIO C HAYAIbHBIM TEK-
ctoM. J1Jist cxembl BEpOSITHOCTHOTO mu(poBanus camo coodmieHue T u K104 He orpe-
JenstoT mudprekeT oaHo3HayHO. B cxeme Dnb-I'amans HeoOXOAUMO HMCIOJIB30BATH
pa3InyHbIC 3HAYCHHS CIIydalHON BEJIMYMHBI K 1T IHU(POBKH PAa3IUYHBIX COOOIICHHUI
T u T’. Eciu ucnoas30BaTh OOWHAKOBBIE K, TO IJIT COOTBETCTBYIOMIMX HMIH(PTEKCTOB
(a, b) u (@’, b’) Bemonnsercs cootnomenue b (b°)* =T (T?)? (mod p). U3 st0ro BHI-
Pa)KEHUSI MOKHO JIETKO BBIYUCIUTH T, eciu u3BectHo T .

3ajanune HA J1a00paTOPHYIO padoTy.

B naGopaTopHoii paboTe HE0OX0AUMO 3aUPPOBaTh CBOKO (HaMIIIUIO C TIOMOIIIBIO
CJIeNYIOMUX MH(PPOB:

- anroputma RSA;

- alITOpUTMA Ha OCHOBE 33/1a4u 00 YKJIaJKe paHIa;
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- anroputMa mudpoBanus k-1 amars.

[Tpu opopmaeHun oTdyeTa HEOOXOAUMO MPUBECTH UCXOIHOE coobrieHue (pamu-
JIMI0) ¥ TaOJUITBI TeHepalluy KiTtoueH, mudpoBanus U paciiudpoBanus. s mepBoro u
TPETHEro CIOCO00B MPHUHSTH, YTO KOJI CHMBOJIA COOTBETCTBYET €r0 IMOJOKEHHUIO B aJl-

¢daBute, 115t BTOPOTO — B COOTBETCTBUU ¢ KoaupoBkoit Windows 1251 (Tabm.3).
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