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Beenenne

Jucunmummaa «MeTtoapl M CpeAcTBa  3AIIUTBI  KOMIIBIOTEPHOU
uH(pOpMallMK» HalpaBjieHa Ha (JOPMUPOBAHUS Yy CTYACHTA 3HAHUN U HABBIKOB B
oOnactu obecrieueHus] 3amUThl HWH(pOpManuu, meperaBaeModl MO CEeTH, OT
HECaHKIIMOHUPOBAHHOI'O JOCTYTIA.

B Hacrtosmee BpeMs mpoOiemMa 3alUThl TakuxX ceTell  0coOEHHO
o0ocTpuiiach C IIUPOKUM PACIPOCTPAHEHHEM JIOKATbHBIX M, OCOOEHHO,
rJ100aJbHBIX CETEN CBS3U. DTO CBSI3aHO, MIPEXKIE BCETO, C TEM, YTO MOJABIISIOIICE
OOJIBIIMHCTBO ATHX CETEH HCIONB3YIT CTeK mpotokoiioB TCP/IP, xoropsrii
W3HAYAJIBHO SIBJSLICS HezanuieHHbIM. [IpoTokonsl, BkitoueHHble B ctek 1CP/IP,
IpeJHa3HaYaJIUCh TOJIBKO NIl 00ecredyeHus OCTaBKU MH(OpPMAlUY, U HUKAaK HE
YUUTHIBAJIM HU BO3MOXKHBIE YTPO3bl, HU BO3MOKHBIN yIIepoO.

HeoOxoaumo Taxke OTMETHTb, YTO 3a4acTylo yHiepO HAHOCUTCS HE M3-3a
JNEHCTBUI 37O0YMBINIJIEHHUKOB, @ M3-3a 3JIEMEHTAPHBIX OIIMOOK I0JIb30BaTeNeH,
KOTOPBIE CIIYYaiiHO MOAU(MUUIUPYIOT UM YJAJSI0T KU3HEHHO BayKHbIE JlaHHbIE. B
CBSI3U C 3THUM, [IOMHUMO KOHTpPOJIS JOCTYyNa, HEOOXOJWMBIM 3JIEMEHTOM 3aIlHUThI
uH(poOpMalMu B KOMIIBIOTEPHBIX CETSX SBIAETCS pa3rpaHUYCHHE IMOTHOMOYMI
II0JIb30BATEIICH.

B KOMIBIOTEpHBIX CETAX IIPU OpraHU3alUd KOHTPOJISL JIOCTyNa H
pa3rpaHUYeHUsl MOJTHOMOYMH MOJIb30BaTeNIed MOTYT MCIIOJIb30BaThCS BCTPOEHHBIE
CPEICTBA CETEBBIX OINEPALMOHHBIX CHUCTEM, a TaKXe CIEHHAIU3UPOBAHHBIE
anmnapaTHO-IPOrpaMMHBIE  CPEICTBA. OJTHU CPEICTBA MOTYT  HCIOJIb30BaTh
JIOTIOJTHUTEIbHBIC MPOTOKOJNBI, BKItoueHHBIe B cTek TCP/IP nmns oOecrieucHwus
3alUTHI, U TOTIOJHUTEIbHbIE (QYHKIMHU, HE CTAaHAAPTU3UPOBAHHBIE B MPOTOKOIAX U
npeaHa3HaueHHble i1 obecnieyeHus: Oe3omacHOCTH. (COOTBETCTBEHHO, IS
NOCTPOCHHUS 3alIMIICHHOW CeTH HEOoOXOOUMO 3HAHUE JTUX MPOTOKOJIOB U
GyHKINH, a TAaK)Ke YMEHUE KOH(PUTYPUPOBAThH CETEBOE 000PYI0BAHHE.

VYyebHoe nocobue pa3duTo Ha rIaBbl. B mepBoil riaBe paccMaTpuBalOTCS
OCHOBHBIE MOJIEIIM TOJUTHK CETeBOM 0€30MacHOCTU. DTH MOJIEIH BbIHECEHHI B

HadaJlO0 KypcCa, TaK KaK BCC TCXHHYCCKHC MCETOALI H CpCACTBa 3alllUThI,



paccMaTpUBaeMbIE B MOCIEAYIOIIMX [J1aBaX, HAPABIEHbI HA PEATU3aLAI0 TOJUTUK
0€30MacHOCTH.

Bo BTOpoi#l U TpeTbeil TilaBax paccMaTpUBAIOTCS BOIPOCHI OOECTICUECHMS
3aIMATHl OT HECAHKIIMOHUPOBAHHOI'O JOCTYIA K CETEBOMY 000pynoBaHUI0. Bropas
rJIaBa TOCBSILIEHA 3aIUTE CETEBBIX YCTPOWCTB C HCIOJIb30BAaHUEM JIOKAJIBbHOU
0a3bl MOJIB30BATENEH, a TPEThS — C UCTOJIb30BaHEeEM AAA-cepBepoB.

B dyerBeproMl rmaBe PpACCMOTPEHO  MEXKCETEBOE  JIKPAHUPOBAHHE.
[IpakTHyeckoe NpPUMEHEHHE MEKCETEBbIX SKPAaHOB WILIIOCTpUPYETCS Ha 0Oasze
BO3MOXKHOCTEH, BCTPOCHHBIX B OIEpAIMOHHYIO cucreMy ycrpoictB Cisco
Systems.

B nATO# rimaBe pacCMOTPEHBI JONOJHUTENBHBIE CPEICTBA 3AIUMUTHI CETEN —
ucnonb3oBanue TexHojgorun NAT, BUPTyaldbHBIX YacCTHBIX CETEW, BCTPOEHHBIX
CPEICTB 3alUTHI OT aTaK Ha HanboJiee pacIpPOCTPAHEHHBIE CETEBbIE MPOTOKOJIBI.

B miecToii riaBe paccMaTpUBarOTCs BOIPOCHI 3aIUThI KOH(DUIEHIIMAIBHBIX
JAHHBIX, TEpeAaBaeMbIX MO OONIENOCTYNHBIM CETSIM, HAa OCHOBE TEXHOJOTUM
BUpPTyalbHBIX YyacTHBIX ceTeld (VPN).

Becwk maTepuan yueOHOro mocoOusi UMEET MPaKTUUECKYIO HAaIPaBIEHHOCTh
U COACPKUT MPUMEPHl KOH(UTYPUPOBAaHUS ceTeBbIX ycTpoicTB. IloaToMy mocie
U3Y4YEHUSI TEOPETUYECKOTO MaTepuaja Ka)JAOW TJIABbl CTYJAEHTBI BBIITOJIHSIOT
WHIUBUyalIbHbIE TMpaKkTHuecKue 3anaHusd. I[lo pe3ynbraraM BBINOJHEHUS 3THX
3aJlaHUl PAaCCUUTHIBAIOTCA OallIbl CTYJEHTOB B paMKax MOAYJIbHO-PEHTHHTOBOM

CHCTCMBHI.



1. ITonuTrka 6e30MacCHOCTH

1.1 OOuue noHaTHA

[Ipexxne yem BBECTU B PACCMOTPEHHUE MOHATHE MOJHUTUKU O€30MaCHOCTH,
HEOOXOUMO ONPENENUTHCA, YTO HMEHHO Mbl IIOHMMaeM MO TEPMHHOM
«0e30IacHOCThY.

B mnamem cimyyae MBI uMeeM J€lI0 C KOMIIBIOTEpHOUW uHGopMaIuei,
[03TOMY JaJIblIe pedb MoiAeT 00 NH(POPMALIMOHHON OE30MTaCHOCTH.

Nudopmanuonnas  O6esomacHocte (MUB) — 310  cocrosiHue
MH()OPMAIIMOHHOW CHUCTEMBI, MPU KOTOPOM OHA HauMEHEee BOCHPHUMMYMBA K
BMEULIATENbCTBY U HAHECEHUIO yliepOa cO CTOPOHBI TPEThUX JIMIL (HapyLIUTENEH ).

B stom kypce Mbl Oyaem BecTH peub HE 00 HH(POPMALMOHHOM, a O
KOMIIBIOTEPHOM 0€30macHOCTU. DTO MOHATUE O0Jiee Y3KO€, U HE BKIIIOUAET B ceOs
TAaKHE ACTEKTHI, KAK OPTraHU3ALMOHHBIE MEPBI, TEXHUYECKHE CPEICTBA 3AILUTHI OT
POCIYIIUBAHUS, U T.[.

WNudpopmanius cunuTaeTcsl 3alUIIEHHOMN, €clii COOJII0Ial0TCs TPU TJIaBHBIX
CBONCTBA.

[lepBoe — HeEJOCTHOCTH — MpeArnojaraeT odecrneyeHue JOCTOBEPHOCTH U
KOPPEKTHOTO OTOOpa)KEHUSI OXPAHAEMbIX IaHHBIX, HE3aBUCHMO OT TOTO, Kakue
CUCTEMBI 0€30MaCHOCTH U PHUEMBI 3aIUTHI UCTIOJB3Y0TCsI. OOpaboTKa TaHHBIX HE
JOJDKHA HapylIaThCs, a TIOJb30BaTeNM CHUCTEMBI, KOTOpble paboTalT ¢
3alMIaeMbIiMi  (aiijaMu, He JOJKHBI CTAJKMBAThCS C HECAHKIMOHMPOBAHHOMN
Mou(DUKALIUEH WIIK YHUUTOXKEHUEM pecypcoB, coosimu B padote I10.

Bropoe — KOH(pUIEHINATBHOCTb — 03HAYAET, YTO AOCTYN K IPOCMOTPY U
pPEIaKTUPOBAHUIO JAHHBIX NPEIOCTABISETCS HUCKIIOUUTEIBHO aBTOPHU30BAHHBIM
MIOJIB30BATENSIM CUCTEMBI 3aILUTHI.

Tperbe — AOCTYNMHOCTH — IOAPAa3yMEBAET, YTO BCE aBTOPU30BAaHHBIC
MOJI30BATENH JTOJKHBI UMETh IOCTYM K KOH(UIEHIIMAIbHOU HHPOPMALIUU.

JlocTaTo4HO HApPYIIMTh OJIHO W3 CBOMCTB 3alllUIEHHON WH(MOpMAaIUH,

yTOOBI HCIIOIB30BAHNE CUCTEMBI CTAJI0 OECCMBICIIEHHBIM.



B cBsi3u ¢ 3TUM BBOAST NMOHATHS: YA3BUMOCTD, aTaKa, HAPYIIUTEb.

YA3BUMOCTh — HEIOCTATOK B CHCTEME, HCIIOJb3YysS KOTOPBIH, MOXKHO
HaMEPEHHO HAPYIIUTH €€ LEJIOCTHOCTh U BbI3BATh HEMPABUIIbHYIO PaboTy.

ATaka — peanu3anus yA3BUMOCTHU C IIeJIbI0 HapyIIeHuss HH(PpOpMaMOHHON
0€30MacHOCTH.

PaznuuaroT crnegyroiue TUIbl aTak:

- aTaKu JOCTYTIa;

- aTaku MoJU(pUKaINK;

- aTaK{ Ha OTKa3 B 0OCIy>KMBAaHUU;

- aTaK{ Ha OTKa3 OT 0053aTeJIbCTB.

ATaka A0CTyna — 3TO MOMBITKA JOCTyNa HAapyIIUTENIeM K HH(opMaIuy,
JUIS TIPOCMOTpa KOTOPOHM y HEro HeT moiHomounii. HampaBnena Ha HapymieHue
KOH(UICHIIMATIBHOCTH.

Ataka wmoauduUKanuM — 5TO HEMPaBOMOYHAS TIOMbITKA HW3MEHEHUS
uHpopMainu. Hampasiena Ha HapyIIeHHE [IEITOCTHOCTH.

ATakM Ha OTKa3 B OO0CIy:)KMBAHHUM HalpaBJeHbl Ha oOOecleYeHue
HEBO3MOXXHOCTH  JIOCTyMa  JIETalbHBIX  TOJb30BaTeNied K  WHGOpMAaIHUU.
HanpasiieHbl Ha HapylIeHUE JOCTYITHOCTH.

ATaKM Ha OTKa3 0T 0083aTeJbCTB MOXHO pacCcMaTpuBaTh Kak
pPa3HOBUAHOCTh aTak Monaupukanuu. Hampumep, TOIMEHUB CETEBOM ajpec,
HapyILIMTEIh MOXKET BbIJATh ce0sl 3a JAPYroro MoJjib30BaTessl WIM OTpULATh (aKT
KaKOro-1100 1eUCTBUS.

[log mnomuTuKON OE30MaCHOCTH MOHUMAETCS COBOKYIMHOCTbH HOPM H
MpaBuj, PErIAMEHTHPYIONIUX Mporecc o0paboTku WHGOpPMAIINH, BBIOTHEHHUE
KOTOPBIX OOECHeYMBaeT 3allUTy OT ONPEACICHHOTO MHOXECTBA YIpo3 U
COCTaBJISIET HEOO0XOAMMOE YycjoBHe Oe3omacHOCTH cuctembl. dopmanibHOe
BbIpaXEHHE MOJIUTUKHA 0€30IaCHOCTH Ha3bIBAIOT MOEINIBbI0 0€30IaCHOCTH.

B Hamem ciiydae moj CHCTEMOW MbI TIOHUMAEM CETh CBSI3U, TIOATOMY TIpU
JaNbHENIIEM paccCMOTPEHUN OyJeM B KayecTBE KOMIIOHEHT CHUCTEMbl NMOHMMATH

CETEBBIC PECYPCHI.



C ceTeBoil TOYKM 3pEHHUS MOJENb OE30MACHOCTH MpPEICTaBIsIET COOOM
Ha0Op TMpaBWJI pasTpaHUYCHHs JOCTyINa K CETEBBIM pecypcaM. B cBsi3m ¢ 3TuM
BBO/JISITCA MOHATHUS CYyObEKTa, 00BEKTa U ONEpalvu.

Cy0bekT — nr00asi CyIHOCTh, CIOCOOHAs WHHUIMMPOBATH ONEpaluy Haj
oObekTamu. Yacto K CyOBEKTaM OTHOCST HE TOJIbKO I0JIb30BaTeleil, HO H
MPOLIECCHI, CT€HEPUPOBAHHBIC PAZIUYHBIMU TMPUIOKEHUAMH. OJIHAKO C TOYKHU
3peHUs 3aIIUTHl CETEH JJOTHIHEE K CyObeKTaM OTHECTH MMEHHO I0JIh30BaTeNeH, OT
MMEHU KOTOPBIX BBIMOJHSIIOTCA Tpoliecchl. [IpuueM 31mech umeercss B BUAY HeE
KOHKPETHBIM YEJOBEK, a «JIOTMYECKHUI» MOJIb30BaTENb, OCYIIECTBUBIIUNA BXOJ B
CUCTEMY.

O0BeKT — ceTeBOl pecypc, K KOTOPOMY MOXKET OBITh OOECIIeUeH JOCTYII
o0wvekTa. K 00beKkTaM OTHOCSTCS Kak aIapaTHBIE CPEICTBA — MapIIPyTH3aTOPHI,
KOMMYTaTOpPHI, MaMsTh — TaK U IPOrpaMMHbIe — (DailJibl, MPUKIIAIHBIE TPOTPAMMBI,
U T.JI.

Onepanuu — JACUCTBHUS, KOTOPBIE CYOBEKTHI MOTYT BBHINIOJHATH Haj
oObekTamu. Buj omepanuii 3aBUCHUT OT BuJa oObekTa. Hampumep, mist daiiios
MOTYT CYIIECTBOBATh OIEpAIlMU «UYTCHHE», «3aMKCh», I MapIIpyTH3aTOPOB —
BBITIOJIHEHUE ONPEICTICHHBIX KOMaH]l KOH(DUTYpUPOBAHUS, U T.1I.

B camom o6miem Bujie moguTHKa O€30MaCHOCTH JOJIKHA COAEpKaTh HAObOP
TIpaBWJI, OMHUCHIBAIOIIMX TIpaBa JOCTyMa CYOBEKTOB K OOBEKTaM, MPHUYEM €CITU
OTIpEJICICHHBIA CyOBEKT MMEET JOCTYI K OOBEKTY, HEOOXOAMMO yKa3aTh, KaKHe
UMEHHO OTIepalliy pa3peIicHbl.

OueBHAHO, YTO Il OOECIEUEHUS BBITIOJHEHHUS TpeOOBaHUN MOJUTHKU
0€30MacHOCTH KaXK bl CYOBEKT JOJIKEH OBITh NIACHTU(DHUIIUPOBAH.

NnenTndukanusa 3akioyaeTcss B TOM, YTO CYOBEKT cooOmiaer o cebe
CUCTEME HEKOTOPYI HUACHTUOUIMPYIONIYI0 uHpopManuio. J[as Toro, dYToObI
YCTaHOBUTh, YTO TIOJIb30BATEIh HMEHHO TOT, 3a KOTOPOrOo ceOs BBIIACT,
UCITOJIB3YETCSI MIPOIEAypa ayTCHTH(DUKAIIHAH.

Ayrentudguxkamus (Authentication) cyObekra 3akiar0o4aeTcss B TOM, YTO

NOMUMO HWAEHTU(UUUPYIONIeH HH(QOpMaUU MOJB30BATENb COOOIIAET CUCTEME



JOTIOTHUTENHHYIO WH(OPMAITUIO, TOATBEPKIAIOIIYIO, YTO OH HIMEHHO TOT, 32 KOTO
ceOs BbiAaeT. Bun takoil mH(pOpManuu 3aBUCUT OT CHocoba ayTeHTU(UKAIIH
(OynyT paccMOTpPEHBI HUXKE), HAIIPUMEP, 3TO MOXKET OBITh MapoJib, X3MI-(DYHKIHSA,
1 poBas MOANMKCH, TOKCH, ONOMETPUUYECKHE TAaHHBIC, U T.]I.

[Tocme ayreHTH(dUKanmuu CyObeKTa TMPOBOAWTCS €r0 aBTOPH3ALMS
(Authorization) — ompeneneHne TeX OIEpalMii, KOTOPbIE €My pa3pelicHbl Hajl
oObeKTaMHu. DTH OIEparuu JOJDKHBI OBITh CTPOTO OIPEACIICHBl B TOJUTHKE
0€30MacHOCTH.

Hakownen, my1s ananu3a npo6iieM ceTeBoil 0€30MacHOCTH HEOOXOAUM YUeT
BCEX omepanuii cyobeKToB HaJl o0bekTamu (Accounting).

[Ipouenypsl ayTeHTH(UKALMK, aBTOPU3AMM U Yy4e€Ta OOBEIAUHSIOT
enuHbIM  TepmuHOM — AAA (Authentication, Authorization, Accounting).
VYcerpoiictBa, peanmusyronme B ceth npouenypsl AAA, HasbiBatoTcss AAA-

cepBepaMu.

Oco0o0 crenyer OTMETUTh, YTO HEOOXOIUMBIMHU YCIOBHSIMHU KOPPEKTHOMN
pabOThI MOJIUTUKN OE30MMACHOCTH SBJISIOTCS:

1. B m060ii MOMEHT BpeMeHHU Jt000i OOBEKT U CYOBEKT AOJKHBI OBITH
UJCHTU(DUIIMPOBAHBI U Ay TCHTU(UITUPOBAHBI.

2. B 3zamuimeHHod cuctemMe (B TOM 4YHCJIE€ B CETU CBS3U) JOJDKEH
NPUCYTCTBOBATh CYOBEKT € COOTBETCTBYIOUIUM €My OOBEKTOM, KOTOpPBIA
yIpaBJseT JOCTYIIOM U OCYILECTBIISIET KOHTPOJIb IOCTYIA CYOBEKTOB K OOBEKTaM.

Takoil cyOBeKT Ha3bIBACTCSI MOHMTOPOM (€30MACHOCTH.

3. Jlns ocyuiecTBieHUs: CBOUX (YHKIMH MOHUTOP Oe3omacHocTd (Kak
CyOBEKT) OJDKEH 00J1afiaTh onpenesieHHoN nHhopmalieil, KoTopas COAEp>KUTCS B
0CO0OM OOBEKTE.

Takum 06pa3zom, MOHUTOP OE30MACHOCTH — ATO COBOKYITHOCTh anmapaTHBIX
U TPOTPAMMHBIX CPEJCTB, PEATM3YIOMUX TOJUTUKY Oe3omacHocTH. YacTto
UCTIONB3yeTCsl aHrmiickoe obo3Hauenue — Trusted Computing Base (TCB).

K mMoHuTOpy 6€30nmacHOCTH MPEABIBISIOTCS CIEAYIOINE TPEOOBAHUS.



1. [Monnota. MouuTOp 0€30MAaCHOCTH JTOJKEH BBI3BIBATHCA IMPH KAKIOM
oOparieHnn J000T0 CYyOBEeKTa K JII0OOMY OOBEKTY, U HE JOJIKHO CYIIECTBOBATH
HUKaKHX CIIOCOOOB ero 00xo/a.

2. N3omupoBaHHOCTh. MOHHUTOP 0€30MTaCHOCTH JTOJDKEH OBITH 3alTUIICH OT
OTCIICKUBAHUS U MepeXBaTa HET0 padOTHI.

3. Bepudunmpyemocts. Monutop 0€30MacHOCTH JODKEH OBITh
MIPOBEPSEMBIM Ha MTPEAMET BBITOTHEHUS CBOMX (DYHKITHIA.

4. HenpepblBHOCT. MOHUTOp 0€30MaCHOCTH JOJIKEH (DYHKIIMOHUPOBATH
IIpY JIIOOBIX CUTYAIUSAX, B TOM YUCJIC aBapUIHBIX.

N3 ycnoBust 3 KOppeKTHOU pabOTHI MOTUTUKHU 0€30MaCHOCTH CJIEAYET, YTO
aCCOIIMUPYEMBIN C MOHUTOPOM 0€301MaCHOCTH 0OBEKT, COJIEpXKAIIUA HHPOPMALIUIO
O TpaBWIAX pasTpaHUYCHHUS JOCTYIa, SBISIETCS HanOoliee KPUTUICCKUM
WH(OPMAIMOHHBIM PECYPCOM C TOYKHM 3peHus OeszomacHocTH. Kpome Toro, B
3alMIIEHHON  CcHUCTeMe  JIOJDKEH  TMPUCYTCTBOBAaThH  OCOOBIA  JOBEPEHHBIN
MOJIB30BATENh  (AAMUHHUCTPATOP) CYOBEKTHI KOTOPOTO HMEIOT JOCTYIl K

aCCoOIMUpPOBaHHOMY C MOHUTOPOM 0e301acCHOCTH O6’beKTy.

1.2 Tumnbl nonuTUK 0€30MaCHOCTH

1.2.1 JuckpenuroHHas MOAEIb MOIUTHKN O€30IaCHOCTH

Kak yka3bIBajioch BbIII€, KIIOYEBBIM MOHSITHEM MOJUTHUKU O€30MaCHOCTU
SIBIISIETCS] TIOHATHE «JIOCTYII.

OCHOBOIl AUCKPEUMOHHOW (M30MpaTebHOM) TMOJUTHKU O€30MacCHOCTH
SBJIIETCS UCKPEIMOHHOE yrpaiienue poctynom (Discretionary Access Control —
DAC), xoTopoe onpeaensieTcs 1ByMsl CBOHCTBaMHU:

1. Bce cyOBeKThI 1 0OBEKTHI JOJKHBI OBITh MACHTH(PUITUPOBAHBI.

2. IlpaBa moctyma cyObeKTa K OOBEKTY ONpPENESIOTCS Ha OCHOBAHWUU
3aJJaHHOTO TIPaBUJIA.

Yaime Bcero AMCKpeLUMOHHAs MOJUTHKA (POpMaIU3yeTcsi B BUAE MaTpPHULIbI

JIOCTyTa, B KOTOPOM B MEPBOM CTOJIOIE YKA3bIBAIOTCS CYOBEKTHI, B IIEPBOM CTPOKE



— 00BEKTHI, @ Ha MX MEPECEUCHUH — pa3penieHHbie onepanun. [IpuBenem mpumep
JTUCKPEIMOHHOW MOJIENH, PEATH3yeMOi B OOBIIIMHCTBE OMEPAITMOHHBIX CHCTEM.

[Ipenmonoxum, 9TO WMEETCS TpPU TMOJIb30BaTelsl (CYyOBEKTB) W MSATH
o0wvekToB — daitn 1, daitn 2, daitn 3, CD-ROM u HDD. Ilpu stom omeparuw,
KOTOpPbIE MOKHO MpPOM3BOJUTH Haja oObekTamu: W (3amuch), R (urenuwe), M
(Mmoauduiuposats), E (ucnoausts), C (cozmaBats), F (monHbIi goctyim). Marpuia
JOCTYyTIa TIpeicTaBieHa B Tadmnwmre 1.1.

Ta6muma 1.1 — MaTpuna gocryra

Daitnl ®aiin 2 ®aiin 3 CD-ROM HDD
[Tonp3oBaTensl F F F F F
ITons30BaTenn2 W, M R - - E
ITons30BaTesnn3 - W, M - C E -

B omnepanMoHHBIX CUCTEMaxX, B OTJIMYHME OT CETEH, NMPAKTUYECKH BCErAa
uMeeTcsl Biajenel 00beKTa, Kak MPaBHIIO, TOT CYOBEKT, KOTOPBI €ro Co3fall.
COOTBETCTBEHHO, BIAJENEL] MOXET JEJErMpoBaTh JPYyruM CcyObeKTam IpaBa
noctyna. [Ipumep mpaB goctyna omnepaiuoHHoi cuctembl Windows nokaszaH Ha

pucynke 1.1.




LH| CeorcTea: BupTyanoHble YacTHble CETH

Dewwe | BesonactocTs | MoppoGHo

Wrap obvexra: DA\ Ouperxtop'DocumentshBupTyaneHeie yacTHele ce

rl:lf"'l'll'lbl WK NONE30E3TENA!

J?E, Mpowenume Nposepy
8 CUCTEMA
i!,ﬁumanu:Tpampbl (DIRECTORMAnruHMcTpaTophR)

Monezoeatenk (DIRECTOR lonesogaTenn)

H1obkl MSMEHWTE paSpELIEHIA,

HEXMMTE KKHomKy "MameHnTs ", Wsmers ..

Pazpewerwa ana rpynne
"MonbsoeaTen” PaspewmTe Janpemite

MonHeN pocTyn
WzmereHue

UTeHKE 1 BBINONHEHWE
YreHne

Januce

Drcofible pazpelleHdA

Ytofkl z30aTe ocofble paspelleHIUA MW
NapaMeaTpbl, HEXMMTE KHOMKY
"NononHMTensHo "

NononHUTENEHD

Cmexa [MprreHTE

Pucynok 1.1 — I[Ipumep npas nocryna k daiiny 8 OC Windows

B cereBoit uH@pacTpykType OOBEKTHI, KaK TMPaBHUIIO, CO3JAIOTCS HE
MOJIB30BATEISIMU, a AAMHUHHUCTPATOpPaMHU CETH, KOTOpHIC, SBJSASACH BIIAJICTBIIEM
CEeTEeBOr0 pecypca, MOTYT TMPENOCTaBUTh TpaBa JOCTyNa TE€M WM HHBIM
cyonpekTam. COOTBETCTBEHHO, Y aIMUHUCTPATOPA KaK BiIaJIeblla 00bEKTa UMEETCS
MIOJIHBIN JIOCTYT K CETEBBIM pecypcam (Kak y moJib3oBaTess 1 B Tabmuie 1.1).

PaccmoTpum ceTeByl0 CTPYKTYpY, HOKa3aHHYIO Ha pUCyHKe 1.2.



HurepHer

Mapuipyrusarop Cepsepsl

BuyTpennsis

CCTh

Pucynok 1.2 — Ctpykrypa cetn

B »sTOoM ciyyae aiMHHHCTPATOpy HEOOXOAMMO ONPENEIUTh T€ MpaBa
J0CTyTa, KOTOpbIe HEOOXOAUMBI COTPYIHUKAM NIl CBOeH paboThl. OJIHAKO Tenephb
B Ka4eCTBE 0OBEKTOB BhICTyNatOT He ¢aiisl win mamsaTh [1K, a cereBbie pecypchl,
pacronokeHHble Ha cepBepax u B MHrepHere. [loaToMy mpu HasHaueHWH npas
JOCTyNa aJMUHUCTPATOP JOJDKEH yKa3aTh KakUM CyObeKTaM (TI0JIb30BaTEIIsIM)
JIOJKEH OBITh MPEIOCTaBIeH K KaKUM pecypcaM (00OBEKTaM) U C UCIOJIb30BaHUEM
KAaKUX CETEBBIX MPOTOKOJIOB. [IpuMep MaTpuilbl JOCTyIa MPEACTABIECH B TaOIUIE
1.2.

Ta6numa 1.2 — MaTtpuna goctymna

Be6-cepBep [TouToBrI#i cepBep WNuTtepuer
AMUHHECTpATOP SSH, Telnet, SSH, Telnet, HTTP,HTTPS
HTTP,HTTPS POP,SMTP
PykoBoicTBO HTTP,HTTPS POP,SMTP HTTP,HTTPS
[Tepconan - POP,SMTP -




Tabnuma 1.2 nume NoOKa3plBaeT caMy HJICK0 W CUJIBHO YHOPOIIEHA,
peanbHbIe MaTPHUIIBI HAMHOTO CJIOXHEE.

JIOCTOMHCTBOM JUCKPELUMOHHOW MOJENU SBJISETCS JOCTATOYHO MPOCTast
peanu3anusi.

K HemocrarkamM MOXXHO OTHECTHM CTaTUYHOCTh MOJIMTUKH, TO €CTh IpPH
J1000M HM3MEHEHUU CTPYKTYpPhl CETH, COCTaBa IOJIb30BaTElei, Habopa CETEeBBIX
pecypcoB  HEOOXOOWMO BHOCHTh HW3MEHEHHS B MAaTpHUIly JOCTyna, u

nepeKoHpUrypupoBaTh 000pyA0BaHHE.

1.2.2 ManjaTHass MOZEIIb MOJUTHKU O€30MacHOCTH

[lonuTvka MaHIATHOTO JOCTYIA SIBJISIETCS IPUMEPOM HCIOJIb30BAHMS
TE€XHOJIOTHI, HapaOOTaHHBIX BO BHEKOMIBIOTEPHOUN cdepe. SApkumM mpumepoM
TaKUX TEXHOJIOTHH SBIISIETCS OpraHU3alys CEKPETHOrO JIEJIONPOM3BOJACTBA U
JIOKyMEHTO000pOTa.

OCHOBHBIM TNPUHIMIOM TOJUTUKH MAHJATHOTO JOCTyNa SIBIIAETCS
Ha3HAYeHHE BCEM Yy4YaCTHUKaM Ipolecca (CyObeKTaMm) CIeUualbHOM METKH,
Ha3bIBAEMOW ypOBHeM Oe3omacHocTu. Hampumep, MOTyT CylIecTBOBaTh YpPOBHU
CEKPETHO, COBEPIIIEHHO CEKPETHO, U T.J1. Bce ypoBHM 0€30MacHOCTH JOJIKHBI OBIThH
YIOPSAOYEHbBl B HEPApXUUYECKOW CTPYKType, TO €CTh, HAIpPUMEp, YpPOBEHb
COBEPILIEHHO CEKPETHO BCEr/a HAaXOAMUTCA BbIIIE YpOBHS cekpeTHo. Ilpu »Tom
KaXJIOMYy OOBEKTY NpPUCBAWBAETCS YPOBEHb 0OE€30MAaCHOCTU B 3aBUCUMOCTU OT
coJiepKalleiicss B HeM MHGOpMAaLMK, U KaXAOMY CYOBEKTY MPHUCBAMBAETCS CBOU
YPOBEHb B 3aBUCUMOCTH OT €ro npaB. CyOBbeKT UMEET MpaBo COBEpLIATh ONepaluu
TOJILKO HaJ TEeMH OOBEKTaMH, YPOBEHb KOTOPBIX HE BBIIIE €r0 COOCTBEHHOTO.
Hampumep, coTpyAaHUK, UMEIOMMNA TpaBo paboTaTh C JOKyYMEHTaMu ¢ rpudom
«CEKpEeTHO», HE UMEeT JOCTyla K JOKyMEHTaM C Tpu(pOM «COBEPIIECHHO
CEKPETHOY.

[IpuBenem mnpumep. IlycTh B cucTtemMe HMeeTCs Cleayromuid Hadbop
YPOBHei 0e30IaCHOCTH:

- Top Secret



- Secret

- Confidential

- Non Confidential

MHO0X€eCTBO Cy0OBEKTOB:

- AIMUHUCTpATOpP

- [lonwp30Barens 1

- [Tonp3oBaTenp 2

- 'ocTh

MHO0X€ECTBO 00bEKTOB:

- ®aiin 1

- Daiin 2

- Daiin 3

- CD ROM
- HDD

CootBercTBHE CYOBEKTOB ypPOBHSAM 0O€30MACHOCTH WLIOCTPHUPYETCS

tabmureit 1.3.

Ta0muma 1.3
AJIMUHUCTpPATOP [Tonws3oBarens 1 [Tonwp30BaTens 2 ['octh

Top Secret Secret Confidential Non Confidential

CooTBeTcTBUE OOBEKTOB YpPOBHSIM 0O€30MaCHOCTH  HWILTIOCTPUPYETCS
tabmuuen 1.4.

TaOmuma 1.4
HDD CD ROM daiinel 1, 2 ®daiin 3

Top Secret Secret Confidential Non Confidential

B »TOoM ciiyyae MOHUTOp 0€30MacHOCTH MPH MOMBITKE AOCTyNA CYObEKTa K

00BEKTY TIPOBEPSET YPOBEHb 0€30MACHOCTH M JINOO MPEAOCTABIACT JOCTYII, JINOO

OTKAa3bIBA€T B HEM.




OpnHako y Takod MOJUTHUKU €CTh CYIIECTBEHHBIH HenocTaTok. Hampumep,
eciu cyobekT ['octe 3aBepOyer cyObekra Ilonmb3oBarens 2, W HOMPOCHUT €TO
3anucaTh MHGOPMAIMIO, cojaepiairytocs B (daiiine 1, B daitn 2, popmanbHO
MOJUTUKA 0€30MacHOCTH HapylieHa He Oyner. OmHako cyObekT ['ocTh moiydyuT
noctyn k maHpopmarmu ¢ ypoaem Confidential.

[Tooromy MaHAaTHas TOJHWTHKA JOMOJNHSETCS MNpUHIMIOM bena-
Jlamatybl, KOTOPBIN (POPMYITHPYETCS CASAYIOUIUM 00Pa30M.

Jlns  MaHAATHON TONMHMTHUKH OOSI3aTENIbHBIM  SIBJISICTCS  BBITIOJTHCHHE
CIICYIOIINX MPABUI:

1. No Read Up (NRU) — HeT uTeHHS BBepX: CyOBEKT UMEET IIPABO YHUTATh
TOJIBKO T€ JOKYMEHTHI, YPOBEHb 0€30I1aCHOCTH KOTOPBIX HE BBIIIE €r0 YPOBHS;

2. No Write Down (NWD) — HeT 3amucu BHH3: CYOBEKT MMEET IIPaBO
3aHOCUTbH MH(POPMAIUIO TOIBKO B HE JOKYMEHTHI, YPOBEHb O€30MaCHOCTH KOTOPBIX

HC HHUKC €T'0 YPOBHA.

1.2.3 PoneBas nonutuka 6€30MacHOCTH

B ocHOBe paccMOTpPEHHBIX BbILIE MOAEINIEH MOJUTUKHA O€30MaCHOCTH JIEKAT
B3aMMOOTHOIICHUS MEXIy CyObeKTaMHM M OOBEKTaMU. OTH B3aUMOOTHOILLIEHUS
OTIPENENSIIOTCA MO0 BHEMHUM (HaKTOPOM (IUCKPEUMOHHBIN TOCTYIT), JIOO
BHYTPEHHUM (MaHAATHBIN AOCTYI).

OpHako B peaJbHOM JKM3HM U paboTe TMOJIb30BAaTENN BBIIOJHSIOT
paznuyHble 3aJa4d HE OT CBOEro JMYHOTO MMEHH, a B pPaMKax HEKOTOpOH
JOJDKHOCTH C COOTBETCTBYIOIIMMH (PYHKIMOHAIBHBIMU O00s13aHHOCTSAMU. Takyro
JIOJDKHOCTh MOXHO TPAKTOBaTh KAaK HEKOTOPYIO POJb, KOTOpasl MPEIACTABIISECT
co0Ol HEKOTOpYI0 aOCTPaKTHYH CYIIHOCTh C OINpEeIeJICHHBIMU TMpaBaMu |
MTOJTHOMOYHSIMH.

Posiblo Ha3bIBaeTCs JACWUCTBYIOIIash B CHUCTEME aOCTpaKTHAsl CYIIHOCTb,
oOnaiaronasi HEKOTOPbIM 00bEMOM MOJTHOMOYHI, HEOOXOJUMBIX JIJISl BHITIOJIHEHUS

OIIPpCACICHHBIX 00513aHHOCTEH ITOJIB30BaTEIs.



BBenenne posied NPUBOAUT K JBYXOTAallHOW OPraHU3ALUA CUCTEMBI
pasrpaHUyuCHUs JOCTYyIA:

1. Coznanue posieit u onpeesieHre UxX IpaB A0CTyna K 00beKTaM.

2. Haznauenwue posneit cyobekTaM (TI0JIb30BATEIISM).

[Ipu sTOM ompeneneHue mpaB JAOCTyNa poyied K 0OBEKTaM MPOU3BOJAUTCS
M0 MPUHLHUITY HAUMEHBIINX MOJHOMOYMM. MHaue roBops, Kaxnaas poJib JOJKHA
UMETh TOJBKO TOT MUHUMAJIbHBIN Ha0Op TIpaB JIOCTYIa, KOTOPEI HEOOXOIUM JIJIst
BBITIOJIHEHUS UX (YHKIMOHAIBHBIX 00SA3aHHOCTEH.

B poiieBoit Mozieni BBOIATCS CIEAYIOIIME MHOKECTBA!

- MHOKECTBO MOJIb30BATECIICH;

- MHOECTBO POJIEH;

- MHOKE€CTBO MOJIHOMOYMH (Tabyuiia mpaB JOCTYIIA);

- MHOXXCCTBO CCaHCOB.



2 3amuTa OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K CETEBOMY 000pYI0BAaHUIO

2.1 3ammTa KOHCOJIBHOIO A0CTYMa

Jns peanuzanuu J1I000W U3 PACCMOTPEHHBIX BBIIIE MOJENECH MOJUTHKU
0€30MacHOCTH HEOOXOJUMBI OTIPECIICHHbIE IEHCTBUS C CETEBBIM 000PYAOBaHUEM.
OTU JeUCTBUSI TMPOMU3BOJATCA MyTEeM KOH(DUTypUpPOBaHUSA, KOTOPOE OOBIYHO
OTJMYAeTCs y O0OOpPYAOBaHMSA PA3NUYHBIX MpousBoguTeneid. OmHako oOmIHit
IPUHIIUI OCTAeTCsl HEM3MEHHBIM, IMOATOMY 37€Ch OyJIleM paccMaTpuBaTh MPUEMBbI
KoHpurypupoBanust obopymoBanus Cisco Systems u Huawei Technologies,
[JIaBHBIM 00pa3oM NOTOMY, YTO JaHHbIE MPOU3BOAMUTENN MNPEIOCTABISIIOT IS
o0y4eHus cBoM ceTeBble cuMyisaTopsl — Cisco Packet Tracer u eNSP.

Kak wu3BecTHO, mNpu HavaabHOM KOH(UTypupOBaHHWU 0OOPYHAOBAHUS
(KOMMYTaTOPOB M MapHIPyTHU3aTOPOB) HEOOXOAMMO MOJAKIIOUUTHCA K HHUM C
MNOMOIUIbIO KOHCOJIBHOIO MOpTa (PUCYHOK 2.1).

JUIsi IOAKITIOYEHUSI MO KOHCOJIM HEOOXOJIMMO HCHOJb30BaTh MPOrpammy
IMYISIMK TepMuHaNa. B pananx Bepcusx WIindows ucmosnb3oBaiach mporpaMma
Hyper Terminal, B HacTosiliee BpeMs IIUPOKO UCIOIB3YIOTCS CTOPOHHUE

nporpammsl, Haripumep, PUTTY.

KOoHCONsHLN Kabens RTA

Koucons

e Mexay nocnegosarenbHbiM nopToM (COM) 1 KOHCONbHBLIM
UHTEpdencoM MmapLupyTmusaropa/koMmmyraTtopa ycTaHOBIEHO
dusnyeckoe coeauHeHne.

Pucynok 2.1 — Mnmoctpanusi KOHCOJIBHOTO JTIOCTYIIA



[Tpu ycnentHoM MOAKITIOYEHUH O0TOOPA3UTCS MPUTITIAICHUE OTIePAIMOHHOM
CHUCTEMBI YCTpOHCTBA. BHT IpUriaieHus 3aBUCHT OT THUITA YCTPONCTBA U OT TOTO
peKrMa, B KOTOPOM MBI HaxoauMmcs. Pexxumbr obopymoBanust CiSCO Mmokas3aHbl B
tabmure 2.1.

Tabauma 2.1 — Pesxumbl o6opyaoBanust Cisco

HasBanwue pexxuma [Mpurnamnenue Onwucanue

(Prompt)
User EXEC Mode Switch> [Tomp30BaTENBCKUI PEXKUM
Privileged EXEC Mode |Switch # [TpuBMIIETHPOBAHHBINA PEKUM
Global  Configuration|Switch (config)# Pexum r7100a7IbHOTO
Mode KOH(HUTYPUPOBAHHUS

B Tabmuue 2.1 B mepBoM cTOJIOIE MpEACTaBICHbl HA3BAHUS PEKHUMOB, BO
BTOPOM — MpUIJIAlIeHHe, OTOOpakaeMoe B KOMAHJHOW CTPOKE, B TPEThEM —
OINHCaHHUE.

[Tonb3oBarenbckuit pexum (user mode) ucCHosib3yeTcss ISl MPOCMOTpa
COCTOSIHHSI YCTPOMCTBA, a TaKXe IS Mepexoja B MPUBHICTHPOBAHHBIA PEXHUM
(privileged mode). Hukakux u3MeHeHHMId B KOH(UIypaMOHHOM (aiiie, B TOM
Yuclie YAAJNEHUS U COXPaHEHUs TeKyllell KOoH(Urypaluu, B IMOJIb30BaTEIbCKOM
pEeXHUME MPOU3BOIUTHCS HE MOXKET. B 93TOM pexxume AOCTYMHBI TOJBKO HEKOTOPhIE
KOMaH 16l Bepudukaiyu ShOW, T. €. KOMaHIbl IPOCMOTPA COCTOSIHUSI YCTPOUCTBA.

Jlns mepexoma B TPUBWICTHPOBAHHBIM pekuM B ycrpoiictBax Cisco
UCToNb3yeTcsl koManaa enable. Tak kak MpUBHICTUPOBAHHBIA PEXKHUM SIBISCTCS
NOTEHUUAIbHO ONACHBIM, PEKOMEHIYETCs 3allUTHTh MEepPeXOi B O3TOT PEKUM
naposieM. Kak usBectHo [1], B ycrpoiictBax CiSCO cyInecTByeT HECKOJIbKO BHIOB
naposieii. B wactHocTH, maponu enable password u enable secret kak pa3 wu

00eCIeuynBalOT aBTOPU3AIINIO BXO/1a B MPUBUIICTUPOBAHHBIN PEKUM.




JlaHHBIE TIApPOJM YCTAHABIMBAIOTCA B PEKUME KOH(OUTYPUPOBAHUS C
UCIIOJIb30BaHUEM KOMAaH/I;

R1(config)#enable password manin

R1(config)#enable secret maninl

[TepBas xomaHna ycraHaBiIMBaeT maposib Tuma enable password (mis
npuMepa ObLT BBIOpAaH Iapoyib Manin), Bropas — tumna enable secret (mapoib
maninl).

[Mapoar Ttuma enable password xpaHuTcss Ha  YCTpOHCTBE B
He3amm(poBaHHOM BHJIE, YTO JIelaeT ero ciabo3anuiieHHbpM. Hampumep, ecin
3JIOYMBINUICHHHUK TTOJKIIFOUNTCS 110 KOHCOJIM, BOMICT B MOJIb30BATEIBCKUI PEKUM
U ucHojb3yerT komanay Show running-config, on 6e3 Tpyaa CMOXET YBHICTbH

YCTaHOBJICHHBIN NApOJIb (PUCYHOK 2.2).

I0S Command Line Interface

[FROUCELY
$SYS-5-CONFIG_I: Configured from conscle by conscle

Routergshow ru
Routergshow running-config

Building configuration...

Current configuration : 498 bytes

!

version 12.4

ne service timestamps log datetime msec
no service timestamps debug datetime msec
neo service password-encryption

!

hostname Router

1

1
enable password manin

Pucynok 2.2 — IIpocmoTp naposis

CaMbIM OYEBHIHBIM PpEIIEHHEM OTOH MPOOIEMBbI SBISIETCS XpaHEHHE
napoiis B 3ammudpoBanHoM Buje. [ mmmdpoBaHus maposst MOXKHO HCIOIb30BATh
KOMaHIy Service password-encryption, BBITOJIHIEMYIO B pEKHME TJI00abHOTO
KOH(pHUrypupoBaHus. B aToM ciyuae mpu mpocMoTpe KOHGHUTYypaIiK Tapojib OyaeT

MPE/ICTABIICH B 3alIM(PPOBAHHOM BHJIE (PUCYHOK 2.3).



OnHako Ha TIpaKTUKE HE PEKOMEHAYETCS JaHHBIM CIoCO0 3allUThI
nepexoaa B MPUBHUIIECTUPOBAHHBIN peXuM. J[eo B Tom, 4To mudpoBaHUE B 3TOM
cilydae MPOU3BOJUTCS C UCIOIB30BAHUEM aJITOpUTMa MUGPOBAHUS, OCHOBAHHOTO
Ha omepanu XOR u mocTaTouHO JIErKO mojaromierocs B3iomy. Ludpa 7 mepen
3amu@pPOBaHHBIM TApOJIEM KaK pa3 U YKa3bIBaeT Ha TO, YTO UCIOJIB3YETCS 3TOT

c;1a00 3alUIICHHBIA aITOPUTM IHUPPOBAHUS.

I0S Command Line Interface

. : = A
Current configuration : 504 bytes

!

version 12.4

no service timestamps log datetime msec

no service timestamps debug datetime msec

service password-encryption

!
hostname Router

|}

enable password 7 082C4D400017

--More-- v

Pucynox 2.3 — IIpocmoTp 3ammudpoBaHHOTO MapoJis

[Ipumep pacm@poBKM Maposid, MOKa3aHHOTO Ha pucyHke 2.3, c
VICITOJIB30BAHUEM OJIHOM U3 M3BECTHBIX ITPOrpamMM IMOKa3aH Ha PUCYHKE 2.4.

Cisco Type-7 Password Decoder K3

Cisco Type-7 enciypted password
|082C4D 400017

Decrypted password

Imanin
Exit |

Pucynox 2.4 — PacumdpoBka naposs



Bropoii Tun maposist — enable secret — wmcmonp3yer OoJsiee MOIIHBINA
aJITOPUTM MIKU(GPOBAHUS, OCHOBAHHBIA Ha HCIOJb30BaHUHU X3mI-QyHKiuid (MD5).
Cosmaaum  maponb enable secret w mocMoTpuM ero oroOpakeHHe B
KOH(UTYpAIMH yCTPONCTBA, PUCYHOK 2.5.

I0S Command Line Interface

Current configuration : 523 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
ne service password-encryption

!

hostname Rcouter

!

!

!

enable secret S5 $1SmERr$vsQBGzZ1lELfTKsgVkFgblW.

--More-- | v

Pucynok 2.5 — Oroopaxenue napoJs enable secret

Kak BumHO W3 pHCyHKa, Temephb Mepell MmapojieM CTOUT uudpa 5, 9to H
yKa3blBaeT Ha wucHoyib3oBaHue aiaroputmMa MD5S, u Mbl BUIUM peE3yibTar
BBITIOJTHCHHS XAIII-()YHKIIUH, KOTOpasi, KaK M3BECTHO, HeoOpaTuma [2].

Onnako cineayeT MOMHHUTh, UTO B 3TOM Cydae Mapojib MOKHO MOJA00paTh.
CylecTBYIOT —cClelanibHble TaONMIlBI, BKJIOUYAIONIME B ce0s pe3yJbTarhl
BBITIOJIHEHUS XOMI-PYHKIUN i1 HauOoJiee 4acTO BCTpeUaromuxcsi maposieii. B
HNHTepHeTe ecTh Clenualn3upOBaHHbIC PECYPChI, MOAOUPAOIINE MAPOIU K XDIII-
dyukuusam. TpymnoemkocTs moabdopa maposs enable secret Hanpsimyto 3aBUCUT OT
ero cioxHoctu. OTCIoa cleAyeT OYEBHIHBIA BBIBOJ — MapOJb JOJKEH OBITh
JIOCTATOYHO CJIOKHBIM U HETPUBUAIIBHBIM.

Takum oOpa3oM, C HCHOJIB30BAHHEM IIapOjsi HEOOXOAMMO 3alUTUTh

MPUBUIIETUPOBAHHBIN PEXKUM, COOTBETCTBEHHO, U PEKUM KOHPUTYPUPOBAHUS.



[TomumMo  3amUTBl  OT  HECAHKUMOHUPOBAHHOIO  JOCTyla K
OPUBUIICTHPOBAHHOMY  PEXKUMY, TpH  KOHOUTYPHUPOBAHHUH  O0OpYyIOBaHUS
HE0OX0oaMMO 00ecleunTh 3allluTy M [O0Jb30BaTelabckoro pexuma. Kax
YKa3bIBAJIOCh BBIIIE, MPU BXOJE B IOJIb30BATEIIbCKUN PEKUM 3JI0YMBIIUICHHUK
TaK)K€ MOXKET BBIMIOJHUTH PAJl KOMaHJA W TOJYyYUTh HEKOTOpHIE CBeleHUsS 00
YCTPOWCTBE.

s Toro, 4yToOBl 3aIIUTUTH HE TOJBKO MPUBUICTUPOBAHHBIM, HO U
M0JIb30BATENbCKUN PEKUM, UCIIOJB3YeTCA ayTeHTU(UKALIMS 110 YUYETHBIM 3aIUCsIM
IIOJIb30BATEIICH.

Kak u3BeCTHO, MpU HMCHOJB30BAaHUM YYETHOW 3alHUCH ayTEHTHU(PUKALMS
IIPOBOJUTCS, KaK MHMHMMYM, IIO JBYM IlapamMeTpaM — JIOTMHY W HapoJo.
O4eBUIHO, YTO JIOTMHBI M TMAPOJIM JIETAIBHBIX IOJIb30BATENEH JOJHKHBI T/I€-TO
XpaHUTHCS. /{151 XpaHEeHUsT yUYETHBIX 3alIMCEN UCIIOJIb3YETC J1BA TOAXO0AA:

1. XpaHeHue B JOKaJIbHOM 0a3e HEMOCPEACTBEHHO HA YCTPOICTBE.

2. XpaHeHue Ha crieluaan3upoBaHHOM cepBepe (AAA-cepepe).

Haubonee HafeKHBIM M yIOOHBIM B AKCIUTyaTallMM CIOCOOOM SIBIISETCA
ucnons3oBanue AAA-cepepa (cepBepoB). OpHako B HEOONBIIOW CeETH
ucrnosib3oBanue AAA-cepBepa OOBIYHO TPECTABISETCS HEIEIecO00pa3HbIM,
[03TOMY PaCCMOTPUM CHayajia MepBbIil crocoo.

IIpu cozmanum 0a3bl MOJB30BaTENE HEOOXOAUMO 3HATH, UTO YCTPOWCTBA
CiSCO MO3BOJIAIOT AOCTATOYHO TMOKO YIPAaBJsATh TEMHU MpaBamMu (PUBUIICTHSIMH),
KOTOPBIE MPEIOCTABIIIOTCA KaXXKJIOMY KOHKPETHOMY Mojb3oBaTento. Mmeercs 16
ypoBHeii npuswiernii (ot 0 1o 15), npu 3ToM 1o ymo4anuto B ycrpoiictee Cisco
HACTPOEHBI TPU YPOBHSL:

I. Vposens 0. Ilonb3oBarenb € STUM YPOBHEM MOKET BBINIOIHATH
MUHUMAaJIbHBIN HaOOp KomaH . Ha nmpakTuke ucnosib3yercs KpaitHe peko.

2. VYposenb 1. COOTBETCTBYET IOJIB30BATEIBCKOMY PEXUMY, TO €CTh
M0JI30BATENb C 3THUM YPOBHEM MOXKET BBIMOJHATH BCE KOMaHAbI, JOCTYIHBIE B

IMOJIB30BATCIIbCKOM PCIKHME.



3. YpoBenb 15. CoOTBETCTBYET NPHUBUIETHPOBAHHOMY PEXUMY, TO €CTh
M0JIb30BATENb C 3THM YPOBHEM MOXKET BBINOJHATH BCE KOMaHAbI, JOCTYIIHBIE B
IPUBWIETUPOBAHHOM PEXUME.

YpoBau 2 — 14 MOXHO HacTpaWBaTh, TO €CTb, €CIH KaKOMY-JIHOO
[0JIb30BATENI0 MPUCBAUBAETCS YPOBEHb M3 3TOTO JMAINa30HA, MOXHO B SIBHOM
BUJE YyKa3aTh, KakM€ KOMAaHJbl IPUBUIETHPOBAHHOIO pEXUMa OyayT emy
noctynHbsl. Ecnu ydecTs, 4To 4uciio paOOTHUKOB, OOCITYKMBAIOIIUX CETh, OOBIYHO
HEBEJIMKO, TaKOM IMOAXO0J MO3BOJISET Ka)XJA0My U3 paOOTHUKOB IPEAOCTaBUTh
TOJIBKO T€ MpaBa, KOTOPbIe HEOOXOAUMBI €My Jis PabOTHI.

Co3nganue yd4eTHOM 3amucu TPOU3BOJUTCA B PEXKHUME TIJI00ATHLHOTO

KOH(UTYPHUPOBAHMS C UCIIOJIH30BAHUEM KOMAaH bl
Routerl(config)#username <morun> privilege <yposenn> password/secret <maposn>

B xomanze ucnons3yercs napametp aubdo password, mubo secret, pasuuia
MEXIy HUMH Obuia  paccMoTpeHa  Bblie.  COOTBETCTBEHHO,  OoJjiee
IIPEANIOYTUTENBHBIM SIBIIIETCS UCIIOIB30BaHUE ITapameTpa Secret.

B ciyuae, ecnu co3zpmaercs ydeTHas 3aluCh C NMPUBWIETUSIMU YPOBHER 2 —

14, noctyrHbIe HA ’TOM YPOBHE KOMaH/Ibl YKa3bIBAIOTCS B SBHOM BHJIE:
Routerl(config)#privilege exec level <ypoBenb> <komanma>

PaccmoTpuM mporiecc co3faHus JIOKaIbHOHW 0a3bl Ha KOHKPETHOM
npumepe. [Ipeamonokum, 9T0 B OpPraHM3alMd HMEETCS TPH aJIMHHUCTpaTOpa
(HazoBem wux adminl, admin2 u admin3). Adminl sBaseTcs TJIaBHBIM, €My
JOCTYITHBI BCe KoMaH bl (ypoBeHb 15). Admin2 umeeT noctym K komaHnaam Show
running-config u ping, admin3 — k komangam Show ip route, ping u traceroute.

Co3aaHue JIOKaJIbHOW 0a3bl MOJIB30BaTENICH HILTFOCTPHUPYETCS PUCYHKOM
2.6.

[Tocne oToro HEOOXOAMMO BOHTH B PEXKUM  KOHOUTYPHUPOBAHUS
KOHCOJIBHOTO TOpTa M yKas3aTh, 4YTO BXOJ HEOOXOAMMO TMPOM3BOIUTH C

HCIIOJIb30BaHUEM JIOKAJIbHOU 0a3bl, pUCYHOK 2.7.



I0S Command Line Interface

~
Press RETURN to get started!
Router>en
Routerfconf t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) §hostname Routerl
Routerl (config) fusername adminl privilege 15 secret adminl
Routerl (config) §username adminZ privilege 2 secret admin2
Routerl (config) §privilege exec level 2 show running-config
Routerl (config) §privilege exec level 2 ping
Routerl (config) fusername admin3 privilege 3 secret admin3
Routerl (config) §privilege exec level 3 show ip route
Routerl (config) §privilege exec level 3 ping
Routerl (config) §privilege exec level 3 traceroute
Routerl (config) $~2
Routerls
$SYS-5-CONFIG_I: Configured from conscle by conscle
| v
Pucynok 2.6 — Co3znanue nokajibHOM 0a3bl MOJIb30BaTENEH
Routerl>en
Routerlgcont
Configuring from terminal, memory, or network [terminall?
Enter configuration commands, one per line. End with CNTIL/Z.
Routerl (config)fline con
Routerl (config)£line ceonsole 0
Routerl (config-line) $login leocal
Routerl (config-line) $
v
Pucynok 2.7 — Hactpoiika BXoja 1o JIOKaJbHOH 0a3e
3aiiieM Ha MapIIPyTHU3aTOp dYepe3 KOHCOJbHBIA MOpT Kak admin2 u

nonpoOyeM BBINOJHUTH CHAayYaja 3alpelieHHYI0, a 3aTEM Pa3pelIEHHYO JIJIsl 3TOTO

MOJIb30BATEIS] KOMaHy, PUCYHOK 2.8.



Username:
Username: adming
Password:

Routerlgshow ip route

% Invalid input detected at '~' marker.

Routerlgshow running-config
Building configuration...

Current configuration : 970 bytes

!

versicen 12.4

no service timestamps leog datetime msec
no service timestamps debug datetime msec
no service passweord-encryption

1

hostname Routerl
1
1
I
1
I
1
1
1

username adminl privilege 15 secret 5 $1$mERr$7néje7cSFEKvO.0.40Rj1Q0O
username adminZ privilege 2 secret 5 $1SmERr$4CFVec/€0iQmc.ia/CrCRa/

username admin3 privilege 3 secret 5 $1$mERr$JpUT7SfgWPP7cd43kksZiEKcl

!

--More--

Pucynok 2.8 — [Ipumep BBINOJIHEHUS KOMAH]T

W3 pucynka BUIHO, 4TO KoMaHaa ShOW ip route He Oblia BBIOJHEHA (OHA
3alpelleHa Ui 3TOro MOJIb30BaTels), a KoMaHnaa Show running-config BeiBena
WH(POPMAITHIO O COCTOSIHUN yCTPOMCTBA.

Ha npaktuke mpeacTaBleHHbIM BbIIIE CIOCOO HCMONB3yeTCs peako. Bcee
coBpeMmeHHbIe ycTpoiictBa Cisco momnepxuBaroT ¢pynkmuo AAA (Authentication,
Authorization and Accounting). [y BKIrO4YeHHs JaHHOW (QYHKIIMHA UCIIONb3YETCS
KOMaH/1a

Routerl1(config)#aaa new-model

AyTeHTH(HKAIMSI HACTPAUBACTCS KOMaH/I0M

Routerl(config)#aaa authentication login <method-list> local

[Tapametp local yka3piBaeT Ha HEOOXOAUMOCTD UCIIOIB30BAHUS JTOKATBLHON
0a3el, mapametp Mmethod-list ykassiBaer Ha  HCHONB3yeMBIH  METOJ

ayreHtudukanuu.  Hanmpumep, npu  ucnoss3oBanun  Metoma  default



ayTeHTU(UKALKSA MPUMEHSETCS HE TOJIBKO K KOHCOJIBHOMY, HO U K YIaJCHHOMY
JOCTYITy, O KOTOPOM TOHIET PeUb HIKE.

B 3akimrouenne ocoOeHHOCTEN KOH(MUTYPUPOBAHUS KOHCOJIBHOI'O JOCTYIIA
CIIEAyeT OTMETHTH cieayromiee. [IpakTHUECKH Bce COBpEMEHHOE 000pyI0BaHHE
uMeeT (YHKIHIO cOpoca K 3aBOACKMM yCTaHOBKaM. IIpd 3TOM MOIyT OBITH
COpOIIIEHBI U YCTaHOBJIEHHBIE mapoiu. B ycrpoiictBax CisCO cOpoc mapodeii
MOKeT OBITh 3allpelleH COOTBETCTBYIOIIECH KomaHmoi (N0 Service password-
recovery), oxHako (QyHKIHS cOpoca Mapoisi MOXET OKa3aThCS IIOJIE3HOMA.
[TosToMy Hapsimy ¢ TEXHHYECKHMMH MEPONPHATHIMU II0 3alllUTe I0CTyma K
CETEBBIM  YCTpOMCTBaM  00s3aTelNbHO  JOJDKHBI — PEaIM30BBIBATHCS U
OpraHM3alMOHHBIE — OrpaHHYEHHE (QHUIUYECKOro JOCTylma K YCTPOMCTBY,
HCIIOIb30BAHUE BBIICICHHBIX CEPBEPHBIX KOMHAT, BaHIaJ0yCTOMUUBBIX IMIKA(OB,

HT.AO

2.2 TIpoTOKOJBI YAAJIEHHOTO IOCTYNa K CETEBOMY 000pYI0BaHUIO

Od4eBUHO, YTO TOCIE HayalbHOTO KOH(MUTYpUPOBaHUS OOOPYIOBAHUS
MPOU3BOJIUTh KaKHE-TMOO M3MEHEHUS B PEKHUME KOHCOJIBHOTO JIOCTyNa KpaiHe
HeynoOHo. [loaToMy CymIecTBYIOT MPOTOKOJBI, TO3BOJIIONIME  TOJIYYUTh
YAQJIEHHBIN NOCTyN. 37IeCh PAaCCMOTPUM CaMble€ PACHPOCTPAHECHHBIE W3 HHUX —
Telnet u SSH.

IMpotokon Telnet (Telecommunication Network Protocol) mno3Bomsier
BBITIOJTHUTh YAQJICHHBIM BXO0J Ha J000€ YCTPOMCTBO, CIOCOOHOE paboTaTh B
KauecTBe cepBepa Telnet. B aTom ciyyae moap30BaTelIb MOJIydaeT HHTEPAKTHBHBIN
pabouuii mHTEpPEic, ¢ KOTOPHIM OH MOXET padoTaTh TaK K€, eciau Obl OH

MOJKJIFOUMJIICS TIO KOHCOJIA, PUCYHOK 2.9.
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Knuent Telnet

Cpepaa nokanbHOro KOHMUrypMpoBaHus

= |nternet =

Cpeaa yaaneHHoro KOHMUrypupoBaHua

Pucynok 2.9 — Mumtoctpanus BO3MOXHOCTeH mpoTokosa Telnet

Telnet sBnsieTcss KJIMEHT-CEPBEPHBIM IMPOTOKOJIOM, YCTAHABIUBAIOIINM

TCP-coeanHeHre MEX1y KIIMEHTOM U CEpBEPOM, pUCYHOK 2.10.
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coegnHeHne Y
ycTpoucTea ycTtpoucTea

KomangHan obonouka Monbaoearens Ha

ycTpoicTee

npu Bxoae B Cucremy

Pucynok 2.10 — Apxutektypa npoTtokoia Telnet

Kak u3Bectno [3], mporokon Telnet sBisieTcss ogHUM U3 caMbIX CTapbIX
IPOTOKOJIOB  YAAJCHHOTO  JOCTYNa, TO3TOMY CETOAHS TPYAHO  HAaWTH
o0opy/soBaHKMe, HE MOJICpPKUBAKONIee I3TOT THpoTokon. KoudurypupoBanue

yIAJICHHOTO JOCTYIa 0 MPOTOKOJTy Telnet He sBisieTcs CIIOKHBIM, YTO SIBIISETCS



ero HeCOMHEHHBIM JIOCTOMHCTBOM. OJHAKO JAaHHBIA MPOTOKOJ 00JaNaeT OJXHUM
CYIIECTBEHHBIM HEIOCTATKOM, CYIIECTBEHHBIM C TOYKM 3pEHHUs O€30MacHOCTH
ceTeil — Bce JaHHBIC TMEPENaloTCs B OTKPBITOM BHAE, YTO Ja€T BO3MOXKHOCTH
37I0YMBIIIJICHHUKY TIOMYYUTh TOCTYI KaK K JIOTHHAM H ITapoJIsiM, TTEPEeIaBacMbIM B
nporecce ayTeHTH(PHUKAIINH, TaK U HEMOCPEACTBEHHO K TIepeaBacMbIM JaHHBIM.

C aT0if TOUKH 3peHHs O0sIee MPEAMOYTUTEIHHBIM SIBIISICTCS TPOTOKOI SSH.
[Tporokon SSH mepemaet Bce maHHbIE B 3aTU(POBAHHOM BHJIE, YTO CYIIECTBEHHO
MOBBIIIIACT OE30MACHOCTh CETH. [IpenMmOUYTUTENBHBIM SIBISIETCS HCIOJIb30BaHNE
nocJieIHeH Bepcuu npotokosia SSHv.2 kak Hanbouee 6e3ormacHoi [4].

OcHoBHOM 3amaueld mpoTokona SSH B Hamem ciydae sBISETCA
YCTAHOBJICHHE YAAJCHHOTO COEAMHEHUS C O00OpYyAOBaHUEM, HO, B OTJIMYHE OT
Telnet, B 3aUIIICHHOM peXUME.

Kak wm3BecTHO ™3 Kypca Kpunrtorpaduw, JUisi  3aIIUIICHHOTO
WHPOPMAITMOHHOTO  OOMEHa  MOTYT  HCIOJb30BaThCS  CHUCTEMBI Kak C
CUMMETPUYHBIM, TaK MW C acCHMMETPUYHbIM ImudpoBanuem. HamnbGomee
KPUNITOCTOMKOW SIBIIIETCS CUCTEMAa C CHMMETPHYHBIM IMU(POBAHUEM, OJIHAKO
TJIaBHOW TIPOOJEMON TaKMX CHCTEM SIBIISICTCS OOECIEYeHHUE BO3MOXKHOCTH
pacrpesesieHus] KIIoYei 10 OTKPBITON CeTH. ACHMMETPHYHBIC CHCTEMBI JIMIICHBI
ITOTO HEIOCTATKa, OJTHAKO OHU SIBJSIFOTCS MEHEE KPUIITOCTOMKUMH. DTO 03HAYAET,
9r0 I OOecreueHUs] OJMHAKOBOW KPUIITOCTOMKOCTH B aCHMMETPUYHBIX
crucreMax HEeOOXOIMMO HCIOJb30BaTh Ooiyiee MIMHHBIN Kito4. COOTBETCTBEHHO,
BO3PACTalOT M HAKJIATHBIC pacxoabl Ha ImHdpoBaHWE U pacmUppOBaHHE
nepeaBaeMbIX COOOIIICHUIA.

[Iporokon SSH sBiuseTcs KOMIPOMHUCCHBIM  peIICHUEM — TIPHU
YCTAHOBJICHUHM COCIUHCHHS HCIOJB3YeTCs aCMMMETPUYHOE MU(PPOBAHKUE, MPU
nepeave JaHHBIX — CAMMETPUIHOE.

PaccmoTtpum 310 mogpoOHee Ha ipumepe, pucyHok 2.11.



Knuent SSH-cepgep

Pucynok 2.11 — [Ipumep ucnonbszoBanus npotokoia SSH

B kadecTBe KIMEHTa 3[€Ch BBICTYNACT KOMIBIOTEP aAMUHHUCTPATOpA, B
KauecTBe cepBepa — 000pynoBaHKEe (MapIIpyTU3aTOP, KOMMYTATOp, U T.1.).

KilmeHT MHUIMHMpYET €AUHEHHE C CEPBEPOM, B OTBET HAa 3TO CEPBEP
BBICBUIAET KJIMEHTY CBOW MyOJWYHBIA K04 (HAIOMHUM, B ACUMMETPHUYHOMN
CUCTEME MYOJMYHBIA KIHOY MCIOIb3YyeTCA I IM(PPOBAHMS, YACTHBIM — s
nemuppoBaHus).

Knuenrt, BbIOpaB 1O ONpPENCIICHHOMY 3aKOHY, CBOW KIIOY s
HOCJIEAYIOLEr0 CUMMETPUYHOTO MU(POBaHMSI, 3aTU(PPOBLIBAET €r0 MOTYyYEHHBIM
yOJUYHBIM KJIFOYOM, U OTCBUIAET CEPBEPY.

Cepsep, IIOJIyYUB 3amr(poBaHHbIN CUMMETPHUYHBIN KJTFOY,
pacm@poBBIBA€T €ro CBOMM YacCTHBIM KiIOUoM. TakuMm 00pazom, M KIUEHT, U
CepBEP UMEIOT CUMMETPUYHBIN KITI0U, UCIIOJb3YEMbIH AJI Nepeaadyn JaHHBIX.

CHMMETPHYHBIN KJIH0Y HA3bIBAIOT CEAHCOBBIM, TAK KaK OH JCHCTBUTEIICH
TOJIBKO B TE€YEHHE JAHHOI'O CE€aHca CBA3U. boiee TOro, ceaHCOBBIM KIIFOU MOKET
OOHOBJISITECSA C MCIOJBb30BAaHUEM PACCMOTPEHHOM BbILIE MPOLEAYPHI JIUOO yepe3
OTpe/eNICHHbI MPOMEKYTOK BpPEMEHH, JIMOO TMocie Mepenayd ONpeeIeHHOIO

KoJmuecTBa 0aiiToB. JlnarpaMmma npejicTaBiieHa Ha pucyHke 2.12.



Knuent SSH-cepBep

3anpoc Ha yCTaHOBJIEHUE COEAMHEHUS

| Kpublic
Kprivat
Kpublic

Kseans | Kprivat(Kpublic(Kseans)=Kseans

Kpublic(Kseans)

Kseans(coobienue)

< %

Pucynok 2.12 — Jluarpamma oOMeHa o mpotokosry SSH

Ha pucynke 2.12 nuarpamma npeacTaBlieHa B HECKOJBKO YMNPOIIEHHOM

BHUAC.

2.3 3ammTa yAajieHHOro A0CcTyna

He3aBucuMo OT HMCHOJIB3yEMOI'O MPOTOKOJIA YAAJIEHHOIO JOCTYIa CaMm
JIOCTYIl OpPraHu3yeTcs C UCMOJIb30BAHUEM BUPTyaldbHOro mHTepdeiica Vty. Takum
oOpa3oM, HEOOXOAMMO CHayajla pacCMOTPETh CIOCOOBI KOH(PUTYpUPOBAHMS
BUPTYaJIbHBIX HHTEP(DEICOB.

[TepBolif cioco0 aHaOTWYeH HACTPOUKE KOHCOJIBHOTO MOpTa (CM. PUCYHOK
1.9) ¢ TeM HMCKIIOYEHHEM, YTO OOpaIaThCsl Haa0 HE K KoHcoiabHOMY mopty (line
0), a k BupryanbHoMy (Vty). Tak kak K yCTpOHMCTBY MOTYT YyAaJ€HHO
NOJAKIIOYAThCS ~ HECKOJBKO  TMOJIb30BaTeNield,  OpraHU3yeTcs  HECKOJBbKO
BUPTYAJIbHBIX HUHTEP(HENCcOB (TO €CTh HECKOJIbKO OJHOBPEMEHHBIX YJIaJe€HHBIX

noakrodeHuil). B 6osee crapeix Bepcusax |0S uncio BupTyabHBIX HHTEPGHEHCOB



5 (ot 0 o 4), B 6onee HOBBIX — 16 (0T 0 10 15), ogHAKO AN KOH(PUTYPUPOBAHHUS
HUKaKOW pasHHUIBl HeT. B  ycrpoiictBax Huaweli 1o yMOIYaHHIO YHCIIO
BUPTYaJlbHBIX MHTEPPEHCOB COCTABISIET 5, HO MOXET ObITh YBEIMYEHO 10 15
CIIEHUAIBHOW KOMaH/I0M.

B srom cnydae 11 BKIIIOUEHHUS ayTEHTU(UKALMK 10 JIOKaJbHOU 0Oase
I10JIb30BaTENEN BCEX MSITH BUPTYaJIbHBIX HHTEP(EHCOB UCIIONIb3YIOTCS KOMaH/IbL:

Routerl(config)#line vty 0 4

Routerl(config-line)#login local

Bropoii cnoco0 3aknroyaercss B ucnosib3oBaHuu AAA. Eciu npu
KOH(HUTypUpOBaHUN KOHCOJIBHOTO TOpTa yxe Obula BKItOYeHAa QyHKIus AAA c
napamerpom default, To ayrentudukanus Oyner paboTath Kak JJisi KOHCOJIBHOTO,
TaK U JIJIsl BAPTYaJbHbBIX HHTEPPENCOB.

JlanpHelee KOH(QUIYpUPOBAaHUE YAAJIEHHOTO JOCTyNa 3aBUCHUT OT TOTO,
KaKOM M3  NPOTOKOJIOB  IPEANOJAraercss  MCIojap30BaTh.  PaccMoTpum
KOH(QUTypUpOBaHHE yJAIIEHHOTO JOCTyIa Ha 0a3e mpoTokoinoB Telnet u SSH.

PaccMoTpuMm QparmeHT ceTH, mnokazaHHBIA Ha pucyHke 2.13. [lns
MOJICJIMPOBAHUS Tpollecca KOH(UTYpUPOBaHUS YAAJICHHOIO JOCTyna Oyaem
UCIoJb30BaTh ceteBoii amynsaTop GNS3 [4], a ne Cisco Packet Tracer, BBuay ero

OombIIel PYyHKITMOHATBHOCTH.

WindowsXP-1 R1
v =
—— -
ed/0 fo/o

Pucynok 2.13 — ®parmeHnr cetu

N3 pucynka 2.13 BUgHO, 9TO pacCMaTpPUBAEMBbIN ()parMEeHT CETH COACPKUT
Mapipytusarop (B Hamrem cirydae 3to Cisco 3745), k nopty f 0/0 moakiroueHa

paboyas cranius noj ynpasieaunem OC Windows XP.



Jnsa obecrieuyeHUs] yOAJIEHHOTO JOCTya K MaplipyTU3aTopaMm ¢
UCIIOJIb30BaHUEM ATHX pabOUYMX CTAHIMI HEOOXOAMMO Ha KaKJIOM M3 HUX CO3/1aTh
JOKaIbHYI0 0a3y ToNb30BaTelNe, W HACTPOUTHh BXOJ YEpPe3 BHPTYyaTbHBIN
unTepdelic ¢ ayrentudukanuen mno JokanpHOM 6aze. [IpuBenem HeoOXoaMMBIE
JUISE 3TOTO KOMaHJIbI sl Mapripytuzatopa R1 (komauasl KoH(HUTypupoBaHUs
uHTep(elicoB MapuipyTu3aropa 3Aech NPUBOAWTH HE OyAeM, CUHUTaeM, YTO
uHTep(derichl ObUTH CKOH(PUTYPUPOBAHBI B KOHCOJIBHOM PEKUME):

R1(config)#enable secret <mapoab> — 3agaeM mapoiib Ui BXOAa B
NPYUBUJICTUPOBAHHBIN PEKUM;

R1(config)#username <ums> privilege <ypoBenn> Secret <mapoap> —
CO3JIaeM I0JIb30BATENS C YPOBHEM MIPUBUIICTUH U MTAPOJIEM;

R1(config)#line vty 0 4 — BxoguM B pEKHUM KOHPHUTYPUPOBAHHS
BUPTYaJIbHBIX HHTEP(HEHCOB;

R1(config-line)#login local — 3amaem pexum ayTeHTH(UKAIUK IO
JIOKaJIbHOM Oase.

KondurypupoBanue mapmpyTuszaTopa € HCHOIB30BAHUEM KOHCOJIBHOTO
nopra mokasaHo Ha pucynke 2.14. Kax BugHO W3 puCyHKa, A JOCTyNa B
NPUBUJICTUPOBAHHBIN PEXKUM ObLT HUCIONIb30BaH naposb floorl, B mokanbHOM 0ase

CO3JIaH IM0JIb30BaTeNIb Maninl ¢ yposHem npuBwieruii 1 u maponem 1234.

Pucynox 2.14 — KondurypupoBanue MapiipyTuzaropa



PexomenmyeTcst uCnosib30BaTh IMEHHO TEPBBIN YPOBEHb MPHUBWICTUN TIPH
BXOJI€, TaK KaK B 3TOM Clly4ae IMOJIb30BaTelb MOMalaeT B HENPUBUICTUPOBAHHBIN
peXUM, W JUIA TadbHEHIel paboTel eMy HEoOXoauMo OyAeT BBECTH €Ie OJIUH
napoiib (aBTopu3anus). ITO CYHIECTBEHHO IOBBIIIAET OE30MacCHOCTh JOCTyIa K
YCTPOUCTBY.

[Tocrne 3amycka Ha pabouelt ctaHIMK MpoTokoia Telnet ObpuTo TIpeIIokKeHO
BBECTH JIOTMH U maposib (pucyHok 2.15). Tak kak mis mojb3oBaresas maninl Obur
ONpENENICH TEPBbIM ypPOBEHb MNPUBWIETMH, JaHHBIA II0Jb30BATENb IOCIE
ayTeHTH(UKauu ObUT TepeBelieH B HEMPUBHUICTUPOBaHHBIN pexkum. I[locre
HaOopa komaHael €nable (mepexonq B NPUBMIICTHPOBAHHBIA PEXHAM) OBLIO

NPE/JI0’KEHO BBECTH JIOTIOJIHUTEILHBIN TTapoiih (pUCYHOK 2.15).

".: ) Mowck MsBparHoe 64 > ] _-‘.vi

1 7 - -

2] telnet:1192.168.1.1 v | EJ nepexoa  Conkn >

& Telnet 192.168.1.1

User Access Verification

: maninl
Password:
R1>enable
Password:

R1

Pucynok 2.15 — AyreHTuduKaIms nojb30BaTelis NPy yIaJeHHOM JI0CTYIIe

Kak ykasbiBasioch Bbiiie, potokon Telnet mepemaer maHHbIe B OTKPHITOM
BHUJIE, CJIEIOBATEIILHO, UX MOXHO MepexBaTtuTh. J[st mepexBata Tpaduka Oyaem
ucrons3oBate mporpammy  WireShark [5]. Pesynmprar aHanm3za makeTos,

MPOXOMSIIUX MEXAy padodeil cTaHUMeW W MaplIpyTU3aTOPOM MPU yAATEHHOM



JIOCTYIIE C HCIIOJIb30BAHUEM JAaHHOW MPOrpaMMbl WIUIFOCTPUPYETCS PUCYHKOM

2.16.

A Wireshark - Follow TCP Stre:

User Access Verification

Username: .......... xterm-256color.... ..!..!..... S e #mmaanniinnll
ﬁassword: 1234

§1>eennaabbllee

&assword: floorl

R1#

Pucynox 2.16 — Pe3ynbpraT ananu3a nepeaaBacMbIX JaHHBIX

W3 pucynka 2.16 BuAHO, YTO OBLT HKCIOJIB30BaH BXOJ TOJIH30BATEIS
maninl ¢ maponem 1234, nns BXOoJa B TNPUBUICTHPOBAHHBIA PEXKUM OBLI
ucnonb3oBaH naposb floorl, Bxom ObuT BBIMOMHEH yenemHo. TakuM o0pa3oM, mpu
nepexBaTe COOOIICHUH HAPYIIUTENb MOJy9aeT JOCTYI K JIOTHHY W TapoJjIsaM.
[TosTomy mpoTokos Telnet Mo)KHO UCTIOIB30BaTh TOIBKO B JIOBEPEHHBIX CETSX.

[Tpu ncronp3oBannu SSH MapuipyTu3atop HYKIaeTcs B JOTIOTHUTEITBHBIX
HACTpPOWKaX, TaK KakK OH JOJDKEH CTeHEepPUpOBaTh KIIOUM (CM. MPEIbLTYITHI
naparpad). s konpurypupoBaHus UCTIONB3YIOTCS CISAYIOMINE KOMAHIbI:

ip domain <ums> - yka3aHHE WMEHHU JOMEHA, K KOTOPOMY OTHOCHTCS
MapHIpyTU3aTOp. ITO UMSI HUCIONB3YETCS JUIsl TeHepaluu KIro4ed mubpoBaHUs
(COBMECTHO C HWMEHEM MapIIpyTU3aTopa, MOITOMY MpPU KOH(PUTYPUPOBAHHUH
crangaptHoe uMms R1 takke HEOOXOAMMO U3MEHHUTH).

key generate rsa - renepupyer RSA-xmou, mociae vero IOS mpocut
BBECTH JIJTUHY HCIIOJIB3YEMOTO KITIOUa.

transport input ssh - ykaszanme MapiipyTu3aTtopy, 4To IS yAaJCHHOTO

BXOJIa JIOJDKEH HCIIONBh30BaThCS TOJBKO MPOTOKON SSH (B mpoTMBHOM ciydae



KoHuUrypupoBanue SSH tepsieT cMbIC, Belb MOXKHO OYJEeT MOAKIIOUUTHCA U TIO0

Telnet).

[Tpumep KOHMUTYPUPOBAHUS MapIIPYTH3aTOPa IIOKA3aH Ha pucyHke 2.17.
P R1 - o IEl

,,,,,,,

<

Pucynok 2.17 — [Ipumep KOHQUTYpUpOBaHUS MapLIpyTHU3aTOpa

VYaaneHHpId BXOJ HA MapIIpyTH3aTOp C HCIOJB30BAHUEM IPOTPAMMBI
PUTTY wmmoctpupyercss pucyHkoM 2.18, pesynbprar aHanm3a mnepegaBaeMbIX

JAHHBIX C UCTOJb30BaHKeM nporpammbl WireShark — pucynkom 2.19.



Z 192.168.2.1 - PuTTY
0 manin

pard-interactive authentication.

Manin>enable

Password:
Mani I'L#I

Pucynox 2.18 — Y nanenssiii JocTyn 1o nmpoTokoiry SSH



M Wireshark . Follow TCP Stream (tcp.stream eq 0) - wireshark_-_20180412161323_a74888 - O X

SSH-2.@-PuTTY_Release_0.70 A
SSH-2.@-Cisco-1.25

............. "m.U.*..5....diffie-hellman-groupl-shal....ssh-rsa...)aes128-cbc,3des-
cbc,aes192-cbc,aes256-cbc...)aes128-cbc,3des-cbc,aes192-cbc,aes256-cbc. . .+hmac-
shal,hmac-shal-96,hmac-mdS,hmac-md5-96...+hmac-shal, hmac-shal-96,hmac-mdS, hmac-
B05-96% . i NONE: o'« «NOTIC c'a/s a/a's a'nsaasssasssss BSEEARA AT A curve25519-
sha256@libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,diffie-
hellman-group-exchange-sha256,diffie-hellman-group-exchange-shal,diffie-hellman-groupl4-
shal,rsa2048-sha256,rsal@24-shal,diffie-hellman-groupl-shal...Wssh-rsa,ssh-
ed25519,ecdsa-sha2-nistp256,ecdsa-sha2-nistp384,ecdsa-sha2-nistp521,ssh-dss....aes256-
ctr,aes256-cbc,rijndael-cbc@lysator.liu.se,aes192-ctr,aes192-cbc,aes128-ctr,aes128-

cbc, chacha2@-poly13@5@openssh.com,blowfish-ctr,blowfish-cbc,3des-ctr,3des-
cbc,arcfour256,arcfourl2s8....aes256-ctr,aes256-cbc,rijndael-cbc@lysator.liu.se,aes192-
ctr,aes192-cbc,aes128-ctr,aes128-cbc,chacha2@-polyl3@5@openssh.com,blowfish-
ctr,blowfish-cbc,3des-ctr,3des-cbc,arcfour256,arcfourl2s....hmac-sha2-256,hmac-
shal,hmac-shal-96,hmac-mdS, hmac-sha2-256-etm@openssh.com,hmac-shal-etm@openssh.com,hmac-
shal-96-etm@openssh.com, hmac-md5-etm@openssh.com....hmac-sha2-256,hmac-shal, hmac-
shal-96,hmac-md5, hmac-sha2-256-etm@openssh.com,hmac-shal-etm@openssh.com,hmac-shal-96-
etm@openssh.com,hmac-md5-etm@openssh.com... none,zlib...

none,ziibo oo o v s B e aaieua S e o IS el
Fo U e s s KouniNKerDa0s e sdnansexOBBaMa et s (s eBomansD>leeaDoVa (aaVets
) s e UN. .= QEB.#. AW, i v caa 7KG e Tia e e i m SSh=CSal . s aisaanaeana
AL A 51 P APy
(. xq...Hp..rV
CAE TR A e s o e s e s 13 [P.h.p.S! = XML LD N e e "|C.~ 1
b v K9t o Ek=) pea
R N e Y O e et mrna | T () 2 O Wimwm ) D
;QF sRee s Ho e EQal g Gb Y s k0 M. By L as R R A ssh- v
Packet 23. 28 chent pkis), 31 server pkas), 49 turn(s). Qlick to select.
Entire conversation (5843 bytes) v Show and save data as ASCII % Stream
Find: | | [ Findnext |
Filter Out This Stream Print Save as... Back 3aKpbITh Cnpaska

Pucynok 2.19 — Pe3ynpraT aHanu3a nepeaaBacMbIX JaHHBIX

W3 pucynka 2.19 BuAHO, 4YTO MNPH HCIOIB30BAaHUHM TMpoTOoKona SSH
IIePeXBATUTh JIOTUH W TAPOJIM, HCIONb3yeMble [UIs YIaJCHHOrO JIOCTYIIa,
CTaHOBHTCSI TPOOIEMATHYHO.

B 3akiroueHue HEOOXOAMMO OTMETUTH ClieAyromiee. Bce coBpeMeHHbIE
CeTEeBbIC YCTPOMCTBA TMO3BOJISIIOT HACTPOMTH AyTEHTH()UKAIUIO yIAICHHOTO
JOCTyNa C MCIONb30BaHUEM 0oJiee HOBOTO W YHHBEPCAIBHOTO METOJa, KOTOPBIH
TOJTy4nsT Ha3BaHue aaa new-model. OcHoBHOE OT/IMYKE €r0 COCTOUT B TOM, YTO
IIPU HACTPOWKE CO3/1aeTCs TaK Ha3bIBaeMbIil MeTo1 ayTeHThuKarmu (method-list),
KOTOPBIN ONpeessieT, Kak OyAeT MPOUCXOIUTh ayTeHTU(UKAINS TIPU Pa3TUIHBIX

cmocobax goctyna. Ecim B kadectBe method-list wucnonesyercs default,



HA3HAYCHHBIN crmoco0 ayTeHTudukanuu OyaeT paboTaTh HpH JFOOBIX Crocobax
JIOCTYIIA K YCTPOMCTBY.

B paccMoTpeHHOM BBIIIE TIPUMEPE MOKHO OBLIO MCTIOIh30BaTh KOMAH/IBI:

R1(config)#aaa new-model

R1(config)#aaa authentication login default local

B sToM ciyuae mosiBisieTCss BOSMOXKHOCTD JIJISl Pa3HBIX CIIOCOOOB JOCTYIa
(consol, vty, aux) 3amaBaTh cBOM MeTOIbI ayTeHTH(UKanuu. B Hamem mpumepe
IpU  WCIOJNB30BaHMU  JIOOOTO  cmocoba  goctynma  OymeT  IpHMEHEHa
ayTeHTU(UKAIKS 110 JJOKAJIBHOH 0a3e moJib3oBareeit (mapamerp local).

Kpome TOrOo, Ha mpakTHKE HE CTOUT MpEeHEOperatb MOMOIHUTEIHLHBIMU
BO3MOXKHOCTSIMHU OTpaHUYEHUS JIOCTYyIa, KoTopble penoctasisieT 10S. Hampumep,
MOKHO OTPaHHYUTH TaM-ayT CECCHUH, YUCIO W HMHTEpPBAJ BPEMEHH, B TCUCHHE
KOTOPOTO MOKHO ITOBTOPHO BBOJUTH IApOJIh B ciiydae ommoku, u 1.1. [IpuBeaem
371ech HauOoJIee 4acTo ynorpeoisieMble KOMaH/Ibl:

R1(config-line)#exec-timeout 5 0 — BeMunHA TaliM-ayTa cecCHH (5 MHH.
0 cex.);

R1(config)#ip ssh time-out 15 — orpannueHue BpeMEHH BBOJA JIOTHHA W
apoJs;

R1(config-line)#transport input ssh — pasperienue ymajaeHHOro BXOja
TOJIbKO 110 TipoTokosry SSH (Telnet padorats He Oyner);

R1(config)#login delay 5 — 3amanue uWHTepBajga MEXIy MOBTOPHBIMU
BBOJIAMH TTapOJIs;

R1(config)#login block-for 60 attempts 3 within 30 — GiiokupoBka Bxo1a
Ha 60 cexyHn, ecnu B TeueHue 30 cekyH ] ObUIo 3 HEYJauHbIX MOMBITKYA BXO/A.

Kpome ayreHTuduKanmmm u aBTOpU3AIMH, HA JIOKAJbHOM YyCTPOWMCTBE
MOJKET ObITh HaCTpOeH u yueT (Accounting), XoTs yaiiie OH UCIoJb3yeTcs ¢ AAA-
cepBepoM. J[J1s1 3TOTO BKIIFOUASTCS TaK HA3bIBAEMOE JIOTHPOBAHUE KOMAHII, a CaMH
JIOTH JIOKAJTBHO XPAHATCS Ha YCTPOMCTBE.

Komanpsr.

R1(config)#archive — BxiroueHue GyHKIIUN XpaHESHUS] KOMAHT;



R1(config-archive)#log config — Bxom B pexum koHpHUTypHpOBaHHS
apXuBa;

R1(config-archive-log-cfg)#logging enable — Bkmoyenne GyHKIUH
JIOTUPOBAHUS BBOJAMMBIX KOMaH/I;

R1(config-archive-log-cfg)#logging size 200 — yka3aHue Ha KOJHUYECTBO
MOKAa3bIBAEMBIX CTPOK;

R1(config-archive-log-cfg)#hidekeys — yka3zanme Ha «BBIpe3aHHE)
apoJIcH.

[TpocMOTp apXuBa BBINOIHICTCS MPU IMOMOIIK KoMaHasl Show archive log

config all.

2.4 IIpakTyeckoe 3a1aHne

2.4.1 Hcnone3ys mnporpammubiec mpoayktel (Cisco Packet Tracer wmm
GNS3) wnu peanbHOe 000pYyIOBaHHE, MOAKIIOYHTHCS K KOHCOJIBHOMY IOPTY
yCTpoMcCTBA (KOMMYyTaTtopa wid mapupyrtuzatopa). Co3nare maposb A BXoAa B
MPUBUJIETUPOBAHHBIN PEXKUM, UCTIONB3Ys apameTp Secret. Co3nath TpU y4eTHbBIC
3aMCH C Pa3HbIMU YPOBHSIMU MNPUBWIETUH, Ucnonb3ys QyHkuuio AAA. Ilpu
CO3/IaHMM YUYETHBIX 3alMCEN HCIOJIb30BaTh JIOTUH <(paMUJIMA B AHTJIHNCKOU
TpaHCKpUNUMUNey4deTHo# 3anmucu>. [IpoBepuTh paboOTOCIIOCOOHOCTH CHUCTEMBI
ayTeHTU(PUKALIUU T10 JIOKAJIbHOM 0a3e MoJIb30BaTeeH.

2.4.2 Tloaxirounth K ogHoMy wu3 Etrhernet-moproB mapmipyTtu3zaTopa
pabouyro cTaHIUIO, Tpow3Beas HeoOxoaumblie Hactpoiku (IP-ampeca moprta
Mapuipytuzaropa u padodeit craniuu). OCyecTBUTh YAaJIE€HHOE MOJKII0YEHUE K
MaplHipyTH3aTopy C  UCIONb30BaHMeM  mpotokona  Telnet.  TlpoBeputh
paboTOCIOCOOHOCTh CUCTEMBI ayTEHTU(UKAIIH.

2.4.3 CxoHbuUTypupoBaTh MapIIPyTU3aTOp s PabOThI C MPOTOKOJIOM
SSH, wucKkiII0UYMB BO3MOXHOCTH HCIOJIB30BaHMs Tporokona Telnet. Mcmonbsys
SSH-kiMeHT, ocylecTBUTh YAQJIEHHOE TMOJKIIOUEHUE K MAapLIPyTHU3aTOpy C
ucrnosib3oBanueM mnpoTokona SSH. I[Ipoeputh pabOTOCTIOCOOHOCTH CHCTEMBI

ayTeHTU(PUKALIUH.



[TPUMEYAHUE. Ecnu nng BbinojaHeHus 3afaHus 2.4.3 HCHOJIB3YETCs
Cisco Packet Tracer, mis moakirodeHuss pabodei CTaHIMU O MPOTOKoIy SSH
HEO0XO0IMMO MCTIOJIb30BaTh KOMaHIHYIO CTPOKY U KOMaH/Iy:

PC> ssh —| <aorun> <IP-agpec>

IIpu ucnonszoBanuu smynsiTopa GNS3 wim peanbHOro 000pyAOBaHUS

HEO0OXOIMMO HCIIOIB30BaTh 1000 SSH-kmuent, Hanpumep, PUTTY.,



3. HUcnonwszoBanue AAA-cepBepa Il 3allUThl JIOCTYNa K CETEBOMY

000pyI0BaHUIO

3.1 OcHOBHBIE NOHSATHUS

Kak yka3piBasioch B TpenblAylIed TJiaBe, MOMHMO HCIOJIb30BaHMUS
JOKanbHOM 0a3bl MOJb30BaTeNeH, I ayTeHTU(UKAIMU U  aBTOPHU3aLUU
IIOJIB30BATENIEN IUPOKOE MPUMEHEHNE HaxXoAIT AA A-CepBepHI.

Hcnons3zoBanne AAA-cepBepa sBisieTcs: 6ojiee ynoOHbIM, 0€30MaCHbIM, a
Tak)Ke MacuTabupyeMbiM criocoboM. Bo-mepBbix, st 100aBiICHMS, UCKIIOUYEHUS
WIM W3MEHEHUs IpaB TMOJIb30BaTeIel B ASTOM ClIydyae HET HEOoOXOAMMOCTU
oOpalmaThCsl K KaXXKIOMY M3 MHOXKECTBA CETEBBIX YCTpoMCTB. Bo-BTophix, 0a3a,
XpaHAIAsACs HAa CepBepe, Jydylle 3allulieHa. B-TpeTbux, Npu MEPHOAUYECKOU
CMEHE Naposied oOpamaTbCsi MPUXOAUTCS TOJNBKO K CEpBEpPY, a HE KO BCEMY
MHO>KECTBY CETEBBIX YCTPOMCTB.

OOt  anropuT™M ayTEeHTU(PUKAIIMM W aBTOPHU3AIMU T0JIb30BaTelen
COCTOUT B CJIEAYIOLIEM.

1. Tlonb3oBarens mMbITaCTCA MOAKIIOYUTHCA K CETEBOMY YCTPOMCTBY
(Hampumep, MapHIpyTU3aTOPY) C MCIOJB30BAHHUEM OJHOTO U3 PAaCCMOTPEHHBIX
BBIIIE CIIOCOOOB (HAampuUMep, ¢ UCIOJIb30BaHUEM mpoTokoynia SSH), BBoAsS cBou
yY€THbIE JaHHbIE (JIOTHH, TApOJIb).

2. Mapuipyrtusatop oOpartaercst K AAA-cepBepy U MepeiaeT eMy yUeTHBIC
JTAaHHBIE MOJIb30BATETIS.

3. AAA-cepBep OTHICKUBAE€T B CBOEH 0a3e COOTBETCTBYIOIIYIO YUETHYIO
sanuch (Authentication) u onpenessier ypoBenbs npuBuieruit (Authorization).

4. AAA-cepBep TIepechUIa€T MApIIPYTU3aTOPY COOTBETCTBYIONILYIO
nHpopmaIuio (yCemHOCTh ayTeHTU(PUKAIINH, YPOBEHD MPUBUIICTHIN).

5. AAA-cepBep puxcupyet nanHoe coobiTre (Accounting)

6. MapuipyTuzatop OTKpbIBaeT AOCTYH MOJIb30BATENS K 000PYJIOBAHUIO C

Y4E€TOM YPOBHSI IPUBUJIETUH.



O4eBHIHO, YTO B 3TOM cllydyae MH(OPMALMOHHBIA OOMEH, CoAep Kallui
KOH(QUICHIIMAIBHBIE JaHHBIC (JIOTHH, MApOJId) MPOUCXOTUT HE TOIBKO MEXIY
KOMIIBIOTEPOM  IOJIB30BaTeNsl W MapuIpyTM3aTOpoOM, HO W MEXAy
MmapuipytuzatopomM u AAA-cepBepoM. OUeBHUIHO, YTO JJSl 3TOTO HEOOXOAMMO
UCIIOJIB30BaTh IPOTOKOJIBI, HAJIEKHO 3alMUIAIOIIME IEpEAaBacMble JaHHBIE OT

nepexsara. K takum nporokonam otHocstcs RADIUS, DIAMETER, TACACSH,

U P APYTUX.

3.2 Vcnonn3oBanue nporokosnoB RADIUS u TACAS+

Heobxogumo otmetuth, uto 1 RADIUS u TACAS+, kak u npyrue, He
paccMmaTpuBaeMble 3/1eCh MPOTOKOJBI YIAJIGHHOTO JOCTYyMa, pa3padaThlBAINCh HE
JUTSL TOCTYIIa MMEHHO K CETEBBIM YCTPOWMCTBaM, a BOOOIE K JIOOBIM CETEBBIM
pecypcam. IlosTomy oOmas cxema oOpraHu3aldd YAQJICHHOTO JOCTyIa

WJUTEOCTPUPYETCS PUCYHKOM 3.1.

VY naneHHsbIi OobwmenocrynHas NAS KopmoparusHas
OJIL30BaTEIb IP-ceTh IP-ceTh

Telnet/SSH Telnet/SSH

AAA-cepsep

Pucynok 3.1 — Opranuzanus yJaneHHOro J0CTyIa

Ha cxeMe moka3aH yIoaJIeHHBIM IOJIb30BATENb, NBITAIOMIMNACS TOJYYUTh
JIOCTYIl K pecypcaM KopmopaTtuBHOU ceTu. [[ns atoro on oOpamraercs k NAS
(Network Access Server — cepsep ynanenHoro gocrtyma). NAS B o0imeM ciydae
SBJISICTCS CETEBBIM 3JIEMEHTOM, OOECHeUMBAIONIMM yaaldeHHbIH moctyn (Remote

Access). MudopmannoHHOe B3aUMOCHCTBHE MCXKAY YAAJICHHBIM I10JIb30BATCIIEM



u NAS ocyiiecTBIsieTCs ¢ UCMOJIb30BAHUEM PACCMOTPEHHBIX BBIIIE MPOTOKOJIOB —
Telnet umu SSH. IIpu 3TOM B3aMMOCHCTBUY yIaJICHHBIA TOJIH30BATENb SBISICTCS
kiueHToM, a NAS — cepsepom.

MoskeT ObITh M OOpaTHasi CUTyalus, KOTJa MOJb30BaTeNIb HAXOIUTCS BO
BHYTPEHHEH CEeTH, W 3allpaliiBaeT JOCTYIl K BHEIIHUM pecypcaM, Harpumep, K
HNnTepHer.

[Tpu B3aumopeiictuu NAS ¢ AAA-cepepom NAS sBisieTcs: KIIMEHTOM, a
AAA-cepsep — cepBepoM. COOTBETCTBEHHO, B3aUMOJICHCTBUE OCYIIECTBIISIETCS C
ucrosib3oBanueM mpotokonoB RADIUS umu TACACS+.

B cmyuae noctynma mMeHHO K MapuipyTu3aTopy oH caMm u sBisiercs NAS,
3ampaniuBas JOCTYIl K camoMy cebe y AAA-cepBepa.

[Mporokon RADIUS (Remote Authentication in Dial-In User Service)
nepenaet nannbie B cocrabe UDP-cermenToB (moptel 1812 u 1813) u pabortaet mno
CIICHApUIO KJIMEHT-CEepBEp. YTPOIIEHHas auarpamMmma HH(OpMalMoOHHOT0 oOMeHa
moka3aHa Ha pUCyHKe 3.2.

Ocob6ennocteio  mporokoia RADIUS saBnseTcs TO, YTO MPOLECCHI
ayTeHTU(UKALMA U aBTOPU3AIIMU JIOTUYECKH HE OTAENCHBI Ipyr oT Apyra. Ecim
[0JIb30BaTeNb AyTEHTU(ULUPOBAH, €My AaBTOMAaTHYECKH MPENOCTABISIOTCS Te

MpaBa, KOTOPbIE UMEIOTCS B €70 YUYETHOMW 3aIUCH.



RADIUS- RADIUS-

KIIMCHT

cepsep
Access Request
Access Accept
Access Reject
Access Challange
v v

Pucynok 3.2 — Undopmannonnsiii ooMen no mpotokoiy RADIUS

Kak BuaHo u3 pucysHka, Ha 3ampoc kiaueHta (Request) cepep moxker
BbIIaTh pasperieHne Ha jgoctyn (Accept), samper npoctyma (Reject), nmbo
3alIPOCHUTh JOMOJHUTEIbHYIO HHpopManuto (Challenge).

Oco0eHHOCTBIO MTPOTOKOJA SIBJIIETCA TO, UTO MpHU Iepefade MHUPpyroTcs
HE BCe JaHHBIE, a TOJIbko mapoib. Kpome Toro, RADIUS sBnsieTcss OTKPBITHIM
IPOTOKOJIOM, TOATOMY €ro MOJAJIEPKUBAET MPAKTUYECKH BCE COBPEMEHHOE
o0opy10BaHUE.

IMpotokon TACACS+ (Terminal Access Controller Access Control
System) siBisieTcs pa3pabotkoit Cisco Systems, obecrieunBaeT nepeaady JaHHbIX B
coctaBe TCP-cermenToB (mopt 49) u mmmdpyeT Bce nepeaBaeMble JaHHBIE.

Kpome Toro, mporeccel ayTeHTU(GUKAIMM ¢ aBTOPU3ALHUU B OSTOM

IMPOTOKOJIC JIOTHMYCCKH Ppas3ACICHBI, YTO ACIAacT €ro ropasao boiee FH6KHM, qEM



npotokon RADIUS. HWuadopmanmonHsiii oOMeH TMpH  ayTeHTU(UKALUN

WJUTKOCTPUPYETCS PUCYHKOM 3.3.

TACACS+- TACACS+-
KJIUCHT cepep
@ S
NS
START
GETUSER
CONTINUE(Mms ons30BaTesst)
GETPASS
CONTINUE(ITaposs)
PASS/FAIL
v v

Pucynok 3.3 — InpopManoHHbIi 0OMEH NpH ayTeHTU(PUKAIUN

NAS (B kauecTBE KOTOPOTO B HAIlIEM CIy4yae BHICTYINAET MapIIpyTH3ATOP)
noceiaeT cepepy naker START ns Havana npornecca ayrentudukaruu. Cepsep
B orBeT otchutaeT maker GETUSER, copepxammii B cebe 3ampoc HMEHU
MOJIb30BaTENsl. MapiipyTHU3aTop 3alpaiimBacT UMs TOJIb30BATENS Y yIaJCHHOTO
KJIUCHTA, TOJy4aeT ero (HampuMmep, ¢ HCIOJb30BaHHEM mpoTokoja SSH), u
ornpasisieT cepBepy B makete CONTINUE.

CepBep B makere GETPASS ornpasnser 3ampoc Ha  apoib.
MapuipyTu3aTop OTIpaBIsSET 3ampoC MApOoJis TOJIb30BATEIN0, TOJydaeT €ro, u

ornpasisieT cepBepy B makete CONTINUE.



CepBep cBepsieT MOyICHHBIC UMsI ¥ TIAPOJIh CO CBOCH 0a30i, U OTIPABIISIET
MapuipyTuszaropy Jmbo monarBepxkaenue ayreHtudukammu (PASS), mubo orkas
(FAIL).

B mpouecce aBropuzanum TACACS+ ucnosb3yercs ABa THMA MAKETOB:
REQUEST (3ampoc) u RESPONSE (otBer). JlaHHBIN mpoiiecC aBTOpU3aLUU
MOJIb30BATEIIS KOHTPOJUPYETCS OCPEJICTBOM oOMeHa napamu
«atpulyTt/3HadeHne» Mexay cepsepom 3ammutel TACACS+ u cepBepoM ceTeBOro
noctyna. Paccmorpum mpouecc aBropuzanuu TACACS+, B KOTOpoM cepBep

CETEBOro JOCTymna oOMeHUBaeTca naketamu aBropusanuu ¢ cepsepom TACACSH,

pPUCYHOK 3.4.
TACACSH- TACACS+-
KIIUCHT cepBep
REQUEST
RESPONSE
A\ A\

Pucynox 3.4 — adopmanioHHbI# 0OMEH ITpU aBTOpU3AIIN

Cepgep cereBoro gocrtymna (kiaueHt) nocbinaeT maker REQUEST cepepy
TACACS+. JlanHbBII makeT COAEPKUT (DUKCUPOBAHHBIA HAOOp MOJEH,
UACHTUDUIIMPYIOIIMX ITOIH30BaTENs WM MPOIECC, a TAKXKE TEPEMEHHBI HA0O0p
apryMEHTOB, OMKCHIBAIOIINX CEPBUCHI M TApaMeTphbl, HEOOXOAMMBIC IS
aBTOPU3AIUH.

CepBep TACACS+ Bo3Bpamaet kineHty naker RESPONSE, coaepxkanuii

NepeMEHHBI Ha0Op apryMeHTOB oTBeTa (mapsbl "arpuOyt/3HadyeHue"). T mapbl



CTPOSITCSI HAa OCHOBE paHee 3aJaHHbIX pa3pelleHud AJi1 JAaHHOTO IOJIb30BaTeds,
XxpaHuMbIx B (aitne konpurypamun TACACS
CepBep ceTeBOro J0CTyla HCIOJIb3yeT Maphl "aTpuOyr/3HaueHue" s
TOTO, YTOOBI 3amlpeTUTh, pa3pElIUTh WIM MOAUPHUIMPOBATH BO3MOXKHOCTU
MCIIOJIb30BAHUSI KOMAH/]I U CEPBUCOB, 3aIPAIIMBAEMBIX MOJIb30BATEIIEM.
Paccmotpum  mponecc koHurypupoBaHusi AAA-cepBepa, HUCIONb3YS
oecrmatabiit ipoekT [6]. [ns storo B GNS3 cobepem cxeMmy, moka3zaHHYIO Ha

pucyHke 3.5.

e0/0

\ Ethernetswitch-1 R1
2 '-\(_ ‘ fo/o @
; ‘el \ =
/ ed
Linux-1 _
P

L. e0/0

Pucynok 3.5 — Cxema ceTn

Kak BugHO u3 pucynka 3.5, B cxeme umeercs AAA-cepsep (tacacsgui-1) u
pabouas cranmus (Linux-1), ¢ koTopoi OyaeT OCYIIECTBIATHCSA YAaJCHHBIH
JOCTYT K MapiipyTtusaropy R1.

Oomui Buj rpaduueckoro uaTepderica tacacsgui mokaszaH Ha pucyHke 3.6.

Jlns moctymna K HeMy ucnosb3oBaics MutepueT-Opaysep Mozilla Firefox u coker
10.6.20.10:8008.



) Linux (GNS3 Linked Base for clones) [Pa6otaet] - Oracle VM VirtualBox =
MatHmua, 17:40
TacacsGUI | Dashboard - Mozilla Firefox X
/ d TacacsGUI | Dashboard x | +
€ & F|10.6.20.10:8008/dashboard.php ¢ | Q Mowck B 3+ & 9 =
tacacsgui = ® tci 2
DaShboa rd The lask | he @ Dashboard

. Disabled 1

tacacs status Devices

More info @ More info ©

0

Failed authentication (during the week)

More info © More info ©
Top Chart - x
Top 5 Active Users Top 5 Used Devices
number of authentication per week number of authentication per week

) &P v L @ P @ @ () rioht cirl

Pucynox 3.6 — I'padpuueckuii uatepdeiic AAA-ceprepa

Pucynox 3.7 wmmocTpupyer Tmporecc I00aBICHHS YCTPOWCTBa, K
KOTOPOMY HEOOXOIUMO 0OecTieunTh O0CcTyn (Mapmpytu3atop R1), a pucynok 3.8
— mporecc a00aBiaCHMS IOJab30BaTeNs (MMojib3oBaTels Maninl, mapons 1234,

1apoJib JIOCTyIa B IPUBHICTUPOBAHHBIN peXXHUM — CISCO).



) Linux (GNS3 Linked Base for clones) [Pa6ortaet] - Oracle VM VirtualBox =

© Firefox ESR ~ MatHMua, 17:45

TacacsGUI | Tacacs Devices - Mozilla Firefox x
de TacacsGUI | Tacacs D.. % | +
€ | ©10.6.20.10:8008/tac_devices.php o | |Q MNomck B8 3 @
Add New Device

(<]
i

Device's Name Device Group Name

R1 Enabled defaultGroup -

i values: n - key; enable; [d e b

Device's IP Address Prefix /24 [ 24 ]

10.6.20.1 Ping "

Tacacs Key
tacgui
Enable Password Enable Encryption
tacgui MD5 j

Encrypt the enable password

unchecked box will mean that you put encrypted

= Banners General Info Failed Auth MOTD Welcome

Welcome Banner

Pucynox 3.7 — Jlo6aBnenne ycTporicTBa

7} Linux (GNS3 Linked Base for clones) [Pa6oTtaet] - Oracle VM VirtualBox - B
O630p © Firefox ESR ~ NatHuua, 17:47
TacacsGUI | Tacacs Users - Mozilla Firefox x
de TacacsGUI | Tacacs U.. x | +
6 @ | 10.6.20.10:2008/tac _users php < Q Momck * =] ¥ i =
Add New User
General Message Access Rules OTP Auth o
Username User Group Name
manini Enabled None -
it will be L r authorization and y ange it later F r lues -enable; ‘m -nm
Login Password Enable Encryption
1234 MDS J
Encrypt the login password
unchecked box will me
Enable Password Enable Encryption
cisco MD5 j
Encrypt the enable password
unchecked box will mean that you put encrypted password

Pucynok 3.8 — JlobaBneHue monbp3oBatens



Jlnst monp3oBarenst Mmaninl Ha3HaYMM HaWBBICIINKA YPOBEHb NMPUBUICTHIA

15 (pucynok 3.9).

= Linux (GNS3 Linked Base for clones) [Pabotaert] - Oracle VM VirtualBox - O
O63op © Firefox ESR ~ MNonepensHuk, 15:07
TacacsGUI | Tacacs Users - Mozilla Firefox x
e TacacsGUI | Tacacs U.. x | +
€ | @ 10.6.20.10:8008/tac _users.php @ | |Q Momck wE $§ & QO =

Edit New User maninl

General Message Access Rules OTP Auth

Privilege Level Access Control List

- 15 + I:l None

if it is not set (-1) here or in a group, then it will be equal 15 in select ACL
configuration

Default service

be careful with that checkbox, if you don't know what is it just leave it

Last update was at 2018-04-13 19:48:33

Pucynok 3.9 — Ha3znauenue ypoBHs pUBUIIETHI

Ha rJIaBHOM BKJIaIKC H€O6XOI[I/IMO IIPpOTCCTUPOBATH BBCACHHBIC

KOH(UTYpaIuK ¥ IPUMEHUTH UX, pucyHok 3.10.



O63op © Firefox ESR = MarHuua, 14:16

TacacsGUI | Tacacs Configuration File - Mozilla Firefox x
d TacacsGUI | Tacacs C.. x | +

4 | | 10.6.20.10:8008/tac _configuration.php B¢ 1, Momck &t B ¥+ # =
tacacsgui = @ i

Tacacs Configuration File o Tacacs & Configuration Fil

Test and Apply Tacacs Configuration

ﬂ: No changes detected
Test

Test configuration +

Tacacs Configuration  ~ E s
= UCCESS

Test & Apply Apply and Save Configuration v
Make backup after

) Deamon was Reloaded. Success. Restarting tac_plus: initiated
applying

Pucynok 3.10 — TectupoBanue n npuMeHeHHE KOHPUTYpaLIUU

3.3 KoudurypupoBanue mapuipyTuzaropa [jsi pabOThl C MPOTOKOJIOM

TACACS+

Paccmotpum  cHauwanma  HacTpoWky —ayreHTudukanuu. s sToro
HEOOXOJMMO Ha MapIIpyTU3aTOpe CO37aTh JIOKAJIBHYIO YUYETHYIO 3amuch (Ha
CJIydaii, €clii cepBep CTAHET HEeJIOCTYIICH):

R1(config)#username manin2 privilege 15 secret 1234

Kpome Toro, 3amamum mapoib i Tepexojia B TPUBUICTUPOBAHHBIN
PEKUM:

R1(config)#enable secret cisco

HeobxoaumocTh co3maHusl JOKAJIbHOW YYETHOW 3amuCy IMPOJUKTOBAHA
TE€M, YTO MPU OTCYTCTBUU TEXHUYECKOW BO3MOXHOCTH JocTtyna Kk AAA-cepsepy
JIOJKEH OBITh 0OecIieueH JOCTYI MO JOKabHOU 0ase.

Bxitounm pexnm AAA Ha MapuipyTu3aTope:

R1(config)#aaa new-model

3aTeM HEOO0XOJIMMO yKa3aTh MapIIpyTHU3aTOPY MapaMeTpa HCIOJIb3yEMOTO
AAA-cepBepa — ero IP-anpec u kiarou (Key), KoTopblii OyIeT HCIOIB30BATHCS IS

mudpoBanus HHOOPMALIMOHHOTO OOMEHa MEXIY CEPBEPOM U MapIIPyTHU3ATOPOM:



R1(config)#tacacs-server host 10.6.20.10

R1(config)#tacacs-server key tacgui

Ocranock co3/1aTh METO/ ayTeHTHU(UKAIUH:

R1(config)#aaa authentication login default group tacacs+ local

Hanomuum, yro napamerp default B mocienneli komaHae ykas3bIBaeT, uToO
cozmaercsa method-list mo ymomgyanuro, To €CTh €ro JeHCTBUE PacHpOCTPAHACTCS
Ha Bce mHTepdelich (pu3mdyeckue u BUpTyanbHbIe). [lapamerp group tacacs+
local YKa3bIBaACT, 4TO aYTCHTI/I(i)I/IKaHI/IH IMIPOU3BOAUTCA CHa4YaJa C UCIIOJIb30BAHNCM
nporokona TACACS+, a nmpu HEBO3MOXKHOCTH (HAmpUMep, TPHU HEIOCTYITHOCTH
cepBepa) — ¢ UCMHOJIb30BAHUEM JIOKAIBHOM Oa3bl.

KondurypupoBanue mapuipyTuzaropa WUTIOCTpUpYETCs: pucyHkom 3.11.

&P R1 - o IEl

Pucynok 3.11 — Kondurypuposanue MapiipyTuzaropa

JloGaBuM B ceTh emie ojnHy pabouyro craHmuio moja ympaieHuemM OC
Windows XP, u mompoOyeM yIaJleHHO MOIKIIOYUTECS K MapIIpyTH3aTOpy,
UCIIONIB3Ys YYETHYI 3amuch Maninl, ckondurypupoBannyro Ha AAA-cepsepe,

pucynok 3.12.



2§ Telnet 10.6.20.1

Unauthorized access is prohibited?
Username: maninl

Password:

Today is a perfect day?! Have a nice day!?

R1>enable
Password:
Ri#t

Pucynox 3.12 — Y ganerHoe MOAKIIOYECHUE K MAPIIPYyTH3ATOPY C UCIIOJIb30BaHUEM

AAA-cepBepa

N3 pucynka 3.12 BugHO, 4YTO ayTeHTHU(UKALKA TMPOIUIA YCIEIIHO.
Otxmrounm AAA-cepBep U CHOBA MOMPOOYyeM MOAKIIOUUTHCA K MapIIpyTU3aTOpYy,
pucyHnok 3.13.

¥ Telnet 10.6.20.1

llser Access Uerification

Username: maninil
Password:

# Authentication failed

Username: manin2
Password:

R1>enable
Password:
R1#t

Pucynox 3.13 — Y ganenHoe moAKIIOYEHUE K MAPIIPYTH3ATOPY MPHU OTKIFOUEHHOM

AAA-cepBepe



Kak BumHo u3 pucynka 3.13, ayreHTuuKanus Mo YYETHOH 3amUCH
maninl, xpassiieiics Ha cepBepe, oKa3zanach O0e3ycnemHon. AyTeHTU(UKAIUS 110
YUYETHOW 3amucy Manin2, XpaHsmiedcs B JIOKaJbHOW Oase, MpOILIA YCIICUIHO
Omaromapss mapamerpy group tacacst local, wcmonp3oBaHHOMY —TIpH
KOH(UTYpHUPOBAaHUH MApIIPyTU3ATOPA.

ITpotokon TACACS+, B ortiamuue ot RADIUS, pasnenser mporueaypsl
ayreHTUGUKauMd © apropu3anuu. [losTomMy eciam A  Hamero mnpuMmepa
JONOJHUTENIFHO HACTPOUTh AaBTOPH3AIMIO Ul IOJb3oBaressi Maninl, npu
yIaJeHHOM JOCTyIE 3TOT MOJB30BaTelb Cpady MOMAaJeT B MPHUBHICTHPOBAHHBIN
pexuM (Tak KaKk Mbl HACTPOWJIM Il Hero 15-i ypoBeHb NPHUBWIETUN, PUCYHOK
3.9). Jlns Oompliield HarjsagIHOCTA co3daaauM Ha AAA-cepBepe eIie OJHOTO
NoJIb30BaTes sl Manin3 ¢ ypoBHEM MPHUBWIETUN | M pa3perinM eMy HCIOJIb30BaHHE

KoMmaHnJ pPing, show running-config u exit, pucynok 3.14.

Edit New User manin3

General Message Access Rules OTP Auth

Privilege Level Access Control List

— 1 + None M

Default service

be careful with that checkbox, if you don't know what is it just leave it checked

Pucynok 3.14 — Jlo6aBieHue mojIp30BaTeNss Manin3 ¢ ypoBHEM MpHUBHIETUH |

ABTOpI/IBaHI/IH HAaCTpanuBacTCs € UCITOJIb30BAHUCM CJIICAYIOIIUX KOMAH/I:
R1(config)#aaa authorization exec default group tacacs+ local —
BKJIIOUEHHE PEXKMMA aBTOPHU3ALUU (ABTOMATUYECKHUM MEPeX0] Ha HYKHBIA PEXUM

IPU MOJKIIFOUYEHUU K YCTPOUCTBY);



R1(config)#aaa authorization config-command — aBropu3amus KOMaH[
KOH(pUTypHUpOBaHUS.

R1(config)# aaa authorization commands 1 default group tacacs+ local

R1(config)# aaa authorization commands 15 default group tacacs+
local — aBTOpHU3AIMs KaXXJI0M BBOAMMON KOMaHIbI KaKk Ha ypoBHE 1, Tak W Ha
ypoBHe 15.

[lpu ynaneHHOM MOJAKIIIOYEHHH TOJB30BaTenss Maninl (yposeHb 15) Mbr

Cpa3y MorajgacM B MPUBUIIETUPOBAHHBIN pexuM, pucyHok 3.15.

R N - -~
<]

nauthorized access is prohibited?
sername: maninl

Pazzsword:

oday is a perfect day?! Have a nice day?

Pucynok 3.15 — ABTOpH30BaHHBIN BXOJI

Haxkowerr, mocie aBTopu3amnuy Heo0XoaumMo HacTpouTh yuet (Accounting).
Komangpr:

R1(config)#aaa accounting exec default start-stop group tacacs+ -
BKJIIOUEHHE yUeTa Hayasaa/KOHIla KaXKI0M CECCUH;

R1(config)#aaa accounting commands 1 default start-stop group
tacacs+ - BkiroueHue yyera KOMaH/ Ha ypoBHe 1;

R1(config)#aaa accounting commands 15 default start-stop group
tacacs+ - BkiroueHue yuera KoMaH/ Ha ypoBHe 15.

[Tpumep npocmoTpa otuera Ha AAA-cepBepe moka3zaH Ha pucyHke 3.16.



Date/Time Name Device (IP) User Name User IP Privilege Level Command
2016-11-30 02:20:23 R1(192.168.56.254) adminl console 1 ping 192.168.56.101

2016-11-3002:19:24 R1(192.168.56.254) adminl5 console 1

w

show running-config

2016-11-3002:19:24 R1(192,168.56.254) adminl5 console 1

w

show running-config

2016-11-30 02:19:17 R1(192.168.56.254) adminl5 console 1

w

write memory

Pucynok 3.16 — [Ipocmotp otuera Ha AAA-cepBepe

3.4 JlorupoBaHHE CETEBBIX COOBITUI

Syslog (System log — cucteMHbIii JKypHaja) — CTaHAAPT OTIPABKA H
perucTpanii  COOOMIEHWH O  TPOHUCXOJSAIIMX B CHUCTEME  COOBITHSAX,
UCITIOJIB3YIOIIMIICS B KOMIIBIOTEPHBIX CETAX, padoTalIMX Mo MpoTokomy IP.
Tepmunom «Syslog» Ha3bIBalOT KaK CTaHIAPTU3UPOBAHHBIA CETEBOW MPOTOKOJI
Syslog, Tak u nporpammHoe oOecrieueHre (MPUIIOKECHHE, OMOIMOTEKa), KOTOPOES
3aHMMAETCs OTIIPABKOM/TIOyUYEHUEM CHCTEMHBIX COOOIICHUH.

JlorupoBaHUE CETEBBIX COOBITHI HE OTHOCHTCS HAIPSAMYIO K BOIPOCAM
oOecrieueHusi 0OE30MACHOCTH CETeH, a 4valle MpPUMEHsSIeTCs Uil TOHWCKa U
ycTpaHeHusi mpobOsieMm, Bo3HuKmuX B cetd (Troubleshooting). Opnako c
UCTIOIb30BAHUEM  JIOTUPOBAHHUS  MOXKHO  TaKXkKe  OTCICOUTh  JCHCTBHSA
NOTEHIMATLHBIX HapylmTened. Hanpumep, U3 mpocMoTpa JIOTOB MOYKHO Y3HATh,
CKOJIBKO OBLIO HEYJAYHBIX MOIBITOK JIOCTyIa K CETEBBIM YCTPOHCTBaM, KTO H
KOTJIa MPOU3BOAMI KOH(DUTYPUPOBAHUE YCTPOWCTB, U T.JI.

B cnywae, ecaum wucnomws3yercs  obopymoBanume  Cisco, Moryt
UCITIOJI30BATHCS CIIEAYIONINE CIIOCOOBI cOOpa JIOTOB ¢ 000PY/TI0BAHUS:

1. Console Logging — BbIBOJI cOOOIIEHUIT B KOHCOJTb.

2. Buffered Logging — coxpaHeHue JIOTOB B TAMSITH YCTPOHCTRA.

3. Terminal Logging — BeIBOJ cooOmeHMid B TepMuHan B xoze Telnet/SSH
CECCHH.

4. Syslog Server — BbiBOJ cooOIieHuit cepepy Syslog.

5. SNMP Logging — BeiBoj coobmeHuit mo npotokoiny SNMP.



6. AAA — yuer ¢ ucnons3oBaaneM AAA-cepBepa (Croco0d paccMOTpeH B
npeasiayeM naparpade).

Kpome TOro, BBOAWTCS TIOHATHE YPOBHS JIOTUPOBaHUS, KOTOPBIA
ompeeNsieT, Kakas WMEHHO uWH(opMmarus AoJhKHA OTOOpakaThCs B JIOTax.
Cy1ecTByeT BOCEMb YPOBHEH JTIOTUPOBAHUS:

0 — Emergencies. CoObiTHsi, CBsI3aHHBIE C HEPabOTOCTIOCOOHOCTHIO
CUCTEMBI.

1 — Alerts. Coo01eHus 0 HeoOX0MMOCTA HEMEJICHHOTO BMEIATEILCTBA.

2 — Critical. Kputndeckue coObITHS.

3 — Errors. CooOmiennst 06 ommoOKkax.

4 — Warnings. CooOIeHHs ¢ PEAYTIPEKICHUSIMH.

5 — Notifications. Yeenomiienus.

6 — Informational. udopmannonHbie cOOOICHMS.

7 — Debugging. Otnago4nbie coOOIIEHUS.

VYka3aHHbIE YPOBHU O0aJal0T HACIEACTBEHHOCTHIO. DTO O3HAYaeT, 4YTO
€CJIM HACTPOUTH Mepeady cooOlIeHu ¢ ypoBHEM 4, TO OyIyT nepeaBaThcs BCe
coobuienus yposHei 0 — 4.

PaccmoTpum  cHagania  KoMmaHABI, HEOOXOAMMBIC [JII  HACTPOUKH
JIOTUPOBAHUS Ha MapIIpyTU3aTOpeE.

Console Logging:

R1(config)#logging console 7

WU

R1(config)# logging console debugging

Buffered Logging:

R1(config)#logging on — Bxmouenue Buffered Logging;

R1(config)#logging buffered 32768 — ykaszanue pasmepa Oydepa mis
XPaHEHUS JIOTOB;

R1(config)#logging buffered informational - BweIOOp ypoBHS

JIOTUpOBAaHMUA.



Jlor-coo0mienusi, XxpaHsaIuecs B NaMsATH YCTPOKWCTBA, MOKHO TPOCMOTPETh
koMman 0 Show 10Q, BeIMOTHSIEMOM U3 TIPUBUIIETUPOBAHHOTO PEXKUMA.

Terminal Logging:

R1(config)#logging monitor informational — ykxazanme ypoBHS
JIOTUPOBAHMUS,

R1(config)#exit

R1#terminal monitor — 3amyck Ha MapIIpyTH3aTOpe MPOrpaMMbl BBIBOAA
JIOTOB TEPMHHAIL.

Syslog Server:

R1(config)#logging host <aapec> - yka3anue aapeca Syslog-cepsepa;

R1(config)#logging trap debugging — yka3zanue ypoBHS JJOTUPOBAHHS.

Crnenyer OoTMETHTB, YTO CaMO JIOTUPOBAHHUE (SBIIAIOIICECS B TOM YHUCIE
CPEIICTBOM 3allUThl) TOXKE HYXKHO 3amumars. Kak MHHUMYM, HEOOXOIUMO
obecrieunTh Tepenady Jorop 1o BbiaeneHHo VLAN s uckimrodeHus
BO3MOYKHOCTH TIiepexBara (Kak M Bcero ympasistomero Ttpaduka). octynm k
Syslog-cepBepy Tarke MOJDKEH OBITh MaKCHMaJIbHO orpaHudeH. Kpome Toro,
cepBep JKenaTeNbHO 3aIUTUTh OT DO0S-aTak, OrpaHWYMB YHCIO TEPeIaBaEMbIX
JIOroB B equHUILy BpemeHHu. Komanza:

R1(config)#logging rate-limit all <N> — orpanndenue mo N cooOrieHuni
B CEKYH]Y.

B xonrie manHoro maparpada He00X0IUMO OTMETHUTb, YTO JIOTU CTAHOBSTCS
COBEPILIEHHO OECIOJIE3HbIMH, €CIM B COCTAaBE€ COOOIIEHHI OTCYTCTBYET BpeMs
COOBITHS, WJIK OHO HEKOppekTHO. [loaToMy HEoOXonumo, 4ToObl BpeMsi Ha BCEX
YCTPOMCTBAX CETH OBLJIO CHHXPOHU3MPOBAHO. Hammydmum pemieHneM JaHHOU
3aj71aum sBIsieTCs ucnoiib3oBanue nporokosa Network Time Protocol (NTP). Eciu
B cetu ectb NTP-cepBep, MOKHO yka3aTh €ro B HacTpOMKax MaplIpyTU3aTopa.
Komangsr:

R1(config)#ntp server <aapec>

R1(config)#clock timezone MSK 4 — yka3zanue yacoBoro mosica (UTC+4).



Jlist Toro, 4yToOBI caMu JIOTM OBUTA CHA0XEHBI BPEMEHHBIMA METKaMH,
UCITOJIB3yETCSI KOMaH/1a:
R1(config)#service timestamps log datetime msec localtime show-

timezone.

3.5 IlpakTudeckoe 3a1aHue

3.5.1 Ucnonw3ys Cisco Packet Tracer mmum GNS3, cobpare cxemy
dbparmMeHTa cetd, TOKa3zaHHYylO Ha pucynHke 3.17. Hactpouts |IP-aapecaruro,
o0ecIieuuB JOCTYITHOCTh cepBepa ¢ ynpasirtrorniero [1K.

AAA- R1 Syslog-
CEPBCP cepsep

Pucynok 3.17 — Cxema (pparmenTa cetu

3.5.2 CxouurypupoBaTh MapupyTU3aTOp isi paboThl cCOBMECTHO ¢ AAA-
u Syslog-cepsepamu.

3.5.3 HacTpouTh ayTeHTU(UKAIUIO U aBTOPU3AIIUIO JIBYX MOJI30BATENEH C
pa3TUYHBIMU MTpaBaMu, UCToNb3ys mpoTokos TACACS+H.

3.5.4 VYOenutbca B pabOTOCIOCOOHOCTH CHUCTEMbl AyTEHTUPUKAUUU U

JIOTUPOBAHUA COOBITHI BXOAda-BbIXOJda.



4 MexceTeBoe SKpaHUPOBaHUE

4.1 Onpenenenue U KiaccupuKanus MeKCETEBbIX IKPAHOB

OnpeneneHnii MEXCETEBBIX HKPAHOB CYLIECTBYET BEIIMKOE MHOXECTBO.
[loaToMmy Oyznem wuCHoJib30BaTh oOmpeneseHue, naHHoe B «PykoBojsiiem
JOoKyMeHTe. MexceTeBble sKpanbDy ["octexkomuccuu rpu [Ipesuaente PO [7].

MexceTeBbIM 3KpaHOM Ha3bIBAETCA JIOKAJTBHOE (OJJHOKOMIIOHEHTHOE) WJIU
(GyHKIHOHATBLHO-PACIIPEICNIEHHOE CPEACTBO  (KOMIUIEKC), KOTOpOE€ pealnu3yeT
KOHTPOJIb 3a HMH(OpMaIMel, MOCTYMaromied B aBTOMAaTH3UPOBAHHYIO CHUCTEMY
W/WIU  BBIXOJSIIEW W3 Hee, M O0ecneyuBaeT 3auUuTy aBTOMATU3MPOBAHHOMN
CUCTEMBI IOCPECTBOM (PHIIbTpPALIMM UH(DOPMALINH, T. €. aHAJIU3a IO COBOKYITHOCTH
KpUTEPUEB M TPUHATUS pemeHuss o0 €€ pacnpocTpaHeHHMH B (U3)
aBTOMAaTU3UPOBAHHOMN CUCTEME.

B obuxozne mexcereBbiMu 3kpaHamu (MCD) Ha3bIBalOT CpeICTBA 3aIIUTHI,
yCTaHaBIMBAEMbIE MEX]y OOIIENOCTYHOU (Takoil, kKak HTepHEeT) U BHYTpEHHEN
ceThI0. MexceTeBOM dKpaH BBINMOIHSIET ABOMHYIO (DYHKITHIO.

Bo-niepBbIX, OH MpU3BaH OTPaHUYUTH JOCTYI BO BHYTPEHHIOIO CETh CO
CTOPOHBI OOILEJOCTYITHOM CETH 3a CYET TNPUMEHEHHs (QUIBTPOB U CPEICTB
ayTeHTU(PUKAIINH.

Bo-Bropeix, MCD CHyXUT i1 KOHTPOJISI M PETyJIUpPOBAHUSA JOCTyIa
N0JIb30BaTeNIe BHYTPEHHEN CeTH K pecypcaM oduieaocTynHoi cetu. Kpome Toro,
MCD moryT ycraHaBIMBaThCA U BO BHYTPEHHEW CETH JJIsI OTPAHUYEHUS JTOCTyNa
BHYTPEHHHUX TOJIb30BaTENIed K KaKUM-TMOO KpUTHUYeCcKUM pecypcam. Taxxke MCO
UMEIOTCSI BO BCEX OIEPALMOHHBIX CHCTEMAaX MEPCOHAIBHBIX KOMIIBIOTEPOB
(nepconansHbie MCD).

B Hacrosmee Bpemss kinaccudukanus MCDO  oueHb pa3zHOOOpa3Ha.
Hau6Gonee wacto MCD knaccudunmpyroT 1mo ypoBHsM mojenu OSl, Ha KOTOpBIX
oHH paboTaroT. [To 3TOMy IpU3HAKY MOKHO BBIAEIUTH Cleaytouue Tusl MAD:

1. YopaBnsieMble KOMMYTaTOPHI (KaHAJIbHBI YPOBEHB ).

2. CeteBble QUIBTPHI (CETEBOUM YPOBEHB ).



3. [IIi1r03b61 CEaHCOBOTO YPOBHS.

4. IocpeqHUKY TPUKIATHOTO YPOBHSI.

5. HWHcnexkTopbl coCTOsHUS (CEaHCOBBIM YpPOBEHb C PAaCIIMPEHHBIMU
BO3MOXXHOCTSIMU).

6. MCD sKkcriepTHOTO YpOBHS (0XBaThIBaeT HECKOJIbKO ypoBHel OSI).

VYrpapisieMble KOMMYTaTOpbl MOKHO OTHeCTH K MCD o0dYeHb YCIOBHO.
KommyTatop mo3BONSIeT HCIIONB30BaTh omeparnuio  Security Port, kotopas
3aKJII0YAeTCsl B MPUBSI3KE MOpTa KOMMyTaTopa K ompeaeneHHomy MAC-anapecy.
OTO0 OoueHb HEHaJeXKHasl 3amuTa, Tak kak MAC-anpec Bcerna MOKHO MOJIMEHUTD,
KpOME€ TOTO, TMpH BKJIIOYEHUH JAHHOW OIIMU CETh CTAHOBHUTCSI MEHEe
MacITabupyemMoi, Tak Kak OTKIIo4aeTcs (yHKIUS aBTOMATHYECKOTO O0y4deHUs
KomMMmyTaropa. Kpome Toro, KoMMyTaTop criocoOeH pa3eidnTh CETh Ha HECKOIBKO
BuptyanbHbIXx cetell (VLAN), uto siBisieTcst 0ojice HaJIe)KHBIM PEIIICHUEM, OJTHAKO
OHO OrpaHMYEHO MpejesiaMd OJHOW mojaceTd. TeM He MeHee, Takol crocod
IIMPOKO HCIIOJNB3YETCSI B COBPEMEHHBIX CETAX, W 0Oojee mnoApoOHO Oyner
PaccMOTpEH B CIEAYIOUIEH Ii1aBe.

B camom mpoctom ciaydae MCD ycTraHaBIMBaeTCsi Ha TPAaHULIE MEXKIY
BHYTPEHHEH U 00IIEI0CTYITHON CETAMH, PUCYHOK 4.1.

OobwmenocTtynHas BHyTpeHHss

CETh
Mapupytuzatop MCD cetp

Pucynoxk 4.1 — MCD Ha rpanuiie Mexly BHyTPEHHEN U 001LEeOCTYTHON

CCTsIMHU

Takas cxema nOpUMEHSETCS, €CIM JJIsl BCEX Y3JI0OB BHYTPEHHEH CETH
TpeOOBaHUS K 3alIUTe MPUMEPHO OAMHAKOBBHL. Hampumep, Bce coenuHeHUs M3

oOLIEAOCTYTHOM CeTH BO BHYTPEHHIOW 3ampenieHsl. Eciu ke TpedoBaHUs



pa3nuuHbl (HampuMep, BO BHYTPEHHEW CETH pacrojiaraeTcs MOYTOBBIA HIIM BeO-
cepBep), Takas cxeMa He sBJsieTcs Oe30MacHoM.

B 3ToMm ciydae cepBepbl MOTYT OBITh pa3MeELIEHbl B OTKPBITOM CEIMEHTE, a
OCTAJIbHBIE Y3JIbl — BO BHYTPEHHEHN CETH, PUCYHOK 4.2.

OObwmenocrynHas BuyTtpenuss

CEeTh
Mappytuszarop MCD cetb

OTKpBITHIN
CEerMEHT

Pucynok 4.2 — MCDO Mexy OTKPBITBIM U 3aKPBITBIM CETMEHTAMH BHYTPEHHEN

CCTHu

OueBHaHBIA HENOCTATOK CXEMBbI, IIOKa3aHHOM Ha puCyHke 4.2 —
YCTPOMCTBA, PAa3MEILICHHBIE B OTKPBITOM CEIrMEHTE, HE 3alluUIeHbl. BpIxomom
3]1€Ch MOXET CIYXUTh npuMeHeHre AByx MCD, oauH U3 KOTOPHIX 3alUIan Obl
OTKPBITBIA CErMEHT, a Apyrol — 3akpbIThid. Torga cxema noaxirodueHuss MCO

npuoOpeTaeT BU/, MOKa3aHHBIN HAa pucyHke 4.3.

OOmenocrynHast BayTpenHss

CCTh
MCD MCD ceth

OTKpBITHIN
CErMEHT

Mapupytuzarop

Pucynok 4.3 — Cxema ¢ nsymsa MCD

Cxema, mokazaHHas Ha pucyHke 4.3, sBisieTcs HaubOosiee TUOKOW B
HACTPOMKe, TaK KaK MO>KHO 3aJ1aTh MpaBUjIa MEKCETEBOTO 3KPAaHUPOBAHUS BO BCEX

HaIpaBJICHUAX. B cBsA3u ¢ »THM MHOrMe IMPOU3BOAUTCIIM Ha4dYallld BBIITYCK



MEXKCETEBOI0 JKpaHa C HHTepQeiicoM, CHEeIHaTbHO BBIACICHHBIM  JJIs
NOJKJIIOYEHUS] OTKPBITOTO CErMEHTa, a CaM TAKOM CErMEHT NOJIyYHJI Ha3BaHUE
«nemuiuTapusoBanHas 3oHa» (DMZ). Cxema mnoakimrodeHus Ttakoro MCD

MOoKa3aHa Ha pucyHke 4.4.

OO6menocTymnHas BHyTpeHHss
CETh MCD CeTh

Mapupyrtuszarop

DMZ

Pucynok 4.4 — Iloakmouenune MCO ¢ untepdeiicom s DMZ

4.2 MexceTeBoe 3KpaHUPOBAaHUE C MMAKETHON (UiIbTpanueil

MexceTreBble 3KpaHbl € (UIbTpalMeil MakeToOB MPEACTABIAIOT CO00M
Mapiipytuzaropsl (Hanpumep, CiSCO) win paboTaroliye Ha cepBepe MPOrpaMMblI,
CKOH(UTYpUPOBAHHbIC TaKUM 00pa3oM, 4YTOObl (PUIBTPOBATH BXOAAIIUE U
ucxonsamue mnakeTbl. [losToMy Takue 53KpaHbl HA3bIBAlOT HMHOTAA NAKETHBIMU
bunbTpamu. OuIbTpaIMs OCYIIECTBISIETCS MyTeM aHanu3a [P-anpeca ncrounnka
Y MoJryyaresis, a Takxke noptoB Bxoasumx TCP- u UDP-cermeHTOB U CpaBHEHHEM
UX ¢ CKOHQUTYpUPOBAaHHON TaOMUIEH MpaBuil. DTU MEKCETEBbIE IKPAHBI IIPOCTHI B
UCIIOJB30BAaHUU,  JICIIEBBI,  OKa3blBAIOT  MUHUMAJIbHOE  BJIUSHUE  Ha
MPOU3BOJAUTENILHOCTh  BBIYMCIUTENBbHON cucTeMbl. OCHOBHBIM HEIOCTATKOM
SBJIIETCSI X YS3BUMOCTH MpHU moaMeHe anpecoB [P (cmydunr). Bo Bcelt nuHeiike
obopynoBanuss Cisco Systems makeTHas (GUIbTpAIUs peali30BaHa C MOMOIIBIO
TaK Ha3bIBAEMBIX CIIMCKOB KOHTPOJIs gocTyma (Access Control List).

Crnucku poctyma ACL MoryT OBITh CO37aHBl JJII BCEX CETEBBIX
MPOTOKOJIOB, (DYHKIIMOHUPYIOIIMX HA MapuipyTtuzatope, Hanpumep [P wiu IPX, u

YCTaHABJIMBAIOTCS Ha MHTepdeiicax MaplIpyTH3aTOPOB. 3anpeT WK pa3pelicHue



CeTeBOro Tpaduka uepes uHTepdeiic MapupyTu3aTopa peaansyercss Ha OCHOBaHUH
aHallu3a COBIAJCHUs OMNpPEACNEHHBIX YyCIOBUM. [l 3TOro CHHUCKH [dOCTYyma
MPEJICTABIISIFOTCS. B BHJIC TOCTENIOBATENBHBIX 3alMCeH, B KOTOPHIX HCIOJIB3YIOT
aapeca W mpoTokoiibl. CereBble (UIBTPHI (CIUCKK JOCTYIA) CO3MAIOTCS IS
BXOJISIINX WM MCXOJSAIINX MAaKeTOB HA OCHOBAaHUM aHAIU3UPYEMBIX MapamMeTpOB
(ampeca MCTOYHUWKA, ajpeca Ha3HAYCHHsI, MPOTOKOJIA U HOMEpa TOpTa BEPXHETO

YpOBH), YKa3aHHBIX B criucke goctyma ACL (pucyHok 4.5).

3aromoBOK 3ar 0 IOBOK 3arooBoK [Tone
KaJpa TaKeTa CerMeHTa JTaHHBIX

Honmep mopta

[N

IIpotokon Ilpumamie | Permit
pemieHIA mpu [ *

TS CTHPOBaHINI Ddll}'
A,flpd ¢ IICTOUHIIKA ITaKeTa

A,]pe. ¢ Ha3HAUCHIIA

Pucynok 4.5 — AHanu3 3arojioBKOB MakeTa

Kaxk BuaHO 13 pucyHka 4.5, Ha OCHOBE MPOBEACHHOIO aHAIN3a CIyKeOHON
uHpOpMallMy, YCTPOWCTBO, peaJM3ylollee MEXKCETEeBOE  3KpaHHWPOBAHUE,
NPUHUMACT PEUICHHE O AalTbHEHIeH nepenade (permit) wmum o gprumstparuu (deny).

Crcku goctyna MOTYT OBITh OINpeneieHbl A1 KaKIOT0 YCTaHOBIEHHOTO
Ha uHTepdelce MPOTOKOoJIa M JUIS KaXJO0ro HampaBlIEHUS CETeBOro Tpaduka
(ucxopmdiero U Bxojsiero). [loaTomy s BXOASIIET0 U UCXOAAIEro TpahuKoB
yepe3 UHTepQeiic co3aatoTcsl OTAEIbHbBIE CITUCKH.

Ecimu cnmcku poctyna He (QOpMHUPYIOTCS Ha MapIIpyTH3aTOpe, TO BCE
MPOXOIAIINE Yepe3 MapIIPyTU3aTOp MaKeThl OyAyT UMETh JOCTYI K CETH.

Cnucoxk noctyna ACL cocTtaBiseTcst U3 yTBepkaeHuM (yCcIoBHil), KOTOpbIE
OTIPENIETSIOT, CIeMYeT JIM TMaKeThl MPUHUMATh WM OTKJIOHATH BO BXOJHBIX H
BBIXOJIHBIX HHTepdeiicax mapmpytuzatopa. [Iporpammuaoe obecneuenue Cisco

IOS mpoBepsieT MakeT NocaeAoBaTENIbHO MO KaXaoMy yciaoBuro. Eciu ycnosue,



paspemaroniee NpoJABHKEHUE IaKeTa, PACIIONIOKEHO HABEPXY CIUCKA, HUKAKWE
yCIIOBHS, JNOOABJIEHHBIE HWXKE €ro, He OyIyT 3alpeniaTh MPOJBHKEHHE MaKEeTa.
Ecin B cmucke noctyna HEOOXOAHMMBI JOMOJHUTEIbHBIE YCIOBHS, TO CIHCOK
LEIUKOM JI0JDKEH OBITh YJAJ€H U CO3/1aH HOBBIM C HOBBIMHU YCIIOBUSIMH.

QYHKIMOHUPOBAHWE MAapUIPyTU3aToOpa II0 IPOBEPKE COOTBETCTBHS
IOPUHATOTO MakeTa TPeOOBAaHUSAM CIHCKAa JOCTyHa MPOU3BOJIUTCS CIEAYIOLIUM
obpazom. Korga xangp moctymaer Ha uHTepdeiic, MapuipyTuzatop nposepser |P-
anpec. Ecim aznpec Ha3HaueHMs COOTBETCTBYET ajapecy uHTepdelica, TO
MapIIpyTU3aTOp M3BJIEKAET (JIEKAICYJIUPYyeT) U3 KaJapa MMakeT U MPOBEPSET €ro Ha
cootBercTBHE ycnoBusaM cnucka ACL BxogHoro muTepdeiica. Ilpu oTcyrcTBHM
3ampera WK OTCYTCTBHM CIIMCKA JOCTYIA AKET MHKAICYJIUPYETCS B HOBBIA KaJp
BTOPOTO YPOBHS U OTHPABISETCA UHTEPPEIHCY CIECYIONIETO YCTPOUCTRA.

[IpoBepka ycioBuil (yTBEp)KIEHHUI) CIHCKAa JOCTylna HPOU3BOAMUTCS
nocneaoBarenbHo. Eciiv Tekyliee yTBep:kIeHUE BEpPHO, NakeT oOpabaThiBaeTCs B
COOTBETCTBUH ¢ KOMaHIaMH Permit wimm deny crnmcka q0cTyma, ocTalbHash 4acTh
ycioBuii ACL He nposepsiercs. Eciu Bce yrBepxkaeHuss ACL HEBEpHBI, TO HESIBHO
3aJlaHHas 110 YMOJTYaHUIO KoMaHa deny any (3ampeTuTh BCe OCTAIBHOE) B KOHIIC
CIIMCKA HE MTO3BOJIMUT MEPEIABATh JAJbIIE 10 CETH HECOOTBETCTBYIOIINE ITAKETHI.

CymiecTByIOT pa3HbI€ THUIIBI CHUCKOB JOCTyna: craHaaptHbie (standard
ACLs), pacumpennble (extended ACLs) u umenoBannbie (named ACLs). Korna
CIHCOK JI0CTyIa KOHQUTYPUPYETCS Ha MapLIPyTU3ATOPE, KAXK/IbIM CIIMCOK JOJIKEH
UMETh YHUKAJbHBIM HUJIEHTU(PUKAIMOHHBIM HOMEp WM yHHKanbHoe ums. Homep
UACHTU(ULIMPYET TUI CO3JAAHHOIO CIHKCKAa JIOCTYNa W JOJDKEH HaXOIWUThCS B
npenesax ONpPEeNeiIeHHOro JAuamna3oHa, 3aJaHHOTrO JUIsl 3TOro THUIA CIIMCKa
(tabmuna 4.1).

Ta6muna 4.1 — Jlmana3onsl uaeHTHPUKAIIMOHHBIX HOMepoB ACL

Jlnama3zoH HoOMEpOB Ha3anue cnmcka nocrymna
1-99 IP standard access-list
100-199 IP extended access-list
1300-1999 IP standard access-list (extended range)




2000-2699 IP extended access-list (extended range)
600-699 Appletalk access-list
800-899 IPX standard access-list
900-999 IPX extended access-list

B cranmaptHOM cnucke Aoctyma sl npuHATHS pemieHus B [P-makerte
aHAIM3UPYETCS TOJIBKO aapec MCTOYHHMKA COOOIIEHUs, YTOOBI (DHIBTPOBATH CETh
(IPX-cTanmapT MokeT (QUIBTPOBATH KaK aapec HCTOYHUKA, TAK M Ha3HAYCHUS ).

Pacmpennsie crimcku noctyma (Extended Access Lists) mpoBepsitoT kKak
IP-anpec ucrounuka, tak u IP-agpec HazHaueHus, 1Mojie MPOTOKOJA B 3arojIOBKE
MIAKEeTa CETEBOr0 YPOBHS M HOMEP MOPTa B 3ar0JIOBKE TPAHCIIOPTHOTO YPOBHSL.

Takum oOpa3oMm, ISl KaKIOro MPOTOKONA, JJIs Ka)XJAOro HalpaBiICHHS
Tpauka 1 Uil KaKI0ro uHTepdeiica MokeT ObITh CO3/JaH CBOM CIIMCOK JOCTYTIA.
Hcxopsmue ¢GuIbTpel HE 3aTparuBaioT TpaduK, KOTOPBIM HIAET U3 MECTHOTO
MapuIpyTH3aTopa.

N3 pexomeHmauuii MO YCTaHOBKE CIIMCKOB JOCTyIa MOXHO OTMETHUTH
cienytouiee. CTaHAApTHBIE CIUCKU JOCTyINa PEKOMEHAYETCS YCTaHaBIIMBATh I10
BO3MOXKHOCTH OJIMKe K ajJpecary Ha3HAuyeHHs, a pPACIIUPEHHble — OJMKe K
UCTOYHUKY. I[lodTOMy cTaHmapTHBIE CIHMCKH MAOCTyMa JOJDKHBI OJOKHMPOBATH
YCTPOMCTBO HA3HAYEHMsI M paclojaratbcs MOOIMKE K 3allMIlaeMOd CceTu, a
paCIIMPEHHBIE CIIUCKHU JTOCTYIIA JOHKHBI ObITh YCTAHOBJICHBI OJU3KO K UCTOUYHUKY
COOOIICHUI.

Crincok goctyna npou3BOANUT (PUIBTPALIMIO MTAKETOB MO MOPSAIKY, TOITOMY
B CTpPOKax CIIMCKOB CIEAyeT 3a/aBaThb YCJIOBHS (QUIbTpALUM, HAYUHAs OT
cnenupUYecKUX YCJIOBUM M 3aKkaHYMBas OOMIMMH. YCJIOBHS CIUCKAa J0OCTyIa
o0pabaThIBatOTCs TOCIEA0BATEIbHO OT BEPIIMHBI CIHCKAa K OCHOBAHMIO, TIOKAa HE
OyJleT HaiJICHO COOTBETCTBYIOIIEE yCcioBUe. Eciiu HUKaKoe yclioBUe HE HaWJeHO,
TOTJIa TAKET OTKJIOHSICTCS M YHHUTOXKACTCS, MOCKOJBbKY HEsSBHOE ycioBue deny
any (3ampeTuTh BCE OCTAIBHOE) MPUCYTCTBYET HESIBHO B KOHIIE JIHOOOTO CIHMCKa

nocryna. He ynoBnerBopsmoomMii COMCKYy AOCTyna MakeT mporokona [P Oyner




OTKJIOHEH M YHHUYTOXXEH, MPH 3TOM OTIPABUTENIO OyAET IMOCIaHO COOOIIEeHHUE
ICMP. Hogsble 3anucu (JinHUM) Bceraa A00aBIISIIOTCS B KOHIIE CIIMCKA JIOCTYTA.
KonduryprupoBanue CriuckoB 10CTyIa MPOU3BOUTCS B J[Ba Tana:
1. Co3manue crucka JOCTyIa B PEXKUME INI00aTbHOT0 KOH(PUTYpUPOBAHUS.
2. IlpuBsizka cmucka JocTyna K uHTepdelcy B pexuMe JIeTalbHOTO
KOH(pUTYpHUpOBaHUs HHTEpdeiica.
@opMaTt KOMaH/Ibl CO3/IaHHsI CTAHIAPTHOTO CHKMCKA JOCTYNA CJIETYIOLIUN:
Router(config)#access-list {Ne} {permit / deny} {agpec ncrounuka}.
Crucku pgoctyna MOryT (GUIBTpOBaTh Kak TpauK, BXOIAUIMA B
MapuipyTu3atop (in), Tak ¥ TpapuK, HUCXONAIIMKA W3 MapuipyTtuzaTopa (out).
HampaBnenue Tpaduka ykasbplBaeTcsi NpU TPHUBSA3KE CIHCKAa JIOCTyNMa K
uHTepdeiicy. Dopmar KOMaHAbl IPUBS3KU CIIUCKA K HHTEPPEICY CIAeAYIOIINA:
Router(config-if)#{mporoxon} access-group {nomep} {in maum out}.
[locrne mpuBSA3KM CHUCKAa JIOCTYNAa €ro COAEPKUMOE HE MOXKET OBITh
u3MeHeHo. He ypoBieTBopstomuid aJMUHUCTPATOpPa CIUCOK JOCTyIA JOJIKEH
OBITH yJaJieH KOMaH10# N0 access-list u 3aTem co3man 3aHOBO.
PacmmpenHslil cCiucok JoCTyna co3AaeTcsl KOMaHO0M:
Router(config)#access-list {Ne} {permit / deny} {rpancm.mporoxo.}
{anp.uct} {aap.nmou.} eq {Ne mopra uiau Ha3BaHHMeE NMPHUKJIATHOTO MPOTOKOJIa}
[IpaBuna Ha3HAuY€HUsA B CHUCKE JOCTyNa HOMeEpa Mopra (Wiu, 4TO TOXE
camoe, MPUKJIIATHOTO MPOTOKOJIA) TIPeICTaBlIeHbI B Tabnuiie 4.2.

Tabnuua 4.2 — [IpaBuna Ha3HaYEHUs TPUKIIAIHBIX TPOTOKOJIOB

O6o3HaueHne JleticTBue

Itn Bce HOMepa mopToB, MEHBITIHE N.

gtn Bce HoMepa mopToB, OoJbIIHE N.

eq n ITopT n

neq n Bce mopTel, 32 HCKIIFOYSHHUEM N.
range n m Bce mopThl 0T n 10 m BKIIIOYUTENIBHO.

PacnpoctpaHneHHble NPUKIAAHBIE MPOTOKOJBI U COOTBETCTBYIOLIME UM

CTaHJIapTHbIE HOMEpa MOPTOB NMpPUBEAECHBI B Tabnuue 4.3.




Tabnuna 4.3 — Homepa mopToB HEKOTOPBIX MPHUKIIAIHBIX MPOTOKOIOB

Homep Tpancnoptasiii | [IpukiragHON IPOTOKOI KnroueBoe cioBo B
nopra IPOTOKOJ KoMaHze access-list
20 TCP FTP data ftp data

21 TCP VYrpasnenue cepsepom FTP | ftp

22 TCP SSH

23 TCP Telnet telnet

25 TCP SMTP Smtp

53 UDP, TCP DNS Domain

67, 68 UDP DHCP nameserver

69 UDP TFTP Tftp

80, 8080 | TCP HTTP (WWW) WWW

110 TCP POP3 pop3

161 UDP SNMP Snmp

PaccmoTpuM npuMep co3laHus CTaHAAPTHOIO CIMCKA JOCTYyNa JUIsl CETH,
cxeMa KOTOpoW TMoKka3aHa Ha pucyHke 4.6. Ha pucynke ykaxem y3ibl,

Haxojsmmecsd B moaceTax 192.168.0.0/24 n 192.168.1.0/24.

192.168.0.3/24

192.168.1.2/24 192.168.1.3/24

RO R1

Pucynok 4.6 — Cxema cetu

[Ipeanonoxum, 4To K cepBepy, HaxonsdmeMmycs: B noacetu 192.168.1.0/24
no azapecy 192.168.1.2/24, noctyn u3 nmoacetu 192.168.0.0/24 pasperieH TOJIBKO

komnbioTepy 192.168.0.2/24. D10 mnpaBuiIo MOXKHO CKOH(PUTYpUpOBaThH C



UCIIOJIb30BaHUEM CTaHJAPTHOTO CIUCKa jgoctyna Ha wuHTepdeiice Fa 0/0
MapupyTtuzaropa R1.

Just  sroro B pexuMme  ri100adbHOrO  KOHGUTYPUPOBAHHUS  Ha
Mmapuipytuszarope R1 He00X0AMMO BHIMOIHUTD CIEIYIOIINE KOMaH/IbI:

Routerl(config)#access-list 10 permit 192.168.0.2

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 10 out

[lepBas komMaH/aa co3/1ae€T HA MApIIPYTU3ATOPE CIIUCOK JIOCTYTNAa C HOMEPOM
10, xoTopwlid pa3pemaeT (Permit) mepemady IMakeTOB C aApecoOM HCTOYHHUKA
192.168.0.2.

Bropass xomaHjga sBisieTcsl KOMaHIOM mepexoja K KOH(UTYpUPOBaHUIO
untepdetica Fa 0/0.

Tperbst KOMaHIa MPUBS3BIBAET CIMCOK JOCTynma ¢ HomepoM 10 Kk
unrepdeticy Fa 0/0 u yka3piBaeT Ha HampaBlieHHE TIepeadn — ucxosmee (out).

Co3naHHbI TakUM 00pa3oM CIHUCOK JoCTyna OyJeT COCTOSTh M3 JBYX
ctpok. IlepBas cTpoka B siBHOM (opMe pa3peliaer nepenaBatb Ha HHTEpQENC
mapuipyTtuzaropa Fa 0/0 maketsl ¢ aapecom wuctouHuka 192.168.0.2. Bropas
CTpOKa B HEsIBHOM Bujle 3ampernaet (deny any) nepeaaBaTh Ha 3TOT HHTEpQEHC Bce
OCTAJIbHBIE MAKETHI.

[Ipoananu3upyem aeiicTBus MapuipyTtuzaropa R1 mpu moctyrnieHun Ha
€ro BHEITHUN MHTEpQEic makeTa Mmocyie Co3/1aHus CIHUCKa J0CTyTa.

Ecnu maker mocrynun u3 noaceru 156.92.15.4 u npenHazHayeH cepBepy
192.168.1.2, mapupyTusaTop, ONpeaeianB Mo TaOIHIle MapIIPpyTU3aLUU BbIXOIHON
uHTepdeiic, nepeaaer 3Tot naket B 0ydep unrepdetica Fa 0/0.

3aTeM aHaJIU3UPYETCS CIMCOK, HAYMHAs C IEPBOM CTPOKHU. Eciii HCTOUHUK
umeeT azapec 192.168.0.2 (coBmajeHHe B IEPBOM CTPOKE CIIHCKA MPOU3OILIO),
naKeT WHKarcyaupyercst B kajap Ethernet u mepenaercs cepepy. Ecnu ucrounmk
uMeer J000OM Jpyroil anapec (coBmaieHHss B TIEPBOM CTpPOKE CIUCKA HE
HPOM30IILIO), MPOUCXOAUT OOpaIleHue KO BTOPOW HESIBHOHM cTpoke crucka (deny

any), v makeT OTOpachIBAETCS.



B cmyuae, ecniu Heob6xonuMo o0OecneduTh OCTYI K CEpBEPY U BTOPOTO
koMmmproTepa moxacetn 192.168.0.0/24 ¢ aapecom 192.168.0.3, komaHmbI
KOH(UTrypupoBaHus OyIyT BRITISAETh CIEITYIOIIUM 00pa3oM:

Routerl(config)#access-list 10 permit 192.168.0.2

Routerl(config)#access-list 10 permit 192.168.0.3

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 10 out

O4eBUHO, YTO CIMCOK JIOCTYNa TeNepb COJEPKHUT TPpU CTPOKU — JBE
SIBHBIC U OJIHY HESBHYIO.

Od4eBUIHO, YTO PACCMOTPEHHBIM CIOCO0 KOHPUTYPUPOBAHUS CIHCKOB
JOCTyMa yqo0eH B TOM Cilyyae, €ClIu JOCTYN K KaKoMy-JInbo pecypcy (cepBepy)
HEO00X0IUMO 00ecIeynTh HEOOIBIIOMY KOJINYECTBY UCTOYHUKOB
(kommsroTepoB). Eciu xe, Hanpumep, B nmoacetu 192.168.0.0/24 3nauutenbHOE
KOJIMYECTBO KOMITBIOTEPOB, TaKOE€ KOHPUTYPUPOBAHUE CTAHOBUTCS HEYHOOHBIM
U TIOABEPKEHHBIM OIMMMOKAaM, TaK KakK ISl KaXI0ro W3 HUX HEO0OXOIHMO
OTJEJIBHO CO3/1aBaTh CTPOKY CIIHCKA.

[TosToMy Tpu CO34aHUW CIHCKOB JOCTyla MOXHO HCIOJIb30BaTh
wildcard macku. B 3ToM ciydae B CTpOKE CIIMCKA MOXKET COJEPKAThCS YKa3aHHe
Ha Tepenavyy Wi (QUIbTpAIUIO MaKeTOB HE C agpecaMy KOHEYHBIX Y3JIOB, a C
azgpecaMu cetelt (rmojceTeit), B KOTOPbIE OHU BXOJIST.

[IpaBuio UCMOIB30BaHUS MACOK B 3TOM CIy4ae MOXHO c(hOpPMYIUpPOBaTh
CIEeNyIOIMM 00pa3oM — HYIJEBbIE 3HAYEHUS pa3psANOB MAcCKH O3HAYaAIOT
TpeboBaHNE 00pPabOTKM COOTBETCTBYIOIIMX pa3psaoB ajapeca, a €IUHUYHBIC
3HAQUCHHUS pa3psaoB MACKH O3HAYAIOT WTHOPHPOBAHUE COOTBETCTBYIOIIHMX
paspsanoB aapeca. Hampumep, ecau wildcard macka umeer Buxp 0.0.0.0, TO
MPOBEPATH YCJIOBUE HEOOXOAMMO JUIsI BCEX pa3psagoB ajapeca HCTOYHHKA
npuOsIBImiero makera. Ecmu ke macka umeer Buj 0.0.0.255, To mpoBepsTh

yCJIOBHE HEOOXOAMMO TOJIBKO JIJIsl IEPBBIX TPEX 0aNTOB aJpeca NCTOUYHHKA.



[Ipenmonoxum, 4to OOCTYn K TOMY e cepBepy (ampec 192.168.1.2)
JOJDKHBI TIOJYYUTh BCe KoMIbIoTepsl moaceTu 192.168.0.0/24. B atom cinyyae Ha
MapuipyTtuzatope R1 He0OX0AMMO BBHIOTHUTH KOMAaH/bI:

Routerl(config)#access-list 10 permit 192.168.0.0 0.0.0.255

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 10 out

HeoOxogumo OTMETHTB, YTO, €CIAM HYXHO pa3perIuTh KaKOMY-JTHO0
OJIHOMY Y3JIy M3 JIpyroi nmojaceTu (Hanpumep, 192.168.2.2/24) nocTym K 3TOMY XKe
CEpBEPY, CO3AaBAEMBIN CIIICOK HEOOXOIUMO JTOMOJHUTH KOMaHI0M

Routerl(config)#access-list 10 permit 192.168.2.2 0.0.0.0

WIH, YTO TO K€ camMoe, KOMaH10M

Routerl(config)#access-list 10 permit host 192.168.2.2

Co3naHue CHHCKOB JOCTyIla OYEHb IOXO0XKE Ha CO3JaHHE «OeibIX» H
«4epHBIX» cnuckoB Ha Tenedone. [Ipu cozmanuu «Oenoro» crucka MPUHUMAThH
pa3perieHo TOIHKO BBI30BBI OT HCTOYHUKOB, HOMEPA KOTOPHIX BHECEHBI B «OCTIBII
CIIUCOK, OCTaJIbHBIE BBI30BBI OTOpAachIiBalOTCs. [Ipu UCHONIB30BaHUU «UEPHOTO
CIIUCKa OTOPACHIBAIOTCS TOJHKO BBI3OBBI OT MCTOYHHUKOB, BHECEHHBIX B CIIHCOK,
OCTaJIbHBIE BBI30BbI MpUHUMAIOTCA. OCHOBHOE OTJIMYUE OT Tele(OHHBIX BHI30BOB
COCTOHUT B TOM, YTO B CIIMCKH Permit u deny BHocsTcs He TeiaedoHHBIE HOMEpa, a
3HAYCHHUS 3aT0JIOBKOB PA3JIMYHBIX YPOBHEH.

Hcrnionp3ys 3Ty aHAJIOTHIO ¢ «OENBIMIUY» U «YEPHBIMUY» CITUCKAMHU TeledoHa,
MOXHO OTMETHUTh, YTO PACCMOTPCHHBIE CIIOCOOBI AHAJOTHYHBI CO3JAHUI0 B
TenedoHe «OebIX» CIUCKOB — yKa3aHHBIC B CIMCKE JOCTyIa ajpeca SBISTFOTCS
pa3perieHHbIMH, OCTATBHBIC — 3aMPEIIICHHBIMU.

B psanme cinydaeB Oonee ymoOHBIM SIBJISIETCS HMCIIOJB30BAaHHE AHAIOTHH
«UEpPHOTO» CIHCKa — pa3pelnieHo mepeaBaTh JaHHBIE OT BCEX, KPOME TEX, KTO
yKa3aH B YEPHOM CITHCKE.

[Ipenmnonoxxum, 4To K TOMY ke cepBepy HE0OXOAUMO 00€CTEUHUTh AOCTYII
BCEM KOMIIbIOTEpaM, KpoMe€ OJHOro, wumeromero aapec 192.168.0.15.

KonpurypupoBanue takoro crucka OyeT UMETh BUJ:



Routerl(config)#access-list 11 deny host 192.168.0.15

Routerl(config)#access-list 11 permit any

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 11 out

HarmoMHuM, 4T0 MO yMOJIYaHHIO Y CO3AaBAaEMbIX CIIUCKOB JOCTYIa HESIBHO
NPUCYTCTBYET 3aKJIIOYUTENIbHAs CTpoka Oeny any — sanpeTuTh Bce. B gaHHOM
clyyae MbI 3aMEHHJIM OTy CTpPOKy Ha permit any — paspemuTsh Bce.
CoOTBETCTBEHHO, JOCTYII K cepBepy OylIeT pa3pellieH BceM, KpoMe KOMIbIOTEpa C
aapecom 192.168.0.15.

PaccMoTpuM  Temephr TNpUMEHEHHE PACIIMPEHHOTO  CIMCKA IS
KoH(pUrypupoBanusi Mapuipytuzatopa R1 (pucyHok 4.6), mpu 3TOM JOJIKHBI
OBITH BBITIOTHEHBI CICAYIONTNE YCIOBHS:

- xomnbroTepy 192.168.0.2/24 HeoOXoauMO MPENOCTaBUTH AOCTYH K
web-cepepy ¢ agpecom 192.168.1.2 o nporokony WWW;

- BceM KoMmmbloTepam  moacetu  192.168.0.0/24  Heobxomumo
npenoctaBuTh noctyn k FTP-cepeepy ¢ ampecom 192.168.1.3 mo mportokoiy
FTP.

Komanner koHburypupoBanusi B 3TOM cliydae OyayT BBITJISIETh

CIEAYIOIIMM 00pa3oMm:

Routerl(config)#access-list 110 permit tcp host 192.168.0.2 host 192.168.1.2 eq www
Routerl(config)#access-list 110 permit tcp 192.168.0.0 0.0.0.255 host 192.168.1.3 eq ftp
Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 110 out

OueBUIIHO, YTO YKa3aHHBIM CHOCOO aHAJOTHYEH CO3JIaHUI0 «Oesoro»
criicka B Tene(doHe, Tak Kak TPEThe HESIBHOE yCJIOBHE, HAXOJAIICECS B KOHIIE
CIIMCKa, OJIOKUPYET BCE, UTO HE pa3pericHo.

PaccmoTpuMm mpummep, korga yaoOHEe HCIOJIB30BaTh  aHAJIOTHIO
«YEPHOTOY CIHUCKA B Tele(oHe.

Ha wmapmpyTtuzatope R1 1momkHBI OBITH BBITIOJHEHBI CIICAYIOIIHEC

YCIOBUSL:



- komnbioTepy 192.168.0.2/24 HEoOX0AMMO 3anPETUTHh JOCTYI K CEPBEPY
c agpecoM 192.168.1.2 o nporokony WWW, HO pazpemiuTh 1OCTYIbI K JPYTUM
CepBHCaM;

- BceM KommbioTepaM mozcetd 192.168.0.0/24 HeoOXoAMMO 3amnpeTuTh
JIOCTyIl K cepBepy ¢ aiapecom 192.168.1.3 mo nporokony FTP, Ho pa3pemints
JOCTYI K APYTUM CEpBUCAM.

Komanapl koH(GUTYypUpOBaHUS B 3TOM ciiydae OyayT UMETh BU/L:

Routerl(config)#access-list 110 deny tcp host 192.168.0.2 host 192.168.1.2 eq www
Routerl(config)#access-list 110 deny tcp 192.168.0.0 0.0.0.255 host 192.168.1.3 eq ftp
Routerl(config)#access-list 110 permit ip any any

Routerl(config)#interface fa 0/0

Routerl(config-if)#ip access-group 110 out

3anuch permit ip any any O3HayaeT, 4TO BECh OCTAJbHOW TpapuK OT
J1000T0 UCTOYHUKA K JI000MY MOJIy4yaTeIto JOJKEH NepeaaBaThCsl.

[IpocMoTpeTs CO3MaHHBIE HA MApPLIPYTU3aTOPE CHUCKHA JOCTYIIA MOYKHO
no komanzae show access-list, a croucku, HacTpOEHHbIE Ha KOHKPETHBIX
unrepdeiicax, komangamu show ip interfaces niu show running-config. Ha
pucyHke 4.7 moka3zaHbl HACTPOEHHBIE CIHMCKU JOCTyNa IJII PACCMOTPEHHOIO

3JI€Ch IIPUMeEpA.



I0S Command Line Interface

T o L M Ty -

Routerfconfiyg

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.

Router {config) faccess-list 110 deny tecp host 192.168.0.2 host 192.168.1.2 eq www

Router (config)faccess-list 110 deny tecp 192.168.0.0 0.0.0.255 host 192.168.1.3 e
q ftp

Router {config) faccess-list 110 permit ip any any

Router {config) finterface fa 0/0

Router (config-if)f#ip access-group 110 out

Router {config-if) "2

Routerf

§8Y5-5-CONFIG_I: Configured from console by console

Routerfishow access-list
Extended IP access list 110
deny tcp host 192.168.0.2 host 192.168.1.2 eq www
deny tep 192.168.0.0 0.0.0.255 host 192.168.1.3 eq ftp
pernit ip any any
Routerﬂl v

Pucynok 4.7 — KonpurypupoBaHue cnucka A0CTyNa U €ro IpoCcMOTp

Coucku  JocTynma  TakXe  JKEeJNaTelIbHO  HUCHOJb30BaTh W IS
KOH(UTYypUpOBaHUS YAAIEHHOTO JOCTYIIA K YCTPOHUCTBAM.

B Hacrosimiee BpeMs dalle MCHOJB3YIOTCS HE HyMEpOBaHHbIE, a
MMEHOBAHHbIE CIHUCKUA JIOCTyna. YJI0OCTBO HCIMOJb30BAaHUS HMEHOBAHHBIX
CIIMCKOB JIOCTyIa 3aKJII0YaeTcsl MPEXKJE BCEr0 B TOM, YTO HA3BaHHUIO CIIMCKa
MoxHO nipuaaTh onpeneseHHsid cmbics (INTERNET, ADMIN, FTP, u 1.1.). Tak
KaK MUMEHOBAHHBIM CIIUCOK HE UMEET HOMEpPA, KOTOPBIM OAHO3HAYHO OMpPEHEISAET
ero Bua (Tabauia 3.1), mpu co3gaHUU TaKOro CIMCKa HEOOXOJAMMO SIBHO yKa3aTh,
KaKOW MMEHHO CIMCOK CO3JaeTCsl — CTAaHAAPTHBIM WM pacimpeHHbld. Komanma
CO3/IJaHHSI UMEHOBAHHOT'O CITMCKA J0CTYIa UMEET BU/I:

Ip access-list <standard/extended> <ums>

<npaswuJio 1>

<npasBujio 2>

<mpaBuJjo N>

[Tapametp standard/extended ykassiBaeT Ha BHJ CO3aBa€MOI0O CITHMCKA, a

IMpaBujia IMPOIMUCBIBAIOTCA aHAJIOTUIHO HYMCPOBAHHBIM CITMCKaM.



4.3 MexceTeBoe SKpaHHUPOBAHUE C COXPAHEHUEM COCTOSTHUM

Takne MeXceTeBbIe JKpaHBI €I¢ HA3bIBAIOT JKPaHAMH C COXPAaHCHHEM
ceccuii (statefull firewall), a camy TeXHOJIOrHIO MEKCETEBOIO 3KPAHHPOBAHHS —
SPI (Stateful Packet Inspection). OHu OTHOCSTCS K IIIF03aM CEaHCOBOTO YPOBHS
(maparpad 4.1) CyTp 3akioyaeTcsi B TOM, YTO TPU 3alpoce Ha YCTAaHOBJIICHHUE
coequHenus (Hanpumep, T CP-ceccun) MapmpyTuszaTop 3allOMUHAET 3Ty CECCHIO U
IIPH MTOCTYIUICHUH W3BHE ITAKeTa CBEPSET €ro CO BCEMH TEKYIIMMH ceccrusiMu. Ecim
NPUHATBI W3BHE TIAKET OTHOCUTCS K KakoW-TMOO TEKyIeW ceccud, OH
MIPOJIBUTAETCS BO BHYTPEHHIOIO CE€Th, B POTHUBHOM CITydae — OTOpachIBacTCs.

JIiiss KOH(UTYPUPOBAHUS MEKCETEBOTO DKPAHMPOBAHMS HAa YCTPOMCTBax
Cisco HeoOXOaMMO B SIBHOM BHJE yKa3aTh, TpaUK KaKUX MPOTOKOJIOB JTOJIKCH
OTCJIC)KUBATHCS (MHCIEKTUPOBATHCS). JIJIsl 9TOr0 UCOJIb3yeTCsl KOMaHAa

Ip inspect name <umsi mpaBujIa> <Ha3BaHHe NMPOTOKOJA>

Hanrnast KOMaH/Ja  BBITOJTHICTCS B peXHMe r7100a7TEHOTO
KOH(UTypUpOBaHUS.

AHANIOTHYHO CHHUCKaM JOCTyIa, CO3/JaHHOE TIPAaBWIO HEOOXOIMMO
NpUBS3aTh K HHTEp(delicy ¢ yKa3aHWeM HalpaBJICHUS TepeIavu:

R1(config)#int fa0/0 — nepexox B pexxum KoHPUTYpHrpoBaHUs HHTEepdeiica
fa 0/0;

R1(config-if)#ip inspect <umsi mpaBuaa> <in/out> - npuBs3Ka MpaBuiIa K
uHTep(delicy ¢ ykazaHHeM HaIpaBIICHUS TICpeIavH.

HeoOxomuMo OTMETUTBH, 4YTO TMPABHIIO MOXKHO MPHBS3bIBaTh KakK K
BHYTPpEHHEMY, TaK M KO BHEIIHeMY HHTepdelicy MapuipyTH3aTopa, OIHAKO
HalpaBJICHUE IepPeIayd JIOJDKHO COOTBETCTBOBATH HAIPABIICHUIO 3allPOCOB M3
BHYTpEHHEH ceTH Ko BHemHeH. COOTBETCTBEHHO, €CIIHM MPABUJIO MPUBI3BIBACTCS K
BHYTpeHHEeMY WHTepdeiicy, HampaBlieHHe Tepemaadn — Bxoxsmiee (in), ecou K
BHEIIIHEMY — UcXosiee (0ut).

[TpuBeneM MpuUMEp MEKCETEBOIO SKPAHUPOBAHHUS IS CETH, MOKa3aHHOU
Ha pucyHke 4.8. Jlns ynobcTBa pazmectum MapiipyTtu3arop R1 Bo BHemHel cetu,

B KOTOPOH TaKKe pacrmojiaralorcsi jaBa cepBepa — Web-cepep um ftp-cepsep.



[IpousBeneM HACTpOWKy BCero O0OOpyAOBaHHS TaKhuM 0Opa3oM, YTOOBI W3
BHYTPEHHEH ceT ObUTA JOCTYITHEI 00a cepBepa.

Co3gamuM TMpaBWIIO I WHCIICGKTHPOBAaHUS 3ampocoB K Web-cepsepy
(mpotokonr HTTP) ¢ umenem HTTP u npusikem ero k BHyTpeHHeMY UHTepdency

fa0/0 ¢ BxoasimuM HampaBieHHEM nepeaaun (pucyHok 4.9).

BHewHaa
CETb

FTP-cepsep

\WEB-cepeep

Server-PT
Serverl

Server-PT
Server0

Rowkerl 497 155.2.1/30

|
fa0/1 + 192.168.2.2/30

—

&3

181
fal 192.168.1.1/24
i RougerD /
DMS-cepeep
50-
witch
Server-PT
Server2
F

4
PC-FT PC-PT
PCO PCl

BHyTpeHHAR
eTb

Pucynox 4.8 — Ilpumep cetu



Routerren

Routergcont

Configuring from terminal, memory, or network [terminall?
Enter configuration commands, one per line. End with CHTIL/Z.
Bouter (config) #ip inspect name HTTP http

Router (config)#int £a0/0

Router (config-if) #ip inspect HITP in

Rnuter{cnnfig—ifh#l v

Pucynok 4.9 — KondurypupoBanue nHCIEKTUpOBaHUs mipoTokosia HT TP

CrnenyeT OTMETUTH (M 3TO OYEHBb BaXXHO!), UTO MHCIIEKTUPOBaHUE Tpaduka
HEOOXOMMO NPHUMEHATh COBMECTHO CO CIMCKaMH JocTyna. B Hamem mpumepe,
KOT/Ia CIUCKH JOCTynma He ObUIM co3maHbl, Nitp-3ampockl, MOCTYHArOIIUe W3
BHYTpEHHEH ceTH, OynyT HMHCIeKTHpoBaThcs. OIHAKO €CiM M3 BHELIHEH ceTu
TaKke moctymut hitp-zampoc, OH MpoOHAET BO BHYTPEHHIOI CETh, TaK KaK HE
CYLIECTBYET CIIMCKA JIOCTYIIA, 00ECIIEUYNBAIOIIETr0 (PUIBTPALIMIO ATOIO 3aMIPOCa.

JUiss mpoBepku 3TOro pasmectuM BO BHemHed cetn [IK ¢ axpecom
213.80.65.4 wm mnompoOyeM COEAUHUTHCA C CEPBEPOM BHYTPEHHEH CETH 10

npotokosry HTTP (pucynok 4.10).



® PC2 - ol El

Physical ] Config | Desktop . Software/Services

Web Browser
> | URL |http://192.168.1.10

Cisco Packet Tracer

Pucynox 4.10 — Coenunenue ¢ cepBepoM BHYTpeHHEH ceTu 1o npotokory HTTP

B kauecTBe BHYyTpeHHEro cepsepa Mbl Hcnonb3oBaiin DNS-cepsep ¢
anpecom 192.168.1.10/24. Kak Buano u3 pucynka 4.10, coeawHeHHE MPOILIO
YCHEIIHO.

JInig 3amThl BHYTPEHHEH ceTH co3naauM Ha Mapuipytuzatope RO crmcok
JIOCTyMa, 3ampellaronuii nepenady Bcex |P-makeTtoB, W mnpuBskeM ero K

BHemHeMy uHTepdeiicy fal/l ¢ ykazaHueM BXOMSIIETO HAmpaBlICHHsS (PHCYHOK

4.11).

Router>en

Routergcont

Configuring from terminal, memory, or network ([terminal]?
Enter configuration commands, one per line. End with CNTL/Z.

Router (config) $ip access-list ex FRW
Router (config-ext-nacl) §¢deny ip any any
Router (config-ext-nacl) $ v

Pucynok 4.11 — Co3nanue cnucka 1ocTyna



Teneps cHoBa mnomnblTaeMca nocinaTte HTTP-3anmpoc w3 BHemHeidl ceTu

(pucyHok 4.12).
® PC2 - o IES

Physical | Config | Desktop | Software/Services

Web Browser X

< > | URL |http://192.168.1.10) | Go Stop

Request Timeout

Pucynok 4.12 — OTcyTcTBHE COSTMHECHHS C CEPBEPOM BHYTPEHHEH CETH 10

npotokosry HTTP

Kak BunHO u3 pucynka 4.12, u3 BHeWIHe# ceTu cepBep HE AocTymeH. [lpu
ITOM U3 BHYTPEHHEW ceT Web-cepBep ocTaercst TOCTYITHBIM.

C yuerom co3manHoro cmnucka npoctyna FRW ocrtanpHbIE MPOTOKOJIBI
(xpome HTTP) ne wuHcnektupytorcs. ClenoBaTenbHO, €CIM MOCHAaTh U3
BHYTpPEHHEH CEeTH 3arpoc Mo KakoMy-JI1u00 APyromMy MpoTOKOIy, OTBET MOIYUYEH HE
OyZeT, Tak Kak ero 3a0JOKUpYyeT CHHUCOK JOCTylna Ha BHEIIHEM HuHTepdeiice
Mmapuipytuzaropa. [lompoOyeM mMmonydnTh W3 BHYTpPEHHEH ceTu goctyn k ftp-

cepepy (pucyHok 4.13).



@ PCO

Physical = Config = Desktop | Software/Services

Command Prompt

Packet 2 C Command Line 1.0
BCx>ftp 2

Trying t

SError opening ftp:// -65.3/ (Timed out)

Packet Tracer PC Command Line 1.0

BC» (Disconnecting from ftp server)

Packet Tracer PC Command Line 1.0

oC

Pucynok 4.13 — [TonbiTka coequnenus ¢ ftp-cepsepom

Kak Buaum, mompiTKa HE yBeHYanach ycmnexoM. Eciu ke HacTpouTh
uHcnektupoBanue FTP-tpaduka, moctym k ftp-cepBepy Oymer BO3MOXKEH.
WimrocTpupoBaTh 31ech 3T0 He Oyaem, Tak kak Cisco Packet Tracer B cuiy cBoei
OTpaHWYCHHONW  (YHKIMOHATBLHOCTH O3TO HE  mojaepkuBaer. I[loaTomy
WHCIIEKTUPOBAHNE PA3HBIX BUIOB Tpaduka HEOOXOIUMO MPOU3BOAUTH JTMOO Ha
peagpHOM 000pyAOBaHUH, JTMOO ¢ UCTob30BaHueM cumysitopa GNS3.

Onnako Cisco Packet Tracer momumepkuBaer uHCnekTHpoBanue 1CP-
tpaduka. Tak kak u mpotokos HTTP, u mporokon FTP ucnone3yer mj1s nepegadu
TCP-cermenTsl, nocie HacTpoilku T CP-MHCTIEKTUPOBAHUS TOCTYIHbBI OKAXYTCS U

http u ftp cepseps! (pucynku 4.14, 4.15).



BEouter (config) #ip inspect name HITFE tcp

REouter (config) £

Bouter (config) §~Z

REouterg

$5¥5-5-CONFIG _I: Configured from conscle by console

Pucynok 4.14 — Hactpotika uncnektupoBanus T CP-tpaduka

& PCO -

Physical = Config = Desktop | Software/Services

Command Prompt
'‘acket Tracer PC Command Line

(Disconnecting from ftp se

Packet Tracer PC Command Line 1.0
BC>ftp 2
Trying

%Error opening ftp:/ 5.3/ (Timed out)

Packet Tracer PC Command Line

onnecting from ftp se

C Command Line

Trying t

Connect

Tsername:

Pucynok 4.15 — Jloctym x ftp-cepepy mocne HacTpoiiku nacniektupoBanus T CP-

Tpaduka

PaccMmoTpeHHbIe HACTpOWKa MEKCETEBOTO dKpaHa SIBISIOTCS 0a30BBIMH, a
Oojiee TOHKME HACTPOMKM TMPUMEHSIOTCS B Ciydae, €Cld MPOU3BOJUTCS
paszielieHue CeTH C Pa3IMYHBIMH 30HAMU 0€30MaCHOCTH, KOTOPhIE PACCMOTPUM B

cienyrouieM naparpadge.



4.4 Zone-Based Policy Firewall (ZBFW)

Zone-Based Policy Firewall (ZBFW) — oTHOCUTEIIEHO HOBOE HAIIPaBJICHHE
Ha MaplIpyTU3aTOpax MoJ yrnpasiieHueMm oneparuonHoi cuctemsl Cisco [0S s
KOH(DUTYpUpPOBAaHUS TIPaBUJI JIOCTyMa MEXIy ceTssMu. J[o mosBiIeHHsT 3TOM
TexHoJoTun Tpaduk GUIBTpPOBAJICA € MOMOIIbIO cnuckoB noctyna ACL u
nuHamuyeckor mHcnekiuu tpaduka Context-Based Access Control (CBAC) (B
HacTosimieM mnocooun He paccmartpuBaercs). M ACL wu npasuna CBAC
MPUMEHSIOTCSI HETOCPEICTBEHHO Ha (u3nueckue UHTEep(Enchl, YTO BO MHOTHUX
Cllydyasix HE CIIOCOOCTBYET MAacIITa0MPyeMOCTH U THOKOCTH CETEBBIX PEIICHUH.
Taxast MoJIeIb OTPaHUYMBACT CTENEHB JACTATH3AIUH MOJIUTHK MEKCETEBOTO dKpaHa
U BbBI3BIBACT IIyTAaHUILy NPABWIHHOTO TMPUMEHEHHS TIOJUTUKH MEXKCETEBOTO
SKpPaHUPOBAHMS, OCOOCHHO B CIydasx, KOT/Ia TMOJUTHKAa MEXKCETEBOTO JKpaHa
JIOJDKHA TIPUMEHSITBCS MEXKIy HECKOJIbKMMHU uHTepdeiicamu. Zone-Based Policy
Firewall mensier koHGUTYpaIUI0 MEKCETECBOIO SKpaHa OT CTapod MHTepQEHCHOI
MOJiesid Ha OoJiee THOKYIO MOJIEb, OCHOBAaHHYIO Ha 30HaxX 0€30MacCHOCTH.

30Ha 0€30MacCHOCTH COCTOMT W3 Ha0oOpa pa3Iu4HbBIX HHTEpdeiicos,
KOTOpBIE JTOJDKHBI MMETh OJMHAKOBYIO TOJHMTHUKY CETE€BOM OE€30MacHOCTH WIIH,
WHa4ye roBOPs, OJJMHAKOBBIA YPOBEHB JIOBEpHsi. B Kak1yro U3 30H MOXKET BXOJUTh
OJIMH WJIM HeCKOJIbKO uHTepdeiicos. [locie co3manus 30H HACTpaUBAIOTCS ITpaBUiIa
JUIST B3aUMOJICHMCTBUI MeXAy 30HamMu. Takod moaxoj oOJjierdyaeT HaCTPOMKHU
MpaBUJI MEKCETEBOT0 dKpaHa, TaK KaK MpaBUiia OMPEACIIOTCS HE I OTAEIbHBIX
UHTEpPPENCOB, a JUIsl MHOXKECTBA MHTEP(PENCOB, BXOAIUIMX B OJHY 30HY. Kpome
toro B Zone-Based Policy Firewall ucronesyercs si3pik Cisco Policy Language
(CPL), xotopslii mO03BOJsIET Oojiee THOKO, YeM B MPEABIIYIINX BEPCHUSIX
MEKCETEBOTO PKpaHa, HACTpauBaTh MpaBmiia puiabTparuu Tpaduka.

B OonpImHCTBE CITydaeB CeTh ACTUTCS, KAK MUHUMYM, Ha TPU 30HBI:

- BHYTPCHHSIS 30Ha, IJI¢ PaCOJI0XKEHBI MMoyib3oBaTenu (inside);

- BHenrHss 30Ha (MaTepHeT — outside);

- JEMUTUTApU3UPOBAHHAS 30HA, TJI€ PACIOJIOKEHBI CEPBEPHI, K KOTOPHIM

J0JDKeH ObITh o0ecrieueH noctym u3BHe (dmz).



BaxxHo, 4TO MO yMONYaHWIO BECh TpauK MEXKIYy pPa3IUYHBIMH 30HAMHU
OyzeT 3amperieH, Bech Tpa(uK BHYTPH 30HBI — pa3peIieH.

Ha nepBom sTane HacTpoONKH MEKCETEBOTO 3KpaHa HEOOXOAMMO CO37aTh
30HBL. 3O0HBI CO3[AIOTCS KOMAHJOM, BBIMOIHIEMOW B pPEXKHUME TI00ATBHOTO
KOH(UTypUpOBaHUS:

Zone security <ums 30HbI>

[locne »TOoro HEOOXOAMMO CO3AaTh Mapbl 30H, MEXKIY KOTOPBIMU OyAET
nepeaaBaThes TpaPuK:
zone-pair security <mmsi mapbI> SOUrce <mms 30HbI> destination <ums 30HbI>

Heo0OxoauMo OTMETHTB, YTO Tapbl 30H SBISAIOTCS OJHOHAIPABICHHBIMH.
To ecTb, ecnu B Halllel CETH MpeIoaraeTcs JByHarpaBieHHas epenada JaHHbIX
MEXIy BHYTPEHHEHl M BHEIIHEW 30HaMH, HEOOXOJIMMO CO3/aTh JBE MHapbl 30H.
Hampumep (curtaem, 4To BHyTpeHHEN 30He ObLIO npucBoeHo uMs IN, a BHelHen
— OUT, ums map IN_OUT u OUT _IN):

zone-pair security IN_OUT source IN destination OUT

zone-pair security OUT _IN source OUT destination IN

Kak yka3piBamoch BHINIE, O YMOJYAHUIO Tiepeqada Tpaduka MExKIy
CO3JaHHBIMM TapaMu 30H 3arpenieHa. s ¢opMupoBaHus pa3pemieHHOro IS
nepenaun  Tpadpuka HEOOXOJUMO  ONPENENUTh KPUTEPUHU, 10 KOTOPHIM
OTCOPTUPOBBIBACTCS HYKHBIN Tpaduk. [ 3TOro UCMONb3yeTcsl TaK Ha3bIBa€MBbIi
class-map (mocioBHO — KiaccoBas kapta). Class-map onpezenseT, Kakoil UMEHHO
Tpaduk OyAeT MHCTICKTUPOBATHCS (TIPOXOIUTH MEKIY 30HAMH, TAKKE MPOXOINUThH
OyayT oTBeThl Ha 3TOT Tpaduk). OunbTpoBaThCs TPAPUK MOXKET MO KPUTEPHUSIM C
3-ro mo 7-ti ypoBueir momenmu OSI (t.e. Haumnas ot |P-agpeca m 3akanumBas
TpaQUKOM OIPENETICHHOTO MPHJIOKEHUS WM CEepBHCa MPHUKIAIHOTO YPOBHS).
Onpenensatbest TpaduK MOXKET CHUCKaMU JOCTyma, 3HaueHuem COS, Tumom
MIPOTOKOJIA U €Il PSIIOM JIpYTuX mapameTpoB. KpurepreB MoKeT MPUCYyTCTBOBATh
OJTHOBPEMEHHO HECKOJbKO. Ilpu 3TOM MOXHO yKa3aTh, JODKEH JH Tpadux

nomnaaath moja Bce 3t kputepuu (Mmatch-all) wim mox mo6oi u3 Hux (Mmatch-any).



Taxum oOpa3zom, ocHOBHas 3a1a4a Class-map — oTuIbTpoBaTh HEOOXOIUMBIN THIT
Tpaduka.

Jlnst cozmanmst Class-map ucmons3yercss KOMaH/a:

class-map type inspect match-all/match-any <ums class-map>

[Moce aToro Mbl IONaaeM B KOH(PUTYpUpOBaHKE cCO3AanHOTO Class-map, u
Janee HeOOXOIMMO HMCIIONIb30BaTh KOMaHay Match c¢ ykazaHueM KpUTEpHEB, IO
KOTOPBIM OTCOPTHPOBBIBAETCA TPAPHK:

- aCcCess-group - craHgapTHBIN, paCIIMPEHHBIA WIM UMEHOBAHHBIN CIIHCOK
JI0CTyTa, KOTOPBIK MOXKeT QuibTpoBaTh Tpaduk Ha ocHoBaHuM [P aapeca u mopra
UCTOYHHKA W TPHEMHHUKA. ODTO E€IUHCTBEHHBIM CHOCOO BBIAECIUTH TpaduK OT
KOHKPETHOI'O UCTOYHHKA K KOHKPETHOMY IOJIy4aTeIto;

- protocol - »sto mpotokossr ypoBHs 4 (TCP, UDP, ICMP), a rtakxe
npukiaaabie cepBuckl, Takue kak HTTP, SMTP, DNS, u T.1. MoxeT ObITh yKa3aH
10001 U3BECTHBIN UM OIpelesieMblil IOJIb30BaTEIEM CEPBUC;

- class-map - moOmYMHEHHBIH KJIACC, KOTOPBIA  MPEAOCTABIISICT
JOTIOJTHUTENBHBIE KPUTEPUU COOTBETCTBUS;

- not - ompexaenser, uro 000N TpaduK, KOTOPbIH HE COOTBETCTBYET
YKa3aHHOMY CEpBHCY WJIM MPOTOKOJY, WIH JIUCTYy AOCTyna, OyneT BBIOpaH B
JTaHHOM class-map.

BaxxHo, 4YTO KpUTEpUU BBOASTCS CIUCKOM, U MOPSAJOK 0OpabOTKM CIHCKa
NIOCJIEIOBATENbHBIM, KaK W Yy CHHCKOB joctyna. Hanpumep, eciau mnpu
KoH(puUrypupoBanuu €lass-map match-any mer ucrons30Bay KOMaH bl

match protocol http

match protocol tcp
TO TIpu 00pabOTKE MaKeTa CHavajia OyIeT MPOBEPEHO €ro COOTBETCTBUE MPOTOKOITY
HTTP. Ecnu HaiiieHO COOTBETCTBHE, TO Jajnee OyaeT MHCIEKTHUPOBATHCS 3TOT
TpaQuK, M Ccleaylollee YCIoBHE He OyAeT mnpoBepsATbca. Eciu ke KOMaH[bl
MOMEHATh MECTaMH, TO MaKEeT CHayaja MomajeT MoJ MHCIEKTHUpOBaHUE Tpaduka

TCP.



[ToMTHKHA MEKCETEBOT'O SKPAaHUPOBAHUS ONPEACIIAoTCsS KoMaHaou policy-
map. Komanma policy-map onpenenser aeicTBue, KOTopoe OyaeT MPOU3BeICHO ¢
OT(UIBTPOBAHHBIM C MOMOIIBIO KoMaH bl Class-map tpadukom. CyriecTByeT Tpu
OCHOBHBIX JICUCTBHS, KOTOPBIC TPUMEHUMBI K KJIaCCU(DUIIMPOBAHHOMY TpadUKYy:

Drop — Tpaduk, oOpabaTeiBaeMblii 3TUM JEHCTBHEM, OTOpAChIBaeTCs U
HUKAKOTO  YBEIOMJICHHS Ha  yAAJGHHBIH XOCT HE  BbIChUIaeTca (B
MPOTUBOMOJIOKHOCTh KilaccuueckuM juctaM aoctymna (ACL), korma BbIChUIaeTCS
ICMP-coobmenne Host Unreachable). Kaxknas xapTa MOJUTUK HUMEET CKPBITHIN
kimacc class-default, s kotoporo ckoHdurypupoBano aeiicteue Drop
(ananoruyHo ctpoke deny any any B JJ1000M CIHCKE JOCTYMA).

Pass — Ilpomyckaer Tpaduk, HE BKIIOYas WHCIEKIUIO MPOTOKOIA. DTO
JICHCTBUE TO3BOJSET MapUIPyTH3aTOPYy MepechuliaTh TpapuK W3 OJAHONW 30HBI B
JOpYTyI0, IPU 3TOM OH HE OTCIIEKHBAET COCTOSHUE COEIMHEHUI WM cecCHil. DT
JIEUCTBUE paspeliaeT MpPoOXOoXxAeHUEe Tpaduka TOJIBKO B OJHOM HAampaBJICHUU.
YroOel 00paTHbIl Tpaduk ObUT TepeAaH, AOKHA OBITh COOTBETCTBYIOLIAS
MOJIUTUKA U JIJIST HETO. DTO JEHCTBUE TMOJIE3HO ISl TAKUX MPOTOKOJIOB, Kak [PSec
ESP, IPSec AH, ISAKMP u apyrux mo cBoeid CyTH 0€30HacHbBIX MPOTOKOJIOB C
MPEICKa3yeMbIM TTOBEICHUEM.

Inspect - Bxkitodaer nMHAMHYECKYIO0 MHCTICKIUIO I TpaduKa, KOTOPBINA
MPOXOJNUT OT 30HBI UCTOYHUKA K 30HE MPUEMHUKA, U aBTOMAaTUYCCKH pa3permiacT
oOpaTHbIi Tpaduk Jaxke A CIOKHBIX MMPOTOKOJIOB, Takux kak H.323. Hampumep,
eciu Tpaduk mepemaercs u3 3oHBl IN B 30my OUT, wmapmpyrtusatop
nojAep>kuBaeT MHMoOpMalU O coeAuHeHusx uiau ceancax ans TCP u UDP
tpaduka. [TosTomy MapmpyTuzaTop paspemiaet oopatueiii Tpaduk u3 3061 OUT
B 30HY IN B kauecTBe 0TBeTOB Ha 3anpockl coeaquHenuit u3 IN B OUT.

dopmaT KOMaH/IbI:

policy-map type inspect <ums policy-map >

[Tocme sTOoro MBI TOMagaeM B PEXUM KOHPUTYPHPOBAHHUS CO3TAHHOTO
policy-map, B KkoTOopoM YyKa3biBaeM, Kakoi HMeHHO Cclass-map momken

00pabaThIBaThCs, U 3aTEM YKa3bIBa€M HEOOXOIUMOE JICHCTBUE:



class type inspect <ums class-map>

inspect/pass/drop

Tenepb CO31aHHBIC ITOJIMTUKU H€06XOI[I/IMO IMPUMCHUTL K IIapaM 30H,
KOTOpBIE YK€ ObLIM CO3AaHbl paHee (IMapbl 30H MOYXKHO CO3/1aTh U HA ATOM IIAre):
zone-pair security <mmst mapbI> SOUrce <mms 30HbI> destination <ums 30HbI>
service-policy type inspect <mmst policy-map >

Ocranocb B SBHOM BHJAE YyKa3aTh MapLIPyTHU3aTOpy, KaKUE €ro
uHTEep(PEChl OTHOCATCS K KaKOW 30HE:

interface <ums uaTepdeiica>

zone-member security <umsi 30HBbI>

[IpuBeneM npumep KOHPUTYPUPOBAHUS MEKCETEBOIO IKPAHHUPOBAHUS Ha

pUMepe CeTH, ToKa3aHHOW Ha pucyHke 4.16.



IN
192.168.1.0/24

Fa0/0 Fal/0
192.168.1.1 10.10.10.1

ouT
10.10.10.0/16

Fa0/1
192.168.2.1

DMZ
192.168.2.0/24

Pucynok 4.16 — IIpumep cetu



Jlist mpocToThl  OyneM cudMTaTth, 4TO HHTEepdeiicam MapripyTuzaropa
IIPUCBOEHBI MEPBBIC apeca U3 apecHoro npocrpaHcTna nojcerei (192.168.1.1/24
B nojcetu IN, 10.10.10.1/16 B nmoxcern OUT, u T.1.)

CHauana He0OX0JIMMO ONPEJEIUTh 30HBIL:

RO(config)#zone security IN

RO(config)#zone security OUT

RO(config)#zone security DMZ

Tak kak co3gaHHbIE 30HBI MIOKA HE MPUBSI3aHbl HU K KaKUM HHTEepdeiicam,
HUKaKOT'0 OTpaHHuYEHUs B Iiepeaade Tpaduka mociae co3aaHus 30H He IPOU30MIET.

ChHavana CKOHGUTYpUpPYEM MEXKCETEBON H3KpaH sl UHPOPMAIMOHHOTO
oomena mexy 3oHamMu IN u OUT. Cuuraem, 4TO U3 BHYTpEHHEHN CETH pa3pelieHbl
Jr00BIE 3aMpOCHl K CepBEPY, HAXOIIIEMYCsl BO BHEIIHEH ceTu. Takum oOpazom,
npu  co3ganud  Class-map B 3TOM HampaBiICHMHM YAOOHO HCHOJIB30BATh
CTaHJApPTHBIN CIHUCOK JOCTyNa, pa3peniaroiiuii nepejaBaTh JaHHBIE OT BCEX
pabounx cranuuii noacetu 192.168.1.0/24:

RO(config)#access-list permit 10 192.168.1.0 0.0.0.255

Coszmaem class-map s Tpaduka, yAOBICTBOPSIONMIETO YCIOBUIO CIIHMCKA
noctyna 10, mpucBouB camomy class-map nms FROM-IN:

RO(config)#class-map type inspect match-any FROM-IN
U yKa3bIBacM, Kakoi TpaduK BXOAMUT B CO3MaHHbIN Class-map:

RO(config-cmap)#match access-group 10
Cosnaem policy-map ¢ umesem FROM-INSIDE (B npuniune, umena class-
map u policy-map Moryr coBmaath, 371cCh ClIelMaIbHO BEIOpaHBI Pa3HbIe UMEHA):
RO(config)#policy-map type inspect FROM-INSIDE
yKa3bIBaeM, Kakoi Class-map momkHa 00pabaThiBaTh MOJIMTHKA!
RO(config-pmap)#class type inspect FROM-IN
M YKAa3bIBACM HYXKHOC I[GflCTBPIG — HHCIICKTUPOBATL:

RO(config-pmap-c)#inspect



Tenepr obOpamaemcst Kk uarepdeiicam i yka3aHus, K KAKUM 30HaM OHHU
otHOcsATCA. OIHOBPEMEHHO MOXKHO HasHauuTh wuHTEep(deiicam [P-agpeca wu
BKJIFOUHUTH UX, €CJIM 3TOTO HE ObLIO CEIAHO PaHbIIIe:

RO(config)#int fa0/0

RO(config-if)#ip address 192.168.1.1 255.255.255.0

RO(config-if)#no shutdown

RO(config-if)#zone-member security IN

RO(config)#int fal/0

RO(config-if)#ip address 10.10.10.1 255.255.0.0

RO(config-if)#no shutdown

RO(config-if)#zone-member security OUT

Tax xak wHTEpQEHCH MapHIpyTU3aTOpa TEmeph MPUHAIIEKAT K Pa3HBIM
30HaM, Iepeaada Tpaduka MexIy HUMU 3amnpeineHa. s pa3peiienus nepenadu
MEXIy HUMU TpaduKka B COOTBETCTBHM C CO3JaHHOW TMOJUTUKOM CO3JaqUM
30HHYI0 Tlapy ¢ umeneM IN-TO-OUT:

RO(config)#zone-pair security IN-TO-OUT source IN destination OUT
Y IPUMECHUM K HEH CO3JaHHYIO TIOJUTHKY:

RO(config-sec-zone-pair)#service-policy type inspect FROM-INSIDE

3ametum, uTo mapy st oOparHoro HampaieHuss OUT-IN bl He
co3gaBajd. JTO CBSI3aHO C TEM, YTO MO YCIOBHUSAM 3aJayM JO00 Tpapuk U3BHE
3allpellleH, 3a MCKIIOUEHHWEM OTBETOB Ha 3allpoChl, KOTOpbIE MOCTYHWIN U3
BHYTPEHHEW ceTu (OHM WHCHEKTUpyrTcs). [lpoBepuTh paboTOCHOCOOHOCTH
CKOH(UTYPUPOBAHHOTO MEKCETEBOTO JKpaHa JJOCTATOYHO MPOCTO — €CIH U3
BHYTPEHHEH CETH IMOCiaTh JI000#H 3ampoc (Hampumep, ping win http-zampoc), To
BHYTPEHHHUI KOMIIBIOTEpP JAOJDKEH MOIy4yuTh OTBET (pucyHok 4.17). Ecim xe
MOCJIaTh 3aIllpOC C BHEIITHETO CEPBEpa, OTBETA HE OyeT — 3ampoc OyaeT oTOpoIIeH

MapIipyTu3atopom (pucyHok 4.18).
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[lepeiinem Tenepb K HACTPOMKE JEMWIMTAPU30BAHHOW 30HBL. 3/€ECh
CUTyalHsl HECKOJIbKO MHAsl — K CEpPBEpaM JACMIIMTAPU3UPOBAHHON TOJDKEH OBITh
obecrieueH JOCTYIl Kak u3BHe (Hampumep, o npotokoay HTTP, eciau sto web-
cepBep), Tak W W3HyTpu (Hampumep, mo mportokory SSH wmm Telnet mus
KoH(purypupoBanus ceppepa). COOTBETCTBEHHO, B 3TOM CJly4yae HEOO0XOIUMO
co3ziaBaTh Kak MUHMUMYM JiBe nlapsl 30H — OUT-DMZ, IN-DMZ — ¢ paznuuHbIMU
nosmtukamMu.  Ecom ke mpenmonaraeTrcs  HamWuMe — JOCTyna W3
JeMUJINTapU30BaHHOM 30HBI, HEOOX0aMMO co3aaBath napsl DMZ-OUT unu DMZ-
IN.

[Ipenmonoxum, 4YTo [ HaAmEHd CETH HEOOXOAUMO OOECIeUYUTh
CJIEIYIOLIUE YCIIOBUSA:

1. JocTyn U3 BHEHIHEN CETH K cepBepy, Haxoasmemycs B DMZ, Bo3zmoxeH
TOJIBKO 110 TIpoToKoy HTTP;

2. Jloctyn W3 BHYTpeHHEH ceTH K cepBepy, Haxoxsumemycs B DMZ,
BO3MOkeH 1o mpotokosam SSH, Telnet, HTTP, u tompko ¢ tex IP-aapecos,
KOTOPbIE OTHOCSTCS K aJIpECHOMY IIPOCTPAHCTBY BHYTpeHHeM cetu 192.168.1.0/24.

[MpuBsbkem uHTepdeiic mapmpyruzaropa fa0/l x co3maHHOW paHee 30HE
DMZ, onnoBpemenHno HazHauuM emy |P-aapec u Bximrounm ero:

RO(config)#int fa0/1

RO(config-if)#ip address 192.168.2.1 255.255.255.0

RO(config-if)#no shutdown

RO(config-if)#zone-member security DMZ

OdyeBuaHO, YTO I Tepenavyn Tpaduka U3 BHYTPEHHEH CETH K CepBepy
DMZ HeoOXoauMoO cO34aTh HECKOJBKO Class-map, Tak kak B KaKIOM U3 HHX
OJTHOBPEMEHHO JIOJDKHO BBITIOJNHATHCS KaK MUHIMYM JIBa YCIIOBHSI:

- HWCTOYHUKOM TpaduKka SBISICTCS BHYTPCHHSSI CETh M HCIOJIb3YeTCS
pOTOKOJI SSH;

- HWCTOYHUKOM Tpaduka SBISICTCS BHYTPCHHSSI CETh M HCIOJB3YeTCS

npotokoia Telnet;



- HCTOYHHUKOM Tpa(bHKa SABJIIACTCA BHYTPCHHSAA CCTb M HMCIIOJIB3YCTCA
nporokon HTTP.

Cozmaaum class-map s mepemaun Tpaduka W3 BHYTPEHHEH CETH K
cepBepy DMZ o nmpotokomry SSH ¢ umenem IN-DMZ-SSH:

RO(config)#class-map type inspect match-all IN-DMZ-SSH

RO(config-cmap)#match access-group 10

RO(config-cmap)#match protocol ssh

Cozmaaum class-map s mepemaun Tpaduka W3 BHYTPEHHEH CETH K
cepBepy DMZ no iporokoiy Telnet ¢ mmenem IN-DMZ-TLN:

RO(config)#class-map type inspect match-all IN-DMZ-TLN

RO(config-cmap)#match access-group 10

RO(config-cmap)#match protocol telnet

Cosmgamum class-map st mepemaun Tpaduka W3 BHYTPEHHEH ceTH K
cepBepy DMZ o nporokony HT TP ¢ umenem IN-DMZ-HTTP:

RO(config)#class-map type inspect match-all IN-DMZ-HTTP

RO(config-cmap)#match access-group 10

RO(config-cmap)#match protocol http

Cosmgamum policy-map ¢ umenem IN-DMZ, B koTopoii ykakeM Ha
HEOOXOIMMOCTh HMHCHEKTUPOBaHUS TpaduKa, yIOBIETBOPSIONIETO CO3/IaHHBIM
class-map:

RO(config)#policy-map type inspect IN-DMZ

RO(config-pmap)#class type inspect IN-DMZ-SSH

RO(config-pmap-c)#inspect

RO(config-pmap-c)#exit

RO(config-pmap)#class type inspect IN-DMZ-TLN

RO(config-pmap-c)#inspect

RO(config-pmap-c)#exit

RO(config-pmap)#class type inspect IN-DMZ-HTTP

RO(config-pmap-c)#inspect

RO(config-pmap-c)#exit



RO(config-pmap)#

s goctyna k cepBepy DMZ 13 BHEIIHEN CeTH HOJIKEH UCTOIb30BaATHCS
ToJIbko mpotokosn HTTP, mostomy coszmagum oguu class-map ¢ umenem OUT-
DMZ:

RO(config)#class-map type inspect match-any OUT-DMZ

RO(config-cmap)#match protocol http

Cozmaaum  policy-map ¢ TakuM JK€ Ha3BaHHEM HW C yKa3aHHEM
WHCIIEKTUPOBATH TpauK:

RO(config)#policy-map type inspect OUT-DMZ

RO(config-pmap)#class type inspect OUT-DMZ

RO(config-pmap-c)#inspect

Ocranock co3aaTh Napbl 30H U MPUMEHUTh K HUM CO3/JaHHbBIC MOJIUTHUKHU.
[Tapa IN-TO-DMZ:

RO(config)#zone-pair security IN-TO-DMZ source IN destination DMZ

RO(config-sec-zone-pair)#service-policy type inspect IN-DMZ

[Tapa 300 OUT-TO-DMZ:

RO(config)#zone-pair security OUT-TO-DMZ source OUT destination DMZ
RO(config-sec-zone-pair)#service-policy type inspect OUT-DMZ

4.5 IlpakTrueckoe 3a1aHue
4.5.1 MexceTeBoe SKpaHUPOBAHUE C MAKETHOW QuuibTpanuen

45.1.1 B Cisco Packet Tracer co3marb ceTh, COCTOSIIYIO U3 IISTH
noaceTer. B ogHOM M3 NMOACETEN YCTAHOBUTH JBA CEPBEPA, OAUH M3 KOTOPBIX
J0JDKeH ObITh cKoH(purypupoBan kak FTP, a apyroii — kak WEB-cepsep.

4.5.1.2 Bcem komnbroTepam moacetd 192.169.X.0 (rme X — HOMEp
CTYJICHTa B CIIUCKE TPYIIIIbl) TPEAOCTABUTD MOJIHBIN JOCTYIT KO BCEM CEPBEPAM.

4.5.1.3 Bcem xommprotepam nozaceT 192.169.X+1.0 npenoctaBuTh J0CTYI
Tobko K FTP-cepBepy o nporokomy FTP.

4.5.1.4 Bcem xoMmmbrotepam nojcetu 192.169.X+2.0 npenoctaBuTh J0CTyM

tonbko kK WEB-cepsepy.



4.5.1.5 KoMmbroTepam ocTaBLIENCS MOACETH 3aIIPETUTh TOCTYI K BHELTHUM
pecypcam.

4.5.2 MexceTeBoe SKpaHUPOBAHHUE C COXPAHEHUEM COCTOSTHUMN

4.5.2.1 Ucnonn3ys Cisco Packet Tracer, mocTpouTth ceTh, OKa3aHHYIO Ha
pucynke 4.8. IlpousBecTu KOH(GUTYpUPOBAHUE CETEBBIX YCTPOMCTB JiA
o0ecrniedeHus JOCTyIa BCEX CEPBEPOB U3 BHYTPEHHEW CETH.

4.5.2.2 YoenuThCcs B BO3MOYKHOCTH JOCTYIIa BO BHYTPEHHIOIO CETh U3BHE C
UCITIOJIb30BAaHUEM MTPOU3BOJIBHOTO MPOTOKOJIA.

4.5.2.3 Hactpouts uncnektupoBanue TCP-tpaduka u ckoHQUTryprupoBaTh
CIIUCOK JIOCTyma. YOEeIUThCsl B JOCTYITHOCTH CEPBEPOB M3 BHYTPEHHEW CETH U
HEJOCTYIHOCTH PECYPCOB BHYTPEHHEN CETH U3BHE.

4.5.3 Zone-Based Policy Firewall (ZBFW)

453.1 CoOparb ceTh, NOKa3aHHy0 Ha pucyHke 4.16, HacTpouTh
aJIpecaIlyio 1Mo CICTYIOINUM UCXOIHBIM JaHHBIM:

- BHyTpeHH:A ceTb — 192.168.X.0;

- IeMunuTapu3oBaHHas 30Ha — 192.168.X+10.0;

- BHemH:A ceTh — 213.80.X.0.

4.5.3.2 [IpoBepUThH CBSI3HOCTH CETH.

4.5.3.3 CkoHpurypupoBaTh Ha MapUIPyTH3ATOPE MEXKCETEBOM JKpaH
ZBFW, oGecnieunBaroninii BLIOJIHEHUE CIICIYIOIMINX MPABUIT:

- U3 BHYTPEHHEHN CETH Pa3peIICHbI BCE 3alPOChl K BHEIIHEN CETH;

- K JIEMIINTapU30BaHHON 30HE Pa3pelIeHbl 3aMpOChl U3 BHYTPEHHEH CeTH
no nporokosam Telnet u SSH u TobKo ¢ agpecoB, MPUHAMISHKAIMX BHYTPEHHEH
CeTH;

- M3 BHENIHEH CETH 3aIpOChl BO BHYTPEHHIOK CETh 3aIPEIICHBI;

- U3 BHEIIHEW CETH 3ampocChl B JEMUJIUTAPU3OBAHHYIO 30HY pa3pericHbl
TOJIbKO 1O TipoTokony HTTP.

4.5.3.4 [IpoBeputh pabOTOCIOCOOHOCTH MEXKCETEBOTO IKpaHa.



S Wcnionp30BaHUE JONMOIHUTEIBHBIX CPEICTB 3aLIUTHI JOKAJIBHBIX CETEN

5.1 Texunonorust NAT

Brimre yxe ynoMuHallach TEXHOJOTHS TPAHCISLHUM CETEBBIX aJIPECOB —
Network Address Translation (NAT). NAT mupoko HCHOJIb3yeTCs B
COBPEMEHHBIX CETAX MO CIEAYIIIMM IpuyuHaM. Bo-mepBeIX, yxke cenyac
HaOmonaercs nedunut [P-angpecoB dyerBeprtoii Bepcuu. KapaumHanabHBIM
pELIEHUEM 3/1€Ch MOXKET CIYXKUTh Iepexo] K mecToi Bepcun IP-nmporokosa, HO
noka nocemecTHo ucnoasdyercs [Pv4. Ilpu ucnons3oBanuu NAT B nmpenenax
BHYTPEHHEN CETH MOTYT MCIOJIb30BAaThCSl YACTHBIE apeca, O KOTOPBIX YXKe IIlIa
peub B TpeThell ImaBe HacTosuiero nocoous. [IpeodpaszoBanue YacTHBIX apecoB
B OOIIENOCTYNHBIE U OOpPaTHO OCYIIECTBISAETCS C MCIOIb30BaHUEM IPOTOKOJIA
NAT. OnHu m Te K€ 4YacTHBIE aApeca MOTYT HCIIOJIb30BaTbCs B Pa3IMYHBIX
KOPHOPATUBHBIX CETAX, YTO U NPUBOAUT K IKOHOMHUH aIPECHOTO IPOCTPAHCTBA.

Bo-BTOpBHIX, NAT CyLIECTBEHHO ITOBBILIACT 0€30IacHOCTh
KOPIOPAaTHUBHOM CETH, TaK KaK B ITOM CJIy4a€ H3BHE CETh NPEICTABIACTCS
€AMHCTBEHHBIM WJIM HECKOJIBKMMHU OOIIEeNOCTYNHBIMU aApecamu. IlosTomy
ONPENEIINTh CTPYKTYPY KOPIIOPAaTHUBHOM CETH, IPOAHAJINW3UPOBATh JaHHBIE,
HUPKYJIUPYIOIINE B HEW, CTAHOBUTCS MPOOIEMAaTUYHO.

OcHnoBHas wuness texHonorun NAT coctout B caeayromem [1].
BHyTpeHHsAsI KOpIOpaTMBHasi CE€Th HCIOJB3YEeT aJpECHOE IPOCTPAHCTBO
YaCTHBIX aJpecoB. B mapuipyTuzaTtope Win IpyromM yCTPOMCTBE, CBSA3BIBAIOIIEM
BHYTPEHHIOK ceThb ¢ BHemHen [P-cerpro, HactpamBaercs mnpotokon NAT,
OCYILIECTBIISIIOUIUI MPHU Tepeiade BO BHEUIHIOW CETh MpeoOpa3oBaHUE YaCTHOTO
azpeca B OOIIEIOCTYNHBIA U o0OpaTHOe MpeoOpazoBaHue Mpu npueme. Tak Kak
BHYTPEHHS CETh TAaKXKE MOXET COAEPKAaThb MapIIPyTU3aTOPbI ISl pa3AesieHus
ee Ha TMOACETH, OHM JOJDKHBI TMOJy4yaTh OOBSABICHUS O MapuUIpyTHOU
uH(poOpMaIMK OT MapUIPyTU3aTOPOB BHEIIHEH ceTu. B cBOlO oyepenb, BHEIIHUE
MapLIpyTH3aTOpbl HE JOJDKHBI HAYErO 3HAaTh O MaplIpyTHU3aTOpaX BHYTPEHHEU

cetu. [loatomy NAT-yCcTpOHCTBO MOJDKHO MPONMYCKAaTh W3 BHEIIHEW CETH BO



BHYTPEHHIOIO co0O0mIeHus mpoTokonoB Mapuipytusanuu (RIP, OSPF u 1.1.), HO
HE TIpOMycKaTb OSTU CcOOOIlIeHHs B OOpaTHOM HampaBieHUH. Ywucio
OOILIEAOCTYIHBIX aJPECOB Yallle BCEr0 MEHBIIE YHCIIa YaCTHBIX aJAPECOB, 3 CUET
4ero U JOCTUTAeTCs YKOHOMUS aIpeCHOIO MPOCTPAHCTBA. B 4acTHOM, HO Janeko
HE CaMOM PEJIKOM Clly4ae, MOXKET HUCIIO0Ib30BaThCs BCETO OJMH OOILEN0CTYTHBIN
ajpec, HacTpauBaeMblil Ha BHelIHeM nopty NAT-mapuipyTuzaropa.

AnpecHoe TPOCTPAHCTBO YACTHBIX AJPECOB IMPEICTABICHO B TaOIHIIE

5.1
Tabnuma 5.1 — AnpecHoe MPOCTPAHCTBO YACTHBIX aJPECOB
Anpec cetn Macka noxncern Jlnana3oH agpecoB
10.0.0.0 255.0.0.0 10.0.0.0 — 10.255.255.255
172.16.0.0 - 172.31.0.0 255.240.0.0 172.16.0.0 — 172.31.255.255
192.168.0.0 255.255.0.0 192.168.0.0 — 192.168.255.255

PaccmoTpum cHauana Hambosiee MpPOCTOM cilydail, KOTrJa KOJIMYECTBO
KOHEYHBIX Y3JIOB BHYTPEHHEH CETH pPAaBHO KOJIMYECTBY OOIIEAOCTYIHBIX
aApecoB, MOJYYEHHBIX JAHHOW CETBhIO OT IIPOBai/iepa CETEBBIX YCIYr (PUCYHOK
5.1).

Ha pucyHnke npeacraBieHbl 1B BHYTPEHHUE CETH, 0003HAuUCHHbIE A U
B, cBsa3zanHble Mexay coOoi dYepe3 0OIIENOCTyNHYHO ceTb. Bwixon wus
BHYTpPEHHEN CETU B OOIIEIOCTYTHYIO OCYIIECTBISIETCS ¢ UcnoJib3oBanueM NAT-
YCTPOMCTBA, B KAU€CTBE KOTOPOTO MOKET HCIOJIB30BATHCS MapIIPyTU3ATOP WU
MEKCETEBOM 3KpaH C yCTAHOBJIEHHBIM MporpaMMHbIM obecrieueHuemM NAT. B
JAHHOM TIpUMEpEe IMojaraeM, 4YTO BHYTPEHHSAS aapecauus KaxJaol U3 cereu
OJIMHAKOBA, TO €CTh U B CETU A, U B c€TU B MOTYyT OBITH y37bl C OAMHAKOBBIMU

yacTHeIMU [P-anpecamu (192.168.1.1 B janHOM mipuMepe).




Bayrtpennsis BuyTtpennss
ceTh A OobmenoctynHas cetsb B
CeTh

80.254.97.169 213.180.208.102

192.168.1.1 192.168.1.1

Pucynok 5.1 — Ilpocreiimmii cnyvaid ucroiab3oBanus NAT

Buemnue aapeca NAT-yCcTpOMCTB SABJISIOTCS OOLIEAOCTYNHBIMHU U,
COOTBETCTBEHHO, YHUKAJIbHBIMH.

[Ipenmnonoxkum, 4TO KOHEUYHBIM y3€J] BHYTpPEHHEH cetn A coOupaercs
IOCJIaTh NMAKET JAHHBIX KOHEYHOMY Y31y BHyTpeHHeu cetu B. B kauectse IP-
agpeca mnojydarens B makeTe ykasbiBaerca aapec 213.180.208.102, u maker
MepeaaeTcss Ha MapuIpyTu3aTop BHyTpeHHEW ceth A. Kak yka3bIBajloCh BBHIIIIE,
BHYTPEHHHE MApUIPYTU3aTOPbl IIOJYYarOT YBEAOMIJIEHHS O MapLIPyTHOMN
uH(pOpMaIMK U3 BHEIIHEH CETH, MOITOMY BHYTPEHHUN MapIIPyTHU3aTOp CETH A
«3HaeT» o Mmapupyte k azapecy 213.180.208.102, B Hamem nOpumepe 3TOT
MapupyT npoJieraet yepe3 NAT-ycTpolictBo. COOTBETCTBEHHO, MTAKET MOMAAET
Ha NAT-ycTpolcTBO, COeAuHsIONIEE BHYTPEHHIO CETh A ¢ OOIIEI0CTYIHOM
CETBIO.

OpmHako B MakeT JOJDKEH ObITh MOMeIleH Takxke u [P-anpec ornpaBuTens.
Koneunslii y3en cetu A momemniaet B makeT cBou aapec — 192.168.1.1, u stor
nakeT 0e3 kakux-mbo uaMeHenuit qocturaer NAT-ycrporictBa cetu A. B cBoro
ouepenb, NAT-ycTpolCTBO NOJKHO MOJAMEHUTH ajapec uctouHuka 192.168.1.1

Ha cBoil oOmenoctynHbii agpec 80.254.97.169 (touHee, Ha aJapec CBOETO



BHEIIHEro HHTep(eiica). DTa moaMeHa OCYLIECTBISIETCS C HUCIOJIb30BAHUEM
TaOnuUbl, XpaHsamencs B namsatu NAT-ycTpoiicTBa, YIPOLIEHHBIH BUJ KOTOPOH
npenacTanieH B Tabnuue S.1.

Tabauna 5.1 — CooTBeTCTBUE YAaCTHBIX U OOIIEI0 CTYIIHBIX aIpECOB

YacTHblil azpec OOwenocTynHbId aapec

192.168.1.1 80.254.97.169

Od4eBUHO, YTO KOJIMYECTBO OOIIENOCTynHBIX aapecoB y NAT-
YCTPOMCTBA MOJKHO COOTBETCTBOBATh KOJIMYECTBY Y3JIOB BHYTPEHHEH CETH,
MMEIOIIMNX IIPaBa JOCTYIIa BO BHEIIHIOK CETh.

[Taketr ¢ U3MEHEHHBIM afgpecoM ucTouyHHKa gocturaer NAT-ycTpoiicTBa
cetu B, KoTopoe XpaHUT B CBOEH MaMATH aHAJIOTUUYHYIO Ta0auIy 5.2.

Ta6nuna 5.2 — CoOTBETCTBUE YACTHBIX U OOIIEIOCTYTHBIX aJ[pEeCOB

YacrtHbId azpec OO6meoCcTynHBIN aapec

192.168.1.1 213.180.208.102

[IpunsB nanHbiii maketr, NAT-ycTpolictBo cetu B wusmensier aapec
nojyyarens B TakeTeé B COOTBETCTBMM C Tabmuueidl 5.2, To ecTb ajpec
213.180.208.102 u3mensierca Ha aapec 192.168.1.1. BunousMeHeHHbId TakuM
oOpa3oM makeT NepenaeTcs Ha BHYTPEHHHMI MapuipyTtuszarop cetd B u B
KOHEYHOM MTOT€ JOCTHUTAET HYKHOTO y3JIa.

B uwactHom cnywae, korga cetb B He ucnonb3yer TexHosoruro NAT,
NaKeT nepenaercs B y3en cetu B 6e3 usmeHeHui.

Paccmorpennslii  mpumep — ucnonb3oBaHus ~ NAT  wummeer  pan
CYILIECTBEHHBIX HEJOCTATKOB.

Bo-nepBbIX, SKOHOMHHM aJpPECOB B JAHHOM CJy4ae HE NPOUCXOIHUT —
BHYTPEHHHUE aJpeca MKECTKO 3aKperuieHbl 3a OOLIEJOCTYNHBIMU aJpecaMu B
tabnuiax NAT-yctpoiicT. [loaToMmy B 3TOM Buge NAT MokeT UCIOIB30BATHCA

TOJIBKO JJIs1 ITIOBBIIICHU A 0€301acCHOCTH CETH.




Bo-Brophix, 3amucu B TabmMily B JAHHOM clly4ae SIBISIOTCS
CTaTUYECKHUMH, TO €CThb HX HEOOXOJWMO BHOCUTh BpPYYHYIO, YTO TMpHU
3HAQUUTEJIBHOM  KOJIMYECTBE BHYTPEHHUX Y3JIOB SBISECTCS  TPYAOEMKOU
NpOLEAYpPOM, MOABEPKEHHON omKnOKaM. OHAKO CIEAYET 3aMETUTh, YTO MHOI/IA
cratuueckue 3anucu B Tabnune NAT HeoOXoaumbl, HampuMmep, €ClId BO
BHYTPEHHEH CETH HMEETCS CEpBEP, K KOTOPOMY HYKHO OOECHEYUTh JOCTYH U3
BHEIIHEW CETH.

CooTBeTcTBEHHO, paccMOTpeHHbIM Bblle NAT mnonyunsi Ha3BaHUE
cratnyeckoro NAT.

Jns  mpeomoneHus  yKa3aHHbIX  HEJAOCTAaTKOB  Obl1  pa3paboTaH
nuHaMmuueckuid NAT, cyTh KOTOPOro pacCMOTPHUM C UCIOJIb30BaHUEM PHUCYHKa
5.2.

192.168.1.2

80.254.97.169

% 213.180.193.11

Pucynoxk 5.2 — Mnnmoctpauus pabotsl fuHamuyeckoro NAT

Ha pucynke mpencraBieHa BHYTPEHHSS CE€Th, UCIIOJb3YIONIAs YAaCTHBIN
aagpec 192.168.1.0/24. BbIXxog BO BHEIIHIOK CE€Th OpraHU3yeTcs ¢
ucnonb3oBanueM NAT-yctpoiicTBa, BHENTHEMY HHTEP(HEICY KOTOPOTO TPUCBOCH

obmenoctynubii agpec 80.254.97.169. HeoOxoaumo obecrneunTh BCeM YETh peM



KOHEYHBIM y3JIaM BHYTPEHHEW CETH JOCTYN K BHEIIHEW CETH, B YAaCTHOCTH, K
web-ceprepy ¢ aapecom 213.180.193.11.

OueBugHo, uyto crarndeckuid NAT g pemieHuss Takoll 3aaadu
HENPUTOJACH, TaK KaK JOCTYN Y3JIOB K BHEIIHEM CETH OCYLIECTBISETCS C
UCIIOJIb30BAaHUEM €IMHCTBEHHOIO BHENIHEro ajpeca (Ha MNpaKTUKE BHEIIHUX
aZpecoB TakKe MOXET OBbITh HECKOJIbKO, HO B JIOOOM Ciydae KOJIMYECTBO
BHYTPEHHUX Y3JIOB MPEBBIIIAET KOJUUYECTBO BHEIITHUX JIPECOB).

IIpy nepenadye mnakera BO BHEMIHIOW ceThb NAT-yCTpOHWCTBO MOXKET
NOJMEHUTH YaCTHBIN aJpec OTIPABUTEI HAa CBOM OOIIENOCTYIHBIN aApec, Kak U
B cratmueckoM NAT. OpgHako npu mpueMe NaKeTa-OTBETAa U3 BHEIIHEHW CETH
HEOOXOIMMO OMPENENIUTh, KAKOMY M3 BHYTPEHHHX KOHEUHBIX Y3JIOB ATOT MaKET
HYXXHO mepenatb. Wnu, nApyrumMu clioBaMH, TpU NpUeMe HEOoOXOIUMO
OTpPENIeNINTh, Ha KAKOW YaCTHBIN ajpec HY>KHO U3MEHHUTh O0IIEA0CTYITHBIN ajapec
HAa3HA4YEHMUs1, COACPKAIIUKCS B OTBETHOM [P-makere.

TakuM oOpa3oMm, IJid HAJEKHOTO Pa3IMYEHUs] MPUHUMAEMbIX IMAKETOB
NAT-ycTpoiictBoM HeobOxoauma, mnomumo [P-agpecoB, momoJiHUTEIbHAS
uHpopmanusi. B xauecTtBe Takoi MHGpOpMAIIMKM MOXKHO MCIIOJIB30BaTh HOMEpa
noproB TCP- mnmum UDP-cermenToB, mepeHocumbix IP-makeramu. OpgHako B
HallleM TMPUMEPE BCE YETHIpE y37a MOTYT OOpaTUThCS C 3ampocoM K web-
ceppepy ¢ aapecom 213.180.193.11, oTBeTHI KOTOPOro OYAYyT UMETHh OJUH U TOT
xe Homep nopta 80 miam 8080. IlosToMy B TaHHOM Cilydae HCIOJb3YKOTCS TaK
Ha3bIBAEMbIC HA3HAUYCHHBIE HOMEpA MOPTOB. B KauecTBEe Ha3HAYECHHBIX MOPTOB
HUCTOJB3YIOTCS  TOPTHl  HWCTOYHWKA, KOTOPBIM B MOPOLECCE Mepenadu
MPUCBAUBAIOTCS 3HAUYECHUS, HE CTaHAApTU3UpOBaHHbIE B mpoTokojax TCP wu
UDP. HaznaueHHbIi MOPT MOXET ObITh BBIOpAH MPOU3BOJBHO, HO C YYETOM
TOTO, YTO OH JIOJIKEH OBITh YHUKAJICH B MpeE/IeiaX BHyTPEHHEH CeTH.

B cootBerctBuu ¢ 3TuM Tabnuna NAT-ycTpoicTBa yCIOXKHSIETCS, B HEE

Ternepb JOJKHBI BXOJIUTH HE TONbKO [P-anpeca, HO u HOMepa mopToB (Tabiauia

5.3).



[TockosibKy oOmMcCaHHas BbIIIE TEXHOJOTUS MCIOJNB3YET HE TOJIBKO
CEeTeBbIE ajJpeca, HO W HOMepa NOPTOB, OHA mnoyyuyusia Ha3zBaHue NAPT
(Network Address Port Translation) [5].

Tabnuna 5.3 — CooTBeTCTBUE aPECOB U HOMEPOB OPTOB

YacTHbll agpec [Topt OO01enocTynHbIN Hasnauennslii
aapec nopT
192.168.1.2 8080 80.254.97.169 61001
192.168.1.3 8080 80.254.97.169 61002
192.168.1.4 8080 80.254.97.169 61003
192.168.1.5 8080 80.254.97.169 61004

IIpu nepenade mnakera, Hampumep, or y3na 192.168.1.2 k cepsepy
mobanbHOM cetu ¢ aapecoM 213.180.193.11 B 3arosioBok makeTra B KauyecCTBE
angpeca nosyuyarenst Oynetr ykazan 213.180.193.11, B kadecTBe HOMEpa MoOpTa
nonyuarens — 8080. B xauectBe ajgpeca ornpaButens Oyaer ykazan 192.168.1.2,
a B KauecTBe Homepa noprta ornpasurensa — 8080. Ilocie mpuema sToro makera
NAT-ycTpoiicTBOM OyneT Npou3BeJeHa IMOJAMEHA aJpeca OTHpaBUTENS Ha
80.254.97.169, a nomepa moprta otmpaButesns Ha 61001. Dta unHpopmanus
JTUHAMHUYECKU 3aHOCUTCS B Tabmuily 5.3.

[Ipu mpueme oTBeTa OT cepBepa IOOANBHON CETH OyIEeT BBIMOIHEHO
oOpatHoe mpeoOpa3zoBaHue — ajapec mnojyyarest Oyaet 3ameHed Ha 192.168.1.2.
[Ipu sTOoM B KauecTBEe HOMepa IMOpTa Modydarens OyneT yka3aH Ha3HAYeHHbBIN
MOPT, KOTOPBII CEpBEP YKAXKET UCXOMSI U3 HOMEpA MOPTa UCTOUHUKA MPUHITOTO
cermeHTa. I[Ipu stoM NAT-yCTpoHCTBO «HONMET», KAaKOMYy M3 BHYTPEHHHUX
y3JIOB MEepeaaTh MaKeT, UCIOJIb3Ysl HOMEpP Ha3HAYEHHOTO MOpPTaA.

Eciu NAT-ycTpoMCTBO HMMEET HECKOJBbKO OOIIEeIOCTYIHBIX aJIpecoB
(myn aapecoB), To Tabiauua 5.3 BeneTcsd JUHAMUYECKH, TO €CTh MpHU Mepeaade
MaKeTa 3allOMUHAETCS, Ha KaKOW MMEHHO aJpec W3 myja OblIa OCYIIeCTBIEHA
NoJAMEHa, W JaHHas uWHQoOpMalus 3aHOCUTCS  Ta0nuuy. OTH JeWCTBUS,

CCTCCTBCHHO, ABJIAIOTCA a0COIIOTHO MMPO3pAYHBIMHU JIJII KOHCHHBIX Y3JIOB.




PaccmoTrpum  nHactpoiiky  mpotrokoma  NAT  anga npuwmepa,
MPEICTABICHHOTO HA PUCYHKE 5.2, monaras, 4to B KadectBe NAT-ycTpolcTBa
ucnoap3yercs Mapupytusarop Cisco.

[Ipenmonoxkum, 4TO B MapUIpyTH3aTOpE, HCIOJb3yEMOM B KauyeCTBE
NAT-ycTpoiicTBa, mopt ¢ agpecom 192.168.1.1 aBusercs noptom fa 0/0, a mopt
c agpecom 80.254.97.169 — noptom fa 0/1 (HamomMHUM, YTO B yCTPOWCTBAX M
nporpaMmMHoM obecnieuennn Cisco Systems fa o3nagaer Fast Ethernet). B
tepmuHoiaoruu NAT mopt fa 0/0 sBisieTcsi BHyTpeHHUM MOpToM (inside), a mopt
fa 0/1 — BaemanM TmopToM (outside).

[TakeTsl, mpuOBIBAIOIIKE HA BHYTPEHHUN MOPT U MOJIEKAIIUE TIepeaayde
Ha BHEIIHUW TMOPT, MOMJIEKAT TPAHCISIUUM B COOTBETCTBHM ¢ Source NAT
(SNAT), To ecth noamene nojiexut [P-agpec uctounuka (Source IP). [TakeTsl,
NpuOBIBAIONINE HA BHEIIHWI MOPT, MOAJIEKAT TPAHCISIIUA B COOTBETCTBUU C
Destination NAT (DNAT), To ecthb moamene mojjexut [P-agpec momyyarens
(Destination IP).

CHayana He0oOXOAMMO CO3/1aTh CIHMCOK jAocTymna. /[ 3Toro B pexume
r100adbHOTO  KOH(DUTYpUpPOBAHUS HEOOXOAMMO  BBINOJHUTH  CIEAYIOLIYIO
KOMaHJy:

(config)# access-list 100 permit ip <agpec> <wildcard mask> any

JlaHHOM KOMaHIOW CO3laH COUCOK joctyna ¢ Homepom 100,
paspemamuuii  nepeaaBarb MakeTbl € aJpecOM HCTOYHUKA, YKa3aHHOIO B
KOMaHJe, Ha Jto0bie ajapeca. CHHUCOK HYXEH, KaKk U TMpPU MEKCETEBOM
SKpaHUPOBAHUM, JJ151 BeIICICHUS TpaduKa.

[lyn ampecoB co3maeTcss Ha MapIIpyTHU3aTOpE B PEXKUME TII0OATBLHOTO
KOH(PUTYPUPOBAHUS KOMaH 101
(config)# ip nat pool <umsa> <HavyaJbHBIA aapec> <KOHEYHbIH aapec>
netmask <macka>

Ecnmu, kak B Hamem mpuMepe, UCIOJb3YeTCS €IUHCTBEHHBIN
o01IeI0 CTYITHBIN aipec, HayaIbHbIN U KOHEYHBIN aJjpeca B KOMaH/Ee COBIAIAIOT.

3aremM Ha3Ha4yalTCs BHYTPEHHUE U BHEIIHUE UHTEP(EHCHI:



(config)# interface fa 0/0;
(config-if)# ip nat inside (outside).
Bximrouaetrca NAT xomangoi
ip nat inside source list 100 pool <ums>
Kondurypuposanne wmapmpytuzaropa Cisco ¢ HUCHOIb30BaHUEM

yKa3aHHBIX KOMaHJ| JJid Hallero mnpuMmepa (pUCYHOK 5.2) mpencTaBlieH Ha

pucyHke 5.3.
105 Command Line Interface
[T LINEFEO IO s P DOm . OIIE proCcooor O INCer Lace FacCRECIIErNeC Oy 0, S e =odace o -
o up
Bouter (config-ifi#int fa 071
Bouter (config-if)#ip addr S0_EL54_27_ 163 ELE.0.0.0
Bouter (config-if) #noe shut
#LINKE-5-CHANGED: Interface FastEthernetlys1l, changed state to up
(LINEPROTO-E-UPDOWH: Line protocol on Interface FastEthernetO/s1l, changed state t
o oup
Bouter (config-if)faccess-1list 100 permit ip 192.1623_.1.1 0O.zE&E_zZEE_ZEL5 any
Bouter (config) fip nat pool primer S50.z54_ 97169 80.zE54_97.169 netwmask Z55.0.0.0
Bouter (config) finterface fa 0,0
Bouter (config-if)l#ip nat inside
Bouter (config-if)#interface fa 0,1
Bouter (config-if)#ip nat outside
Bouter (config-if) fexit
RBouter (config) #fip nat inside source list 100 pool primer
Bouter (config) 2
Router#
3E¥E-LE-CONFIG_I: Conficured from console by comsole
W

Pucynoxk 5.3 — Kondurypuposanue nunamuueckoro NAT

[locne Toro, kak KakoW-mubOO W3 BHYTPEHHUX Y3JI0B OOMEHsETCS
NaKeTaMU C BHEIIHEHW CeThl0, MOKHO OyAeT MPOCMOTPETh TPAHCISALUU aJPECOB,

npousBeneHHbie NAT (pucyHok 5.4).



e

RBouter(config-if) faccess-1list 100 permit ip 122.168.1.1 0O.zE&_ 255 255 any
Bouter(config) #ip nat pool primer 20.254.27.16% 280,254 97,163 netwmask ELL5_0.0.0
Bouter (config) #finter face fa 0,70

Bouter {config-if) fip nat inside

RBouter{config-if) #finterface fa 071

RBouter(config-if) #ip nat outside

Bouter(config-if) fexitc

RPouter(config) #ip nat inside source list 100 pool primer

RBouter (config) 2

REouterf

$8Y3-5-CONFIG TI: Conficured from console by console

Bouterffshow ip nat translations

Pro Inside global Inside local Outside local Outside global

icmp S0.EE54_ 97 1e9:EE5 192 1e8_1.5:Z5 B0_ZE4 97 168:Z5 BO0_ZE4 937 _168:Z5

icmp S0.EE4_ 37 _1e3:E6 192 1e3.1.5:Ze BO_ZE4 37 168:Z8 BO_zZE4_ 37 _168:Z8

icmp S0.E54_ 97 _163:E7 19z2.163.1.5::27 G0_z254_ 37 168:27 BO0_z254.37_168:27

icmp S0.E54_ 37 163:E28 1%z2.1e3.1.5::z8 G0_z254_ 37.168:28 B0_z54.37_168:28

RBouterf W

Pucynok 5.4 — Cnucok Tpanciasauuin

Jns Oonplueld HaMIAIHOCTHM NPOM3BEAEM OOpallleHHE C BHYTPEHHErO
KOMIIbIOTEpAa K web-cepBepy, pacloNoKEHHOMY BO BHEIIHEW CETH IO ajgpecy

80.254.97.168, u onsATh BBIBEJEM CIIUCOK TPaHCISALIMN (PUCYHOK 5.5).

Bouterfshow ip nat translations
Pro Inside global In=ide local Outside local Outside global
top 800254 97 16%3:10z25 13E.165.1.4:10E5 80_.z54.37_168:80 g0_z54_37.168:80

Rnuterﬁl b

Pucynok 5.5 — Ciucok TpaHCIAIUH mocie oopamieHus Kk web-cepsepy

N3 pucynka 5.5 cnemyer, 4To OblIa NMPOU3BEIECHA OJHA TPaHCJSIUS,
uH(popMaIus 0 KOTOPOH MPECTABIEHA B YETHIPEX KOJIOHKAX.

[lepBass KOJOHKA yKa3blBa€T HAa TPAHCIOPTHBIM MPOTOKOJ, B HAIIeM
ciayuae 310 TCP.

Anpeca local — 910 agpeca, wucnonb3dyembple MpU Tepegade 1o
BHyTpeHHel cetu. Takum oOpazom, Inside local — »To coker ormpaBurens,
Outside local — coket nmonyuarens. Anpeca global — 310 aapeca, ucnonabzyemsbie

npu nepenade mno odmenoctynuoit cetu. Outside global — 310 cokeT monyuarens



(oH HEe M3MeHuJCcsA npu TpaHcusauu), Inside global — 3T0 cokeT ormpaBuTeENs
(OBLT MOABEPTHYT TPAHCIIALIH).

TakuM oOpa3om, U3 pHCyHKa 5.5 cieayeT, 4TO BHYTPEHHUM y3€l ¢
aapecom 192.168.1.4 nanpasnseT nakeT web-cepBepy ¢ anpecom 80.254.97.168.
CootBercTBeHHO, [P-agpec u HOMep mopTa Mmojyyaresis, yKka3aHHbIE B TAKETE:

80.254.97.168:80 (mamomHuMm, uto s npotokoiaa HTTP ucnons3yrores
noptsl 80 u 8080).

[P-anpec v MOPT UCTOYHHUKA B 3TOM K€ MMAKETE:

192.168.1.4:1025.

[Ipn mepenaye makeTra BO BHEIIHIOK CE€Th MapUIPyTHU3aTOpP MOAMEHSET
[P-anpec:

80.254.97.169:1025.

[TopT ucTOYHMKA OCTAJICS MPEKHUM, HO €CJIM Obl OH OKa3aJiCs 3aHsT, OH
TOXKE OBbITT OBl MOJIBEPTHYT TPAHCIISIIIUH.

COOTBETCTBEHHO, NpPH IPUEME OTBETHOIO IMAaKeTa OT CEpBEpPa COKET
80.254.97.169:1025 Oyner u3meneH Ha 192.168.1.4:1025, u maker MOIy4UT
HYKHBIW y3€JI BHYTPEHHEU CETH.

B 3akmrouenme mnaparpada OTMETHM, YTO 3/€Ch ITOKAa3aHbl TOJIHKO
0a3zoBbie HacTpoiiku mpotokosa NAT, Ha TpakTHUKE HCIOIB3YeTCS Topaso
Oonpliee 4yuciao HacTpoek. OJHaKo, MONYy4YHMB I[EpPBOHAYAJIbHBIE HABBIKU C
WCIIOJb30BAHUEM Marepuana, MPEeJACTaBICHHOTO B JaHHOM maparpade, MOXXKHO

OCBOWTH U APYTHE BO3MOKHOCTH, IpenocTtasnsiembie NAT.

5.2 IIpuMeHeHne BUPTyalnbHbIX JIOKadbHbIX ceTell (VLAN)

[IpakTyeck  BCE  COBPEMEHHBIE  YIPaBISIEMbIE  KOMMYTaTOPBI
NOAJACPKUBAIOT TEXHOJIOTHIO BUPTyalbHBIX JIOKabHBIX ceTeil (VLAN). Jlannas
TEXHOJIOTHS MO3BOJIAET Pa3JeIUTh NOPTHI OJHOTO WM HECKOJBKUX KOMMYTaTOPOB
10 PA3JIUYHBIM CETSM, U30JUPOBAHHBIM JIPYT OT Apyra.

[IpyunH Takoro paszgeneHusi €IWHOW CETH Ha BUPTyalbHBIE CETU

HCECKOJIBKO.



Bo-niepBeiXx, ceTm Ha KOMMyTaTopax cia00 3amUIIeHbl OT TakK
Ha3bIBaEMOr0  IIMpOKOBemareapbHoro mropma (Broadcast storm). Ilox
HIMPOKOBEIIATEIbHBIM HITOPMOM MOHUMAETCS HABOJHECHHE CEeTH
IITUPOKOBEIIATEILHBIMI  KaJpaMH, TO €CTh KaJpaMH, y KOTOpPHIX B ajapece
HasHaueHus oaHu eauHuibl (DA=F::F). Orka3zatbcsa OT mHMpoOKOBENIaTEIbHBIX
KaJIpOB HEJb3sl, HAa WX HCIOJb30BAHUM OCHOBAHbI MHOTHE IPOTOKOJIBI.
[[InpokoBeMATENbHBIA IITOPM MOXKET OBITh CHPOBOLHUPOBAH HEKOPPEKTHOMN
paboToii ceTeBOro OOOPYIOBaHUS, HENMPaBUIBHOM HACTPOMKON MPOTOKOJIA
MOKpBIBatomiero aepeBa STP (maHHBIA MPOTOKON OyIeT pPacCMOTPEH HIDKE), a
TaK)Ke JEHCTBUSIMH 3JI0YMBIIIJICHHUKOB.

Bo-BTOpbIX, TIpH pa3feieHUH CETH Jierde JIOKaJu30BaTh BO3HUKAIOIIUE
IPOOJIEMBI, TIPOIIE ¥ OBICTPEE MOYKHO YCTPAaHUThH BO3HUKIIINE HEUCTIPABHOCTH.

B-TpeTpux, ¢ UCHOJIb30BaHUEM BUPTYaJbHBIX CETEW Jierye pa3rpaHuYUTh
mpaBa JOCTyIa K pecypcaM CeTH, XOTs 3Ty 3ajauy pemaroT He Toibko VLAN, a
€11e PsIi TEXHOJIOTUN U IIPOTOKOJOB.

Texuonorusst VLAN omnucana B otkpeitom cranmapre IEEE 802.1Q [9],
KpOMeE TOro, cyiecTByeT pupMennsbiii cranaapt Cisco Systems, Ha3siBaemsbrit ISL.

Peamuzanus Texnomoruu VLAN Ha ogHOM KOMMYyTaTOpe MpeaeiabHo pocTa
— TIPU PA3JCICHUH TIOPTOB MEXAY PAa3HBIMU BUPTYAIbHBIMU CETSIMU JJIS KaXIO0U
U3 HUX KakK Obl CO3/1a€TCs CBOS aJipecHasi Tabiuila (Ha MpakTUKe aapecHas Tadauia
ocTaeTcs eUHOM, HO B Hell ykasbiBaeTcss Homep VLAN). ITpu peanuzamuun VLAN
Ha HECKOJBKMX KOMMYTaTOpax HCIOJb3yeTcs IOMoJIHUTEabHoe Tmone (tag),
KOTOPOE€ WCIIONB3yeTCsS Ui TIepeladyd KaapoB MEKIy KOMMYTaTOpaMu WU
MapIIpyTH3aTOPAMH.

OnHako Ha MPAKTUKE HEOOXOAUMBIM OBIBAET 00ECIICUCHHUE JAHHBIX MEXY
pa3sIUYHBIMA BUPTYaJbHBIMH CETAMH. OJTO OOECIeurMBaeTCsl TpPH MOMOIIU
YCTPONCTB TPETHETO YPOBHS — MAPIIPyTU3ATOPOB U KOMMYTaTOpoB L3.

PaccmoTpum cHavana HacTpoiiky wmapmpytuzanuu Mexay VLAN c

MCIIOJIB30BaHUEM MApIIPYTU3aTOpa Ha MPUMEPE CETH, MOKA3aHHOW Ha PHUCYHKE

5.6.
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Pucynok 5.6 — IIpumep cetn

Kakx BugHO W3 pucyHka, Ha KoMmmyTtarope opranusoBaHbl jaBe VLAN.
CooTBEeTCTBEHHO, TpapuK MexXAy HUMU 3arnpenieH. KoMaHpl KOHPUTyprupoBaHUs
VLAN na kommyTtaTope:

Switch(config)#vlan 2

Switch(config-vlan)#name vlan_number_2

Switch(config-vlan)#exit

Switch(config)#interface fastEthernet 0/1

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 2

Switch(config-if)#exit

Switch(config)#vlan 3

Switch(config-vlan)#name vlan_number_3

Switch(config-vlan)#exit

Switch(config)#interface fastEthernet 0/2

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlian 3



Switch(config-if)#exit

[TepeBenem mnopt fa0/24 B TpaHKOBBI pPEXUM M pa3peliuM TepeaaBaTh
yepes Hero Tpaduk VLAN 2 u 3:

Switch(config)#interface fastEthernet 0/24

Switch(config-if)#switchport mode trunk

Switch(config-if)#switchport trunk allowed vlan 2-3

KomaHibl KOH(QUTYypHUpOBaHUS MapIIPyTH3ATOPA:

Router(config)#interface fastEthernet 0/1

Router(config-if)#no shutdown

Router(config)#interface fastEthernet 0/1.2

Router(config-subif)#encapsulation dotlQ 2

Router(config-subif)#ip address 192.168.1.1 255.255.255.0

Router(config)#interface fastEthernet 0/1.3

Router(config-subif)#encapsulation dotlQ 3

Router(config-subif)#ip address 192.168.2.1 255.0.0.0

Router(config-subif)#exit

Komanga encapsulation dotlQ 2 o3nauaeT, 4TO Kaapbl, UCXOASIINEC U3
ATOr0 BUPTyaiabHOTO uHTEpdeiica, Oynyt umetrsh |ID BTopoit VLAN. Octanbhbie
KOMaH/IbI YK€ OB paCCMOTPEHBI PaHee.

Takoit  cnoco6  mMapmpyrtuzauuu  Mexay  VLAN  HaswiBaetcs
«MapuIpyTU3aTOp Ha MPUBA3N» U UMEET PsJ HEAJOCTATKOB.

Bo-neprix, npu Oonbiiom uyucie VLAN Beck Tpaduk mnepemaercs mo
ennHOMY (DU3NYECKOMY COSIMHEHHIO — B HalleM npumepe mexay nopramu fa0/24
kommytatopa u faO/l mapmpyruzaTopa. IT0 MOXKET DJIEMEHTAPHO MEPErpy3HTh
COEJIMHEHHUE, TO €CTh HE XBATUT MPOIMYCKHON CIOCOOHOCTH.

Bo-BTOphIX, = MapmpyTu3aTopel ~ pabOTalOT  TOpa3lo  MeJJICHHEe
KOMMYTAaTOpPOB. Bnaroz[apﬂ TOMY, UTO KOMMYTallHA OCYHICCTBIIAICTCA allllapaTHO, a

HC MPOTrpaMMHO, KOMMYTalUs OCYIICCTBIIACTCA MPAKTHYCCKHU Ha CKOPOCTHU KaHaJia.



B-TpeTpux, cTOMMOCTh MOPTAa MapIIPyTHU3AaTOPa BCErAa BbIIIE CTOMMOCTH
opTa KOMMYTaTOpa, TO €CTh PELIEHUE «MAPUIPYTU3ATOP HA MPUBSI3W» TOCTATOYHO
JIOpPOTOE.

Paccmotrpum  Tenepb HacTpodiky MapmipyTtuzauun Mexay VLAN ¢
UCIIOJIb30BAaHUEM KOMMYTAaTOpa TPEThErO YPOBHS Ha NMPUMEPE CETH, NMOKAa3aHHON

Ha pUCYHKE 5.7.

192.168.2.10/24

N
<

Pucynok 5.7 — Ilpumep cetu

HanoMuum, 4T0 y KOMMyTaTopa TPETHErO YPOBHS MMEKOTCS JIOTMYECKHUE
untepdeiicel, npuBs3anubie K VLAN. KoMaHb1 KOHUTYpUPOBAHHUS:

Switch(config)#vlan 2

Switch(config-vlan)#name net_2

Switch(config)#vlan 3

Switch(config-vlan)#name net_3

Switch(config)# interface fastEthernet 0/1

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 2



Switch(config)#interface fastEthernet 0/2

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlian 3

Switch(config)#interface vlan 2

Switch(config-if)#ip address 192.168.1.1 255.255.255.0

Switch(config-if)#no shutdown

Switch(config)#interface vlan 3

Switch(config-if)#ip address 192.168.2.1 255.255.255.0

Switch(config-if)#no shutdown

Kak ykaspIBasmocp BbIIIE, HCHOJB30BAHUE KOMMYTATOPA TPETHETO YPOBHSA
JJMIIICHO HEIOCTAaTKOB, CBOMCTBEHHBIX MCIIOJIb30BAHUIO MapmpyTu3aTopa. OI[HaKO
Ha MpakTHKe 0e3 MaplIpyTH3aTOpa BCE-TaKh HE OOOMTUCH, HO HCIOJIb3YETCS OH,
KaK IIpaBUJIO, I CBA3H C BHCIIHEH CETBIO. HOZ)TOMy KJIaCCHUUYECCKasaA CXEMa
koprnopatuBHo# cetu ¢ VLAN u ¢ noctynom k HTEepHET UMEET BUJI, TOKa3aHHbBIN

Ha PUCYHKE 5.8.
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Pucynok 5.8 — Cxema KOpriopaTUBHOM ceTH

PucyHnok 5.8 mocTtarodyHO ynpolueH, B 4YaCTHOCTH, pacCMaTpUBaeMasl CETh
HE ABJISIETCS] TEPPUTOPHUAIIBHO PACIPEIETIEHHOM, OJJHAKO OCHOBHBIE MEPHI 3aAIIUTHI,
ocroBanHble HA VLAN Ha Helt paccMOTpETh MOKHO.

O4eBuOHO, 4YTO I pa3rpaHUYEHHUs JOCTyNa pas3IMYHbIE KaTErOpUH
MOJIb30BAaTENEeN OJKHBI ObITh omnpexaeneHbl B pasnuuHbie VLAN. Buyrpennue
cepBepbl Takke HeoOxomumo BbienuTh B cBoM VLAN, a mpu Hactpoiike
mapuipyTtuzauud Mexay VLAN nomkHbl OBITH MCTOIB30BAHBI CIUCKU JOCTYIIA.
PaccmoTpum 310 Ha mpuMmepe.

Cuauana ©HeoOxomuMo ocymecTBuTh TutanupoBanue VLAN. Ilpumep

TaKOTO TJIAHUPOBAHUSI MPEJICTABJICH B TabiuIe 5.4.



Tabnuma 5.4 — IlnanupoBanue VLAN

Ne VLAN Nmsa [Ipumeuanue Anpecanus

1 default He ucnons3yercs -

2 management VYnpaBieHue ycTporicTBaMu 192.168.1.0/24

3 servers BuyTpenHue cepBepsl 192.168.2.0/24
101 departmentl Otnen 1 192.168.3.0/24
102 department2 Otnen 2 192.168.4.0/24
103 department3 Otnen 3 192.168.5.0/24
104 other OcTasibHBIC MTOJTH30BATEIN 192.168.6.0/24

Tenepp HE0OXOAUMO cocTaBUTh Matpuily aoctyna (riaBa 1). Ilpumep
TaKOW MaTpUIbl IpEACTaBiIeH B Tabmuue 5.5.

Tabmuma 5.5 — MaTpuna gocryra

ITomne3. Ceps. 1 Ceps. 2 Ceps. 3 [Toura Cer. y-Ba
AnMHUH. SSH SSH SSH SSH SSH
Otn. 1 All
Otx. 2 All
Otn. 3 All

OcranbHbIe All

Marpuna CUIbHO YNpOIIEHA, OJHAKO JOCTAaTOYHA I IOHMMAaHHS CYTH
JabHENIIero KOH(PUTypupOBaHUSL.

OtmeTruM, uTO cepBepbl BbiaeneHbl B otaenbHyo VLAN 3, ogHako unciio
CepBEpOB — 4, U K HUM OrpaHHUYeHHbIN JocTym. [loaromy st pasrpaHudeHHs
JOCTyIa K cepBepaM He0OX0IMMO HMCITONb30BaTh nmoHsTre Private VLAN.

Private VLAN — 3T0 BHpTyaJIbHasl CE€Th, BKJIIOYAIOIIAs B C€0S BJIOYKCHHBIC
VLAN. Ilpu stom BioxenHast VLAN MoxeT ObITh ABYX THUIIOB:

- Isolated — BupTyanbHas ceTh, MOPTHI KOTOPOH HE MOTYT OOMEHHBATHCS

TpaduKOM MEXKIy COOOM;



- Community — BupTyasbHasI CETh, MOPTHI KOTOPOW MOTYT OOMEHUBATHCS
TpapuKkoM Mexay co0oil, HO He MOryT OOMEHUBAThCS TpapUKOM C MOpPTaMHU
npyrux Private VLAN.

IIpu sTom cetrb, BriItouaromiasi B ceOs BiokeHHble VLAN, Ha3bpiBaeTcs
Primary VLAN, a Binoxxennsie VLAN nHaszwiBatorcst Secondary VLAN.

[Topt, obobemnunstommii Tpaduk Bcex BIokeHHbIX VLAN, Ha3wpiBaercs
promiscuous-mopToM (Hepa30OpUYMBBHIM), WA TIOPTOM, PabOTAIONIMM B PEKUME
promiscuous. ITopTel, yepe3 KOTophIe MPOXOauT Tpaduk cBoel BiokenHoit VLAN
(nmm omHoTO Yy31a, ecnu BrokeHHbIH VLAN Isolated), paborarot B peskume host.

B stom cnyuae cepBepHas VLAN MoxeT uMeTh BUJ, NMOKa3aHHBIA Ha

pucyHke 5.9.

Primary
VLAN 3

Isolated

fa0/21

Community
VLAN 5

Pucynok 5.9 — Cxema cepsepnoii VLAN



Paccmotpum nporienypy KOHPUTYpUPOBAHHUS.
Coznanue VLAN Ha KOMMyTaTOpe CepBEPOB:
Switch(config)#vlan 2
Switch(config-vlan)#name management
Switch(config)#vlan 101
Switch(config-vlan)#name departmentl
..................................... — co31aHue M UMeHoBaHue ocTaJdbHbIX VLAN
Switch(config)#vlan 3
Switch(config-vlan)#name servers
Switch(config-vlan)#private-vlan primary — cosmanue Private VLAN (Bce
CepBepbI)
Switch(config)#vlan 4
Switch(config-vlan)#name departments
Switch(config-vlan)#private-vlan isolated — co3manme Secondary VLAN
(cepBepbI OTAEIIOB)
Switch(config)#vlan 5
Switch(config-vlan)#name email
Switch(config-vlan)#private-vlan community — co3manue Secondary VLAN
(cepsep e-mail)
Switch(config)#vlan 3
Switch(config-vlan)#private-vlan association 4-5 — yka3anue Ha Secondary
VLAN, Bxomsmue B Primary VLAN
[Tpussszka pusnyeckux uaTepdeiicor k VLAN:
Switch(config)#interface fastEthernet O/x
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlian y
Switch(config)#interface fastEthernet 0/21 — untepdeiic CepBepa otaena 1
Switch(config-if)#switchport mode private-vlan host — nepeBox moprta B pexum
host



Switch(config-if)#switchport private-vlan host-association 3 4
Switch(config)#interface fastEthernet 0/22 — untepdeiic CepBepa otaeina 2
Switch(config-if)#switchport mode private-vlan host — nepesox nmopra B pesxum
host
Switch(config-if)#switchport private-vlan host-association 3-4
Switch(config)#interface fastEthernet 0/20 — moprt x koMmmyTaropy L3
Switch(config-if)#switchport mode private-vlan promiscuous — nepeBoj mopra
B PEXHUM Promiscuous
Switch(config-if)#switchport private-vlan host-association 3 4-5

[Tocne »sroro HactpauBaeTcss wmapmpytuszanus wmexay VLAN Ha

KOMMYTAaTOpE TPETHETO YPOBHS C COOTBETCTBYIOIMMH CIIMCKaAMU JOCTYTIA.

5.3 3ammra ot atak Ha VLAN

PaccmoTpum  cHadana Haumbosiee pacmpoCTpaHEHHBIC THITBI aTaKk Ha
BuptyanbHbie yacTHbie ceTd (VLAN). [laHHbIC THIBI aTak OOBIYHO OOBEIUHSIOT
tepmuaoM VLAN Hopping.

[TepBbIit THIT aTak ocHOBBIBacTcs Ha npoTtokosie DTP (Dynamic Trunking
Protocol). [laHHbBIii MPOTOKOJ IMO3BOJSET MMOPTY KOMMYTAaTopa OIpPEae/InTh,
HACTPOCH JIM €r0 «COCeI» Ha MepexoJ B PekuM Trunk, m mo ymoiuaHuio OH
BKJIIOYEH Ha BCeX moprax kommyrtaTopos Cisco.

PaccmoTpum npumep coenMHEHU 1BYX KOMMYTaTOpPOB, PUCYHOK 5.10.

Trunk
~
~
&&

SW1 SW?2

Pucynok 5.10 — Coenunenue 1ByXx KOMMYTaTOPOB



Ha xommyrarope SW2 mopt Obin mepeBenen B pexum Trunk. Ilocrie
MOJIKJTFOYEHUS ero K mopty kommyTtaropa SW1 ot Toxke nepeiaer B pexum Trunk
B pe3yibTate padotsl npoTtokoia DTP. C onHo# cTOpoHBI, 3TO yI0OHO, TaK Kak
HET HEOOXOAMMOCTH HacTpamBaTh 00a kommyTatopa. C Apyroil CTOPOHBI, €Ciu
SW2 sBasercss KOMMYTAaTOpOM HapyIIUTENs, OH CMOXET IepPEeBEeCTU MOPT
kommyTtaropa SW1 B pexkum Trunk u nepexsatuth Tpaduk Bcex VLAN.

Paccmorpum  Gonee moapo6HO paboty mporokona DTP. Ilopter
KOMMYTAaTOpa MOTYT HaXOJUTHCS B OJTHOM U3 PEKUMOB:

1. Auto — aBromaTnueckuii pexuM. DTP-kagpel He mepenaroTcs, HO npu
npreMe KaJipa MmopT MmeperieT B pexxum T runk.

2. Desirable — pexum roTtoBHOCTH mepeith B coctosHue Trunk,
nepuoauyecku nepenaer DTP-xampsl. Ilpu momydyennn otBetHoro DTP-kaapa
nepeier B pexxum Trunk,

3. Nonegotiate. B stom pexxume oTkiarodeHa paccbuika DTP-makeroB ¢
uHTepdeiica. PexxuMm nonegotiate BO3MOXXEH TOJIBKO KOIZa MOPT HAXOAMTCS B
pexume access wiu trunk. [Iporokon DTP oTkitoueH.

4. Trunk.

5. Access.

Ocobennocteio obopynoBanuss CiSCO SIBISETCS TO, YTO IO YMOJYAHHUIO
nopThl HaxosATcs B pexxume Desirable (B pannux Bepcusix Auto).

JIaHHBIN TUII aTaku TPOWUIKOCTPUPYEM Ha IPUMEPE CETH, MOKA3aHHOW Ha

pucynke 5.11.



Pucynok 5.11 — IIpumep cetn

[Ipeanonoxkum, uro mpaseii I[IK B VLAN 100 — 310 KommbroTep
snoymbinuieHHnKa. OH nmeet goctyn k Tpadpuxy VLAN 100 u He umeeT gocryma
k Tpapuxky VLAN 200. Jlns mepeBoma mopTa KOMMYTaTopa, K KOTOPOMY OH
TOJKJIFOYCH, MOYKHO HMCIOJIB30BaTh PSAJl YTUIUT, HarpuMmep, Yersinia. [Tocie storo
oynet noctyned VLAN 200.

PaccMOTpuM OCHOBHBIE CITOCOOBI 3aLUTHI OT aTaK TAKOTO THIIA.

1. TlpuHyauTeNnbHBINA MEPEBOJ MOPTOB, K KOTOphIM mnoakitodeHsl 11K, B
pexKuM aCCess:

Switch(config)#interface fa0/23

Switch(config-if)#switchport mode access

2. llpunyaurenbHbIi mepeBo moptos Trunk B pexum nonegotiate:

Switch(config-if)#switchport nonegotiate

3. Pa3zpemienne mepenaBath uepe3 mopT Trunk Tpaduk  TOJNBKO
onpeaeneHHbx VLAN:

Switch(config)#interface fa0/24



Switch(config-if)#switchport mode trunk

Switch(config-if)#switchport trunk allowed vlan 2,3,10-14,20

4. OTKJII0YeHUE HEUCIIOIb3YEMbIX TTOPTOB!

Switch(config)#interface range fa0/21 - 24

Switch(config-if)#shutdown

5. Ucnonb3oBanre DTP Tonpko mpu HayaabHOM KOHPUTYPUPOBAHUH CETH

Hpyroii Tun arak ucronbzyer VLAN 1 (Native VLAN). 3rotr VLAN eme
Ha3biBalOT «VLAN 1o yMonuanuio», uMess B BUIY, YTO BECbh BXOJSIIUNA B MOPT
Tpaguk mo ymomyanuto nonsydaet T™r VLAN 1. Tlpu nepenaue, Hampumep, o
TPaHKOBOMY MOPTY 3TOT TAT oTOpackiBaeTcs. [loaToMy, eciiu NpUMEHHUTH ABOITHOE
TarupoBanue, rae BepxHuil VID=1, nmocne nepenaun ¢ Apyroro mopra 3TOT TAT
oTOpocuTcs, U Kaap OyAeT mepeiaH ¢ BIOXKEHHBIM TAroM. Paccmorpum mpumep,

MOKA3aHHbIM HAa PUCYHKE 5.12.
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Pucynok 5.12 — WMnmrocTpariust ataku ¢ ucnosib3zoBanueM VLAN 1

B nannom mpumepe PCl, sBisisich KOMIOBIOTEPOM HAPYIIUTENS, NEPEAAET
Ha kommyTaTop SW1 kaap ¢ AByms Taramu, npudem BepxHui Tar umeer VID=1.
Kommyrtarop SW1 nomken mepemaTh kaap depe3 mopt Trunk gigl/l 6e3 Tara,

MO3TOMY TAT BEPXHET0 ypoBHs Oyaet orOpomeH. Ognako 1or ¢ VID=2 ocranercs,



u xommyrtatop SW2 BocmpumeT naHHBIA Kanap kak npuOsBmuii u3 VLAN 2.
CootBercTBEeHHO, HapymmTens nonagaet B VLAN 2.

OgHuM U3 METOAOB 3alIUTBl  OT aTraKk JTOro TUIA  SBISETCS
NPUHYIUTEIFHOE TITUpOBaHUe KaapoB, npuHauiexamux k Native VLAN. Toraa
npy Tepefade Cc MopTra KoMMyTaropa Kaap OyAeT TnepenaBaThCsi HE C
OTOpOIIIEHHBIM T3roM, a ¢ Tarom Toii VLAN, xotopas sBiusercs Native VLAN (o
ymoJyaHuto nepsast). Komanna:

Switch(config)#vlan dotlq tag native

Kpome TOro, xkak m B ciydae OopbObl c atakoit DTP, meoGxomumo
pa3peliuTh 4epe3 TPAHKOBBIM MOPT nepenaudy Tosibko omnpeneiaeHHbix VLAN, a
Native VLAN He ncnosip30BaTh BOOOIIIE.

Haxomner, moxxao B kauectBe Native VLAN wncnons3oBath HE TOJIBKO
VLAN 1, a u moboit npyroit. IlosTomy, eciu ykazarb MOPTYy KOMMYTaTOpa
UCHoJb30BaTh 1Mo ymondanuio VLAN, KOTOpbIii HUT/IE B CETH HE HUCIOJb3YETCH,
aTaka HeocymecTBuma. Komanna:

SW(config-if)#switchport trunk native vlan 999

5.4 3amuTa ot atak Ha npoTokoa STP

JIisi Havanma BCIOMHHUM NpPUHIMIN paboThl mpotokona STP. JlanHbii
MPOTOKOJN TMpEeJHA3HAUeH Ui MCKIIOYCHHUS TaK Ha3bIBAGMBIX «IIETEIb» B
TOTIOJIOTUH CETH.

[Tox «meTnel» MOHUMAETCS TAKOE COSTMHEHHUE CETEBBIX YCTPONCTB MEKITY
co0oMi, Korja MeX1y HUMHU CYIIECTBYET JBa WK OoJjiee MyTeu nepeaadyu JaHHBIX.

C oOHmHOW CTOPOHBI, «IETENb» MOXHO U30eXkaTh TMPU TPAMOTHOM
POCKTUpOBaHUH ceT. OHAKO TIPH MOCISAYIOMEeH MOACPHHU3AIINN U PACIIUPEHUN
CETH «IETIN» MOTYT BOSHUKHYTh HEMTPOU3BOJIBHO.

C npyro#t CTOpOHBI, HATUYUE IIETEIbh» B CETH KEJIATEIbHO, TaK KaK MPH
CYIIIECTBOBAHMHM HECKOJbKHMX TYTECH TNepenadd JTaHHBIX HWMEETCS BO3MOXHOCTH

pacrapajuieliuTh epeaady, a TAaKKe MOBBICUTh OTKa30yCTOMYUBOCTh CETH.



PaccmoTpum cHavana, K 4eMy B CETH HA KOMMYTaTOpax NPUBOAUT HAIIMYKE

«tetnmy. PaccmoTpuM 1u1s mpuMepa ceTh, H300paXeHHYI0 Ha pucyHke 5.13.

Switch B B

Switch A
Fa 0/2

Switch C

Pucynok 5.13 — [Ipumep cetu ¢ «metiein»

Kommyratopsl B Hamiem npumepe obo3HaumMm kak Switch A, Switch B,
Switch C, a MAC-anpeca padouux cranimii — A, B, C (ogHaKo ciielyeT IOMHHTb,
yro peanbHbiec MAC-agpeca — 310 mectubaiiToBeie umcia). HMuTepdeics
KommyTatopa oOo3HaueHel kak Fa 0/1 — Fa 0/3 (Fa — cokpamenue or Fast
Ethernet).

CunrtaeM, YTO B ajJpecHble TaOIHUILI KOMMYTATOPOB HE BHECCHBI
craruveckue 3anmucH. [Ipeanonoxum, 94To B Ha4aJIbHbII MOMEHT BPEMEHU CTaHIHS
A OTIpaBIsieT MUPOKOBEIIATENBHBIA Kap. DTOT Kaap MOCTYyIaeT Ha UHTEpdeiic
Fa 0/1 xommyraropa Switch A. KommyTtaTop peTpaHCIupyeT 3TOT KaJIp Ha MOPTHI
Fa 0/2 u Fa 0/3, cOOTBETCTBEHHO, €ro NMPUHUMAIOT KOMMyTaTtopbl Switch B u
Switch C. OnmnoBpemenHo ¢ 3THM KoMMmyTtatop Switch A ¢dopmupyer B cBoei
aZpecHOM Tabyvile TMHAMUYECKYIO 3alKCh, TPEACTABICHHYIO B TabnuIe 5.6 (s

ynpolneHus croioen ¢ ykazanuem Homepa VLAN B Tabnuiie He MoKa3aH).



Tabmuua 5.6 — AnpecHas Tabimia kommyTtatopa Switch A

[TopT AJipec paboueid CTaHIIUU
Fa 0/1 A
KommyTaTtop Kaup, (GOopMHUPYET  3alucCh,

MPECTaBICHHYIO B TaOIHIE 5.7.

Tabmuna 5.7 — AnpecHas Tabiuia kommyratopa Switch B

[TopT AJipec paboueii CTaHIIUU
Fa 0/2 A
KommyTaTtop Kanp, (GOpMHUPYET  3amucCh,

MpeCTaBICHHYIO B TaOmuIle 5.8.

Tabmura 5.8 — Anpecnas tadimia kommyratopa Switch C

[TopT

Anpec paboueii CTaHIIUU

Fa 0/3

A

Tak kak kaap MMPOKOBEIIATENILHBINA, KoMMyTaTOpbl Switch B u Switch C
TaKXKe pACIpPOCTPaHSIOT €ro Ha BCE CBOM  3a/IHCTBOBAHHBIC  TIOPTHI.
CootBeTcTBeHHO, KOoMMyTaTtop Switch B mnepemaer ero ma mopr Fa 0/3, B
pe3yJbTare 4ero Kajap mpuHuMaercs Ha mopty Fa 0/2 xommyraropa Switch C.
Kommytarop Switch C koppektupyer 3amnuch B aapecHol Taduuie (HOBas 3amuch
npeacTaBieHa B Tabnuie 5.9) u oTIpaBisieT ero Ha BCE CBOM MOPTHI, B TOM YHCIIE
u Ha opT Fa 0/3 no HanpagrieHuio kK komMmytaropy Switch A.

Tabmuma 5.9 — Anpecnas Ttabnmma kommyrtaropa Switch C  mocne

KOPPEKTUPOBKH
[TopT Anpec paboueli cTaHIIUA
Fa 0/2 A

Kommyratop Switch A, npuHsB kaap, Toke KOPPEKTUPYET TaOJIHIly, KakK

9TO IMOoKa3aHo B Tadiuie 5.10.




Tabmuma 5.10 — AnpecnHas Tabmuma kommyraTopa Switch A mocie

KOPPEKTUPOBKH
[TopT AJipec paboueid CTaHIIUU
Fa 0/3 A

AHanoruuHelM 00pa3oM KOMMsI TOTO K€ KaJpa TMPOXOAMT dYepes
kommytatop Switch C B HanpaBnennn kommyTaropa Switch B u T.11.

Tak xak B kaape Ethernet orcyrcrByeT nose «Bpems sxu3uu» (Time to Live
— TTL), xonuu oHOTO U TOTO K€ Kajipa OyayT OECKOHEYHO IUPKYIUPOBATH MO
«TeTiie» B MPOTUBOIOJIOKHBIX  HAIMpPaBICHUSX, IOCTOSHHO  KOPPEKTUPYS
COJIEP)KMMOE  aJIpECHBIX TaOJMI] BCEX KOMMYTaTOpOB, 4Yepe3 KOTOphIE OHH
TIPOXOIAT.

O4eBUHO, YTO JUIsI UCKIIOYCHUS] TaKOM CUTyallud MEXAY JIF00O0M mapoit
KOMMYTATOpPOB JIOJDKCH CYIIECTBOBATh CAMHCTBEHHBIA IMyTh IEpeaadyd JTaHHBIX.
Jlaxxe ecnu ceThb HeOoJbIIasg, KaKk B PACCMOTPEHHOM MIpUMEpE, Haludue
QIBTEPHATUBHOTO MYTH MEpeavyn MOBLICKIIO Obl 0TKa30yCTOWYMBOCTh CETU — MPHU
OTKa3€ OCHOBHOTO IYTH MO>XHO ObLTO ObI NEPEKIIOYUTHCS Ha PE3EPBHBIN.

Jlnst pereHust 9ToM 3aaduud ObUT pa3pabOTaH alTOPUTM MOKPHIBAIOIIETO
nepeBa (Spanning Tree Algorithm — STA) um peamusyroniuii €ro mpoTOKOI
nokpeIBatomiero gepea (Spanning Tree Protocol — STP). JlaHHBIH HpOTOKOJ
onucaH B oTkpbiToM ctafmapte |IEEE 802.1D [9]. Peanuzanus naHHOro mpoToKoiia
B COBPEMCHHBIX KOMMYTATOpax IIO3BOJISIET OTACIBHBIC IOPTHI IEPEBECTH B
coctossuun  OnokupoBku  (blocking), B  KOTOpOoM  MOPTBI  OCTAKOTCA
3aJICICTBOBAHHBIMH, HO OHH HE TIEpPEAAIOT MOJIb30BaTeabCckuil Tpaduk. [Ipu oTkaze
HEOJIOKUPOBAHHOTO TOPTAa AaBTOMATHUYECKH TIOJKIIOYAOTCS 3a0J0KHpOBAaHHBIC
MOPTHI.

JI7iss MOCTpOeHUsT TOMOJOTUN 0e3 M30BITOUYHBIX KaHAJIOB CTPOUTCS JIEPEBO
(matemaTnueckuil rpad). UtToObl MOCTPOUTH TAKOE JEPEBO, BHAaYajIe HEOOXOIAUMO

OTIPEJICINTh KOPEHb JepeBa, M3 KOTOporo u Oymer crpoutbes rpad. I[lostomy




NEepBBIM 1Iarom npotokosa STP sBisieTcs onpeneneHne KOPHEBOTO KOMMYTaTopa
(Root Switch). [Ins ompeneneHus: KOPHEBOIO KOMMYTAaTopa, KOMMYTaTOPBI
oOmenuBarorcsa coodmennsimu BPDU.

Jlnia onpesiesieHns KOPHEBOTO KOMMYTATOpa UCIONB3YETCs HIEHTU(DUKATOP
kommyTtaropa — Bridge ID. Bridge ID — »3To uucno mmmHO# 8 OaiiT, KOoTOpoe
coctouT u3 Bridge Priority (nmpuopurtet, 2 6aiita, ot 0 10 65535, Mo ymMoI4aHHIO
32768) u MAC-anpeca ycrpoiictBa. KopHEBBIM KOMMYTaTOpPOM BBIOMpAETCS
KOMMYTaToOp C CaMbiM HHU3KUM TIPUOPUTETOM, €CITU MPHOPUTETHl PaBHBI, TO
cpaBHuBatorcsi MAC-aapeca (kommyTtatop, y kotoporo MAC-aapec MeHbIIe,
MOOEKIACT).

JlaHHyI0 MH(POPMAIUI0 MOXKHO MOCMOTPETh C MCIOJIb30BAaHUEM KOMAH]IbI

show spanning-tree, BHIMONHAEMOW U3 MPUBWICTHPOBAHHOTO PEKUMA, PUCYHOK

5.14.

Switchishow spanning-tree
VLANOOOL
Spanning tree enabled protocol ieee
Boot ID Priority 327%8
Rddress 0030_A31A_BBCD
This bridge is the root
Hellg Time & sec Max dge 20 sec Forward Delay 15 sec
Bridge ID Priority 327683 (priority 32768 sys-id-ext 1)
Address 0030_A31A_BBCD
Hellg Time 2 sec Max dge 20 sec Forward Delay 15 sec
Bging Time Z0

Pucynok 5.14 — IlpocmoTp Bridge 1D

PabGoty mpotokonma STP Oyaem paccmaTpuBaTh Ha TOM K€ TMpPUMEpE,
pUCYHOK 5.14.

Ha mepBom srTame mpoBoguTCs BBIOOpP KopHeBOro kommyTtaropa (Root
Switch). TTo ymom4aHui0 Bce KOMMYTATOPbI CUUTAIOT ce0sl KOPHEBBIMH, ITOITOMY
oHun pacceuiator cBou BPDU, B koropeix ykaszwiBatorcs Bridge ID. Ecnum
kommyTatop npuaumaetr BPDU ¢ Bridge ID MeHbImM (JTydiium), 4eM y HEro, OH
nepecraeT cyuTaTh ceOsi KOPHEBBIM M pacchiiaTh cBou BPDU, Ho mpopomxkaer ux
TPaHCIMPOBATH OT APYTUX KOMMYTaTOpoB. B Harmem npumepe OyieM cuuTarh, 4TO

menbinid Bridge ID y kommyraropa Switch A. Korna Switch B mpunumaer ot



Switch A BPDU, on mepecraer TtpanciupoBatb cBom BPDU, To xe camoe
npoucxoauT u ¢ kommyratopom Switch C. KommyraTop Switch A B pesyibrare
NEPBOro ATana OyaeT u30paH KOPHEBBIM.

Ha BrOopoM »3Tame B KaxJIOM KOMMYyTaTope, KpOMe KOPHEBOTO,
BbIOMpaeTcss kopHeBoM nopT (Root Port). KopHeBeIM Ha3bIBaeTCsl MOPT, KOTOPHIiA
UMEET KpaTyaiiiee pacCTOSIHUE A0 KOPHEBOTO KOMMYTAaTOpa.

B xauectBe paccrossHus B anroputmMe STA HCHONIB3YyeTCS 3HAYEHHE
METPUKH, OINpeAesieMOl Kak BEJIMYMHA, OOparTHO MPONOpPLUOHAJIbHAS
INPONYCKHOM crocoOHOocTH cermeHTa. B mocneagneid Bepcum cranpapra IEEE
802.1D 2004 roma ycTaHOBJIEHBI CIEAYIOIINAE 3HAYEHUS METPUK:

- 10 M6wut/c — 2 000 000;
- 100 M6wut/c — 200 000;
- 1 I'omut/c — 20 000;

- 10 I'out/c — 2 000;

- 100 I'6ut/c — 200;

- 10 Tour/c - 2.

Jlns ompeneneHus KOPHEBOTO TMOPTa KaXKIbIi KOMMYTaTOp HCIOJNb3YyeT
BPDU, noceimaemoe kopHeBbIM KomMMyTaTopoMm. [Ipu mpueme sToro cooOieHus
KOMMYTATOp OIpeAessieT 3HaUYeHUE METPUKHU JUIsl KOHKPETHOrO MOpTa, a 3aTeM
petpancaupyer BPDU, npenBaputenbHo yBEIMUMB YKa3aHHYIO B HEM METPUKY Ha
3HaYEHUE METPUKU TOrO0 CErMEHTa, U3 KOTOpPOro COOOLIEHHE OBbLIO IMOJYYEHO.
Takum 00pa3oM, Ha KaXXAbI U3 MMOPTOB KaKI0r0 KoMMyTaropa npuxoast BPDU ¢
pa3IMYHBIMH 3HAYCHUSIMH MeTpUK. KoMMmyTaTop BHIOMpaeT B Ka4eCTBE KOPHEBOTO
nopTa TOT MOPT, AJi1 KOTOPOTO METPUKA UMEET MUHUMAIbHOE 3HAaUCHHE.

B namem npumepe kommytarop Switch B nmpumer Ha mopty fa0/2 BPDU ¢
metpukoit 200 000, a va mopty fa0/3 — ¢ metpukoit 400 000, Tak Kak Ha STOT HOPT
ero perpanciaupyer kommytarop Switch C. CraemoBarensno, mopt fa0/2 Gyner
BbIOpaH KOpPHEBBIM. AHaJIOrMuHO, KomMmyTatop Switch C BeiOeper B KayecTBe

kopuesoro mopt fa0/3.



B caywae, ecnu kakoi-nmuO0 KOMMYTAaTop MpPUHUMAeT Ha JBa WIH
HeckoabKo noptoB BPDU ¢ onMHakoBBIMM METpUKaMH, B Kaue€CTBE KOPHEBOI'O
BBIOMpAETCS MOPT C HAUMEHBIIIUM UJIEHTU(DUKATOPOM.

[locme BbIOOpa KOPHEBBIX IOPTOB  KOMMYTAaTOpPhl  IPOAOJIKAIOT
perpanciupoBate BPDU, mnonydyeHHble MMH OT KOPHEBOTO KOMMYTAaTopa, B
pe3yabTaTe 4ero OHM Y3HAIOT O «mnerie». Hampumep, xommyrarop Switch B,
IOJTy4UB OT KOpHEeBOro kommytaropa BPDU, perpanciupyer ero na mopt fa0/3.
Opnako Ha 3TOT ke mopT mnpuxoaut BPDU or kopHeBoro kommyrtaropa c
OoJbIlIelt METPUKOH, CIIE0BATEIHLHO, 00Pa30BaIacCh IIETIS.

Ha tpetbem sTane peanuzanuu anroputma STA BeIOUpaeTcsi Ha3HAYCHHBIHA
KOMMYTATOp JUIsl KaXIOr0 CETMEHTA CETH M HA3HAYEHHBIE IOPTHI JUISL Ka)KIO0Tro
Ha3HAYE€HHOTI'0 KOMMYTaTOpa.

Ha3HaueHHBIM Ha3bIBA€TCS KOMMYTATOP, KOTOPBIA B JaHHOM CEIMEHTE
UMEET MEHBIIEE PACCTOSAHME JO0 KOpHEBOro Mocra. Ilopt kKommyraropa,
NOJKIIOYEHHBbIA K Ha3HAYEHHOMY CETMEHTY, Ha3bIBaeTCid Ha3HAYEHHBIM MOPTOM
(Designated Port). ¥ xopHeBOro koMmmyTtaTopa Bce IOPThI Ha3HAYCHHBIE.

[locne peanu3anuy OMMCAHHBIX TPEX 3TAOB KOMMYTATOPbI OJOKUPYIOT
BCE CBOM IMOPTHI, KPOME KOPHEBBIX M Ha3Ha4Y€HHbIX. B Hamem npumepe
OJIOKMpOBAThCs MOXKeT, Hanpumep, mopt fal/2 kommyraropa Switch C.

[locne okOHYaTeNbHOM HACTPOMKH KOH(PUTypaluu  ONpeneseHHOM
TOTIOJIOTUM KOMMYTATOpPbl TPOJOJDKAIOT OTHpaBisTh ¢peiimbl BPDU uepes
YCTaHOBJICHHbIE MHTEpBaiibl. Takue perynspHsle coobmenuss BPDU mno3Bomstor
KOMMYTaTOpaM pearupoBaTh Ha H3MEHEHHUs TOMOJOTMU B Clly4ae UX
BO3HHKHOBEHHUS.

[Tepeiinem Teneps K pacCCMOTPEHUIO BO3MOXKHBIX aTak Ha MpoTokoa STP.

[IpeanonoxuM, B CETH MMEETCSd KOMMYTAaToOp paclpeAcsieHus W
KOMMYTATOpbl JOCTyna, Kak Ha pucyHke 5.8. KomMmytatop pacnpeneneHus
ABJIIETCSI KOPHEBBIM. EcCiM HapylMTenb MOAKIIOYUTCS K JBYM KOMMYyTaTopam

nocTyna ¥ HauHeT paccbuiath BPDU ¢ HyneBbiM 3Hauenuem Bridge Priority,



npotokon STP BeiOepeT ero B KauecTBE KOPHEBOTO KOMMYyTatopa. B pesynbraTte

Bech Tpauk OyneT nmepexBadeH HapyUIUTeIeM, pUCyHOK 5.15.
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Pucynok 5.15 — Artaka Ha npotokon STP

3amura OT TaKOM aTaku JOCTaTOYHA MpPOcTa — BKItoueHue pynkmun BPDU
Guard Ha Bcex MmoJib30BaTeNLCKUX MopTax. JlaHHas QyHKIHS OJOKUPYET mepenaqy
yepe3 nopT kaapos BPDU. Komanna:

Switch(config-if)spanning-tree bpduguard enable

Opnako arakyiomiemMy He o00s3aTeNbHO TMOAKIIOYATECA K JIBYM
KOMMyTaTopaMm. Hampumep, ecnu OH TOAKIIOYUTCA TOJBKO K  OJHOMY
KOMMYTaTOpy M CYMEET BOWTH B PEXKHUM KOH(PUTYPUPOBAHHS, TO TIOSBUTCS
BO3MOYKHOCThH U3MeHeHus Bridge Priority. B pe3ynbraTte KOMMyTaTop, K KOTOPOMY
MOJKITIOYMIICS ~ 3JIOYMBINUICHHWK, CTAaHOBHTCS KOPHEBBIM, 4YTO ITO3BOJISET
nepexBaTuTh Bech Tpaduk. Kpome Toro, BKItoYas ¥ BBIKIIIOYas JTaHHBIN
KOMMYTATOpP, MOHO TOJHOCTBHIO BBIBECTU CETh M3 CTPOs, TIOCTOSIHHO 3amycKas

Tpo1IecC BEIOOPOB KOPHEBOTO KOMMYTATOpa.



B kagectBe 3ammuThl MOXET OBITH WcCIoJb30BaHa (Gynkmmus Root Guard,
KOTOpasi aKTUBUPYETCS HA ONPEACICHHOM MOPTY M 3alpeliaeT MOsSBICHUE HOBOTO
KOpHEBOTO KoMMyTaTopa. Komanma:

Switchl(config-if-range)#spanning-tree guard root

Kpome Ttoro, B kommyrtaropax CiSCO MOXXHO HamNpsSMYyHK yKa3aTh TOT,
KOTOPBI OYyIeT SIBISAThCS KOPHEBBIM. B 3TOM citydae, eciu OyneT oOHapyXKeHO
ycTpoiicTBO ¢ Oonee Hu3kuM Bridge ID, Oymer ocyliecTBICH aBTOMATHUYECKUIA
nepepacuer. Hanmpumep, komanga

Switchl1(config)#spanning-tree vlan 2,3 root primary

ycTaHaBJIMBaeT, yTo SWitchl Oynet sBisthest kopHeBbM 11st VLAN 2 1 3.

5.5 Ucnonp3oBanue Gynkmun Port Security

Texunomnorust Port Security npeiHa3HadeHa 11 KOHTPOJIS MOAKIIOYCHHBIX K
KOMMYTATOpPY YCTPOMCTB U NPEIOTBPAIICHHS aHOMAJIMNA WUJIU aTak, HalleJICHHBIX Ha
nepernoHenus Tadbmuisl MAC-anpecos (CAM table overflow, MAC-flooding).

Hanpumep, y kommyratopa Cisco 2960 Tabmuiia KOMMYyTAallMd MOXET
comepxatb 10 8024 3anuceii [8]. [ToaToMy, eCiii MOAKITFOUUTHCS K KOMMYTATOPY U
C IOMOMUIBIO CIEUAIBHOTO MPOrPaMMHOT0 00€CIIEUeHHs CTEHEPUPOBATh OOJIBILIOE
KOJINYECTBO KaJpOB C pasnudyHbiMH Source Address, Tabmuiia mepenoHsIeTCs
BIUIOTh 0 cTUpaHus Bcex JiernTuMHBIX MAC-aapecos. [locne 3toro kommyraTop
(dbakTHUeCcKu MmpeBpaniaeTcsi B KOHIICHTPATOP, Nepechliasi MoMyuyeHHbIN Tpaduk Ha
BCE TIOPTHI, JIeJasi €r0 TOCTYITHBIM 3JI0YMBIIIJICHHUKY.

C momomreio Port Security ycraHaBiavBaeTCs MaKCUMaJIbHOE KOJHYECTBO
MAC-anpecoB Ha KOHKPETHBIH mMOpPT KomMmyTatopa wunu VLAN, wu
KOHTpOJMpYyeTcs noctyn no 3aganabiM MAC-anpecam.

Brotowaercss dyHKuMs B pexkume KOHGUTYpuUpoBaHHS HHTepdeiica
KOMAaH/IOM:

Switch(config-if)#switchport port-security

[To ymonuanuio ¢yHKIMS orpaHnyuBaeT koimdectBo MAC-aapecoB Ha

uHTepdeiice oqauM. OIHAKO Ha MPAKTUKE K MOPTY MOXKET OBbITh MOJKIIOYEHO



HECKOJIbKO YCTPOMCTB, Hampumep, B ciydae wucmonb3oBanusa |P-renedonun.
Komanna

Switch(config-if)#switchport port-security maximum <N>
MO3BOJIIET U3MEHUTH KoJinuecTBo MAC-anipecos.

TexHosorus npeanoaaraet Tpu pexxuma padbotsl ¢ MAC-aapecamu:

- Dynamic — 3amomunanue MAC-aapecoB 10 TexX TOp, MOKa HX
KOJIMYECTBO HE JOCTUTHET pa3peieHHoro N;

- Static — ykazanne MAC-apecoB Bpy4UHYIO;

- Sticky — 3anmomuranne MAC-agpecoB 10 TeX IMOp, MOKa UX KOJIHYECTBO
HE JOCTUTHET pa3pemieHHoro N ¢ 3anuchio ux B (ailili KOHPUrypamum.

Texnonoruss Port Security cumraeTr HapymieHHeM O0€30MaCHOCTH
CJIEIYIOLIUE CUTYALINH:

- MaKCUMaJIbHOE Kosm4yecTBO OezonacHbix MAC-aapecoB Obu10 700aBIEHO
B Tabnuiy ajgpecoB U XocT, ued MAC-anpec He 3amucaH B TaOJMLE aJpecoB,
NBITAETCS MOJYYUTh JOCTYI Yepe3 HHTepdeiic;

- ajpec, BbIyYCHHBIH MJIM HACTPOEHHBIM KakK O€30MacHbIi Ha OJHOM
uHTepderice, NOSBUIICS Ha IpyroM o6e3zonacHoM uHtepgeiice B Toi xxe VLAN.

B cnywae, ecnm HapyiieHue MpoW30NUIO, Ha HHTEpdeiice MOTyT OBITH
HACTPOEHBI CIEYIOLIUE ACUCTBU:

- protect — kaapel ¢ HepaspemeHHBIM MAC-anpecoM oTOpachIBarOTCA,
OTIOBEIICHMSI O HAPYILICHUHU HE BBIIAIOTCS;

- restrict — xaxgpel ¢ HepaspemeHHbIM MAC-agpecoM 0TOpachIBarOTCH,
ormpasisiercs omoBereane SNMP u  SYSLOG, yBenuumBaeTcs CUETYHK
HapyLICHUH;

- shutdown — B ciydae HapylleHHs IMOPT BBIKJIFOUACTCS, OTIPABISICTCS
onoBenieane SNMP u SYSLOG, yBenuunBaeTcst CHETUUK HapyLICHH.

PaccMmoTpum 0CHOBHBIE KOMaHTbI KOH(DUTYPUPOBAHUS.
Switch(config-if)#switchport port-security mac-address 0001.7D16.FF53 -
cTaTu4eckas mpuBsizka k unrepgeiicy MAC-anpeca,

Switch(config-if)#switchport port-security mac-address sticky — pexxum Sticky;



Switch(config-if)#switchport port-security violation protect/restrict/shutdown
— HACTpOMKA NEUCTBUA NPU HAPYLIEHNH;

Oyukuus Port Security mosker ObITh HacTpoeHa | A | rUNK-IIOPTOB, HO B
3TOM cilydyae orpaHnyeHus HakiuaaeiBatorcs Ha VLAN.

Hanpumep, komaHbI:
switch(config)# interface Fastethernet0/3
switch(config-if)#switchport mode trunk
switch(config-if)#switchport port-security maximum 20 vlan 7
switch(config-if)#switchport port-security
NepeBOIAT HHTEpdeiic B pexkuM Trunk m paspemarot Ha HeM 20 MAC-anpecoB B
VLAN 7. IIpu aTOM, ecinu Ha MOPTY MPOU3OHIET HApyIICHUE, TO OJOKUPYETCS

Tpadux Tosbko 3Tot VLAN.

5.6 3amuTa ot atak Ha nmpoTokoiasl DHCP u ARP

HanomanM oCHOBHBIE MPUHIUIIBI paboThI MpoTokoixa DHCP.

DHCP sBnsieTcsi KIIMEHT-CEpPBEPHBIM MPOTOKOJIOM, MPU 3TOM B Ka4eCTBE
KJIMEHTa BBICTYNAaeT KOHEUHBIH y3end, a B kadecTBe cepBepa — DHCP-cepsep. B
COOTBETCTBUM C MOJENIbIO B3aMMOJCHCTBUS KIMEHT-CEpPBEP KOHEUHBIH Yy3en
3arpaiyBaeT TpeOyeMble HACTPOWKH, a CEpBEp BO3BpAILlAeT pe3ysbTaT 3ampoca.
DHCP-cepBep MOKHO OpraHn30BaTh Ha 0aze J000TO KOMITBIOTEpA CETH, a TAKKe
Ha Oaze wmapmpytuzatopa. Ha mnpaktuke peanuzarusi npotokosna DHCP we
TpeOyeT OT cepBepa BBICOKOW NPOM3BOAUTENBHOCTH, To3TomMy DHCP-cepsep
OOBIYHO OpraHu3yeTcs MO0 Ha 0a3e UMEIOIIErocsl B CETH cepBepa MPUIIOKEHUH,
160 Ha 6a3e MapIIpyTU3aTOPA.

PaccMoTrpuMm paboTy mpoTOKoJia Ha TpUMEpe CeTH, MPEICTaBICHHON Ha

pucyHke 5.16.
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Pucynok 5.16 — [Ipumep cetn ¢ DHCP-cepBepom

Kak BugHO w3 pucyHka, B ganHHoii cetu umeercs DHCP-cepsep,
KOMMYTATOp BTOPOTO YPOBHS M KOMIBIOTEP, KOTOPBIA TOJDKEH IOJYYHTHh OT
cepBepa ceTeBbie HacTpoiiku. Ecnu kommberotep padoTaeT, Hanpumep, Ha 6aze OC
Windows, s aBTOMAaTHYeCKOM  HACTPOHKH  CETEBBIX  IAapaMeTpoOB ¢
ucrosib3oBanueM npotokosa DHCP neoOxonuMo moj mpaBaMu aJIMUHHCTPATOPA
3aiiTh Ha BKJIAJKYy «CBOWMCTBA UCIIOIBb3YEMOTO MOJKIIOUCHUS, ABAXKIbI METKHYThH
Ha nyHkte «[Iporokon Mutepuera (TCP/IP)», nu B oToOpa3uBIieMcsl OKHE BBIOPATH
nyHKT «[lonyunts IP-aapec aBTomatndeckn» (pUCyHoOk 5.17).

B sTOM ciydae KOMITBIOTEp BBICTYyHAaeT B KAauyeCTBE KIMEHTA, KOTOPHIN
OyZeT mbITaTbCsl NOJYYUTh Yy CEpBepa CEeTeBble HACTpPOWKH. [l 3TOoro oH
dbopMupyeT 3ampoc Ha IIUPOKOBEIIATEIbHBIA aapec 255.255.255.255, a B
kadecTBe cBoero IP-ampeca ykaswiBaer aapec 0.0.0.0. JanHblii kaap Ha3bIBaeTCs
DHCP DISCOVER, B nem ykaswsiBaetcsi MAC-aapec y3ma, chopMupoBaBIIeTo

JTAHHBIN 3a1poc.
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Pucynok 5.17 — ABTOMaTH4Y€CKO€E MOJYYCHUE CETEBBIX HACTPOEK

Tak kak mMepelaHHbld KaJp-3ampoc SIBISETCS IIUPOKOBEUIATEIbHBIM, €T0
MOJIY4aroT Bce y37bl ceTH, Bkitouas u DHCP-cepsep, To ecth B Hamiem npumepe
3ampoc MOJIy4yaroT Kak KoMmnbloTep A ¢ aapecoM 192.168.1.77, Tak u cepBep ¢
aapecom 192.168.1.100. KommbroTep A 3ampoc UTIHOPHUPYET, TaK KaKk OH HE
sisiercs DHCP-cepsepom.

CepBep, TMpUHSB 3ampoc, BHIOMpPAET B COOTBETCTBUU CO CBOUMU
HAaCTpOMKaMU MOAXOASNIYI0 KOH(UTypaluio, U OTHOpaBisieT €€ B KaJpe-OTBETE,
kotopeii HazeiBaercs DHCP OFFER. B ormmume or DHCP DISCOVER,
coobmenrie DHCP OFFER saBnsercs aapecHbiM, TO ecTh mepechlUlaeTcs He
mpoKoBemareabHo, a Ha MAC-anpec y3ia, mpUCIaBIIero 3ampoc.

Kommbrorep A, mnpunsB coobmenne DHCP OFFER, 3amommnaet
coJiepKallliecss B HEM CETEBble HACTPOMKHM, UM OTChUIAET CEPBEPY COOOIIECHHE

DHCP REQUEST, umeromiee Takyo e cTpykrypy, kak 1 DHCP DISCOVER, Ho



¢ ykazanueM |P-agpeca DHCP-cepBepa. 310 cooOmmieHne TakkKe pacchUIaeTCs
IITMPOKOBEIIATEILHO (TaK KaK B CETH MOXET ObITh Heckombko DHCP-cepBepoB).

Cepsep, npunsB coobmenne DHCP REQUEST co cBoum IP-ampecowm,
MOJTBEpPXKIaeT dTO0 OTBeTHhIM coobmennem DHCP ACK, u mnomeuaer
BbIZIeSIeHHBIN |P-anpec kak 3ajieiicTBoBaHHBIM. PabGouass cTaHIus, IOJY4YUB
coobmienne DHCP ACK, nmpumeHsieT coxpaHeHHbIE paHee HaCTPOUKH.

B cBoto ouepens, DHCP-cepBep Takxke HykaaeTcsi B KOHQUTYPUPOBAHUH —
10 MEHBIIIEH Mepe, Ha HEM JOJIKEH ObITh 3a/1aH MyJl aJpecoB, KOTOPbIE OH JOJIKEH
BBIZIaBaTh PabOYMM CTAHITUSM, U BpeMs apeHJbl, Ha KoTopoe BeimaeTcst IP-aapec.
Ecmm DHCP-cepBep opranmsyercs Ha 0a3e MapmipyTu3aTopa, OO0BEIHHSIONIETO
HECKOJIbKO TojiceTed, npu KoHpurypupoBanuu mnporokona DHCP neobxoammo
yKazaTh HHTEp(dENc, KOTOPBIM OymeT HCIOJb30BaThCSA IS pa3iadd CETEBBIX
HACTPOEK B MpeJieax MoJCETH.

Pacecmorpum mpumep nHactpoiiku DHCP-cepBepa, pasBepHyToro Ha 0Oase

mapuipytusaropa Cisco. Mcnons3ys Cisco Packet Tracer, moctpouM mpocTenyto

CETh, MPEJICTABIICHHYIO HA pUCcyHKe 5.18.
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Pucynox 5.18 — [Ipumep cetn



Ha pabounx cranuusax HeoOxoaumo BbIOpaTh MyHKT DHCP nHa Bknaake IP
Configurations. Ha peanbHOM KOMIbIOTEpE, pPadOTAOMIEeM, HampUMep, O
yrnpasieaueM OC Windows, HeoOXoauMo BBIOpaTh PEXHUM aBTOMATHUECKOTO
HOJy4EeHHs HACTPOEK, KaK 3TO MOKAa3aHO Ha pUCYHKE 5.17.

3amanuM BHYTpeHHEMY NMOPTYy MapuipyTusaropa |P-anpec, pucyHok 5.19.

~* RouterQ

Physical | Config | CLI
[0S Command Line Interface
——— Bystem Conficuaration Dialog —--
Continue with configuration dialog? [yesfnol]l: no
Pre=s=s BETURN to get started!
Bouter=en
Eouterfcont
Configuring from terminal , memory, or network [terminall]?
Enter conficguration commatds, one per line. End with CHTL/E.
Bouter (config) #int £fals0
Bouter {config-if)#ip addr 13E.168.1.1 255 EEE.ELE.D
Bouter (config-if) #no shutdowm
(#LINE-5-CHANGED: Interface FastEthernet0/0, changed state to up
3LINEPROTO-5-UPDOWH: Line protocol on Interface FastEthernet0,0, changed state ©
o oup
Bouter (config-if)# b
’ Copy ] ’ Paste

Pucynox 5.19 — Kondurypuposanue mapiipyTuzaropa

[To ymomganuto Ha ycrpoiictBax Cisco pyukiuss DHCP-cepBepa BKitoueHa.
Ecnu >xe oHa paHee OblIa BBIKITIOUEHA, BKIIFOUNUTH €€ MOKHO KOMaH I0M
Router(config)#service dhcp,
BBITIOJTHSIEMON B PEKUME TII00aTbHOTO KOH(PUTYPUPOBAHUSI.
Inst koudurypupoBanus DHCP-cepBepa wucnonbs3yrorcst  ciaeayromue

KOMAaH/IbI:



Router(config)#ip dhcp pool <umsi> - co3manue myna aapecos;

Router(dhcp-config)#network <aagpec cern> <macka> — OObBSBJICHHC
ajJpeca ceT, U3 KoTopol OynyT pa3znaBathes IP-ampeca;

Router(dhcp-config)#default-router <aapec> - Ha3HadeHHWe ajpeca
TI03a TT0 YMOJTYaHHUIO;

Router(config)#ip dhcp excluded-addr <aapec> — wuckiodeHue ajapeca
(WM azpecoB) U3 MyJia pa3aaBaeMbIX aJpECOB;

Baiinsa Ha Bkiaaaky IP Configurations mro6oro kommbiorepa, yoeammcs, 4To

KOMIBIOTEP MOJIYYHII OT CEPBEpPaA CETEBBIE HACTPOUMKH, pUCyHOK 5.20.

| Physical || Config | Desktop | 50ftwaref59ruiu:95|

IP Configuration

& DHCP

o DHCP request successful,
Static

IP Address |192.168.1.5

Subnet Mask |255.255.255.D

Default Gateway |192.168.1.1

DMS Server

Pucynox 5.20 — [Tonyuenue pabodeii cTaHIMEH CETEBBIX HACTPOCK

[Tporoxon DHCP u3HayanbHO HUKaKUM OOpa3oM He 3alIMILIEH, B HEM HET
MEXaHU3MOB TPOBEpKU moIuHHOCTH O0TBeToB 0T DHCP-cepBepa, orcyrcTByer

ayTeHTU(UKALMs KIMEHTa, U T.J.



[ToaTomy ¢ ucnonb3oBanreM DHCP B03MOXHBI HECKOJILKO THUIIOB aTak.

Bo-niepBbIX, MOXHO o0ecreunTh OTKa3 B obOciayxuBannu (D0OS) 3a cuer
orcbuikd Ha DHCP-cepBep mHokecTBa 3anpocoB ¢ paznuunbix MAC-aapecos. B
pesynbrare DHCP-cepBep BbmacT Bce ampeca W3 HAaCTPOCHHOTO HA HEM MyJja, U
JIeTalibHbIE TI0JIb30BaTEIM HE MOJIy4aT CETEBBIX HACTPOEK.

Bo-BTOpBIX, 37T0yMBINIJIEHHUK MOXET co3aaTh noanaeabubiii DHCP-cepsep.
Tak kak pacceuika 3anpoca DHCP Discover mpoucxoauT mMpoKOBEIIATEEHO, €€
MOJIy4aroT Bce y3ibl ceTh. COOTBETCTBEHHO, MOKHO BbIIATh ceOs 3a cepsep,
copMuUpOBaTH OTBET, B KOTOPOM B KauecTBE ILIIO3a MO YMOJIYAHUIO yKa3aTh
coOcTtBeHHBI anpec. Ilocne mnpuHATHS pabOYMMH CTAHIHMSIMHU TIOJTYYICHHBIX
HACTPOEK Bech Tpaduk OyAeT mepeaaBaThCs Yepe3 HAPYIIUTENs, COOTBETCTBEHHO,

Oyzmer UMeTh MeCTO aTaka «4enoBek mocepeaune» (Man In The Middle), pucynok

5.21.
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Pucynok 5.21 — ATaka «4eJI0BEK OCEPEINHE

JIns 3ammThl OT TakMX aTak ucmonb3yercs ¢ynkius DHCP snooping.
OcHOBHAas HIes 3aKJIFOYACTCS] B TOM, YTO BCE TIOPTHI PA3CISIFOTCSA HAa JOBEPECHHBIS

(trust) u memoepennnie (uUntrust). DHCP-cepBep nokeH pacrosiaraTbCs TOJBKO



3a npoBepeHHbiMu mnoptamu. OtBerbl DHCP-cepBepa, mnpumenmue Ha
HEJI0BEPEHHBIE TOPTHI, OyAyT oTOpackiBaThest. KomaH bt

Switch(config)#ip dhcp snooping

Switch(config)#ip dhcp snooping vilan 2

Switch(config)#int fa0/15

Switch(config-if)#ip dhcp snooping trust

[lepBoii kOMaHAONH Ha KOMMYTaTope Ti00albHO BKIIOYACTCS (QYHKIUS
DHCP snooping. Bropas komanma ompenensier, s kakux VLAN Bkiogaetcs
3ammTa (TaKk Kak HIMPOKOBEIIATEIbHBIA Kaap paclmpoCTpaHseTcs B MpHaeTax
VLAN). Tperbeit koMaHAON OCYIIECTBISETCA BXOJ B PEXUM KOH(DUTYpUPOBAHUS
nopta fa0/15, yerBepTas KOMaHaa OOBABISIECT €ro JAOBEPEHHBIM MopToM. Ilocie
3TOTO OCTAIBHBIEC TOPTHI OYIyT CYNTATHCS HEJOBEPEHHBIMH.

O4eBUIHO, YTO JTOBEPEHHBIM JOJKEH OBITh OOBSBIIEH MOPT, 32 KOTOPHIM
pacnionaraercst  jerainbHeii  DHCP-cepBep, a Bce ocTaibHbBIE TIOPTHI, B
OCOOCHHOCTH T€, K KOTOPHIM TOJKIIOYCHBI TOJIh30BATENN, JOJKHBI OBITH
HEJI0BEPEHHBIMHU.

®ynkius DHCP snooping BhIMOMHSET emie OaHYy BakHyro 3amady. Ilpu
BKJIFOYCHUH OTOM (YHKIMM KOMMYTaTOp aBTOMATHMYECKH CO37acT 0azy
cootBercTBUs moptoB, MAC wu IP-aapecoB. Orta 6a3za dopmupyercs 3a cuer
OTCleXUBaHUS coobmmeHnit mporokoga DHCP, xortopeie mpoxomsaT uyepe3
KOMMYTaTop, U XpaHuTcs B Tabmuiie cootBercTBus (Binding Table). D1o maer
BO3MOXKHOCTBH OOpBOBI ¢ aTakamu moaMeHnsl |P-anpeca ornpasurens (IP Spoofing).
Takas 3ammrHas ¢yHKIUS monyumia HasBanue IP Source Guard. TaOmuiy
COOTBETCTBHSI PEKOMEHIYETCSl CO3/1aBaTh JUIsl HEJJOBEPEHHBIX MOPTOB, K KOTOPHIM
MOJIKIIOUEHBl paboune CcTaHIuu. Tabmuia COOTBETCTBHS, CO3JaHHAs st
HEJIOBEPeHHOro Trunk-mopra, MOXXET NPUBECTH K MCPEMOJHCHHIO MaMSTH
KOMMYTaTOpa.

Paccmotpum 3Ty QyHKIMIO TOApOOHEE Ha TPUMEPE CXEMBI, TOKA3aHHOHN Ha

pucyHke 5.22.



Binding Table
Port | MAC P
0/2 SS 1100
0/3 AA 5
0/4 BB 6
0/5 CC Vi Host D
IP .8
Unrusted LN Unrusted
NS 0/2 0/6 Q
NS .
Unrusted UnBL;Zted
Sever 0/3 Unriisted
MAC SS ol4
IP.100

Host A Host B Host C
MAC AA MAC BB MAC CC
IP.5 IP .6 IP.7

Pucynok 5.22 — Mnmoctparus padoter Source Guard

Kak BumuMm, B TaOmuile COOTBETCTBUSI HAXOIATCSA AaKTyaJbHBIC 3aIUCH.
Ecnu 3710yMBITINIEHHUK, HAXOAAIIUICS, HATpUMEp, 3a XocToM D, momieT Ha mopt
kommyTaropa 0/6 makeT ¢ aapecoM HCTOYHMKA, OTAMYAIONIMMCSA OT .8, Oym;er
0OHapy>K€HO HECOOTBETCTBHE, U MAKET OyAEeT OTOPOIIEH.

BxomrouaeTcst hpyHKIMS KOMaHA0M JUIsi KOHKPETHOTO HHTEp(deiica:

Switch(config)#int fa0/3

Switch(config-if)#ip verify source vlan dhcp-snooping port-security



[lepeiinem Teneps K paccMoTpeHuto nportokoaa ARP.

Kak u3BecTHO, 10 Mepe MPOABMKEHHS MaKeTa MO COCTABHOM CETH ajapeca
KaHaJbHOTO YPOBHA (JIOKQJIBHBIE ajapeca) HM3MEHSIOTCS OT OJHOW MOACETH K
npyroii, anapeca cereBoro ypoBHs (IP-agpeca) ocrarorcs HeM3MEHHBIMHU.
MapiipyTuzatop, JEKancyJupoBaB MakeT W3 MPHHATOTO Kajpa, OMpEAeIseT 0
TaONIMIle MapIIpyTH3AIUN UHTEpQEiic, Ha KOTOPHI €ro Hy)XHO NpOABHHYTH. Ha
3TOM uHTepdeiice MakeT MHKANCYIUpPyeTcs B KaJp KaHATbHOM TEXHOJOTUHU
(marmpumep, Ethernet) u mepemaercst mo mojaceTH CIEAYIOMIEMY MapIIpyTH3aTOPY
WIM KOHEYHOMY y31y. Takum o0pa3oM, A Tepenadyd MakeTa 4yepe3 MOJCETh
HEOOXOMMO 3HATh JOKAJIBHBIM aJpec MmopTa CIEAYIOLIEro MaplIpyTU3aTopa Win
KOHeuHoro y3ia. Muaue roBops, mno IP-agpecy mopra cuegyromero
MapIIpyTU3aTOpa WM KOHEYHOTO y3Jia HEOOXOJUMO OMPENEIUTh €T0 JIOKATbHBIN
anpec (MAC-anpec, eciu mojiceTh ncnosb3yet Ethernet).

Dta 3amava pemraercs ¢ HCmosib3oBaHueM mpotokona ARP (Address
Resolution Protocol — mpoTokoi pa3penicHus aapeca).

B cooTrBeTcTBUM C [aHHBIM TIPOTOKOJOM BCE CETEBBIE YCTpPOMCTBA
conepkat B cBoerd mamsitu ARP-Tabnuily, CBSI3bIBAIOIIYIO CETEBBIE M JIOKAJIbHbBIE
anpeca. IIpocMmoTperp coxepkumoe 53TOH TaOIMIBI HAa KOHEYHOM  Y3IIE,
pabotaroriem mojn ymnpasiacHuem OC Windows, MOXHO ¢ HCIIOJIB30BaHHEM
KOMaH/IbI alp —a, pUCyHOK 5.23.

N3 pucynka 5.23 cnemyer, uro IP-agpecy 192.168.1.1 cooTBeTcTBYeT
MAC-anpec 14:da:e9:5a:6b:68, B maHHOM mnpuMepe 5TO ajapec III3a II0
yMOJYaHU0. Tak Kak 3TO TabyMilia KOHEYHOTO y371a, OHA COJCPIKUT TOJIBKO OJHY
3aMKCh, COOTBETCTBYIOIIYI0 MAapHIpyTy MO YMOJYAHHIO. Y MapuIpyTU3aTOpOB
TaKuX 3amuced HEeCKOJbKo, ojJHaKko ux ARP-Tabmuiel He MOTYT cojiep)kaTh BCEX

HGO6XOI{I/IMBIX 3aIiCel — MX 0Ka3aJoCh OBl HCIOIMYCTUMO MHOTO.



- KomaHaHaA cTpoka

icrosoft Windows HP [Bepcua 5.1.26001
C» Kopnopauwa Makkpocoor, 1985-2001 .

~Documents and Settings“Aaexkcanpnp Manuuarp —a

Hrepoedc: 192.168.1.4 —— [Ox2

Appec IP Pu3MUeCcKHH aapec Tun
192.168.1.1 14-da—e?-5a-6h—68 AHMHAMHYECKHH

sDocuments and SettingssAaexkcadnnp Manwumn>

Pucynok 5.23 — IIpocmotp ARP-Ta6mie B OC Windows

[ToaToMy mpu HEOOXOAUMOCTHU TEpe/layy MaKeTa Yepe3 MOoJICETh TPOTOKOI
IP chnauana oOpamaercs k ARP-tabnuiie u mnbiTaeTcss HAWTU TaM HY>KHBIN
JIOKalIbHBIN azipec mo 3amaHHoMy |IP-aapecy. Ecnu Takoit 3anmucu B TaOiule HET,
nporokon ARP dopmupyer ARP-3ampoc, HHKaNCyIupyeT ero B KajJp KaHaJIbHOU
TexHosoruu (Hampumep, Ethernet), u mmupokoBemaTensHo MepenacT B Mpeaesiax
noaceru. 3ampoc conepxut IP-agpec mopra HasHauenus. [lpuHsB 3ampoc,
ycTpoiicTBo, uel IP-aapec coBmanmer c¢ IP-aapecom, conaeprkammMcsi B 3ampoce,
dbopmupyer ARP-otBeT, coxaepkamuii JoKanbHbIA angpec. I[lomydeHHas B
pesynbrare Takoro oOMeHa uH(popMmanuen mapa IP-agpec — nokanbHbIN agpec
3anucbiBaeTcss B ARP-tabmuny (kammpyercs), Tak KakK BeJHMKa BEPOATHOCTh
nepeIaun CIeAyIOIEero makeTa mo 3TOMy ke ajpecy.

ITpoTtokon ARP Takxe sBiIsieTCs aOCONIOTHO He3amMIneHHbIM. Korma B
CETh OTIpaBJseTCs MHpPOKOoBenaTenpbHblii ARP-3anpoc, oTBeTUTh HA HETO MOXKET
a0COIOTHO JTF000€ YCTPOMCTBO, B TOM YHCIIE U KOMIBIOTEP 3JIOYMBIITUICHHHKA,
KOTOPBI B WTOTe IMOJydYaeT BO3MOXKHOCTH mepexBara Tpaduka. Takyr aTaky
yacto HaseiBaroT ARP-spoofing.

JIns peoTBpalleHHsT TaKUX aTak ucrnonb3yeTcs Gynkius Dynamic ARP

Inspection (DAI). Tlpunmun paboter anamormduen DHCP snooping — moptsr



NOJpa3AeisAloTCs Ha JOBEPEHHbIE M HeNOoBepeHHble. Ha HemoBepeHHBIX mopTax
ARP-otBeThI TOnBepratoTcs aHanmm3y. Hanpumep, ecnu BrimtodeHa Qynkius Port
Security, moxHo mpoBeputh MAC-aapec, npu BkimouenHom IP Source Guard
MO>KHO ITpoBeputh coorBeTcTBUE MAC 1 IP-anpecos.

s akruBanuu DAl ucnonb3yercs komana:

Switch(config)#ip arp inspection vian <Ne>

[Tocne aktuBanuu B nanHot VLAN Oyzer paspeiieH TpaguK TOJIBKO TEX
YCTPOMCTB, JIaHHBIE O KOTOPBIX HMEITCS B Tabmuie coorBercTBus DHCP
snooping.

Jiis 00BsBNIEHUS TIOPTA JOBEPEHHBIM HCIIOIB3YETCS KOMaH a:

Switch(config-if)#ip arp inspection trust

Eme pa3 oTmeTuMm, 4TO 34€Ch PACCMOTPEHBI JIMIIL Oa30BbIE MNPHUEMBI

3allIuThI.

5.7 IlpakTrueckoe 3a1aHue

5.7.1 CoGparts B Cisco Packet Tracer cxemy ceTu, OKa3aHHYIO Ha PUCYHKE
5.24. HactpouTh aapecanuro, 00eCrnednTh JOCTYITHOCTh BHEITHETO CepBEpa M BCEX
BHyTpeHHUX cepBepoB ¢ BHyTpeHHux [IK. Ob6ecneunts Boimauy [IK
JTWHAMHYECKUX aapecoB ¢ wucmnosib3oBanneM DHCP-cepBepa, pa3BepHyTOro Ha
KOMMYTATOpEe TPEThET0 YPOBHS. AJpec BHEITHErO CepBEpa BHIOPATH IIPOU3BOIHHO
U3 aJPECHOr0 MPOCTPAHCTBA OOIIEAOCTYIHBIX aapecoB. Ajpeca BHYTPEHHHX
aJpeCcoB BbIOPATH MPOU3BOJILHO.

[TPUMEYAHMUE. [/Ing nepeBoaa mopra KOMMYTAaTOpa TPETHETO YPOBHS B
pexxum Trunk HeoOXoaMMO CHavajIa BKIIIOYMTH Ha HeM pexxum desirable:

Switch(config-if)#switchport mode dynamic desirable

5.7.2 CxoudurypupoBaTh Ha Mapipytuzatope mauHamudeckuii NAT c
NepeHANpPABICHUEM TOPTOB. YOEIUThCs B PabOTOCMOCOOHOCTH, MPOCMOTPETH

CTaTUCTUKY TPAHCIISLIUM.



5.7.3 C ucnonn3oBannem ACL obecreuynTh JOCTYMHOCTH MOJb30BaTENEH
VLAN 101 x FTP-cepepy VLAN 6, nons3oBateneit VLAN 102 — k FTP-cepsepy

VLAN 7. locTyn kK BHEIITHEMY CEpBEPY MPEIOCTABUTH BCEM I10JIb30BATEIISIM.
[MPUMEYAHMUE. Ecmu texnonorus Private VLAN He momuepkuBaeTcs

ucnojs3yemoii Bepcueii Cisco Packet Tracer, pasmecTuTh cepBepbl B OOBIUHBIX

VLAN.

U vian=6 fa0/1

NAT  213.80.15.1/16
192.168.6.0/24 - 213.80.15.2/16

l‘ “‘.,—\

192.168.5.0/24 2311

Server-PT vian=101

Server2

Server- fa0/2

Server0
Trunk fa0/2 fa0/1

-~ falf6
2950-2 '\.‘
: —
Switch4 fa0/3 ™~

fa0/7
192.168.7.0/24 fa0/3 3560-24 fa0n/4 vian=102
M R !
/ L "=
Server-PT /7 ~ PC-PT

Serverl

vian=102

=, 192.168.2.0/24

o P v

Pucynok 5.24 — Cxema cetu

574 C wucnonb3oBanuem ¢yHknuu Port  Security mnpuBsizath K
MOJI30BATEIBCKUM MOpTaM KomMyTaTopoB goctyna MAC-aapeca moakioueHHbIX
[IK. [oaxmtouuB k 3tuM noptam apyrue IIK, ybeautscss B paboTocrnocoOHOCTH
CUCTEMBI 3alIUTHI.

[TPUMEYAHMUE. [lnsa Bxiarodenus: Gpyukimu Port Security mopt moimkeH

HAXOIWThCS HE B JMHAMHYCCKOM PEXKHUME, a B pexkume goctyra (mode access).



6 BuptyanbHble yaCTHbIE CETU

6.1 Texnonoruu TyHHenupoBanus. [Iporoxon GRE

PaccmoTtpum cHavana knaccudukanuio VPN mo HasHaueHHI0, Tak Kak
MMEHHO OT 3TOT'0 3aBUCHUT HACTPOMKA.

Remote Access VPN — ucnonb3yeTcs A co3/IaHusl 3allUIIEHHOTO KaHaa
MEXIy CEerMEHTOM KOPIIOPATUBHOU ceTH (LIEHTPaJIbHBIM O(PHCOM WM (PUITHATIOM)
U OJMHOYHBIM IIOJIB30BATEIEM, KOTOPBIA, paboTas AoMa, MOAKIIOYACTCS K
KOPIOPAaTUBHBIM ~pecypcaM C JOMAIIIHETO KOMIIBIOTE€pPa, KOPIOPATUBHOTO
HOyTOyKa, cMapTdoHa. B Tepmunosiorun CiSCO Takoil MoIb30BaTeNlb HAa3bIBACTCS
Teleworker.

Site-to-Site VPN — wucnoab3yercs sl CO3MaHHUS 3alUINCHHOrO KaHaa
MEXIYy Pa3IUIHBIMUA CETMEHTaMHU KOPIIOPATHBHOW ceTH (IICHTPaIbHBIM OorcoM U
dbunranamu) yepes HezauuiieHuyt ceth (MuTepuer).

HezaBucumo ot tuma VPN npu ero KoHPUTYpUPOBAHMHM CO3HACTCS
TyHHENb. TyHHEIUpPOBAaHWE — OTO TIPOIECC, B XOAE KOTOPOTO CO3JAeTCs
3aIUIIEHHOE JIOTUYECKOE COCIMHEHHUE MEXAY JABYMS KOHEYHBIMU TOYKAMHU
MOCPEJICTBOM HMHKAICYJISIIIUU  PA3IMYHBIX MPOTOKOJOB. [lpyu TyHHENIUpoBaHUU
JAaHHBIC YIAKOBBIBAIOTCSI BMECTE CO CIOY)KEOHBIMH 3arojoBKaMd B HOBBIU
«KOHBEPT» JyUIsi oOecreueHuss KOHPUACHIIMAIBHOCTH W IEJTOCTHOCTH BCEH
nepeaaBaemMoi HHGOpMaIuH.

[ToHsiTHE «TYHHETUPOBAHKE) BKIIFOYACT B CEOS PST TS PMHHOB:

- TPAHCIIOPTHPYEMBIM MPOTOKOJ (MPOTOKOJ-KIACCAKHUP») — MPOTOKOJ, B
KOTOPOM TIPE/ICTABJICHBI JAaHHBIC, KOTOPhIE HEOOXOIUMO MepeIaTh Yepe3 TYHHEIb;

- TPaHCTIOPTHPYIOUMN (HECyIHii) MPOTOKOJI — TMPOTOKOJ, Ha 0ase
KOTOPOTO JIaHHBIE JIOCTABJISAIOTCS Yepe3 HEKOTOPYIO TPAH3UTHYIO CETh (HAaImpuMep,

yepe3 uTepuer);



- TPOTOKOJ HMHKAINCYJSIUU — MPOTOKOJ, OMUCHIBAIOIINE MpaBHIIa
UHKAICYySIMM ~ JaHHBIX  TPAaHCHOPTUPYEMOro  MPOTOKOJIa B TaKeT
TPaHCIIOPTUPYIOIIETO POTOKOIA.

[IpoTOKON  TpPaH3WTHOM CETH  SBISAETCS  HECYLIUM, a IPOTOKOJI
OOBEIUHSEMBIX CETEeH — TpaHCIOPTUPYEeMbIM. [lakeTbl TpaHCIOPTHUPYEMOTO
MPOTOKOJA TIOMEIIAIOTCS B TMOJ€ JaHHBIX MAKETOB HECYIIEro MpPOTOKOJAa C
MOMOIIBIO TPOTOKOJIAa MHKATICYSIUU. [lakeThI-«maccaxupb» He 00pabaThIBalOTCA
Ipy TPAHCIOPTUPOBKE IO TPAH3UTHOM CETH HHUKAaKUM o00pa3oMm (MO CYTH,
SBIISIIOTCA TIOJIEM JIAHHBIX JJI TPAHCMOPTUPYIOUIETO MPOTOKOIa). MHKancymsumio
BBITIOJHSET MOTPAaHUYHOE YCTPOMCTBO (MapUIPyTHU3aTOp WM IIII03), KOTOPOE
HaXOAMUTCS Ha TPaHULE MEXIy HMCXOIHOM M TpaH3UTHOM ceTsiMu. V3BieueHue
MaKEeTOB TPAHCIIOPTUPYEMOTO MPOTOKOJIA U3 HECYIIUX MAaKETOB BBIMOIHIET BTOPOE
HNOTPAaHUYHOE YCTPOICTBO, PACIIONOKEHHOE Ha TPAHUIIE MEXAY TPAH3UTHOM CEThIO
U CeThbI0 Ha3HaueHus. [lorpaHnyHble YCTPONHCTBA YKa3bIBAIOT B HECYIIMUX MaKeTax
CBOM aJjpeca, a He ajjpeca y3JI0OB B CETH Ha3HAUCHUSI.

TyHHEnbp MOXET ObITh MCIOJIB30BaH HE TONBKO Jyuist co3fganust VPN, HO u
KOTJla JIBE€ CETH C OAHOW TPAHCIOPTHOW TEXHOJOTHEH HEeOOXOIUMO COEIUHUTH
yepe3 CeThb, MCHOJBb3YIOUIYI0 APYTYH TPAHCHOPTHYIO TexHosoruto. Ilpu stom
NOTpaHUYHBIE MApHIPYyTU3aTOPbl, KOTOPbIE MOAKIIOYAIOT OOBEAUHSEMBIE CETH K
TPaH3UTHOM,  YMAKOBBIBAIOT  MAKEThl  TPAHCHOPTHPYEMOTO  MPOTOKOJA
O0BEIMHAEMBIX CETEeH B MaKeThl TPAHCHOPTHPYIOIIET0 MPOTOKOJA TPAH3UTHOM
ceTd. BTopoll morpaHnyHblii MapUIpyTU3aTOP BBIMOJHSAET OOPATHYIO OMNEPALMIO.
Hanpumep, ¢ ucmonb30BaHWEM TYHHEJIMPOBAHHUS MOXHO TiepenaBaTh Tpaduk
npotokosioB IPX, IPv6, AppleTalk uepe3 IPv4-cets. B atom ciyuae IPX, IPv6,
AppleTalk Oynmytr sBASTBCS TpaHCHOPTHPYEMBIMU TpOTOKOJamu, a IPv4 —
TPAHCTIOPTUPYIOIIUM ITPOTOKOJIOM.

TyHnHenupoBaHHe MOXET HCIOJB30BAaThCS Ha Pa3HBIX YPOBHAX MOJAEIHU
OSI, nanpumep, Ha KaHaJbHOM, WJIM CETEBOM. 3J7ieCh OyJeM paccMaTpuBaTh

TOJIbKO TYHHCJIMPOBAHUC HAa CCTCBOM YPOBHC.



OnarM W3 Hamboyiee pPAcCIPOCTPAHCHHBIX IPOTOKOJOB WHKAICYIISIIHH,
UCTIOIB3YEMOM JUTSI CO3J[aHUsI TyHHEJIEeW Ha CETEBOM YPOBHE, SIBIISIETCS MPOTOKOJ
GRE — Generic Routing Encapsulations [9]. GRE — 310 npoTokoJ1, pa3padoTaHHbIH
kommnanuer CiSCO Systems, IMO3BOJISIFOIIMI HHKAICYJIMPOBATh MAKEThl Pa3HOrO
tuna BHyTpH |P-TyHHene#. Bmaromaps stomy co3maercs BUPTYadbHBIH KaHa
«TOYKa-TOYKa» MexAy Mapiipyrusatopamu Cisco moeepx IP-cetn. Heobxommumo
OTMETUTh, YTO caMO M0 ceOe TYHHEIMpoBaHHE He oOecmeunBacT (HYHKIIMOHAI
VPN — naHHbIe TPaHCIOPTUPYEMOTO MPOTOKOJIA OCTAKOTCS HEe3amU(pPOBAaHHBIMH H
JIETKO TIO/IIAI0TCS IEPEXBATY.

WNukancynsnus B COOTBETCTBUU ¢ mpoTtokojdom GRE B ciydae, ecnm

TPaHCIOPTUPYEMBIM MTPOTOKOJIOM siBisieTcs |P, wimoctpupyercs pucynkom 6.1.

Tyuuens
(Hecywmit npotokon)

Cemns IP
(TpaHCNOPTHLIM NPOTOKON)

Viexoausin naker IP
{«l POTOKON-NACCaxup» )

P GRE P TCP [anHuie

Pucynok 1.1 — Unakancynsuus ¢ ucnonszoBanueM GRE

PaccmoTtpuM nipumep, 3aumMcTBOBaHHbIN 13 [10].
Nwmeetcst obmienocTynHas ceTh, K KOTOPOM BBIMOJHEHO MOJCOCANHEHUE
nByx JokaibHbIX ceTed LAN1 m LANZ2 c ucnonp3oBaHueM MapIIpyTU3aTOPOB

Router A u Router B. OTmeTum, 4TO B JIOKAJIBHBIX CETAX MOXKET MCIIOJIB30BATHCS



aapecanus W3 AWana3oHa YaCTHBIX HEMapIIPyTU3UPYEMBIX aJpecoB, HAPUMED,
ceTh, nonkmodeHHas Kk Router A, umeer aapec 192.168.1.0/24, a certs,

noakaoueHHas k Router B — aapec 192.168.3.0/24, pucynok 6.2.

INTERNET
PC LAN1 ; A/j
i) / fo/o fo/1 \ Router_B ke

., @ fo/1 fo/1 (IS
fo/o0 ‘fOIO o3 -

Pucynox 6.2 — IIpumep oObequHEeHNs JBYX YACTHBIX CEeTEH

AI[pCCﬁHI/DI B CCTH CJICAYIOIIAasd:

Router_A:

f0/0 — 192.168.1.1/24

fo/1-11.11.11.11/8

Router B:

f0/0 — 192.168.3.1/24

fO/1 — 33.33.33.33/8

Kpome peanbHbIX aapecoB, B paccMaTpuBaeMoill ceTu HeoOXxoauma
aapecanus TyHHeNs. Tak Kak TyHHEJIb MPEACTaBISIET COOOM BBIPOXKIECHHYIO CETh
(Touka-ToYKa), MO’KHO MCIIOJIB30BaTh s Hero aapec 192.168.2.0/30.

PaccmoTpum koMaHpl KOHQUTYpHpOBaHUa MapuipyTuzaropa Router A:
Router_A(config)#interface fastEthernet0/0
Router_ A(config-if)#ip address 192.168.1.1 255.255.255.0
Router_A(config-if)#no shutdown
Router_A(config-if)#exit
Router_A(config)#interface fastEthernet0/1
Router_A(config-if)#ip address 11.11.11.11 255.0.0.0
Router_A(config-if)#no shutdown
Router_A(config-if)#exit



Oto Obuln OOBIYHBIE KOMAaHIbl KOH(UTYpUPOBaHUS HHTEPPEiicoB
MapmipyTu3aropa. lemepp HE0OXOAMMO CKOH(DUTYpPHpOBATH  CO3/1aBaCMbIN
TYHHEJIb:

Router_A(config)#interface Tunnel0 — Bxoxa B koHpUTrypHupoBaHue nHTEpPeiica
TunnelO;

Router_A(config-if)#ip address 192.168.2.1 255.255.255.252 — naszunauenue IP-
anpeca s mHTEepdeiica TunnelO;

Router_A(config-if)#tunnel source 11.11.11.11 — yka3anue Ha IP-ampec
uHTepderica, IBISAIOMIETOCS HICTOYHUKOM TYHHEJIS;

Router_A(config-if)#tunnel destination 33.33.33.33 — yxkasanme Ha IP-ampec
OKOHYAHUS TYHHES,

Router_A(config-if)#exit

Router_A(config)#ip route 192.168.3.0 255.255.255.0 Tunnel0 — noGasieHue
CTaTUYECKOT0 MapIIpyTa KO BTOpoii JokainbHoM cetu LANZ;

Router A(config)#ip route 0.0.0.0 0.0.0.0 11.11.11.12 — noOasieHwHe
CTaTUYECKOTO MapIlIpyTa B HalpaBJIEHWU BHEITHETO HHTepdeiica.

Komanma tunnel source 11.11.11.11 mnpenmonaraet BO3MOXHOCTh B
KauecTBe aJipeca UCTOYHUKA TYHHENs yKa3aTh He ToJibko |P-aapec, HO u yka3zaHue
Ha (pu3nueckuii uaTEepdEic:

Router_A(config-if)#tunnel source fa0/1

Bosee Toro, ecnm B KadecTBe cuMyIssATOpa Hcmosib3oBaTh Cisco Packet
Tracer, MoxHO OyAeT yka3aTh B KaueCTBE MCTOYHUKA TOJNBKO (HU3MUECKUI
UHTEpPeENcC.

Komanga ip route 192.168.3.0 255.255.255.0 Tunnel0 B Cisco Packet
Tracer Takke He MOXET OBITh BBINOJHEHA, BMecTo mapamerpa Tunnel0
HE0OXO0MMO MCTIONB30BaTh IP-afapec Apyroro «koHIa» TyHHENs, B HAIIEM ClTy4yae
192.168.2.2.

[TpoBenem aHaornyHyr KOH(pUTYypaluio 1 MapiipytuzaTopa Router B:
Router_B(config)#interface fastEthernet0/0
Router_B(config-if)#ip address 192.168.3.1 255.255.255.0



Router_B(config-if)#no shutdown

Router_B(config-if)#exit

Router_B(config)#interface fastEthernet0/1

Router_ B(config-if)#ip address 33.33.33.33 255.0.0.0
Router_B(config-if)#no shutdown

Router_B(config-if)#exit

Router_B(config)#interface Tunnel0
Router_B(config-if)#ip address 192.168.2.2 255.255.255.252
Router_B(config-if)#tunnel source 33.33.33.33
Router_B(config-if)#tunnel destination 11.11.11.11
Router_B(config-if)#exit

Router_B(config)#ip route 192.168.1.0 255.255.255.0 Tunnel0
Router_B(config)#ip route 0.0.0.0 0.0.0.0 33.33.33.34

Ilocne YCIICIIHOI'O YCTAHOBJICHUS TYHHCIII KOMIIBIOTCPBI M3 IIOACCTH
192.168.3.0/24 okasbiBaroTcst qocTymHbI B3 oacety 192.168.1.0/24, pucyHok 6.3.
Ananus COACPIKUMOI'0 IIAaKCTa, IICPCAaBACMOI'0 110 TYHHCIIIO, IIOKAa3aH Ha PUCYHKC
6.4.

N3 pucynka 6.4 BUJIHO, YTO IMaKEeT C ajpecaMyd MCTOYHHMKA M Ha3HAUCHUS
192.168.1.2 u 192.168.3.2 COOTBETCTBEHHO, BJOXEH B MAKET C aJpecamMu
ncToyHuKa v HazHaueHus 11.11.11.11 u 33.33.33.33.

WNurtepdeiic TyHHens ¢ HomepoM (O MOXHO TMPOCMOTpPETh Ha

MapIIpyTU3aTOpe C HMCIOJIb30BaHHWEM KoMaHIsl ShOW running-config, pucyHok

6.5.
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Ping statistics
Packets: Sent 4, Received = 4, Lost
mate round trip times in milli-seconds:
Minimum = 10ms, Maximum = ld4ms, Average = llms

Pucynok 6.3 — JlocTymn Ko BTOpOii TOKaJIbHOM CETU U3 NMEPBOM C UCIIOJIb30BAaHUEM

TYHHEIA

PDU Information at Device: Router0

OSI Model Inbound PDU Details

PDU Formats

Outbound PDU Details

1P
0 4 8 16 19 31Bits
4 | 1HL |DSCP: 0x0 TL: 20
ID: Ox9 0x0 | 0x0
TTL: 255 | PRO: Ox2f CHKSUM
SRC IP: 11.11.11.11
DST IP: 33.33.33.33
OPT: 0x0 | 0x0
DATA (VARIABLE LENGTH)
GRE
0 16 31Bits
| FLAGS: O | PROTOCOL TYPE: 0x800 |
1P
0 4 8 16 19 31Bits
4 | 1HL JOScCP: 0x0 TL: 128
ID: OxS 0x0| 0x0
TTL: 127 | PRO: Ox1 CHKSUM
SRC IP: 192.168.1.2
DST IP: 192.168.3.2
OPT: Ox0 | 0x0
DATA (VARIABLE LENGTH)
ICMP
0 8 16 31Bits
[TYPE: 0x8 JCODE: 0x0] CHECKSUM ]
| ID: Ox4 1 SEQ NUMBER: S |
<

Pucynok 6.4 — AHanu3 coaepKUMOro MakeTa, nepeaBaeMoro mo TyHHEIIO
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I0S Command Line Interface

! A
!
interface Tunnelld

ip address 152.1€8.2.1 255.255.255.252
mtu 147¢€

tunnel source FastEthernetl/1l

tunnel destination 33.33.33.33

1

!

interface FastEthernetl/0

ip address 192.1€8.1.1 255.255.255.0
duplex auto

speed auto

]

interface FastEthernetl/1

ip address 11.11.11.11 255.0.0.0
duplex auto

speed auto

1

interface Vlanl

no ip address

shutdown
]

--Ho:e--[

Copy Paste

[ Top

Pucynok 6.5 — IIpocmotp unTepdeiica tunnel0 na mapmpyruszarope

Kax ykxa3pIBasioch BbIllie, TYHHEIMPOBAHUE CaMO MO ceOe He o0ecrieynBaeT
3alUTY MepeaBaeMbIX TaHHBIX. J[JIs 9TOr0 UCHOJIb3yeTCsl CEMEMCTBO MTPOTOKOJIOB

IP Security (IPSec), koTopbie pacCMOTPUM HHXKE.

6.2 Apxutektypa IPSec

IPSec — 3T0 KOMITJIEKT MPOTOKOJIOB, KACAIOIIUXCSI BOMPOCOB MU(GPOBAHUS,
ayTeHTU(PUKAIUU U O0eCreyeHusl 3alluThl NMpU TpaHcnopTHupoBke [P-maketos. B
ero cocraB ceiyac BxomsaT noutu 20 mpennoxkeHui no crangapram u 18 RFC.
3amaua [PSec cBoautcsi K TOMy, 4TOObI BBIOpaTh KOHKPETHBIE aJTOPUTMBI U
MEXaHU3Mbl U HACTPOUTH COOTBETCTBYIOLIUM 00pa30M yCTPONCTBA, YUaCTBYIOIIHE

B CO3JaHUU 0€30I1aCHOTO COEANHEHUS.



[Ipy co3manum 3alIMIIEHHOTO KaHalda YYacTHHKAM JIaHHOTO Mpollecca
HEOOXOIMMO MTPOU3BECTH CICIYIOIINE EHCTBUS:
1. AyreHTH(HUIIUPOBATH IPYT JpYTa.
2. CrenepupoBaTbh U OOMEHATHCS KIIOYaMH.
3. 1oroBOpUTHCS O TOM, C MOMOIIIbIO KAKUX MPOTOKOJIOB IU(PPOBATH JaHHBIE.
4. Hauatb nepenaBaTh JaHHbIC B 3alIM(PPOBAHHBINA TYHHEIIb.
[Psec, kak yxe ObUIO yKa3aHO paHee, COCTOUT U3 HECKOJIBKUX MPOTOKOJIOB,
KK U3 KOTOPBIX OTBEYAET 3a KOHKPETHYIO cTaauio yctaHoBieHus [Psec-

tyHHes1. O0o0menHas apxutektypa IPSec mpencrasiena Ha pucyHke 6.6.

[Ipotokon
[Tporokon ESP Vripasienns [Tporoxon AH
KJIFOUaMH
AJTOpUTMBI
AZropUTMbI ayTeHTU(UKaLUn
mudpoBaHUs
JlomeH
WHTEPIpPETALNN
(DOI)

Pucynok 6.6 — Apxurektypa IPSec

JUiss  ynpaBlieHHsT  KIFOYaMH  MOTYT  HCIIOJIb30BaTbCA  PA3JIMYHBIE
npotokonbl. Kak m3BecTHO, nisi mudpoBaHusi U ayTeHTU(PHUKAMU HEOOXOAUMBI
kitoud. CaMbIM MPOCTBIM CHOCOOOM SBIISIETCS py4yHash KOH(UTypanusi KIroueH,
OJIHAKO TaKoW cnocod miuoxo Macmrabupyercs. [loaToMy Ha NMpakTUKE HIMPOKO
ucnone3yercst IKE — Internet Key Exchange — mporokon oOMeHa Kirouamw,
KOTOPBIN MO3BOJIAET YYACTHUKAM JAUHAMUYECKU ayTeHTU(UIUPOBATH APYT APYTa,

COTJIACOBBIBaTh HMCMONb30BaHUEe SA (00 SA pedb TOWIET HUXKE), TEHEPUPOBATH



KIIOYM HW  OOMEHMBAThCS HMMHM, UCHONB3ys anroput™ Jduddu-Xemnmana
(ITpunoxenne 1). IKE mcrone3yer ISAKMP (Internet Security Association Key
Management Protocol — mpoTokon ympaBieHHS ~KIOYaMH  aCCOLMAIUH
6e3onacHoctu MHTEpHET, paspadboTan HanmmoHambsHBEIM areHTCTBOM O€30MaCHOCTH
CIHIA - NSA). IIporokon ISAKMP cam no ceGe He periiaMeHTUpyeT Kakoi-11bo
KOHKPETHBIN aJIrOpUTM OOMEHa KJII0YaMH, OH COAEPKUT B cebe omucaHue psaa
COOOIIIEHNI, KOTOpPHIE TO3BOJSIOT COTJIAcOBATh HCIOJB30BAaHUE aAITOPUTMOB
obmena kimodamu. |KE npumien B 1998 r. Ha cMeHy 6oJiee paHHUM ITPOTOKOJIaM —
ISAKMP/Oakley.

[Mpotokon ISAKMP , ontucannsiii B nokymente RFC 2408 [11], mo3Bomser
COTJIaCOBBIBATh AITOPUTMBI M MaTEMaTUYECKUE CTPYKTYpbl (Tak Ha3bIBaeMbIe
MYJIbTUIUIMKATUBHBIE TPYMNIbl, ONpPEIEICHHbIE HAa KOHEYHOM IIOJ€) U
npoueaypsl obmena kmodamu Juddu-Xemnmana, a TakkKe MPOIECCOB
ayrentudukanuu. [Ipotokon Oakley, onucannbiii B RFC 2412 [12], ocHOBaH Ha
anroput™me Juddu-Xemmmana v CiIyXUT AJI1 OpraHU3alUy HEMOCPEACTBEHHOTO
oOMEeHa KJIFOYaMH.

Jlnst BelmonHeHusT ayTeHTUuKauu cropoH B IKE npumensitorcs aBa
OCHOBHBIX CII0C00a.

ITepBoIif crtoco® OCHOBaH Ha MCIOJIB30BAHUM pasjeisseMoro kiroua. [lepen
uHuIManu3anuei IPSec-yctpoiicTtB, oOpa3yronux 0e30macHbIe acCOIMAINK, B UX
0a3pl JaHHBIX TMOMENIACTCS MPEABAPUTEIIBHO PACIIPEACIICHHBIN pa3aensieMblii
kmou.  [ludpoBas mnoanmuch Ha OCHOBE OJHOCTOPOHHEH — XAUI-(DYHKIIHH,
Hanpumep, MDS, ucnons3yronieid B KauyecTBE aprymMeHTa 3TOT MPEIABAPUTEIIHHO
pacnpeneneHHbIN K04, JOKa3bIBAET ayTEHTUYHOCTD MPOTUBOIOJIOKHON CTOPOHBI.

Bropoii cnocob ocHOBaH Ha HCMOJb30BAHUU TEXHOJOTMU UU(POBOIA
noamucu W IUpoBeIX cepTudukatoB cranmapra X.509. Kaxmas u3 cropon
MOJITUCHIBAECT CBOU LIU(PPOBOI cepTUPUKAT CBOUM 3aKPHITHIM KIIIOUOM U MEperaeT
TH JaHHbIE MPOTUBOIOJIOKHOW cTopoHe. Eciam mnoanucanHbeii ceprudukar
pacinpoBBIBAETCS OTKPBITHIM KIOUOM OTHPABUTENS, TO 3TO YJOCTOBEPSIET TOT

(dbakT, 4TO OTIpaBUTEIIb, MPEIOCTABUBIINN JaHHbIC, IEHCTBUTEIHHO OOJagaeT



OTBETHOM YacThIO JAHHOTO OTKPBITOTO KJII0Ya — COOTBETCTBYIOIIUM 3aKPBITHIM
KITIOYOM.

Opnako criemyeT OTMETUTh, 4YTO JUIsl YJOCTOBEPEHUS] ayTEHTUYHOCTH
CTOPOHBI HY)KHO €Ille YOeAUThCS B ayTEHTUYHOCTH CaMOro cepTudukara, u s
ATOr0 cepTU(UKAT MOJKEH ObITh TOJIKCAH HE TOJBKO €ro BIaJeNbleM, HO U
HEKOTOPOH TpeThel CTOPOHOM, BBIIABIIEH cepTU(HUKAT U BBI3BIBAIOIIEH TOBEpHE.
B apxurektype IPSec ata TpeThsi cTopoHa umenyetcsi opraHoM ceptuduxarmn CA
(Certification Authority).  DToT  opraH  TpU3BaH  3aCBHJCTCILCTBOBATH
MOJTMHHOCTh 00€MX CTOPOH M JIOJKEH IMOJIb30BAThCS MOJHBIM JOBEPUEM CTOPOH,
a ero OTKpPBITBIA K04 — U3BECTEH BCEM Y3JlaM, HCIOIB3YIOIMUM €ro
cepTU(UKATHI 1JIs1 yIOCTOBEPEHUS JIMYHOCTEH APYT ApyTa.

Taxkum o0pazom, IKE SIBJISIETCSA KOMOMHauuen
npotokosioB ISAKMP, Oakley u SKEME. [TpoTokon ISAKMP OMUCHIBAET
0a30ByI0 TEXHOJIOTUIO ayTeHTU(PUKAIUKU, OOMEHA KIIOYaMH M COTJIACOBAHMS
OCTaJbHBIX TapaMeTpoB IPSeC-TyHHemns mpu co3IaHuu OE30MacHOTO COeTUHEHUS,
OJIHAKO CaMH MPOTOKOJbl ayTeHTU(PHUKAIUU CTOPOH U OOMEHa KII0YaMH B HEM
netanbHo He omnpeneneHbl. [lostomy npu paspaborke mnpotokona |KE obmue
mpaBuia W mpouenypbl  mporokoia ISAKMP mononnensl  mporieaypamu
ayTeHTU(PUKAIINH u oOMeHa KJIFOYaMH, B3SITBIMU u3
npotokosioB Oakley u SKEME. Tlockonbky mportokon IKE ucnonesyer s
VOPABJICHHUS AacCOLMAlUSIMH  alropuTMbl U (popmatel  mpotokona ISAKMP,
HA3BaHUS STUX MPOTOKOJIOB HHOT/Ia UCTIONB3YIOT KaK CHHOHHUMBI.

Canenyromuii mpotokon Ha pucynke 6.6 — AH (Authentication Header —
3aroJIOBOK ayTCHTH(UKAIIMKM) OTBEYACT 3a ayTCHTH(PUKAIMIO WCTOYHUKA U
MIPOBEPKY LIETTOCTHOCTH JaHHBIX.

U, makonern, mporokos ESP (Encapsulating Security Payload — 6e3onacHas
WHKATCYJISIUSA MTOJIE3HON HArpy3KH) 3aHUMAETCSl HEMOCPEICTBEHHO MG POBAaHUEM
JAHHBIX, a TAaK)KEe MOYKET 00ECIeYrnBaTh ayTEHTH(DHUKAIINI0O UCTOYHUKA U TIPOBEPKY

OCJI0OCTHOCTHU JaHHBIX.



3nech HEOoOXOAMMO BBECTH B paccMOTpeHHe TepMuH SA — Security
Association. SA B o0meM cMbicie MpeacTaBisieT co0oil Habop mapaMeTpoB
3alIMIIEHHOTO  COEAWHEHUs (Hampumep, airopuT™M MmudpoBaHUs, KIIOY
mudpoBaHUs, W T.I.), KOTOPBIH MOXET HCIOIh30BaThCI OOCUMH CTOPOHAMU
COCIMHEHUS. Y KaXXJIOro COEIMHEHHS €CTh accCOUMMpOBaHHBIM ¢ HuUM SA. [lpu
3TOM SA HOCUT OJAHOCTOPOHHUN XapakTep, TO €CTh JJis B3aUMOJECHCTBUSA JIBYX
O0BEKTOB MEXIy HHUMH JOJKHO OBITh YCTAaHOBJICHO, KaKk MUHUMYM, IBe SA.
Crannaptsl IPSec no3BosisitoT UTI03aM UCII0JIb30BaTh KaK OJIHY
accommanmio SA st mepemadun  Tpaduka  BCeX — B3aMMOJICHCTBYIOIIUX
gyepe3 OOMIEeOCTYIIHYI0 CeTh XOCTOB, TaK M CO3/aBaTh Mg JTOW IeNu
MPOU3BOJIBHOE YHUCJIO accouuanuii SA, Hampumep, IO OJHOW Ha KaxIaoe
coenunenue 1TCP.

Jnst  uneHtudukanmu  Kaxaou SA mpenHazHaueH UHJIEKC MapaMeTpoB
oesonacuoctu SPI (Security Parameters Index). DToT WHIEKC BKIIOYAETCS B
3aroJIOBKHM 3alUINCHHBIX |PSec-makeToB, 4ToObB MpUHUMAROIIAS CTOPOHA CMOTJIA
NpaBWIbHO WX pacmudpoBaTh U aAyTEHTHU(PUIUPOBATh, BOCIIOJIH30BABIINCH
yKa3aHHOU 0e30MacHOM accoluanuei.

PaccmoTpum, kakuMm 00pa3oM OpraHu3yeTcsl 3allUIICHHOE COCIMHEHHE
MEXIy y4YaCTHHKaMU WHOOPMAIMOHHOTO OOMeHa (Hampumep, MEXIy ABYMs
MOTPAaHUYHBIMA MapIIPyTH3aTOPAMH JIOKAJBHBIX ceTel, B TepMmuHax IPSec onum
Ha3bIBAIOTCS IITI03aMu Oe3omacHocTr — Security Gateway).

I. YdyacTHukamM Hag0 JOTOBOPUTHCS, KaKUE aJrOpUTMbI/MEXaHU3MBI
3aIATHl OHW OYIyT HMCIOJIb30BaTh ISl CBOETO 3AIUIICHHOTO COCIWHCHUS, IS
yero ucnosb3yercs npotokoi IKE. DTot nporecc coctout u3 apyx has:

la) ydJacTHHKM ayTeHTU(UIHMPYIOT IPyr Apyra W JIOTOBapHUBAIOTCS O
napamMeTpax yCTaHOBKM BCTIIOMOTATEIBHOTO COCIUWHEHHUS (TOXKE 3alUIIEHHOTO),
MpeIHa3HAYEHHOT O TOJILKO TSt oOmeHa nHpopManmei 0
JKEITACMBIX/TIOIICPKUBAEMBIX ~ QITOPUTMAaX IMH(PPOBAHUS W TPOUYUX JACTAIAX
oynymero |IPSec-trynnens. Takoli BCIOMOTaTenbHBIM TYHHENIh HAa3bIBACTCS

ISAKMP-tynnenem. Takum o0pasom, mepBas ¢asza CIyKAT OIS CO3JaHUS



BcriomoratenbHoro 3amuineHHoro ISAKMP-tynuens, depe3 KOTOpbIil OyayT
nepeaaBaThCcs napameTpsl 1t Oyayiero IPSec-Tynnens.

10) yxe noBepsitouiye Apyr Apyry YYaCTHUKH JOTOBApPUBAIOTCS O TOM, KaK
CTPOUTH OCHOBHOW TYHHEJIb JJIs Tiepeadn JaHHbIX. OHU 10 Ouepenr MpeaiararoT
JpYT APYTY BapUaHTHI U, €CIU MPUXOAAT K COTIACHIO0, YCTAaHABIMBAIOT OCHOBHOM
tyHHenb (IPSec-tyHnnens).

2. VYwuactHuku nomyuunu IPSec-TyHHenb ¢ mapameTpaMu, KOTOpBIE
yCTpauBalOT MX OOOMX, W HANpaBIAIOT TylAa MOTOKM JaHHBIX, MOJJIeKaIlne
1 poBaHUIO.

3. Ilepmommyeckn, B COOTBETCTBMM C HACTPOCHHBIM BPEMEHHBIM
untepBaioMm (Lifetime), oOHOBISITOTCA KIIOYM IUGPOBAHUS 1T OCHOBHOTO
TyHHensA. [lns 3Toro ydactHukM BHOBB CBs3biBatoTcs 1o [ISAKMP-tyHHemo,
IPOXOAT BTOPYIO (pa3y M ycTaHaBIMBAIOT HOBbIE SA.

IPSec mpeanaraet pazinyHble METOJIBI 3alUTHI Tpadguka. B kaxmaom ys3ie,
noaaepxkuBatoiieM [PSec, ncnons3yrorces 6a3sl nanubix (b/]) AByX TUIMOB:

— 0a3a maHHBIX Oe3omacHBIX accormarii SAD (Security Associations
Database);

— 0Oaza maHHbBIX modMTHKKA Oe3omacHoctd SPD  (Security Policy
Database).

[Ipu ycranoBnenun SA 1Be BCTyMAKIUEe B OOMEH CTOPOHBI NMPUHUMAIOT
PSI COTJIANIICHU, PETTIAMEHTHPYIOIINUX MPOIECC Tepejaun MOTOKa JaHHBIX MEXIY
HuMu. CoraiieHus npeACcTaBisoTcsa B Buae Habopa napameTpoB. s SA Takumu
napaMeTpamu SIBJISIOTCS, B YACTHOCTH, THUI M PEXHUM pabOTHI MTPOTOKOJIA 3aITUTHI
(AH wunu ESP), metonsl mmdpoBaHus, CEKPETHbIE KIIOYM, 3HAYEHUE TEKYILETO
HOMEpa MaKeTa B aCCOLMAINK U ApyTas nH(OpMaLus.

OO0bequHeHne ciykeOHOM wuHpOpMaMU B paMkax SA mpeaocTaBiseT
MOJIb30BAaTEII0  BO3MOXXHOCTh  COPMHUPOBATH  pa3Hble  KJIacChl  3allUTHI,
npeIHa3HaYeHHbIE, HampuUMep, JUIs DJIEKTPOHHOTO OOIIEHUS C Ppa3HbIMU

«cobeceguukamMu». [Ipyrumu cioBamMH, NpPUMEHEHHE CTPYKTYp SA OTKpHIBAET



MyTh K MOCTPOSHUIO MHOXECTBA BUPTYAJIbHBIX YAaCTHBIX CETEH, Pa3IMUaIOIIUXCS
CBOMMH TapaMeTpamH.

HaGopsl Tekymmx mapamMeTpoB, OIPEACTSIONINX BCE  AKTHUBHBIC
accollMallii, XpaHATCS Ha OOOMX OKOHEYHBIX y3JaX 3allUIIEHHOT0 KaHajla B
Bujie SAD. Kaxnapiii y3en IPSec nognepkuBaer nBe 06asel SAD — oaHy s
UCXOSIINX aCCOIUAIINNA, PYTYI0 — JJI BXOISIIHUX.

SPD 3agaetr cootBercTBHE Mexay |P-makeramu W yCTaHOBJICHHBIMHU IS
HUX TpaBwiamu oOpabotku. Ilpu o0padotke makeroB bJ] SPD ucnons3yroTcs
coBmectHO ¢ b/l SAD. SPD npeacrapinsier coboit ynopsioueHHbI HabOp TpaBHi,
KK0€ U3 KOTOPBIX BKIFOUAET COBOKYIMTHOCTh (DHIIBTPOB M TOMTYCTUMBIX TTOJTHTHK
6e3onacHocTu. OUIBTPHI CitykKaT /sl 0TOOpa MAKEeTOB, a MOJIUTUKU O€30MaCHOCTH
3aal0T TpedyeMyro 00paboTky. Takas BJl ¢popmupyercs u noanepxkuBaercs Ha
KaXJIOM y3Iie, T1ie peanusyercs |PSec.

Heobxoaumo oTmeTuTh, uto neppas ¢asza 1a) MOKET MPOXOAUTH B OJTHOM
U3 JIBYX PSKUMOB — OCHOBHOM (Main mode) u arpeccuBHoM (aggressive mode).

B ocHoBHOM pexume (main mode) mepsast (aza COCTOUT U3 CIICTYIONIUX
ITAIOB:

1. O6men mnapamerpamu Oe3zonacHocTu Oyaymiero |ISAKMP-tynnens
(amroput™bl  mMGpPOBaHUS, METOABl  ayTeHTH(UKAIUU, Ccrnocod oOMeHa
CEKPETHBIMH KJTFOUaMH, CPOK KHU3HU SA);

2. I'eneparust Ka)apIM U3 YYaCTHUKOB OOIIIETO CEKPETHOTO KITIOYA;

3. OOMEeH O0IMMMH CEKPETHBIMH KIIFOUaMU C MCHOJIb30BAHUEM AJITOPUTMA
HMuddu-Xennmana;

4. BzanmHas ayreHTU(DHUKAIMS YIaCTHUKOB.

B arpeccuBHoM pexume (aggressive mode) B mepBbIi TakeT cpasy
nomeniaercss Bcs HeoOxomumas wuH(opMmanus s ycraHoiaeHuss ISAKMP-
TyHHes. [lomydarens moceuiaeT B OTBET BCE, YTO HEOOXOIUMO JUIsl 3aBEPICHUS

oOMeHa, IoCJIe Yero NePBOMY Y31y HEOOXOAMMO JIUIIb OJATBEPAUTH COCTUHEHHE.



ATrpeccuBHBIN peXUM OBICTpE MO3BOISIET YCTAHOBUTH TYHHENb, HO IPU
3TOM OH MeHee O€30IacHBIi, TOTOMY YTO CTOPOHBI OOMEHUBAIOTCS HHGOpMaIueit

J0 TOI'O KakK Oe3omacHoe COCAUMHCHUC YCTAHOBJICHO.

6.3 [IpoToxon AH

AH (Authentication Header) — nportokon IPSec, npeaHa3HaueHHBIN 115
ayTeHTU(UKALUN OTHPABUTENS, KOHTPOJIS IIEJIOCTHOCTH JaHHBIX U, OMIIMOHAIBHO,
JUI TIPEJIOTBpAILCHHs aTaKk B BUJE MOBTOPHOM mochUIku makera (reply). ITo cyrtu
3TO OOBIUHBIM OMIIMOHAJBHBIA 3ar0JIOBOK, PACIONATaONIUIIC MEXIYy OCHOBHBIM
3arojioBKOM [P-makera u mojem J1aHHBIX.

AH (xax u paccmarpuBaembiii HUKe ESP) MoxkeT pabotarh B OJHOM U3
JIBYX PEKMMOB — TPAHCIIOPTHOM M TYHHEJIbHOM. B mepBom citydae (TpaHCIOPTHBIN
pEeXHMM) MEXaHU3Mbl O€30MACHOCTH NPUMEHSIOTCS TOJBKO Ui TPAHCHOPTHOTO
ypoBHs U BbIle. COOTBETCTBEHHO, 3arojoBok cereBoro ypoBHs (IP) ocraercs 6e3
3alIUThl, O0JIee TOro, OH OCTAeTCs TAKUM JK€, KaK U ObUI B MCXOJHOM TakKeTe, 3a
UCKJIIOYEHHEM H3MEHEHUs HEeKoTopbIX mnojeil. Hampumep, mensercs mose Next
Header, yxa3miBaromiee Ha TO, 3arojJIOBOK KakOro MpoTokoja cieayer 3a IP-
3aroJIOBKOM.

B TynHenpHOM pexuMe oOecreuMBaeTCsl 3aluTa TakKe W JaHHBIX
CETEBOT0 YpOBHA. JTO obecneunBaercs nmyreMm no0asieHus HoBoro |P-3arosoBka.
[Tocne onpenenenus SA UCTUHHBIE aJIpeca XOCTOB OTIPABIICHUS U Ha3Ha4YeHUs (U
JpyTHe CIy>KeOHBIE TMOJIsT) TMOJHOCTHIO 3AIIUIAIOTCSA OT MOAN(UKAIINIA, a B HOBBIN
3aroJIOBOK  BBICTABISIIOTCS ~ apeca W JpyrHe JaHHble I I[UTF030B
OTTIPABJICHUS/TIOTYYEHUS.

Ha pucynke 6.7 moka3aHbl MUCXOAHBIM MaKeT, MAKEThl Mocie 00paboOTKU

npoTokosioM AH B TpaHCIOPTHOM U TYHHEJIBHOM PEKUMax.



IP-3aromoBok TCP/UDP-3aronoBok Hannsie

a) UCXOTHBIN MMAaKeT

IP-3aronoBok AH-3aroioBok TCP/UDP-3aronoBok JlaHHbIe

0) maket mocie 0OpabOTKH B TPAHCIIOPTHOM PEXKAME

Hosprit

AH-3aron0Bok IP-3arosioBok TCP/UDP-3arosioBok JanHbIe
IP-3aromoBox

B) IMaKeT 1ocjie 00pabOTKH B TYHHEIIEHOM PEKUME

Pucynok 6.7 — ®opMaThl akeToB

dopmar AH-3aronoBka mokaszaH Ha puCyHke 6.8.

Next Header Payload Len Pesepn

Security Parameters Index (SPI)

Sequence Number (SN)

Authentication Data

Pucynox 6.8 — ®opmart 3aromoska AH

ITepBoie 8 Out 3aromoBka (mose Next Header) coxepxar Homep,
COOTBETCTBYIOIIMH MPOTOKONY CIIEAYIOIIero YypoBHs. Homep mms Kaxmaoro
npoTokosia HasHadaer opranm3anus |ANA  (Internet Assigned Numbers
Authority). Hanmpumep, nomep TCP - 6, ESP - 50, AH - 51 u 1.1.

[Tone Payload Len yka3piBaeT amuny 3arosoBka AH B 32-OMTHBIX CJI0Bax.
Heob6xomuMocTs 3TOro mojst cBs3ana ¢ teM, uyro mojie Authentication Data umeer
NIEPEeMEHHYIO JJIMHY, COOTBETCTBEHHO, 1 caM AH-3arojoBok nMeeT NmepeMEeHHYIO
JUTAHY .

SPI — 310 32-0UTHBIN UHAMKATOP, KOTOPBIM OJIHO3HAYHO UAECHTU(ULIUPYET
Ty SA, B paMKax KOTOpo# mepenaeTcs naHHbIM maketr (00 SPl yxe mura peub

BBIIIIE).



ITone Sequence Number 6b110 BBeneno B RFC 2402. 3HaueHne cUCTYHKA,
coJieprKalleecss B 3TOM I0JIe, MOKET MCIOJIb30BAThCA JJIA 3aIIUTHI OT aTaK MyTeM
MOBTOPHBIX TMOCBUIOK TI€PEXBAYEHHBIX MakeToB. Ecnu ¢yHKUMS 3amThl OT
NOBTOPOB ~ aKTHUBMpOBaHa (a 3TO ykas3biBaeTcsi B SA), OTHOpaBUTEIb
MOCJIEIOBATEIbHO  HapallMBaeT 3HAYeHWE TMOJsS I KaKIOro  IMakera,
Iepe1aBaeMoro B paMkax JaHHOU SA.

Cama  ayreHTHduKanus  oOecreymBaeTcs  mepegadeil  JaHHBIX,
comepkammxcs B mosie Authentication Data. AyTeHTH(pHUKAIMOHHBIC TaHHBIC
MPEACTABIAIOT CO00M XAI-QYHKIMIO, BBIYMCICHHYI0O HAa OCHOBE COJEPKUMOIO
makKera C HCMoib3oBaHueM aiaroput™MoB MDS5S wmm SHA-1. CummeTrpuyHbii
CEKPETHBIM KII0Y MIHM(PPOBAHMS YCTAHABIUBAETCS BPYUHYIO WM IO MPOTOKOIY
IKE.

AyTteHTUUKAIMS TPOU3BOAUTCS TyTeM CO3JaHUsl TaK Ha3bIBaeMOM
umuToBcTaBku (MAC), 11 4ero ucnosb3yercst Xoui-QOyHKIHS U CEKPETHBIN KITIOU.
Bo Bcex peanuzarusax AH 00s13aTenbHO JOMKHO MOIAEPKUBATHCS UCIIOIB30BaHUE
xom-pyHkimii ¢ kiouoM HMAC-MDS-96 (ucnonb3yeTcsi o yMOJIYaHUIO) U
HMAC-SHA-1-96, mpenctasnsromux co0oil BapuanTbl x3mi-GpyHkuii MDS wu
SHA-1, cootBerctBeHHO. HO MOryT HCHONB30BaThCS W JIPYyTU€ aNTOPUTMBI
xsmupoBanus. [lomyyeHHoe 3HaUeHue, Ha3pIBaeMOe B OnucaHuu npotokona ICV
(Integrity Check Value - 3HaucHHe KOHTPOJISA LEIOCTHOCTH) MOMEIASTCS B MOJIC
Authentication Data. DTo moje TepeMEHHOHN IJIUHBI, T.K. Pa3HbIC AJITOPUTMBI
XEIIUPOBaHUS POPMUPYIOT pa3HbIE MO IJIMHE JTalJIKECTHI.

IIpn ncnone3oBannn AH B TpancnoptHoMm pexume, ICV paccuntsiBaeTcs
g TCP/UDP-3aromoBka, [aHHBIX M HEU3MEHsAEMBIX Iojie [P-3arosoBka.
N3mensiemble moiis, Takue HanpuMep Kak nosie TTL, pu pacuere 3HayeHUs XDIII-
byHKIIMM PUHUMAIOTCS paBHbIMU (0. B TyHHEIIBHOM pEeXHME XAUIUPYETCS BEChH

UCXOIHBIN [P-TakeT 1 HEM3MEHSIEMBIE TTOJII HOBOI'O 3aroJIOBKA.



6.4 Ilporokxon ESP

ESP  (Encapsulation  Security Payload) — mporokon IPSec,
npeaHa3HadeHHbI Ui mu@poBanust naHHbix. ESP mpenocraBnser Tpu Buga
CEpBHUCOB OE30MaCHOCTH:

- obecrieueHne KOH(GUICHIMATLHOCTH (mmdpoBaHue coaepxxumoro IP-
MAKeTOB, a TAKXKE YaCTH4YHAs 3al[uTa OT aHaiu3a Tpaduka MyTeM NPUMEHEHHS
TYHHEJIBHOTO PEXUMA);

- oOecrieueHue 1enocTHOoCTH [P-makeToB U ayTeHTU(PUKAMKA HCTOYHUKA
JTAHHBIX;

- oOecrieueHne 3alMThl OT Bocripou3BeaeHus [P-nakeTos.

Kak Buano, ¢yskmumonanbHocts ESP mmupe, ywem AH (mob6ammsercs
mdposanue). Kpome toro, ESP He 00s13aTenibHO TPeAOCTABIISET BCE CEPBUCHI, HO
amb0  KOHPUACHIMAIBHOCTb, JUOO  ayTeHTU(DUKAIUS  JOJDKHBI  OBITh
3aJ1CICTBOBAHBI.

Tax xe, kak 1 AH, ESP moxeT paboTaTh B TPaHCTIOPTHOM U TYHHEIHHOM
pexumax. McXomHblil mMakeT, makeTbl mocie o0paboTku mnpotokojom ESP B
TPAHCTIOPTHOM W TYHHEIILHOM pEXMMax TMoka3zaHbl Ha pucyHke 6.9. Ha pucynke

CCPBIM (1)OHOM OTMCYCHBI I10JI ITaKETa, ITOAJICKAIIHC IHI/I(I)pOBaHI/IIO.

IP-3aronoBox TCP/UDP-3aronoBok Hanmbie

a) UCXOIHBIH MaKeT

IP-3aronmoBok ESP-3aronoBok TCP/UDP-3aronoBox |  JlanHsIe ESP-Trailer ESP-Auth

6) maket mocie 00pabOTKU B TPAHCIIOPTHOM PEKUME

Hoserit

ESP-3aronosox IP-3aronoBok TCP/UDP-3aronoBok | Jlanusie | ESP-Trailer ESP-Auth
IP-3aronoBok

B) MMAKeT MOCiie 00pabOTKU B TYHHEIBHOM PEXKUME

Pucynok 6.9 — ®opmMaThl akeToB

Tax xax ESP momnepxxuBaer m ayreHtudukanuio, u mudppoBaHue, s

aYTCHTI/I(l)I/IKaLII/II/I MOXECT HCIIOJB30BAThCA UMHUTOBCTABKa C MCIIOJB30BAHHUCM XOJIII-



¢ynkuii ¢ kmouom HMAC-MD5-96 (no ymonuanuto) 1 HMAC-SHA-1-96 (kax
u y AH), HO MOTYyT uCHonB30BaThCsA M Apyrue anroputmbsl. s mmdpoBaHUs
MOT'YT UcToJib3oBaThes anroputmel DES, 3DES, AES, u T.1.

®opwmar 3aronoBka ESP BeIrsauT B cooTBeTCTBUU C prUcyHKOM 6.10. OT0
HE CTOJIBKO 3arojlOBOK, CKOJIBKO OOepTKa (MHKaICyJaupylomas o000Jo4yKa, Kak
BUJHO U3 pUCYHKa 6.9) nns 3ammdpoBaHHOro coaepxumoro. Hanpumep, ccpuiky
Ha CJICIYIOIIMNA 3arojIOBOK HENb3sl BBIHOCHUTh B Hauyalao, B HE3alIM(PPOBAHHYIO

9aCThb, TaK KaK OHa JIMIIHUTCs KOH(i)I/II[eHHI/IaJIBHOCTI/I.

0 8 16 31

Security Parameters Index (SPI)

Sequence Number (SN)

3alUIEHHOE COACPKUMOE
(mepemeHHas JJIMHA)

3anoaauTens (0-255 Gaiit)

JlmmHa 3amouH. Next Header

Authentication Data

Pucynox 6.10 — ®opmar 3aronoska ESP

3aronoBok ESP maumnaercs ¢ aByx 32-paspsaubix 3Hauenuit - SPl u SN.
Ponp mx Takas e, kak B mpoTtokoie AH - SPl wummertudumupyer SA,
WCITOJIB3YFOIIMICS JJIsl CO37aHus JaHHOTO TyHHENs; SN 1mM0o3BOJIsSET 3alUTUTHCS OT
noBTOopoB nakeToB. SN u SP| He mudpyroTcs.

Crnenyrommm uaeT moje, coiepxaiiee 3amudpoBanabie naHHbIE. [locme
HUX CJICYEeT TIOJIe 3amOJHUTENSI, KOTOPBIM HYXEH ISl TOro, YTOOBI BHIPOBHSITH
JUTMHY MHA(QPYEMBIX TOJICH A0 3HAYeHWs, KPaTHOTO pa3Mepy OJoKa aaropurMa

g poBaHus.



[Tocne 3amosHWMTENs WAYT TOJSA, COACpXKAIIME 3HAYCHUE JJIMHBI
3allOJIHATENS M yKa3aHUEe Ha HOMEpP, COOTBETCTBYIOUIMI MPOTOKOIY CIEAYIOIIETO
ypoBHs. UYeTelpe TMeEpeUMCICHHbIX TOJs (JaHHBIC, 3alOJHUTENh, JJIUHA,
CJICTYIONTUH TIPOTOKOJ) 3aIIUIIAIOTCS M (PPOBAHUEM.

Ecau ESP ucnonesyercs u s ayTeHTU(PUKAIIMK JTaHHBIX, TO 3aBepIlacT
MAKET I0JIe MEPEMEHHON JJINHBI, coaepxkaiiee ICV.

[Ipumenenne mnporokona ESP k wHcxomsmmMm  MmakeTaM  MOYKHO
MpeACTaBIATh cebe creayromum oOpazoMm. M3 makera M3BIEKaeTCs €ro 4acTb —
OCTaTOK, TO €CTh Ta YacCTh, KOTOPAs MOJICKHUT MHUGPPOBAHUIO (3aKpaIICHHBIC TIOJIS
Ha pucyHke 6.9). Jlanee crneayroT 3TaIb:

- OCTaTOK MaKeTa Konmupyercs B 0ydep;

- K OCTAaTKy MPHUITHCHIBAIOTCS AOIOIHSIONNE OalThI, UX YHUCIO M HOMEpP
(TUIT) TEpBOro 3arojioBKa OCTaTKa, C TeM, YTOObI HOMEpP ObLI MPIKAT K TPAHUIIE
32-6utHOro cioBa, a pasMmep Oydepa yAOBIECTBOPSI TPEOOBAHMSIM aITrOpUTMa
UG pOBaHUS;

- TeKyIIee cojiepkumoe Oydepa mudpyercs;

- B Hayaino Oydepa mnpunuceiBatorcs mnojsa "MHIeKC mnapameTpoB
o6e3onacHoctu (SPI)" u "llopsiakoBerit Homep (SN)" ¢ COOTBETCTBYIOUIUMU
3HAYCHUSMH,

- TIOTIOJIHEHHOE cojepkumoe Oydepa ayTeHTU(DUIMPYETCs, B €r0 KOHEIl
nomeniaercs noje "AyTeHTuuKamoHHbIe JaHHbIE";

- B HOBBIH IMAKET MEPEMUCHIBAIOTCS HaYaJbHBIC 3ar0JIOBKH CTapOro TMakeTa
1 KOHEUHOE cojiepxkumoe Oydepa.

Ecrm B ESP Brmtouensl u mmdpoBaHue, U ayTEHTH(UKANMSI, TO
ayTeHTHQUIUpyeTCs 3amn@pPOBaHHBIN MakeT. sl BXOASIIMX MaKEeTOB JCHCTBHUS
BHITIOJIHAIOTCST B OOpaTHOM  TOpsiAKe, T. €. CHadaja MPOU3BOJIUTCS
ayTeHTUQUKanusi. OTO TO3BOJSET HE TPATHUTh PECYpPChl Ha paciuppoBKy
MOJJICTBHBIX TIAKETOB, YTO B KAaKOW-TO CTEMCHHW 3alllMIlaeT OT aTak Ha

JOCTYITHOCTb.



N3 cpaBuenus mnpotokoioB AH um ESP moxHo caenaTh crienmyromme
BbIBOJIbI. Ecnu HeoOxoauMo 3HaTh, YTO JaHHBIE M3 HWACHTU(UIIMPOBAHHOTO
MCTOYHUKA NIepeatoTcsl 0€3 HapyIIeHUs 1eIOCTHOCTH, 8 UX KOH(UICHIIUATbHOCTh
oOecnieunBaTh He TpeOyeTcs, MOXHO HCIIOJIb30BaTh MpoTtokosn AH, KoTopsIii
3aIIMINAET MPOTOKOJBI BBICIIMX YPOBHEHN M MOJs 3aronoBka [P, He u3MeHsieMble B
MyTH. 3allliUTa O3HAYaeT, YTO COOTBETCTBYIOIIME 3HAYECHUS HEJb35 WU3MEHUTb,
noToMy 4YTO 3TO Oyner oOHapyxeHo BTopod ctopoHoit IPSec, u miobas
MoaudumpoBanHas neWrarpamma IP Oymer orBepruyra. Ilpotokon AH He
o0ecrieurBaeT 3allUTy OT MPOCIYIIMBAHUA KaHala M MPOCMOTpA HaPYIIUTEIEM
3aroJioBKa M JTaHHbIX. HO MOCKOJIbKY 3arojIOBOK M JaHHbIE HE3aMETHO M3MEHUTh
HEJb35, U3MEHEHHBIE [TAKEThI OTBEPTAOTCSI.

Ecnu  HeoOxogmMo  coxpaHUThb JaHHble B  TailHe (0OecreuyuThb
KOH(HUIECHIIUAIBHOCTD), HE0OX0oauMoO ucmoib30Bath ESP. JlaHHBIM mpoTOKOIT
npeanosjaraer MmMuppoBaHUe MPOTOKOJIOB BBICIIMX YPOBHEH B TPaHCIOPTHOM
peXUME M BCEH MCXOOHOM AeurtarpaMMmbl IP B TyHHENBHOM pEXUME, TaK 4YTO
u3BJeYb MHGOPMAIMIO O TakKeTax IyTeM MPOCIYUIMBaHUS KaHalla Tepenaydyu
HeBO3MOKHO. IIporokon ESP moxer takxke obOecrneunTb Jisi MAKETOB CEPBUC
ayrentudukanuu. OgHako mpu ucnosib3oBaHuu ESP B TpaHcmopTHOM pexume
BHEIIHUW OPUTHHAJIBHBIN 3arojioBoK [P He 3ammmaercs, a B TYHHEJTIbHOM PEXUME
HE 3aIlMIIAETCS HOBBIM 3aroioBok IP.

Takum 006pazom, mpu HEOOXOAMMOCTH OOECTICUeHHS KOH(DY ICHIIMATEHOCTH
U LIEJIOCTHOCTU MEPEaBAEMbIX JAHHBIX C OJHOBPEMEHHON ayTeHTU(UKAIMEH HUX
HUCTOYHHKA HEOOXOIMMO HCITOJIh30BaTh MPOTOKOJ ESP B TyHHEIBHOM peKHME.
bonee Ttoro, mpu co3manun |ISAKMP-TyHHens HEOOXOAMMO HCIOJIb30BAThH

OCHOBHOM pexkuM (main mode).

6.5 Kondurypuposanue VPN IPSec mexay mapurpytusaropamu Cisco
[Tpu wucnonw3oBanuu obGopymoanus CiscO mis co3ganus VPN MoxHO

100 HMCITOJIb30BaTh pPaCCMOTPCHHOC BBIIIC TYHHCIIMPOBAHUC, W OTIIPABJIATH 110



TYHHETIO 3aliu(ppoBaHHBIN Tpaduk, MO0 HE HCMIONb30BaTh TYHHEIbHBIC
uHTEep(Eech.

Paccmotpum kondurypuposanue VPN ¢ TyHHenupoBanueM. HacTo Takoi
pexxum HazbpiBalOT |PSec-over-GRE. bynem wucnons3oBaTh TOT ke mpumep,

pucyHok 6.11,

INTERNET

PC LAN1 ' A/j
Router_A‘ / fO/O fO/ 1 \ Router_B SERVER LAN2

B @ = fo/1 Sl
fo/0 AfO/O > -

Pucynok 6.11 — [Ipumep oObenHEHNUS ABYX YaCTHBIX CETEH

Anpecaliys B C€TH cleayronias:

Router_A:

f0/0 — 192.168.1.1/24

f0/1-11.11.11.11/8

Router B:

fO/0 — 192.168.3.1/24

fO/1 — 33.33.33.33/8

Anpec tynnens — 192.168.2.0/30.

Ha nepBoM 3Tane HE0OX0AMMO €O3/1aTh MOJUTUKY ¢ HOMEpPOM | KoTopas
OTIPEJICIUT aJATOPUTM M HCIOJb3yeMbI€ MPOTOKOJBI Mpu oOMeHe kimouamu (IKE
®daza 1). Homep monuTuku ompenesseT €€ MPUOPUTET, TaK KaK MOXKET ObITh
CO37aHO HECKOJIbKO MOJUTUK (4eM MEHbIIIE YUCIIO, TEM BbILIE NpUOPHUTET). HacTo
3aJJalOTCS.  HECKOJBbKO TaKWX TMOJUTHUK C Pa3JIUYHBIMU  KOMOWHAIUSIMU
mudpoBanus, xema u Homepa rpynnbsl Judu-Xemnnmana (DH). Ilpu coznanuun
isakmp sa, Ta CTOpOHAa, KOTOpass HMHULUUPYET COEIWHEHHUE, OTIPaBISET BCE
JIOKaJIbHO HACTPOECHHBIEC MOJMUTHUKHU. [IpMHMMaromas cTropoHa MPOCMaTPUBAET I10

o4ucpcan, B IMOPAAKE IMPHUOPUTCTHOCTHU, CBOM JIOKAJIbHO HACTPOCHHBLIC ITOJUTUKH.



[lepBas sxe moauTHKA, 17151 KOTOPOW HAWIEHO COBMAaeHUE, OyAET UCIIOIb30BAThCA.
Komanzaa co3nanus MOJUTUKH:
RouterA(config)#crypto isakmp policy 1

B cootBerctBun ¢ norukoir Cisco 10S, ecnu MbI cO31a€M YTO-THOO, MBI
Cpa3y MorajaeM B KOH(PUTYPUPOBAHHE TOro, YTOo Mbl co3fanu. [losTomy mocie
CO37aHMs MOJIUTUKHU 1 MBI MONazaeM B pexuM ee KoHpurypupoBanus. KomaH bl
KOH(UTYPUPOBAHUS:

RouterA(config-isakmp)#encryption <ajaropurtm mmudpoBanus>
RouterA(config-isakmp)#hash <aaropurtm x3mupoBaHus>
RouterA(config-isakmp)#authentication <merox ayrenTuduxamumn>
RouterA(config-isakmp)#lifetime <spems sxku3uu ISAMKP-TynHeas>

B kauectBe anroputMoB mmppoBaHUs MOTYT OBITH YKa3aHb!l des, 3des, aes.
B kadecTBe ajiropuTMa X>3IIMPOBAaHUS MOXKET ObITh UCMOJB30BaH sha wim md5. B
KauecTBe MeToJa ayTeHTU(HKAIMM MOXKET OBbITh YKa3aH METOJ C OTKPBITHIM
KJIro4oM pre-share, mubo Gosee CI0KHBIE METOIbI, HATIPUMED, ayTEHTH()HUKAIIHS C
ucnob3oBanueM nugposoit moamucu RSA Digital Signatures rsa-sig.

[Tpu ucnonp3oBanuu pre-share Moxxer Takxe OBITh 3aJlaH HOMEP TPYIIIBI
HNuddu-Xennmmana (DH):

RouterA (config-isakmp)# group 2

['pymnma o3Havyaet koHKpeTHbIH anroputMm DH [13]:

Anroputm DH-1 - knrou 768 6wur;,

Anroputm DH-2 - ximtou 1024 6wur;

Anroputm DH-5 - kntou 1536 our.

Taxoke B ciydae MCIOJIB30BAaHUS OTKPBITOTO K042 HEOOXOJIMMO yKa3aTh
caM KJIH0Y (OH JIOJDKEH OBITh OJMHAKOBBIM Ha 000MX MapIIpyTHU3aTOpax):
RouterA(config)#crypto isakmp key <Ne> <kmou> address <agpec cocena>

Jlanee yka3bIBatOTCsl BO3MOXKHBIC ITApaMeTphl co3naBaeMoro SA (TOIUTHKA
®a3wpr 2). Tak kak 3T0 HAOOP MPOTOKOJIOB, MPE/IaraeMbIX BCTPEUHON CTOPOHE, OH
HaszbBaeTcs  transform-set.  JlampHelimee — KOHQUTYpHpOBaHHWE  yJIA4HO

WLTIOCTPUPYETCS PUCYHKOM 6.12, 3anMcTBOBaHHBIM U3 [14].



HacTtporika HacTpoiika HacTpotika

transform set crypto ACL peer

HacTtporika
crypto map

l

[IpumeHeHHe crypto map

Ha HHTepdekce

Pucynok 6.12 — INpunimn koHpurypupoanus transform-set

W3 pucynka 6.12 BugHO, 4TO CHavaina HeoOXoauMo co3aath transform-set ¢
yKazaHueM  ucnoiibdyemblx  mpotokosnoB (AH wm  ESP), cmoco6os
ayreHTUuKanuu u mudposBanus. C ucnons3oBanueM ACL ¢unbtpyercs Tpaduk,
noJUIeKaluil Mu@pPOBaHUIO, C HCIOJB30BAaHUEM [PEer yKa3bIBAeTCs «COCeny, C
KOTOPBIM yCTaHaBIMBaeTCs TyHHeNnb. Kpumrokaprta (Crypto map) mpencraBisier
coboii ykazaHue Jeraned Imu@pOBaHUS — aJIpec «Ccocela» IO TYHHEIO,
ucnonb3yembii ACL, wucronb3yembiii transform-set. 3akimo4MTeIbHBIM 3TAIOM
SIBIISIETCS TIPUBSI3KA CO3JaHHON KPUMNTOKAPTHI HA KOHKPETHOM HHTEpdeiice.
RouterA(config)# crypto ipsec transform-set <ums> <ayreHTHQUKADMIA>
<wmudpoBanue>

ESP u AH wmoryr OBITh HCHOJIb30BaHbl OJHOBPEMEHHO, a MOTYT H
nooauHouke. B Tabnuiie 6.1 nmpeacTaBiaeHbl KK bl 13 BOBMOXHBIX BAPUAHTOB.

Ta6numa 6.1 — BapuaHThl Hcnoab30BaHus MpoTokosoB 11t AH u ESP

Tun npeoOpazoBaHus CuHTaKCcuC Onucanne

IIporoxon AH ¢ anroputmom
ayteHtuukanmu MDS

ah-md5-hmac

AH Transform IIpotokon AH c anroputmom
ah-sha-hmac
(ouH H3 crincKa) ayrenTudukanun SHA

IIporoxon AH ¢ anroputmom

ah-gOSt-28147'maC T'OCT 28147-89 (B pexume




BBIPa0OTKH UMUTOBCTaBKH)

ah-gost3411-hmac

IIpotokon AH c anroputmMom
I'OCT P 34.11-94

ESP Encryption Transform
(omuH U3 crcka)

[Iporokon ESP ¢ anropurmom

esp-null Null.
[Iporokon ESP ¢ 56-OutHbIM
esp-des anroputmMoM DES
IIporoxon ESP ¢ 168-0uTHBIM
esp-3des anroputMom 3DES
IIpotoxkon ESP ¢ 128-0utHbIM
esp-aes-128 anroputMoM AES
esp-aes-192 IIpotokomn ESP ¢ 192-6utHBIM
P anroputMoM AES
esp-aes-256 IIpotoxkon ESP ¢ 256-0utHBIM

anroputMoM AES

esp-gost28147

[Iporokon ESP ¢ anroputmom
T'OCT 28147-89 (B pexume
MIPOCTON 3aMEHBI C 3aleTICHHEM)

esp-gost28147-4m-imit

[Iporoxon ESP ¢ anropurmom
I'OCT 28147-89 (B
KOMOMHHUPOBAHHOM PEXUME:
raMMHpPOBaHUEC U BBIYHUCIICHUC
NMHUTOBCTAaBKHU. B COOTBETCTBUHU CO
cnerdukarnueir ESP GOST-4M-
IMIT)

ESP Authentication Transform
(ommu u3 crucka)

esp-md5-hmac

[Iporokon ESP ¢ anroputmom
ayrentudukanmu MD5

esp-sha-hmac

[Iporoxon ESP ¢ anropurmom
ayrentudukanu SHA

esp-gost28147-mac

[Iporoxon ESP ¢ anropurmom
I'OCT 28147-89 (B pexume
BBIPa0OTKA UMHUTOBCTaBKH)

esp-gost3411-hmac

IIporokon ESP ¢ anropurmom
I'OCT P 34.11-94

Takum 00pa3om, ecu MBI MpenoJiaraeM HCIOoJIb30BaHUE ToJbKO ESP ¢

anroputMoM tmdpoBanus 3DES u ayrentudukanmeit ¢ xsm-pynkmueir MDS,

KOMaHaa NpUHHUMACT BU:

RouterA(config)#crypto ipsec transform-set LAN1 esp-3des esp-md5-hmac

Jlanee ¢ ucnonp3oBanueM komana mode tunnel u mode transport mosxHoO

BKJIFOUHTH JINOO TYHHEIBHBIN, TUO0 TPAHCTIOPTHBIN PEKUMBI.

Hanee HeoOxonuMo cpopMUPOBaTh TaKk Ha3bIBAEMYIO KpUNTOKapTy (Crypto

Map), B KOTOPO# yKa3bIBAIOTCS JACTaIH MUPPOBAHUS:

RouterA(config)#crypto map <ums> <Ne> ipsec-isakmp

RouterA(config-crypto-map)#set peer <aapec cocena>




RouterA(config-crypto-map)#set transform-set <ums transform-set >
RouterA(config-crypto-map)#match address <cnmcok gocryma>

B mnepBoii komanme Ne - »95T0 HoMep Habopa mmdpoBaHUS IS
CO3aBa€MOT0 TyHHeysl. Jlenmo B TOM, 4YTO B MapUIpPyTH3aTOpPE MOXKET
CymcCTBOBATb TOJIBKO OJHA KpPHUIITOKApTaA. OI[H&KO B caMou KapTC MOKHO
co3/laBaTh HaOOphl MK(pOBaHUS 1 HECKOJIBKMX TyHHeNe. Hampumep, Mbl
CO3J1a€M BTOpPOM TyHHENb. Toraa B camoi KapTe NOMEHAEM MOPAIKOBBI HOMED:
RouterA (config)# crypto map MAP <apyroii Ne> ipsec-isakmp

Ilocne 3TOM KOMaHABI MOXKHO YKa3blBaTh ITapaMETphbl Uil TYyHHENSA C
HOMEPOM JApyroi Ne.

Takxe HE00X0IUMO HACTPOUTH CIUCOK jaoctyna (Crypto ACL Ha pucyHke
6.12). B pgamHoM cnywyae mmdpoBaTh HEOOXOAMMO TE€ TMAKEThl, KOTOPHIC
nepecaaroTCa B TYHHCIb, TO CCTb HMCIOT GRE-3aronoBok. HOBTOMY co3JaInumM
paCHIHpeHHBIﬁ CIIMCOK OOCTYIIA:
RouterA(config)#access-list 100 permit gre host 11.11.11.11 host 33.33.33.33

Tenepr HE0OXONMMO TMEpPEUTH B PEXKUM KOH(MUTYPUPOBAHUS BHEIIHETO
untepdetica (y Hac 3to fal/1) u nmpuBs3aTh K HEMY CO3/IaHHYIO KPUIITOKAPTY:
RouterA(config)#interface fa 0/1
RouterA(config-if)#crypto map <umsi KnMNTOKAPTHI>

AHaJIOTUYHBIE HACTPOUKH HEOOXOJMMO MPOU3BECTH HA BTOPOM IILIIO3E
0ezonacHoctH (y Hac 310 RouterB):
RouterB(config)#crypto isakmp policy 1
RouterB(config-isakmp)#encryption 3des
RouterB(config-isakmp)#hash md5
RouterB(config-isakmp)#authentication pre-share
RouterB (config-isakmp)#group 2
RouterB(config)#exit
RouterB(config)#crypto isakmp key 0 PASS address 11.11.11.11
RouterB(config)#crypto ipsec transform-set LAN2 esp-3des esp-md5-hmac

RouterB(cfg-crypto-trans)#mode tunnel



RouterB(cfg-crypto-trans)#exit
RouterB(config)#crypto map MAP2 10 ipsec-isakmp
RouterB(config-crypto-map)#set peer 11.11.11.11
RouterB(config-crypto-map)#set transform-set LAN2
RouterB(config-crypto-map)#match address 100
RouterB(config-crypto-map)#exit
RouterB(config)#access-list 100 permit gre host 33.33.33.33 host 11.11.11.11
RouterB(config)#interface fa 0/1
RouterB(config-if)#crypto map MAP2

Hactpoennble mnapamerpsl Ha Router A MOXHO NOpPOCMOTPETH C

UCTIOJIb30BaHueM KoMaH 16l Show running-config, pucyHok 6.13.

Pucynox 6.13 — [Ipocmotp koHuUrypauuu

JInst mpocMOTpa MapaMeTpoB MIM(PPOBAHHMS MOKHO MCIIONB30BaTh DS
KOMaH/I:

show crypto isakmp policy — npocMoTp mapaMeTpoB TYHHEIS B IMEPBOU
baze;

show crypto map — mpocMoTp CO3IaHHBIX KapT MUppPOBaHHUS,



show crypto isakmp sa — npocmotp cozmanubix SA (dasa 1);
show crypto ipsec sa — npocmoTp co3manubix SA (dasa 2).

BrImonHenne 3TUX KOMAaHI, BBIINOJHEHHBIX C Hcoib3oBaHueM GNS3,

WLTIOCTpUpYyeTCs pucyHkamu 6.14 — 6.17.

Pucynok 6.14 — Pe3ynbrar BeinoaHeHHS kKoMaHasl Show crypto isakmp policy
W3 pucyHka BHJIHO, YTO Ha MapIIpyTH3aTOPEe MMEIOTCS JBE TOJUTHKH —

ojJHa co3aaHHast Hamu (1), 1 BTOpas — 1o yMOJYaHUIO.

Pucynok 6.16 — Pe3ynbpTat BhIMOHEHUS KOMaHabI Show crypto isakmp sa



Eciu B rpade state yxazano QM_IDLE, 3nauut mepBas (¢asza mpoiuia
YCHENIHO, B TPOTUBHOM ciiydae oToOpasutcs coobmenne MM NO STATE.
Taxke SA, co3naHHble Ha MEpBOM ¢aze, MOKHO MPOCMOTPETH OoJiee MOaAPOoOHO ¢

UCIIOJIb30BaHueM KoMaH bl Show crypto isakmp sa detail.

Pucynok 6.17 — Pe3ynbrar BeInoaHeHHs: KOMaH 161 ShOw crypto ipsec sa

KonuyectBo 3ammdpoBaHHbIX U pacmmbpoBaHHBIX IMAKETOB MOXHO
IPOCMOTPETh C HCIOJb30BaHUEM KoMaHIel ShOw Crypto engine connections

active, pucynok 6.18.



Pucynok 6.18 — Pesynbrar BeImoaHeHHS] KOMaH 161 ShOW Crypto engine

connections active

Bropoit cmoco6 mo3Bomser Hactpoutb VPN 6e3 Ttymnems GRE,
TyHHEJIMpOBaHWE TpousBoautcs camuMm IPSec. [Ins storo B crmucke nocTyma
HEe00X0aMMO yKa3zaTh He TTpoTokoid GRE, a B SBHOM BHJIe yKa3aTh CETH NCTOYHHKA
U ToJtyuatens Tpaduka:

RouterA(config)#ip access-list extended <UMSI>
permit ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255
CuuTaem, 4TO CE€Thb MMEET BHJ, NOKa3aHHBIM Ha pucyHke 6.19. Ha

mapuipyTtuzaropax RO u R2 nomxHbl OBITH 3a/1aHbl MAPIIPYTHI 110 YMOJTYAHUIO K

R1.
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Pucynok 6.19 — Ilpumep cetu

Komannel koHpurypupoBanus ais Router A B 3ToM ciiyyae UMEIOT BUA:
RouterA(config)#crypto isakmp policy 1
RouterA(config-isakmp)#encryption 3des
RouterA(config-isakmp)#hash md5



RouterA(config-isakmp)#authentication pre-share
RouterA(config-isakmp)#group 2

RouterA(config)#exit

RouterA(config)#crypto isakmp key PASS address 33.33.33.34
RouterA(config)#crypto ipsec transform-set LAN esp-3des esp-md5-hmac
RouterA(config)#ip access-list extended FOR-VPN
RouterA(config-ext-nacl)#permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
RouterA(config-ext-nacl)#exit

RouterA(config)#crypto map MAP 10 ipsec-isakmp
RouterA(config-crypto-map)#set peer 33.33.33.34
RouterA(config-crypto-map)#set transform-set LAN
RouterA(config-crypto-map)#match address FOR-VPN
RouterA(config-crypto-map)#exit

RouterB(config)#interface fa 0/1

RouterB(config-if)#crypto map MAP

6.6 IIpakTrueckoe 3a1anue

6.6.1 Iloctpouth ceTh, pucyHOK 6.19, ¢ aapecanueil B <«JI€BOW» CETH
192.168.X.0, a B «mpasoit» - 192.168.X+1.0. IIponucats craTuueckre MapupyThl
10 YMOJTYAHUIO.

6.6.2 CkordurypupoBatb VPN MeX 1y JOKaTbHBIMU CETSIMHU.

6.6.3 Ilposeputh paborocriocooHocth VPN-kaHana.



3akaroueHue

B yueOHOM mnocoOMM paccMOTPEHBlI OCHOBHBIE METOJBI M CPEICTBA,
HEOOXOAMMBbIE JUIsl MPENOTBpAIlleHHs] HECAaHKIMOHWPOBAHHOTO JOCTyHa K
nepeIaBacMbIM  JaHHBIM, a TakkKe WX KOH(QUTYpUpPOBaHHE Ha MpPUMEpe
obopynoBanusi Cisco Systems. YueOHBIH MaTepHall, M3JI0KCHHBIH B IMOCOOWH,
aBiiseTcsl 0a30i Juisi 00y4eHHUs CTYACHTOB MPUHIIKIAM MTOCTPOCHHUS 3alUIIEHHbBIX
cereil cBsa3u. KpoMme m3ydeHuss AUCHUIUIMH Y4YEOHOro IUIaHA IO HANPAaBIICHUIO
11.03.02 «MHbDOKOMMYHHUKAIIMOHHBIE TEXHOJIOTHHU M CHCTEMBI CBSI3M», HaHHOE
nmocoOue  MOXXeT OBITh  HWCIOJB30BAHO TMPH  TMOJATOTOBKE  BBITYCKHOMN

KBaJIu(UKAIIMOHHOU paboThl Oakanaspa.
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