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IIpakTHyeckoe 3ansitue Nel

Tema: ITPABOBAA  3AIHIMTA OT KOMIIBIOTEPHBIX
MNPECTYILJIEHU n JAHINUTA UHTEJUIEKTYAJIBHOM
COBCTBEHHOCTHA

1. ITPABOBA 3AIIUTA OoT KOMIIBIOTEPHBIX
ITPECTYIIVIEHUH

1.1. Kaaccudukanus KOMIbIOTEPHBIX NPeCTyNJIeHUH

3apyOexHBbIMU CIIEHUATUCTAMU pa3padOTaHbl Pa3IUYHbIE KiIacCU(PUKAIIU
CIIOCOOOB COBEPIIEHUSI KOMITBIOTEPHBIX MPECTYIUICHHM.

ITo komudpuxatopy Murepnona (B 1991 roay nanHblii koau@uKaTtop ObLI
WHTETPUPOBAH B aBTOMATH3MPOBAHHYIO CHUCTEMY IOMCKAa M B HACTOSIIEE BpEMs
noctynneH B Oomee yemM 100 cTpaHax) Bce KOIbI, XapaKTEepU3YIOLIUE
KOMIBIOTEPHBIE MPECTYIUICHUS, UMEIOT HICHTU(DUKATOP, HAUMHAIOIINNICSA C OYKBBI
Q.

JUis XapaKTepUCTUKU MPECTYIIEHUSI MOTYT HUCIOIb30BaThCs 10 MSATH KOJOB,
PaCMOJIOKEHHBIX B MOPSAKE YOBIBAHUS 3HAUMMOCTH COBEPILIEHHOTO.

QA - HecaHKIIMOHMPOBaHHBIN JOCTYII U IEPEXBAT

QD - 3MeHeHre KOMIIBIOTEPHBIX JaHHBIX

QF - KomnproTepHOE MOIIIEHHUYECTBO

QR - HezakoHHOE KOTIMpOBaHUE

QS - KomnerotepHslii caboTax

QZ - Ilpoune KOMIBIOTEPHBIE TPECTYTIIICHUS

Hanpumep, HecaHKIIMOHMPOBAHHBIN JOCTyN U nepexBaT uH(opmanuu (QA)
BKJIIOYAET B ce0d CIEAYIOIINE BUIbI KOMITBIOTEPHBIX MPECTYIIICHUMN:

QAH - "KommbrotepHsiii abopaax" (xakuur - hacking): HempaBOMEpHBIit
JIOCTYT B KOMITBIOTEP WM CE€Th. DTOT BUJ KOMIBIOTEPHBIX MPECTYIIICHUH OOBIYHO
UCTIONIB3YETCs XaKepaMHu JIJIsl IPOHUKHOBEHUSI B Uy>KHe HH(POPMAIIMOHHBIE CETH.

QAIl - mepexmar (interception): mepexBaT MNPU IOMOIIM TEXHUYECKHUX
cpencts, 0e3 mpaBa Ha To. [lepexBaT mHGOPMAIIMN OCYIIECTBISETCS JUOO MPSMO
yepe3 BHEIIHHE KOMMYHHUKAllMOHHBIE KaHaJIbl CUCTEMBI, JIHOO MyTeM
HEIMOCPEICTBEHHOTO TOAKIIOUEHUSI K JMHUAM TepudepuiiHbix ycTpoucts. [lpu
TOM OOBEKTAaMH HEMOCPEACTBEHHOIO MOCIYIINBAHUS SIBISIOTCA KaOelbHblE U
OPOBOJHBIE  CHUCTEMBbI, HA3eMHBIE MHUKPOBOJHOBBIE  CHCTEMBI, CHUCTEMBbI
CIIyTHUKOBOM CBSI3U, a TaKXke CIEHUaJIbHbIe CUCTEMBbI MTPABUTEILCTBEHHOM CBSI3H.
K namHOMy BHIy KOMIIBIOTEPHBIX TMPECTYIUICHWA  TakXe  OTHOCHUTCS
ANEKTpOMarHuTHeIM  mepexBar  (electromagnetic  pickup).  CoBpemeHHbIE
TEXHUYECKHUE CpelcTBa MO3BOJISIOT noJTy4aTh uHpopMaImio oe3
HEIMOCPEJICTBEHHOI0 TOJAKIIOYEHUS! K KOMIIBIOTEPHOM cHCTeMe: €€ IepexBar
OCYUIECTBJISIETCS. 3a CUET M3IY4YEHUs IEHTPAIbHOTO MpOoIEeccopa, UCILIes,
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KOMMYHHKAIIMOHHBIX KaHAJIOB, IPUHTEPA U T. A. Bce 3TO MOXKHO OCYIIECTBIIATS,
HAXO/IICh Ha JOCTATOYHOM YAQJICHUH OT OOBEKTa MepexnaTa.

QAT - Kpaxka BpeMEHHU: HE3aKOHHOE HCIIOIb30BaHUE KOMITbIOTEPHOU
CUCTEMBI WJIU CETH C HAMEPEHHUEM HEYILIaThl.

JUist  XapakTEepUCTHUKKA METOJOB HECAHKIMOHMPOBAHHOTO JOCTyHa M
nepexnaTa MHPOPMaIIUU UCTIONB3YETCs ClIeyIoIasi TEPMUHOIOTHS:

-"Kygok" (bugging) - XapakTepuzyeT YCTaHOBKY MHUKpodoHa B
KOMIBIOTEPE C IENIbI0 MIepexBaTa pa3roBOPOB 0OCTYKUBAIOIIETO IEPCOHAIIA;

-"OtkaunBanue naHHbIX" (data leakage) - oTpakaeT BO3MOXHOCTH cOOpa
uHbopMaIuu, HeOOXOIUMOM AJIs TOJYYEHHUS] OCHOBHBIX JAaHHBIX, B YACTHOCTH O
TEXHOJIOTHH €€ IPOXOXKIACHUS B CUCTEME;

-"VOoopka Mycopa” (scavening) - xapakTepu3yeT TIIOMCK JaHHBIX,
OCTaBJICHHBIX MOJB30BATENIEM MOCIE pabOThl HA KOMITBIOTEpE. DTOT CIIOCOO0 UMEET
JIB€ Pa3HOBUJIHOCTHU - (PU3UYECKYIO U AJIEKTPOHHYIO. B (u3nueckom BapuaHte oH
MOJKET CBOJUTBHCA K OCMOTPY MYCOPHBIX KOpP3UH M cOOpy OpOLIEHHBIX B HHUX
pacrmeydarok, JEeNOBOM MEepenucku W T. J. OJEKTPOHHBIA BapuaHT TpeOyer
UCCJIEIOBAHUSI IAaHHBIX, OCTABJICHHBIX B MAMATHU MAIIMHBI;

-MeTo; cnefoBaHus "3a gypakoM" (piggbackiiig), xapaxTepusyronui
HECAaHKIIMOHUPOBAHHOE TPOHUKHOBEHHE KaK B IPOCTPAHCTBEHHbIE, TaK U B
3JIEKTPOHHBIE 3aKpbIThIe 30HBI. Ero cyTh cocTout B ciemyromeM. Ecian HaGpath B
PYKH pa3Iu4Hble TPEIMEThl, CBS3aHHBIE C pPabOTOH Ha KOMIBIOTEpE, U
POXaKUBATBCA C JEJOBBIM BHJIOM OKOJIO 3amlepTol ABEpH, TJE HaXOIUTCS
TEPMHHAJ, TO, JAOXAABIIKNCH 3aKOHHOTO MOJIb30BATENsl, MOXKHO TPOWTH B JIBEPH
MIOMEIIEHUSI BMECTE C HUM;

-metof "3a xBocT" (between the lines entry), ucnosib3ys KOTOpBIA MOKHO
MOJIKJIFOYAThCS K JIMHUU CBSI3W 3aKOHHOTO TIOJB30BATENs M, JAOTaaBIIUCh, KOTHa
MOCJICTHUN 3aKaHYMBAET aKTUBHBIA PEXKUM, OCYIIECTBIISATH JOCTYI K CUCTEME;

-meton  "Hecmemnoro  BeIOopa"  (browsing). B asTtom  cimydae
HECAaHKIIMOHUPOBAHHBIM JOCTYNl K ©Oa3aM JaHHBIX H (aillaM 3aKOHHOTO
M0JIb30BATENsl OCYUIECTBIIAECTCS IIyTEM HaXOXKJIEHUs CJIabblX MECT B 3allluTe
cucteM. OgHaXAbl OOHAPYKUB UX, 3JOYMBIINIJIEHHUK MOXXET CIIOKOWHO YHUTaTh U
aHaJIM3UpOBaTh COJIEP)KalIylocs B CHUCTeME HH(OpMaIHio, KONUPOBaTh e,
BO3BpAIIAThCA K HEH IO Mepe HEOOXO0IMMOCTH;

-meton "llouck Opemm" (trapdoor entry), mpu KOTOPOM HCIHOJIB3YIOTCS
OLIMOKH WJIM HEYJayu B JIOTUKE MOCTpOeHus nporpamMmmbl. OOHapyKeHHbIE Operu
MOTYT JKCILTyaTHPOBAThCS HEOTHOKPATHO;

-meton "Jlrok" (trapdoor), sBISIIOIIMIACS pa3BUTUEM Mpenbiayiero. B
HaliieHHo "Opemm" mporpamma "paspbiBaeTcs' W TyAa  BCTaBISIeTCS
onpenesieHHoe yuciao komana. [lo mepe HeoOxoaumMocTH "MOK" OTKpBIBaeTCs, a
BCTPOEHHBIE KOMaH bl aBTOMATUYECKU OCYILIECTBIISIOT CBOIO 33/1a4y;

-meton "Mackapan" (masquerading). B sTom ciydae 3M0yMBIIIIICHHUK C
UCIIOJIb30BaHUEM HEOOXOIUMBIX CPEICTB MPOHHUKAET B KOMIIBIOTEPHYIO CHUCTEMY,
BbI/1aBast ce0s1 32 3aKOHHOTO MOJIb30BATEIIs;



-metox  "Muctudukanusa" (spoofing), KOTOPBIA HCIOJIB3YETCS MpPH
CIIy4yalHOM TOJKIIOYEHUHU "4dyKOU" CHUCTEMBI. 3JIOYMBINUICHHUK, (QopMHUpYs
paBAONOAO0HBIE OTKIMKH, MOXET MOAJIEPKUBATh 3a0IyXKIECHUE OIIUOOYHO
MOAKITFOUUBIIETOCS MOJIB30BATENS B TEUEHHE KAKOrO-TO MPOMEXKYTKAa BPEMEHH U
MOJIy4aTh HEKOTOPYIO TOJIE3HYIO JUIsi HEro WHGOpMAaIMio, HampuMep KOJIbl
MOJIb30BATENS.

AHaJIN3 KOMIIBIOTEPHBIX NPECTYILICHUI

C LETIBIO COBEPLICHCTBOBAHUS METOJIOB pacciieJoBaHus,
MPaBOOXPAHUTENbHBIE Oopranbl mpoBoaaT aHanu3 KII. PazpabaTeiBatoTcsi cucTeMbl
ajanTallid  «TPAJUIMOHHBIX» METOJIOB pacCleNOBaHMUS MPECTYIUICHUH C
VCMOJIb30BAaHUEM KOMIIBIOTEPHBIX CPEACTB.

Jlnana3oH KOMITBIOTEPHBIX MPECTYIUICHUN B HACTOSIIEE BPEMS PACILIMPUIICS
U BKJIIOYACT KPOME TPATUIIMOHHOTO MOIICHHUYECTBA TaKKe KHOEPCICKKY,
MOIIEHHUYECTBO C HHBECTHULHUSMHU, CEKCYaJlbHbIE JIOMOTaTElIbCTBA, KpPaxXy
uH(OpMAaIuU, BHYTPUTOCYJAPCTBEHHBIH UM  MEXKIYHApOAHBIA  TEPpPOPU3M,
HapylIeHWe aBTOPCKUX TpaB, (anbCUPUKAIIUIO CUCTEM, HACHIbCTBEHHbBIC
MPECTYIICHUS, KECTOKOE 00paIlieHne C TOKUITBIMH.

I[To Mepe pa3BUTHS 3SJIEKTPOHHOM KOMMEPLHMH YHCIO KOMIBIOTEPHBIX
MpECTYIUICHUH OyJIeT COOTBETCTBYIOIIMM oOOpa3om pactu. Jlns ananmsa
NPECTYIUICHUNH  Temepb TPeOYIOTCS HE TOJBKO PETHOHAIbHBIE, HO U
MEXKJYHAPOJIHBIX CpPEJICTB aHalnu3a. OTH CHUCTEMbl MOTYT OOBEAUHSTH
MPECTYIUICHUS 10 MECTOIOJIO0KEHUIO, BPEMEHU U METOAY NCHUCTBUM, YTO MOMKET
MOMOYb TPOTHO3UPOBATH MOTEHIIUATILHBIE OYIyIIIUE YTPO3bI.

B  ynuBepcurere  Kapnern-Memnona co3maHa rpynma  «CKOpOU
kommpioTepHOr oMoy Computer Emergency Response Team (CERT),
KOTOpasi CTaBUT CBOEW I1ENbI0 aHAIU3 U Pa3pabOTKy Mep MPOTUBOJCUCTBUS
KOMIIbIOTEPHBIM MPECTYIIICHUSM.

[Iponenannas 3To¥ rpymnmoi padoTa MoKa3bIBaeT, HACKOJIBKO BAXKHO MOHATH
MOTHUBBI TIpecTynHuKa. lloHMMaHuWe 1eneil, KOTopbhle CTaBUT Iiepen CcoOou
3JI0YMBITIUICHHHK, TIO3BOJISIET OMIPEACIATh €r0 OyAyIue MOCTYIKH.

JInsl BBISIBIICHUS HAPYLIEHWM CUCTEMHOM 3alUThl MCIIOJb3YIOTCS METOJbI
aKTHUBHON JIOOBIYM JaHHBIX. TakoW IOAXOJ MperojaracT aHaliu3 IOCTYIIKOB,
KOTOpblE TPUBOAAT K HApyIICHUsIM, W CPaBHUBAE€T WX C IOBEJACHUEM IIpHU
HOpMasbHOU pabote. JloObiBaeTcss uHQOpMalMsi O 4YacTO BCTpeyarouieics
MOCJEA0BATENBHOCTH JIEUCTBUNA. OTH CBEIECHMS HCHOJB3YIOTCS IS CO3JaHUs
aBTOMATHYECKOTO KJaccu(ukaropa, KOTOPhIM CIIOCOOCH pa3indyaTh arpeCCUBHOE U
HOPMAaJbHOE NIOBEJCHHUE.

1.2. KpuMuHajucTu4eckue 0COOCHHOCTH paccie1oBaHusA
KOMIIBIOTEPHBIX NPeCTYNJICHUM

['maBHas mpoOiiema TMpu pacciieOBAaHUU TPECTYIUICHUH B OaHKOBCKHUX
KOMITBIOTEPHBIX ~CHCTEMax 3aKJIoYaeTcss B YCTAaHOBJICHMHM camMoro (axra
COBEPILICHUS MPECTYIUICHUS.



Oco0eHHOCTh COCTOUT B TOM, YTO JJII TOTO, YTOOBI YTBEPKAATh, YTO OBLIO
COBEPILIEHO TMPECTYIJIEHUE C MCIOJIb30BAHUEM KOMIIBIOTEPA, HEOOXOIUMO
JI0Ka3aTh:

-pakT, 4YTO KOMIBIOTEpHass uHPOpMaIKi, K KOTOPOW MPOU3BEICH
HECaHKI[MOHUPOBAHHBIN JOCTYII, OXpaHseTcs 3akoHaMu Pocculickon denepanuu;

-gakT, UYTO 3JOYMBIIIJICHHUKOM OBLIM OCYILIECTBICHBI OINpEICICHHbIC
HEeIpaBOMEPHbIE ACHCTBUS;

-pakT, YTO caMHMMHM HECaHKIMOHMPOBAHHBIMU JEUCTBUSMHU HAPYIICHBI
npaBa cOOCTBEHHHUKA MH(DOpMAIIHH;

-(pakT HECaHKIIMOHUPOBAHHOTO JOCTyHa K CPEACTBAM KOMIIbIOTEPHOM
TEXHHUKH JINOO MOMBITKA MOTYYEHHUS TAKOTO JJOCTYTIA;

-(pakT HCMONB30BaHUA 3JOYMBIIUICHHUKOM TIOJYYEHHBIX B pe3yibTaTe
HENPAaBOMEPHBIX JEHUCTBUM JEHEKHBIX CPEACTB B CBOMX Heisix. Hampuwmep,
HEOOXOJMMO JI0Ka3aTh, YTO JOCTYN ObUI HE CaHKIMOHUPOBAHHBIM C LEJIbIO
COBEPILIEHUS IPECTYIUIEHNA. Tora yCTaHOBIEHUIO U JJOKA3bIBAHUIO TIOJIJIEKUT:

-axkT, 4YTO JEHCTBUTENLHO OBUIM COBEpLIEHbBl HECAHKIMOHWPOBAHHBIE
MaHUNYJSUM, HaOpuMep, C MpPOrpaMMHBIM  OOECleYeHUEeM; 4YTO, OTH
MaHUMYJSIUU OB HEA03BOJECHHBIMU; JIMIO, COBEPIIABILEE UX, 3HAJIO 00 3TOM U
OCYLIECTBIISUIO X C LIEIBIO IPECTYITHOTO YMBICIIA.

KomMmmuiekc cieacTBEeHHbIX NEUCTBUM 00s3aTeNbHBIX Ui MEPBOHAYAIBHOIO
JTana paccieoBaHUs JOHKEH BKIIOYATh:

1. [IpoBenenrie oObICKa B CIy:KEOHOM MOMEIIEHUU, HA padoyeM MecTe
MO/I03PEBAEMOT0 C LENbI0 OOHAPYKEHHSI W H3BATUSA (PUBNYECKHX HOCHUTENEH
MalIMHHOM HMH(QOpMalNMd W JAPYTHX JAOKYMEHTOB, UMEIOIIMUX WJIA BO3MOYKHO
UMEIOIIUX OTHOIIEHHE K HECAaHKUMOHUPOBAHHOMY OTHOILEHHUIO MPOTrPaMMHOTO
oOecreyeHus: Wi HOCSIIUX HWHBIE CJEbl MOArOTOBKH K XMILEHHUIO JEHEKHBIX
CPEICTB.

2. HccnenoBanue: XypHaioB COOWHBIX CUTyalrluii, pabodero BpeMEHU
OBM, 1o nepenauu CMEH ONepaTopaMu; CPEICTB 3ALUTHI U KOHTPOJISI 0aHKOBCKHUX
KOMITBIOTEPHBIX CUCTEM, PETMCTPUPYIOIIMX MOJIb30BATENEH, MOMEHThI BKIFOUECHUS
(aKTHBAIMM) CHCTEMBI JUOO TOAKIIOUCHHE K HUM aOOHEHTOB C ONpPEACICHHBIM
MH/IEKCOM MJI 0€3 TaKOBOT'0; IPOTOKOJIOB BEUEPHET0 PEIICHUS, IPEICTABISIFOIINX
co0oil KomHIo AEHCTBUI ONepaTopoB, OTOOPAKEHHYIO HA OyMa)KHOM HOCUTEJE B
X0/ie BeuepHeld oO0paboTku HHGOpMALUU, KOTOpas MPOBOAMUTCS MO HCTECYCHUU
KQ)KJIOTO OMEPALMOHHOTO JHS; KOHTPOJIbHBIX YUCEN (PailioB; BCEro MporpaMMHOro
obOecrieuenuss OBM; "mpommThix" MHKPOCXEM MOCTOSHHO 3allOMUHAIOIINX
YCTPOMCTB, MUKPOIIPOLIECCOPOB M UX CXEMHOT'O MCCIIEOBAHUSI.

3. [lonyuyeHne ¥ aHaIM3 TEXHUYECKUX YKa3aHMU 10 o00paboTke
eXXeTHEeBHOM OyXranTepcKkoi nH(pOpMaIuU C IEPEUHEM BBIXOJAIIUX (POPM.
4.  Jlompoc aMIl U3 YKMC/ia HHKEHEPOB - MPOTPaMMHUCTOB, 3aHUMAaBLINXCS

pa3pabOTKO MPOTPAMMHOTO 00€CTICUEHHS U €r0 COMTPOBOKIACHUEM, CTICITHAICTOB
OTBEYAIOMIMX 3a 3alUTy HWHPOPMAIMH W CICIHAIUCTOB DJIEKTPOHIINKOB,
3aHUMAIOIINXCS HKCIUTyaTallel 1 PEMOHTOB BBIYHCIUTEIbHON TEXHHUKHU.



S. HaznaueHne KOMILJIEKCHOM Cyne0HO-OyXranTepcKod U MporpaMMHO-
TEXHUYECKON IKCIEPTU3bI C MPUBJICUCHUEM CIEIMATUCTOB MPABOOXPAHUTEIbHBIX
OpraHoB, CHEIHAINUCTOB B 00JIaCTH CPEJCTB KOMIIBIOTEPHOU TEXHUKH, 110 BEJICHUIO
OAHKOBCKOI'O y4eTa C MCIOJb30BaHUEM CPEJCTB KOMIIBIOTEPHOM TEXHHKH,
JIOKyMEHTOOOOpOTY, OpraHu3alud OyxydeTa W OTYETHOCTH, CIEUUATUCTOB I10
oOecrieyeHunto 0€30MacHOCTH MHGOPMAIIMK B KOMIIBIOTEPHBIX CUCTEMAX.

B xoze cyne6Ho-0Oyxrantepckoil SKCIepTH3bl YCTaHABIMBAIOTCS HAPYILICHUS
TpeOOBaHUI TMONOKEHU O JOKYMEHTOOOOpOTe, HUX NPUYUHBI (C LEJbIO
COBEPIICHUS MPECTYIUICHUS, 3J0YMOTPEOJICHUSI WIIM OIIMOKK) U OTBETCTBEHHBIE
JULA 33 9TU HapyIICHUS.

Pe3ynbpTaThl NpOrpaMMHO-TEXHUYECKON 3KCIEPTU3bl, KaK 3aKII0UYECHHE
AKCIIEPTOB, UIPAIOT POJIb JI0KA3aTeNbCTB B mpouecce cyga. C MOMOLIBIO TaKux
HKCIIEPTU3 MOTYT PEIIATHCS CIETYIOIINE 3a0auH:

1. Bocrnpoussenenue uHbopmanuu, coaepxamieiics Ha (QU3nYECKux
HOCHUTEJISIX.
2. BoccranoBnenue  umHpopmainuu, paHee — COJEpKaBIeWcs — Ha

(1)I/I3I/I‘-ICCKI/IX HOCHUTCIKIX WM B IIOCICACTBHHU CTepTOﬁ WIM M3MEHEHHOM IIO
Pa3INYHbIM IIPUYHUHAM.

3. VYcraHoB/IEHHE BpPEMEHM BBOJA, W3MEHEHHE, YHHMUTOKEHHE JHO0
KOIMPOBaHUE TOW WJIM MHOU MH(OpMaIuu.

4, PacmmmdpoBka 3akoaupoBaHHONW HHOpMaluu, noAdOp mapojieid u
PACKpBITHE CUCTEM 3alLUTHI.

S. VYcTaHOBIEHHE aBTOPCTBA, MECTA, CPENICTBA, MOATOTOBKU M crocoba
W3TOTOBJICHUSI IOKYMEHTOB ((haijioB, IporpaMm).

6. BrisicHeHHsT  BO3MOXHBIX ~ KaHaJIOB  yTeYkH HHPOpMALMU U3
KOMIIBIOTEPHOW CETH U MIOMEIICHUM.

7. BbIsICHEHHE TEXHUYECKOTO COCTOSIHHSA, WCIPAaBHOCTH NPOrPaMMHO-

aIrmapaTHbIX KOMIUIEKCOB, BO3MOXHOCTH MX aJalTalUy [0 KOHKPETHOTO
IIOJIb30BATEIIS.

8. VYcraHoBieHUs ypoBHS MPOQPECCHOHATBHON MOATOTOBKUA OTIEITHHBIX
JUI, TPOXOMASIIUX IO Jeldy B 00JIacTh NPOrpaMMHpPOBAHMS M B KayecTBE
IIOJIb30BATEIS.

1.3. MexayHapoaHble CTaHIAPTHBI M COIJIAlleHHWS B  00JacTH
0e30macHOCTH HH(POPMALMOHHBIX TEXHOJIOT U

KitoueBbim aCreKTOM pelIeHus poOJIeMBI 0e30macHOCTH
uHpopmarmonubix TexHonoruit (UT) sBnsiercs BbIpabOTKa cUCTEMbI TpeOOBaHUMH,
KpUTEpUEB M TMOKa3zaresiei /g oueHku ypoBHs OezomacHoctu MT. Heobxoaumo
ObUIO pa3paboTaTh 3Ty CUCTEMY B BHJI€ MEXAYHAPOIHOIO CTaHAapTa.

B 1990 r. Mexnaynaponnoit opranmu3anueit mo cragaaprusamnun (ISO) Obuia
Hayata pa3paboTKa MEXIYHApOJHOTO CTaHAapTa KPUTEPUEB OLICHKH AJisi OOLIETO



ucrnonb3oBanus. Bepcust 1.0 OK 6bna 3aBepmiena CCEB B sHBape 1996 1. u
onoopena ISO B anpene 1996 r. bera-pepcus 2.0 OK nosiBuiiack B oktssope 1997 1.

B pesynbrate atux pabdot nmosBuics MexayHapoausiii ctanaapt [SO/IEC
15408-99 " Kpurepuu o1ieHKH 0€30MacHOCTH HH(OOPMAIIMOHHBIX TEXHOJIOTHH" MIN
Tak HazpiBaeMble " OOIue Kkputepuu'.

B Poccun ananormunbiii crangapt noarotoBieH B 2001r. Oto 'OCT P
NCO/M3K 15408-1-2001 «Kputepun oreHKH 06€30MaCHOCTH UH(POPMAIIMOHHBIX
TEXHOJIOTUID.

Hanusenii ctangapt comaepxut obmme kputepun (OK) oreHkn 6€30macHOCTH
WH()OPMAITMOHHBIX TEXHOJIOTHH W TMpeJHa3HAauYeH B KadyeCTBE PYKOBOJCTBA IPHU
pa3paboTke ¥ TpH MNPUOOPETEHHH KOMMEPYECKHX MPOTYKTOB MM CHUCTEM C
bynkusmu 6e3onacHocty UT.

OK npumennmsbl k MepaMm 6e3onacHoctu UT, peanuzyeMbiM annapaTHbIMH,
MpOrpaMMHO-aNMNapaTHBIMU W MPOTPAaMMHBIMU cpeAcTBamu. Kpurepunm s
OLICHKU CHEIU(PUYECKUX KAYECTB KPUNTOrpaduyecKUX aJrOpUTMOB HE BXOMST B
OK

OK 6e3omacnoctu npoaykToB u cucteM WT npenHazHaueHbl B OCHOBHOM
JUTsl ToTpeduTene, pa3paboTYMKOB U OLICHIIUKOB.

OK nmnpenocTaBisitoT MOTPEOUTENSIM, HE3aBUCUMYIO OT peaju3aluu
CTPYKTYpY, HasbiBaeMyio mpodwiem 3amutbl (I13), 118 BbIpakeHus uxX
cnenuguyeckux TpedboBaHuii kK MmepaM 6ezonacHocTH T B 00bEKTE OLICHKH.

Kpome ykazannoro Beiie ncnosb3yercs takxke ['OCT P50922-96 «3amura
uHopmaru. OCHOBHbBIE TEPMUHBI U OTIPEACICHUSY.

B nHacTosiiiee Bpemsi pa3paboTaH M ACHCTBYET €IIe OJIMH MEXyHapOIHBIM
ctangapt ISO/IEC 17799 "be3zonacHocTh HH(POPMAITMOHHBIX CUCTEM".

IIpencraButenu 26 eBponeiickux crpan, a takxke Kanagel, CIIA, FOAP u
Anonun noanucanu 23 HosOps 2001 r. B bynanemTe koHBeHIU0 1Mo 60prode ¢
kuOepnpecTynHocThio. KoHBeHIMST pa3padarbiBajgach CHEIUATBHBIM KOMHUTETOM
Coseta EBponbl ipu yuactuu opuctoB CIIA u apyrux cTpaH B TEUEHHE YETHIPEX
net. CeMHaquUaThio rocyJapcTBaMu, BKiIrodas Poccuio, JOKyMEHT HE IMOJIWCAaH,
CUMTAas, YTO OHA HAPYIIAET IIpaBa YEIOBEKA.

KonTpoabHbIe BONpochI

1. HazoBute OCOOCHHOCTH paccieoBaHusl KOMITBIOTEPHBIX
IIPECTYILICHUMN.

2. Kakue 3amaum pemarorcs cyaeOHO-OyXTraJTepckol M MporpaMMHO-
TEXHUYECKOU DKCIIEPTU3aMU MTPU MTPOBEACHNUHN CIICICTBEHHBIX IEUCTBUIM?

3. CymectBytomiasi kjiaccuuKaluusg KOMIBIOTEPHBIX MPECTYIUICHUH.
Metoast HC/I.

4, MeTonbl 1 IpUeMBbI TPEAYIPEKICHHUSI KOMIIBIOTEPHBIX MPECTYIUICHUN.

AHaJIN3 KOMIBIOTEPHBIX MPECTYTICHUIA.



5. B kakux nOoKyMeHTax MpeJCTaBlIeHbl HOPMbI IPABOBOTO 00ECIICUCHUS
3amuThl HHPopmaruu B AC?

6.  Uro mpencraBusieT coboit fokyMeHT «I[lonmmTrka 6e30macHOCTI» ?

7.  Kakme MOKyMEHTHI HEOOXOAMMO TMPEACTABUTH JJIsi TPUCBOCHHS
KJ1acca 3alluIeHHOCTH

AC?

8.  BpmonHeHWe KakuxX MpaBuil 0€30MacHOCTH 00ECIeYMBACTCS ITyTEM
peanuzaruu «llonmutrku 6e30macHOCTI?

Q. ['me ykazanwsl TpeOoBaHUS K 0€30MMACHOCTH KOMITBIOTEPHBIX CETeH B

P®?
10. MexnayHapoaHbIe coTanieHus B MHGOPMAIIMOHHOHN cdepe.

2. 3AIIIUTA HHTEJUIEKTYAJBHOM COBCTBEHHOCTHU
2.1. O0BeKTHI HHTEJIEKTYAJIbHOH COOCTBEHHOCTH

Pe3ynbTaTom MHTEIUIEKTYaJIbHOU NEATEIbHOCTH ABJISIETCSA
WHOOPMAITMOHHBIA TMPOAYKT, KOTOPBIA TMPEACTaBISETCS HA pPBIHKE B BHUJE
MH()OPMAITMOHHBIX TOBAPOB U YCIYT.

BnepBbie ke moHsTHE “UHTEIUIEKTyajdbHasi COOCTBEHHOCThH MPO3BYYalIO y
Hac B 1990 roay B Tekcre 3akoHa “O codctBeHHOCTH B PCDCP”.

3aKoHOJATEIbHBIMU akTaMu P® periameHTHpyeTcsi NpaBo COOCTBEHHOCTH
Ha HHPOPMAIMIO, TOJYYEHHYIO HOPUIWYECKUMUA U (U3UYECKUMHU JIUIAMH B
pe3yabTaTe MHTEUICKTYaIbHON JEATENIbHOCTU. ITO HUCKJIIOYUTEILHOE MPaBo
MPEICTABIIAET COOOM MHTEIUICKTYaIbHYIO0 COOCTBEHHOCTD.

OnpenencHue “UHTEINICKTyallbHash COOCTBEHHOCTH JaHO B KoHBeHIUH,
yupexpaaronieii BceMupHyro OpraHu3alyi0 HMHTEIUIEKTyaIbHOW COOCTBEHHOCTHU
(BOUC), mpunstoit Ha CrokronbMmMckoil koHdpepeHmuun B 1967 romy w
patudunupoBanHot B 1968 romy CCCP. B poccuiickoM 3aKkoHOIATEILCTBE
Borpockl 3auuThl UC pacecmotpens! B 1-i u 2-it yactsax ['K PO.

NurennexryansHas  cobcrBeHHocth ('K wacts 1, cr.  138) -
UCKJIIOYUTEIFHOE MPABO TpakJAaHWHA WM HOPUAUMYECKOrO JHUIA Ha pPe3yJbTaThl
UHTEJJICKTYalIbHOW ~ JIEITEIbHOCTM W TPUPABHEHHBIE K HHUM  CpEACTBa
WHIMBUAYAIU3alMd  IOPUJIMUECKOTO JIMIA, WHIUBUAYAJIU3AlUA MPOAYKIUH,
BBITIOJTHEHHBIX Pa0oT wiK yciyr (GupMeHHOE HAaMMEHOBAHKUE, TOBAPHBIM 3HAK U T.
n.). Mcnonp30BaHue pe3yibTaTOB WHTEIUICKTYadbHOM JESTEIILHOCTH U CPEJICTB
WHJMBUAYaINU3allid, KOTOpPBIE SBISIOTCS OOBEKTOM HCKIIOYUTEIBHBIX IIPaB,
MOKET OCYIIECTBIIATHCS TPETHUMHU JIUI[AMHU TOJIKO C COTJIACHs MTPaBOOOIa aTeIs.

Yrtounenus nansl B 4-it yactu 'K P®, npunston 18.12.2006r. Ne 230.

Pe3ynbTaTaMyu UHTEIIEKTYAJIbHOU JIEATEIBbHOCTH U MPUPABHEHHBIMUA K HUM
CpeICTBaMH WHAMBUAYATU3ANNHN IOPUANYECKUX JIUIl, TOBApOB, PabOT, yCIyr H



MPEANPUATAN, KOTOPHIM MPEAOCTABIIACTCS MPaBOBasi oxpaHa (MHTEIUICKTYalbHOMN
COOCTBEHHOCTBIO), SBIISIOTCS:

1)  mpou3sBeJCHHS HAYKH, JINTEPATYPhI U HCKYCCTBA,

2)  mporpaMMbl  JUISL  DJIGKTPOHHBIX ~ BBIUMCIIMTENIBHBIX  MAIMH
(mporpammsbl i1 DBM);

3) 0a3bl JaHHBIX;

4)  HCIOJHEHUS;

5)  ¢donorpammer;

6) coobmenne B >hup wiam 1Mo Kabemro paaWo- WIM TeJernepenad
(Bemanue opraHu3aiuii 3pUPHOTO WK KaOETLHOTO BEIaHuU);

7)  u300peTeHHS;

8)  moae3HbBIC MOIENH;

9)  IPOMBINUICHHBIC OOPA3IIH;

10) ceneKUMOHHBIC TOCTHKECHUS,

11) TOMOJIOTMU MHTETPAIbHBIX MHUKPOCXEM;

12)  cexpeThl MPOU3BOACTBA (HOY-XaY);

13) ¢dupmMeHHbIC HANMCHOBAHHS,

14)  ToBapHbBIC 3HAKU M 3HAKH 00CTY)KHBaHUS;

15) HaMMEHOBaHHS MECT IMPOUCXOXKICHHS TOBAPOB;

16) kommepueckre 0003HAUCHHUS.

Ha pe3ynbpTaThl HHTEIICKTYIBHONW NEATEILHOCTH W MPUPABHEHHBIC K HUM
CpeICTBa WHIWBHUIyaIH3aIuU (pe3yIbTaThl WHTEIUICKTYaJbHON NESTEIBHOCTH |
CpeICTBa WHAWBHUAYyATU3allMN) TPU3HAIOTCS WHTEUICKTYalbHBIC TIpaBa, KOTOPHIC
BKJTFOYAIOT MCKITIOYUTEIIBHOE TPABO, SABJISIONICECS WMYIIECTBEHHBIM MPaBOM, a B
CyJasX, TpPEeIyCMOTPEHHBIX  HacTosmuM  KojekcoMm, Takke  JIMYHBIC
HEMMYIIIECTBEHHBIC TpaBa W WHBIC MpaBa (IIPaBO CIEAOBAHUS, MPABO JOCTyNa H
Apyrue).

CymiecTByeT TpW OOIIENpU3HAHHBIE B MHUPE TMPABOBBIE (POPMBI 3aAITUTHI
WHTEJUICKTYallbHOM COOCTBEHHOCTH: AaBTOPCKOE IMPaBO, IMATEHTHOE TIPaBO, U
CEKpEThI MPOU3BOICTBA.

ABTOpCKOE TIpaBo - popMa MPaBOBOM 3aIUTHI B OTHOIIIEHUH JTUTEPATYPHBIX,
XYJI0KECTBEHHBIX U HAYYHBIX MPOU3BEICHU.

[TatenTHOE TIpaBO - (hopma MPaBOBOM 3aIIUTHI B OTHOIICHUH W300pETCHHI
BO BCEX 00JIACTSIX YETIOBEUECKOH JAeATEIbHOCTH.

CexpeTbl Tpou3BOJICTBa (HOY-Xay) - ¢opma TpaBOBOM 3alUThI JIFOOBIX
MOJIC3HBIX  CBEJCHUS  (TIPOM3BOJICTBCHHBIX, TEXHUYCCKUX, OSKOHOMUYECKHX,
OpraHU3alMOHHBIX U APYTHX).

Hcropuueckas crpaska.

IlepBbIil 3aKk0H 00 aBTOPCKOM MpaBe ObLI MpuHAT B AHriauu B 1710 ronay.
OxpaHa JTMYHBIX TIPaB JaBajiach Ha 14 JeT ¢ npojjieHueM eiie Ha 14 ner.

[lepBbiM maTeHTHBIM 3akoHOM Oblma  [lekmapamuss  BeHenmanckoit
pecniyOnuku B 1474r. N3o0peTaTens momyyan npuBwieruto (mateHt) Ha 10 mer.

B Poccum Bbimaua mpuBuieruii Hadamach ¢ 1748r. OOmmit 3akoH «O
MPUBKWIETHUSX...» MOsIBUJICA B 1812r.
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B P® 1o HemaBHEro BpeMEHHU IEWCTBOBAIM CIEAYIOLIME 3aKOHOJAATEIbHbIE
aKThl, 3alIUIIAIONIME MTpaBa FPAKJIAH U IOPUIUYECKUX JIUI HA Pe3yibTaThl CBOEH
WHTEJUICKTYalIbHOM JESITEIbHOCTH.

1. 3akoH P® “O0 aBTOpCcKOM MpaBe U CMEXHBIX MpaBax’, oT 9.07.93r.
No5351-1 (penakiust ot 20.07.04r. No72).

2. 3axoH P® “TlarentHsrii 3akoH PD”, ot 23.09.92r. Ne 3517-1.

3. 3akoH P® “O npaBoBoii oxpaHne nporpamm juist OBM u 0a3 gaHHbIX”,
oT 23.09.92r. Ne3523-1.

4, 3akoH P® “O mnpaBoBOM OXpaHe TOMNOJOTHA HWHTErpaIbHBIX
Mukpocxem”, oT 23.09.92r. Ne3526-1.

S. 3akon P® “O ToBapHBIX 3HaKaxX, 3HaKaX OOCITYXHUBaHUS W
HAaMMEHOBAaHUU MECT TPOUCXO0XKI€HU TOBapoB”, oT 23.09.92r. Ne 3520-1.

6. 3akoH PO “O KOHKypeHUIHMH W OTPAHUYEHUH MOHOMOJUCTHUYECKOMN

JEATEILHOCTH Ha TOBapHBIX pbIiHKAX’, OoT 22.03.91r. Ne948-1. (Pen. ot 9 okTs6ps
2002 r Nel122-®3).

7. 3akoH P® "O 3ammre koHkypeniuu', ot 26.07.2006r. L135-D3.

ITocne Bcrymnenus B cuiy ¢ 1 sHBaps 2008r 4-it wactu ['paxkmanckoro
KoJekca P®, KkoTopasg TOCBsIIEHA HOPMUPOBAHHUIO MpPAaB HAa PE3YyJIbTAThI
WHTEJUICKTYallbHOM COOCTBEHHOCTH, MOTEPSUIO CHIIY OOJIBIIMHCTBO YKa3aHHBIX
BhIIIE 3aK0HOB P®, kacaromuxcs 3amuTthl VIC.

3aKJIIOYEHBl CIIEAYIONIUE MEXKIYHApOAHbIE KOHBEHIIMM U COTJIAIlICHUs,
CBSI3aHHBIC C OXPAHOW UHTEIUIEKTYaJIbHOW COOCTBEHHOCTH:

1. KoHBeH1Ms 0 0XpaHe MPOMBIIUIEHHONW cOOCTBEHHOCTH OT 20 MapTa
1883r. (penakuus ot 2 oktsa0psa 1979r.), 3akmouenHnas B [laproke.
2. KonBenmusi 1o oxpaHe JIUTEPATypHBIX H  XYAOXKXECTBEHHBIX

npousBeAeHu oT 9 ceHtsOps 1886r., 3akmoueHHas B bepHe (mocnemnsis
penakius 1971r.).

3. KoHBeHIMs 0 MEXTyHApOIHOM perucTpanuu GadpudHbIX U TOBAPHBIX
3HakoB oT 14 ampens 1891r. (pemakiust oT 2 oktsaOpss 1979r.), 3akitoueHHast B
Manpune.

4, Bcemupnass (OKeneBckasi) KOHBEeHITMSI 00 aBTOPCKOM TIpaBe OT 6
oKTsI0pst 1952r., 3akntoueHHas B JKenese.

S. KoHBeHIMs 10 0XpaHe MHTEPECOB MPOU3BOAUTENECH (HOHOTpAMM OT

HE3aKOHHOTO BOCIpOM3BeneHUus (poHorpamMm oT 29 okTsi0psa 1971r., 3aknroueHHas
B JKeHese.

6. KouBenius, yupexaaronias BCEMUPHYIO OpraHU3aLII0
WHTEJJIEKTYalIbHOW CcOOCTBEHHOCTH OT 14 wutonsa 1967r. (penmakius 2 OKTAOps
1979r.), 3akmroueHHas B CTOKIoJIbMe.

7. bproccenbckass KOHBEHIIUS O PACHPOCTPAHEHHE HECYIIUX CHUTHAJIOB,
NepeaBaeMbIX yepe3 CIyTHUKHU OT 21.mas 1974r.

8. EBpasuiickas mareHTHasi KOHBeHIUs 1994 r.

Q. ['aarckoe cornameHue MO0 MEXAYHAPOJHOMY  JE€IOHUPOBAHUIO

IIPOMBIIIJICHHBIX 00pa3ioB oT 28 Hos0ps 1960r. (penakums ot 2 okTsa0ps 1979r.).
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10. MexnayHaponHas KOHBEHIIMS 00 OXpaHE WHTEPECOB HCIOJHUTEIEH,
npou3BoAUTENeH (HOHOTpaMM H BEIIATENbHBIX OPTaHU3AINNA, 3aKIIOYCHHOH B
Pume 26 oxts6ps 1961r. ("Pumckas konBeHus").

PaccmoTpum ocHOBHBIE TIpaBoBbie HOPMBI 3amuThl MC.

2.2. IlpaBoBble HOPMBI 3aIIUTHI HHTE/LUIEKTYAJbHOI COOCTBEHHOCTH

ITPABOBASI OXPAHA ABTOPCKUX U CMEXHBIX ITPAB

3aKOH peryaupyeT OTHOIICHHS, BO3HUKAIOIIME TIPU CO3JAaHUU H
UCIIOJIb30BaHUU TPOU3BEACHUN HAayKH, JHUTEpaTypbl M HUCKycCTBa (aBTOpPCKOE
npaBo), (OHOTpaMM HCTIOJIHHUTENEH, TOCTAHOBOK, Mepeady opraHu3anuil 3GupHO
WM KaOEJIHbHOTO BEIIaHus (CMEKHBIC TIPaBa).

ABTOpCKOE MpaBO pacHpoCTpaHseTCss Kak Ha OOHApOJOBAaHHBIC, TaK U Ha
HEOOHApOJOBAHHbIE NIPOU3BE/ICHUS, CYIIECTBYIOIINE B KaKOW MO0 OOBEKTUBHOMN
dbopme: -MUCHbMEHHOMT;

-yCTHOH (BBICTYIJIEHUE, UCTIOJIHEHUE U T.11.);

-3BYKO- WJIM BUJICO3AINCH;

-n300paxeHus (pPUCYHOK, YepPTEXK, Tele-, POTOKAIp U T.11.);

-00bEMHO-TIPOCTPAHCTBEHHOM (CKYJIBNTYpa, MAKET U T.1.);

-B Ipyrux popmax.

K oObekTam aBTOpPCKMX MpaB TaKXe OTHOCATCS Hporpammbsl s OBM,
KOTOPBIE OXPAHSIOTCS KaK JUTepaTypHbIC TPOU3BEICHHUS.

ABTOp - (Qu3MUECKOe JHII0, TBOPUYECKUM TPYAOM KOTOPOTO CO3JaHO
npousBeneHne. ABTOPCKOE MpaBO HE pACHpPOCTPaHSETCSs Ha HWIEH, METOJbI,
MPOIIECCHI, CUCTEMBI, KOHIICTIIIUN, TTPUHITUIIBI, OTKPBITHS, (DAKTHI.

He sBastorcs oObeKTamMu aBTOPCKOTO TMpaBa: O(UIIMATBHBIC TOKYMEHTHI
(3aKOHBI, CyAeOHBIC pEIIeHUs U T. 11.); TOCYJApCTBEHHBIE CHMBOJIBI M 3HAKH
(¢pmaru, repObI, Op/IeHa U T.11.); MPOU3BEICHUS HAPOIHOTO TBOPUECTBA,

COOOIIEHHS 0 COOBITUAX U (haKTax, UMEIoIe HHHOPMAITMOHHBIN XapaKTep.

ABTOpCKOE MpaBo Ha MPOU3BEACHUE BOSHUKAET B CHIIy ()aKTa €ro CO3/JaHusl.
Jlis BO3HHMKHOBEHHSI UM OCYILECTBIEHMsS aBTOPCKOrO IIpaBa He Tpedyercs
perucTpanyy Mpou3BeIeHUS WU COOMIOCHUS KaKuX - TH00 (pOopMaTbHOCTEH.

B otHOomenuu nporpamm uist 9BM u 0a3 JaHHBIX BO3MOXHA PErvcTpalus,
OCyIIecTBIsieMasl MO JKEJaHWI0 TMpaBooOianaresss B COOTBETCTBUU C TMpaBHIIAMU
ctatbu 1262 Hactosmniero Koaekca.

ObnagaTens UCKIIOYUTENBHBIX aBTOPCKUX MPaB JJI OMOBEIICHUS O CBOUX
nmpaBax BIpPaBE MCIOIB30BaTh 3HAK OXpaHbl aBTOPCKOTO TIpaBa, KOTOPBIA
MOMEIIAETCSl Ha KaKIOM DJK3EMIUISIPE TPOM3BEACHUS W COCTOUT U3 TpPEX
3JIEMEHTOB: JIATUHCKOM OYKBHI “C” B OKPY>KHOCTH:

MMEHU (HauMEHOBaHUsI) 00JIa1aTelNsi UCKIIOUNTEIBHBIX TIPaB; Toja MepBOTro
OIyOJIMKOBaHUS IPOU3BEICHUSI.

[Ipu omyOiMKOBaHWUU TPOW3BEACHUS AHOHMMHO WJIHM TOJ] TICEBJOHHMMOM
MPEICTaBUTENIEM aBTOpPa B COOTBETCTBHH C JaHHBIM 3aKOHOM SIBIISICTCS W3/1aTellb,
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KOTOPBI MMEET MPaBO 3allUIIaTh IPaBa aBTOpa IOKA aBTOP HE PACKPOET CBOIO
JINYHOCT.

[Ipu coaBTOopcTBE (IIPOU3BEIACHUE CO3AAHO JBYMsI W 0OoJiee JIMIIAMM)
aBTOPCKOE MPABO MPUHAJIEKUT COABTOPAM COBMECTHO, HE3aBUCHMO OT XapaKTepa
U CTPYKTYpbl TpOU3BEJCHUSA (HEpa3pbIBHOE 1I€JI0€ WM HMEET OTIC/IbHbIC
CaMOCTOATEIIbHBIE YaCTH).

Ecniu mnpousBeneHue co3MaHO B TMOPSAKE BBIMOJHEHUS —CIY>KEOHBIX
oOs3aHHOCTEH, (CITy’)keOHOE TPOU3BEACHHE) TO AaBTOPCKOE TIPAaBO HA HETO
INPUHALIEKUT aBTOPY CIIY)KEOHOTO IMPOU3BEIACHUS, a UCKIIOYUTENbHBIE MpaBa Ha
€ro UCIOIb30BaHUs - pabOTOAATEITIO.

ABTOpPCKOE BO3HArpaKJA€HUE MPU ITOM ONPEIEISAETCS JTOrOBOPOM MEKIY
aBTOPOM M paboToAaTeIeM.

ABTOpY B OTHOIICHUM €r0 TMPOU3BEACHUN TMPUHAMICKAT JIMYHbBIC
HEUMYIIECTBEHHBIE

npasa (IIpaBo MPU3HABATHCS aBTOPOM, IIPaBO OOHAPOI0BATH WJIM pa3peliaTh
0oOHapo/I0BaTh MPOM3BEACHUS, MTPABO HA 3AIUTY MPOU3BEICHUS OT UCKAXKEHUS U
JIp. TIOCATATEIbCTB) W HWCKIIOUUTENbHBIE HUMYIIECTBEHHBbIE MpaBa (MpaBO Ha
UCIIOJIb30BaHUE - BOCIPOU3BOJNTH, MOKA3bIBATh, UCIOIHATh, PACHPOCTPAHATH U
T.J.).

ABTOpCKOE MPaBo JEUCTBYET B TEUCHUM BCEMl U3HU aBTopa u 70 JieT mocie
€ro CMEpTH.

B cdepe aBTopckoro npasa 10 70-x rogoB mpouuioro Beka B Poccuu cpok
JIEVCTBHS UCKIIFOYUTEIBHBIX MIPaB COCTaBIsLI 15 neT mocie cMeptu aBTopa, ¢ 1973
T. OB yBEIWYEH 10 25 JIeT.

B 1991 r. B «OcHoBax rpaxaaHckoro 3akoHogarenbctsa Coroza CCP» cpok
JEWCTBUS aBTOPCKUX Mpas cocTaBui S0 Jer.

B 2004 r. Obutn ipuHSATHI TONpaBKu K 3akoHy P® “O06 aBTOpCKOM MpaBe u
CMEXKHBIX IpaBax’ TJI€ JACHCTBUE aBTOPCKOrO IpaBa YCTAHOBJIEHO C YYETOM
JEUCTBYIOIIUX MEXIYHAPOJIHBIX HOPM B T€UEHHM BCEH XKU3HU aBTOopa U 70 ner
IIOCJIE €r0 CMEPTHU

[TonpaBku, BcTynuBimme B cuiy ¢ 1 centsiops 2006 r., o3HayaroT, 4TO
pa3MEIlEHHbIE B CETH, HANpUMEP, TEKCThl KHUT WU MY3bIKaJbHbIC (alabl B
dbopmare mp3 OXpaHAIOTCS aBTOPCKUM MPABOM TaK K€, KaK OObIYHBIC KHUTU WJIH
KOMMOAaKT- 7ucku. OHU noanagaroT moj aeicteue cT. 146 YromosHoro kojaekca PO
("HapyiieHne aBTOpPCKMX M CMEXHBIX IpaB"), mpeaycMaTpUBAIOLIECH HaKa3aHHUe
JUTSl TUPATOB B BUJIE JIUIIEHHS CBOOOBI HA CPOK JI0 TISITH JIET.

Teneps Biagensibl Mmp3-cailToB, HampuMmep, AOKHBI — IOJNUCATH
JMIEH3UOHHBIE COTJIAIIEHUS CO BCEMU MOCTABIIMKAMU MY3bIKH.

Hcreuenue cpoka AEMCTBUS aBTOPCKOT'O IMpaBa Ha MPOMU3BE/ICHUS O3HAYAET
UX Mepexo/i B 00LIECTBEHHOE JOCTOSIHUE.

[IpaBo aBTOpCTBa, MPAaBO Ha UMS M MPaBO Ha 3alIUTy pEeHyTallMu aBTOpa
OXpaHs0TCs 0€CCPOUHO.

3HaK OXpaHbl CMEXKHBIX IpaB - OykBa ‘“P” B OKpy>KHOCTH, UMs 0OJiafaTens
paB ¥ TOJ] MEPBOTO OMyOIUKOBaHUS (POHOTPAMMBI.
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HckmrounTenbHOE NpaBO HA UCIIOJHEHUE JECUCTBYET B TEUEHUE BCEM KU3HU
WCITOJIHUTEIS, HO HE MEHEE MATHIECATH JIET, cunTas ¢ 1 sstHBaps rojia, CleayIoIero
32 roJIoM, B KOTOPOM OCYIIECTBJIEHbI HMCIOJHEHUE, JHO0 3aluch HCIOJHEHUS,
au00 cOoOoOIIeHNEe HWCIOIHEHUsS B 3¢up wik no kademro. Ilo ucTeyenun cpoka
JNEUCTBUS MCKJIIOYUTENIBHOTO TpaBa HAa HCIOJHEHUE ATO MPaBO MNEPEXOAUT B
OOIIIECTBEHHOE JI0CTOSTHUE.

HcknrountenbHoe npaBo Ha GOHOrpamMMy JAEHCTBYET B TEUEHUE MSTHAECITH
JeT, cumtas ¢ | sHBaps roma, CIEAYIOMIETO 3a TOIOM, B KOTOpPOM ObLIa
OCYIIIECTBJICHA 3aITHCh.

B cooTBeTcTBHM C 3aKOHOM 3amlpemIaeTCs HWMIIOPTHPOBATH 3K3EMILIAPHI
dboHOTpaMM B TEIAX PACIPOCTPAHCHUS, TEpeneibIBaTh, MPOAABaThH W
BOCITPOMU3BOANTH 0€3 pa3penieHus X MpaBoo0IagaTesci.

ITPABOBAS OXPAHA ITPOI'PAMM JUUIA 5BM U BA3 TAHHBIX

[Iporpammel miis OBM u 6a3bl JaHHBIX OTHOCSTCS 3aKOHOM K OOBEKTaM
aBTopckoro mpasa. [Iporpammam minst 9BM mpenocraBisieTcsl mpaBoBasi OXpaHa
KaK TIPOU3BEACHUSIM JIUTEPATYphl, a 0a3aM TaHHBIX - KaK COOpPHUKAM.

ba3oii naHHBIX sBIsAETCS TPEACTAaBICHHas B OOBEKTUBHOU (opme
COBOKYITHOCTb CaMOCTOSITEJIbHBIX MaTepHalIOB (CTaTeH, pacueToB, HOPMATHUBHBIX
aKTOB, CyleOHBIX  pEIIeHHA W  HMHBIX  MOJOOHBIX  MaTepHayioB),
CHUCTEMATU3UPOBAHHBIX TAKUM OOpa3oM, 4TOObI ATH MaTepUaIbl MOTJIU OBITh
HaliJIeHbl U 00pabOTaHbl C MOMOIIBIO SJIEKTPOHHOW BBIYMCIUTEIIBHOM MAIIMHBI
(OBM).

[IpaBooGnanaTens B TEUCHUE CPOKA JEUCTBUS UCKIIIOUUTEIBHOTO MpaBa Ha
nporpammy Uit OBM unum Ha 0a3y AaHHBIX MOXKET IO CBOEMY >KEJIaHUIO
3apEeTUCTPUPOBATh TAKYIO MPOTPpaMMy WM Takyr 0a3zy JaHHBIX B (eneparbHOM
OpraHe MCTIOJHUTEIHHOM BIIACTU MO MHTEIUIEKTYaIbHON COOCTBEHHOCTH.

1. HckirountensHOe TpaBO M3TOTOBUTENSI 0a3bl JAHHBIX BO3HHUKAET B
MOMEHT 3aBEPILCHHS €€ CO3/IaHMs U JEHUCTBYET B TEUEHUE MATHAAUATHU JIET, CUUTAS
c 1 sHBaps roja, ClIeAYIOMIErO 3a roAOM €€ co3aaHus. VCKIoYuTenpHOe MpaBo
U3rOTOBUTENS 0a3bl JAHHBIX, 0OHAPOJIOBAHHON B yKa3aHHBINA MEPUOJ, JCHCTBYET B
TEUEHHUE MATHAALATH JIET, cuuTas ¢ | sHBaps roja, CIEIyIOLIETrO 3a TOJAOM €€
oOHapO0BaHUS.

2. Cpoku, TmpemyCMOTPEHHbIE MYHKTOM |  HacTOSIIEH  CTaThH,
BO300HOBIISIFOTCS MPU KaXA0M OOHOBJIEHUU 0a3bl IaHHBIX.

Nmnopt, THUpaxkupoBaHHWE, TpoAaxa, a TakKKe HWHOE BBEICHHE B
TPOKIAHCKUM  O00OpPOT  DK3EMIUIIPOB  mporpamMM  0€3  pas3pelieHus  Ux
MpaBoo00IIaIaTelIel SIBISETCS HApyITUTEIEM aBTOPCKOTO paBa.

Cyn MOXET HaJlOXKWUTh apecT Ha BCE OK3EMIUIAPbl MPOWU3BEICHUSA, B
OTHOIIEHUU KOTOPBIX MPEIOIAraeTcs, YT0 OHHM SBISIOTCS KOHTpa(aKTHBIMH, a
TaK)Ke Ha MaTepuasbl 1 000pyI0BaHNE, UCTIOJIb3yEeMbIe WIIH MPETHA3SHAUYCHHBIE /IS
WX U3TOTOBJIEHUS UM BOCIIPOU3BEACHUS

KonTpadakTHpIMH TPU3HAIOTCA 3K3EMIUIIPHI TPOTPAMMBI, HW3TOTOBJICHHE
WJIM MCTIOJ30BAHKME KOTOPBIX BJIEUET 32 COOOM HAPYIIICHHs aBTOPCKOTO MpaBa.
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CB00OOHOE BOCTPOU3BEACHHE MPOU3BEIACHUS B JUYHBIX IENAX (CTaThs
1273).

Jlomyckaetcst 6e3 coriacusi aBTopa WM WHOTO MpaBooOianaTtens u 0e3
BBITLJIATHl BO3HAIPAXKJICHHUS BOCIPOU3BEIACHUE TPAXKJAHWUHOM HCKIIOUUTEIBHO B
JIMYHBIX LEJIX, 3a UCKIFOUCHUEM:

1)  BocmpoW3BeICHUS MPOU3BEIACHUN apXUTEKTYpbl B (hopMe 31aHUil U
aHAJIOTUYHBIX COOPYKEHUN;

2)  BoOcHpowm3BeACHHS 0a3 JaHHBIX MM MX CYIISCTBEHHBIX YaCTCH;

3)  Bocmpoum3BeneHHS ~mporpaMMm Uit OBM, kpome  ciydacs,
npeaycMoTpeHHbIX ctatbeit 1280 nactosiero Konekca (Hanpumep, 1Jisi apXUBHBIX
1esnemn);

4)  penpoaylupoBaHUs KHUT (ITOJIHOCTHIO) M HOTHBIX TEKCTOB,;

5)  BuUIcO3aNKCH ayIHOBU3YAILHOTO NMPOU3BEICHUS TPU €ro MyOIHIHOM
UCIIOJIHEHUH B MECTE, OTKPBITOM ]Il CBOOOJIHOTO MOCEUICHUS, UM B MECTE, IJe
MPUCYTCTBYET 3HAYUTEIHHOE YHUCIIO JIUII, HE MPUHAJICKAITUX K OOBIYHOMY KPYTY
CEMBbHU;

6)  BOCHpPOM3BEACHHUS AayJAHMOBHU3YAJbHOTO IPOU3BEACHHUS C IOMOIIBIO
poecCUOHANLHOTO 000PYI0BaHUSI, HE MPEAHA3HAYECHHOTO ISl UCIIOJIb30BAHUS B
JIOMAIIHUX YCIIOBUSIX.

TEXHUYECKUE CPEACTBA 3AIIUTHI ABTOPCKUX ITTPAB

1. TeXHUYEeCKUMHU CPEACTBAMHU 3alllUTHl aBTOPCKUX IPaB IMPU3HAOTCS
JO0BIC  TEXHOJIOTHHM, TEXHHMYECKHE YCTPOWCTBA WM WX  KOMITOHEHTHI,
KOHTPOJIMPYIOIIME JOCTYI K TPOM3BEICHHUIO, MPEAOTBpallalone Ju0o
OTPaHUYMBAIONINE OCYIIECTBICHUE ICHCTBUIN, KOTOPBIE HE pa3peIieHbl aBTOPOM
WJIM MHBIM TTpaB000IaaTesIeM B OTHOIICHUH TTPOU3BEICHU.

2. B oTHO1mIEHNN NPOU3BEAEHUN HE JONYCKAETCS:

1)  ocymectBieHne ~ 0Oe3  paspelicHMs ~ aBTOpa  WJIH  HHOTO
npaBooOianarens JCHCTBUW, HAMpaBICHHBIX HA TO, YTOOBI YCTpPaHUTh
OTpPaHUYCHHMSI UCIIOJIb30BAHUS MPOU3BENICHUS, YCTAHOBJICHHBIC ITyTEM MPUMEHEHUS
TEXHUYECKUX CPEJICTB 3aIUTHI aBTOPCKUX IPAaB;

2)  W3rOTOBJICHHE, PACIPOCTPAHEHHE, Claya B MPOKAT, MPEIOCTABICHHE
BO BpeMEHHOe O0€3BO3ME3JHO€ TMOJb30BaHME, WMIIOPT, peKiaMa Jto0oH
TEXHOJIOTHH, JFOOOT0 TEXHUYECKOTO YCTPOWCTBA WM WX KOMIIOHCHTOB,
WCITOJIb30BAaHUE TAKMX TEXHUYECKUX CPEJICTB B IENSIX MOTYYCHHS TPUOBUTA JTHOO
OKa3aHHWE COOTBETCTBYIOIIUX YCIYT, €CIIH B pe3yjbTaTe TaKWX JCUCTBHM
CTAaHOBUTCS HEBO3MOJKHBIM HCITOJIb30BAaHWE TEXHUYCCKUX CPEACTB 3aIUTHI
aBTOPCKUX TIpaB JIMOO OTH TEXHUYECKHUE CPEJCTBA HE CMOTYT OOCCIEYHTH
Ha/JISKAIYTO 3aIIUTY YKa3aHHBIX MPaB.

B cnydasx HapymieHus: UCKITIOYUTEIHHOTO TpaBa Ha MPOU3BEACHUE WA HA
00BEKT CMEKHBIX MPaB MPaBoo0IaaaTelb BIIpaBe TPEOOBATh IO CBOEMY BBIOOPY OT
HAPYIIUTENS BO3MEIIEHUS YOBITKOB TUOO BHITIIIATHl KOMITCHCAIINH:

B pa3Mepe OT JeCATH ThICS4 pyOJiedl 10 MSITH MUJUTMOHOB PYOJIeH,
OTIPEJIEIISIEMOM TI0 YCMOTPEHUIO CY/Ia;
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B JBYKPAaTHOM pa3Mepe CTOMMOCTH JK3EMIUISIPOB MNPOU3BEACHUS WA B
JBYKPDATHOM pa3Mepe CTOMMOCTH IIpaBa MCIOJIb30BAHUS  IPOU3BEACHUSA,
OTpeeNsIEeMOM HMCXOAS W3 IIEHBI, KOTOpasi MPU CPaBHUMBIX OOCTOSITEIHCTBAX
OOBIYHO B3UMAETCS 32 MIPABOMEPHOE UCIIOJIb30BAHUE TPOU3BEICHUS.

[IpenycMoTpeHa TakXe YTrOJOBHAasE OTBETCTBEHHOCTh 34 HApYyUIECHUE
aBTOPCKHUX U CMEXHBIX TpaB (YTosioBHBIN Kojieke PD craths 146).

1. He3akoHHOE WCIONB30BAaHHE OOBEKTOB aBTOPCKOTO TIpaBa WM
CMEXHBIX TIpaB, a PaBHO MPUCBOCHUE aBTOPCTBA, €CIIHM 3THU JCSHUS TPHUYHHIIN
KpyHHBIA yriepO, - Haka3bBalOTCs ITpadoM B pasMepe OT JABYXCOT JI0

YETHIPEXCOT MUHUMAJIBHBIX Pa3MEpPOB OIUIATHI TPYyJla WK B pazMepe 3apabOTHOU
IJ1aThl WJIA MHOTO JOXO0/1a OCYKJAEHHOIO 3a MEPHUOJ OT ABYX JI0 YETHIPEX MECSIIEB,
1100 00s3aTeIbHBIMU PA0OTAMU HA CPOK OT CTa BOCBMUECSTH JI0 IBYXCOT COPOKa
4acoB, JTH00 JTUIIEHHEM CBOOOIBI Ha CPOK JI0 IBYX JIET.

2. Te ke nestHUsI, COBEPIIEHHbIE HEOJHOKPATHO JUOO IpyHION JIUI IO
MPEABAPUTEILHOMY CrOBOPY WJIM OPraHU30BAHHOW TPYNIION, - HAaKa3bIBAKOTCA
mTpagoM B pasmMepe OT HYETHIPEXCOT 0 BOCBMUCOT MHHUMAIBHBIX pPa3MEpOB
OIUIATHI TPYy/1a UK B pa3Mepe 3apad0THOM TIaThl MM MHOTO J10X0/1a OCYXKIECHHOTO
3a MEePHOJ OT YETHIPEX O BOCBMU MECALIEB, TMO0O apecTOM Ha CPOK OT YEThIpEX 10
IIECTU MECSLEB, JINOO JUIIEHUEM CBOOO/IBI Ha CPOK JI0 MATH JET.

OXPAHA TOITOJIOT N UHTEI'PAJIBHBIX MUKPOCXEM

Tomonorus - »3TO 3aUKCHPOBAHHOE HA MaTEPUAIBHOM HOCHUTEINE
IIPOCTPAHCTBEHHO-TEOMETPUYECKOE PACHOJIOKEHHE COBOKYITHOCTH JJIEMEHTOB
uHTerpanbHoil Mukpocxemsl (MMC) u cBsizeil Mexy HUMHU.

ABTOpY TOIOJIOTUY UHTETPATIBHOW MUKPOCXEMBI, TPUHAIEKAT CIAEAYIONTNE
WHTEJJIEKTYaJIbHBIE ITPaBa:

1)  HCKJIIOYHTENIBHOE MPABO;

2)  mpaBO aBTOPCTBA.

[IpenocraBnsgemasi TMpaBoBas OXpaHa paCIpPOCTPAHSAETCS TOJBKO Ha
OPUTMHAJIBHYIO TOMOJOTHIO. OpUTMHAIBHON SIBISAETCS TOMOJIOTHS, CO3JaHHAas B
pe3yabpTare TBOPUYECKOU IESITEIbHOCTH aBTOpA.

ABTOpPOM TOMOJOTUM MpHU3HAeTCs (PU3MUECKOe JIMIO, B pe3ysbTare
TBOPYECKOH 1eATEIBHOCTH KOTOPOIO 3Ta TOMOJIOTUs ObLIa CO3/1aHa.

[IpaBo aBTOpa HA TOMOJOTHIO SABJIAETCS HEOTHEMIIEMBIM JIMYHBIM IIPABOM U
OXpaHseTCsl 3aKOHOM OECCPOYHO.

[IpaBooGnanaTens B TeUEHUE CPOKA JACHCTBUSI MCKIIFOYMTEIBLHOTO MpaBa Ha
TOIOJIOTUIO  MHTETPAIBHOM MHKPOCXEMBI MOXET IO CBOEMY JKEIIAHUIO
3apErucTpUPOBaATh TOMOJOTHIO B (PpeiepaibHOM OPTraHe WCIOIHUTENIbHOW BIACTH
M0 UHTEJJIEKTYaIbHOU COOCTBEHHOCTH.

Tonosiorus, coxpepskamas CBEIEHMs, COCTABIAIOIIME T'OCYJAPCTBEHHYIO
TalHy, FOCYJapCTBEHHOW PETUCTPALUU HE MOJIEKNUT.

ABTOpY MOpPUHAMJICKUT HCKIIOUYUTEIBHOE TIPaBO MCIHOJIB30BATH 3Ty
TOIIOJIOTMIO TI0 CBOEMY YCMOTPEHHIO, B YaCTHOCTU IIyT€M MW3IOTOBJIICHUS U
pacnpoctpadenuss MUMC ¢ Takoil TomoJjiorued, BKIJIOYas MpaBO 3alpeniarh
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UCIIOJb30BaHUE O3TOM TOMOJOTHMH JPYrMM JHIlaM 0€3 COOTBETCTBYIOIIETO
pa3pelcHusI.

Hapymenuem HMCKIIOUMTENBRHOTO IIpaBa Ha HCHOJB30BAHHE TOMOJIOTHU
MPU3HAETCA COBEPILICHUE CIEIYIOUIMX ACHCTBUN 0e€3 pasperieHus aBTopa WU
WHOTO IIpaBoO0IaiaTes:

BOCIIPOM3BEACHUE TOIOJOTUHA B LEJIOM WJIM YaCTUYHO, 32 HCKIIOUYECHHEM
KOIHMPOBAHUS TOJIBKO TOM €€ 4aCTH, KOTOPAasi HE SIBJIAETCS] OPUTMHAIIBHOW;

BBO3 Ha Teppuropuro Poccuiickoin @enepannu, mpoaaxa U UHOE BBEICHUE B
TPaXXTAHCKUI 00OPOT TOTMOJOTHH, WM MHTErPajJIbHOW MHUKPOCXEMBI, B KOTOPYIO
BKJIFOYEHA 3Ta TOMOJIOTUS, WIM M3JENHs, BKIIOYAIOMIEr0 B ce0si TaKyro
UHTErPATbHYI0 MUKPOCXEMY.

HMy1iecTBEHHBIE MpaBa Ha TOMOJIOTHIO, CO3JJaHHYIO B MOPSAKE BBIIIOJHEHHUS
CIIy’)KEOHBIX OOS3aHHOCTEH WM 10 3aJaHUI0 padoToAaTesiss, NpPHHAIJIEKAT
paboTo1aTeNt0, €CIU JOTOBOPOM HE IPETYCMOTPEHO UHOE.

[IpaBoobnagaTens Ui ONMOBEIICHUS O CBOEM HCKIIOYMTEIHLHOM IpaBe Ha
TONOJIOTHIO BIIPAaBE HCIIOJIB30BaTh 3HAK OXpaHbl, KOTOPBIM ITOMEUIAETCS Ha
TOIIOJIOTHH, a TAK)KE Ha U3JEIHUAX, COACPKALIMX TaKylO TOIOJIOTHIO, U COCTOUT U3
BbIiesieHHoM nponicHou OykBel "T" ("T", [T], T*, 6yl "T" B OKpY>KHOCTH, UITU
OykBel "T" B KBajJipaTe), JaThl HaYajIa CpOKa JECHCTBUS UCKITIOYUTEIILHOTO MTpaBa Ha
TOTIOJIOTHIO U uH(popMaluu, MIO3BOJISIOLIEH UACHTU(DULIUPOBATH
npaBooOIaaaTes.

HckimounTenbHOE TpaBO HAa HMCIOJIb30BAHHME TOIOJIOTHHM JIEUCTBYET B
TEUEHUU JIECSTH JIET.

ABTOp TOIOJIOTUU ¥ HHOW ITpaBOO0Ia1aTeNb BIIpaBe TPEOOBATH:

MIPU3HAHUS [1PaB;

BO3MEILICHUS MPUYMHEHHBIX YOBITKOB.

3a 3aIMTON CBOETO MpaBa aBTOP MOXKET O0OpaTUTHCS B CyA (apOUTpakHBIH
WJIM TPETEHUCKUIN).

ABTOp MOXeT TpeOOBaTh IMPaBOBYIO OXpaHy TOIOJOTWU B 3apyOexHBIX
CTpaHax.

Ecmu mexnayHapoasbiM 10roBopoM P® yCTaHOBJIEHBI MHBIE MPABUIIA, YEM
T€, KOTOpBIE COAEP)KATCA B HACTOSIIEM 3aKOHE, TO IPUMEHSIOTCS INpaBHIIa
MEXIYHApOJIHOIO JOrOBOpA.

OXPAHA OFBEKTOB ITPOMBIIIJIEHHON COBCTBEHHOCTH

Konekc perynupyer uMylecTBEeHHbIE, a TaKXKe JTMYHbIE HEUMMYIIECTBEHHBIE
OTHOUIEHUS, BO3HUKAIOIIME B CBSI3M C CO3JIaHUEM, IPABOBOM OXpaHOU H
UCIIOJIb30BAaHUEM  W300pEeTeHMH, TMOJEe3HbIX  Mojened  (KOHCTPYKTOPCKOE
BBITIOJIHEHUE) U TIPOMBIIIEHHBIX 00pa3ioB (BHEIIHUNA BHUI).

HckmounTenbHoe TMpaBO Ha M300peTeHHE, TOJE3HYI0 MOJelb WU
OPOMBIIUIEHHBI 00pa3ell MpU3HAETCS U OXpaHAETCs TMpPU YCIOBUU HUX
rOCyJIapCTBEHHOW PETHCTpallid, Ha OCHOBAHHHM KOTOPOW (emepanbHBIA OpraH
UCIIOJTHUTENIbHOM BJIaCTU MO MHTEJUIEKTYalbHOW COOCTBEHHOCTH BBIJAET MATEHT
Ha U300peTeHre, MOJAe3HYI0 MOJIENb WIN MPOMBIIIIEHHBIA 00pa3el.
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Cpok felcTBUSA HCKIIOYUTENBHOTO TpaBa Ha H300peTeHue, IMOJIEe3HYIO
MOJieJIb, TPOMBIIUIEHHBI 00pa3el, W yAOCTOBEPSIONIEr0 ATO MPaBO IMAaTEHTa
UCYMCIISIETCSI CO JHS T0J1auy 3asBKU Ha BbIJauy MaTeHTa U COCTaBIISET:

JIBAJIATH JIET - JJ1s U300pETEHUM;

JIECSITh JIET - JJIS MOJIE3HBIX MOJICIICH;

NSITHAIAT JIET - JJI IPOMBIIIIIEHHBIX 00pa3IIoB.

VY caoBus TaTEHTOCTIOCOOHOCTH U300PETEHUS.

N300peTeHnto MmpeaocTaBiIseTcsl MPaBOBas OXpaHa, €CIU OHO SIBIIAETCS
HOBBIM, UIMEET U300pETATEIbCKUI YPOBEHD U TPOMBILIUIEHHO TPUMEHUMO.

N300peTeHue sBiasieTcss HOBBIM, €CJIM OHO HE U3BECTHO U3 YPOBHS TEXHUKHU.

N300peTteHne wuMeeT H300pETaTENbCKUA  YpPOBEHb, €CIM OHO  JUIA
CHEIMATUCTA SIBHBIM 00pa30M HE CJIEyeT U3 YPOBHS TEXHUKH.

He sBastoTcst n1300peTeHUsIMHU:

1)  OTKpbITHS;

2)  HayyHbIC TCOPUU U MATEMATUYCCKHE METO/IBI;

3)  peuieHuWs, KacaloomMecs TOJIbKO BHEIIHETO BHUAA W3ICTHA H
HaIpaBJIEHHbIE HAa YJIOBJIETBOPEHUE ICTETUUECKUX OTPEOHOCTEH;

4)  mpaBwia W METOJbl UIP, MHTCIUICKTYaJIbHONH WM XO3SHCTBCHHOM
NeSITEIIbHOCTH;

5) nporpammsl 17151 9BM;

6)  pelieHus, 3aKIIOYAIOIINECS TOJIBKO B MPEICTABICHUN HH(DOpMAITUH.

B cooTBeTcTBUM € HACTOSIIIMM IYHKTOM HMCKJIIOYAETCS BO3MOXHOCTb
OTHECEHHS 3THX OOBEKTOB K HM300pPETEHHUSIM TOJIBKO B CiIy4ae, KOrja 3asiBKa Ha
BbIJauy NaTeHTa Ha M300pETEHNE KacaeTcs 3TUX OOBEKTOB KaK TAaKOBBIX.

He npenocrapisiercs npaBoBas 0XpaHa B KaueCTBe M300pETEHUS:

1)  copram pacTeHHUU, MOPOAAM XHUBOTHBIX U OMOJIOTUYECKUM CIocoOam
UX TOJY4YEHUSs, 32 UCKIOYEHHUEM MHUKPOOHOJOTHYECKUX CIOCOOOB M MPOJYKTOB,
MOJIYYCHHBIX TAKUMHU CIIOCO0aMH;

2)  TOMOJIOTUSM UHTETPATbHBIX MUKPOCXEM.

[IpaBo aBTOpPCTBA SBISIETCS HEOTUYKIAEMbIM JIMYHBIM TIPABOM U OXPAHAETCS
OecCpoUHo.

[IpaBo Ha moNy4YeHHE NATEHTa, CO3JaHHOTO pPAOOTHUKOM B CBSI3H C
BBIMIOJTHEHUEM KM CBOMX CIYXEOHBIX OO0S3aHHOCTEW WM TOJY4YEHHBIM OT
paboroaarens 3aJaHUEM, TPUHAIICKUT padOTOAATEIN0, €CIU JOTOBOPOM MEXAY
HUMU HE TIPETYCMOTPEHO UHOE.

[Ipu 5TOM aBTOp MMEET MpPaBO HA BO3HATPAXKIACHHUE, COPA3MEPHOE BBHITOJE,
KOTOpasi TMojiydeHa paborojaTeneM WIM Morja Obl ObITh UM TOJyYeHA.
Bo3HarpaxaeHue BBIIIJIAYMBAETCS B pa3Mepe M Ha YCIOBHSIX, ONPENEIseMbIX Ha
OCHOBE COTJIALIEHUSI MEXAY HUMHU.

[TareHToOONMaMaTENNI0  TPUHAMICKUT  HUCKIIOYUTEIBHOE  MPaBO  HaA
UCIIOJIb30BaHUE OXPAHSEMBIX IATEHTOM H300pETEHHUs, MOJIE3HONM MOJENH WU
IPOMBIIIJIEHHOTO o0pa3ia 1Mo CBOEMY YCMOTPEHHIO, €CJIM TaKOe HCIOJIb30BAHUE
HE HapyIIaeT MpaB IPYTruX MaTeHTOOO0IaIaTenei.
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Hapymienrem HCKIIOUUTEIBHOTO MpaBa MaTEHTOOONAfaTeNss MPU3HACTCS
HECAHKIMOHUPOBAHHOE W3TrOTOBJICHUE, IPUMEHEHHUE, BBO3, NPEMIOKEHUE K
MpOJaXKe, MPOAAXa, NHOE BBEACHUE B XO3SMCTBEHHBIM MPOIYKTA, COJEPHKAIIETO
3aIaTeHTOBAHHOE U300pETEHHUE.

[IpaButenbcTtBO Poccuiickont @Penepauri HUMEET MPaBO B HHTEPECAX
00OpOHBI M 0O€30MACHOCTH pPa3pelINTh HCIOJb30BaHUE H300pETEHUs, IMOJIE3HOU
MOJIENId WJIM MPOMBIIUIEHHOr0 o00pa3iia 0e3 coryiacus MaTeHToo0aaarens ¢
YBEJOMIIEHHEM €ro 00 3TOM B KpaT4aWIIMi CPOK U C BBIILJIATOM €My COpa3MEPHON
KOMIICHCAIIHH.

Ha U300peTeHus, COZEpIKAILNE CBEJICHUA, COCTaBJIAIOLINE
TOCY/IapCTBEHHYIO TallHy PacHpOCTPaHSIOTCS MOJoKeHus pazaena «OcoOeHHoCTH
NIPABOBOM OXpaHbl U HCHOJB30BAaHUSI CEKPETHBIX H300pETEHUiI» HACTOAIIETO
Konekca.

[Tonie3HbIM MOJIENISIM U IPOMBIIIJIEHHBIM 00pa3liaM, CoAepKaIlluM CBEJICHUS,
COCTaBIIIOLIME TOCYAAPCTBEHHYIO TallHy, [IPaBOBasl OXpaHa HE IPEIOCTaABIISETCS.

OTBETCTBEHHOCTD 3a HAPYILIECHHE IIPAaB aBTOPOB.

IIpucBoeHue aBTOpCTBA, NPUHYKICHUE K COAaBTOPCTBY, HE3aKOHHOE
pasriameHue cBeleHui 00 OOBEKTE MPOMBIIUIEHHOW COOCTBEHHOCTH BIJIEKYT 3a
co00i YroJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBHUM C 3aKOHOJATEIbCTBOM
Poccutickon ®@enepanuu.

VYronoBHbIl Kozmekc crarbs 147. Hapyuienne wu300peTaTeNbCcKUX MU
MAaTeHTHBIX MIPaB

1. HeszakoHHOE uCMOIB30BaHUE W300pPETEHUSI, TMOJE3HOW MOJEIN WIIU
IPOMBIIIUIEHHOTO 00pa3ua, pasriaiieHue 0e3 coriiacus aBTOpa WM 3asiBUTENS
CYLIHOCTH HM300pETEHHUs], MOJE3HOM MOJETU WM MNPOMBIILIEHHOTO o0Opasua o
opunManbHOW MyOJUKAaLMU CBEAEHUM O HUX, MPUCBOCHHWE aBTOPCTBA WM
IPUHYXJIEHUE K COABTOPCTBY, €CJIM ITH JESHUS NMPUUMHUIN KPYHOHBIA ymepo, -
Haka3blBalOTCs WTpadoM B pasMepe OT JIBYXCOT /10 YETHIPEXCOT MHUHHMAaJIbHBIX
pa3MepoB OIIaThl TPyAa WIM B pa3Mepe 3apa0OTHOM MiaThl WJIM MHOTO J0X0Ja
OCY>KJIEHHOTO 3a MEpUOJl OT JABYX JI0 YEThIPEX MeECALEB, JUOO 00s3aTEIbHBIMU
paboTamMM Ha CpPOK OT CTa BOCBMHJIECATH [0 JBYXCOT COpOKa 4YacoB, JHOO
JUILIEHUEM CBOOOIbI Ha CPOK JI0 IBYX JIET.

2. Te xe nesiHus, COBEPIICHHbIC HEOJAHOKPATHO JUOO TPYIIION JIUI] MO
MpPEeABAPUTEILHOMY CTOBOPY WJIM OPraHU30BAaHHOM TpYIION, - HaKa3bIBAKOTCA
mTpaoM B pasMepe OT YETHIPEXCOT IO BOCBMUCOT MHHHMAJIbHBIX Pa3MepOB
OIUIAThI TPY/Ia UK B pa3Mepe 3apad0THOM IaThl MM MHOTO 10X0Ja OCYXIAECHHOTO
3a Mepuo OT YEThIPEX A0 BOCHbMH MECSALEB, TMOO apecTOM Ha CPOK OT YETHIPEX 10
HIECTH MECSIEB, JIMOO0 JIMIIEHHEM CBOOOIbI HA CPOK JI0 TISITH JIET.

ITPABO HA CEKPET ITPOU3BOJICTBA (HOY-XAY)

CexkpeToM MPOU3BOJACTBA (HOy-Xay) WPHU3HAIOTCS CBEICHUS JIFOOOTO
xapakrepa (IpoU3BOACTBEHHBIE, TEXHUYECKUE, AKOHOMHYECKHUE,
OpraHU3allMOHHBIE U JAPYTUE), B TOM YHCIE O Pe3yJbTaTaX HHTEIUIEKTyalbHOMN
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JEATETLHOCTH B HAyYHO-TEXHHUYECKOW cdepe, a TakKe CBEACHHUS O Crocobax
OCYIIECTBJICHUSI  NMPOGECCHOHAIIBHOM  JIEITEIBHOCTH,  KOTOpbIE  HMEIOT
JCUCTBUTEIBHYIO WIM TMOTECHIUAIBHYIO KOMMEPUYECKYIO IIEHHOCTh B CHIY
HEU3BECTHOCTH WX TPETHUM JIMIIAM, K KOTOPBIM y TPEThUX JIUI[ HET CBOOOIHOTO
JIOCTyTa Ha 3aKOHHOM OCHOBAaHHMHM W B OTHOIIEHHWU KOTOPBIX 00JIaJaTelIeM TaKuX
CBEJICHUM BBEICH PEKUM KOMMEPUYECKOU TAUHBI.

HckmouuTenbHOE MpaBO Ha CEKPET MPOM3BOJCTBA ACHCTBYET A0 TE€X IOP,
MOKa COXpaHsICTCS KOH(PUICHIMAIBHOCTh CBEACHHM, COCTABJISIIONINX €T0
comepkanne. C MOMEHTa yTpaThl KOHQMUICHIIMATHLHOCTH COOTBETCTBYIOIIMX
CBEJICHUI UCKIIIOYUTEIBHOE MPABO HA CEKPET MPOU3BOJICTBA MPEKPAIIAETCA Y BCEX
npaBoobagaTeneii.

ITPABA HA CPEJIACTBA MHIUBUIYAJIM3ALOUN IOPUINYECKUX
JIVILI, TOBAPOB, PABOT, YCJIYT U IIPEJIITPUATUIA

3amura (QUPMEHHOrO HAaWMMEHOBAaHHS, TOBAPHBIX 3HAKOB, 3HAKOB
oOCTy>KMBaHUSI 1 HAUMEHOBAHUSI MECT ITPOUCXO0K]ICHUS TOBAPOB.

3aKOH PEryaupyeT OTHOIICHHS, BO3HHUKAIOIINE B CBS3U C PErUCTpalUen,
MIPaBOBOM OXpaHOW U MCIOJIb30BAaHMEM TOBAPHBIX 3HAKOB, 3HAKOB OOCITY>KUBAHUS
Y HAaUMEHOBAHUW MECT MPOUCXO0KICHUS TOBAPOB.

Ha teppuropun Poccuiickoit @enepauuu AEUCTBYET HUCKIIOUUTEIBLHOE
npaBo Ha (UPMEHHOE HAaMMEHOBAHUE, BKJIIOYEHHOE B €JIMHBIA rOCYyAapCTBEHHbBIN
pPEECTp FOPUINYECKUX JIHII.

UckmtountenbHoe npaBo Ha (UPMEHHOE HAMMEHOBAaHWE BO3HHMKAET CO JHS
rOCYJIapCTBEHHON pErucTpanuy IOPUIUYECKOro JUlla U MPEKpallaeTcss B MOMEHT
UCKJTIOYEHHUs (PJUPMEHHOTO HAMMEHOBAaHMS U3 €IMHOTO TOCYJapCTBEHHOTO peecTpa
IOPUJIMYECKUX JIMIl B CBSI3M C TMPEKpAIICHUEM IOPUANYECKOro Jihia 0o
U3MEHEHHEM €T0 (PMPMEHHOTO HAUMEHOBAHUSI.

KOpunnyeckoe nuio, HapyIMBILee MpaBuiia HACTOSIIEH CTaTbu, 00s13aHO TI0
TpeOOBAHHUIO MPaBOOOJIAATENs] MPEKPATUTh  HMCIHOJb30BaHUE  (PUPMEHHOTO
HAaWMEHOBaHUS, TOXKJIECTBEHHOTO (PMPMEHHOMY HAMMEHOBAHUIO MPaBOOOIa1aTeNst
WJIM CXOJHOTO C HUM JO CTEIEHU CMEUIEHUsS, B OTHOLICHUN BUIOB JIESTEILHOCTH,
AHAJIOTUYHBIX BHJAM JESTEIBHOCTHU, OCYIIECTBISIEMBIM IpaBooOiagaTesieM, U
BO3MECTHUThH MPABOOOIATATENIO MPUUNHEHHBIE YOBITKH.

ToBapHbIl 3HaK U 3HAK OOCHYXHUBAaHHS - 3TO O0O3HAYEHMS, CHOCOOHBIE
OTJINYaTh COOTBETCTBEHHO TOBapbl M YCIYIM OJHUX HOPUAUYECKUX WU
bu3nYecKuX JHI OT OJHOPOIHBIX TOBAPOB W YCIAYT APYIUX IOPUIAYECKUX WU
(bu3nYeCKuX JIUII.

Ha TtoBapHbiii 3HaK, TO €CTh Ha OO0O3HauYEHHE, CIyXalee s
WHIUBUAYaIU3allMd TOBApOB  IOPUIWYECKUX JIMIl WIM  WHIAUBUIYATbHBIX
NpeAnpUHUMATENICH, TPU3HACTCAS MCKIIOUHUTEIBHOE TMPaBO, YIOCTOBEPSEMOE
CBUJIETEJIbCTBOM HA TOBAPHBIN 3HAK.

ITpaBoBasi oxpana T3 mpeaocTaBisieTcss Ha OCHOBE €ro TOCYyJapCTBEHHOU
peructpanuu u nerctByet B teueHun 10 mer. Cpoxk nevictBus T3 MoxeT ObITH
MPOJJIEH KaxAblil pa3 Ha 10 mer.
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['ocypapcTBeHHass perucrtpauuss TOBApHOTO  3HAKA  OCYILECTBIIAETCS
(denepanbHBIM ~ OpPraHOM  HCIIOJIHUTENBHOM BIACTHM MO HHTEIUIEKTyaJIbHOM
COOCTBEHHOCTH B [OCyZapCTBEHHOM peecTpe TOBapHbIX 3HAKOB U 3HAKOB
obcnyxuBanus Poccuiickoit deneparuu

[IpaBoobOnagaTens i ONOBEIIEHUS O CBOEM HCKIIOYHUTEIBLHOM IIpaBe Ha
TOBApPHBII 3HAK BIPABE UCIOJIb30BaTh 3HAK OXPAaHbI, KOTOPBIN MOMEIIAETCS PAIOM
C TOBapHBIM 3HaKOM, COCTOUT M3 JATUHCKOW OykBbl "R" mnm natuHckoi OyKBbI
"R" B okpyxHOCTH - ®, 1100 CIO0BECHOr0 000O3HAYEHHUA "TOBAapHBIA 3HAK' WM
"3aperucTpUpOBaHHBI TOBAapHBIA 3HAaK" M YKa3bIBaeT HA TO, YTO MPUMEHIEMOE
00O3HAUYEHUE SBISIETCS TOBAPHBIM 3HAKOM, OXPAHAEMBIM Ha TEPPUTOPHH
Poccuiickon ®@enepamumn.

T3 MosxeT ObITh BBIIOJHEH B JTI0OOM I[BETE HJIM I[BETHOM M300paXKCHUH.

He nomyckaercs peructparus T3:

-COCTOAIIUX TOJBKO U3 0003HAUECHUI;

-He 00J1a/1al0IUX Pa3IMUUTEIbHON CIOCOOHOCTBIO;

-IPEACTABIAIOIMX COOOM  TOCylapCTBEHHbIE TIepObl U 3MOJIEMBI;
ounManbHble Ha3BaHUSA TOCYAApCTB M T. I. Takue 0003HAYEHHsS] MOTYT OBITh
BKJIFOUEHBI B T3 Kak HEOXpaHsSEMbIC 3JIEMEHTBI, €CJIM Ha 3TO UMEETCS COTrJlacue
COOTBETCTBYIOILIETO KOMIIETEHTHOI'O OPraHa MM UX BIIAJEIblIA.

ToBapsbl, STUKETKH, yIIAKOBKH TOBAapOB, HA KOTOPBIX HE3AKOHHO Pa3MELICHBI
TOBAapHbIM 3HAK WJIM CXOJHOE C HUM JI0 CTENEHU CMEIIEHHS OOO3HAuYeHHE,
ABJIIFOTCSL KOHTPa(aKTHBIMHU.

[IpaBooOnanaTens BopaBe TpeOOBATh MO CBOEMY BBIOOPY OT HapyLIUTEIS
BMECTO BO3MEILIEHUS YOBITKOB BBIIJIAThl KOMIIEHCAIUU:

1) B pa3smepe OT JeCITH ThICAY JO TISITH MUUIMOHOB pyOJIeid,
OIPEIENSIEMOM M0 YCMOTPEHUIO Cya UCXOAS U3 XapaKTepa HapyLICHUS;

2) B JIBYKpaTHOM pa3Mepe CTOMMOCTH TOBapOB, Ha KOTOPBIX HE3aKOHHO
pa3MeIleH TOBapHbIM 3HAaK, WJIM B JBYKPAaTHOM pa3Mepe CTOMMOCTH IIpaBa
VICITOJIB30BAHUsI TOBAPHOTO 3HAKa, ONPENENIEMON MCXOMs U3 LIEHBI, KOTOpas Mpu
CPaBHUMBIX 00CTOSITENICTBAX OOBIYHO B3UMAETCS 3@ IIPAaBOMEPHOE UCTIOIb30BaHUE
TOBAapHOT'O 3HAaKA.

HaumeHoBaHne MeCT NPOMCXOXKIEHHUS TOBapa - 3TO O(QUUUAIbHOE WIU
Heo(UIIMAaTbHOE HAaUMEHOBAHUE CTpPaHbl, HACEJIEHHOTO IMYHKTAa, MECTHOCTH WIIU
JIpyroro reorpauyeckoro 0ObeKTa.

HcknountenbHOE  TpaBO  MCHOJb30BaHUS ~ HAaMMEHOBAaHUA  MecTa
MPOUCXOXKJICHUS TOBapa, INPEIOCTABISETCS Ha OCHOBE €ro perucrpanuu
dbenepaibHBIM ~ OPraHOM  HCIOJHUTENBHOW BJIACTH 1O  WHTEJUIEKTYaJIbHOU
COOCTBEHHOCTH.

OO6nanarens CBUIETENBCTBA 00 MCKIIOYUTENBHOM MpaBe HA HAUMEHOBAHUE
MecTa MPOUCXO0XKICHHS TOBapa JIJIsl ONOBEIICHUS O CBOEM MCKIIFOUUTEIBHOM IIpaBe
MOKET MOMEIIATh PSJIOM C HAMMEHOBAaHUEM MECTA MPOUCXOKIEHUS TOBapa 3HAK
OXpaHbl B BUJE CIIOBECHOIO0 00O3HAauYeHUs '"3aperucTpupOBaHHOE HAUMEHOBAHUE
MecTa MpoUCXOXkAeHuss ToBapa" wiam  "3apeructpupoBanHoe  HMIIT",
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YKa3bIBAIOLIUI Ha TO, YTO MPUMEHsIeMOe 0003HAaUCHHE SBIIAETCS HAUMEHOBAHHEM
MecTa MPOUCXOKIEHUS TOBapa, 3aperucTpupoBaHHbIM B Poccuiickoit @enepanui.

ToBappl, ATHKETKH, YHNAKOBKM TOBapoOB, Ha KOTOPBIX HE3aKOHHO
UCIIOJIb30BaHbl HAWMEHOBAHUS MECT MPOMCXOKJIEHHUS TOBAPOB WM CXOJHBIE C
HUMH JI0 CTEIIEHU CMEIlIeHUs1 0003HAUEHHUS, SBISAIOTCA KOHTpa(haKTHBIMHU.

CBuuerenbcTBa Ha  [paBO  MOJb30BAaHUS ~ HAUMEHOBAHMEM  MeECTa
IPOUCXOXKIEHUS TOBapa AeHcTByeT B TeueHUH 10 JIeT ¥ nmpoasieBaeTcst Kax/blil pa3
Ha 10 ser.

OTBETCTBEHHOCTh 32 HE3aKOHHOE HCIIOJIb30BAaHWE HAMMEHOBAHHUS MeECTa
IIPOUCXO0KJICHHS TOBApa.

[IpaBoobnagarens BlpaBe TpeOOBATh MO CBOEMY BBIOOPY OT HApPYIIMTENS
BMECTO BO3MEILIEHNS YOBITKOB BBIIIJIAThl KOMIIEHCAIUU:

1) B pa3smepe OT JeCITH ThICAY JO TISITH MWUIMOHOB pyOJeid,
OIPENENSIEMOM 10 YCMOTPEHUIO Cya UCXOAS U3 XapaKTepa HapyLICHHUS],

2) B JIBYKpaTHOM pa3Mepe CTOMMOCTH TOBapOB, Ha KOTOPBIX HE3aKOHHO
Pa3MEIIEHO HAMMEHOBAaHNE MECTa ITPOUCXO0KICHUS TOBApa.

KoHTpoJibHBIE BONIPOCHI

1. HazoBure IIPaBOBBIC dbopMbI OXPaHBI UHTEIJICKTYaIbHOU
COOCTBEHHOCTH.

2. UTOo mOHMMAaeTcs TMOJ HCKIIOUYWTENBHBIMU TpaBaMHd Ha OOBEKTHI
WHTEJJIEKTYaJIbHOW COOCTBEHHOCTH?

3. IlpaBoBas oxpaHa aBTOPCKUX CMEXHBIX MPaB.

4. IlpaBoBas oxpana nporpamm ajigs 9BM u 6a3 JaHHBIX.

5. IlpaBoBas oxpaHa 00BEKTOB MPOMBINIJIEHHOW COOCTBEHHOCTH.

6. OxpaHa UCKIIIOUUTEITHHOTO MTpaBa Ha CEKPET MPOU3BOJICTBA.

7. IlpaBoBas 3ammra (PUPMEHHOTO HAMMEHOBAHUS, TOBAPHBIX 3HAKOB,
3HAKOB OOCTY>KMBaHUS M HAUMEHOBAHUSI MECT TIPOUCXOK/ICHUS TOBAPOB.
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