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1 3amuTa u coxkpbiTHe (PAilJIOB, NAIOK
1.1 KpaTkue TeopeTnuecKkue CBeeHUsA

[IpoGnema 3ammTel KOHGUIASHIMATBHBIX JaHHBIX TIpu pabore 3a
KOMITBIOTEPOM BCET/Ia OCTAeTCSd AaKTyalbHOW. MOXKHO C YBEPEHHOCTHIO
YTBEP)KJIaTh, 4YTO Yy OOJBIIMHCTBA TIOJb30BaTElIc uMeeTcs HWHGOpMaIus,
KOTOpOH OBl OHU HE XOTEIU ACIHUTHCS C OCTAIbHBIMH. JTO MOXKET OBITh Kak
BakHas ()MHAHCOBAs WM JIJOBas JOKYMEHTAIUs, TaK M CBEJICHHUS JTUYHOTO
xapakTepa. B mo0om citydae, ecaum HE 1m03a00THUTBCS O O€30MacHOCTH ITHX
JAHHBIX 3apaHee, TO BIIOJIHE BO3MOXHO, YTO OHHM COBEPIIICHHO CIIYYaifHO WJIH B
pe3yibTaTe IIeJCHANPABICHHBIX JCHCTBUHM MOTYT TIONAacTh K TOMY JIMILY,
KOTOPO€ MOXET MX UCIOJb30BaTh B JUYHBIX MHTepecax. OCOOEHHO YacTo 3TO
ObIBaeT TOTAA, KOT/Ia 32 KOMIIBIOTEPOM pPabOTAOT HECKOJIHKO UYEJIOBEK WU OH
OCTaeTCs BKIIOYECHHBIM 0€3 MPUCMOTpA.

JIist pemieHus TaHHOW TPOOIEMBI UCIIONB3YIOTCS CIICIHATN3UPOBAHHBIC
YTHJINTHI, paboTaromuye Kak ¢ YCTaHOBKOW Ha KOMITBIOTEp, Tak W ¢ (urem-
IIaAMSITH.

1.2  JlaGopaTtopHoe wucciaexoBanume Ne 1. HcciaenoBanue
XapPaKTePUCTHK W BO3MOXKHOCTEl NpPoOrpaMM Mo 3alUTe U COKPBITHIO
(paiinioB, manoxk

eanb uccaenoBanus:

W3Y4YUTh BO3MOKHOCTH CHEHUATU3UPOBAHHOTO IPOrPaMMHOTO
oOecrieyeHus: Mo 3alUTe U COKPBITUIO (DailsIoB U marnok. BeIsICHUTH, Kakue u3
yTHWIAT HauOosee 3PPEeKTUBHBIL.

Bpemst pabdoTsl: 2 yaca
3agaHus Ha BBINOJIHEHHE J1a00PaTOPHOIO HUCCJICAOBAHMSA

1. Tlo ykazanur TpenojaBaTelis BbIOpaTh 3  MporpaMMbl U3
[npujiaaracMoro CIINCKaA.

1. Anvide Seal Folder

2.Wise Folder Hider

3. Secure Folders

4. Anvide Lock Folder

5. Folder Lock

6. Easy File Locker

7. Folder Guard

8. DEKSI USB Security

9. Locker (3amura mnamnok v JIMCKOB)
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10. Advanced Hider
11. Hide Folders XP
12. Hide Files

13. Secret Disk 5.01
14. NYSMNYD

15. SecretFolder

Ecnu cTyneHT kemaer MpoBECTH aHaIU3 aHAJOTUYHBIX MO (YHKIHOHATY
IpOrpamMM, HE BXOJSIINX B MPEIJIOKEHHBIN CIUCOK, TO 3TO MOXKHO CHENAThH 110
COIVIACOBAHUIO C MPENOIAaBATEIIEM.

2. YCTaHOBUTH Ha KOMIBIOTEP MPOTrPAMMHOE OOECIICUCHHE TI0 3aIUTE U
COKPBITHIO (DaliJIOB W TANOK B COOTBETCTBHM CO CBOMM BapuaHTOM (TIpH
BO3MOYKHOCTH).

3. Ha caiire npousBogutens ganHoro 1O uiam u3 apyrux UCTOYHUKOB B
cetu MHTepHET, y3HATh OCHOBHBIC XapPaKTEPUCTUKA U  BO3MOXKHOCTHU
yctaHosiieHHoro 110.

4. TlpousBecTy 3allyCK OCHOBHBIX MOJYJIEH MpOrpaMMbl U HCCIIEIOBATh,
KakuM QyHKIHoHaIoM o0iaaaeT nanHoe 11O (mpu BO3MOKHOCTH).

5. [IpoBecTH CpaBHHUTENBHBIN aHAINW3 C AHAJTOTUYHBIMU O (PYHKIMOHAITY
JIBYMSI APYTMMHU BBIOPAHHBIMHU MPOTPAMMaMH W3 MPEJIOKEHHOTO CIUCKA WM

BBIOPAHHBIX CTYAEHTOM CaMOCTOSITENBHO.

6. CaenaThb BBIBOJIBI IO padoTe.

1.3 Conep:xkanne oTuera

OTueT JoJKEeH coaepKaTh:
1. enb paboThI

2. HaznadyeHne mporpaMMHOTO OOECTICUEHHS TI0 3aIIUTE U COKPBITUIO
(baiioB U Marnox.

3. IlepeueHs vccaeayeMbIX IpOrpaMM C yKa3aHUEM caiiTa
MIPOU3BOIUTEIIS.

4. CKpUHIIOTHI C KPAaTKUM OMTUCAHUEM OCHOBHBIX (DYHKIIUN U HACTPOCK
JUISL KOKJIOW U3 3-X mporpaMM. /{aHHbBINA MyHKT MOKET BBIIOJIHATHCS
HEIMOCPEICTBEHHO MPH YCTAHOBKE MPOTPAMM Ha KOMITBIOTEP UITH TpeOyeMbie



JAaHHBIC BBIOWPAIOTCS U3 TEXHUYECKUX OMHMCAHUI MPOTpaMM Ha calTax
MIPOU3BOAUTEIIEH WUIIN IPYTUX UHPOPMAILIMOHHBIX PECYPCOB.

5. Pe3ynbTaThl CpaBHUTEIBHOIO aHANM3a C AHAJIOTUYHBIMHU T10
GbyHKIHOHATY JBYMS IPYTUMHU BEIOpAHHBIMU IIPOrpaMMaMH U3 MIPEJI0KEHHOTO
CIIUCKA UJTU BBIOPAHHBIX CTYIEHTOM CaMOCTOSTEIBHO.

6. BpIBO/IbI 110 MPOBECHHOMY UCCIIEI0BAHMUIO.

1.4 KoHTpoOJIbHBIE BONIPOCHI

[Ipu cnade oTuera 1o 1aOOPaTOPHOMY MCCIIEIOBAHUIO CTYAEHT JT0JHKEH
OBITH TOTOB OTBETUTH Ha CJICIYIOLIUE BOIPOCHI:

1. Kakumu anbTepHATUBHBIMH CIIOCOOAMU MOYKHO CKPBITh WJIH 3aIlUTUTh
(daiabl U nanku?

2. Kak MOKHO 3aIUTUTh ManK| ¥ (paiasl BCTPOSHHBIMH CPEICTBAMU
Windows mytem u3MeHEHHS aTpHOyTOB?

3. Kak MOXHO 3amUTUTh Manku v (paiiasl BCTPOCHHBIMH CPEICTBAMU
Windows myTem Bcmonbp30BaHus MU(POBAHHON (PaillIoBOM CHCTEMBI?

4. Kak MOKHO 3allTUTUTH TANKH U (aiiibl BCTPOCHHBIMH CPEJICTBAMHU
Windows myTem ucrions3oBanust GyHkiun BitLocker?

5. Kakne MexaHM3Mbl COKPBITHS HJIH 3aIUThI (GaijiIoB U TAOK
npeaycmorpensl cpeactamu OC Linux?



2 llluppoBanue, 6e3BO3BPATHOE yAAJI€eHHUE TAHHBIX,
creranorpagus

2.1 KpaTtkue TeopeTudeckue cBeieHUs

Kpunmozpagusn — HayKa 0 MeTOo/1ax oOecrieueHus
KOH(HIEHIIUATbHOCTH (HEBO3MOKHOCTHU IPOYTEHUS uH(bopMaIuu
MOCTOPOHHUM) U ayTEHTUYHOCTHU (I[EJIOCTHOCTH M TMOJJIMHHOCTU aBTOPCTBA, a
TaK)kK€ HEBO3MOKHOCTH OTKa3a OT aBTOPCTBA) HH(MOpMAIUH.

N3navanbHO Kpurnrorpadgus nsydaia METoAbl muppoBaHus HHGOPMaAIIUU
— o0paruMoro mpeoOpa3oBaHUs OTKPHITOTO (MCXOJHOTO) TEKCTa HAa OCHOBE
CEKpPETHOTO aJropuT™Ma W/WiM KJI0Ya B MIM(PPOBAHHBIA TEKCT (UIMPPOTEKCT).
TpanuuuoHHas Kpunrorpadpus oOpa3zyer  pazzen CUMMETPUYHBIX
KPUIITOCUCTEM, B KOTOPBIX 3allM(ppOBaHHE U PACIIM(PPOBAHHE MPOBOAUTCA C
MCITOJIb30BAaHUEM OJIHOTO U TOTO XK€ CEKpeTHOoro kitoya. [lomrmo storo pazaena
COBpEMEHHasi  KpunTorpaguss  BKJIIOYaeT B  ce01  acCMMMETpPUYHbIC
KPUIITOCUCTEMBI, CHUCTEMBI JJIEKTpOHHOUW mudpoBor mnoamucu (D), xem-
GyHKIMM, yHOpaBiICHHE KIOYaMH, [OJIyY€HUE CKpPBITOW HH(pOpMaluy,
KBaHTOBYIO KpUITOTrpaduio.

[Ton mud¢poBaHueM NMoHUMAETCA Takoe mpeoOpa3zoBaHUe MH(OpPMAaLUH,
KOTOpOE JI€JIAeT UCXOAHbIE JaHHbIE HEUUTAEMBIMU U TPYAHO PACKPbIBAEMBIMU
0e3 3HaHMs CIEeUalbHOM CEeKpeTHOM mH(popMauuu — KJw4a. B pesynbraTe
mpPOBaHUS OTKPBITHIM TEKCT MpeBpamaeTcs B mUpporpaMMy U CTaHOBUTCS
HEUUTAaeMbIM 0€3 HCIOJIb30BaHUS JIeMIM(PpUPYIONMIETO MpeoOpa3oBaHMUs.
IMudgporpamma MOXET Ha3bIBaTbCsl HWHAYe: 3allU(PPOBAHHBIA  TEKCT,
Kpurnrorpamma, mudposka win mmdprexct. udporpamMma no3BossieT CKPhITh
CMBICJI IEPEIABAEMOTO COOOILIEHHUS.

Cdepa nHTEpECOB KPUNTOAHAIU3A MPOTUBOMNOJIOKHAS — pa3paboTKa U
UCCJIEIOBAHUE METOOB JemuppoBaHus (pacKphITHsl) UG pPOrpaMMBbl Jaxe 0e3
3HaHUS CEKPETHOTO KII0Ya.

[lon kaO4YOM TNOHMMAETCs CeKpeTHas WHGopMalus, ONpeAessoas,
Kakoe TmpeoOpa3oBaHME€ W3  MHOXKECTBA  BO3MOXKHBIX  IIU(PYOMUX
peoOpa30BaHUil BHIMOIHIETCS B JAHHOM CIIy4ae HaJl OTKPBITHIM TEKCTOM.

HMemmmdpoBanue — oOpatHblii  mudpoBanuo  mpouecc. [lpu
nemuppUpOBaHUA HA OCHOBE KITFOYa 3amm(ppOBaHHBIA TEKCT (mmdpporpamma,
¢ poBKa) Npeodpa3yeTcst B ICXOAHBIM OTKPBITHIN TEKCT.

[Ipouiecc mosrydyeHHs] KPUNTOAHAIUTUKAMHU OTKPBITOIO COOOIIEHUS W3
muppoBaHHOTO CcoO0OIIeHUs 0e3 3apaHee M3BECTHOIO KII0Ya Ha3bIBAETCS
BCKPBITHEM WU B3JIOMOM Iudpa.

Cy1iecTByeT HECKOJIBKO Kiaccu(puKauii mudpos.

[To xapakTepy MCHOJIb30BaHUS KJtOUa aJrOpUTMbl MHU(PPOBAHUS NENATCA
Ha JIBa TUIA: CAMMETPHUYHbIe (C OJHUM KJIIOUOM, MO-APYrOMYy — C CEKPETHBIM
KJIFOYOM) 1 HECUMMeETPHYHBbIE (C ABYMS KIIFOYaMU UM C OTKPBITHIM KIIOUOM).
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Hecummerpuunbsie anroputMbl mudpoBaHus ©  JAemUA(PpPOBaHUS  TOPOM
Ha3bIBAIOT ACUMMETPUYHBIMHU.

B nepBom cnyuae B mudparope otnpaButens U - aemudparope
HOJIydaTeNIs UCIOIb3yeTCsl oauH U ToT ke kiarou (Kmou 1, cMm. pucynok 2.1).
[udparop obpazyer mudporpamMmmy, KoTopas siBisieTcs: QYHKIHUEH OTKPHITOrO
tekcta. KoHkpeTHbI Buj GyHKOUM npeoOpazoBaHus  (mmdpoBaHMS)
OTIpEJIENISIETCSl CEKPETHBIM KitouoM. J[lemmdpaTop mnosydarens cooOleHus
BBITMIOJIHAET OOpaTHOE MpeoOpa3oBaHHE IO OTHOIICHHUIO K MpeoOpa3oBaHHIO,
caenanHomMy B mudparope. CEeKpeTHBIN KITI0U XPAHUTCSA B TallHE U TepeaeTcs
OTIIpaBUTENIEM COOOIIEHUS MOIYYaTeNo 0 KaHaly, UCKIIYAIOIIEMy IepexBar
KJTF0Ya KPUTITOAHATMTHKOM TIPOTUBHUKA WJIM KOMMEPUYECKOTO KOHKYPCHTA.

Koy 1 Koy 1
(cexpeTHBIH) (cexpeTHBIit)
T ITudporpamma Texer
T LLIHGPATOP | +fm = v = ¢ = o = 4){ JNleumdpaTop >
Kanan ca3u
Ornpasurens Ilony4arenn
(nepenaTank) (npHeMHHK)
Pucynok 2.1

Bo BTOpOM ciyyae (Ipu MCHOJB30BAaHUM ACUMMETPUYHOTO AJITOPUTMA),
IIPEACTABICHHOTO HA PUCYHKE 2.2, MOIy4YaTelb BHAYAIIE IO OTKPBITOMY KaHaly
nepeaeT OTIPABUTENIO OTKPBITHIN Kitod (Kitou 1), ¢ momoibio KOTOPOro
OTIpPaBUTENb MHUPPYET UH(DOPMALHIO.

[Ipu nonyyeHnu nHpopmanuu nosyyaTesb ACMLUPPUPYET €€ C MOMOIIbIO
BTOpOTrO cekpeTHoro kirova (Kitou 2). [lepexBar otkpsitoro kitoua (Kimrou 1)
KPUNTOAHAJIUTUKOM MPOTHBHMKA HE TO3BOJSAET JAemudpoBaTh 3aKphITOE
COOOIIIEHUE, TAK KaK OHO PACCEKPEUMBAETCS JIUIIb BTOPbIM CEKPETHBIM KIIFOUOM
(Kirou 2). Tlpu aTom cexpeTHbiii Kitrod 2 nmpakTHYeCKr HEBO3MOYKHO BBIYUCITUTD
C IoMOIIIbI0 OTKpbITOro Kitoua 1.

Knrou 1 Knrou 2
(OTKPBITHIH) (cexpeTHBIiT)
[Indporpamm Teker
Texer LuppaTop f= o|=+ =« = . - - > HewndpaTop >
Kanan ceasu
OrnpaBurens IMoayuyarens
(nepenatumk) (mpHeMHHK)
PucyHnok 2.2



[Ipu ouenke »3¢dekTuBHOCTH mMHM@Ppa OOBIYHO PYKOBOJACTBYIOTCS
npasuiioM rojutanana Oriocra Kepkxodda (1835 — 1903), corytacHo KOTOpoMy
CTOMKOCTh IM(pa ONpeNesseTcs TOJBKO CEKPETHOCTBIO KIH4Ya, T.€.
KPUITOAHAIUTUKY U3BECTHBI BCE JIETANIHU Ipoliecca (anroputMa) mudpoBaHus U
nemr@poBaHysi, HO HEU3BECTHO, KAKOW KJIIOY KCIIOJIb30BAH JJIs IIH(DPOBaAHUS
JAHHOT'O TEKCTa.

KpunrocroiikocTbio Ha3bIBACTCS XapaKTepUCTHKA mudpa,
OTIPEMETSIONIasi €ro YCTOMUMBOCTh K AemmudpoBanuio 6e3 3HaHUS Kioua (T.e.
YCTOMYMBOCTh K  KpHUNTOaHanu3y). VMeeTrcss HECKOJIIBKO IOKa3aTeneu
KPUNTOCTOMKOCTH, CPEAM KOTOPBIX KOJUYECTBO BCEX BO3MOXKHBIX KIIOUEH H
cpeaHee BpeMs, He0OXOAUMOe AJIsi KpUITOAHATH3a.

AnroputMbl THQPOBAHUS C OTKPBITBIM KJIIOYOM HCIIOJNB3YIOT TakK
Ha3bIBacMble HeOOpaTHMble WJIM OJHOCTOPOHHUE (PYHKUMH. OTH (QYyHKUUU
001aaloT CIEAYIOIUM CBOMCTBOM: MpH 3aJlaHHOM 3HAUYE€HUU apryMeHTa X
OTHOCHTEJIBHO TIPOCTO BBIUMCIUTH 3HaueHue ¢(ynkuuu f(X). OmgHako eciu
U3BECTHO 3HaueHue GpyHkimu y = f(X), To HET mpoCcTOro MyTH sl BEIYUCICHUS
3HAYEHUsI ApryMEHTa X.

Bce ucnonb3yemble B HAcTOAIIEE BpeMsl KPUIITOCHUCTEMBI C OTKPBITHIM
KJIIOYOM ONMPAIOTCS HAa OJWH M3 CIEAYIOLIUX TUIOB HEOOpaTHUMBbIX
npeoOpa3oBaHUM.

1. Paznoskenne O60BIINX YMCeT Ha TPOCThIe MHOKUTENH (anroputm RSA,
aBTopsl — PaiiBect, [llamup u Amieman — Rivest, Shamir, Adleman).

2. Beruncnenue norapudMa Ui BO3BEACHUE B cTeneHb (anroputM DH,
aBTopbl — ludpu u Xenman).

3. Boluncnenue kopHel anre0panyeckux ypaBHEHUN.

PaccmoTtpum nipocreiimuii npuMmep HeoOpaTumbix pyHKImil. Jlerko B yme
HalTH mpousBeaeHue AByX mpocthix uucen 11 u 13. Ho monpoOyiite 661cTpO B
yM€ HalTH JIBa NPOCTHIX YHCIIA, IPOU3BEAEHUE KOTOPBIX paBHO 437. Takue xe
TPYAHOCTH BO3HUKAIOT U MPU HUCMHOJIb30BAHUM BBIUHUCIUTEIBHOW TEXHUKHU IS
OTBICKAHMSI JIBYX MPOCTHIX COMHOXHUTEICH NI OYeHb OOJIBIIIOTO YMCIIa: HAUTU
COMHOHUTEIN MOKHO, HO TTOTPEO0yeTCsl MHOTO BPEMEHH.

Takum oOpazoM, B cucTeMe KOAUPOBAHMS, OCHOBAHHOW Ha Pa3sIOKCHHUH
HAa MHOXUWTEJU, UCIOJB3YIOTCS JBa Pa3HbIX KJIOYa: OJUH JUIsl MH(PPOBAHUS
COOOIIEHHUSI, 2 BTOPOM — OTJIMYHBIA OT MEPBOTO, HO CBSI3aHHBIM C HUM — JJIA
nemudpoBanus. Kirou mudpoBaHus OCHOBAaH Ha TMPOU3BEACHUU IBYX
OTPOMHBIX MPOCTHIX YHUCE, a KIHY Jemu(poBaHUs — HA CaMUX MPOCTHIX
yuciax.

Kpunrorpaduss He 3aHMmaercs: 3amuMTOl OT oOOMaHa, MOAKYyNa WU
IIaHTaka 3aKOHHBIX a0OHEHTOB, KPaKH KIIIOUEH U APYTHX yrpo3 uHbopmalmu,
BO3HUKAIOIIMX B 3allIUIIICHHBIX CUCTEMAX MEPEAauH TaHHbBIX.

Cmezanozpaghusa 310 Hayka O CKPBITON mepenade MHPOPMAIMH MyTEM
COXpaHEHUs B TaliHe camoro ¢akTa rnepeaayu.



B oranume ot kpuntorpaduu, KOTOpas CKpPBIBAET COJEPKHUMOE
CEKPETHOTO COOOIIEHUs, CTeraHorpadusi CKphIBAET CaMO €ro CYyIIEeCTBOBAaHUE.
Creranorpa¢uo 0ObIYHO MCIOJB3YIOT COBMECTHO C METOAAMM KpUIITOTrpaduu,
TaKUM 00pa3oM, TOTOMHSIS €€.

Bb1enstoT HECKOIBbKO HallpaBJIeHUN CTeraHorpaguu:

— KJIacCHYecKasi cTeraHorpadus;,
— KOMIIbIOTEpHAs CTeraHorpadus;,
— nudposas cteraHorpadus.

KommnbrotepHas  creraHorpagus —  HampaBi€HHE  KIACCHYECKOU
cTeraHorpauu, OCHOBAaHHOE Ha OCOOCHHOCTSIX KOMITBIOTEPHOM MIaT(hOPMEI.
[Tpumepsr — cteranorpaduueckas ¢ainoBas cucrema StegFS mms Linux,
CKpBITHE JAHHBIX B HEUCHOJB3YyeMbIX oOnacTax (opmaroB (ailsaoB, moamMeHa
CHUMBOJIOB B Ha3BaHUAX (ailyioB, TEKCTOBasi CTeraHorpagus u T. JI.

OpnuM u©3 Haumbojee pacHpOCTPAHEHHBIX METOJOB  KJIACCHUYECKOM
cTeraHorpauu  sIBJISETCS MCIOJB30BAHME CUMIATHUECKUX (HEBUIUMBIX)
yepHWI. TeKCT, 3alMCaHHBbId TAaKUMU YEpHUJIAMH, TMPOSBIAETCS TOJBKO MpPH
OTIpPE/IECNICHHBIX YCJIOBUAX (HarpeB, OCBEILEHUE, XUMHUYECKHI MPOSBUTENb U
T.1.).

[MudpoBass  creraHorpadust  —  HaAOpaBlI€HUE  KIACCHUYECKOM
cTeraHorpauu, OCHOBAaHHO€ Ha COKPBITUM WJIM BHEIPEHUU ONOIHUTEIHHOU
uHpopMaIuu B U(GPOBbIE 00BEKTHI, BHI3BIBAS TTPH 3TOM HEKOTOPHIE MCKAKCHHUS
3TUX 00BeKTOB. Ho, Kak mpaBuio, 1aHHbIE OOBEKTHI SBISIOTCS MYJIbTHMEIHA-
o0BeKTaMH (M300paKeHHsI, BUJIE0, ayAHO, TEKCTYpbl 3D-00BEKTOB) 1 BHECEHHE
UCKQXCHUM, KOTOpBIE HAXOMATCS  HIKE IOpOTra  YyBCTBUTEIBHOCTH
CPEIHECTaTUCTUYECKOTO YEJIOBEKA, HE MPUBOAUT K 3aMETHBIM H3MEHEHUAM
3TUX O00BeKkTOB. Kpome TOro, B ouu(ppoBaHHBIX OOBEKTaX, H3HAYAIBHO
UMEIOLINX aHAJIOTOBYIO MPHUPOAY, BCEr/Aa MNPUCYTCTBYET IIYM KBAaHTOBAaHMUS;
nanee, IpU BOCHPOU3BEIEHUU ITUX OOBEKTOB TMOSABISETCS JOMOJHUTEIbHBIN
AaHAJIOTOBBIM IIyM M HEJIMHEHHbIE MCKaXEHMs anmaparypbl, BCE 3TO
CIIOCOOCTBYET OO0JIbINEH HE3aMETHOCTH COKPHITON MH(OpMAIUH.

2.2 JlaGopaTopHoe uccienopanue Ne2. UccienoBanue XxapakTepucTuK
U BO3MO’KHOCTEH NMPOrpaMM 1o muppoBaHuio, 0e3B03BPATHOMY YIAJICHHIO,
creraHorpaguu

Hean:
U3yYUTh  BO3MOXHOCTH  CIEHUATM3UPOBAHHOTO  TPOTPAMMHOTO
oOecrieueHus: no mudpoBaHnio, OE3BO3BPATHOMY YyIAJEHUIO, CTeraHorpaduu.

BrissicHUTD, Kakue U3 yTHIAT Hanbosee YPPEeKTUBHBI.

Bpemst padoTsl: 2 yaca
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3agaHus HA BbINOJIHEHHE J1A00PATOPHOI0 HCCIEA0BAHMUS

1. Tlo yka3zaHuio mpernojgaBaTeisl BbIOpaTh 3 MPOrpaMmbl U3 MPUIATaEMOTO
CITUCKA:

. TrustPort Tools

. Cryptic Disk

. Locker (ckppiTue (haiinon)

. Max File Encryption

. Secure Disk

. Masker 7.1

. Fox Secret

. HideInPicture 1.0

9. llIudposanbiuk

10. Advanced Encryption Package
11. Gpg4win

12. Cryptic Disk Professional
13. CyberSafe Files Encryption
14. Steganos Privacy Suite

15. Lavasoft Privacy Toolbox
16. pkilmage Free Edition

CONO Ol S~ WN -

Ecau cryaeHT »KenmaeT MPOBECTH aHAIU3 aHAJOTHYHBIX MO (DYHKIHMOHATY
MporpaMM, HE BXOJSAIIMX B MPEAJIOKEHHBINA CIIUCOK, TO 3TO MOKHO CJEIaTh IO
COTJIACOBAHUIO C MPEMNO1aBATEIIEM.

2. YCTaHOBUTH Ha KOMITBIOTEp MPOTrpaMMHOE OOecredeHue Mo mudpoBaHuUIo,
0€3BO3BpAaTHOMY YJAJICHUIO, CTEraHorpauu B COOTBETCTBUU CO CBOUM
BapUAHTOM (TPY BO3MOXKHOCTH).

3. Ha caiite npousBogutens nganHoro [1O wim u3 Apyrux MCTOYHUKOB B CETU

I/IHTepHeT, Y3HAaTb OCHOBHBIC XaPAKTCPHUCTHUKHU U BO3MOKHOCTH YCTAHOBJICHHOI'O
I10.

4. IIpon3BecTH 3ammyCK OCHOBHBIX MOJYJIEH TPOTrpaMMbl U UCCIIEI0BATh, KAKUM
dbynkimonanom obaagaet ganHoe 110 (mmpu BO3MOXKHOCTH).

5. IIpoBecTr cpaBHUTENBHBIN aHAIU3 C AaHAJTIOTUYHBIMU 110 QYHKIHUOHATY JBYMS
JPYTUMHU  BBIOpaHHBIMM TpOrpaMMaMy M3 MPEIIOKEHHOTO CIUCKA WM

BBI6p AHHBIX CTYJACHTOM CAMOCTOSTCIIBHO.

6. Cnenathb BBIBOJBI IO paboTe.

11



2.3 Coaep:kanue oT4yeTa
1. Llenb paGoThI

2. Haznauenue nporpaMMHOT0 o0ecrieueHus 1o muppoBaHHUIo,
0€3BO3BpPATHOMY YJAJICHUIO, CTEraHOTpAPUH.

3. Ilepedens ucciIeyeMBIX IPOrPAMM C YKa3aHUEM CauTa IIPOU3BOAUTEILA.

4. CKpHHILOTHI C KPaTKUM OMICAHUEM OCHOBHBIX (DYHKIIMH M HACTPOECK JIJIS
KQKJI0U 13 3-X mporpaMM. /[aHHBIN ITyHKT MOKET BBIIIOJIHATHCS
HEIMOCPEICTBEHHO MTPH YCTAHOBKE MPOTPaMM Ha KOMITBIOTEP UJTU TpeOyemble
JTaHHBIE BRIOWPAIOTCS U3 TEXHUYECKHUX OMHUCAHUN MpOTrpaMM Ha caiTax
IPOU3BOAUTENEH WK APYTUX UH(POPMALIMOHHBIX PECYPCOB.

5. Pe3ynbTarhl CpaBHUTENBHOTO aHAJIN3A C AaHAJIOTMYHBIMU 10 (PYHKIIMOHATY
JBYMsI IpyTUMH BBIOPaHHBIMH NIPOTPAMMAaMHU U3 MPEAJIOKEHHOTO CIIUCKA WU

BI)I6paHHI)IX CTYACHTOM CaMOCTOATCIIBHO.

6. BriBoaBI 110 IMPOBCACHHOMY HCCJICAOBAHUIO.

2.4 KoHTpOJIbHBbIE BONIPOCHI

[Ipu cnaye otuera mo 1a6OPATOPHOMY UCCIICIOBAHUIO CTYJEHT JOJKEH ObITh
TrOTOB OTBETUTH Ha CIEIYIOIINE BOMPOCHI:

1. JlaTe onpeesieHre KpUITorpaduu.

2. [latp onpenencHue mudpoBaHUIO.

3. Jlath onpeneneHne KpUNTOCTOMKOCTH.
4. Jlath onpeneneHue xeu-(QyHKIuu.

5. [late ompeaeneHue Kioya.

6. B ueM oTiinuMe CUMMETPUYHOTO U HECUMMETPUYHOTO METOJIOB
mppoBaHus?

7. laTh onpejenenne creraHorpaduu.

8. N3moxxuTh mpuHIUI U(PPOBOI cTeraHorpadum.
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3 MexaHu3Mbl HIACHTHPUKANNH U AYyTEHTU(PUKATNH

3.1 Kparkue TeopeTHdecKHe CBeJAeHUs

OcHoBoit mOOBIX cucTeM 3aummThl WH(popMannoHHbIX cucrem (MC)
SBIISIIOTCA WOeHmuukayua u aymenmudukayus, Tak Kak BCE MEXaHU3MBbI
3alUThl UH(OPMALIUK pacCUUTaHbl Ha pabOTy C MOMMEHOBAHHBIMU CYyObEKTaMU
u obowvexktamun HMC. B kauectBe cyOpekToB HMC MOryT BBICTYyHAaTh Kak
II0JIb30BATENM, TaK U IMPOILECChl, a B KadecTBe 00bekToB MIC — mHpopmanus u
Ipyrue nH(HOPMaLOHHBIE PECYPCHI CUCTEMBI.

[IpucBoeHne cyObekTaM M O0O0BEKTaM JIMYHOIO HJAECHTU(UKATOpAa U
CpaBHEHHE €ro ¢ 3aJaHHBIM TIEPEYHEM Ha3bIBACTCS uleHmuguxayueil.
Nnentudukaius odecrieyuBaeT BHIMOJHEHHUE CICAYIOMMX (PYHKITUN:

- YCTaHOBJIEHME NOJJIMHHOCTH M OIpPEAENICHUE MOJHOMOYMN CyObeKTa
IIPU €ro JI0IyCKE B CUCTEMY;

- KOHTPOJIb YCTAHOBJICHHBIX TIOJITHOMOYHUI B MPOLIECCE CEaHca padOThI;

- perucTpanys 1eUCTBUH MOJIb30BATENS U AP.

Aymenmudghuxayueti  (ycmanosnenuem — noOAuUHHOCMU) — HA3bIBACTCA
IpOBEpKa MPUHAIICKHOCTH CYOBEKTY JOCTyNa NPEIbsBICHHOTO UM
uAeHTU(UKATOpa W MOATBEP)KIACHHE €ro MOJUIMHHOCTH. J[pyrumu clioBamy,
ayTeHTU(UKALMs 3aKII0OYaeTCsl B IMPOBEPKE: SBISETCSA JIM IOJKIIOYAIOUIUICS
CYOBEKT TE€M, 3a KOrO OH Cc€0sl BbIJIAET.

OOmas npouenypa uAeHTU(PUKAIMM U ayTEHTU(PUKALUU MOJIb30BaATENs
npu ero noctyne B MC mpencraBnena Ha pucynke 3.1. Ecnu B mporecce
ayTeHTU(PUKAUUU TOMJIMHHOCTh CYOBEKTa YCTAHOBJIEHA, TO CHUCTEMa 3alUThI
uH(pOpMaIUKU TOJKHA ONPEAEIUTh €ro MOJTHOMOYHS (COBOKYITHOCTD MPaB). ITO
HEOOXOAMMO JUIsl TOCHEAYIOIIEr0 KOHTPOJS W pa3rpaHUyeHus JocTyna K
pecypcam.

CnocoObl ayTeHTUPUKAUUA MOXKHO PAa3[eNuTh HAa ayTEeHTU(PUKALHIO
NapTHEPOB MO OOIIEHHI0O M  ayTeHTU(UKAIUI0O HCTOYHHMKA JIAHHBIX.
AyTeHTu(uKaus NapTHEPOB MO OOUICHUIO MCIOJIB3YETCS MPU YCTAaHOBJICHUU
(¥ meproaMYECKON MPOBEPKE) COSANMHEHUs BO BpeMs ceaHca. OHa CIIyKUT JUis
IIPENOTBPALICHUS] TAKMX YI'pO3, KaK Mackapaj W MOBTOpP MPEIbIAYLIErO CeaHca
CBSI3U. AyTEHTU(PHKAIMS HUCTOYHMKA JaHHBIX — 93TO IOJATBEP)KICHHUE
NOJJIMHHOCTH UCTOYHUKA OTAEIIBHON MOPLIHUH JAHHBIX.

[lo HampaBIEHHOCTH AayTEHTH(HUKALUS MOXKET OBbITh OJHOCTOPOHHEMH
(moJB30BaTENb JOKA3bIBAET CBOKO MOJJIMHHOCTh CUCTEME, HAIIPUMEP MPHU BXOJIE
B CUCTEMY) U JIBYCTOPOHHEMN (B3aHMHOM).
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Pucynok 3.1 - Knaccuueckast mpoueaypa uaeHTUGUKAIMT U ayTeHTU(OUKAITUU

OOBIYHO METOAB! ayTEHTU(PUKALUHU KIACCU(DULIHUPYIOT IO UCIOIb3YEMBIM
cpexnctBaM. B 3ToM ciyyae ykazaHHbBIE METOJIBI ACIIAT HA YETBIPE TPYIIIIBL:

1. OcHOBaHHbIE Ha 3HAHUM JIMIOM, HMEIOIIMM I[paBO Ha JOCTYN K
pecypcaM CUCTEMbI, HEKOTOPOU CEKPeTHOM MH(POpMaLUK — HapoJis;

2. OCHOBaHHbIE HAa WCIOJB30BAHWU YHHKAIBHOTO TMpEAMETa: >KETOHA,
AIEKTPOHHOM KAPTOYKHU U OP.;

3. OcHOBaHHbBIE HA U3MEPEHNN OMOMETPUUECKUX MapaMeTPOB YeIOBEKa —
(U3HOJOrMYECKHUX WM MOBEICHYECKUX aTprOyTax )KMBOrO OPraHu3Ma;

4. OcHOBaHHbIE HAa WH(POPMAILMH, ACCOLMUPOBAHHOW C MOJB30BATENIEM,
HaIIpUMED, C €ro KOOPANHATAMHU.

Paccmotpum 3Tr rpynmel.

Haubonee pacnpocTpaHeHHBIMH MHPOCTHIMHU W MPHUBBIYHBIMU SIBIISIOTCS
METOJbl  ayTeHTHU(HKAI[MK, OCHOBAaHHBIE Ha NAPOAsAX —  CEKPETHBIX
uaeHTUGUKaTOpax CyOBEKTOB. 37€Ch MPH BBOJE CYOBEKTOM CBOETO IMapOJIs
HOJICUCTEMA ayTeHTU(UKAIIMKY CPABHUBAET €r0 C MaposieM, XpaHsIIuMcs B 6ase
ATAJIOHHBIX JAHHBIX B 3alIM(poBaHHOM Buie. B ciyuae coBmajeHus maposeit
MoJICUCTEeMa ayTeHTU(UKAIIMU pa3pelaeT 10cTyn K pecypcam UC.

[TaponbHble  MeTOABl  cleAyeT KilacCUpUUUMpOBaTh MO  CTENEHU
M3MEHAEMOCTH MApOJIEH:

- METOJIbl, MCIIOJIb3YIOIIME MOCTOSHHBIE (MHOTOKPATHO HCIOJIb3yEeMBbIC)
napoJu;
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- METOJbI, HCIOJb3YIOIINE OJHOPA30BBIE (AMHAMUYHO H3MEHSIOLIUECS)
HapoJIH.

B OGonpmmmuactBe MC HCcnons3yroTcsi MHOropa3oBble Napoiu. B arom
cllydyae napojb MOJIb30BaTeNl HE U3MEHSETCS OT CEeaHCa K CEaHCy B TEUECHHE
YCTaHOBJIEHHOT'O aJIMUHUCTPATOPOM CHCTEMbI BPEMEHU €r0 JEHCTBUTEIBHOCTH.
OTO ympom@aer MNpouUeAypbl aJIMUHUCTPUPOBAHMS, HO TIIOBBIIIAET YIPO3Y
paccekpeunBaHus naposisi. MI3BECTHO MHOKECTBO CIIOCOOOB BCKPBITHUS MApOJIs:
OT MOACMOTpA Yepe3 IUIEYO JI0 epexBaTa CeaHca CBA3U. BeposSTHOCTh BCKPBITHUS
3JIOYMBIIIUICHHUKOM TIapoJisi TOBBIIIAETCS, €CIM Napojb HECET CMBICIOBYIO
Harpy3ky (roa poXAeHWs, UMsl JEBYIIKH), HEOOJIbIION [JIUMHBI, HaOpaH Ha
OJIHOM DPErucTpe, HE MMEET OrPAHMYEHUN Ha MEPUO]l CYIIECTBOBAaHUSA U T. I.
BaxxHo, pa3penieHo Jiv BBOAWTH MapoJb TOJIBKO B JUAJIOIOBOM PEKUME HIIA
€CTb BO3MOXKHOCTb OOpamarbCsi U3 mporpammel. B mocinenHeMm ciydae,
BO3MOKHO 3aITyCTUTh IPOrpaMMy 110 HOA00PY Haposiei — «JpOOHIIKY».

bonee HamexHbli CcHocod — HUCHOIB30BaHWE OJHOPA30BBIX WIIU
JUHAMUAYECKH MEHSFOLIUXCS TAPOJIEH.

W3BecTHBI cleyroImue METOAbl IMapoJIbHOM 3allUThl, OCHOBAHHBIC HAa
OJTHOPA30BBIX NAPOJIAX:

- METOJIbl MOAU(PHUKAIIUU CXEMBI IPOCTHIX NapOJIEH;

- METObI «3aIPOC-OTBETY;

- (pyHKIIMOHAJIBHBIE METO/IBI.

B mepBoM ciyyae mOJb30BaTENO0 BBIAACTCA CHUCOK mnaposer. [lpwm
ayTeHTU(PUKALUU CUCTEMa 3alpallMBacT y I0JIb30BaTENsl IMapoJib, HOMEpP B
CIIMUCKE KOTOPOTO OIPEAENEH IO CIy4aHOMY 3aKoHy. JIMHA M MOPSAKOBBIN
HOMEpP HAYaJIbHOIO CUMBOJA MapoJidi TOXKE€ MOTYT 3aJaBaThCs CIy4YailHbIM
o0Opazom.

IIpy ucronb30BaHMM  METOAA  «3AIPOC-OTBET»  CUCTEMA  3a/aeT
M0JIb30BATEI0 HEKOTOPbIE BOMPOCHl OOLIETO XapaKTepa, MPaBUIIbHBIE OTBETHI
Ha KOTOPBIE U3BECTHBI TOJBKO KOHKPETHOMY MOJIb30BATEIIO.

QOYHKIMOHAIBHBIE METOABbl OCHOBAaHbI Ha MCIIOJIb30BAHUU CIIELUAJIBHON

(GyHKIIMU TapoJIbBHOTO MpeoOpa3oBaHus S D10 mossonser obecrneunts
BO3MOXXHOCTh U3MEHEHUS (110 HEKOTOpOil ¢opmylie) maposieil mojib30BaTess BO
BpeMeHH. YKa3zaHHas (QyHKIHMS JODKHA  YAOBIETBOPATH  CIEAYIOLIUM
TpeOOBAHMSIM:

- JUIS 3aJJAHHOTO TIAPOJIS X JIETKO BBIYUCIUTH HOBBIA MApoIIb » Jx)

-3Has X U Y, CJIOXHO WJIA HEBO3MOXKHO ONPEAEIUTh (PYHKIUIO Fix,

Haunbonee wu3BecTHhIMU mpuMepamMud  (QYHKIIMOHAJIBHBIX  METOJ0B
ABJIAIOTCS:  METOJ  (PYHKIMOHAJIBHOIO  IpeoOpa3oBaHus U METOJ
«PYKOIIOXKATHSY.

Nnes Meroma  (QyHKIMOHAJIBHOTO  MpeoOpa3oBaHMsl  COCTOUT B

MEePUOINYECKOM H3MEHEHHH caMou (DYHKIIHH J ) Hocnexnee pocruraeres

HaIM4YMeM B (DYHKIIMOHATLHOM BBIPAKCHUH JUHAMHUYECKH MEHSIOIIUXCS

napamMeTpoB, Hampumep, GQYHKIUM OT HEKOTOPOM JaTbl W BPEMEHH.

[Tonp3oBaTent0 COOOMIAETCS HWCXOMHBIM TApoOib, COOCTBEHHO QYHKIUA W
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NEePUOMYHOCTh CMEHBI maposis. HeTrpymHo BuaeTh, 4YTO  MApOJISIMH
MOJIb30BATENsl HA 3aJaHHBIX *# -TIEPHOJAaX BpPEMEHH OyayT cleayroume: X,
f(x), f(f(x)), ..., ()"

Meron «pykomokatus» COCTOUT B cieayromeM. DyHKIMS mapoIbHOTO
npeoOpa3oBaHus M3BECTHA TOJIBKO TOJB30BATENI0 UM CHUCTeME 3aiuThl. [lpu
Bxoge B MC mnoxacucrema ayTeHTU(GUKAIMK TEHEPUPYET CIy4alHYIO
MOCJIEIOBATEIBHOCTh X, KOTOpas IepefaeTcsi MoJsib3oBaTento. Ilosb3oBaTenb
BBIUHCIIACT pe3ynbraT GyHkun Y=Ff(X) u Bo3Bpamaer ero B cuctemy. Cucrema
CpaBHUBAET COOCTBEHHBIN BBIYMCICHHBIA pPE3ylbTaT C IMOJXYYCHHBIM OT
nosib3oBatens. [lpu  coBmajeHMM yKa3aHHBIX PE3yJbTATOB TOJJIUHHOCTH
MIOJIb30BATEIISI CYUTACTCSA JJOKA3aHHOM.

JIOCTOMHCTBOM MeTOJa SIBISE€TCA TO, YTO Iiepefadya Kakou-aubo
uH(popMaIuu, KOTOPOH MOXKET BOCIOIB30BAThCS 3IIOYMBIITUICHHHUK, 3/1€Ch
CBEJIcHA K MUHUMYMY.

B psane cayyaeB MOJb30BaTENI0 MOXKET OKa3aThCsl HEOOXOIUMBIM
MPOBEPUTH TMOJUIMHHOCTh JIPYrOoro yIajJ€HHOTO MOJIb30BAaTENsl WM HEKOTOPOU
UC, k xoTopoil oH cobupaercss ocyliecTBUTh nocTyn. Hanbonee noaxonsmmm
3/IeCh SIBIIIETCA METOJ «PYKOIMOXKATHsD», TaK KaK HUKTO M3 YYaCTHUKOB
UHOOPMAITMOHHOTO OOMEHa He TMOJYyYUT HUKAKOM KOH(UIACHIMATHHON
uHpopMaIuu.

OTtMeTuM, 94TO METOMBI ayTCHTU(HUKAIINKN, OCHOBAHHBIE HAa OHOPA30BBIX
napoisix, Takke He oOecrnedynBaroT aOCOJMIOTHOW 3ammThl. Hampumep, eciu
3JIOYMBITIUICHHAK UMEET BO3MOYKHOCTH TOJIKJIFOUYCHHSI K CETH U TIePEXBATHIBATh
nepeaBaeMble MaKeThl, TO OH MOKET MOChUIATh MOCIeIHNE KaK COOCTBEHHBIE.

B mocnennee Bpems MOMy4YWJIM paclpoOCTpaHEHHE KOMOWHHUPOBAHHBIC
METOAbl HUACHTU(PUKAINK, TPEOYIOIMHE, MOMUMO 3HAHUS I1apoJisd, HaJUYHE
KapTouku (token) —  cCHOEMAJIBHOIO  YCTPOMCTBA, IMOJTBEPIKIAIOIIETO
MOJTMHHOCTh CyOBEKTA.

Kaprouku pa3aensror Ha 1Ba THIIA:

- MacCUBHbBIC (KAPTOUKH C MAMSTHIO);

- aKTUBHBIC (MHTEIJUICKTyaJIbHbIE KAPTOUKH).

CaMmbpIMH  pactpOCTpaHEHHBIMH  SIBJISIIOTCS  MMACCUBHBIE KApTOYKU C
MAarHUTHOM MOJIOCOW, KOTOPBIE CUUTHIBAOTCSA CIIELUAIBHBIM YCTPOMCTBOM,
UMEIONINM KJIaBUaTypy © mpoueccop. [lpum wucnonp30BaHuM yKa3aHHOM
KApTOUYKH MOJIb30BaTENb BBOJUT CBOW MACHTH(PUKALMOHHBIA HOMEp. B ciyuae
€ro COBMAJCHHUS C DJICKTPOHHBIM BapHAHTOM, 3aKOJMPOBAHHBIM B KapTOYKE,
MOJIb30BaTeNh TOJIY4YaeT JMJOCTYIl B CHCTEMY. OTO TO3BOJSET JAOCTOBEPHO
YCTAaHOBUTH  JIMIO, IIOJYYUBIIEE JOCTYIl K CHCTEME U  HCKIIOYHTH
HECAaHKIIMOHUPOBAHHOE  HWCIIOJIb30BAaHUE  KApPTOYKA  3JI0YMBIILICHHUKOM
(manpumep, mipu ee yrepe). Takoit crnoco0 4acTo Ha3bIBAIOT JBYXKOMIIOHEHTHOU
ayTeHTHU(UKaLEeH.

Nuorna (00br94HO 1711 (DU3UYECKOTO KOHTPOJSL JOCTYIA) KapTOUYKH
NPUMEHSIOT camMu 1o cebe, 0e3 3ampoca JUYHOTO HUACHTU(HUKAITMOHHOTO
HOMeEpa.
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K nocTtonHCTBY HMCMONBb30BaHHUS KapTOUEK OTHOCST TO, YTO 00paboTka
ayTeHTU(PUKALUOHHON MHPOpPMALIMU BBHITIOJHAETCS YCTPOMCTBOM UTEHHUsI, O€3
nepeaayr B MaMsTh KOMIbIOTEpPa. DTO UCKIIOYAET BO3MOXKHOCTh 3JIEKTPOHHOTO
nepexsara 1o KaHajiaM CBS3H.

Henoctatku mnaccUMBHBIX KapTOUEK CIEAYIOIIME: OHU CYILIECTBEHHO
JOpOKe  Maposie, TpeOyloT  CHEeUMATbHBIX  YCTPOMCTB  UTEHHUS, UX
MCII0JIb30BAaHUE TIOJIPA3yMEBAET CIICIMANIbHBIE TIPOLIEYpPhl 0€30MMaCHOTO yUeTa U
pacnpezenenus. MIx taxke HE0OXOAMMO oOeperaTh OT 3JI0YMBIIIJICHHUKOB, U,
€CTECTBEHHO, HE OCTaBJIITh B YCTpPOWCTBax uyTeHHs. V3BECTHBI ciay4au
MIOJIJICJIKH TTAaCCUBHBIX KapTOYEK.

WNHTennekTyanbHble KAapTOYKH KpPOME TaMSATH HWMEIOT COOCTBEHHBIN
MUKpPOIIPOILIECCOp. ODTO TMO3BOJSIET PEaTu30BaTh pa3jMuHble BapHUAHTHI
NapoibHBIX  METOJOB  3alllUThl: MHOTOPa3oBbI€ MApOJH, JUHAMHUYECKH
MEHSIOIIMECS] TapoJiu, OOBIYHBIC 3alpOC-OTBETHBIE METOAbl. Bce kapTouku
00€eCIeYnBaOT JIBYXKOMIIOHEHTHYIO ayTeHTU(PHUKAIUIO.

K ykazaHHBIM JIOCTOMHCTBAM WHTEJUICKTYaJbHBIX KapTOUEK CIEIyeT
100aBUTh UX MHOTO(YHKIIMOHATBHOCTh. VIX MOXHO MPUMEHSTH HE TOJBKO JUIs
neneil 0e30MacHOCTH, HO U, Hampumep, il (UHAHCOBBIX —OMEPAIIMA.
ConyTCTBYIOIIMM HEIOCTATKOM KapTOUYEK SIBISIETCA UX BBICOKAsi CTOMMOCTb.

Meronpl ayTeHTU(UKAIIMU, OCHOBAaHHBIE HA U3MEPEHUH OMOMETPUYECKUX
napamMeTpoB denoBeka (cMm. Tabmuiy 3.1), obOecmeumBaror moutu 100 %
UACHTUGUKAIINIO, pemras TpoOJeMbl  yTpaThl  MApOJICH ¥ JIMYHBIX
uaeHtudukatopoB. OpHAKO TaKWe METOAbI HENB3sI HCIIOJIb30BaTh IpPHU
UJECHTU(PUKAIIMU TPOIIECCOB WJM JaHHBIX (OOBEKTOB JAHHBIX), TaK KaK OHHU
TOJIbKO HAaYMHAIOT Pa3BUBATHCA (MMEIOTCA MPOOJIEMBI CO CTaHAApTH3AIUECH U
pacmpocTpaHeHHeM), TpeOyIOT TOKa  CIOXKHOTO W JOPOTOCTOSIIETO
o0opyaoBaHusi. IT0 00YCIOBIMBAET UX UCIIOJIH30BAHUE MOKA TOJIHKO HA 0CO00
BaKHBIX 00BbEKTaX U CUCTEMAX.

Tabnuna 3.1 - [lpumepsl MeTO10B OMOMETpUU

DU3UO0TOTUUECKUE METOIBI IToBeneHueckrne MeTo bl
CHsITHE OTIIEYaTKOB MAJIbIECB AnHanus nmoanucu
CxaHupoBaHue pagy HoOW 000I0YKH T1a3a Ananus TemOpa rosoca
CkaHMpOBaHHE CETYATKH TI1a3a AHanu3 KJIaBHaTypHOTO OYepKa
I'eomeTpust KUCTH pyKH
PacriozHaBanue 4ept mna

[Ipumepamu BHEAPEHUS] YKA3aHHBIX METOJOB SIBISKOTCS CHCTEMBI
UJIEHTU(PUKAIIMU TI0Jb30BaTENsl 0 PHUCYHKY paayXHOM 0O0OJIOUYKH TrJja3a,
oTrieyaTKaMm JiaJioHu, Gopmam yiied, nHPpakpacHOH KapTHUHE KaIUJUISIPHBIX
COCYJIOB, T10 TIOYEPKY, 110 3amaxy, o TeMopy rosoca u naxe mno JJHK.

HoBbiM HampaBiieHHEM SBJISIETCS MCIOJIB30BAaHUE OHOMETPUUYECKHUX
XapaKTepUCTUK B HWHTEIJIEKTYaJIbHBIX PACUYETHBIX KapTOYKax, KETOHAX-
MPOMYCKax U 3JIEMEHTaxX COTOBOM cBsizu. Hampumep, mpu pacuere B MarasumHe
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IpeIbIBUTENb KApTOUKHM KIAAET Majel] Ha CKaHep B IMOATBEPXKACHHE, UYTO
KapTOUYKa JAEUCTBUTENIBHO €rO.

Ha3zoBem Haunbosnee wucnoiab3yeMble OUOMETpUYECKUE aTpuOyThl U
COOTBETCTBYIOIINE CUCTEMBI:

- omneuamku nanvyes. Takue CKaHEpbl UMEIOT HEOOJBIION pa3mMep,
YHUBEpCAIbHBI, OTHOCUTEIBHO HENOpOrH. buonoruyeckas MOBTOPSIEMOCTb
oTneyarka najibia cocrasisger 10° %. B Hacrosinee BpeMs ponaralIupyroTcs
PAaBOOXPAHUTEIPHBIMU ~ OpraHAMHM  HW3-3a  KPYNHBIX  ACCUTHOBAaHWUN B
JJIEKTPOHHBIE APXHUBBI OTIIEYATKOB MAJIBIIEB;

- ceomempus pyku. COOTBETCTBYIOIINE YCTPOMCTBA UCIOJIB3YIOTCS, KOrAa
U3-3a TPsI3U WIK TPaBM TPYAHO MPUMEHITHh CKaHEpHI manblieB. bruomornueckas
MOBTOPSIEMOCTh T€OMETPUU PYKU OKOJIO 2 %0;

- padyxcHas obonouka 2naza. Jlanaele ycTpoicTBa 00J1aat0T HauBbICIIEH
TOYHOCThbIO. Teopernyeckass BEpPOATHOCTb COBMNAJCHHUS JBYX paIdyKHBIX
obonouek coctariser 1 u3z 1078;

- mepmuyeckui oopasz auya. CUCTEMBI MO3BOJSIOT UACHTUDUIIMPOBATH
YeJI0OBEKa Ha PACCTOSIHUM JI0 JIECATKOB METpOoB. B KOMOMHaIMM € MOMCKOM
JaHHBIX MO 0a3e JaHHBIX TaKUE€ CHCTEMbl HCIIOJIb3YIOTCA JJIs OIO3HAHUS
aBTOPU30BAaHHBIX COTPYAHMKOB M OTCEHMBAaHUSA MNOCTOpOHHUX. OnHako mpu
U3MEHEHUU OCBEIICHHOCTH CKaHEphl JHIla HUMEIT OTHOCUTENIBHO BBICOKHIA
MPOLIEHT OIMIHOOK;

- eonoc. llpoBepka Tronoca ymoOHa JUIsI  MCHOJIb30BaHUS B
TEJIEKOMMYHUKAIMOHHBIX MPUIIOKEHUSIX. BeposTHOCTh ommOKu cocTaBisieT 2 —
5%. JlaHHasg TEXHOJOTUs NOAXOAUT MJIid Bepu(HUKAUMUM MO TOJOCY MO
TeneOHHBIM KaHajlaM CBSI3M, OHA 0oJiee HaJe)KHA M0 CPAaBHEHHUIO C YaCTOTHBIM
Habopom  guyHoro  Homepa.  Ceifluac  pa3BUBAIOTCA  HANpPABICHUS
HUISHTU(PUKAIMN JIMYHOCTH M €r0 COCTOSHHS IO TOJIOCYy — BO30yXeH, O0JcH,
TOBOPUT MpaBay, HE B cebe U T.11.;

- 8600 C Klaguamypel. 31ecb TpU BBOJAE, HalpUMep, NapoJs
OTCIIEKUBAIOTCS CKOPOCTh U MHTEPBAJIBI MEXTY HAXKATUSIMU;

- noonuce. Jlng KOHTPOJIS PYKONUCHOW TIOAMUCH HCIOJIb3YIOTCA
JTIUTUTAN3EPHI.

HogelimuM HampaBieHHEM ayTEHTU(HKAIMK SBISETCA TOKa3aTeIbCTBO
MOJITMHHOCTH yIaJICHHOTO TOJIh30BATENS MO0 €r0 MECTOHAXOXACHUIO. J[aHHBIHA
3alIUTHBIA MEXaHW3M OCHOBaH Ha WCIIONB30BAHUH CHUCTEMBl KOCMHYECKOM
napuranuu, tTuna GPS (Global Positioning System). Ilons3oBarens, uMeromui
anmapatypy GPS, MHOrOkpaTHO MOCBHITAET KOOPAMHATHI 3aJaHHBIX CITyTHHKOB,
HAXOSIIUXCS B 30HE TpsiMor BUAUMOCTH. [loacuctema ayreHTudUKanmuy, 3Has
OpOWTHI  CIIyTHUKOB, MOXET C TOYHOCTBIO JO MeTpa OIpEeAeTuTh
MECTOPACMOJIOKEHNE MOJb30BaTeNsl. BpICOKas HaleXKHOCTh ayTeHTU(DHUKAIUIH
ONpENENseTCs] TEM, 4YTO OpOUTHI CIIyTHHKOB TMOJBEPKEHbI KOJIECOaHUSM,
npejacka3aTb KOTOpbIE JOCTaTOYHO TpyAHO. Kpome TOro, KOOpAMHATHI
INOCTOSSHHO ~ MEHSIIOTCS, 4YTO  CBOJMUT HAa  HET  BO3MOXHOCTh  HX
nepexBara. Amnmnapatypa GPS mnpocta u HajgexHa B UCIHOIb30BaHUU U
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CpPaBHUTEJIBHO HEAOpOora. JTO MO3BOJSET €€ HCMOJIb30BaTh B Clydasx, KOTJa
aBTOPU30BAHHBIM YAAJIEHHBIA I0JIb30BATEIb JOKEH HAXOIAUTHCS B HYKHOM
MECTE.

Cymmupyss BO3MOXHOCTH CPEJICTB ayTEHTU(HKAIMM, €€ MOXKHO
KJIACCU(PUIMPOBATh 10 YPOBHIO HH(POPMAIMOHHON O€30MacHOCTH Ha TpH
KaTeropHuu:

1. Cratuueckast ayTeHTU(DUKAIUS;

2. YcroiunBasi ayTeHTH(PHUKAIUS;

3. [locrosiHHas ayTeHTH(PHUKAIHS.

[lepBas KaTeropus o0ecrnieunBaeT 3aIUTY TOJIBKO oT
HecankuonupoBanHoro pgocryna (HCJI[) B cucremax, riie HapylmuTenab HE
MOKET BO BpeMsi ceaHca paOOTBl MPOYUTATh AYTEHTU(DUKAIIMOHHYIO
uHpopmaruio. [lpumepom cpenctBa cTaTMuecKod ayTeHTHU(UKALUU SBISIOTCS
TPaJULMOHHbBIE MOCTOSIHHBIE Naposu. VX 3pPexTuBHOCTh NMPEUMYIIECTBEHHO
3aBUCUT OT CJIOXKHOCTU YraJblBaHUsl Hapoyied M, COOCTBEHHO, OT TOTO,
HACKOJIBKO XOPOIIO OHU 3allUIICHBI.

JUJ11 KOMIIPOMETAlMU CTaTUYECKON ayTeHTU(UKALIMYA HAPYIIUTENb MOXKET
HOJICMOTPETh, MOA00paTh, yragaThb WM MEPEXBATUTh AYTCHTHU(PUKAMOHHBIC
JaHHbBIC U T.[.

VYcroliunBass ayTeHTU(UKALKA HCHOJb3YeT JWHAMUYECKUE JIaHHBIE
ayTeHTU(UKALMY, MEHSIOIHMECS C KaXAbIM CeaHcoM paboThl. Peanmzanusavu
YCTOWYMBOW  ayTeHTHU(DHKAIMM  SBJISIOTCS  CHUCTEMBI,  HCIOJB3YIOIINE
OJTHOPA30BbIC MAPOJIH W DJIEKTPOHHBIC MOMAMUCH. YCUJICHHAs ayTEeHTU(UKAIINS
o0ecrieunBaeT 3alUTy OT arakK, I/I€ 3JIOYMBIIJICHHUK MOXKET MEepeXBaTUThH
ayTeHTU(UKAIMOHHYI0O HMH(OpPMAIIMI0 W TBITaThCS HCIOJIB30BaTh €€ B
cienyromux ceaHcax pa0OoTel. OpHAako ycTOMuYMBas ayTeHTU(HKALUsS He
o0ecrieunBaeT 3alUTy OT aKTUBHBIX aTakK, B XOJ€ KOTOPBIX MACKUPYIOIIHICS
3JIOYMBILUIEHHUK MOXXET OIEpaTHUBHO (B TEUYEHHE CeaHca ayTeHTHU(UKALUN)
nepexBaTUTh, MOAU(PHUIMPOBATH M BCTaBUTh HWH(MOPMALKIO B  MOTOK
nepeaBaeMbIX JTaHHBIX.

[TocTostHHas ayreHTH(UKaIMs 00€CTIEUNBACT UACHTU(DUKAIIUIO KaXKIIOTO
Osoka nepeaaBaeMbIxX JTAaHHBIX, 4TO nperoXpaHsieT ux oT
HECaHKIIMOHUPOBAHHON MOJM(UKALMU WU BCTaBKU. [IpumepoMm peanuszanuu
YKa3aHHOUM KaTeropuu ayTeHTU(UKAINH SIBISIETCSA HCIOJIb30BaHUE aITOPUTMOB
TeHepaly DJICKTPOHHBIX TMOANUCEH M Kaxaoro OuTa TmepecbuiaeMoin
uH(popManuu.

Ilaponbhasa cucmema Kak HEOThEMJIEMAas COCTABIISIONIAS CHCTEMBI
3alMThl UHQOpPMALMK SBJISETCA YACThlO ‘“‘TiepeHero Kpas OOOpOHBI” BCei
cuctembl Oe3omacHocTd. [losTOMy maponibHasi CUCTeMa CTAaHOBHTCS OJHUM W3
NEPBBIX OOBEKTOB aTaKu MpPHU BTOPXKEHUU 3JIOYMBIIIJICHHUKA B 3aIUILEHHYIO
CUCTEMY.

Jis Oornee JETambHOTO PACCMOTPEHHS MPUHLMUIIOB  MOCTPOCHHUS
NapoJIbHBIX CUCTEM CPOPMYITUPYEM HECKOJIBKO OCHOBHBIX ONPEAEICHUII.
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Ilapone nonvzosamens - HEKOTOPOE CEKPETHOE KOIMUYECTBO UH(POpMaLmu,
U3BECTHOE TOJIBKO IOJIb30BATENI0 U MAPOJILHOM CUCTEME, KOTOPOE MOXKET ObITh
3alIOMHEHO [0JI30BATEIEM M TMPEABSIBICHO AJI IMPOXOXKACHUS MPOLETypHI
ayreHTU(uKauuu. OIHOPA30BbI MApOJIb AAET BO3MOXKHOCTH I10JIb30BATEIIO
OJTHOKPATHO NPOMTH ayTeHTU(UKALHI0. MHOropa3oBblii Mapojib MOXKET ObITh
MCIIOJIb30BaH JJIsl IPOBEPKHU MOJIMHHOCTH ITOBTOPHO.

Yuemnas 3anuce MOIB30BATENSA-COBOKYITHOCTh €T0 WIACHTH(PHUKATOpA U
€ro napoJs.

baza Oannvix nonvzosameneii NapoabHOU CUCTEMBI COJEPKHUT YUYETHBIE
3aIIMCHU BCEX IOJIB30BATENEN JAHHOU NapOJIbHON CHCTEMBI.

Ilox naponvuoii cucmemori OyaeM NMOHMMATh MPOrPAMMHO-ANNAPATHBIN
KOMIUIEKC, PEaNu3yIONINi CUCTEMBbl HACHTU(UKALIUKA U ayTeHTU(UKAIIH
nosibzoBatene IC Ha OCHOBE OJHOPA30BBIX WJIM MHOI'OPa3oOBbIX Mapoisei. B
OTIEIBHBIX  CIOy4yasX I[apojibHasg CHCTEMAa  MOJKET  BBIIOJHATH Pl
JIOTIOJIHUTENBbHBIX (YHKIUH, B YAaCTHOCTH TIEHEpalMI0 U paclpeiesieHue
KPaTKOBPEMEHHBIX (CEaHCOBBIX) KPUNTOIpahUUIECKUX KIIFOUEH.

OCHOBHBIMM KOMIIOHEHTAMU MAPOJIbHOW CUCTEMBI SIBIISFOTCSL:

- uHTEpdeiic monbp30BaTENS;

- uHTepdeiic aAMIUHUCTPATOPA;

- MOZ1YJIb CONPSKEHUS C IPYTUMHU MOJACUCTEMaMU O€30MaCHOCTH;

- 0a3a JaHHBIX YYETHBIX 3aIUCEH.

HekoTtopble 351eMEHThI TapOJIbHOM CUCTEMBI (B YACTHOCTHU, PEaTU3YIOLINE
UHTEp(ENC MOoNIb30BaTENS) MOTYT OBITh PACIIOIOKEHBI B MECTAX, OTKPBITHIX IS
JOCTyIa MOTEHUMAIbHOMY 3JIOyMbIIUIEHHUKY. [lo3TOMy mapoibHas cucrema
CTAaHOBUTCS OJHUM M3 TEpPBbIX OOBEKTOB aTaku MPHU BTOPKEHHUH
3JIOYMBIIIUICHHUKA B 3aIMIIEHHYI0 cucTeMy. Huke mepeducieHsl TUMbl yrpo3
0€30MacHOCTH MapPOJIbHBIX CHCTEM.

1. Pa3zrnamenue napaMeTpoB YYETHOM 3aMKUCH YEPe3:

- T0100p B UHTEPAKTUBHOM PEKUME;

- IOZICMaTPUBAHUE;

- IpEAHAMEPEHHYO IIepeady apoJis €ro BIaJeNbLEM APYTOMY JINILLY;

- 3aXBaT 0a3bl JAHHBIX MAPOJILHOM CUCTEMBI (€CIIM MapoJid HE XPaHITCS B
0a3e B OTKPBITOM BUJE, AJISl KX BOCCTAHOBJICHMSI MOKET MOTPEOOBATHCS MOA00D
wiK e poBaHue);

- IepexBaT NepelaHHOM MO0 ceTH MH(OPMAIUK O MapoJIe;

- XpaHEeHHUe MapoJisi B JOCTYITHOM MECTE;

2. BwMemarenbCTBO B (PYHKIHMOHUPOBAHHE KOMIIOHEHTOB MapOJIbHON
CUCTEMBI Uepes:

- BHE/IPEHUE MTPOTPAMMHBIX 3aKJIa/10K;

- oOHapyXeHHe U HCIOJIb30BAHHE OIIMOOK, AOMYIIEHHBIX HA CTaJuU
pa3paboTKy;

- BBIBEJICHHUE U3 CTPOS NAPOJIBHON CUCTEMBI.
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Hekoropsle U3 NEpEeYnCICHHBIX THIOB YIPO3 CBA3aHbl ¢ HAJIMYMEM, TaK
Ha3bIBAEMOI'0, YEJOBEYECKOT0 (hakTopa, MPOSIBISIONIEIOCS B TOM, UTO
M0JIb30BATEIb MOXKET:

- BBIOpATh MapoJib, KOTOPBIN JETKO 3alIOMHHUTH M TAKXKE JIETKO T0J100paTh;

- 3aIUCaTh MapoJib, KOTOPBIN CIOXKHO 3alIOMHUTH, U TOJIOKHUTH 3aIUCh B
JIOCTYITHOM MECTE;

- BBECTH IapoJb TaK, 4YTO €r0 CMOTYT YBHJIETh IOCTOPOHHUE;

- Iepeaarb MapoJib APYroMy JIMIY HAMEPEHHO WJIH IOJ BIUSHHUEM
3201y K ICHUS.

B gomonHenume K  BBIIIE  CKa3aHHOMY HEOOXOAMMO  OTMETHUTH
CyllleCTBOBaHME 'Mapajiokca yeaoBeyeckoro gakropa'. 3akiiro4aeTcs OH B TOM,
YTO IMOJIb30BaTENb HEPEIKO CTPEMHUTCS BBICTYIIATh CKOpPEE HPOTUBHUKOM
NapoJbHOM CHCTEMbI, Kak, BIPOYEM, H JIIOOOW CHUCTEMBI O€30MacHOCTH,
(GYHKIIMOHUPOBAaHUE KOTOPOM BIIMAET Ha €ro padouue YCIOBUS, HEXKEIH
COIO3HUKOM CHCTEMBI 3alllUThl, TEM CAMbIM OCJIa0JIsIs ee. 3aluTa OT YKa3aHHbIX
yIpO3 OCHOBBIBAETCS HA PAAEC INEPEUUCICHHBIX HIKE OPraHU3ALMOHHO-
TEXHUYECKUX MEP U MEPONPUATHM.

Eme oaHMM BaXXHBIM acCHEKTOM CTOMKOCTH HapOjbHOM CHCTEMBI,
SBIISIETCS CHOCOO XpaHEHUs Mapojiell B 0a3e JaHHBIX YUYETHBIX 3allucel.
B03MOKHBI cllelyronie BapuaHThl XpaHEHHsI IAPOJICH:

- B OTKPBITOM BH/IC;

- B BUJI€ CBEPTOK (XEIIUPOBAHUE);

- 3aIIM(PPOBAHHBIMU HA HEKOTOPOM KITIOUE.

HaunOonpmnii MHTEpEC MPEACTABISIIOT BTOPOM M TPETHM CHOCOOBI,
KOTOPBIE UMEIOT PsiJl OCOOCHHOCTEIA.

XelupoBaHUEe HE OOeCreyuBaeT 3aluTy OT Mojadopa Mapojieil Mo
CJIOBApIO B CiIy4ae MoJjryuyeHus: 0a3bl JaHHBIX 3JI0yMbIIUIeHHUKOM. [Ipu BbIOOpE
QITOpUTMA XEHIMPOBAHUS, KOTOPHIA OyJIET HCIOJIb30BaH ISl BBIYUCICHUS
CBEPTOK THaposieid, HEeoOXOAMMO TapaHTHUPOBaTh HECOBIAJACHHE 3HAYEHUI
CBEPTOK, IMOJYYEHHBIX HAa OCHOBE Pa3JIMYHBIX NapoJsied moJibzoBareneid. Kpome
TOr0, CJEAYeT MPEAyCMOTPETh MEXaHU3M, OOECHEUYMBAIOMINNA YHHUKAJIbHOCTb
CBEPTOK B TOM CITy4yae, €Ciiu JiBa M0JIb30BaTelsl BIOUPAOT OJMHAKOBBIE MAPOJIH.
Jljis 3TOro mpH BBIYUCICHUM Ka)KJOW CBEPTKU OOBIYHO UCHOJB3YIOT HEKOTOPOE
KOJIM4eCTBO "ciyyaiiHON" MH(OpMalny, HaIpuMeEp, BbIJABAEMON F€HEPATOPOM
MICEBAOCIYYalHbIX YNCEIT

[Tpu mmdpoBanuu naposieit ocoboe 3HaUCHUE UMEET CII0CO0 TeHepaIuy U
XpaHEeHUs KJtoua MH@ppoBaHus 0a3bl JaHHBIX YUYeTHbIX 3amucel. [lepeuncianm
HEKOTOPbIE BO3MOXHBIE BAPUAHTHI:

- KJIIOY TE€HEPUPYETCS MPOrPaMMHO M XpaHUTCA B cUcTeMe, oOecreunBast
BO3MOYKHOCTb €€ aBTOMAaTHYECKOW Iepe3arpy3Ku;

- KJIFOY F€HEPUPYETCS MPOrPaMMHO M XPAHUTCSI HA BHEIIIHEM HOCHUTEIIE, C
KOTOPOI'O CYUTHIBAETCS MPU KaXKI0OM 3aITYCKE;

- KJIIOY T€HepUPYETCsl HA OCHOBE BHIOPAHHOTO aIMUHUCTPATOPOM MHapOJIS.
KOTOPBIN BBOJUTCS B CUCTEMY MPU KaXKJIOM 3aITyCKE.
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Bo Bropom ciayuae HeoOXOAMMO  OOECMEYUTh HEBO3MOXKHOCTh
aBTOMAaTHYECKOTO Iepe3almycka CHUCTEMBI, JaXKe €clii OHa OOHapy)XHBaeT
HOCHUTEJh C KIIOYOM. JlJIs 3TOro MOXHO TOTpeOOBaTh OT aIMHUHHCTpaTOpa
MOJITBEPXKIATh TPOAODKEHHE TMPOLEAYPhl 3arpy3Kd, HampuMep, HaXaTHEM
KJIQBUIIIM Ha KJIaBUATYpeE.

HaubGonee Oe3omacHoe XpaHeHHE TMapojieli oOecreumBaeTcs MPU HUX
XCIIUPOBAHUU W TIOCIEAYIONEM MU(POBAHUH MOTYyYEHHBIX CBEPTOK, T.C. MPHU
KOMOHMHAIIUK BTOPOTO U TPETHETO CIIOCOOOB.

B  0oJbIMIMHCTBE CHUCTEM IMOJB30BATEIM HMMEIOT  BO3MOXHOCTb
CaMOCTOSITENIbHO BHIOMpAaTh TApOJIM WU TOJNYyY4aloT HMX OT CHCTEMHBIX
aIMUHUCTPATOpOB. [lpm STOM [UIsi YMEHBIICHUS IECTPYKTUBHOTO BIIASHUS
OITMCAHHOTO BBIIIE YEJIOBEYECKOro (hakTopa HEOOXOIUMO pEear30BaTh PST
TpeOOBaHUIT K BRIOOPY M MCITOJIb30BAHUIO MapoJicii (Tadimia 3.2).

Ta6numa 3.2 - TpeboBaHus K BEIOOPY mapoJist

TpebGoBanus

[Tomy4yaemslii 3¢ ekt

YcTaHOBIIEHHE MUHUMAJILHOMN
JUTMHBI TTApOJISt

YcnoxHsIeT 3a/1a4y 3710YMBIIIJICHHUKA P TOIBITKE
MOJICMOTPETH NapoJIb WM N0A00PaTh NapoJib METOJIOM
""ToTaIbHOTO ONPOoOOBaHMS"

Hcnonp3oBaHue B mapoiJic
PA3JIMYHBIX I'PyHIT CUMBOJIOB

Y CIOKHSET 3a/1a4y 3JI0YMBIIUICHHUKA IIPH MOTBITKE
110100paTh MapoJib METOJIOM "TOTAIBHOTO ONpoOOBaHUs"

[TpoBepka u 0TOpaKkoBKa Mapos
110 CJIOBApPIO

Y CIOKHSET 33/1a4y 3JI0YMBIIUICHHUKA TIPH MOTBITKE
107100paTh MapoJib 10 CIOBAPIO

YcraHoBlIeHHE MaKCUMAJILHOTO
CpOKa JIeUCTBUS Napost

Y CoKHSET 3a1a4y 3JI0yMBIIUICHHHUKA 110 TIOA00PY
MapoJielt METOJIOM TOTATBHOTO ONPOOOBAHMSI, B TOM YHUCIIC
0e3 HermocpeICTBEHHOT0 0OPAIEHHUS K CHCTEME 3aIlUTHI

YcTaHOBIIEHNE MUHUMAIILHOTO
CpOKa JIeWCTBUS NapoJs

3aMeHUTD MapoJib Ha CTaphlid MOCJIE €ro CMEHBI IO
IpeJIbIIyIEMY TPEOOBaHHUIO

Benenue xypHana uctTopuu
rapoJieit

ObecneunBaeT JOMOJIHUTEIbHYIO CTETIEHb 3AIIUTHI IO
IpeJIbIIyIEMY TPEOOBAaHHUIO

[IpumeHeHne BPUCTUUECKOTO
anropuTMa, OpaKyroIero mapoyiu
Ha OCHOBaHWM JIaHHBIX )KypHaja

I[O6paTB MapoJib IO CJIOBAPHO UJIU C UCITIOJIB30BAHUCM
9BPHUCTHUYCCKOI'0 aJiroOpuT™Ma

OrpaHWYeHHE YHCITA TIOTTBITOK
BBOJIa TIAPOJIsSt

[TpensATCTBYET HHTEPAaKTUBHOMY 101I00PY Mapoeit
3JI0YMBIIIJIEHHUKOM

ITopgnepxka pexuma
IIPUHYIUTEIBHON CMEHBI ITApOJIs
10JIb30BATEIS

Ob6ecneunBaeT 3(h(heKTUBHOCTH TPEOOBAHMS,
OTPaHNYMBAOIIETO MAKCUMAJIBHBIN CPOK IEUCTBUS
napoJist

Hcnionb3oBaHue 3a1€pKKH IIpU
BBOJI€ HENTPaBUJIBHOT'O ApOJIsl

[IpensTcTBYET MHTEPAKTUBHOMY TIOJI00PY Mapoeit
3JIOYMBIIUIEHHUKOM

3anpeT Ha BEIOOD MApOIisi CaMUM
M0JIb30BaTEJIEM U
aBTOMAaTUYECKas reHepanus
napoJieit

Hckimroyaer BO3MOXKHOCTh TIOA00pATh Mapoib MO CIOBapIO.
Ecnu anroput™ renepaiu maposieii He U3BECTEH
37I0YMBIIIUIEHHUKY, TTOCIEIHUNA MOKET MO0 PATh MapOIn
TOJILKO METOJIOM ""TOTaJIbHOTO OMPOOOBaHUS"

IIpunynurensHas CMEHa aposist
IIPU TIEPBOM PErUCTPALNH
II0JI30BATENSl B CUCTEME

33.IJ_II/IH_[3.€T OT HCIIPABOMCPHBIX JIeHCTBUIT CHCTEMHOTO
AIMUHHCTpATOpa, UMCIOIICTO JOCTYII K ITApOJIIO B
MOMCHT CO3JJaHHA y‘-ICTHOﬁ 3aliiCcu
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Kakoii mapoisb MOXHO OJHO3HAYHO Ha3BaTh CJIa0BIM BO BCEX
OTHOUIEHUSX (32 UCKIIOYEHUEM 3alIOMUHAEMOCTH)?

Tunuuesld TpUMeEp: Maposib K3 HEOONBIIOro KojaudecTBa (10 5)
cumBosioB/tidp. Ilo HekoTopsIM JaHHBIM, U3 967 mnaponeil ogHOro U3
B3JIOMaHHBIX MMOYTOBBIX cepBepoB ceTu MHTepHeT 335 (moutu TpeTh) COCTOsIIA
UCKIIIOUUTENsHO U3 udp. KomuyecTBo nmaposeil BKIIIOUaronux OyKBbI U UDPHI
okazanoch paBHbIM 20. OcTanbHble MApOJU COCTOSUIM M3 OYKB B OCHOBHOM B
HIOKHEM PETHCTPE 3a PEOKUM MCKIOYEHUEM (B KOJUYECTBE 2 MapoJieil)
BKJIIOYAIOMIMX  chencuMBoibl  (“*7, “ 7). CumBon “ 7, oAHAKO, YacTo
BCTpEUAJCd B HMEHax MoJb3oBarened. B 33 ciywyasx uMa H 1aposib
nosib3oBaTenst coBnagand. CambIM TOMYJISPHBIM OKazajica napoiab 123
(BcTpewancst 35 pa3, moutd Kaxnabld 27 mapoisib). Ha BTOpom mecTe mapoJib
qwerty (20 maponeit). Kak ynoOHO oH HaOupaetcsi, He mpasma au? Jlamee
cienytot: 666 (18 paz), 12 (17 paz), xakep (14 paz) m 1, 11111111, 9128 (o 10
pa3). 16 maposneit cocTosu U3 OTHOTO CUMBOJIA/TIUDPHI.

Kaxoit >xe mapoibp MOKET OKa3aTh JOCTOMHOE COMPOTUBIICHUE MOMBITKAM
ero monbopa? JINMHHBIN, cocTOsIIMU U3 OyKB pasHOro perucrpa, mupp u
cnericuMBoJIOB. [Ipu 3TOM OH JTOJKEH OBITH CITy4alHBIM, T.€. BBHIOOP CUMBOJIOB
OCYIIECTBIISIETCSl MMPOU3BOJLHO (0€3 Kakoi Obl TO HU OBUIO CHUCTEMBI) U Ooliee
HUTJIE HE UCIIOJIB30BaThCs, IPU ITOM €IMHCTBEHHBIM MECTOM (PUKCALIUU TTAPOJIS
JIOJDKHA OBITH TOJI0BAa €IUWHCTBEHHOrO 4YejoBeka. OmHako HeoO0XOIHuMO
VYUTBIBATh ¥ BOMPOCHI TPAKTUYECKOTO HCIOIB30BaHUS maposst. OdYeHb
JUTMHHBIN TIapoJib CJI0XKHO 3allOMHUTh, OCOOCHHO, €CIIM y4eCTh TOT (PakT, 4To
MOJIH30BATENI0 MPUXOAUTCI UMETh HE OJIUH TapoJib. OCYIIECTBUTH OBICTPHIMA
BBO/JI JNIMHHOTO TIAPOJISl TAKXKE HE MPEJCTaBISACTCS BO3MOXKHBIM. [Ipon3BOJILHO
BHIOpaHHBIE CHUMBOJIBI 3AMOMHSTCS, €CIM HMX TMPOU3HECEHHE BCIyX HMEET
3aIlIOMHUHAEMYIO 3BYKOBYIO (popMy (01aro3Bydne) Wil OHU UMEIOT XapaKTepHOe
pacmoyio)keHHe Ha KIaBHAType, B MPOTHUBHOM cliyyae Oe3 IIMmaprajikd He
00OMTHUCH.

B cmydae ecnu  mosb30BaTEN0  CaMOCTOSTENBHO  HEOOXOIUMO
chopMHpOBaTh MapoJib, B Ka4eCTBE KPUTEPUEB BBHIOOpA TMapOis MOXKHO
BBIJICJIUTH CIEAYIOIIHUE:

- HCTIOJIb30BaHUE OYKB Pa3HbBIX PETUCTPOB;

- UCTIOJIb30BaHUE (P U CIEICUMBOJIOB COBMECTHO C OYKBaMH.

[Ipu cocTaBiieHrM MapoJis HE PEKOMEHYETCS! UCIOIb30BaTh:

- CBO€ PETHUCTPALIMOHHOE MM B KakOM Obl TO HM ObUIO BUJE (KaK €CThb,
oOpalleHHOe, 3ariaBHbIMU OyKBaMH, YJIBOEHHOE, U T.1);

- CBO€ UM, (DAMUIIUIO UJIM OTYECTBO B KAKOM OBbI TO HH OBLIIO BUJIE;

- IMEHA OJIM3KUX POJICTBEHHUKOB,;

- nHpOpMaIHIO O ceOe, KOTOPYIO JIETKO MOKHO MOTy4uTh. OHA BKIIOYACT
HOMEpa TeneOHOB, HOMEpa JIMIIEBBIX CYETOB, HOMEpP BaIllero aBTOMOOWIIS,
Ha3BaHUE YJIUIIbI, HA KOTOPOU BHI )KUBETE, U T.11.;

- TIapOJIb U3 OJHUX U(P UK U3 OJHUX OYKB;

- CJIOBO, KOTOPO€ MOKHO HAaWTH B CJIOBapsIX.
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[ToM0Yb MOJTB30BATENO0 COCTABUTH MAPOJIh TI0 OTPEICTICHHBIM KPUTEPHSIM
MOTYT MPOTPAMMBI TEHEPAIUU TTAPOJICH.

CyIiecTBYIOT METO/BI KOJIMYECTBEHHOW OIEHKH CTOWKOCTH TapOJIbHBIX
cucreM (popmyrna Auaepcona):

432 10 5 < A1 (3.1)

rie K — KOJM4YecTBO MOMBITOK MOA00pa MapoJjisi B MUHYTY;

M — BpeMs neicTBUA MapoJis B MecsIax;

P — BeposiTHOCTB 1O100pa MaApOJIs;

Al — wmommocTe npoctpancTBa (andasmTa) maponel  (KOJIMYECTBO
CHUMBOJIOB, KOTOpPbI€ MOTYT OBITH HCIIOJB30BaHbl NMPHU COCTABICHUHU MapOJIs,
HaIpUMeEDP, €CIIN MapoJIb COCTOUT TOJIBKO M3 MAJIBIX aHTIUHCKUX OyKB, TO A=26,
| — mmuHa maposs).

Takum o00pa3om, HauOoublliee BIMSHUE Ha BEPOSTHOCTb PACKPBITHS
napojisi OkasblBaeT BedauumHa l. Jpyrue cocrtaBisomye JaHHOW (OpMyIbl
Ype3BbIYAHO PEIKO OKa3bIBAIOT BIMSHUE HAa BEJIMUMHY P, mpeBbIiaroiiee oJIuH
MOPSAOK. YBEIIMUEHHE K€ JJIMHBI MAPOJIsl TOJIBKO Ha OJIMH CUMBOJI 3HAYUTEIBHO
YBEIMYHUBAET TPEOyeMOe 3JI0yMBIIUIICHHUKY BPEMSI JJI €r0 PACKPBITHSI.

[Mapamerpsr P, V, T m A! cBasampl Mexay coOOH ClIEQyHOMIUM
COOTHOILIEHHEM:

WxT

I

rae P — BepodaTrHOCTh mon0Oopa maposii B TEYEHUE €ro Cpoka AEHCTBUS

(mogdop OCYHIECTBISETCS HENPEPHIBHO B TEUEHHE BCEr0 CpOKa JEHCTBUSA
napouisi);

V — ckopocth mombopa maposieid. JlIsi WHTEPaKTUBHOTO peKUMA
OTNpEeNEeNsieTCs] KaK CKOpPOCTh OOpabOTKM OJHOW MOMNBITKU PErucTpaluu
npoBepsitoneit ctoponoi. J{ns pexuma off-line (Ha ocHoBe cBepTKH maposis)
ONpeNeaeTcs] KAaK CKOPOCTh BBIYMCICHUS 3HAYEHHS] CBEPTKU JMJISI OJIHOTO
pOOHOTO TapoJIs);

T — cpok aeiicTBUs maposis (3aJaeT IPOMEKYTOK BPEMEHH, 110 UCTEUEHUHU
KOTOPOTO TapoJib OJKEH ObITh CMEHEH );

Al — mommHOCTH mpocTpaHcTBa maposeil (A — MomHOcTh andasuTa
naposiet, | — quHa napoJis).

B cnywae, korga HeW3BeCTHa TOYHAas [JMHA HCKOMOIO MapoJs,
MakcumanbHoe BpeMsa mnogoopa napods (Tmax) OyAeT BBIUKUCIATHCA B
COOTBETCTBHHM CO clieaytromiei popmMynoii:

(3.2)

I
&
Tmax - i (3.3)

T
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3.2 JlaGopaTopHoe ucciaenoBanue Ne 3. 3ammura uHpopMauuu Ha
OCHOBE MEXaHU3MOB HICHTH(UKALINH U AyTeHTHPUKALTHH

Hean: wu3ydeHuwe mpouenyp UIASHTU(DUKAIMM U ayTeHTU(UKAIUY,
UCCIIEJOBAHUE OCHOBHBIX JTalloOB JOCTYNIa K pecypcaM BBIYMCIUTEIbHOU
CUCTEMBI; HCIIOJIb30BAHUE TMPOCTOrO TMApoJiA; HCIOJIb30BaHUE IMApOJIEH
pa3IMYHONM CTENEHU CIIOKHOCTU; H3YYEHUE PEKOMEHJAUHU [0 CO3JaHUI0
YCTOWYHBOTO K B3JIOMY HapOJIsl.

Bpems: 2 gaca.
3ajaHus HA BbINIOJIHEHHE J1a00PATOPHOI0 HCCIEAOBAHMUS

1. Paccuurtarh OILIEHKY CTOMKOCTH MapOJIbHOW CHCTEMbl 3alllUThI IS
WHIUBUyaIbHOTO BapuaHTa. Kaxapli BapuaHT COAEPKUT 2 3amanust (CMm.
tabnuiry 3.3). [lepBoe xapakTepHO AJis PyYyHOTO Moa00pa maposeii, a BTopoe —
JUTSL IOZI00pa ¢ MCIIOJIb30BAaHUEM METOojIa Tepedbopa, peaan3yeMoro ¢ MOMOIIIbIO
KoMmmbioTepa. JId KakIoro 3aJaHus NPEAJIONKUTH CBOM, YAOBJIETBOPSIOIIMIA
TpeOOBAHUAM TAPOJIb.

Tabmuua 3.3 — BapuanTel 3ajaHusl MO pacu€rTy OLEHKH CTOMKOCTH
IIapOJIbHOW CUCTEMBI 3aIIATHI
Bapuant \ T
1 15 maponeit/mMun 2 Hepenu
1000000 mapoaeii/cex 30 nueit
2 3 mapoei/MuH 10 muen
500000 mapouneit/cex 1 rox
3 10 mapouteii/mMux 5 nHei
10000000 mapouneii/cex 40 muen
4 11 maponeit/mMmun 6 nHei
50000 napomeii/cex 90 nuen
5 100 mapouteit/neHp 12 nuen
10000 mapoureit/cex 10 muen
6 10 maponeit/neHn 1 mecsn
5000000 napoJieii/cex 150 nueit
7 20 mapo:eit/MuH 3 Henenu
20000 mapoaneii/cex 10 nHei
8 15 maponeit/mMun 20 nquen
1000 mapomeii/cex 3 nmHA
9 3 maponei/MuH 15 nueit
10000000 mapomneit/cex 120 nuewt
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[Tponomxkenue Tadauubl 3.3

10 10 mapouneit/Mun 1 Henens
100000000 napouieit/cek 1 ron

11 11 maponeit/mMun 2 Henenu
300000 mapouieit/cex 100 nuen

12 100 maposeit/nenp 10 nueii
70000 mapoeii/cex 20 nHen

13 10 maponeit/neHn 5 mHen
30000000 mapodeii/cex 200 nHei

14 20 mapo:eit/MuH 6 mHeu
80000 mapoeit/cex 60 mueu

15 15 maponeit/mMun 12 nueit
500000000 mapoureii/cex 5 nmer

16 3 mapoJeit/MuH 1 mecsn
10000000 mapoureii/cex 10 et

17 10 maponeit/Mun 3 Henenu
50000000 napomneit/cex 100 net

18 11 maponeit/mMun 20 nHeit
1000000 napoJieii/cex

19 100 maposneit/ neHp 15 nueit
20000 mapomeii/cex 15 nueit

20 10 maponeit/neHn 1 Henens
20000000 napomneit/cex 365 nueit

pacuera ucmnoJib3oBaTh ¢Gopmyny (3.2), NpUpaBHIB BEPOSITHOCTh

PACKpBITHA AP0 B YKA3aHHBIA CPOK, PABHOW €IMHHIIE.

3aHecuTe NMPOBENEHHBIE PACYETHI B OTYET IO JJTAOOPATOpPHOM padboTe U
ceJIaliTe COOTBETCTBYIOIIME BHIBO/ABI.

2. B Hacrosiiee BpeMs CYHIECTBYET MLEIbIM KJIACC MPOTPaMM,
MO3BOJIAIOIIMX IPOBEPUTh CTOMKOCTH Maposist JHOOW CII0KHOCTH. (O4YeHb
yII0OHO IMOJIb30BAaThCs OHJIAIH porpaMMaMu, KOTOpbIe HE TPEOYIOT 3arpy3Ku U
yCTaHOBKHU. JlJI1 MccaeaoBaHUsl MCHOJb3YEM IMPOrpaMMBbl, PacHOJIOKEHHBIE IO
CJIEIYIOLUM aJpeCcaMm:

https://password.kaspersky.com/ru/

https://2ip.online/passcheck/

B kauecTBe MHIMBUIYATILHOTO 3aJlaHUs NpPEAJaraeTcsi CaMOCTOSITENIbHO
CO31aTh HECKOJIBKO KaTETOPUH MapOJIeH:

- 1apoJib, COCTOSAIIUMN TOJBKO U3 LUPD;

- 1apoJib, COCTOSIINN TOJIBKO U3 UG U OYKB;

- 1apoJib, COCTOAIIMN U3 HUPP U OYKB C PA3TUUHBIM PETUCTPOM;

- mapoib cocTtoAmuid w3 1uudp, OYyKB C pa3IUYHBIM PETUCTPOM U
CHeUalbHbIX CUMBOJIOB.
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[To xa)xaoil KaTeropuy naposiei NpeIoKUTh 4 pa3HOBUIHOCTH NApOJIEH:
COCTOSIIIMU U3 5-TH 3HAKOB;
COCTOSIIMU U3 7-MU 3HAKOB;
COCTOSIIMH 13 9-TH 3HAKOB.

C IMOMOIIIBIO IICPCUUCIICHHLIX BBIIIC IIPOIPaAaMMHBIX CPCACTB IIPOBCCTHU
HUCCIICA0BAHUC CTOUKOCTHU H&pOJIGfI JJIA KEDKILOﬁ KaTeropun H“ II0CJIC
VCCIICIOBAHUSI NTAPOJIEW B KAXKIOW M3 OHJIAWH IIPOTPaMM 3aHECTH IOJTYyYCHHbIC
naHHble B Tabmuiy. [Ipumep Takoi TaOnuIbl I OporpaMMbl IO aJipecy
https://password.kaspersky.com/ru/ mpencrapiieHn B Tadure 3.

Tabmuna 3 — HccnenoBaHue CTOMKOCTH Mapojied ¢ HMCIMOJIb30BAHUEM
nporpaMMmel 110 anpecy https://password.kaspersky.com/ru/

JlnmuHa aposis Bpewms mogbopa maposisi Ha KOMIBIOTEPE
5 3HaKOB | / 3HAKOB 9 3HaKOB
11apoJib, COCTOSIINN TOJIBKO U3
nudp
MapOoJib, COCTOSIINN TOIBKO U3
nudp u OykB

1apoJib, COCTOSAMHN U3 Hudp 1
OYKB C pa3IMYHBIM PETUCTPOM

NapoJib COCTOAMHN U3 nudp, OykB
C Pa3JIMYHBIM PETUCTPOM U
CHIEIUATBHBIX CUMBOJIOB

Takyro ke TaOJuIly MOCTPOUTH MPHU HUCCIICIOBAHUU OHJIAWH MPOTPAMMBI
https://2ip.online/passcheck/

3. IIpoBennute B MHTEPHETE MOMCK AHAJIOTMYHOM OHJIAMH MPOrpaMMBbl U
IpoOBeaUTE 3-€ MCCIEAOBAHUE JUIsl YCPEOHEHMsI IOJIyYEHHBIX pEe3yJbTaTOB.
Jlanubie 3aHecuTe B Tabnuny. CaesiaiiTe COOTBETCTBYIOIIHME BbIBOABI.

3.3 Conep:xanue oTyeTa

- Ha3BaHUE U 1eJb padOTHI;

- pacyeT KOJMYECTBEHHOM OLEHKH CTOMKOCTH IAPOJBbHOU CHUCTEMBI.
BrIBOIBI 11O HCCIIEIOBAHUIO.

- Marepualibl MPOBEPKU CTOMKOCTH IO BPEMEHM IOJ00pa MapoJie ¢
MOMOIIbIO  CHEHHAIM3UPOBAHHBIX MPOTPAMMHBIX CpPEICTB. BbIBOABI 1O
MCCIIEIOBAHUIO
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3.4 KoHTpoO/IbHBIE BONPOCHI

1. Uto takoe uaeHTUUKALIHS?

2. Uto noHuMaeTcs moJi ayreHTuukanuei?

3. Uem ompenensercss CTOMKOCTh TMOJCHUCTEMBI WJICHTHU(UKAIUA WU
ayTeHTU(DUKALIUH?

4, Tlepeuncnute MUHUMAJIbHBIC TPEOOBAaHUSI K BHIOOPY MapOIsl.

5. Tlouemy mapospHas 3alIMTa C JMHAMUYECKH W3MEHSIOMUMCS TTapOJIeM
BEIIIIE, YEM C JIOJITOBPEMEHHBIM Tapojiem?

6. AcCmekThl  KIacCH(PHWKAIMi  METOMOB  HWACHTU(PUKANNH U
ayTeHTHU(UKaun?

7. Kak ompenenuTh BEpOATHOCTh MOA00PA MAPOJIsl 3I0YMBIITUICHHIKOM B
TEUEHHE CPOKA €T0 JACHCTBUS?

8. BriOopoM, Kakux mapaMeTpOB MOXHO IIOBJIHSATH HAa YMEHBIIICHUE
BEPOSATHOCTU TOJ00pa TapoJis 3JIOYMBIIIJIEHHUKOM IPU 3aJaHHONW CKOPOCTH
moa0o0pa mapoJist 3JI0YMBIIIIIICHHUKOM M 33JJTaHHOM CPOKE JICHCTBUS MapoJis?
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4 3amuTa MHPOPMAIIUU OT KOMIILIOTEPHBIX BUPYCOB
4.1 KpaTkue TeopeTnyecKue CBeAeHUS

KomneroTepHslii BUpyC - 3TO mporpaMma. Takoe MpOCTOE YTBEPKICHHE
caMo Mo cebe CrnocOOHO pa3BEsiTh MHOXKECTBO JIETEH]I O HEOOBIKHOBEHHBIX
BO3MOXKHOCTSIX ~KOMITBIOTEPHBIX BHUPYCOB. BHpyc MOXET mepeBepHYThH
M300paKeHNE Ha BallleM MOHUTOPE, HO HE MOKET MepeBepHyTh caM MOHUTOp. K
JeTeHJlaM O BUpYycax-yOuiIax, «yHHUUTOXKAIOUUX ONEpPaToOpoOB MOCPEACTBOM
BBIBOJIa HAa JKpaH CMEPTENIbHOM IBETOBOM TaMMBbI 25-M KaJpom» TaKkxke He
CTOUT OTHOCHUTBCS CEPbE3HO.

Bupyc - nmporpamma, oOnaaaronias CIIOCOOHOCTBIO K
caMOBOCIIpou3Be/ieHUI0. Takas CmOCOOHOCTh — fABISAETCS  €IMHCTBEHHBIM
CPEICTBOM, MPUCYIIIUM BCEM THMaM BUPYCOB. HO HE TONBKO BUPYCHI CIIOCOOHBI
K camoBocmpou3BeaeHno. Jltobas omepamroHHas CHCTeMa W €llle MHOKECTBO
IporpaMM CIoOCOOHBI CO3/7aBaTh cOOCTBEHHBIE Komuu. Kommm ke BHpyca He
TOJILKO HE 00s3aHBI MOJHOCTHIO COBIMAAATh C OPUTHHAIOM, HO M MOTYT BOOOIIIE
C HAM HE COBNAAaTh!

Bupyc He MOXKeT CyIIeCTBOBAaTh B «IOJHOM HU3OJISIUI»: CETOIHS HENb3s
MPEACTaBUTh ce0e BUPYC, KOTOPBIM HE HCMOIB3YET KOJ IPYTUX IPOrpamm,
uHdopmaiuioo o (ailioBol CTPYKType WM JaXke MPOCTO HMEHA JPYTrux
nporpamm. [lpuunHa TMOHATHA: BUPYC JOJDKEH KaKMM-HHOYAb CHOCOOOM
o0ecneunTh nepeaady cede yrnpaBieHHUs.

Krnaccudukanus Bupycos:

— TI0 cpefie OOUTaHus;

— 10 croco0y 3apakeHus Cpellbl OOUTAHNUS;

— IO BO3JCHCTBHIO;

— 10 OCOOCHHOCTSIM aJITOPUTMA;

B 3aBucuMocTH OT cpenbl OOMTaHHWS BUPYCHI MOXKHO pa3leiuTh Ha
ceTeBblie, (pailioBbie, 3arpy304yHbIe U (HailJIoBO-3arpy304HBIE.

Cemegvie 6upycvl pacpOCTPAHSIOTCS IO Pa3IUYHBIM KOMITBIOTEPHBIM
CETSIM.

Daiinosvie 6upycbl BHEIPSIOTCS TIAaBHBIM 00pa3oM B HUCHOJHSEMbIE
Monayiu, T. €. B daitnbl, umetonue pacmmpenuss COM u EXE. ®aiinoBsie
BUPYChl MOTYT BHEIPATHCS M B JApPyrue TUmbl (ailyioB, HO, Kak MPaBUIIO,
3amrcaHHble B Takux (haiijiax, OHM HHUKOT/Ia HE TOJy4aroT YIpaBJcHUE W,
CJIEIOBATENLHO, TEPSIOT CIIOCOOHOCTH K Pa3MHOKEHUIO.

3aepy3zounsie supycvl BHEAPSAIOTCA B 3arpy304HbIid cexkTop aucka (Boot-
CEKTOp) WJIM B CEKTOP, COJAEPKaIINi MporpaMMy 3arpy3KH CHCTEMHOTO JIHCKa
(Master Boot Record).

Daiinoso-3azpy30uHble BUPYCHI 3apaXKaroT Kak (aiibl, TaK U 3arpy30YHbIC
CEKTOpa JMCKOB.

[Io cmocoOy 3apaxeHuss BHPYCHl JAENATCS Ha pE3UJCHTHBIE W
HEPE3UICHTHBIC.

29



Pezuoenmmuwiti 6upyc mpu 3apakeHud (MHQUIUPOBAHMM) KOMIBIOTEpPA
OCTaBJISIET B ONEPATUBHOM MaMATU CBOIO PE3UJEHTHYIO 4acTb, KOTOPas MOTOM
IIEPEXBAThIBAET OOpALICHUE ONEPALMIOHHON CUCTEMBI K OOBEKTaM 3apa’KeHUs
(daitnam, 3arpy304HbIM CEKTOpaM JTUCKOB W T. I.) U BHEIPSETCS B HUX.
Pe3unieHTHBIE BUPYCHI HAXOAATCA B MAMSTH U SBJISAIOTCA aKTUBHBIMH BILIOTH 10
BBIKJTFOUEHHUSI UJIU TI€PE3arpy3Ku KOMIIbIOTEpPa.

Hepe3uoenmnule 6upycol He 3apaxkaroT MaMATh KOMIBIOTEPA U SBISIOTCS
aAKTUBHBIMUA OI'PaHUYEHHOE BPEMSI.

Ilo creneHn BO3IEUCTBUSA BHPYChl MOYKHO PAa3fENUTh HA CIEAYIOLIUE
BUJIBL:

— HeonacHele, HE MeHaromme padoTe KOMIIbIOTEPA, HO YMEHBIIAOIINE
0o0BeM CBOOOJHON OMEpaTHBHOW TMaMATH W TAaMSITH Ha JHUCKaX,
JEHCTBUSI TaKUX BHUPYCOB MPOSBISIOTCS B KaKUX-THOO rpaduueckux
WM 3BYKOBBIX 3(peKkTax;

— onacmvle BUPYCBHl, KOTOpPblE MOIYT TPUBECTH K Pa3IUUYHBIM
HapyIICHUSIM B pabOTe KOMIbIOTEPA,;

— OYeHb OnacHvle, BO3ACUCTBUE KOTOPBIX MOXKET IPUBECTU K IOTEpPE
OporpaMM, YHHUYTOXXEHHUIO JaHHBIX, CTUpPaHUIO HWHPOpManuuu B
CUCTEMHBIX 00JIaCTsIX AUCKA.

[To 0coOeHHOCTSIM aropuTMa BUPYChl TPYAHO KiIacCU(UUIUPOBATH M3-3a

00JBIIOr0 pa3HOOOpa3Usl.

lIpocmeriwiue 6upycer - NMapa3UTHUYECKHE, OHU U3MEHSIOT COJIEPKUMOE
(hailJioB U CEKTOPOB JUCKAa U MOTYT OBITh JOCTATOYHO JIETKO OOHApYXEHbI U
YHHUYTOKEHBI.

BUDYCHI-PENTUKAOPY, Ha3bIBAEMbIE uepeamuU, KOTOpbIE
pacpoCTPaHSIOTCS MO KOMIBIOTEPHBIM CETSAM, BBIYUCISIOT aJlpeca CETEBbIX
KOMITBIOTEPOB U 3alIMCBIBAIOT IO 3TUM aJPECaM CBOU KOIIHH.

W3BecTHBI gupycbi-He8UOUMKYU, HA3BIBAEMBIE CMENC-8UPYCaMU, KOTOPbIE
OYEHb TPYAHO OOHAPYXUTb U OOE3BPEIUTh, TaK KAaK OHHU IMEPEXBATHIBAIOT
oOpallleH!s1 OINEpaliOHHOM CHCTEMbl K MOpPaXEHHbIM (aillaM U CEeKTOpam
JMCKOB U MOJCTABJISIFOT BMECTO CBOETO TEJIA HE3aPAYKEHHBIE YUACTKH JIUCKA.

Haubonee TpynHO  OOHapyXuThb gupycul-Mymanmsl,  COAEpKallue
AITOpUTMBbI U OPOBKU-pACITUBPOBKHU, Onarogapsi KOTOPbIM KOIHUHU OJTHOTO U
TOTO € BHUpyCa HE HMMEIOT HU OJHOW TOBTOPSIOLIEHCA LEMOYKA OalTOB.
NMeroTcss U Tak Ha3bIBa€MbIE K8A3UBUPYCHblE WIH « MPOSAHCKUE» TPOTPAMMBbI,
KOTOPBIE XOTS M HE CITOCOOHBI K CAaMOPacCpOCTPAaHEHHUI0, HO OYE€Hb OMACHbI, TaK
KaK, MaCKUPYSCh MO/ MOJE3HYIO0 IPOrpamMmy, pa3pyllaroT 3arpy304HbIi CEKTOP
1 (aiJIoBYyIO CUCTEMY JTUCKOB.

3aepyzouHble UpyCobl

Paccmotpum cxemy (GyHKIIMOHUPOBAHUS OYEHb MPOCTOTO 3arpy304HOTO
BUpYCa, 3apakaroliero 3arpy3ounbie Hocutenu (Hanpumep, USB-durer).

[IycTh HMMEITCA YMCTBIA HOCUTEIb M 3apPaKCHHBIM KOMIIBIOTEp, MOJ
KOTOPBIM MbI IOHUMAEM KOMIIBIOTEP C aKTUBHBIM PE3UICHTHBIM BUpYycoM. Kak
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TOJIBKO ATOT BHPYC OOHAPYXKHUT, YTO TOSBHWICA HE 3ANIUIICHHBIA OT 3alUCH U
€lle HE 3apaKEHHBbIH HOCUTENb, OH MPHUCTYNMAEeT K 3apakeHulo. 3apaxkas
HOCHTEIIb, BUPYC MPOU3BOJUT CIEAYIOLIUE ACHCTBUS:

— BBIJICNIIET HEKOTOPYIO 00J1acTh AUCKA U TOMEYAET €€ KaK HeIOCTYIHYIO
OMEpallMOHHOM CHUCTEME, HSTO MOXHO CcJelaTh [0-pa3HOMYy, B
NPOCTEUIIEM U TPATUIMOHHOM CIIydae 3aHSAThle BUPYCOM CEKTOPBI
noMevaroTcs kKak cooiasie (bad);

— KONHUPYET B BBIJCICHHYIO 00JIaCTh MUCKA CBOW XBOCT M OPUTHHATHHBIN
(300pOBBIiT) 3arpy304HBIN CEKTOD;

— 3aMelIaeT MporpaMMmy HadajdbHOW 3arpy3KH B 3arpy304HOM CEKTOpe
(HacTosIIEM) CBOEH TOJIOBO,

— OpraHu3yeT LETOYKY Mepeiadyl YIpaBJIeHUs COTIIACHO CXEMeE.

Takum oOpa3om, rojioBa BUpycCa TENEpb MEPBOW MOITy4YaeT yIpaBlCHUE,
BUPYC YCTaHABIIMBAETCS B MaMATh U TMEPEJAeT YNPaBICHUE OPUTHHAIHLHOMY
3arpy304HOMY CEKTOPY.

Daiinosvie supycovl

PaccMoTpuM Teneps cxemy paboThl MPOCTOro ¢GaiioBoro BUpyca.

B ornuuume oT 3arpy304HBIX BHUPYCOB, KOTOpPbIE MPAKTHYECKH BCETIA
pe3UNIeHTHBI, (halJIOBbIE BUPYCHI COBCEM HE OO0S3aTEIbHO PE3UJICHTHBI.
PaccMmoTpum cxeMmy (yHKIMOHUPOBAHUS HEPE3UAEHTHOTO (PaillioBOro BUpyca.
[Iycth y Hac umeeTcs MHPUUUPOBAHHBIA HcHOJHsAeMbIN (aitn. Ilpu 3amycke
Takoro (paityia BUpycC MOdy4yaeT yIpaBieHUE, MPOU3BOJUT HEKOTOPHIE IEHCTBHS
U TIEpE/IaeT YIPABICHUE «XO35IUHY»

Kakue e npeiictBusi BbimosiHAeT BUpyc? OH MIIET HOBBIM OOBEKT MJIS
3apa)K€Hus - MOAXOIAIMI 10 TUIY (paiii, KOTOPBIMA €lle He 3apakeH. 3apaxkas
daiin, BUpyC BHEIPSETCS B €r0 KO, YTOOBI TOJYUYUTh YNPABICHUE TPU 3aITyCKE
atoro (aiina. Kpome cBoeit 0CHOBHOM (DYHKITUHU - pa3MHOXKEHHSI, BUPYC BITOJIHE
MOKET CJIeiaTh YTO-HUOY/Ib 3aMBICIIOBATOE (CKa3aTh, CIIPOCUTH, CHITPAThH) - ITO
y)K€ 3aBUCHT OT (aHTa3uum aBTopa BHUpyca. Ecmm ¢aitnoBelii  BHUpYC
PE3UACHTHBIN, TO OH YCTAHOBUTCS B IaMATh U MOJYYUT BO3MOXKHOCTh 3apaKaTh
baiapl ¥ MPOSBIATH MPOYME CIOCOOHOCTH HE TOJBKO BO BpeMs pPabOTHI
3apakeHHOTO (haiina. 3apaxas UCTIOJHIEMbIN (aiisl, BUPYC BCEria U3MEHSET €ro
KOJ - CJIEOBaTENIbHO, 3apa)K€HUE HCIOJHIEeMOro Qaina Bcermga MOXKHO
OOHapY>KHUTb.

Ho, wusmensis xom aiina, BUpyCc He o00s3aTe€lbHO BHOCHUT JIpyTHE
U3MEHEHHUS:

— OH He 00s13aH MEHSTH JUIUHY (aia;

— HEHUCIOJIb3yeMbl€ YYaCTKH KOJa;

— He 00s13aH MEHATh HavaJio (haiia;

Takum oOpazoMm, mpu 3amycke J000TO (Qaitma BHPYC TMOTy4YaeT
yopaBieHue (omepaloHHasi CUCTEMa 3alyCKaeT ero cama), pPe3UJACHTHO
YCTaHABJIMBAETCA B MaMSITh U MIEPEAET YIPaBIECHUE BEI3BAHHOMY (haiiiy.
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3aepysouno-ghaiinossie upycoi

OcHOBHOE pa3pylIMTENbHOE JEHCTBHE - IMH(pPOBAHUE CEKTOPOB
BuHYecTepa. [Ipu KaxmoMm 3amycke BUPYC MHUGPYET OYEPETHYIO IOPIIHIO
CEKTOpOB, a, 3amu(poBaB MOJOBUHY KECTKOTO JUCKA, PaJOCTHO COOOIIaeT 00
stoM. OCHOBHas TpoOsiemMa Npu JICYEHUH JAHHOTO BUPYCa COCTOUT B TOM, UTO
HEJOCTAaTOYHO TPOCTO YIAIWTh BHUpPYC U3 (¢aiioB, Hamo pacmudpoBaTh
3amuppoBaHHYIO UM HH(OPMALIHIO.

Lonumopgnvie supycoi

OTOT BHUJI KOMITHIOTEPHBIX BHPYCOB MPEICTABISICTCS Ha CETOTHSITHUI
JIeHb HanOoJjee onacHbIM. OOBSICHUM K€, YTO ITO TaKOE.

[TomumopdHbIE BHUPYCHI - BHPYCHI, MOAUGUIIUPYIOIIHE CBOM KOO B
3apakeHHBIX MporpaMMax TaKuM 00pa3oM, UTO JBa SK3EMIUISIpa OJHOTO U TOTO
K€ BUpYyca MOT'YT HE COBIAJaTh HU B OJTHOM OHTE.

Takue BUPYCHI HE TOJIBKO IMIMQPPYIOT CBOM KO, UCHOJNB3Ys pa3IUYHbIC
nyTd MmU@pPOBaHUS, HO W COAEpPXKAT KOJ TeHepaluu MUPPOBIIUKA U
pacmpoBIIMKa, YTO OTJIMYAET UX OT OOBIYHBIX MIKU(POBAIHHBIX BHPYCOB,
KOTOpbIE TaKKe MOTYT MHU(PPOBATh YYACTKU CBOETO KOJa, HO UMEIOT MPU ATOM
MOCTOSIHHBIN KO/ IU(PPOBAIBIITUKA U pacIuPpOBIIUKA.

[TonmumopdHbIE BUPYCHI - 3TO BHUPYCHI C CaMOMOIUGMDUIUPYIOITUMUCS
pactmdpoBmukamu. Ilems Takoro mumdpoBaHUSA: HMes 3apPAKCHHBIA W
OpUTHHANBHBIN (Dailsibl, BBl BCE pABHO HE CMOKETE MTPOAHAIM3UPOBATH €r0 KOJI C
MOMOII[BI0O OOBIYHOTO JAM3acCCEMONIMPOBAHUS. ODTOT Koj 3amudpoBaH W
IpeacTaBisger coboil  OeccMmbICIeHHBIM Habop koMaHa. PacmugpoBka
MIPOU3BOMUTCSI CAMUM BHPYCOM YK€ HEMOCPEICTBEHHO BO BPEMS BBITOJTHCHHUS.
[Ipu 5TOM BO3MOKHBI BApUAHTHI: OH MOXET paciudpoBarh ceOsi BCEro cpasy, a
MOKET BBITIOJIHUTH TaKyl0 pacliuPpoOBKY «IO XOAY Jelia», MOXKET BHOBb
murdpoBaTh yxe oTpaboTaBiue ydacTku. Bee 3To aenaercs paau 3aTpyaHEHUS
aHaM3a Koja BUpYyca.

Cmenc-eupycoi

Creinc-Bupychbl 0OMaHBIBAIOT aHTUBUPYCHBIC MPOTPAMMBI M B PE3YJIbTATE
OCTAIOTCS HE3aMEUYCHHBIMH. TeM He MeHee, CYIIECTBYeT IPOCTON Crocod
OTKJIFOYMTh MEXaHW3M MACKHUPOBKH CTEJC-BUPYCOB. JlOCTaTOYHO 3arpy3uTh
KOMITBIOTEp C HE 3apaXCHHOW CHCTEMHOM IUCKETHI M Cpa3y, HEe 3aIrycKas
JIPYTUX TPOTpaMM C JHCKa KOMITBIOTEpa (KOTOpBIE TaKKE MOTYT OKa3aThCs
3apa)KEHHBIMH ), IPOBEPHUTH KOMITBIOTEP aHTUBUPYCHOW TTPOTPAMMOM.

Iposnckue KoHu, npoepammuble 3aKia0Ku U cemesule Yepsu

Tposinckuti kKOHb — 3TO Tporpamma, cojepkaiias B cebe HEKOTOPYIO
pa3pymamnilylo (QyHKIUI0, KOTOpas AaKTUBH3UPYETCSd TMPU HACTYIUICHUH
HEKOTOPOTO YCIOBHS cpabaThiBaHusi. OOBIYHO TaKHE MPOTPAMMBbI MACKHPYIOTCS
M0J1 KaKue-HUOY b MOJIe3HbIE YTUIUTHL. BUPYChI MOTYT HECTH B ce0e TPOSHCKUX
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KOHEH uWiau "TpOSHU3UPOBATH' JPYrMe NpPOrpaMmbl — BHOCHTb B HHUX
paspyluiaronye QyHKIuu.

«TpostHCKHME KOHM» TPENCTaBISAIOT COOOW MPOrpamMMbl, pean3yrolIne
noMUMO (YHKIMH, OMHCAHHBIX B JOKYMEHTAIlMHM, U HEKOTOpbIE JApYyTue
GyHKUMM, CBSI3aHHBIE C HapylIeHHEM O€30MacCHOCTH U JIE€CTPYKTUBHBIMU
nerdctBussMA. OTMEUEHBl Cllydaud CO3JaHUSl TaKUX MPOrpaMM C  LEJbIO
oOJnerueHus pacnpocTpaHeHusi BUpYcoB. CHHCKM TakuX MPOrpaMM IIUPOKO
nyOIUKYIOTCS B 3apyOekHOoi nedatu. OOBIYHO OHU MAaCKUPYIOTCS MOl UTPOBHIC
WIN pa3BJi€KaTeIbHbIE MPOrPaMMbl U HAHOCST BPEJ IOJ KPaCUBbIE KAPTUHKH
WIN MY3BIKY.

Eciu BUpYCBI M «TpPOSIHCKHE KOHHM» HAHOCAT YIepO IMOCPEaCTBOM
JaBUHOOOPA3HOTO CaMOPa3MHOXKEHHSI WM SIBHOTO pa3pyIlIECHUs, TO OCHOBHas
GYHKIUST BUPYCOB THUIA «YEPBBbY, JCUCTBYIOIIMX B KOMIBIOTEPHBIX CETIX, —
B3JIOM aTaKyeMOW CHCTEMBI, T.€. IIPEOJOJICHHE 3aLIUThI C LEJIbI0 HAPYILICHUS
0€30I1aCHOCTH U 1IEJIOCTHOCTH.

B OGonee 80% xoMIbIOTEpHBIX MpecTyrieHui, paccineayembix DOBP,
"B3JIOMIIMKHU" TMPOHUKAIOT B aTaKyeMyl CHUCTEMYy 4epe3 TJ00albHYIO CeTh
Internet. Korna Takas mombiTka ynaercs, Oyayllee KOMIIAHWU, Ha CO3JIaHUE
KOTOPOW YIUIM TOJbl, MOXET OBITh IOCTABJIEHO MOJ YIpo3y 3a KaKUEe-TO
CEKYH/BI.

OTOT mpolecc MOXKET ObITh AaBTOMAaTU3MPOBAH C IOMOINBIO BHUpYCA,
HAa3bIBAEMOI'0 CETEBOM YEPBb.

Yepesamu  Ha3bIBAIOT  BUPYChI, KOTOpPBIE  PACIPOCTPAHSIOTCS IO
IJI00aNbHBIM CETSIM, MOpaXkas LENble CUCTEMBI, a HE OTIEIbHBIE MPOTPAMMBI.
DTO camblii OMacHbI BHJI BUPYCOB, TaK KaK OOBEKTAMH HAIAJE€HUS B ITOM
clly4ae CTaHOBSITCS MH(POPMALMOHHBIE CUCTEMbI FOCYJapCTBEHHOrO MaciiTada.
C nosiBnenueM riao0anbHON ceTu Internet 3TOT BUI HapylleHHs] O€30MaCHOCTU
OpeJCTaBIsieT HauOoNbIIyI0 yIrpo3y, T. K. €My B JHOOOH MOMEHT MOXKET
NOJIBEPTHYThCS J1I000M u3 40 MIIIMOHOB KOMIIBIOTEPOB, MOAKIIOYEHHBIX K
JTOM CETH.

IIpusnaxu nosenenus 6upycos
[Ipu 3apakeHUU KOMITbIOTEpAa BHUPYCOM Ba)XHO €ro OOHApYy>KuTh. Jis
3TOTO CJEAyeT 3HaTh 00 OCHOBHBIX MpH3HAKax MpOsBiIcHHs BUpycoB. K HUM
MO>KHO OTHECTH CJIEYIOIIHE:
— TmpekpamieHne paboThl WM HEMpaBWIbHAs padoTa paHee YCIEIIHO
(GYHKIIMOHUPOBABIINX MTPOTPaAMM;
— MeJUIeHHasi paboTa KOMIBIOTEPA,
— HEBO3MOXKHOCTb 3arpy3KH OMEPAIIMOHHON CUCTEMBI;
— ucYe3HOBeHHE (HaNIIOB M KaTaJOTOB WJIM UCKAKCHUE UX CONEPKUMOTO;
— W3MEHEHHE JIaThl ¥ BpeMeHU Moaudukanuu (Haisos;
— W3MEHEHHE pa3MepoB (aitsios;
— HEOXXMJIAaHHO€ 3HAYMUTEIbHOE YBEJIMYCHHE KOoJudecTBa (HailyioB Ha
TIIICKE;
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— CYIIECTBEHHOE YMEHBIIEHHWE pa3Mepa CBOOOIHON OmepaTUBHOU
MaMsITH;

— BBIBOJI Ha SKpaH HEMPETYyCMOTPEHHBIX COOOIEHUI UM N300paKEHU;

— TIojaya HEMpeAyCMOTPEHHBIX 3BYKOBBIX CUTHAJIOB,;

— YacTble 3aBUCaHUs U cOOU B pabOTe KOMITBIOTEPA.

MemoOdwbl 3auumel 0m KOMNLIOMEPHBIX BUPYCOE
Kakum 6b1 HE ObUT BUpPYC, TOJIB30BATENI0 HEOOXOJUMO 3HATH OCHOBHBIC
METO/IbI 3aIIUTHI OT KOMITBIOTEPHBIX BUPYCOB.

JUIst 3a1UTBL OT BUPYCOB MOKHO MCIIOJIB30BATh!

— obmme cpeacTBa 3auUThl MH(DOPMALMK, KOTOPHIE MOJIE3HBI TaKXke U
KaK CTpaxoBka OT (HU3MYECKOW TMOpYH JHCKOB, HEMPABUIBHO
padoTaIKX OIPOrpPaMM HIIA OIIMOOYHBIX IEUCTBUM MOJIb30BATENS;

— NpOPUIAKTUYECKUE MEpPHI, IMO3BOJISIIOIINE YMEHBIIUTH BEPOSITHOCTH
3apaKeHUs1 BUPYCOM;

— CHeUMaIu3upOBaHHBIE IPOTPAMMBI IS 3AILUTHI OT BUPYCOB.

OO0mue cpencTBa 3aMTh MH(OPMALIMKU MTOJIE3HBI HE TOJIBKO JJIS 3aIUTHI

OT BUpPYCOB. MIMEIOTCS 1BE OCHOBHBIE PA3HOBHUIHOCTH 3THX CPEJICTB:

— KONMpOBaHHE HMH(OPMALUU - CO3JaHUE KONMUU (paiioB U CHUCTEMHBIX
o0OyacTell TUCKOB;

— pa3rpaHUyY€HUE JOCTyna MPEJOTBPAIAECT HECAaHKIIMOHUPOBAHHOE
UCIIOJIb30BaHUE HMH(OpMAlMK, B YAaCTHOCTH, 3AIIUTY OT W3MEHEHHM
nporpaMM M JaHHBIX BHPYCAMH, HENPaBUIBHO pPabOTaIOIIUMHU
porpaMMaMu U OIIMOOYHBIMU JAEUCTBUSMU MOJIB30BATENEH.

Anmueupychvie npoepammol

HecMoTpst Ha TO, uTO 00IIME CpelncTBa 3amUTHl WH(OpPMAIUU OYEHB
BaKHBI JUIsl 3allUTHI OT BUPYCOB, BCE K€ WX HemocTatoyHo. HeoOxomumo u
MpPUMEHEHUE CHEIUATN3UPOBAHHBIX MPOTpamMM IS 3alIUThl OT BUPYCOB. DTU
pOrpaMMbl MOYKHO pa3/IeNIuTh Ha HECKOJbKO BHJIOB: JIETEKTOPBI, JOKTOpa
(¢arm), peBU3OPHI, JOKTOPA-PEBU3OPHI, (GUIBTPHI U BAKITUHBI (MMMYHHU3ATOPHI).

IIpoepammul-oemexmopwi HO3BOJISIFOT OoOHapyXKUBaTh (aitnel,
3apa)K€HHbIE OJHUM M3 HECKOJBKHMX HW3BECTHBIX BUPYCOB. ODTHU MPOrpamMMbI
IIPOBEPSAIOT, UMEETCs Ju B (aiinax Ha YKa3aHHOM IIOJIb30BATEJIEM JUCKE
cnenuduyeckass Uil JTaHHOTO BUpyca KoMOuHauus OaiitoB. Ilpu ee
OOHapy>KeHUH B KaKOM-JMOO (paiijie Ha SKpaH BBIBOJAUTCA COOTBETCTBYIOILEE
COOOIIEHHE.

MHorue JeTeKTOpbl UMEIOT PEXUMBl JICUCHHUS WIA YHUYTOXKEHUS
3apaK€HHBIX (HanIIoB.

IIpoepammobi-pesuzopol  UMerOT 1Be cTaauu paboTel. CHayama OHH
3aIlIOMHUHAIOT CBEJICHUS O COCTOSIHUU MPOTPAMM U CUCTEMHBIX 00JIaCTe! JTMCKOB
(3arpy304HOTO CEKTOpa M CeKTopa ¢ Tabmuiel pa3OueHus >KECTKOTO JUCKA).
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[Ipenmonaraerca, 4yTo B 3TOT MOMEHT MPOTPAMMbl W CHUCTEMHBIE OOJACTH
JVCKOB He 3apakeHsl. [Iociie 3T0ro ¢ NoMoIIBI0 IPOrpaMMbI-pEBU30pPa MOXKHO B
10001 MOMEHT CPABHUTH COCTOSIHUE IIPOIPaMM U CUCTEMHBIX 001acTel TUCKOB
¢ UCXOHBIM. O BBISIBICHHBIX HECOOTBETCTBUAX COOOIIAETCS OJIB30BATENIO.

Hoxmopa-pesuszopwl, - TPOrpaMMbI, KOTOPbIC HE TOJIBKO OOHAPYKUBAIOT
U3MeHCHHs B (haiilax M CUCTEMHBIX OO0JIACTSIX JHUCKOB, HO M MOTYT B CiIydae
W3MCHECHUH aBTOMATHYCCKH BEPHYTh HMX B HCXOJHOE COCTOsHHE. Takue
IPOrpaMMbl MOTYT OBITH TOpa3fo OoJiee YHHBEPCAIBHBIMHU, Ye€M IPOrPaMMBbI-
JIOKTOpa, TIOCKOJIbKY TIPU JICYCHWW OHU WCIIONB3YIOT 3apaHee COXPaHCHHYIO
nH(OPMAITIO O COCTOSHUHU (ailioB M 00JacTel TUCKOB. DTO TO3BOJSET UM
BBUICYMBATL (haiyIbl Jake OT TEeX BUPYCOB, KOTOphIC HE OBLIM CO3JaHBI Ha
MOMEHT HaITUCaHHsI POTPAMMBI.

Ho oHHM MOTYT JI€U4UTh HE OT BCEX BUPYCOB, & TOJBKO OT TE€X, KOTOPHIC
UCTIONB3YIOT ""CTaHIapTHBIE", W3BECTHBIE HA MOMEHT HAIMCAaHUS MPOTPaMMBEI,
MEXaHHU3MBI 3apakeHUs (PanioB.

IIpoecpammul-gpunbmpel, PpacnoyaraloTcs pe3UIEHTHO B ONEPaTUBHOM
naMsATH KOMIIbIOTEpAa U TIEpEeXBaThIBAIOT T€ OOpallleHUus K ONeparMOHHOM
CUCTEME, KOTOPBIEC HCIIOJB3YIOTCS BUPYCaMHU Ul Pa3MHOXKEHUS UM HAHECEHUSA
BpENa, ¥ COOOLIAIOT O HUX MOJb30BaTeld. I1omp30BaTens MOKET pa3peIiuTh NIN
3aIPETUTH BHIITOJTHEHUE COOTBETCTBYIOIIEN ONIEPALIUN.

Hekoropsle  nporpaMmbl-(GuiabTpsl  He  "JIOBAT"  MOJO3PUTENIbHbBIE
JEUCTBUS, a IPOBEPSIOT BBI3BIBAEMBIE HA BBIIIOJIHEHUE IIPOTPAaMMBbl HA HAIMYHE
BHUPYCOB. DTO BBI3BIBAET 3aMeJIEHNE PaOOThl KOMIIBIOTEPA.

OpHako NperMylIECTBAa HCIOJIb30BAHUSA MPOrpaMM-(QUIBTPOB BEChMa
3HAYUTENIbHBI — OHU TIO3BOJISIIOT OOHAPYKUTh MHOTHE BUPYCHI HA CaMOW paHHeH
CTaJluH, KOTJa BUPYC €Il HE yCIesl Pa3MHOKUTHCS U YTO-TH00 UCTIOPTUTH. Tem
CaMbIM MOKHO CBECTU YOBITKH OT BUPYCa K MUHUMYMY.

IIpoecpammul-eakyunbi, WIN UMMYHU3AMOPYL, MOJU(ULUPYIOT
OporpaMMbl M JIMCKM TakuM O0pa3oM, 4YTO 3TO HE OTpaxaercs Ha padote
IpOrpamm, HO TOT BUPYC, OT KOTOPOTO MMPOU3BOAUTCS BaKI[MHALUS, CYMTAET 3TU
OporpaMMbl WM JHUCKH YK€ 3apaXEHHbIMU. OTH MPOTpaMMbl KpaiiHe
Her () (PEKTUBHBI.

Jlelicmeusi npu 3apasiceru 6Upycom
[Ipu 3apakeHnr KOMIBIOTEpa BHPYCOM (HMJIM TMPH TMOAO3PECHHH Ha 3TO)
BXXHO COOJTIOJIATh 4-¢ mpaBuJa;

1) Ilpexxne Bcero He TOPONMHUTHCA W HE NPUHUMATH OMPOMETUYUBBIX
pemrenui. HenpoayManHble OEWCTBHST MOTYT NMPUBECTH HE TOJIBKO K MOTEPE
yacTH (aijioB, HO K TOBTOPHOMY 3apPaKCHHUIO KOMITBIOTEPA.
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2) HememieHHO BBIKIIFOUNTH KOMITBIOTEp, YTOOBI BUPYC HE IMPOJIOJIKAI
CBOMX Pa3pyILIUTEIbHBIX JECUCTBUU.

3) Bce npeiictBus 1o OOHApYKCHHIO BHIA 3apaXCHHUs W JICUCHHUIO
KOMIIBIOTEpA CJIEYET BBIMOIHSITH MPU 3arpy3ke KOMIBIOTEpA C 3aIlUIIICHHOTO
ot 3anucu Hocurensi ¢ OC (00s13aTenpHOE MPABUIIO).

4) Ecnu noyib3oBaTeb HEe 001adaeT JOCTATOYHBIMUA 3HAHUSMU U OTIBITOM
JUTSL JISYCHUS KOMIBIOTEpA, IS PEIICHUs MPoOJeMbl HEOOXOAMMO TPHUBJICYD
00Jiee OMBITHBIX KOJIIET.

Hu onyH THI aHTHUBUPYCHBIX NPOrPaMM I10 OTAEIBHOCTH HE JAET IOJTHON
3aIIMTBI OT BHUPYCOB. Jlydmiew crTpaTermer 3amuTbl OT BHUPYCOB SIBISACTCS
MHOTOYpOBHEBas 3aIUTa HH(POPMaLUK.

4.2 JlabopatopHoe ucciaenoBanmne Ned. UcciienoBanne XapakTepucTHK
1 BO3MO:KHOCTel anTuBupycHoro 11O

Hean:

M3YYUTh  BO3MOXKHOCTH  CIEUHUAIU3UPOBAHHOTO  MPOTPAMMHOTO
obecrniedeHns Mo 6oprOe ¢ KOMIBIOTEPHBIMU BUpYyCaMU. BBISCHUTBH, Kakue u3
YTWIAT HauOosee 3(PPEeKTUBHBIL.

Bpemst padotsl: 4 yaca
3aaHus HA BbINOJIHEHHE JIA00PATOPHOI0 MCCJIEI0BAHNS

1. Tlo ykazanur TpenojaBaTelis BbIOpaTh 3  MporpaMMbl U3
[IpujaaracMoro CIIucCkKa:
. AVAST Antivirus
. AVG AntiVirus
. Dr.Web Antivirus
. ArTHBUpYC Kacnepckoro
. ESET NOD32 Axutuupyc
. AVZ Antivirus
. Avira Antivirus
. Norton AntiVirus
. McAfee Antivirus
10. Emsisoft Anti-Malware
11. BullGuard Antivirus
12. Protector Plus Antivirus
13. Panda Antivirus
14. Ashampoo Anti-Virus

OCOoONOO DN WKk
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14. G Data AntiVirus
16. K7 AntiVirus
17. VIRUSfighter
18. Twister Antivirus

Ecan CTYACHT KCJIACT IIPOBCCTH aHAJIN3 AHAJIOTHUYHBIX I10 q)YHKHI/IOHaJIy
InporpamMm, HC BXOIAIIUX B HpCI[JIO)KGHHI:Iﬁ CIIMCOK, TO 3TO MOHO CACJIAaTh IIO
COTrJIaCOBaHHIO C IPCIIOAaBaTCIICM.

2. YCTaHOBHUTHh Ha KOMIBIOTEP MpOTrpaMMHOE oOecrieueHue mo 6oproe
KOMIBIOTEPHBIMH BHpPYyCaMHU B COOTBETCTBHU CO CBOUM BapuaHTOM (Tpu
BO3MOXKHOCTH).

3. Ha caiire npousBogutens ganHoro 11O uiam u3 apyrux UCTOYHUKOB B
cetu MHTepHET, Yy3HATh OCHOBHBIC XapPaKTEPUCTUKA U  BO3MOXKHOCTHU
yctanosiieHHoro 110.

4. TlpousBecTy 3allyCK OCHOBHBIX MOJYJIEH MpOrpaMMbl U HCCIIEIOBATh,
KakuM (yHKIHoHanoM obnanaet ganHoe [1O (rmpu BO3MOXKHOCTH).

5. [IpoBecTH cpaBHHUTENBHBIN aHAIN3 C AHAJIOTUYHBIMU 10 (PYHKIHUOHATY
JIBYMSI APYTMMHU BbIOpAHHBIMHU MPOTPAMMaMM W3 MPEJIOKEHHOTO CIUCKA WM

BBIOPAHHBIX CTYAEHTOM CaMOCTOSITENBHO.

6. CnenaTh BBIBOJBI IO padoTe.

4.3 Coaep:xaHue oT4eTA
1. enb paboThI

2. HasHauenume mporpaMMHOro obecrmeueHuss 1o  Oopbde C
KOMIIBIOTEPHBIMU BUPYCaMHU.

3. Ilepeyenp wucciaegyemMplX OporpaMM C  YKa3aHUEM  CcalTa
MPOU3BOIUTEIIS.

4. CKpUHIIOTHI C KPaTKUM OMHMCAHMEM OCHOBHBIX (DYHKIMN M HACTPOEK
I Kaxaod w3 3-X mnporpamMM. JIaHHBIA NYHKT MOYET BBIIOJHATHCS
HENOCPEACTBEHHO NPHU YCTAaHOBKE MPOrpaMM Ha KOMIIBIOTEp WIIM TpedyeMmble
JaHHbIE BBIOMPAIOTCS W3 TEXHUYECKMX ONHCAHWM MporpaMm Ha caitax
IPOU3BOAUTENEH WK APYTUX HH(POPMAILIMOHHBIX PECYpPCOB.
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5. Pe3ynbraThl CpaBHUTENBHOTO aHalIM3a C AHAJIOTUYHBIMU 1O
GbyHKUMOHATY IByMS IPYTUMH BBIOPAHHBIMU ITpOTrpaMMaMi U3 TIPEII0KEHHOTO
CIIUCKA WUJTU BBIOPAHHBIX CTYIEHTOM CaMOCTOSTENBHO.

6. BBIBOI[I)I I10 IMMPOBCACHHOMY HCCJICAOBAHUIO.

4.4 KoHTPOJIbHBIE BONIPOCHI

[Ipu cnade oTuera 1o 1aOOPaTOPHOMY MCCIIEIOBAHUIO CTYAEHT JTOJHKEH
OBITh TOTOB OTBETUTH HA CJICIYIOIINE BOIPOCHI:

|

. JlaTh onpezesieHne KOMIIbIOTEPHOTO BUPYCa.

2. Knaccuduxkanys BUpyCoOB.

3. Kakumu ObIBatoT BUPYCHI B 3aBUCUMOCTH OT Cpe/ibl 0OUTaHUS?
4. Kakumu ObIBaIOT BUPYCHI 110 CIIOCOOY 3apaskeHUs ?

5. Kakumu ObIBaroT BUPYCHI 10 OCOOEHHOCTSIM aJropuT™Ma’?

6. B ueM ocoGeHHOCTH TOTUMOP(PHBIX BUPYCOB?

7. B 4yem 0COOEHHOCTb BUPYCOB «TPOSTHCKUE KOHU»?

8. [lepeuncinuth METOBI 3AMIUTHI OT KOMITBIOTEPHBIX BUPYCOB.

9. [lepeuncnuTh MPU3HAKYU TOSIBJICHUSI BUPYCOB.

10. Kakumu no pyHKIMOHATY OBIBAIOT aHTUBUPYCHBIE MPOTPAMMBI?
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5 BoccraHoBJieHHE MOTCPSAAHHBIX JAHHBIX Ha Pa3/iM4YHbIX
HOCUTEJIAX

5.1 KpaTtkue TeoperndecKkue cBeJeHMsI

JlaHHBIE TPOIAJAIOT MO CIEAYIOIIMM OCHOBHBIM HpuunmHaM: CiydaiiHOe
yIAJIEHHE CaMUM [0Jb30BaTelIeM WM KakoOM-mMOO MmporpaMmon, UM
3amynieHHou. M3-3a Bo3nelictBus BpeapoHocHoro 110 wnu Bupyca. @usnyeckas
HEUCIIPAaBHOCTh camoro Jucka. HeKoppeKkTHOE BBIKIIOYEHHE, KOTOPOE TaKXKE
IPUBOJIUT K MOBpEXACHHIO (ailioBoil cucteMbl Ha nucke. [lepBeie nBa ciayyas -
3TO OOBIYHOE yJaJeHUEe NaHHBIX, M pELIeHHe MpoOIeMbl 3/1eChb OYIEeT OJHO.
Ecin e HeucnpaBeH caM JUCK, K INpUMEpPY, HapylleHa ero (Qusuueckas
CTPYKTYypa WU JIOTHYecKas TabJIula, TO BOCCTAHOBUTH JIaHHBIE OYyJIET CIIOKHEE.

®U3MYECKYI0 HEHUCIIPaBHOCTh JHUCKA Paclo3HaTh OYEHb Jierko. OOBIYHO
OHa BbIpakaeTcs B MCUE3HOBEHUU LieJoro paszzena. driemika MOKeT BOOOIE He
ONPENENATHCS KOMIIBIOTEPOM, a €CJIH IOBPEXKACH JUCK C CUCTEMOM, TO B UTOTE
MallMHa He OyJeT 3arpykaThCs, MOKa3blBasi Ha YEPHOM HKpaHE OTCYTCTBUE
pazzena, ¢ KoToporo Obl OH MOT 3arpy3uThcs. B Takom citydae BoccTaHOBIIEHHE
NOTEPSHHBIX JTAHHBIX MOTPEOYET HCIOJIb30BAHUS CIEHHUAIBHBIX MPOrpaMM U
YTWINT, & TO U TPOPECCUOHAIIBHOTO 000PY10BaHUS.

[Tepeuncium pusnyeckne HEUCIPABHOCTH HaWOOJIee PacIpOCTPaHEHHBIX
HOCHUTEJICH

Haxonumenu CD/DVD/BR

OnTuyeckue  HAKONMUTEIM  MOTYT  MMETh  pa3Hble  MPUYHUHBI
HEBO3MOYKHOCTH YTEHHUS JaHHBIX:

- MEXaHHUYECKHE:

- MIOBPEKJICHHUE TIPO3PAYHOTO CJIOS;
- MIOBPEKJICHUE OTPAXKAIOIIETO CJIOS,
- XUMUYECKHUE.
- Pa3JIOKEHHE MPO3PAYHOTO CIIOS;
- pasloKEHHWE PErucCTpUpyeMoro cios (y 3almuchIBaeMbBIX
JIUCKOB);
- KOPPO3Hs OTPAXKAIOIIETO CJIOS;
- HapyIICHUE OpTaHU3aIluy JaHHBIX
- BCIICJICTBHC aNapaTHO-TIPOTPAaMMHBIX OIMMOOK TIPH 3amuCH
TAHHBIX
- BCJICICTBHC HEIPABUIIHHBIX JTAHHBIX.

CamMpIMH  YacTBIMM TPUYMHAMH HEUYUTACMOCTH JINCKOB  SIBIISTFOTCS
MOBPEXKJACHUE OTPAXAIOMIET0 W IPO3PAavyHOTO CIIOS, a TaKXKe pPa3JIoKEHHUE
PETUCTPUPYEMOTO CJIOSl Y 3alUChIBAEMBIX NHUCKOB. B ciiydae oOpazoBaHus
IaparyH Ha TOBEPXHOCTH KOMITAKT-IHCKa, BO3MOYXHO TIPUMEHUTD MOJUPOBAHHE
paboueili MOBEPXHOCTH, YTO TMTPUBEAET K YyHAJECHUIO HEXKEIATEIbHBIX
MOBPEKJICHUN W YJIYYIIAT YTCHHUE JaHHBIX, OJTHAKO MPU 00pa30BaHUM TPEIIHH,
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MCIIOJIb30BaTh JAHHBIA METO/]T OMACHO, TaK KaK MPHU MOCIEAYIOIIEM YTEHUH TUCK
MOXKET pa3pylIUTbCsl B JIUCKOBOJIE MOJ JEHCTBUEM LEHTPOOEKHON CHJIBI.
[ToBpexxnenue (QOIBIMPOBAHHOIO TMOKPBHITHS JHUCKa (CTapeHHe MeTallia,
HapanuHbl) OOJIBIIE BCErO OCIOKHSAET BOCCTAHOBJICHUE JTAHHBIX.

NAND-Flash

K mannomy tumy nHakomnutesneit moxxkHo otHectn USB Flash, SSD-nuckwu,
kapThl mamaTu SD, miniSD, microSD, xD, MS, M2, Compact Flash.

Campble pacpOCTpaHEHHBIC TEXHUYECKUE HEUCTTPABHOCTH (hJICTII-TIAMSATH

- JIOTUYECKHE HEWCIPAaBHOCTH. HakomuTenbr HE HMEET BUIUMBIX
bU3MYeCKUX TIOBPEKICHUN 1 Ormo3HaeTcs B cucreMe. [IpobieMa BO3HUKAET MpH
MOTIBITKE JIOCTyNa WM 3allUCH/CUNTHIBAHUS JIAaHHBIX. BO3HUKAIOT JaHHBIC
HEUCIIPAaBHOCTH B  CaMBIX pasIW4HBIX ciaydasx. OpgHa ©W3  caMbIX
pacrpoCTpaHEHHBIX TPUYUH — HENPaBWIbHOE W3BJCUCHHUE YCTPOWCTBA U3
KoMIbIoTepa. B ciydae JIOTHYECKMX HEUCHPABHOCTEH BOCCTAHOBHTH JTaHHBIC
BO3MO’KHO C IIOMOIIBIO TIPOTPaMM JIJIs1 BOCCTAHOBJICHHS JaHHBIX.

- MEXaHWYeCKHe MOBPEXKICHUA. J[MCK MpeKkpaTHi KOPPEKTHYIO padboTy B
pe3yJbTaTe Kakoro-auoo (PU3HYECKOro BO3AeHCTBHUS (TAjeHUS, ITOMAaHUs
BJIard, M3ruba, catusg W T. A.). [IpyurHAa HEWCHpPaBHOCTH, Yallle BCEro, B
MOJIOMKE TIJIAThl WJIM Pa3pylIeHUH KOHTAaKTOB M KOMIIOHEHTOB. BOCCTaHOBUTH
JTAaHHBIC MOYKHO, €CJTH UCITPABUTH TTOJIOMKY: 3aMEHUThH HEUCIIPABHBIN KOMITOHEHT
WM BOCCTAaHOBHUTH HAPYIICHHBIH KOHTAKT. TakXe MOXKHO CUHTATh JaHHBIC
HAIPSAMYIO C YHIIa MAMSTH, HCTIOIB3YS CIEUaTbHOE 000pYI0BaHHE.

- DJIEKTPUYECKUEC TTOBPEKACHMS. [[prunHa dIeKTPUIECKUX MOBPEKICHUI
3aKJII0YAeTCsl B CTaTHYECKOM yaape Jmbo B mpobiieMe ¢ mnuTaHueMm. B
pe3yNbTaTe MOTYT CTOPETh CTAOMIM3aTOPhI MUTAHKS, THOABI, KOHTPOJUICPHI.

BoccranoBieHrne qaHHBIX MPOU3BOAMTCSA KaK M B IPEABIAYIIEM CiIydae:
3aMEHON KOMIIOHEHTOB JMOO UTCHHEM C YHUIIOB IMAMSATH HaNpsMYyro (eciii cama
naMATh HE Cropena).

Haxonumens na sccécmxom maenumuom oucke (HKMJ])

Ha ceromHsmHuil 1eHb 3TM HAKOMUTEIU CYUTAIOTCS CAMBIMU EMKHUMHU U
JIOCTAaTOYHO OBICTPBIMH, HO OYEHb YA3BUMBIMU K DJIEKTPUUYECKOMY H
MEXaHUYECKOMY BO3JIEUCTBUAM. [Ipu mpeBbIICHNN HANPSHKEHUST TUTAHUS, JTUO0
HECTAaOWJIbHOM HAMPSKEHUU MOXKET BO3HUKHYTH TEIJIOBOM MPOOOH TJIaTh
KOHTpOJUIepa, a Takke Mpo0ol KOMMYyTaTropa-TpeAyCHWIUTENsI BHYTPH
repmoOJsioka. B mepBoM ciydae BBIXOAUT M3 CTPOsl IUIaTa KOHTPOJUIEpa
JKECTKOr0 HMCKAa W MPOLIEAYpPa BOCCTAHOBIICHUS JAHHBIX 3aKaHYMBAECTCS Ha €€
3aMEHEe C MEPEHOCOM AJIallTUBHBIX MapaMeTPOB HEUCIPABHOI'O HAKOMHUTENS Ha
HOByIO Tutaty. OpHAKO BCTpPEYArOTCS CiIy4yau, KOTJIa B pe3yibTaTe MpoOos
BBIXOJIUT W3 CTPOSI DJICKTPOHHMKA TepMoOJIOKa, B ATOM Cilydae HEoOXoIuMma
3ameHa bMI' (01oka MarHMUTHBIX TOJOBOK), YTO IO CYTH CBOEH SIBIIAETCS
TPYAOEMKOMN U JOPOTOCTOALIEH ITPOLETYPOU.
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[Ipy MexaHWYeCKMX TMOBPEXKIEHUAX, TaKUX Kak MajJeHue, yaap,
nedopmaiiysi, BMEIIATEIbCTBO CIIEHUATUCTA B TEPMOOIIOK HEOOXOIMMO, TaK Kak
JUISL  BBISICHEHHS BO3MOXXHOCTH BOCCTAHOBJICHUS JIaHHBIX, HEOO0XOJIUMO
MPOAHANM3UPOBATH COCTOSIHME MArHUTHBIX JUCKOB. B ciydae BO3HMKHOBEHUS
KOHILIEHTPUYECKUX, PAAUANbHBIX IapaliH WM CCaAUH Ha IOBEPXHOCTU
IJIACTUH, BEPOSITHOCTh BOCCTAHOBJICHUS JAHHBIX YMEHBINAETCS, TaK Kak JJis
YCHEIIHOTO CUMUTHIBAHUS JTaHHBIX HEOOXOJIMMa MJI€aJbHO TJIAJKas M POBHAS
MOBEPXHOCTh MAarHUTHBIX JUCKOB. Tak ke BCTpEyaroTCsi HEUCIPABHOCTH,
CBSI3aHHBIC C 3aKJIMHUBAHUEM IIMUHJEIS O€CKOJIJIEKTOPHOTO SJIEKTPOIBUTATEIIA.
B sToM crmydae cmemuanmMcThl MpUOETa0T K TPAHCIDIAHTAIlMH BCETO TaKeTa
MarHUTHBIX JTUCKOB Ha wucnpaBHbld ][ (mmuHaenbHBIA JBUTATENb), MOCIE
YEero OCYIIECTBISETCS ero KamnOpoBKa U HacTporika bMI'.

JlocTaTOUHO  4YacTO  BCTPEUAETCS  HEUCIPABHOCTb, CBSI3aHHAsl C
pa3pylIeHHeM TaK Ha3blBaeMOW CiIyKeOHOW WHGOpMAIMM  HaKOIHUTEJIS.
HekoTtopsle yacTu (J1ajeko He BCe) CIyKeOHOM HHPOpMAIIMKU MOTYT OBITh B3SIThI
OT aHAJOTUYHBIX HAKOMHUTEJIEH M 3amucaHbl B HEUCIPABHBIA MpPU MOMOIIU
CHEeIUaIbHOTO  OOOpYJOBaHUS, KOTOPHIM, KaK MpaBUJIO, paCIoararoT
CEPBUCHBIE  IIEHTPbI, 3aHUMAIOLIMECS BOCCTAHOBICHUEM  [JIaHHBIX  Ha
npodeccuonanbHoM  ypoBHe. Kak  moOKa3bIBaeT  MpakTUKa,  MOIMBITKH
HEKBATM(UIIMPOBAHHOTO  BMEIIATEIbCTBA B CTPYKTYpPY  CIIYKEOHOM
nHpOpMAllMK  HAKOMWTENs, KaK HU TPUCKOPOHO, BIEKYT 3a COOOM
OKOHYATEIbHYIO U 0€3BO3BPATHYIO MOTEPIO JAHHBIX.

B cnydae paspyiiieHHss MarHMTHOTO JUCKa BOCCTaHOBJICHUE JaHHBIX
HEBO3MOHO B IIPUHIIHUIIE.

UtoObl TmONHEE TOHATH Mpolecc yhaiaeHus daina, s Havaia
HEO0OXOIMMO 03HAKOMHTHCSI CO CIIOCOOOM XpaHeHUs (haiiyia Ha KOMIIBIOTEPHOM
YCTPOMCTBE XpaHECHUS TaHHBIX. Bce JaHHbIE HA KOMITBIOTEPHOM KECTKOM JIMCKE
XpaHsaTcs B (aiyax U Marnkax U MMEIOT CTPOTO CTPYKTYPHUPOBAHHYIO (opmy.
JKecTKkui TUCK NEPCOHAIIBHOTO KOMIIBIOTEPA UMEET NIEPBOHAYAIBHYIO Pa3METKY
Ha JIOPOKKU, KOTOPHIE B CBOIO OUYEpEelb ACNATCS Ha ceKTopa (MpOHyMEpOBaHHAs
00JIaCTh KECTKOTO JTUCKA, MpeJHA3HAYCHHAs JJIsi XpaHEeHHs JaHHbBIX). Kaxmapii
CEKTOp HMEET ONPEACIEHHBIM pa3Mep, KOTOPbIM MOXHO HW3MEHATH B
OMPENICJICHHBIX TpaHUIlaX Npu (GOpMATUPOBAHUU KECTKOTO JUCKAa M BbIOOpE
(aiinioBoit cuctemMbl. MUHUMAIIBHBIN pa3Mep cekTopa «512 6aitTy.

Kaxnprii Qaiin, KOoTOpbIi Bl 3alMCHIBAETE Ha KOMIIBIOTEPHBIN JKECTKUUI
JIACK, TAKXX€ HMMEET OMNPEACICHHbIA pa3Mep, 3HAYUTEJIBHO MPEBBIIIAIOIIMNI
pa3sMep CeKTOpa, W 3aHUMAET ONPENEIICHHOE KOJIMYECTBO CEKTOPOB JOPOKKH.
Takue cexkTopa MOTYT pacrojiaratbcsi HE pPSAOM JPYyr € JPyrom, a OBITh
pa3OpOCaHHBIMU TIO Pa3HBIM JOpPOKKaM Jaucka. B MomeHT 3amucu daiina
CHUCTEMa CO3/1aeT METKM (ailla, B KOTOPBIX OHA XpaHUT HWH(OpMAIU0 O
MECTOTOJIOKeHNH (aiiia, ero pasMepe U Jpyrue BakHble naHHbIC. [lpu
oOpaIeHnu Mmoyib30BaTeNsl K (ailily, Ha OCHOBAaHMHM METKH, CUCTEMa COOMpAET
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uHGOPMAIIMIO CEKTOPOB (paiiyia BMECTE U BBIJACT MOJIB30BATEII0 HEOOXOIUMBIiA
daiin.

Korna monp3oBarens ypamser ¢aii, JIOObIM €My yAOOHBIM CIIOCOOOM
(OOBIUHBIM WM O€3BO3BPATHBIM YIAJICHHEM), TO CHUCTEMa TOJBKO YAasieT
MeTKy (aiiyia ¥ 1MoMeyaeT ero, Kak MyCTOoe MPOCTPAHCTBO AMCKA, TOAHOE IS
3alMCH HOBBIX JaHHBIX. DakTuuecku, Bca HHPOpMAILMS TOJIb30BATENS,
XpaHuBIIasics B ¢aiijie, 0CTaeTCss HETPOHYTOM, U BCE €Ie HAaXOIUTCS Ha IUCKE.

Korna cucreme HeoOXOAuMMO 3amucaTh HOBBIM (haii, TO OHA MpPOBEPSET
JTUCKOBOE TMPOCTPAHCTBO HAa HaIW4HME CBOOOJMHBIX s4yeek. K HHUM Temeps
OTHOCSITCSI U T€ SYCHKH, B KOTOPBIX XPAaHUTCA HHGPOpPMAIUS U3 YAAJCHHOTO
daiina. Crnemyst CBOEH JIOTHKE, CUCTEMa OCYIIECTBIISET MEPE3anuch CBOOOTHBIX
sYeeK HOBBIMHM JaHHbIMH. W sdeiiku ¢ mH(popManment u3 ynaneHHoro (aiiia
TaKk)K€ MOTYT OBITh MCHOJB30BaHBI IS MEPE3anucH JTaHHBIMU HOBOTO (paiina.
[Toka nepe3anuchk SYEHKN HE MPOU3BENIEHA, BCS XpaHUMas B HEH MHpopMaius,
Ja)ke TNOMEUYEHHas KaK YJaJIeHHas, JIOCTyIHa K IIOJIHOMY BOCCTaHOBJICHHIO
CHELMAIbHBIMU [TPOrpaMMaMu JJIs BOCCTAHOBJICHHSI YAAJICHHBIX TaHHBIX.

[Ipouecc BoccTaHOBIEHUS yIAJIEHHBIX (PailyioB Ogpa3yMeBaeT Mo co0oit
BBIIIOJIHEHHE OIPEEIICHHBIX ITOCJIEI0BATEIbHBIX JIECUCTBHM, OJHO 3a APYIHM,
II0Ka M0JIb30BaTENIb HE BOCCTAHOBUT TpeOyeMble (hailiibl.

OcHOBHBIE TpaBUjia, KOTOPBIE MOBBICAT BEPOSITHOCTb BOCCTAHOBJICHUS
(aiiyoB U MarnoK.

1. IIpexpaTuTh HCIOJIB30BAaTh KOMIBIOTED!

Heobxoaumo mepecTtarh MCMONB30BaTh IHUCK, COAEPKAUIUI yAalIeHHbIN
Gaiin, s TpeIoTBpAIleHHs €ro Nepe3anucu.

Kak yxe ymnomMuHaloCh BbIlIE, YJal€HHbIE (aillibl CKPBITBI OT
M0JIb30BAaTENsl, HO BCE €lle AOCTYNHbl. ENUHCTBEHHBIN cnoco0, Mpu KOTOPOM
daiin, KOTOpbIH BBl XOTUTE BOCCTAHOBUTH, IOJHOCTHIO MCUE3HET, — OTO
nepe3anuch Toro (pU3NUecKoro NpoOCTPaHCTBA, KOTOPOE OH 3aHMMAET Ha JHCKE.
IloaToMy 1OCTapalTech BO3AEPKATHCS WM  COKPAaTUTh K MUHHUMYMY
KOJIMYECTBO ONepanuil 3amucH, KOTOpble MOINIM Obl NPUBECTH K TaKuM
IIOCJIEACTBUSM.

OTka)XuTeCh OT BBINOJHEHUS OOBEMHBIX 3aJlay, TAKUX KaK YCTaHOBKa
IPOrpaMMHOr0 OOecnedyeHus, 3arpy3ka WJIH [OTOKOBOE BOCIPOU3BEICHUE
MY3bIKM WJIA BUJEO0 U T.A. BbINOTHEHUE AITUX JEHUCTBUN HE 00s3aTeIbHO
nepe3anuiuer Baml (aiy, HO IMIAHCHI MOTEPSITh €ro HaBCerJa CYIIECTBEHHO
MTOBBILIAKOTCS.

[Io BO3MOXHOCTH, COKpaTtuTe Bpems (KOJMYECTBO OOpaleHuil K
YCTPOMCTBY XpaHEHMUs U BBINOJHEHHBIX C HUM ONEpalnii) C MOMEHTA YAAICHHUS
daitna 10 Havanma mpoliecca BOoccTaHOBJIeHMs. Hampumep, mocne ynaiaeHus
¢aitna Bbl HE UCIIOJIB30BAIN YCTPOUCTBO XPaHEHHUsI I0JITO€ BPEMs, HO TOCJE €T0
IOAKJIIOYEHUS BBl 3aIllyCTHJIM IIporecc BoccraHoBieHusA. lllanc momaHOCTBIO
BOCCTAHOBUTH TaKoOW (ailyl MpPaKTUYECKH CTOIPOIICHTHBINA, BEIb CHCTEMa HE
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WCITOJIh30Bajia YCTPOHUCTBO M HE MOTJIa 0€3BO3BpaTHO cTepeTh daiin. OcodeHHO
9TO YCIIOBHE aKTyajbHO JUIsl OOJbIIMX (ailyioB. Beap nmpu XpaHEeHUH cUCTeMa
MOIJIa PACHOJIOXKHUTh (parMeHThl (aiija Ha pa3HBIX CEKTOpax I0 Bcei
MOBEPXHOCTH (PU3MUECKOT0 IMCKA, 3HAYMUTEIILHO TIOBBIIMIAS BEPOSTHOCTH HMX
TIepEe3aIuCH MPH MOCIICTYFOIIEM HCIIOJIb30BaHHH.

2. BoccranoButs ynaneHssle ¢aiiisl u3 «Kop3uHb.

OT0 mepBOe MECTO, KOTOPOMY HEOOXOAUMO YAENTUTh CBOE BHUMaHue. B
CTaHJAPTHBIX HACTpOIKax omepanuoHHON cucteMbl «Windows» QyHKINA
ynanenus (aitioB B «Kop3uHy» mpeaycTaHoBlIeHA IO yMOdaHuto. U eciu BeI
JIOTIOJTHUTEIBHO HE MEHSIM HACTPOUKH yaaneHus (aitinos, To ¢ 0onbIIon qoiei
BEPOATHOCTH, BBl CMOXKETE OOHAPYKUTh CBOW YJAJCHHBIN (aiil B MAeaTbHOM
pabouem cocrtosHun B «Kop3une». Ho ecim y Bac 3amaH mapamerp
«YHu4TOXKaTh (aisibl cpa3y nocjie yJaleHus, He moMellast UX B KOP3UHY», WIN
Bbl yXe ouucTwiu coxaepxumoe «Kop3unb» panee, To (aiin B «Kop3une»
OyJeT OTCYTCTBOBATb.

dainbl, KOTOpBIE yAaISIOTCA ¢ KapT namatu, «USBy dmami-Hakonurenei,
BHEIIHUX JKECTKUX JHUCKOB JIFOOOTO THIA M CETEBBIX PECYPCOB, HE XPAHATCS B
«Kop3une» u Bcerga yJalstoTCs HanpsMyr. OTO YCIOBHUE, B IIOJHOW Mepe,
TaK)K€ OTHOCHTCA U K TaKUM yCTpOMCTBaM, Kak cMapT(HOH U KOMMYHHKATOP.
OnsTe ke, (Qaiiabl O4eHb OONBIIMX PAa3MEPOB M3 JIFOOOr0 HMCTOYHMKA YacTO
YAATAIOTCS Cpa3y HanpsMylo, 0e3 momenieHus ux B «Kopzuny».

B sToM citywae - caMblif TpocTOi cI0COO BOCCTAHOBUTH YAQJICHHBIC WIIH
MOTEPSIHHBIC JaHHBIC — 3TO BOCIOJL30BATHCS CIICIHAIBHBIMUA TTPOTrpPaMMaMHu.
OHU B OCHOBHOM pa0OTAOT 1O JBYM HaIlPaBJICHUSAM — YCTPAHSIOT (PU3HUCCKUEC
1 JIOTHYECKHE OIMHUOKH JTUCKOB JTUOO BOCCTAHABIMBAIOT JAaHHBIE, KOTOPBIC OBLIN
CIy4yallHO yJajeHbl Wiau oTdopMaTtupoBaHbl. [IporpamMMbl pa3MyarOTCsS IO
dbyHKIIMOHATY, U OBIBAaCT TakK, 4TO B Pa3HBIX CJIydasX CIIEIyeT HCIOJIb30BaTh
pa3HbIil COPT.

5.2 JIaGopaTopHoe uccienopanue NeS. UcciienoBanue XxapakTepucTUK
U BO3MOKHOCTEH IMPOrpaMM 10 BOCCTAHOBJICHUIO MOTEPAHHBIX JAHHBIX

Hean:

U3YUYHUTh BO3MOKHOCTH CIICIIMATTU3UPOBAHHOTO MIPOrPaAMMHOTO
o0OecrieueHusl 0 BOCCTAHOBJICHUIO MOTEPSHHBIX JaHHBIX. BBIACHUTH, Kakue U3

yTUIUT Hanbosee 3 (HEKTUBHBI.

Bpemst padoTnl: 4 yaca
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3agaHus HA BbINOJIHEHHE J1A00PATOPHOI0 HCCIEA0BAHMUS

1. Ilo ykazanuro mpenojaBatelis BbIOpaTb 3  HporpamMMbl U3
MPUIIAraeMoro CIUCKA:

. Hetman Partition Recovery
. Active File Recovery
. R-Studio 7.6
. Auslogics File Recovery
. Active UNDELETE
. Paragon Rescue Kit
. Wise Data Recovery
. Puran File Recovery
. 0&O DiskRecovery
10. Tenorshare Any Data Recovery
11. Power Data Recovery
12. GetDataBack
13. Recover My Files
14. R-Undelete
15. Handy Recovery
16. Ashampoo Undeleter

O©oo~NOoO UL WN B

Ecnu cTyneHT kenaer mpoBECTH aHaIN3 aHAJOTUYHBIX MO (YHKIHOHATY
IporpamMm, HE BXOJSIIHUX B MPEIJIOKEHHBIN CIUCOK, TO 3TO MOXKHO CHENAThH IO
COIIACOBAHUIO C MPENOIaBATEIIEM.

2. YcTaHOBUTH Ha KOMIIBIOTEp IMPOrpaMMHOE OOeCleYeHue TI0
BOCCTAHOBJICHUIO TIOTEPSHHBIX JAHHBIX B COOTBETCTBHUU CO CBOMM BapHUaHTOM
(TIpu BO3MO>KHOCTH).

3. Ha caiire npousBogutens ganHoro 11O unam u3 apyrux MCTOYHUKOB B
cetu UHTEepHET, y3HAaTh OCHOBHBIE XapakTEPUCTUKM M  BO3MOXKHOCTHU

yctanosisienHoro 110.

4. IlpousBecTy 3alyCK OCHOBHBIX MOJYJEH MpOrpaMMbl U HCCIIEOBATh,
KakuM (yHKIHoHanoM obnanaet ganHoe [1O (mmpu BO3MOXKHOCTH).

5. [IpoBecTH cpaBHUTENBHBIN aHAINW3 C AHAJOTUYHBIMU MO (PYHKIIMOHAITY
JIBYMsI APYTMMHU BbIOpAHHBIMHM MPOTPAMMaMM W3 MPEJIOKEHHOTO CIUCKA WM

BBI6paHHI)IX CTYACHTOM CaMOCTOATCIIBHO.

6. CnenaTh BBIBOJBI IO padoTe.
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5.3 Conep:xanue oTueTa
1. Ilenb paGoThI

2. Hasznauenwme IMporpaMMHOIO oOecrneyeHnssT 10 BOCCTAaHOBJICHHIO
IMOTCPAHHBIX TAHHBIX.

3. Ilepeuens uccaeayeMpIX MPOrPaMM C YKa3aHUEM CalTa
IIPOU3BOIUTEIIS.

4. CKpHMHILOTHI C KPaTKUM OMIMCAHUEM OCHOBHBIX (DYHKIIUH M HaCTPOEK
JUISL KOKJIOM M3 3-X porpaMM. /JaHHBIN yHKT MOKET BBIIOJIHATHCS
HEIOCPEICTBEHHO MTPU YCTAaHOBKE MMPOTPaMM Ha KOMITBIOTEP UJTU TpeOyeMble
JTaHHbIE BBIOMPAIOTCS U3 TEXHUYECKUX ONMMCAHUN POrpaMM Ha caiTax
IPOU3BOAUTENEH WK APYTUX UH(POPMALIMOHHBIX PECYPCOB.

5. Pe3ynbTarhl CpaBHUTENBHOIO aHAIN3A C AHAJIOTMYHBIMH 10
(GYHKIMOHATY ABYMS IPYTMMH BBIOpaHHBIMM IIPOTPAMMAMHU U3 MPEITI0KEHHOTO

CIIMCKa HUJIN BI:I6paHHBIX CTYACHTOM CaMOCTOATCIIBHO.

6. BBIBOIBI 11O TIPOBEICHHOMY HCCIICIOBAHUIO.

5.4 KonTpo/bHBIE BONIPOCHI

[Ipu cnaue oTuera Mo 1a0OPaTOPHOMY MCCIIEIOBAHUIO CTYAEHT JI0JHKEH
OBITh TOTOB OTBETUTH Ha CJICIYIONIUE BOMIPOCHI:

1. [lepeuncnuth PuznyecKre HEUCTIPABHOCTH ONTHUECKUX TUCKOB;
2. [lepeuncnuth pU3NYECKrE HEUCTIPABHOCTH (JICII-TTaMSITH;

3. Ilepeuncnuth Ppu3NUECKHE HEUCIIPABHOCTH HAKOMUTENEH Ha KECTKUX
JIACKAX;

4. Tlouemy Henb3s HCHOJB30BaTh HOCHUTENIb B Cly4ae MOTEpU U
JalbHENIIero BOCCTaHOBIICHUS MHPOPMALIUU;

5. B xakux ciydasx HeJb3s BOCCTAaHOBUThH MH()OPMALIMIO C HOCUTES?

6. Kakue 1Ba OCHOBHBIX METOJa BOCCTAHOBJICHHS (PailjloOB KOTOpBIC HE
ObLIH repe3anucaHbl UCIIOJIb3YIOTCS B OOJIBIINHCTBE porpaMmm
BOCCTAHOBJIEHUS TAHHBIX ?
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6 Pe3epBHOE KONMPOBaHMeE JAHHBIX HA KOMIIBIOTEPE
6.1 KpaTKne TCOPETUYECCKUE CBCACHUA

Pe3epBHOE KONMMpOBaHWE JAHHBIX OJHA M3 BAXKHEHIIMX oOmnepanui
KOTOPYIO HYXHO HpOu3BOJIUTH JroOoMy mnodabs3oBaremto [IK. PesepsBHoe
KOIIMPOBAaHUE JAHHBIX MOXKHO J€JaTh Kak B PY4YHYIO, TaKk U C IOMOUIbIO
CHELMATIBHBIX TIPOTPaMM.

Pe3epBHOE KONMMpPOBaHUE JAHHBIX — MPOLECC CO3JaHUE KOMHUN BaXKHOMN
uH(popMaIU, KOTOPhIE XPaHATCS Ha APYTHX XPAHWIMIIAX JaHHBIX (Qielka,
xecTkui auck, DVD-auck, o6iaunblil cepBuc u T.1.). PesepBHoe konmupoBaHue
JAHHBIX OYEHb Ba)KHAs OMepalusi, KOTOPYIO JOJDKEH MPOU3BOIUTH JIHOOOM
MIOJIb30BATEIIb, UEPE3 OMPEICICHHBIN TPOMEKYTOK BPEMEHHU.

Heobxooumocmo pezepernoco konuposanus 0aHHbLX

Kaxnpii  mosb3oBaTenb  XpaHUT HAa  KOMIIBIOTEPE  PA3IMYHYIO
uHpopmanuio. IlpakTuyeckn y KaXIOro IMOJb30BaTENsl HAa KOMIIBIOTEPE
XpaHUTCS BakHassh WHGOpMAIUS, TOTEpsS KOTOPOW MOXKET, Kak MHHUMYM,
paccTpouTh TMoOJb30BaTeNsl (JMUYHbIE (POTO, KOJUIEKIMS MY3bIKH, padbouue
JIOKYMEHTHI U T.J1.).

K coxanenuto, napopmainsi He MOXKET aOCOIIOTHO HAJIEKHO XPAHUTCS
Ha KoMIibioTepe. OTKa3 anmnapaTHON 4acTu (KECTKUH JUCK) WM BUPYCHAs aTaka
U JaXe HEaKKypaTHOCTh CaMOTro IoJIb30BaTels (CilydailHoe —yJajeHue
uH(OpPMAIUU) MOTYT IPUBECTH K TIOTEPE BAKHBIX JTaHHBIX. UTOOBI 00€30MacuTh
BAXKHYIO HH(OpMAILUIO HEOOXOAUMO JIeJaTh pE3EPBHOE KOMMPOBAHUE JaHHBIX.

PesepBHOoe komupoBaHue (aitiioB U MHPOpMAIMU TO3BOJUT 3aIIUTUTH
JTaHHBIE, B CJIy4ae €ClM MPOU30MIIET BBIXOJ U3 CTPOSI OCHOBHOI'O HOCHUTEJS
uH(popmaluu (Hanpumep, )KECTKUN AUCK KOMITbIOTEPA) UM BUPYCHOM aTaku.

Buow pezepsnozo konupoeanus

1. PezepBHas KOMUs ONEpallMOHHON CHCTEMBI.

Ouenp mone3Hass (QYHKIUSA, KOTOPOM MHOTHME, JaXX€ OIbITHbIC
[0JIb30BaTeNM, MpeHeOperaroT. BaM Hy)XHO BCero OJWH pa3 YCTaHOBUTH
ONEpaIlOHHYI0 CHUCTEMY, JpaiiBepa M HEOOXOIMMBbIE MPOrpaMMbl. 3aTeMm
JIeaeTCsl pe3epBHasl KOMUS HACTPOCHHON OINEPallMOHHONW CHCTEMBI U €CIIA YTO
TO NPOUCXOIUT (BHpPYCHAs aTaka WJIM MPOCTO 3axJaMJIEHUE CHUCTEMBI), TO
HY’)KHO TOTpaTuTh 10 -15 MHHYT 4TO OBl BOCCTAHOBHUTH PE3EPBHYIO KOIHIO,
BMECTO TOTO YTO Obl TPATUTh HE OJMH Yac Ha HOBYIO YCTAaHOBKY M HACTPOWKY
CUCTEMBI.

Kak mpaBuio, st pe3epBHOTO KOMUPOBAHMS OINEPAMOHHOW CHUCTEMBbI
HCIIOJIB3YIOT CIEIUANIbHBIC TPOTpaMMbl Wik cpeacTBa Windows.
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2. PesepBHas xomus Aucka (pas3zenia Ha BUHUECTEPE)

Jlonmyctum, B pazfene )KECTKOro aucka (Hampumep, nucka “E”), XxpaHurtcs
My3bIKa U (poTorpaduu. Bee 3Tu JaHHbIE BaXKHBI U UX TTOTEPS HETIPUEMIIEMA.

MoXHO cjenath pe3epBHYI0 KOMHIO BCEro JTOro0 JUCKa M €Clu
MPOU30MJIET TOTEPS JAHHBIX U BOCCTAHOBUTH BCE KaK OBLIO.

Pe3epBHOE KOMMpOBaHHWE JUCKA MOXHO CJellaTh Kak C IOMOIIbIO
CHeIUaIbHBIX IPOrPAMM, TaK U BPYUHYIO.

3. PezepBHas konus OTAeNbHBIX (DaliIOB U MANOK

CaMblii 4acTO BCTPEYANOIIMICS CHOCOO PE3epBHOrO KomMpoBaHusA. B
OCHOBHOM II0JIb30BATEIN XpaHIT HAa OJHOM Jucke ¢oTorpaduu, Ha IPYrom
JIOKYMEHTBI, Ha TPETheM JIIOOMMYI0 MY3bIKY. KpoMe 3TOro Ha 3THUX JIUCKax
MOJKET XPaHUThCA HE OUYCHb BaxkHasi MH(OPMALINS, PE3EPBHYIO KOMHUIO KOTOPO
JieN1aTh He 0053aTeNbHO.

B Takom ciyuae nenaercs TOJIbKO pe3epBHAs KOMMS ITHUX caMbIX (paiiyoB
U TAIoK, C pa3HbIX JMCKOB, a HE KOIHUs LIEJIOro IHucKa, a TeM 0oJjiee BCEro
KECTKOTO JTUCKAa KOMIIBIOTEPA.

OOBIYHO TaKOE PEe3epBHOE KOMUPOBAHUS 0JIb30BATENb JENAET B PYUHYIO,
XOTSI MO’KHO HCITIOJIb30BATh CIIELUAIbHbBIE POrpamMmbl WK cperctBa Windows.

Kak moka3biBaeT npakTuKa, MPOIECC PE3CPBHOTO KOMUPOBAHUS JTyUIlle
aBTOMATU3UPOBATh, UYTOOBI HCKJIIOYUTH TAaKOW ueloBeueckui Qaktop, Kak
3a0BIBUUBOCTb.

—_— N ===l=_._..._®%fr
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Pezepsnoe xonuposanue cpedcmeamu Windows

B onepammonnoit cucreme Windows 7 W BbIIIE €CTh CpEACTBA IS
CO3[IaHHsI PE3EpPBHOE KOMMUHU, KAaK CAMOM CHUCTEMBI, TaK W OIPEAECICHHBIX
JTAHHBIX.

Uro Obl mepeliTH B cpeiacTBa pe3epBHOro komupoBaHusi Windows
OTKpOMTE MaHesb yrpasieHus nanee “CucteMa u 6e30nacHocTh” U “ApxuBanus
Y BOCCTAHOBJICHHE”, KaK MTOKa3aHO Ha PUCYHKeE 6.1.

Bam OyzaeT mpeaiokeHo HACTPOUThH apXUBAIHMIO JaHHBIX (yKa3aTh MECTO
XpaHEHHUs] KOMHMI M YTO apXWBUPOBaTh). Kpome TOro MoXHO co3gaTh o0Opa3
ONEpPAIIMOHHON CHUCTEMbl M HACTPOUTH MEPUOJUYHOCTH CO3JaHUs PE3ECPBHOM
KOIIMH, & TaK e CO3/1aTh IUCK JIJIsl PE3€PBHOIO BOCCTAHOBIICHHS CHCTEMBI.

Ilocne HacTpOMKM pPE3EPBHOIO KOIMPOBAHUSA PEKOMEHAYETCSA CO31aTh
JIMUCK BOCCTAHOBJICHUSI CUCTEMBI.

Pyunoe u npoepammnoe cozoarnue pezepsHvix konuii

CymiecTByeT psii OporpaMM, KOTOPbIE IIOMOTYT OBICTPO U JIETKO
HAaCTPOUTH PE3EPBHOE KOMUPOBAHNE BCEX HEOOXOMMBIX JaHHBIX.

Bce mnporpamMmbl cnpaBisSIIOTCS € 3a7adell pe3e€pBHOTO KOMUPOBAHMS
JITAHHBIX B TOM WJIM UHOU CTEIICHHU.

Jlaneko He BCEM MOJIb30BATEIISIM HYKHO JEJIaTh PE3€PBHOE KOMUPOBAHUE
OMEPAIIMOHHON CUCTEMBbI (XOTS ATO YAOOHO) WM LeJIoro aucka. JloctatodHo
MPOCTO pa3 B HEJEHI0 WIM B Mecsll (B 3aBUCUMOCTH OT MEPUOJUYHOCTU
MOMOJIHEHUS/U3MEHEHUSI UHPOpMAIUK) BPYUHYIO KOMUPOBATh BaXKHBIC JTaHHBIC
Ha Jpyrue HocutTenu. Hampumep, konmupoBaTh JIMUHBbIE (DOTO TOCHE KaXIOU
MOE3/IKU B OTIIYCK WJIM OTIbIX, a KBApTaJbHBIA OTYET KOMHUPOBATH pa3 B 3
MecsIa.

Pexomenoayuu no pezepsHomy Konuposanuio OAHHbIX

[leproau4HOCTH

Jlemanite pe3epBHbIC KONMUM MNEPUOJUYHO. B 3aBUCHMOCTH OT THNA
JAHHBIX MOXXHO JIeJIaThb pE3epPBHBIC KOMHH Yepe3 IPOMEKYTOK BPEMCHH
(KaXIyr0 HENIeNto, MECSAll M T.J.) WIM TO COOBITHIO (IOSBICHUIO HOBBIX
dboTorpaduit uM N3MEHEHHE OTYETA. )

Ecnu He crnemuTh 3a MEPHOIUYHOCTBIO, TO B Clydae IMOTEPH JTAHHBIX
MO>KHO TOJILKO BOCCTAHOBHTH CTapyIO0 BEPCHIO PE3ECPBHOM KOIWHU, B KOTOPOU HE
OyJeT XBaTaTh HETABHO N3MCHEHHBIX JaHHBIX.

MHOKECTBO KOTIHA

CnenaB pe3epBHYIO KOIHUIO BaXHOW HWH(OpMaALUU, pPasMHOXKUTH 3Ty
KOIMIO Ha pPa3HbIX XpaHWwIWia WHGOpMamuu: QIiemKka, BHEIIHUA KECTKUMA
nuck, DVD-nuck, obrmauHoe Xpanunuiie u T.J. XpaHeHue WHGOpMaiuu B
00JJaYHOM XPAaHUJIUILE OUYEHb YJOOHO U aKTyalIbHO B HAllle BpeMsl.
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3amura pe3epBHON KOUU

Komuu BaxXHBIX JaHHBIX HEOOXOAMMO 3aIIUTUTH OT MOCTOPOHHUX. Ecim
JienaeTcs pe3epBHast KOIMUs YacTHBIX (oTorpaduii, ToO OHM HU B KOEM clIydae He
JOJKHBI OBITH OTKPBITHI APYTHUMH JTIOIbMU.

Jlydiie Bcero COBMECTUTh MM(POBAHUE U MAPOJBHYIO 3aIUTY JAHHBIX.
MoXxHO c037aTh 3alM(PPOBAHHBIM KOHTEHHEp A1 XpaHEHHs JIIOOBIX THUIIOB
JIAHHBIX WM CO3/1aTh apXUB, 3aKPBITHIN MApOJIEM.

XpaHeHUE PE3EPBHBIX KON

He xpanuTte pe3epBHbIE KONMU JaXE HA Pa3HbIX HOCHUTEISAX B OJTHOM
MecTe (SIuKe Wiv mkady) Wik B OJHON KBapTUpPE (€CIIU CIYUYUTCS MOXKap, TO
BCE€ KOIMHUU OyyT YHHUUYTOKEHBI).

OtHecuTe OAHY KONMIO Ha pabdOTy M MOJOXKHUTE B CBOM celd wim
3aKPBIBAIOIINICS SIIUK M TaK e 3aJehTe pe3epBHYIO KOMHIO B 001aK0. MOXHO
Jake JaTh HOCHUTENb JAPYTY Ha XpaHEHHe, HO B JIOOOM cilydyae He 3a0bIBailTe
3AIIUTUTH KOMHUIO OT HOCTOPOHHETO I0CTYIA.

6.2 JlabopaTopHoe ucciaenopanue Ne6. UccienoBanue xapakTepucTuk
¥ BO3MOKHOCTEH MPOrpaMM IO OPraHU3alMU Pe3epPBHOI0 KONMPOBAHUS

Hean:

U3YYUTh  BO3MOXKHOCTH  CIIEUMAJIU3UPOBAHHOTO  MPOTPAMMHOTO
o0ecrniedeHns o0 OpraHu3alliy Pe3epBHOTO KOMUPOBAHUS. BBISICHUTD, Kakue U3
yTHWIAT HauOosee 3(PPEeKTUBHBI.

Bpemst padoTsl: 4 yaca
3aaHus HA BbINOJIHEHHE JIA00PATOPHOI0 MCCJIeI0BAHNS

1. Tlo ykazanuw TmipenojaaBaTeNss BbIOpaTh 3 MpPOTpaMMbI W3
MPUJIAraeMoro CIHCKa:

. Iperius Backup

. FBackup

. Backup4all

. Uranium Backup Free

. Simple Data Backup

. Personal Backup

. Back4Sure

. SyncBackFree

. Handy Backup

10. EASEUS Todo Backup 8.0 Free Edition
11. Exiland Backup Free 4.0

O©CoOoO~NO OIS, WNBE
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12. Nero BacklItUp

13. Paragon Rescue Kit 14.0 Free

14. Action Backup

15. LimBackup

16. AVSbackup

17. ExtraBackup

18. Cobian Backup

19. Backup & Recovery 10 Build 9169 Free Edition
20. Information Backup System

Ecnu cTyneHT Kemaer mpoBeCTH aHaIU3 aHAJOTUYHBIX MO (YHKIIHOHATY
IpOrpamMm, HE BXOJSIIHUX B MPEIJIOKEHHBIM CIUCOK, TO 3TO MOXKHO CHENAThH 110
COIIACOBAHUIO C IPENOJIAaBATEIIEM.

2. YCTaHOBUTH Ha KOMIIBIOTEp IMpPOrpaMMHOE OOecCleYeHue II0
OpraHU3allid PEe3€pPBHOrO0 KOMHMPOBAHUS B COOTBETCTBUU CO CBOMM BAapHUAHTOM
(TIpu1 BO3MO>KHOCTH).

3. Ha caiite IMPOU3BOAUTCIIA JAaHHOI'O ITO unu u3 APYrux UCTOYHUKOB B
CCTHu I/IHTCpHeT, Y3HaTb OCHOBHBIC XAdPAKTCPUCTUKU HU  BO3MOXHOCTHU

ycranosiieHHoro 110.

4. TlpousBecTu 3amyCK OCHOBHBIX MOJYJEH MpOrpaMMbl M HCCIIEIOBATD,
KakuM QyHKIMOHaIOM 00iaaaeT nanHoe 110 (mpu BO3MOKHOCTH).

5. [IpoBecTH cpaBHUTENbHBIN aHAINW3 C AHAJTOTUYHBIMU MO (PYHKIUOHAITY
JIBYMsI IPYTMMH BBIOpPAHHBIMHM IPOrpaMMaMiU M3 MPEIJIOKEHHOTO CIHCKa WU

BI>I6p AHHBIX CTYACHTOM CaMOCTOATCIIbHO.

6. CaenaThb BBIBOJIBI 11O padoTe.

6.3 Conep:kanue oTyera
1. Ilenb paboThI

2. HaznaueHue nporpaMMHOTr0 00€CTIeUeHHsI 110 OpTraHU3alUuK Pe3EPBHOTO
KOIUPOBAHMSI.

3. IlepeueHp wuccieayeMbIX MpPOrpaMM €  yKa3aHUEM  caiTta
MIPOU3BOJIUTEIIS.

4, CKpUHIIOTHI C KPaTKUM OIMKMCAHWEM OCHOBHBIX (DYHKIIMHA M HACTPOEK
I Kaxkaod w3 3-X nporpamMM. JIaHHBIM MYHKT MOXET BBINOJHATHCS
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HEMOCPEACTBEHHO NpPHU YCTAaHOBKE MPOrpaMM Ha KOMIIBIOTEp WJIH TpeOdyeMmble
JAaHHBIE BBIOMPAIOTCS W3 TEXHUYECKHX OIMCAHUWA MporpaMM Ha calTax
MIPOU3BOAUTEIICH WM IPYTUX HHPOPMAIIMOHHBIX PECYPCOB.

5. Pe3ynbTaThl CpaBHUTENBHOIO aHaNIM3a C AHAJIOTMYHBIMU  T10
GbyHKUMOHATY IByMs IPYTUMH BRIOPAHHBIMHU IIpOrpaMMaMu U3 TIPEII0KEHHOTO
CIIUCKA UJTU BBIOPAHHBIX CTYIEHTOM CaMOCTOSTEIBHO.

6. BpIBO/IbI 110 IPOBECHHOMY UCCIIEI0BAHMUIO.

6.4 KoHTpOJIbHBIEC BONIPOCHI

HpI/I c¢aadyc OoTucTa 110 Jla60paTOpHOMy HCCICAOBAHNIO CTYACHT JOJIZKCH
OBITH TOTOB OTBETUTH Ha CICOYIOIINEC BOIIPOCHI:

1. Hepe‘-II/ICJII/ITB N OXapaKTCPHU30BaATh BHALI PC3CPBHOI'O KOIIMPOBAHMA.

2. KaKI/Ie BHUAbBI pCBGPBHOFO KOHHpOBaHI/IH MOXXHO CAOCJIaThb CpeI[CTBaMI/I
OC Windows?

3. KaKI/Ie BUJ1bI pCSCpBHOFO KOHI/IpOBaHI/ISI MOXHO CI€j1aThb Cpe):[CTBaMI/I
OC Linux?

4.J1aTh peKOMEHIALNH 110 PE3EPBHOMY KOITMPOBAHUIO.
5. Ha xakue HOCUTEIN MOXKHO J€JIaTh PE3EPBHOE KOITMPOBAHUE?
6. Kak npousBecTH pe3epBHOE KOIMPOBAHKE JAHHBIX CO cMapTQoHa?

7. KakoBBI TOCTOMHCTBA U HEIOCTATKH 00JIAYHBIX XPaHUJIUIIL?
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