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JlaGopaTopHnasi pabora NeS Hacrpoiika onepaunonnoii cucrembl Cisco

1. U3yuenue npunyunos gyuxkyuonuposanus mapupymuzamopos Cisco

2. Ilepsonauanvuasn nacmpotika cemegvix napamempos Cisco 10S

Lenv pabomul
[lenpto maGopartopHoit paboThl sBsieTcss OOydeHHEe MeToAaM U CpeACTBaM
nepBoHauanbHOM HacTpoilku crenuanuzupoBanHoii OC CiscolOS, moja ympaBieHuem

KOTOPO# pabOTaOT MapuIpyTU3aTOPHI.

1.  Uszyuenue npunyunog ¢pynkyuonuposanus mapupymuzamopos Cisco

Cisco 10S - sto crienmanmusupoanHas OC, obecnieunBaromas (yHKIIMOHUPOBAHKE
ceTeBoro obopynoBanus kommanuu «Cisco Systems, Incy». Bzaumopeiicteue ¢ nannoit OC
BO3MOXKHO JIM00 uepe3 web-Opaysep, 1ubo uepe3 unrepdeiic komananon crpoku (CLI-
uHTepdeic).

Hannas OC noanepkuBaeT yaaleHHbIN J0oCcTyn K uHTepdericy KOMaHI-HOU CTPOKU
o npotokosiaM Telnet mnu SSH. B Cisco IOS cymiecTByeTHECKOIBKO PEKUMOB.

Tonvzoeamenvckuil pexcum (USer mode) — craHIapTHBINA PEKUM TIEPBOHAYATEHOTO
noctyna k OC. B atot ke pexum OC nepexoauT aBTOMaTUHYECKH TTPU MPOIOTIKUTETLHOM
OTCYTCTBUHM BBOJIa B PEKHME aIMUHHCTpaTopa. B pexknMe MOIb30BaTENs JTOCTYITHBI
TOJIbKO TIPOCThIE KOMAaH[bl, HE BIUAOIIME Ha KOH(Urypamuio 000pyI0BaHMUS.
[IpurnameHneKoOMaHIHOM CTPOKHA UMEET CIICAYIOIIUNA BUIL:

router>

Aomunucmpamusnwiii pexcum (privileged mode). OtkpsiBaeTcs komanmoi enable,
BBEJICHHOW B PEKMME TIOJTB30BATEIIS:

router> enable

B aaMuHUCTpaTUBHOM pEXHME IOCTYIMHBI KOMAH[bI, TO3BOJISIONINE TOTYYUTH

NOJIHYI0 WH(MOpPMAIUI0O O KOHPUTYpaluuu OOOpYJOBaHUS U €ro COCTOSHHM, a TaKXKe
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KOMaH/Ibl MEpexojia B PEKUM KOH(UTYPUPOBaHUS, KOMAHAbl COXPAHEHUS U 3arpy3Ku
KoH¢uryparuu. [Ipuriamnienne KOMaHIHON CTPOKH UMEET CIIETYIOIINIA BU/I;

router#

OOpatHbIl MEpexo] B IMOJb30BATEIbCKAN PEXUM MPOU3BOAUTCA IO KOMAaHIE
disable wiu o ucTeueHNM YCTaHOBJIEHHOTO BPEMEHH HEAKTUBHOCTH. 3aBEPIICHUE CECCHH
— KOMaHa exit.

Inobanvuviti  pescum  xoughueypuposanusi  (KOHQUTYPAIIMOHHBIA  PEXKHUM).
AxrtuBusupyetcst komanaoi config terminal, BBeieHHO# B a IMHHUCTPATUBHOM PEXKHME:

router# configure terminal

['moGanbHbIl  peXuM KOH(UTYpUPOBAHUS OpPraHU30BaH HMEPAPXUYECKH — OH
COJIEPKUT KaK HEMOCPEACTBEHHO KOMAaHAbl KOHPUTYpUpOBaHUS OOOPYIOBaHUS, TaKk U
KOMaHJIbl TIEpPEX0/la B PEXKUMbl KOH(OUIYpUPOBAaHUS €ro MOJACUCTEM (Hampumep,
UHTEP(EHCOB, MPOTOKOJIOB MAPIIPYTU3ALIUU, MEXaHU3MOB 3aIIIUTHI).

[lpurnamenuss KOMaHJAHOW CTPOKM B  HauOoJiee YacTO  HCHOJIb3YEMBbIX
KOH(UTypalIMOHHBIX PEXUMaX UMEIOT CIECIYIONINI BU:

router(config)#

router(config-if)#

rounter(config-router)#

router(config-ext-nacl)#

switch(config-line)#

switch(vlan)#

Beixon u3 mo0oro pexuma KOH(PUTYPUPOBAHHS B PEKHUM BEPXHErO YPOBHS
MPOU3BOIUTCS KOMaH 0¥ exit niau komOuHarmei kinapum Ctrl-Z,

Kpome Toro, komanaa end, mogaHHasi B JIIOOOM M3 PEKUMOB KOH(PHUTYPUPOBAHHS
HEMEJUICHHO 3aBEpUIacT MpoliecC KOH(PUTypUpOBaHUS M BO3BpAIlla€T IMOJb30BaTeNs B
aIMUHUCTPATOPCKUN PEKUM.

Jrobass komMaHma W3MEHEHUs KOH(PUTYpaIluu BCTYNaeT B JIEWCTBHE HEMEJICHHO
nocse BBoja. Bece koMaH bl U mapaMeTpsl MOTYT OBITh COKpAaIeHBI (HanmpuMmep, "enable” —

"en", "configure terminal” — "conf t", “show running-config” — “sh run”).
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B mo0om mecTe KOMaHAHOW CTPOKH ISl TOJYYEHUS IOMOINA MOXET OBITh
HCIIOJIb30BaH BOIIPOCUTEIBHBIN 3HAK, HAIPUMED:

router#?

router#co?

router#conf ?

NmeHna ceTeBbIXx MHTEPPEHCOB TaKKe MOTYT OBITh COKpAIEHbl, HAPUMEP, BMECTO
"fast ethernet0/1" mocrarouno narnmcats "fa0/1".

Otmena m1000i KOoMaHABl (OTKIIOYEHWE OINIMH WM PEXUMa, BKIIOYAEMbIX
KOMAaHJIOM, CHATHE WIN YJaJ€HUE MapaMeTpOB, HA3HAYAEMbIX KOMAHJI0i) TPOU3BOIUTCS
Mo/1aueid 3TOM ke KOMaHIbl ¢ mpeduKcoM 'N0", Hanpumep:

router(config)#int fa0/1

router(config-if)#shutdown

router(config-if)#no shutdown

[Tpu 3arpy3ke cereBoro o0opyaoBaHus, pabortaromero noj ympasieHueMm Cisco
[0S, mpouCXOaUT CUUTHIBAHME KOMAaHJ KOH(PUTYpalud W3 HU3MEHSIEMOTO MOCTOSIHHOTO
3anomuHaroniero ycrpoiictea (NVRAM), riae oHu xpaHsTcs B BHJE TEKCTOBOTO (aiiia,
Ha3bIBAEMOI0 pabouell kongueypayuei (running config). Kondurypanus, coxpaneHHas B
NVRAM, nHazbiBaetcs HauanvHou xougueypayuei (startup config). B mporecce pabotbl
o0opyI0BaHUsl aAMUHUCTPATOP MOXET BBOAUTH JI0 TOJHUTEIbHBIE KOH(PUTYpPAIMOHHBIC
KOMaH/bl, B pe3yjbTaTe uero padouas KoOHDUTypalds CTAaHOBUTCS OTJIUYHOH OT
Ha4aJIbHOM.

[IpocMOTp HauanbHOM U pabouell KOH(Urypaluii MapIIpyTU3aTOpa MPOU3BOJAUTCS B
aIMUHUCTPATUBHOM PEKUME:

router#show startup-config

router#show running-config

BriBog mocnenHelt KoMaHAbl MO3BOJISET MPOCMOTPETh TEKYIIYI0 KOH(HTypaIuro.
OnHako eciii aIMUHUCTPATOP HE MEHSUT 3HAUEHUs MapaMeTpoB, ucnoib3dyembix B OC 1o
YMOJTYaHUIO, TO OHU IIPU BBIBOJIE HE OTOOPA3ATCA.

[Tpu xonmupoBaHUK OJHOW KOH(PUTYpAITUU TTOBEPX APYTOi BOZMOXKHBI JBA BapHaHTA:

nepe3anuch W cnusHue. llpu mnepesanucu crapas KOH(Urypauus MOpeaBapUTEIIbHO
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ynansiercs. [Ipu cnussHuM KOMaHIbl HOBOW KOH(UTypaluu JOOABISIOTCA K KOMaHIaM
CTapoM, KaK ecJii Obl OHU BBOJUJIMCH BPYUYHYIO.

Hwuxe IMPUBCACH CIIMCOK KOMAaHA KOIIMPOBAHHUA KOH(bI/IpraHHI/I, ImepBasd U3 KOTOPBIX
BBITIOJIHACTCA B PCIKUME IICPC3aIIMCH, a ITOCIICAHAA B PCIKUMCE CINAHUSA!

router#copy running-config startup-config

router#copy startup-config running-config

Paccmotpum 6a30Bbie KOMaH[IbI MOy4YeHUs WH(GOpMaLMu 0 paboTe 00opyT10BaHUS
Hh €ro NoACUCTEM.

[TpocmoTtp nndopmanuu 06 odopynoBanuu (Mojeb, 00beMbl amsiTu, Bepcust [0S,
YUCJIO U TUM UHTEP(ENCOB) BHIMOJIHACTCS MO CJICIYIONIEH KOMaH/IE:

router#show version

[IpocMoOTp coaepkuMoro QAI-NaMsATH:

router#show flash:

MOHHUTOPHHT 3arpy3Ku Ipoueccopa:

router#show processes

PaCCMOTpHM OCHOBHBIC KOMaH/bI HepBOHa‘{aHBHOﬁ KOH(l)I/IpraLII/II/I
MapIIpyTHU3aTOpAa.

YCTaHOBUTH UMSI MAPLIPYTU3ATOPA!

router(config)#hostname my_router

VY cTaHOBUTH NTAPOJIb AJIMUHUCTPATOPA, TPeOyEeMbIi MPH MEPEX0/ie B BBOAE KOMAH IbI
enable:

router(config)#enable secret my_secret

Otxrouenne paspemieHust DNS-umen:

router(config)#no ip domain-lookup

basoBas Hactpoiika FastEthernet-unrepdeiica:

router#configure terminal

router(config)#interface fastEthernet 0/1

router(config-if)#ip address 192.168.0.1

255.255.255.0

router(config-if)#speed 100



router(config-if)#duplex full

router(config-if)#no shutdown

router(config-if)#exit

Jlnst mocnemoBatensHOTO HMHTEp(deEiica ycTpoiicTBa, BeimodHstomero poib DCE,
HEOOXOIMMO YKa3bIBaTh TAKTOBYIO YacTOTYy (MPOMYCKHYIO CIOCOOHOCTH), MpPU ITOM
JAHHAsI KOMaH]1a BBITIOJIHAETCS TOJBKO HAa OJTHOM CTOPOHE JINHUU CBA3U:

router(config)#interface serialO

router(config-if)#clock rate 125000

Ecniu wa mnocnemoBaTenbHOM HHTepdelice HEoOXOAMMO HCHOIB30BaTh JPYroi
MIPOTOKOJ 2-T0 ypoBHA (Hanpumep, Frame Relay), To 310 nenaercst ¢ noMOnib0 KOMaHIbl:

router(config-if)#encapsulation frame-relay

[TapameTpbl uHTEpdENHCOB, MPOTOKOJOB 2-TO YPOBHS, a TAaKXE CTAaTUCTHUKA
OTIMPABIICHHBIX U MOJYYEHHBIX KaJPOB MOXKET ObITh MPOCMOTPEHA CIEAYIONIEeH KOMaHI0U
B PEXKUME aIMUHUCTPATOpA:

router#show interface

[Tonpobnass wHbopmanus o mapamerpax mnpoTokosa I[P gocrymHa B pexume
aIMUHHCTPATOPA IO KOMAH/IE:

router#show ip interface interface

Kparkas cBognas Tabnuma coctossauil IP-untepdeiicon:

router#show ip interface brief

PaccMOoTprM HAcCTpOMKY CTaTMYECKOW MaplupyTusanuu. MapuipyTsl, BEAyIIUE B
CEeTH, K KOTOPBIM MapHIPYTH3aTOpP NOAKIIOYEH HEMOCPEICTBEHHO, aBTOMATHYECKHU
N00aBIAIOTCS B MAapLIPYTHYIO TaOnMIly Mocje KOoH(urypupoBaHus uHTepdeiica npu
YCJIOBHH, YTO UHTEP(DENC KOPPEKTHO PYHKITMOHUPYET.

Jnsd HazHaueHUd JIONOJHUTENBHBIX CTATUYECKUX MapUIPyTOB B  PEKUME
rJ100abHON KOH(HUTYpaIiK BBOAUTCS KOMaH/IA:

router(config)#ip route prefix mask ip_address

Mapuipyr nmo ymoiyaHuiO (CTaHAAPTHBIA MapIIpyT) Ha3HAYaeTcs Cleayrouiei
KOMAaH/IOU:

router(config)#ip route 0.0.0.0 0.0.0.0



ip_address
[IpocMoTpeTh TabaMIly MapIIpyTOB MOKHO 10 KOMaH/E:

router#show ip route

2. llepsonauanvuas nacmpotika cemegvix napamempos Cisco 10S

[locTaHOBKa 3adauu: BBINOJHUTH  IEPBOHAYAIBHYIO HACTPOMKY  CETEBBIX
napametpoB OC Cisco [0S wmapmpytuzaropa Cisco 2811 ¢ pabodeit cranuu
aIMUHUCTPATOPA CETU, UCIIOJIb3Ysl IaHHBIE B CIEAYIOIUX JaHHBIX:

IP-anpec untepdetica: Fa0/0 10.194.7.1/24.

IP-anpec untepdeiica: Fa0/1 192.168.100.26/30.

Crangaptabiid nuto3: 192.168.100.25.

Nwms mapmpyrtusartopa: R7.

Jlomen: net.bank.

[Maposs noctyna: enable xkld7Hn43412&.

JlokanbHbIN MOJIB30BaTENB/TIap0Jib: noc/nTefa#51.

ITocienoBaTenbHOCTD JEUCTBUN.

[ar 1. IMogkmounte k Mapupytuzatopy Cisco 2811 pabouyro cTaHuuio yepes
KOHCOJIbHBIN TIHYp U uHTepdeiic RS-232.

[ITar 2. 3anycTUTh TEPMUHAIBHBINA KIUEHT U MPOBEPUTHh IPABUIILHOCTh apaMeTPOB
€ro HaCTPOMKH.

[ITar 3. ITpocMOTpeTh CIMCOK KOMaH/ MOJIb30BATEIbCKOTO PEKUMA.

BpInoiHUTE KOMaHay:

router>show version

[IIar 4. ITepeiiT B aIMUHUCTPATUBHBIA PEXKUM, BBHIIIOJIHUB KOMAHY:

router>enable

[ar 5. [TpocMOTpeTh YPOBEHB JOCTYIA B CUCTEME U TEKYIIYIO KOH(PUTYPAIUIO:

router#show privilege

router#show running-config

[IIar 6. [TpocMOTpeTh CIUCOK AOCTYIMHBIX KOMaHA. ONpeaennTs U BHINOJHUTH BCE

BO3MOXHBIE MH(POpPMaLlMOHHBIE KoMaHabl. Hanpumep:



router#show flash

router#show version

router#show logging

[ITar 7. BBINOJHATE HACTPOWKY MapIIPyTHU3aTOpa B COOTBETCTBUHU C YKa3aHHBIMHU
napaMeTpaMH, BBINOJIHUB CIIETYIOIINE KOMAH/IbI:

configure terminal

hostname R7

interface fastEthernet 0/1

ip address 192.168.100.26 255.255.255.252

no shutdown

interface fastEthernet 0/0

ip address 10.194.7.1 255.255.255.0

no shutdown

ip domain-name net.bank

ip route 0.0.0.0 0.0.0.0 192.168.100.25

[ar 8. CoxpaHuTh KOHGUTYPAIKMIO MAPIIPYTU3ATOPA, BHIMOIHUB KOMaH]TY:

write memory

[ITar 9. BeIKIIIOUUTH TUTAHUE MAPUIPYTU3ATOPA. Y CTAHOBUTH CETEBOM MOAYyJIb NM-
ESWI161. Bximountes nuranue mapupytuzaropa. IIpoBepuTh BO3MOKHOCTH 3arpy3Ku
MapuipyTHU3aTopa ¢ HOBOM KOH(UTypaLIUEH.

[ITar 10. ITpocMOTpeTh CIUCOK BCEX MOPTOB U UX UMEH:

sh ip interface brief

[ITar 11. BeImoJHUTE CIEAYIONINE KOMAaH/IBI U TPOCMOTPETh UX PE3YJIbTaTHI:

sh processes

sh file systems

[ar 12. BeixiarounTs pexxuM mudpoBaHus maposei B KoHGUTYparimoHHOM (aiire,
CO3/1aTh MOJIH30BATENSA U YOCUTHCS, YTO TAPOIh B KOHPUTYPAITMOHHOM (aiijie 3anrcad B
OTKPBITOM BHUJIE, 3aT€M BKJIIOYUTH PEKUM MU(PPOBAHUS Mapojieh U yOeAUThCS, YTO TeNeph
MapoJib MPEACTABISICTCS B 3aTU(POBAHHOM BHUJIC:

no service password-encryption
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username nocl secret test

username noc2 password test

enable secret test2

show running-config

service password-encryption

show running-config

[lar 13. YpganuTe BCeX CO3JAaHHBIX paHEE IIOJB30BATENIEM, 3a/1aTh CTOMKHE K
Hepe6opy ImapoJin MoJIb30BaTenel U mapojin Mt aIMUHUCTPATHBHOI'O JOCTYIIA.
IIpoBepuTh, 4TO AT MOAKIIOYEHN K MAPLIPYTU3ATOPY U MEpEeXoaa B aIMUHUCTPATUBHBIN
peXUM TpeOyeTcs apoib:

line console O

password n&bbR4d21

login

no username nocl

no username noc2

enable secret xkld7HN43412&"

username noc secret nTefa#51

[[Tar 14. BpINOJHUTH HACTPOMKY MEXaHU3Ma POJIEBOTO YIPABICHUS NOCTyINa K
KOMaHJIaM MapIIpyTH3aTOPa, PEATU3YIONIETO CICTYIONIYIO TOJUTUKY O€30MTaCHOCTH.

CyIecTBYIOT CIEAYIONIUE POJIM U COOTBETCTBYIOIIME WM YpPOBHHM O€30MacHOCTH:
anmuauctparop (15), wumxkenep (5) u omeparop (3). Hoctynm momb3oBaTesMm,
ABTOPHU30BAaHHLIM Ha POJIb HHIKCHEPA, MOKET OBITH MMpeaoCTaBJICH TOJBKO YCPE3
KOHCOJIBHYIO CCCCHIO. HpI/I 9TOM MOI'yT OBITH BBIMIOJHEHBl OCHOBHBIE KOMaHIbI II0
JMArHOCTUKE U HACTPOMKE CPEJICTB MAPLIPYTHU3ALNH, KOMMYTALUHU U aIPECALIUU.

ITonp3oBarenu, aBTOPU30BAaHHBIE HA  pOJb  OIepaTropa, MOTYT  TOJIBKO
[IPOCMaTPUBATh JUArHOCTHYECKUE JaHHbIE Ha Mapuipyrtuszarope. Poibp agMuHMCTparopa
HMCECT BCC IIPUBUJICTHUU

username admin privilege 15 secret nTefa#51

enable secret 15 secret Rc@sxa&h

username engineer privilege 5 secret LwgndhR5
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enable secret 5 secret Jnfobn&gd

username operator privilege 3 secret *mmfjj&D
enable secret 3 secret Mf88MMh1
privilege exec level 3 show running-config
privilege exec level 3 show startup-config
privilege exec level 3 show

privilege exec level 3 ping

privilege exec level 3 ssh

privilege exec level 3 telnet

privilege exec level 3 exit

privilege exec level 5 configure terminal
privilege exec level 5 configure

privilege configure level 5 ip

privilege configure level 5 no ip

privilege configure level 5 ip route
privilege configure level 5 no ip route
privilege configure level 5 router

privilege configure level 5 no router

privilege configure level 5 interface

line console O

privilege 3

Koumponvnvie sonpocuwi:

1. Oco6eHHOCTH PabOTHI B MOJIB30BATEIILCKOM pexkuMe Mapiipytuzatopa Cisco.

2. OcoOeHHoct pabOTBHI B aJIMUHUCTPATUBHOM PEXKHUME MapIIpyTH3aTOpa
Cisco.

3. Hacrtpoiikn ~ mapmpyrtuzatopa  Cisco B~ mI00aJbHOM  pEXKUME
KOH(UTYPUPOBAHMUS.

4, Konduryparnmonnsrii ¢aitn mapmpytuzaropa Cisco.

S. HanmMenoBanue Mmojaynell JIHMHEHMHBIX KapT W CETEeBbIX HHTEp(ENCcoB Ha

Maprpytuzatopax Cisco.
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